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her ei n. BACKGROUND OF THESystéviichar MRihbd fof Eir@éssing EndodedMiessages The present
invention is directed to exchanging e-mail nessages involving a nobile.

data comuni cati ons devi ée& Exthange vish d dldbdeDita CamahumizaionBevicecul arly to
exchangi ng secure e-nmail nmessages involving a nobile device. Description

of the Related Art There are man soI utions for exchan| ng i nformation

bet ween host systens and CHES & O RERAL yoromeg LANd  f ol | ow sinpl e
encodi ng net hods for deI|ver|ng shortened versi on of t he origi nal
nmessage to the wi r el Bs¥PiHEY dime gy tolkbd provisions aPﬁlﬁﬁﬁIOPﬁé“alN"n&(@aﬁﬁ’enory

and di splay capabiljti he devi ce. However, there is-a |ack of focus
and attention? %ﬂ?ﬁg ﬁ&a‘iﬂa% Shenh pgbYihdfer Germareseipg eposs ot ?Fe@@%?gée to

The entire & V" @?gbé tagg@ﬁ@@a&ﬁﬁ@gvg&gg%@ﬁﬁﬁg B il %eﬂﬁé“ly o

bandw dt h and hQat.ter Wi, el ess eV|

i mpossi bl e to @‘rs‘é‘% ueeyén ﬁi(‘:lﬁ] O‘flﬁm% &'h%'% V%loﬁelra%lf'cﬁ?oﬁg © ?{ F%%"g%k 55| ng
on the message, %gmg?? LipProblemis that S/MME nessages are too large to
send | 3 0 NOV' B ectlvely to the nobile device. If the entire SIM M
nmessage is sent, it could use excessive anounts of menory and battery
power just for a single nessage. Considering the ti-ne

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention is directed to exchanging e-mail messages involving a mobile
data communications device (“mobile device”), and more particularly to exchanging secure
e-mail messages involving 2 mobile device.

Description of the Related Axt

There are many solutions for exchanging information between host systems -and

mobile devices. These systems all follow simple encoding methods | for delivering a

shortened version of the original mcssa‘ge te the wireless mobile device, keeping in mind the

limited memory and display capabilities of the device. However, there is a lack of focus and

attention being paid to the problem of delivering SMIME message to mobile devices,

Currently there are no known systems that {ry to delivery the entire S/MIME message to the

" mobile device. This is becanse the bandwicith and battery limitations when using wireless
devices makes it impossible to create such a solution without performing an)l/ pre-processing

on the message. One major problem is that S/MIME messages are too large to send




necessary for reception, the nenory required for storage and the laa?tgaﬁy a5
required to handle the RF exchange, a product that tried to suppor I ezct
S/'M ME woul d be unusable to the average business user. The second problem
is that there are no public key servers accessible to wreless networks
and wirel ess devices. As a result the use of public key crypto operations
is very difficult and requires heavy caching operations to elimnate the
Public Key Infrastructure (PKI) requirenents. In the area of exchangi ng

secure e-nail tdRERBtEChaMEbilidenal RAOHRGMINB nebag g, {Ldu1a x}isB%xéﬁ&%i ity
ey

for nobile devices to retrieve public encryption keys from Public

| nfrastruct ur eSan{daifth SF rdeMo9NGE WRker BSHAJERR ] Bl @REsafel O0RrsiaSHIFORE iifhe
device, (2) the inability to retrieve public kReys on received nessages

that are si gnediecds@yy fohecépriad)itei diesmohOreqeiftd forvdtdrdpe MR the battegjCreGaied itd haaalee
Revocation Lists (CRLs) on snall devices and (4) the tinme delay on nobile
devi ces with slthwBF eQBbiget Oprpdef hatnriabmephgportndidd AR vatilid de imbsaMeltoved wi t h
public key encryption algorithnms. These problens and others result in a
poor and. frust raergegusineserser xihe sécemiqeobiye is that thereguret 10 paklicap gavesy dvbdskiblbased
e-mai | nessages Wi th other conpanies. Therefore there remnins a need for a
system and net Howirtless neiwoke andivwiglessalovices. dap keselbthe pratof Biblit kF cppamgebonsan be
exchanged with nobile devices. There also remains a nmethod for |everaging
the processor powew @ifficulseanggaquires; beayin qaehieg gbiretions (e teliminatgsihe Rukle Kegnce
when exchangi ng. S/M ME nessages wi th outside correspondents. Summary In
accor dance w t HEFaTEugEsFEDeavirerasntsi n, a system and nethod are provided for

processi ng secure i] so that S/M ME nessages (or _other types of secure
nessages) can be 2%%’%?%@%3@6‘%6??%’ aﬁ?‘ﬁ%ﬁ@?‘%‘ﬂdﬁwwﬁﬂﬂ?@%@tem

g/nﬁ/l geét hod may ien?{%yxgg ggfg%ﬁggdtgggﬁizptect S, sugl_prig as r eglu é n t hﬁbggﬁcz%eof t he
nmessages a L ng SFITVE PHS s SIGERYT §°YS D y
transm ssion OfInfE/sMcMi:’esV\éPﬁs) qc?'%il(!r)?pt %ﬁ?&l‘ﬁi‘,a(g:g;sbeing sent from the mobile device, (2) the
inability to retrieve public keys on received messages that are signed, (3) the inability to deal
with very large Certificate Revocation Lists (CRLs) on small devices and (4) the time delay
on mobile devices with slower CPUs to perform complex math .ca!culations involved with
pulﬁic key encryption algorithms, These problems and othcfs result in a poor and frustrating
user experience when trying to exchange S/MIME-based e-mail messages with other
companies,
Therefore there remains a need for a system and method for processing secure mail so
that S/MIME messages can be exchanged with mobile devices. There also remains 2 method
for leveraging the processor power of the hoét system to enable a; better user experience when

‘exchanging S/MIME messages with outside correspondents.

Summary

‘In accordance with the teachings herein, a system and method are provided for

processing secure mail so that S/MIME messages (or other types of secure messages) can be
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For exanple, the system and nethod nmay provide for pre-processingﬁeﬂcm&%tﬁﬁﬁ
and/ or signed nessages at a host system before the nessage is transmtted
to a wireless nobile comrmunication device. The nessage is received at the
host system from a nmessage sender. There is a determ nation as to whet her
any of the nmessage receivers has a corresponding wreless nobile

communi cati on device. For each nessage receiver that has a correspondi ng

wi rel ess nobil e comruni cati on device: the nessage is processed so as to
nodi fy the nmessdeifetMvitimbEiRRRGLes! ThOESteR andRERERS MM de et EHsPdcts, such

aut henti cati on aspects. The processed nessage is transmtted to a wirel ess
nobi | e conmuni eatdddingd@y sigeoft e 5/NMNIME 8424pR¢ endld® piehiRocedsing SYMINES SR@8ges to

recei ver. The system and nmethod may al so I ncl ude post-processi ng nessages
sent froma w kedbessndiBionef SAIMEWitahdbdedevitey/i ce t0 a host system

Aut hentication and/or encryption nmessage processing is perforned upon the
nmessage. The pr oceskeckamplesthe gystemyand bthod gy peside fodpropglesdilzentrgged sot em t o
one or nore receivers. In other situations, the system and net hod may
rearrange si gneigng- maesdgenesshgesysan xford G tmesspge enransmiveddora wigelese dnebidel
transmtted data being sent to a nobile device. The steps may include: (A
recei ving a si gemeuiicafier devigps Shagnessage tisvecehiod at the/kasksystbm digman messagggadetender
addressed to one or nore nmessage receivers; (B) confirmng that at [ east
one addressee MHB¥ed 2 deprminaiomed tagvhetie 1y of die Bessage @cewagasamngwﬁég
senders signature, Certificate and Certificate Revocation Lists within the
nessage pl aci ngirkesmobile soraumrgtiordeyine Frs sach guessagepeeivenihipiiagye soesnopdag ge,
foll owed by the senders signature to the nobile device, and (E) hgol ding
back the Certi fiigaisemafili CRPPIRERt CViEV BT RTBE 15 BPLSEE 5P ﬁét‘ot‘?l‘émjﬁs‘b"r has

t t th it if th t al th bi | ice.. 313
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oor tant 1 nf of BePYon A » JHEREEHG WnlbullGiby SRTG I SRrhiBle b

o, ), YRR AU, B A 0T eSO

one addressee g from a wireless mobile communications device to a host system. Auithentication and/or
encryption message processing is performed upon the message. The processed message may
‘then be sent through the host system to one or more receivers.

* In other situations, the system and method may rearrange signed é-mail messages ata
host system in order to reduced transmitted data being sent to a mobile device. The steps
may include: (A) receiving a signed ¢-mail message at the host system from a message sender
addressed to one or more message receivers; (B) confirming that at leasf one addressee has a
corresponding mobile device; (C) rearranging the senders signature, Certificate and
Certiﬁc_ate Revocation Lists within the message plaéilig them at the end of the message; (D)
sending the message, followed by the senders signature to the mobile device, and (E) holding

back the Certificate and Certificate Revocation Lists so that the user has to request these

items if they are not already on the mobile device.




has a correspondi ng nobil e device; (C for each nmessage receiver | hgt;\g@@s’zi}@‘j
corresponding nobile device, the systemand nethod nay (1) regeneérate the
nmessage so that it contains only the nessage text and the session key for
the address that matches a specific user's nobile device; and (2) transmt
t he nessage and sel ected session key w thout sending the other session
keys contained within the original nessage. In the area of pre-processing
it is possible for the host systemto preauthorize a signed nessage and
send the nobil e dev et i@hd @& bizOfedichen, Bl 8y RuPH8 FRtHBG mayl ﬁﬁr@%@&ﬁqu&a this
met hod may include: (A) receiving a signed e-mail nessage at the host
systemfrom a emsbagRagseitGstaghiine s tHeGmPRRniAhfofiRNiGh FFEHS 2@EvéraEflhotar s;
(B) confirmng that at |east one addressee has a correspondi ng nobile

devi ce; (C) extfirsictThagiephmayingindd: {Aprecdeng af éregped cani mesapd frbm Gahesage
revocation lists followng normal S/MME practice; (D) performng a
signature pr eaatdsorddessed mronoor dre mesags ageivers iBigotfiraingalze sidastyonpaddidsee key
information and following normal S/ MBvlE practice on behalf of the nobile
devi ce user, arfds ¢ Bymrespaadisgrimobiledgvices (Chfor gark messagpareaivegihatdias mesrsapgpadingt h a
flag indicating whether the message had been signed and whether the
signature was V@hile fevre, tingystem padynethed mayd g pagprsale o medsese setheldt contging pedy
device can verify the flag is valid. Further in the area of pre-processing
it is possible oMot tebagd the sereien ket fopthpaddresy dpgmatehes mspaciis aser's npbile | v1E
on behal f of the nobi I? devi ce user. The steps far this_nethod may

include: (A) r €8S iRY A rimanimet fsrasssege Aed relered sesgien kevoriheuinieading Blethrger
addressed to one . or nore.nessage receivers; (B) confirmng that at |east
one addressee HS8©° E‘%F?“é@%@ﬁ%‘ﬁﬁ&ﬁ%ﬁ?ﬁ%ﬂ%% ce; (O for each message
recei ver that has a,correspondi ng nobi.l e devic he 4 3 0 2005, system
hnd et hod ey (1) B SRS SR e o€ B BT Rg R R
e-mai | address ' . g pce: nerate a .

i nternedi ary ne%%%gce%?dgér%é ﬁ%pﬂrm Hagw%g@% 5%“1951}5/%’? %\r/ﬁ'{rﬁc)e?sglgt elih e‘q"%gsn‘f;(’rr yﬂf}f ed

o, LR S SR opt o) SE AR SBE X S 5 67 <
devi ce, (5) message sender addressed to one or more message receivers; (B) confirming that at least one
addressée has a corresponding mobile device; (C) extracting the signature, certificates and
certificate revocation lists following normal S/MIME practice; (D) performing a signature
preauthorization on the message using the nccessaﬂ public key information and following
" normal S/MIME practice on behalf of the mobile device user; and (E) transmitting to the user
the original message with a flag indicating whether the message had been signed and whether
the signature was verified, This flag will be signed i)y the sender so the device can verify the
flag is valid. |
Farther in the area of pre-processing it is possible fér the host to decrypt e-mail data
from standard S/MIME on behalf of _the mobile device user. The steps for this method may
include: (A) receiving an encrypted e-mail message from a message sender addressed to one

or more message receivers; (B) confirming that at least one addressee has a corresponding

mobile device; (C) for each message receiver that has a corresponding mobile device the
4




return the decrypted session key to the host system (6) decrypt thg § NOY 2803
original nessage contents wusing the returned session key, and (7) send the
decrypted nessage to the nobile device user. These are just a few of the
many advant ages of the system and nethod, as described in nore detail
below. As will be appreciated, other and different enbodi nents than those
expressly described are possible, and their several details are capabl e of
nodi fications in various respects. Accordingly, the draw ngs and

descri ption of sykem syishaiodamng (Yyedehiryl e eidividvalstdiob Ryt diaghds an baall agiéssled as
illustrative in nature and not restrictive. BRI EF DESCRI PTI ON OF THE

DRAW NGS Fi gur dot a ¢ogrespondingenobiledevizt; (Qrgesanate 1 dremesdiary mesvige fointha mabiledees dat a
comuni cation device may be used, showi ng network el enents in the system
Figure 2 is an usedwithtjpsttheomenypted seesiomglien forythremmedpomlingnistr, X sdnd tigemciypad ar e
commonly used today in the Internet. Figure 3 is an illustration of the
mai N syst em corfpwive ke to the/mbhiledlevipe yers (0 deayphhd sesgins beyat g recbileiil¢vice, (5)
exchanges. Figure 4 is an illustration of how the system and nethod can
re-arrange nesdayadharlerpipfed sasinn kawiorip MostwEsiens: i(6) decrent the srigingl @cksage @Ry pt i on
met hods. Figure 5 is an illustration of how the system and nethod can

reduce the sizesHg thegiuacdsesiop KeyngpddBriend fas degrymsndaneseass i thrgmabile Agyicg e

i %6 Tor ' meesages. TR SRAPL tuch teipy B BRAGER 165 GHER PRI CARITE
L W L S
how t e ouat omeARgly defiblP al Basinh, SR IGE sexpiaPilafls ire' SoBO0 HEaRARIR G O

messages beforeg, '&EXesﬁéc‘é‘s. Sﬁéﬂ.&dﬂngﬁ%ﬂﬁe d{lﬁ%iéé %ddcﬁééhgﬁon of i&%é&g? ﬁ{l{}g@tﬂod set

illustration of how the system can pre-proces
forth below are to be regarded as illustrative in nature and not restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is an overview of an environment in which a wireless data communication
device may be used, showing network elements in the system.
Figure 2 is an illustration of the main types of e-mail exchanges that are commonly used
today in the Internet.
. Pigure 3 is an illustration of the main sysfem components involved with secure and
unsecured e-mail exchanges.
Figure 4 is an illustration of how the system and méﬂlod can re-arrange messages being
sent using S/MIME or any public-key encryption methods. |
Figure 5 is an illustration of how the system and method rcan reduce the size of
messages being sent using S/MIME signing techniques.
\ Figure 6 is an illustration of how the system and method would reduce data size for

messages that were both encrypted and signed using S/MIME or similar techniques.
5




si gned messages before they are sent to the nmobile device. Figure 3@ iNgYadlld
illustration of how the system and net hod can pre-process signed and
encrypted nessages before they are sent to the nobile device. Figure 11
shows a flow chart of how the host system may pre-process signed,

encrypted, or signed and encrypted nessages before sending themto the
nobi |l e device. Figure 12 is a continuation of the flow chart shown in
Figure 11 and focuses on the processing of encryption before sending it to
the nobile device. Fpge78s d8 eftPWSofehol BWsRRAN ind Ghetb@Wai PR-prdeis| savElaRi 8 €
may make use of the host systemfor signing and encryption of nmessages

usi ng S/' M MVE t gatiii@yesryplel gidsstyed Befbrs tHeg hre 8@t oGhedhad@é advicef conponents in an
exanple wirel ess data conmunication device that could be used with the
system and net hod. Figes éandtheraxmhpldofaoe thelsptdm thd agriadsangepprotdsnMIME or
processi ng of nessages involving a nobile device. Figure 17 is a bl ock

di agr am show ngublit-kex empired pessegenbafat then ars yait ©nthe mdbilgdavee.18 i s a bl ock

di agram of an alternative exanple comunication system Figure 19 is a

bl ock di agram of andghef iske dhwszation of bowntheniystern ianth msthed emn pEPPA¢ss BIMIME
DESCRI PTION Wth reference to Figure 1, this illustration represents a
conpl éx over vi signefmessagesdaigredhayarasortic hopobilsgyviceNat ural Iy, one skilled in
the an can appreciate there could be 6 [3 0 NOV 2005 hundreds of different
t opol ogi es, but t heFighe 1&g diuskption phlow by ang ancthod, cuhire-85P6¢se figapd fod

met hod works. There could be many e-mail senders .in the Internet and many
Internal  conp&RSYRFISs2gwEbefaredhgyaresenyy the mebile dexicet em and net hod di scussed

herein use the exanpl e f mail being exchange between conpani es, or branch
0FT s eroos an Bt d0rwoR, a5 e PRBOY e Rt ST Sy oCRRsh it

understood that:this is.on an e | ar nvi rqgnment .as th .St em and
method ay be- (PTG st EReREd SRl bR e gE PR SR S BRI Sal

secure Figure 12 is a continuation of the flow chart shown in Figure 11 and focuses on the

processing of encryption before sending it to the mobile device.

Figure 13 shows a flow chart of how the mobile device may make use of the host
system for signing and encryption of messages using S/MIME techniques.

Figure 14 is schematic diagram of components in an example wircless data
communication device that could‘ be used with the system and method.

Figures 15 and 16 are block diagrams depicting processing of messages involving a
mobile device,

Figure 17 is a block diagram showing an example communication system.

Figure 18 is a block diagram of an alternative example communication system.

Figure 19 is a block diagram of ancther alternative communication system.

DETAILED DESCRIPTION

With reference to Figure 1, this illustration represenis a complex overview of a

~ sample network topology. Naturally, one skilled in the art can appreciate there could be




e-mai | exchanges. Most mail exchanges today between conpanies remai[g% NOY 2885
unencrypted and unsigned so that anyone on the Internet; wth some anount

of effort, could see the information being exchanged. To address this

i ssue, new standards |ike PGPTM (Pretty Good Privacy) and S/ M ME (Secure

Mul ti purpose Internet Miil Extensions) are being used to exchange nail

bet ween conpanies. Figure 1 illustrates an exanple of an Internet e-mail

envi ronment where security between conpanies is not used. Turning nowto

Figure 1, ther euideds BOMMTeBntG6BlosRY, bIASE orde QOB QR Ips b¥RinsBkd Bow't8S §5kRUnd O
herein as a corporate office or Host Location 30. However, this does not

restrict the haegihod|vasial i Ditrd §RAM BEIBY &miall a85dersGh fheC Butert BRMRaBS fntegy OF
sonme ot her secure | ocation where mail nessages are bei ng exchanged. Al so
shown is an e- rampangdimeddsenddds of whiGih The ks@mbaad avthbddbovbseiigdreiniGe fig eAiinglSP
(I'nternet Service Provider) account, a person within another conpany, a
person in the sanmsilbenpeamnriangs bdnivern amopdnizs, dd bauncoffifek a@Bss abrinteture’aistvibribe a
user of a large ASP (application service provider) like an Arerica Online
(AQL) user. W tik¢ the fignetc Hrshanldbecundérftbaieti80his & onlyrmp Ssagpary envirermefO3s theinni ng
on sonme conputer within the firewall of the corporation, that acts as the
mai n i nt er f ace systm ang aneghod pay be wtiiged avtsise of eompamnitingsafuich ag ip éndividalersves  20.
Two common nessage servers 40.- are M crosoft TM Exchange and Lot us Dom no.
These product s ¢afad egfhargss-used in conjunction with Internet mail routers
that typically use UN X-based Sendmail protocols to route and deliver mail .
These nessage 7 30VIREEMab ersBanges todsy betfyesncompriies ransing Rpsgptprbind wasigngd so
e-mai | sendi ng and recei E“Iﬁgﬁ t hey al so include. dynam c dat abase storage

engi nes that h&PEPPEILE TRkt Wi swer Pnapat o offort cpatdoser iedniomzation being |
todo lists, task.lists,. e-nail. .and docunen i.on Lk hin thi ypi cal
corporate envi F’écrli'?%ﬁ%', T8 afl‘ggﬁs F@%W‘Eﬂ%‘%?%aaé 1’8‘? E&gﬁn&?ﬁ goc’%i ﬁﬁégcryf an
Al t hough t he redi i tware 45 i.s.,S to.resjde on,the sane .
mehine, for  SEEiseal SRIGIRLE riepraya PR SEHP R CrR R s
resl de 'her e. TB&WE&%&?&EJ&Oﬁgure 1 illustrates an example of an Internet e-mail environment where

security between companies is not used,

Turning now to Figure 1, there is shown a central host location, typically referred to
herein as a corporate office or Host Location 370. However, this does not restrict the host
location from being a branch office, a home office or some other secure location where mail
messages are .being exchanged. Also shown is an e-mail sender 10, which could be an
individual using an ISP (Internet Service Provider) account, a person within another
company, a person in the same company within another branch office, or it could be a user of
a large ASP (application service provider) like an America Online (AOL) user. Within the
corporate office 30 is a message server 40, ranning on some computer within the firewall of
the corporation, that acts as the main interface for the corporation to exchange mail with the
Internet 20. ‘Two common message servers 40. are Microsoft™ Exchange and Lotus
Domino™. These products are often used in conjunction with Internet mail routers t_hat

 typically use UNIX-based Sendmail protocols to route and deliver mail. These message
7



software 45 and the nessage server 40 products are designed to CO<3d§ﬁ§W%2mm
and interact to allow the pushing of information to nobile devices 100. In
this installation, the redirection software 45 is taking confidential and
non-confidential corporate information for a specific user and redirecting
it out through the corporate firewall to nobile devices 100. A nore

detail ed description of an exanple of the redirection software 45 may be
found in PCT International Application No. 09/087,632, United States

Patent No. 6, 2%8&v&%b prodidis\ddikRid boRd RSt CAkE MnditPRhd fadivih BRy Jsd! include

09/ 401, 868, SIN 09,51%,963, S/'N 09/'528, 495, S/N 09/545,962, and S/ N

09/ 649, 755, al |dyfdmisviabebhs@ s@raR€ leBilNes! AGORRS pRddeShel Na@bdsd) Eorate $6N ata like
application by reference. The push techni ques described in these

appl i cati ons antilepddrs mido HES taskalian, e-@laitasd docimsadtiyn. encodi ng, conpressi on and
encryption technique to deliver all information to the nobile device, thus
ext endi ng t he conpaWjthihi thiswgpital tcorponae| endeodnizet, rodedileeticesofteere Ifdékrarh t451 is
noted that the host systemat the host |ocation 30 nay be imessage server 40
runni ng wit hi n issetegy péithmngh b widirentine softwaeiis idshawe empadeyon fther seme hlachinEh for
message server 40 has an associ ated w rel ess enabling conponent known as

t he redirecti orsasgofftpieseriatips, ihare is i leguiteinent thavfit wastaeskd® heegy Bbe pslgectioni t her
directly on the host systemor on a different conputer platform to

redi rect infor feftvanm4d endetheesspressstvarndbpredingr desigred io et and interact to

Al ternatively, the host systemcquld be_a user's desktop PC, also_ running
within a cor portie™ the @Hsfinegt Adormation i dpabide dyvisey HP0a 1o Hisdastallaianothg Tqdirgctinn ) | ~or
could be any other system.that _is, 6 in comupjcation with the user's desktop
PC. 8 3 0 NOV S00HSs @dﬁ%ﬂ&@ﬁ%ﬂbﬁl&@# AR GRIERHA PR PR Py SafilE he
host system normally,.in associatjaon with nessage,§erver - enabl es
the user to. rodrd et Frtdis RHC fiPeh At trape TTACPdPHA P s S RForpar s
of data items) fLa J0eohashe 8YShefll@ dI1EHRAL SeMBRI s fMiromd in PCT
comuni cati on device up8n detec |n8 that® 6he or: hore user-derfined

o Ohe’ o2, *u hEnlthy AGRULES., GBS RUAEPSSPRu AR 5109, (A Ayl o1
1 pécial processing
performed that seR@bbfisnt REpIRMRBROTINODIRIMBESA dBGHs,963, S/N 09/528,495, SN
09/545,962, and S/N 09/649,755, all of which are hereby incorporated info the present
application by reference. The push techniques described iﬁ these appiications and patent use
a wireless friendly encoding, compression and encryption techniqlie to deliver all information
to the mobile device, thus extending the company firewall to include the mobile device 100.
Itis nqted that the host system at the host location 30 may be message server 40
running within a corporate environment behind a company firewall. The message server 40
has an associated wireless enabling component known as the redirection software 45. A
redirection software 45 may be used (either directly on the host system or on a different
computer platform) to redirect information to a wireless data communication devic-e..
Alternatively, the host syétem could be a user’s desktop PC, also running within a corporate.

environment connected to local-area network (“LAN™), or could be any other system that is

in communication with the user’s desktop PC.
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nmessages. For one skilled in the art of SSMME, it is well known thht) dG¥ G305
original nessage size of an e-nmail nessage can be dramatically increased
when S/NIIME algorithnms are applied to the mail nmessage. By appl ying
advanced filtering, re-organization and pre- processing on the nessage the
user can still .receive such data itens at a nobile device. In sone _
situations, the user can still have full control over the S/M ME processing
stage and can direct the host systemas to the procedures it perforns.
Operating at the hogtredistda Bradin \balsbbkize 25 RpSiiak @ Bhd Rt s@pam, Remeapfih gur ed
to create triggering events, such as a screen saver sub-systemor a
keyboar d sub- syssoéififionaGthwe nkss@e seS/eiD4G; ¥HdbRgBhel @Er toapdifkiag@i migod BLalnSREL- S
data itens for transparent delivery to the nobile data device, such as a
TCP/ | P sub- sy stséentair daoniems formatte ofedanbitdms frim Sheshostnsgsteftd eie usand nsopile dis
within the redirection software 45 include conponents for dealing with
signed e-nmi |, colmimeagion devipewpbrhddRebihg thatkeng ok mforcasstirdefibadr ieiggefifKbenis fmnd
repackagi ng of the user's encrypted data itens.. The host system al so

i ncl udes a pri wegugredrelpche/process of rediresting tdhfe itermeio’ the wherl samoliile datg commumieation| | y
stored with related information as to which folder the nmessage m ght have
ori gi nal | y beedcyiteatbere is spedial nraspssing ppdormed) thekbenables the synpant of SHIME osBEP can
select certain data itens for redirection such as e-nmmil nessages,

cal endar event Sesygest FergPnA skilled ip dhejagn SMBE dss wethknomaghat fhs grigap meses i es,
personal rem nders, etc. . The user can al so select folders faor redirection
to or mirroriAg° &k 2 KEOBFTEe Fay be dramegrallyugrgred ¥iea SBYE AlRordEs At ¢ hat

only data itens_in.the 9 3 0 NOV 2005 I nbox.,and .those in the conpapy X
Dol Her shal | *baPil (S fis il MESHec o0 RBUPRG *CBPE (Ut a° atiAir BHLbFD:
redirection, the user can then onfi urg1 one or re..event tgiggers 0 be
sensed by t he PrEET PR MG oE6¥T Wars 45 ° (%n:icﬁlivet 5t & réﬁ?sraééﬁoﬁ f The® user
data itens. Th - def i ! i Kk I r i.nctude
ext o nal event &2 BEleEE FelglfEon i kO BRI b SRR bl LB S HE
external event gLk YeRsysn Gk ¥ e MRS IARRodsOM the user’ s nobile data

Operating at the host systemn are various sub-systems that can be configured to create
triggering events, such as a screen saver sﬁb—system or a keyboard Sl;b—system, as well as
sub-systems for repackaging the user’s data ;ltcms for transparent delivery to the mobile dat_a
device, such as a TCP/IP sub-system or one or more e-mail sub-systems, Other sub-systems
within the redirection Asoftware 45 include components for dealing with signed e-mail,
interacting with Public Key Infrastmctures_(PKis), and repackaging of the user’s encrypted
data items. The host system also includes a primary memory store where the user’s data
items are normally stored with related information as to which folder the message might have
originally been placed into. |

Using the redirector software 45, a user can select certain data items for redirection,
suéh as e-mail messages, calendar events, meeting notifications, address entries, journal
entries, personal reminders, etc. The user can also select fdlders for redirection to or

mirroring on the mobile device. For example the user may select that only data items in the
9




comuni cation device to begin redirection, receiving a sinilar nes3ayaifs Jad
sone external conputer, sensing that the user is no longer in the vicinity
of the host system or any other event that is external to the host

system Internal events could be a calendar alarm screen saver

activation, keyboard tineout, progranmable tiner, or any other user-defined
event that is internal to the host system Networked events are '
user-defined nmessages that are transmtted to the host system from anot her

conput er coupl exbdxQnd h8seiPfk cENRhERNIR AN bESRWBHHE dbfcd. Ralin@bdfecte@Heldgal | ON.
These are just sone of the exanpl'es of the types of user- defined events

that can tri ggetents e réd@@itio ChdisePdad BeR BdrfiBud ¥id ordirdevchi@iBrefsto B aRdlgst to
the nobile device. Once an event has triggered redirection of the user
data itens, theahbhediecBysioawnt g nftia@aclka@os of MeaRr dduLi@nsl Mhase BdHIRfnel hat

is transparent to the nobile data communication device, so that

i nformati on. on tifger poibis|(er chewi siggappedid <iefal aventsOinteffaD evenisi @A netwotiea
user's host system |In addition to repackaging the information itself, the
repackagi ng mayeveldtso i nclude properties about the nessage, for exanple
whet her the nessage was signed and whether the signature was verified. The
repackagi ng net hod Heampios of exthenahewplpiinelyds teeciingr messke Sromtthemser smebile datani |
envel ope that corresponds to the address of the nobile data comunication
devi ce, al t hougmmgnicasion devispdp Pegimrefisctinerseriviegy sigilsrandsends frem g pernd ed
with the system and nethod di scl osed herein, such as special -purpose TCP/IP
wrappi ng t echrfPBEYE; seavingpidhe Fet i go dongfr iiha Fisinity of the hod systeg Ppatyethedat a
itens. The repacka in% 10 3 0 NOV 2005 preferably results _ in e-mail
messages appeaﬁ"’ﬁlj%lﬂbl CofEak P dn hosfe it Intspael eyepe gefd bha GAFRdan Alsp, spresn

initiated at the nohile device,. thus enabling.the user to appear to have a
singl e e-mail Sg‘ffa?Cglg%tfongﬁgﬁ’ﬁfaﬁﬁeo?th‘gogrwaﬁpeg‘}ﬂ% o Py Atkeg H&‘jfégggﬁc{ﬁve?t t he
nobi | e communi cat.i.on i ce _do. not. know where the u S physical ly

| ocat ed when thlg n#rt‘éénsmé atg'gé{%/vg‘gﬂfs i S%GE‘F‘.)&V grenty e%eagwﬁégﬁag%eg%g%eﬁﬁ 83
nmessages to th i | t m ile. deyi

encrypted and ecry%%dgtgqgés/h&mglsﬁk&g%ﬁglgr%{’%%scg%ggﬁrgg) g%%%rt?p?’\éshggtdsy gt%g%n@a? nt ai n
this network to initiate redirection. These are just some of the examples of the types of user-

bot h

defined events that can trigger the redirector program to push data items from‘ the host to the
mobile device. | |
Once an event has triggered redirection of the user data items, the host system then
repackages these items in a manner that is transparent to the mobile data communication
device, so that information on the mobile device appears similar to information on the user’s
host system. In addition to repackaging the information itself, the repackaging may also
~ include properties about the message, for example “;hether the message was signed and
whether the signature was verified. The repackaging method may include wrapping the user
data items in an e-mail envelope that corresponds to the address of the mobile data
communication device, although, alternatively, other repackaging methods could be used
with the system and method disclosed herein, such as special-purpose TCP/IP wrapping

techniques, or other methods of wrapping the user selected data items. The repackaging
10




appear ance of transparency the support of S/MME security is essenBifhINIY 2605
Effectively the goal is to extend the S/MME security fromconpany to
conpany and then onto the nobile device. In an alternative system and

met hod, the redirection software executes on a network server, and the
server is progranmed to detect numerous redirection event triggers over the
network frommultiple user desktop conputers coupled to the server via a

LAN. The server can receive internal event triggers fromeach of the user

deskt ops Vi a t hRemedialskis iR Behall R ssadts SPpeaffetib “Eme Kb RostOY QG elenl BERKS,

such as nessages fromthe users' nobile data comunication devices. In
response to I eGhdypardigiti@e®at@e mdBRS@vict, IGE Sfiabling thCns&iQb ¥Pear keNKbive £6hde o-inaR
user's data itens to the proper nobile data communi cation device. The user
data itens anchdadd @sisihnghd redigéntadf in@Ebaged kend frim tHei ntobiledommmmbichtndéavice do can -
be stored at the server or at the wuser's PC. Using this alternative
configurati on, mhénavedherediei wer sof ghyscally davated evhue the idstapgalwial first ednt.udde s.
This alternative configuration could also include internet- or

i nt ranet - based mpdkaging alsopensititothomessagdsae the owbit dowicemd emsirirh dhe mvbidadpivica
secure web page or other user interface. The redirection software could be
| ocat éd on an |tpbeeresptedand deseped oy velk ps eompyested ind dagempresswsls sToynantgin| this
through the Internet. In another alternative configuration, redirection

sof t war e oper atagBeagncays tanspasency, g suppery ek YMIME gecatity drssepiindr Eectirhy the gepht a
comuni cation device. In this configuration, the user's_ nobile device
operates sim | df (9 exend; the SAEME spuite fopemprield 9EPew, 2nd then @i gt ed in
a 11 simlar fashion to push certain user-selected data items fromthe
mobi | e devi ce t%5"he user's host system (or some other conmputer) upon
detecting an event t{rigger at the bile.device. . This configuration

provi des two-way pubﬁ?%%mBﬁwFﬁFﬁPﬁgﬁﬁﬁwmér?ﬁ U%H?#W?%°¥ﬁg%ﬁﬁﬁTéﬁm%evice
and fromthe nDbI|eF%§¥ICG to the hgﬁ} As. shown i n. Fi: uretﬁggtgﬁ£%ra e

. SCIVCE, SCIVETL 1S Programin ¢ detéct Dumerqus He even
many al ternativeé pa O gegTﬁﬁg A OFRat e 98 " he “hebi evice 100. A

et fod 10r 9 Ufbol ARLARLLA0: WD SR GuflEVl G A08-vifh PRNS SR it er

in this section, serfa ort using a serial cradle 65.
This nmethod tengds receive internal event triggers from each of the user desktops via the network, and can

also receive external event !ﬁggers, such as messages from the users’ mobile data
cormnunication_devices. In response to receiving one of these triggers, the server redirects
the user’s data items to the proper mobile data communication device. The user data items
and addressing information for a particular mob%le device can be stored at the server or at the
user’s PC. Using this alternative configuration, one redirection software can serve a plurality
;

of us-ers. This alternative configuraﬁon- could also include internet- or intranet-based
redirection software that could be accessible through a secure web page or other user
interface. The redirection software could b_e'locate.d on an Inteme;t Service Provider's system
and accessible only through the Internet.

‘In another alternative configuration, redirection software operates at both the host
system and at the user’s mobile data communication device. In this configuration, the user’s

mobile device operates similarly to the host system described below, and is configured in a
11 '



to be used for bulk information updates often perforned at i nitial Bzh¥Bh 2005
of the system The other main nethod for data exchange is over-the-air
usi ng Radi o Frequency (RF) networks to delivery the information. As shown
in Figure 1, this could be acconplished through a Wreless VPN router 75,
assuming this is available to the conpany, or through a traditional

I nternet connection 95 to a Wreless Gateway 85 and a Wrel ess ‘
Infrastructure 90. The concept of a Wreless VPN router 75 inplies that a
Virtual Privat sinliet faghida ¢ Vil )certAiromae@lecnd d4oidnt the ®s tabild aliedodhd @6td y
through a specific wireless network 110 to the nobile device 100. The
Wrel ess VPN r bost eysteiSonmynelhet s@ahutet)arpoe dasrpihgesn avkre mriggkreat teunoblla igddaet
Protocol (IP) Version 6 (IPV6) is available in | P-based wi rel ess networKks.
Thi s new pr ot déislconfightatipr provides twnowuy lpushiigadf dnfessiien from dedhcttoghamobi
address to every nobile device 100 and thus nmake it possible to push

i nformati on t odeves apdisem the gobiladsvie@© thethostny ti me. One advant age of using
this Wreless VPN router 75 is that it could be an off-the-shelf VPN
conponent whi ch woubssheist Inrkigyig b dhege ase pagyaaliernyyve ppthssior gosting\irformgtomtadhe
Wreless Infrastructure 90. A VPN connection would nost |ikely use a
Transni ssi on CHRPHefevier 90y o metheg dor getting infammption tp, the gagbjle B‘Q?Cﬁdpérﬁlwsé?docol
over |IP (UDP/I connection to de|liver, the nessages directly to the nobile
device 100. |If %@fw peelian, wﬁwgﬁb‘-‘eﬁeﬂ%w SO.veipe &R cmsied> dRBetehiends o

the Internet is the S common connect.i on chani sm avai |l .abl e. To_handl e
t he addressi ng%o'i"e “ts%dt;%ﬁ%%lf 1"18,0“83{%6’8&1 © e’rbpeﬁ%%’egGb‘gm%tfmé’faﬂerséﬁteé%sn&at eway
85 is typicall T to.abstract a gonnecti.on. to nultiple LI el ess
rotwor ko170 ayatifh ndBGfhol GuaRSE RS o e AERR Fitat o teditich i Borulfd B,6°° -
function of thQg;w.r Lhfra : S term .} 108 l'i kel
net wor k for |O§§.ltl gtﬁéaﬁg‘??‘\‘/‘%%“' u&%%gv%éhﬁ%gﬁ(i’t[ﬁ%%a]ggrbgag&taﬁlé%@{foam Eeat weeny

count ri es o nekHRLKIeN KRy T293AB DR Nl el by 866 & bRRUIPRIdifngevi ces

100 are nornally sent via RF transmssion 115 from a base tation to the
mobi | e devi ce H{inet Abictidh @8N0 aWirhigl 'uckay 85 3nd @ WRSEH It iRLde RS SAGE 15

| eaving the e-mail sender

concept of a Wireless VPN router 75 implies that a Virtual Private Network (VPN)
connection could be established directly through a specific wireless network 110 to the
mobile device 100. The Wireless VPN router 75 may be used, for examplé, when the new
Internet Protocol {(IP) Version 6 (IPV6) is available in IP-based wireless networks. This new
protocol will provide enough IP addresses to dedit;ate an IP address to every mobile device

. 100 and thus make it possible to push information to the mobile device 100 at any time. éne-
advantage of using this Wireless VPN router 75 is that'it could be an off-the-shelf VPN

- component which would not require a separate Wireless Gﬁteway 85 and Wirelesé
Infrastructure 90. A VPN connection would most likely use a Transmission Control Protocot
over IP (TCP/IP) or User Datagram Protocol over IP (UDP/IP) connéction to deliver the
messages directly to the mobile device 100,

If a Wireless VPN router 75 is not available, then link 95 to the Internet is the most

common connection mechanism available. To handle the addressing of the mobile device
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10, located somewhere on the Internet 20. This, message 15 is ful Iy noyhadls
clear and uses traditional SMIP, RFC822 headers and M ME body parts to
define the format of the mail mnessage. These techniques are all well known
to one in the art. In this environnent, the nessage 15 arrives at .the
message server 40 and is redirected by the redirection software 45  to the
nobi | e device 100: As this redirection takes place, the nessage is
re-packaged into an. electronic envelope 80 and a proprietary conpression
and encrypti on 1@bgo kil BRvaPes iARPciRthstd ThE ©hbehdal colRSEAI8 mdlplt N
this way, nessages being read on the nobile device 100 are no |ess secure
t hen readi ng t hafiessmetheksdiaslahd 05V vkt tifafrudfre %ickn TesHRgas Orfakwoged
between the redirection software 45 and the nobil e device 100 use this
nmessage repaclodidiengreteecinfiastpueure H0Bttd detergona ltheahost lidely ook foelovatihgpeives t o
mai ntain the addressing information of the original nessage. This allows
reply nessages uses andgady thdresenppheyprinabewealestritira tor oatworksartheimessaging bsing he
"from' field to reflect the nobile user's desktop or nmessage server
account addr esglelivggidrigythe mobiles davicss Hragrowcamally el vady trangmissidnel 1 rifiloil abadevi ce
100 allows the received nessage to appear as though the nessage origi nated
fromthe user' Statigigpeapbdedaviepl®s rat her than the nobil e device 100.
Turning back to the serial port connectivity 50 to the nobile device 100,
this connection pafh groreis Figur isavameostiesmpibmessiss if leaygnpihe crpaiese st a
exchange of Iarge itens. For those skilled in the art of PDAs and

synchr oni zat i orfot RESHFePeRksEGehhg lntemet Z0n dhisarpssege 18 fulfyrip dhey qlgag andsuses
Frrst time. o niaoan AROEHR. i hed Mite Booy wit 1, S B Trfohfi i Bk
Gerial Tink S0 ieesedf CBeCelholdes pERSR ErP8 b B AR BB PR g o
Revocati on Li sries PR Taives M bl 4R TR heffcct BB RO ALER, |
deskt op 35 and RRklofiERE 0! 0 URDRLR cAln HiRA Bhec RO mBRAS A8 hdkged il AN

nmet hod for accessing a mai | . The Cert and s are normally exchanged

because they repees@Nénvaiond 80 981 B Oyt BBk G KL dn@ B liokiREh bL b
i mpl ement S/ M ME, PGP andpot her pﬁ}’%lpﬁr‘g&‘%ey presst neptios Gl

applied to the original message 15. In this way, messages being read on the mobile device

100 are no less secure then reading -mem on the desktop workstation 35. All messages
exchanged between the redirection software 45 and the mobile device 100 use this message
repackaging technique. Another goal of this outer envelope is to maintain the addressing
information of the original message. This allows reply messages to reach the appropriate
destination, and it al-lows the “from” field to reflect _the mobile user’s desktop or message
server account address. Usiﬁg the user’s corporate 'address from the mobile device 100
allows the received message to appear as though the message originated from the user’s
desktop system 335 rather than the mobile device 100. .

Turning back to the serial port connectivity 50 to the mobile device 100, this
connection path offers many advantages for enabling one-time data exchange of large itemns.

For those skilled in the art of PDAs and synchronization the most common data exchanged
13




security methods. A Cert chain includes an individual ,s Cert, as Al Hls 2005
other Certs to verify the original Cert. Each Cert in a Cert chain is
signed by a Cert issuer, whose Cert normally appears next in the Cert
chain. A message receiver typically traces a certification path by -
verifying each Cert in a Cert chain until eventually, the nmessage receiver
is able to verify a common Cert, trusted by both the nmessage sender and
the receiver. Once a common Cert is found, a signature can be verified and
trusted. The i dea thE KkSis PersdrAEInfoRhitdh MAGAgembR (PIMO Asth BY WREd & cirbgkdEhlie W | |
be discussed | ater herein. The goal of this download of Certs and CRLs is
to allow the uges tine, Handatpidls Wwhbe laRRYin Guediity, BRIk X6 hali /g BERaey e g |
with, and to pre- load the bulky information onto the handhel d device a
head of time, thandsvidiwi badoadid ekoethsmoliilardelitediioh. Tids erial ki Stisnayo bed Kortothet he
wireless infrastructure 90, there is a series of connections to wreless
net works 110 ampdrpd®5s.incligaragderrincs pivag seowitydkep 210, SRNrtiffeata fEertiRef ty User, Tl
connections using the TCP/IP protocol used throughout the Internet. These
net wor ks coul d Certiéigate Revreatifindiistn €ERLsh rand) wheaited dCetm 1681 dlthe driraie ket ’ibpwsdhe t hey
could represent the same network in different countries. For exanple, the
networks 110 aMeskips3ineid mﬁmeuéféwgd% skire pte}ee-%tonerpy%@lﬂafmwpw%%sfq 1)
data-centric wrel ess_networks voi ce-centric wirel ess networks and
(3) dual - node RescHRBIY Tﬂht%ﬁ?@ﬁ'ﬁﬁlﬁ ool cxehanged baepb® BYNRRIRICRLR | ons
over the 14 sa Si C ase stations. , Mpdem exanmpl es_of .t hese onbl ned
net wor ks i ncl u%gep’é%'[ ‘i‘l"e “‘l“l Wﬂ"t“é@l 1 Fuplement » BGR @B PIBRC 6 ¢ i pl e

Al CDVA t ks, .(2 bi | t he . d obal..Syst
ot o oStk S B R SR
GPRS t k 3G t K E

(o) net v s %%rpe%%%% SRR SRR iy, e Ohany

Tel ecommuni cat '.a s%!;&;‘&‘ deH'ﬂh&Er?.) A ﬁ{:’s&;{g@%{ﬁf L&ﬂ;‘i‘ci%ﬂ ) 9 %aéﬁl*@ is a
data overlay o the very popula SS networ a- cent r| C
network includg, n.fkc%eacﬂ)@mﬂ £ Cett Lairf $HA1 MR XmBﬁQénge'}‘Qée}Q@F 1§a1§1 Mh%ﬁi‘"
and (2) the Dat M Radi o Network ("DataT Exanpl es of ol der
voi ce-centric dghRoReiNehis by Hotii8emEB81s 9dér and thc receiver. Once a common Cert is
found, a signature can be verified and trusted. The idea of using the serial port for loading
Certs and CRLs will be discussed later herein. The goal of this download of Certs and CRLs
is to allow the user to hand pick who they might be exchanging secure mail with, and fo pre-
Joad the bulky information-onto' the handheld device a head of time, thus saving wireless
bandwidth later.
Turning back to the wireless infrastructure 90, there is a series of connections to
wireless networks 110 and 105. These comnections could be ISDN, Frame Relay or T1
‘connections using the TCP/IP protocol used throughout the Infernet. These networks could
represent distinct, unique and unrelated networks, or they could represent the same network
in different countries. For example, the networks 110 and 105 may include such different .

types of network as (1) data-centric wireless networks, (2) voice-centric wireless networks

and (3) dual-mode networks that can support both voice and data communications over the
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Communi cation Systems (PCS) networks |ike CDVA, GSM and Tine Divig groy 2005
Mul tiple Access (TDVA) systens. Turning now to Figure 2, which is an
illustration of the nmain types of e-nmail exchanges. that are commonly used
today in the Internet, we first have a normal exchange of e-nmail nessages
(method 1). In this scenario, an e-mail is constructed using RFC822, -

RFC821 and M ME techni ques and. del i vered using standard SMIP mai| exchange
protocols, as shown at 120. The e-mail is then received and given to the

add ress ed user %am@ﬁhy:si_gg ibgs@tsﬁgons.akdog!a-ﬁ exa%&lg' oﬂlﬂésggbmﬁﬁe?qje!woﬁé (frtl:%g,%ui ge
typically secure wthin a conpany or LAN'such as 30 (Figure 1) located

behi nd a secur idoyihitdi@¥al ) newBiUtodd Plividdel MREHe Ab& MBS PME IGRdupk!SETr S
on different networks. Al'so commonly used are VPN |inKs for |nter-offp| ce

message exchangedidrMidboel olthe didhal S¥RADLEMBBIVERIMBIENRE (GOSN sRHOGedhe sane
conpany, and sonetines between different conpanies that are working very
cl osel y toget haacket/Riadlig Seitice (EHRIYP ChetvabrksPWRT (3)emal-gaRat6d (3G) aakbd 1#P
Security (I PSec) may be used to encrypt all data bei'ng exchanged between
the two VPN | dnhincansDa@asatsshotun aGlobhBO Eviihéon a(EDEIE)r yqatdedUdvaral | Mabile
received at a corresponding VPN system it is decrypted into plain text
and routed to ddbresseitatimerSysteat (WFFS), Lorrtl) ud R9QsptentraidPREXis adge

bet ween different conpanies or users-that have adopted a private security
schene is il | usverky ou topref e gery omilaa SSNevinadads ®twdrk Pith-sentricanetiorloincladepfopt ocol
such as PGP, QpenPGP or soire %her_ | ess widely used protocol is_ lsed to
encrypt an e- nmrdmpies f(by e Mobitexs™ Sagip Negwork £OMobgprd’y and i the datafAC™ Radio
correspondi ng nai l a?“ent decrypts the e-nmail and presents the plain text
of the e-mail tEMWHe (TBETHCONt Examples #6 oldgpyeicscpentrc dapa ngtwarky includs Rgrtonah
Figure 2 relate,to SM M. The nethods are all different variations of

SIMME. | n net fGFIHNCafion ysems (FeRe setyorky Hees DM, £13Ma apd Time Rivision Multplg
signs the digest us} hetsender' s private key, as shown at 150. A digest
may for exanpl‘§°He r*gt' @™ by perforning a check-sum Cyclic Redundancy

Check (CRC) or sone

Turning now to Figure 2, which is an illustration of the main types of e-mail
exchanges that are commonly used today in the Internet, we first have a normal exchange of
e-mail messages (method 1}. In this scenario, an e-mail is constructed using REC822,
RFC821 and MIME techniques and delivered using standard SMTP mail exchange protocols, '

-as shown at 120. The e-mail is then received and given to the addressed users, as indicated
af 125. Suach normal e-mail exchange is ﬁypically secure within a company or LAN such as
30 (Figure 1) located behind a security firewall, but not between stand-alone users. and/or

_ users on dii_’fercnt networks.

Also commonly used are VPN links for inter-office messagé exéhange (method 2), for
example between branch offices of the same company, and sometimes between different
companies that are working very closely together. Using this method, a lower-level security
called IP Security (IPSec) mas; be used to encrypt all data being exchanged between the two
VPN locatidns, as shown at 130. When an encrypted e-mail is received at a corresponding

VPN system, it is decrypted into plain text and routed to addressed users, at 135.
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other preferably non-reversible operation such as a hash on the mes$afeidy 2005
and is then signed by the sender using the sender's private key. The
signed digest is appended to the outgoing nessage, possibly along with the
Cert of the sender, and possibly any chained Certs and CRLs. The receiver
of such a signed nessage al so takes a digest of the nessage, conpares this
digest with the. digest appended to the nessage, retrieves the sender's
public key, usually by extracting the public key fromthe sender's Cert,
and verifies the signaiWkehafdt Behften ARRAACGKhpMIGES tusers MASIRVO REPRY 12QS a8l ©
part of the signature verification indi cateofl) at 155 in Figure 2. If the
message cont entsetiity RAE i€ ARREGE 16 FROR I 4s Mdind3l JRads Q¥nakibe H606R kuchtdhen
the digests will be different or the signature on the digest will not
verify proper| yGP] BpaPGBessonsiothpr leyendelanydpretotdl Bhkalae eeeypt die-mghiefnd B Of

t he nessage, but does ensure the nessage has not been tanpered with since
it was signed bysdnhet Béndare reeuivadt atredphelimpssiagent iesypsd thnechald ynd presentper son
as indicated on the "Froml field of the nessage. The Cert, Cert chain and
CRLs are used thyplain resiod thgermailde bmegipient itd#5.t he sender's Cert is valid,

i.e. that the Cert has not been revoked or expired, and trusted. The
conmbi nati on of a di ¥Yededsgenblaned shewmindgmie? relate fp 3/NEMEs Tha arethods o all he
digest is typically referred to as a digital signature. Hereinafter,
references to wiffeseny vagasions of $BEME: Jn mgthod tomeendsr édesshdigrstiofian sreailgpssage
interpreted. as including a digest and a signature of the digest. Method 5

represents excHahg§erbe Serit N Hier ypees PRESS K eds shorn ph - nitdigsss, my for

Dyor cal Ty ¢ SN bR g ook iy ek R SRR S o
tentied ece VEI BTl RRcaagpe ShF B Thal 34 ol Pdiecr i o 78R ¢ o
acconpl i shed uﬁ.{}z% %?ﬁlgglg(}hé%%}{de@@i;ﬁyaPtl&e _n%fé‘é %%reeb Eéﬁﬁ%% %%@é&a&% R Sekeoinpnam 1

Adel man (RSA) . nessage, - | ncl udi nessage “and al |

encrypted ver Sixﬂéééag(igf obsitfy a&%sén‘ﬁ{‘m%%ég szhess%ﬂéer,tagd g)tésg@ly; &geéhéﬁﬁéd- cER%a

recei ver nmust then cat e IS correspondi ng encry essi on key,
nornal |y based @i1s2 TR ¢dcRiv& Y bidh Q sEHTBLsYagOhisd s a digest of the message, compares

this digest with the digest appended to the message, retrieves the sender’s public key, usually
by extrar-:tjng the public key from the sender’s Cert, and verifies the signature on the
appended digest. These operations are part of the signature verification ind_icated at 155 in
Figure 2. If the message content has been changed since it was signed by the sender, then the
digests will be different or the signature on the digest will not verify properly. This does not
prevent anyone from seeing thevcontents of the message, but does ensure the m.essage has not
been tampered with since it was signed by the sender, and that the message was signc*;d by the
person as in.dicated on the ‘From’ field of the message. The Cert, Cert chain and CRLs are
used by a receiver to cﬁsure that the sender’s Cert is valid, i.e. that the Cert has not been

revoked or expired, and trusted. The combination of a digest generated at a sender with the

signature on the digest is typically referred to as a digital signature. Hereinafter, references to
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receivers that is attached to the nessage, and decrypt that parti Cl§| Qrf‘%ﬂ\j 2605
encoded session key wusing its private key, as indicated at 165. Once the
session key is decrypted, it is used to decrypt the nmessage body. An

S/'M ME nessage may al so specify an encryption algorithm that nust be used
to decrypt the nessage. This information is normally placed in a header of
an S/ M ME nessage. Exchange of nessages that have been encrypted and then
signed is shown in Figure 2 as nethod 6. According to this schene, the
sender first ORRRLAE i i - ry. . ody
and then encr yptls t gg%ggss%%grﬁl eﬁor%ﬁ?ﬁ&et %é((%}éﬁ?cilu? gf?ég?t a%%%ﬁlgﬁ?%%gﬁl}gr, as
descri bed aboveijgghe sender then takes a digest of the nessage, including
the encrypted session keys, and signs the digest using its private key to
generate a digital Mféﬂxélﬂ_@tréffe@ents?éxcﬂaﬁge o FIIME REQI AN mes eSS R 1Bk GRoq0f the
nmessage, conpares this digest with the digest in the digital signature
appended to thenéessagaon kStif bavaed Ral SRR 1% RUPLS £mb@iee, BRCalyEH {1 €S
the signature on the digest, as described above. The correct session key is
then |ocated apdmelde ciphdrditle Bripld DabeEice@Rbl Sthndard(BDESI ErHéa¥ssiomked s hBen

all ows the nmessage body to 17 3 0 NOV 2005 be decrypted. Signature
verification amderymesisainge thd oty ity eitachdatenddd repitepoftths mestagt, RothoaSessh@en i n
Figure 2 at 175. Method 7 in Figure 2 illustrates exchangi ng nessages t hat
have been si gneterentidn fsheften acwooplighbd dsingla gildictkay esingtiod elp@ithins sgdnsrRived by a
sender substantially as described above, at 180. This digital signature,
as wel | as posShimiyAd¢iman Kfder The SAMIME Begstgecinelidingathel e@RIptedanassage hnd all
appended to the outgoing nessage. A session key is .then generated and is
used to encrypt® VRBISBTRS dhetsergign key, igisenato cashgergtverr Eachapngiverrpustiben locagnd
CRLs. The session key is encrglpt ed wwth the public key of each receiver.
The resul t ant §FR/?‘WE%H@§%%I§§’P el ssripkeygramalydnter vp e ecipigrBfonamssy efithe

session key, is t.ranﬁlgl;ttted tcf){ottgg recei v_ec{ When a recei ver recei ves such

a nessage, as SHSHR AL S pgache Siesspaer 8td drarpl it pepise eGP SriEPMEeY
Thor ) Do & oo Sulhe ol . ot iRl HE163,, Y WSS R RGP RIORLAW ' °
decrypt the message body. An S/MIME message may also specify an encryption algorithm
. that must be used to decrypt the message. This information is normally placed in a header of
an S/MIME message.
Exchange of messages that have been encrypted and then §igned is shown in Figure 2
. as method 6. According to this scheme, the sender first generates a one-time session key,
encrypts the message body and then encrypts the séssior_l_ key with thc;: public key of each
receiver, as described aboﬁe. The sender then takes a digest of the message, including the
encrypted session keys, and signs the digest using its private key to gcnerat.e a digital
“signature, at 170. Each receiver takes a digest of the message, compares this digest with the
digest in the. digital signature appended to the message, retrieves the sender’s public key, and

verifies the signature on the digest, as described above. The cormrect session key is then

located and decrypted with the receiver’s private key, which then allows the message body to -

17




signature, and any Certs and CRLs of the message sender. The digit&ald NOV 2805
signature can then be verified as described above. In reference nowto
Figure 3, this illustration shows a conpany that does not use encryption
and anot her conpany that does use encryption and the effects on a nessage.
In Figure 3, Conpany C sends an e-nmail nessage 15 to Conpany A. Conpany A,
as shown, is a larger fortune 500 conpany for exanple, with a firewall and
strong security practices. The nmessage 15 traverses the Internet 195 and
is-received by lehdecrypedafignmet vaificd{dniand Gesstidcryphios abodNirny itkio migmbd areAl |

t hese conpani es are connected to the Internet using a traditional TI, | SDN
or Frane Rel ay shypeindigeneZatiidh 25. Conpany B is also, a |arger conpany, for
instance a fortune 1000 company, that nakes use of secure e-nmail

communi cat i ons. Peopfeghod &iiFigye @ ilinatidtes fexcbangBgmpasagesBhat bave Bempizngd aAd ko w

that they can use SSMME to secure the e-mail as both conpanies use the

same standard. $AFdBedhdigitrlsignatmghs peenisd bie sender spipKrglallgGe deshrhed sbpyportt s

the use of S/MIvV]IE The PKS could reside within Conpany A's or Conpany

B's firewal |, of0ahliisitad sigrtuge,@s KethaspobBlyshe sepder's Rerb Gew chaimymd CREs aig @l der

of e-nmail fron1Can%£ B sel ects an encodi ng nethod, in this case si%ned
and encrypted, %R %8? opigampmesaee. frsessighkey idhen sragraedgnd i ysedds Asamy e s

nmessage server wl| e..a di.gest of. the nes d sign the digest to
generate a di gi‘P%ﬁage}g?aﬁn%{%l EnAlRy 24 By e A G a?mgﬁ} bt ﬂm?t_eimen
be gener at ed antl BLUs TROOLRES SN nd el e hgs jaiding e fioped
receiver wll the. ' i ; t PKS 600 i necessary, and crypt
{he-soasi on ey orar LB RTHEy MRS heRlty WBTIERSIC BB Ve

t 200, ‘ -0 1 . () I en : ey wi h
CeChtver (as sHiame s SedR ot 1531 meik ek 1B PhEcohn Hilloken PR RIS (oD b

and a signed copRANROkey3Qhe dlfypih lslssiBELARPAELREA loUelIRSfe Rlldsb Seliyl Rigitdl®
art, the order of the signing and encryption operations andthe neSsage
conmponent s t hatsigahtBreSind RBFICGRAn@ORLY FHiRAnM st sel@h el @Rital Hfnature can then be
-veﬁﬁed as described above.
In reference now to Figure 3, this illustration shows a company that does not use
encryption and another company that does use encryption and the effects on a message. In
Figure 3, Company C sends an e-mail message 15 to Company A. Company .A, as shown, is.
a larger fortune 500 company for example, with a firewall and strong security practices. The
messaée iS traverses the Internet 195 and is received by the message server 40 in Company
A’s LAN environment, All these companies are connected to the Internet using a traditional
T1, ISDN or Frame Relay type connection 25. |
Company B is also.a larger company, for instance a fortune 1000 coxﬁpany, that
- makes use of secure e-mail communications. People sending e-mail from Company B to
Company A kno;v that they can use S/MIME to secure the e-mail as both companies nse the

same standard. Also shown is a Public Key Server (PKS) 600 that supports the use of

S/MIME. The PKS could reside within Company A’s or Company B’s firewall, or anywhere
18




variant of S/M ME used by a message sender. For example, if a messhdeNiy ¢85
be signed and then encrypted, the nessage digest is generated based on a
body of a nessage, the digital signature and any signature-rel ated
information such as Certs and CRLs are added to the nessage, and then the
entire nessage, including the nessage body, digital signature and any
signature-related information, are encrypted using the session key. The
session key is then encrypted for' each receiver and encrypted versions of
t he sessi on keyonghehgppetitie dht eentléref eond fypmt Gunppgr B sdertsoih ehdvdinpesgaddn On
the other hand, a nmessage may be encrypted first, and then the digital
signature is gethierase signed anbencpied, laed sendsrtiest ol message giofivergywithindCompany B’s
encrypted session keys. These first three diagrans represent an overvi ew.
of the system dhtsaapirres il ke d digestiof tooressase suhsizroe digest heweiststa digitgd next
three diagrams will illuystrate several exanples of the method to process
secure e-mail rsReuGeand incde the idisita! sigaatpraces welh prtbe prnder’s God epteRlsdFon deir
organi zi ng the nessage to reduce the anount of data that nust he

transmtted to YHE-gevpEian keyrgilalsphe pagrald prddisertoEAEynt g dpessag fribligkeys
rom the host - B SRSkt TS RS e REo il G s G S5 FROPE. ¢ ho
acuraty. ¢t Sl Se i MR rrREREREIE Mot SPIPA AR b e dion

W Ehin the Tir ol B GRERE chiy i BAICSR R Bl b PR ER 85 BRGS0

to inprove procgssimiQl b £0E) WRLSERIRGNER 3691 ng to handhel d devi ces.
This is one of two ne?hods thgt Mﬁ%P be ﬁ%I(réesented to inprove the

processing and trangiyatiePpddnt RUkst Gile@Yn B0 &k YR L6k BERS & and &tryprBEt hod
has the advantage of using ?he sane nessage encryption all the way fromthe

nessage sender opélafichs biethBBRRkdage EbRIpbieAts kEHD are Tipnsd SQAWnEyREd WIP@PERNN thé
there is no current encrypting being used between the redirection software
45 and t he nobivagant efd/REMEGE bl B nfchggtrendds. Rr BREPROC Rl hBe cigmaases an
e-mail 15. In this exanple, the e-nail

then encrypted, the message digest is generated based on a body of a message, the digital

signature and any signature-related informgtion sucﬁ as Certs and CRLs are added to the
message, and then the entire message, including the message body, digital signature and any
signatiire;relatcd informatign, are encrypted using the session key. The session key is then
encrypted for each receiver and encrypted versions of the session key are appended to the
encrypted portion of the me;ssage. On the other hand, a message may be encrypted first, and
then the digital signature is generated based on the encrypted message body and the
encrypted session keys. |

These first three diagrams represent an overview.of the system and how t;,ncrypted
mail works today on the Il_'ntemet. The next three diagrams will illustrate several examples of
the method to process secure e-mail messages. This first method represents a method for re-
organizing the méssage to reduce ﬁlc amount of data that must br-_; &ansmitted _to the device,

This method performs the least amount of invasive procedures on the message before it is
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is being encrypted and is addressed to three recipients, A B an& &.Mﬁﬁeﬁﬁﬁ
e-mai|l sender 10 encodes the e-mail 15 to produce a secure e-mail nessage
200. The e-mail 15 is encrypted by randomy generating a session key and
the session key is further encrypted using public key of each intended
recipient of the e-mail, which for this exanple produces three session

keys 210, 215, 220. The public key for each receiver could have. been
retrieved froma |local storage area, where the sender 10 has previously
exchanged nessatjsmitied fom e hopt to ithe mobde dévicer ssfsoch, Grisaaisol resanoit offerPKS. bedtn
this exanple, the PKS is not shown and the |ocation of the keys for this
exampl e i s not TeRPBY framtthe Figingl tepder ta the finalgleginption vamd Natueellycihisssiubiee the The
encrypted nmessage and. t he session keys are passed through the insecure
Internet 20 t o®f'ffe* HEUmends 7fsnA gt 4 ipudes opldBot gain asespsIo B SPIEADY COIRPUIRSS t
system connected .to.the Ipternet 20 then receives the nessage, which is
then given to tﬂ@lﬁgé§3ﬁ§m§¥F Bfhefsewally  processing. Al so working in
cooperation with th ssa erver 40 (s the redirectiqon software 45 that
detects the encryptghﬁ%%%§g§%§%$ﬁ‘gé@?%ﬁ;?hm?ﬁ@hdgﬂPWé?yﬂ%¥WiHF%“W@%§age to

t he nmobil e devi e redirecti, o of t e 45 re-arrange he nessage
and.rgngves ax;&ggﬁgggmkﬁ%ﬁ§85%a%%%QF nﬁwg?k %F‘?F@fﬂﬁimﬁg%Gé@“f heg
8%t e Raci i e PefEPlo el Srocline 08 RS Rh or HpntichRY R Thireliey o
ds t : ™ . " Beq, . i o etl ¢
et T a0 T einsatas e Gfanta Se¥find B sithe ikasHlS iniri i il UE ST R G0 ©

through al | thenatdashes 18eSHE Habid@Yise mbcwg%mﬁgginsp%ﬁm br (RS is%;cﬁ?ﬁlg

renoves all of the encrypted session keys for ot recipients o

message. |n thenc@pag bWhedsed Bhacs e Matrebibe soraR 45 1Rnd AGi¥ hditdliod,eci pi ent s,

this could be a |l arge overall nessage size savings. In the exanple shown in
Figure 3, users A antFifhrd\g\venckE s sedet 00/dHnfpoRs 20Emal €8] Mitidexahple HESHFPE
server 40. The redirection software 45 sends the re-organi zed nmessage 200,
with only the isbssg onryked xid20 adpaeidito eidel ryciglént @t Bl C. USele-iil sAsdet N@SE
skilled in the art will = appreciate, user A owns the private key that can
decrypt the encngqdeetdic saniildiw fredpcoa secure e-mail message 200. The e-mail 15 is encrypted

by randomly generating a session key and the session key is further encrypted using publié
key of each intended recipient of the e-mail, which for this example produces three session
keys 210, 215, 220. The public key for each receiver could have been retrieved from a local
storage area, where the sender 10 has previously exchanged messages with one of the
receivers for example, or a PKS. In this example, the PKS is not shown and the location of
the keys for this example is not important, only that they do exist and are accessible,
The encrypted message and the session -keys are passed through thé insecure Internet
© 20 to the destination host location 30, A computer at the host system connected to the
Internet 20 then receives the message, which is then given to the message server 40 for
processing. Also working in cooperation with the message server 40 is the redirection
software 45 that detects the encrypted message. To assist in the delivery of this message fo

the mobile device 100, the redirection software 45 re-arranges the message and removes any
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Simlarly, the redirection software 45 re-organi zes anot her transai 65iBh 2563
nmessage 200 with session key B 215. In this case, user Bis the only user
that can use session key B, since only wuser B s private key can decrypt
encrypted session key B. At the nobile devices 100, both user A and user B
open the nmessage and extract the encrypted session key. The encrypted
session key is then decrypted using the private key resident on each nobile
device, and the decrypted session key is used to decrypt the user's
message. By r e-sesipakeysithpgare et noeded fandlie individehuger)s thdbdle deyitic 106G t Arothespittofiar e
45 was able to renove all unnecessary session keys and the Recipientlnfo
list fromthe dh¢gicHald masassdathe Reripiqadni dipthwlichofrovides p piapftte whisk sesdiendssy t he
overal |l nessage size benefit is greater, and the ampunt of data transmtted

to the nobile QEGPEWS 1pFhick rpeiRiens dr the Fo. Cor e dist e Reeirientlpfy lstgs akip
exanpl e of signed ssag rocessi ng before sending it. froma host system
to a nobile de\ff“@%‘gﬁém?rfg?/\h%f’bqer‘ilc’(lf:ﬁ g)oé’%gﬁfﬂ nged tf’lii‘érs‘hg{é’t“ghs@h@i’ Afchedfessigssage
deci des to sign_the ssage to confi that they are the aythentic sender
of the. messagdss R aR BREEOT HETHEST SO Ll LMo ECTHET Fobm FHE 15 YAt ur e
conponent (the 21.3 0O 2005 tificates and . Sen that to the
nobi | e devi ce. rﬁ%%g‘nﬁso(g%eﬁséa ?'clgqﬁrf'ucsa €8 ﬁ"’%&%ﬁ“" rcg?l%g%mtalﬁg mﬁb"ﬁ@%&ﬁ”‘fﬁ%\tsﬁ ons
of the signatur .t : fromthe host, in order to
verify the di gittﬁgf&gc}ﬂgcﬁe{%gers@fz{aﬁ\&%ﬁ%Sgégﬁ}énfgg'system 10, user X enters an
e-mail message 15. ot Badp® XA FighflS, udS and BRNCL e@‘c%o‘%m%dsi@gg%c% fly the

nmessage and signs the digest using their own private

preferably a naRshQ¥RE SRt £0. 111 RSO BRE e 4B And SBO R AbaES e AndiHaLIbi, Qidh PUL
for every unique input~ such as a CRC of the nessage or a traﬁsfor mat i on

using a di gest calyas kdséisn BeyCi20 sp&irlvhIDy diRbRY td Nier ANHs Re RANLd Rfhd e wiESSage
can be changed without affecting the digest. The digest is then itself

transformed usiapgrediig e X adwas Ky pridfatet 109 thde REE HecriDY IRNGLYPEd BRsiON keys ATE
ot her processing, to generate a digest signature. The digest and di gest

signature are Stoiaiythyrediedcaon eflwire 48 8:-a@galizey dnatherdtagenddsion @f message 200 with

session key B 215. In this case, user B is the only user that can use session key B, since only

user B’s private key can decrypt encrypted session key B. At the mobile devices 100, both

user A and usér B open the message and extract the encrypted session key. The encrypted

session key is then decrypted using the private key resident on each mobile device, gnd the

decrypted session key is used to decrypt the user’s message. By re-organizing the original

message, the redirection software 45 was able to remove all unneceésary session keys and the

RecipientInfo list from the original message. As the number of recipients increases, the

overall message size benefit is greater, and the amount of data mﬁued to the mobile

| device 100 is reduced.
In reference now to Figure 5, an example of signed message processing before
sending it from a host systém to a mobile device is shown. In this example, the user sending

the message decides to sign the message to confirm that they are the authentic sender of the

message.© The receiving host system removes part of the signature component (the
21



To assist in verifying user X's digital signature, user X s Cert %rpdf‘@“j 2003
current CRL 305 are also sent with the nessage. A Public Key Authority
(PKA) or Certificate Authority (CA) nornally holds Certs for a plurality
of users. The PKA might link several Certs together in a Cert chain to
confirmthe authenticity of user X' s Cert 305. Effectively, each Cert
contains a cryptographic link back to other Certs that create a chain of
aut hori zation. The CRL contains a list of Certs that should be considered
inval i d. For hdrtifoytet v RLadnd hende teeptthohobilCalktice, The Micbild Sevive MRishigsle f or
removing their rights in the system The nessage 310 is then sent with the
Cert informati ®rel30ds! the ranfemeddpestions af tho sigivost, dr domtsi emuel0thas fromithd Bekt, bt h at
| east one of the intended recipients of the message 15. Once received by a
conput er at therdsprverifyehedigial sgpatuehe message i s processed by the message
server 40 and routed to each recipients e-mai|l account on the nessage
server 40. At thi sAb®f prndersyient é‘giuﬁ%é‘i s Hof-moihmessal 1de e issexemplentbs sage
and re-organi zes the message -before transm ssion to the nobile device
100. The main OFEFAENTRCS Ldigest 9 e pesiagpand signs B¢ digesbusingdbeirnya privatgkey. A
- foll oned by th%ender&?@% nature (X s ioignature) and place the Cert Chain
and 22 3 0 W 2568 't FEC |PgR-fevergiie Lrapstongation that gepetaies 3 HyguePPPULIOR CYE% si bl y
t he signature %15 iig trarsgjlsm' gﬁlgd h]g each of the recipients that, _has a
mobi | e devi ces 100, "HTE 3 A LR PE 1S F5shEe of 2 frpnsfrrmption ueipe & dieestalegrthueh ¢ or m
of the original_gjgn €, rt_and.CRL conpopents 305, In_the first ,
transni ssi on, taﬁgh%é?{s‘%n%é%%g baf Mssﬁgee@%g%&?ﬂgegtw’@ﬂﬁ 3fferdie fiscigerton 30
and not sent t Aobi ' t he bi devices 100,. the -
users opens thgh%re Eségg‘g %#nl e@%@c&mé@v@%ﬁ%el ??vagir%ﬁé’% glf &Fndgh b el
option or oper atd | u . | fi£af. es, a
| ocal copy of ﬂ%@%‘%ﬁﬁ %ﬁ%ﬁ%&%?%%% %Ii?%ﬁgh%%a'\&/% %%’g{f!n odg %tosp %tg‘% a%’arl ier

through the setémhor¥Pfeterrd®ioQs 2 fiseLti¥aeh th an earlier nmessage. If the
nmessage cones froma user whose Cert and CRL information was not

previously | oaded Ory#sid ifiRalig us€e¥s 8ifal iQfhturd ubks &fs Chndl € AMRSE CRDAGs t he
redirection software 45 send the rest of the nessage, The second part of
the nessage W kie asosinaivith thbmesSaget AcptliRly AutliorithPEAB&TRaIficad dulhvblity (@A) ow

normally holds Certs for a plurality of users. The PKA might link several Certs togetherina
Cert chain to confirm the anthenticity of user X's Cert 305, Effectively, each Cert contains a
cryptographic link back to other Certs that create a chain of authorization. The CRL contains
a list of Ceris that shouldlbg considered invalid. For host systems that have kept old Certs,
this is a method for removing their rights in the system. The message 310 is theﬁ sent with
the Cert information 305 to the destination host location 30 associated with at least one éf the
intended recipients of the message 15. |

Once receive_d by a computer at the host location 30, the message is processed by the
message server 40 and routed to each recipients e-mail account on the message server 40, At
this point, the redirection software 45 detects ﬂle message and re-organizes the message
before transmission to the mobile device 100. The main operation is to place the text of the

message first, followed by the senders signature (X’s Signature) and place the Cert Chain and-
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the signature to be fully verified. In reference now to Figure 6,3theny 785
an illustration of a nessage being sent that is both signed and encrypted.
For Figure 6, the inpact of performng either operation first will be

di scussed. That neans when the nmessage is encrypted first and signed second
there are one set of re-organi zing nethods that can be applied. \Wen the
nmessage is signed first and encrypted second a second set of re-organizing
techni ques can be applied. Wien the nessage is encrypted first and signed

second only t hehsCRINALUTRis ROGEAndBd 584322816 SPbABNY BELEeARE 315 RIahingfbd to
However, if the nessage was signed first and encrypted second then only the

encrypted port ieath afaie rhdpiapd thitindeslmotildQletites PO, | The fsiggathire 365 Bk erufdGk oy red
conbi nati on of the ,operations shown in Figures 4 and 5 and descri bed
above. -User X oaganiggdsform dfOthe osgitat Sighatamg) Certasds @BE chmpaveats 3061 dasthd @irst
encrypt and then sign the nessage. To achieve this encoding, the system 10
first creates araswysionnthkEsrtificatts embCRIBtage stdrérkat thedoadeatiohtt@nnd he spubl the key
for each recipient is retrieved fromeither |ocal storage or a PKS. For
each nessage r aedbpe device 10Be Aleths mobilekdsyicdssl0b by ysetsegermaniiat mestage laedisdeot 4 he
message 23 along with the Recipientlnfo section. Once the encryption
operations are ¥&Hp|Bgnature) qjlke spenuogptioh o1 9peratipa sfon de, mpssegeu diThey signgare
encrypted session_keys, is taken, and this digest is signed using the
senders pri vat &eRiptidngisgiehloral cepyzpf dhegFartnd GRAA 49.uvhich may hamebeea davpipaded t he
nmessage i s sign;@ Kﬁrié’ a di%ﬁst of the nmessage would be taken first, -
without the enCPYHEgualidheiegal BoryQ or regived with 3p Farlicr jmessage, If te Meespecseopis vat e

key. This digital signature.and all the signed conponents, as well as any
Covis and oRy B P Bkl e, e OR s ARe e St Ky

woul d be encry ing_each recipients. public key. The encrypted and

si gned rressage%%ﬁ%,s lfédlﬁgsevr\f%re%%ﬂ%églg i“‘%’h‘&%%%‘&%%_“éﬁﬁ‘g%&rff& Oflﬁ? B¥HECT. on
305 1's sent toﬂ@?&c&@paﬂ%?ﬁmclm%&%el&lﬁ c§£ﬁn%%ﬁaﬁ&€ﬁ]§fo;%sesleﬁ/xﬁpan ﬁ-ﬁﬁ‘aﬂﬁésage
server 40 running on a conputer-system the nmeéssage server processes
the message angh. sphat%o blfultyVe@ndd)e appropriate user's mailbox the

redi rector software 45 detects the new nessage and begins the redirection
process to each rechRéRhceldddto PRSre®, HRRIE & HENLES o¥QU0nessage being sent that is
both signed and encrypted. For Figure 6, the impacf of performing either operation first will
be discussed. That means when the message is encrypted first and signed second there are
one set of re-organizing methods that can be applied. When the message is signed first and
encrypted second a second set of re-organizing techniques can be applied. When the message
is encrypted first and signed second only the signature portion can be re-organized and
modified. ﬁowever, if the message was signed first and encrypted second tl.len only the
encrypted portion can be optimizec}. The steps in figure 6 are mo;ﬂy a combination of the
Joperations shown in Figures 4 and 5 and described above. |
User X at system 10 creates a mail message 15 and decides to encrypt and then sign
the message. To achieve this encoding, the system 10 first creates a session key and encrypts

the message, Then the public key for each recipient is retrieved from either local storage or a

PKS. For each message recipient, the session key is encrypted and attached to the message
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Before the nessage is sent to a nobile device 100, the signature or
encryption section of the nessage is re-organized and only the necessary
portion is sent as described in conjunction wth Figures 4 and S. |If the
nmessage has been encrypted first and signed second then only the sender's
digital signature is included, and all other parts (Certs and CRIB) are

pl aced at the end of the nessage. |If the nessage was signed first and
encrypted second, then the extra session keys are renoved and only the
sessi on key f oralqngevididkd Rerivieotinfo sestion Onthde amigiptien ogativcard ®@mpkrt 2 digage

t hese re-organi zati on steps are performed the resulting nessage 200, 310
is sent to eaclPffisyicanagnes, inclpfiag thesoappsed sossivp theysels thkon, erd bis digesiris Agtied an
exanpl e of a message that has been signed first and encrypted second. In
this case the fUiog U€isepder prvaie kepforzeneryppidiginl signtirt 48 the eesp WEW@ thadnrsssagh ish
onl'y one session key 220. The nessage sent to the nobile device of user B
i s an exanpl e Jfered fskadigest tihn mesage wAwA b ke frsty withoutibp coprgpledisessiidsig. | n
this case, the f#ll col l.ecti on ég,enprgpted session keys 210, 215, .220 are
present, but JRfVIERE MR theatender s PEVRIT dehor Ko ikl coiggpturenand il st signed

i nf ti i t. 1 bot h , .30 2005 .bad ti
of the measage DOBCEEs Nahh HECER A QRIS SOR LR EHTFRAGORE biFiHaey el

d ly th t ts h b - i.zed t [ f ) d d
and only eo st%fon M}J\@ou dqaré eﬁcrqrp?v eus%%@%%%g%rrng ﬁ'@hﬁg o allowtor a reduce

over- the-air transm-ssion O ntor ile devices 100. When

user A opens the neggag, é&‘?nﬂi?r%h‘?na%&%%?&ﬁ35(?%&,2%%%%&6’1&&%?5@2%% pgl;[the

message is decrypted to expose the sighaturfé conp

nmessage is thenudalan #i3ds sROIRART h&gﬁka{aﬂiﬁ% 3(%,@3r%3&9?39ei%d9) %tme\éﬁ%é"lfeg\;ap the

digital signature. If the digests matc I gest signatur _
verified using 40hewkRNGed compfel Yidleh: KLY the tn_te@ga%é l&e?ve_fiu@ boBdsses HBNAME ahd
a

verified. At user B's nobile device, the digi signature is first

verified, and tphes % hRo GRr ipPRbrife S&0 kB he rtdeabesnand MetiyBtRdnednce
the session key for the user 1s found and decrypted, the nessage can be

decrypted to ohicadage srdebefitd the esditéclbd frocekh® dasleREgienGhaA sl £HE8E device 100.
re-organi zing the nessage before sending it to the user of the nobile
devi ce. Thi s ndeforethampssaegedesortd bembilk defiee 26 thaalgsatiro opmeypticnGesisn bihthe
message to

, message is re-organized and only the necessary portion is sent as described in conjunction
with Figures 4 and 5. If the message has been encrypted first and signed second then only‘ the
sender’s digital signature is included, and all other parts (Certs and CRLs) are placed at the
end of the message. If the message was signed first and encrypted second, then the extra
session keys are removed and only the session key for the designated user of the mobile
device is sent. Once these re-organization steps are performed the resulting message 200,
310 is sent to each mobile user. The message to mobile device of user A is an exaniple ofa
message that has been Vsigned first and encrypted second, In this case the full signatﬁre, Cert,
and CRL 305 has been included with only one session key 220. The message sent to the
mobile device of user B is an example of a message that was encrypted first and signed

second, In this case, the full rcoﬂection of encrypted session keys 210, 215, 220 are present,

but only the digital signature portion 315 of the signature information is sent. In both cases,
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reduce data that nust be transmitted over the air. The |argest adydhtage 7605
the pre-processing nethod is that it deals very well wth nessages that
are both signed and encrypted, which are the nost difficult nmessages to
re-organi ze to reduce size. These pre-processing nethods are nost feasible
if strong security is already in place between the corporate firewall and
the wuser's nobile device, for exanple by using a 'wreless-friendly'
security solution fromthe conpany's location to the nobile device.
However, it coud tedsazedaildpdriiat ofathy mpssaeazo03 10-miiihs siSEE Uk Grasalitet itam wel |
have flaws if the conpany's own corporate |ocation does not have office and
deskt op securi tspnden apd epdethe YhtdIME potsparsbesetunganized tb altdvg bl abelup@ssibl e t o
sneak into any office and just read. another person's mail at his or her
own desktop. THE&s-#f Enemissigncof kiforaatiqurte tho mobilesksiiey 168. S/ M IVIE to a
wireless-friendly security nmethod, done conpletely behind the conpany's
firewal |, shoul d beWlgh&Fib Paws (he mpssaess the single pespiprskey dsalepaptpeand thermaseslger ence
now to Figure 7, .this illustration is the first of two nethods for dealing
with messages t'hafOREIL BERY terispptesampieny Adigebefi the resyagrischenfplemand ke
S'M M. Both 25 30 2005, Figure 7 apd, Figure 10 use this first nethod.
This first met h°8%‘9%?4\!‘gﬁq§“3ﬁé‘g§?"rd&?§‘é’§‘f‘° Bibe 4igtal Baatueey Hibs iz mach apd e -

nmet hods but requjr.e re. over-the:-ajir steps and nore CPU gnd. RF power
resour ces on theéeértoignrf%mdlév‘fe ed ying the éff’éie’g’s@’avafenke@’h n fhe %%“aké’cgﬂ%’ﬁfe dain

handl e t he case, .yshere: , 0 ny.. s il system t user's nobile
devi ce have in ieﬁﬂgﬁ?usﬁéléégiogﬁe a"ﬁ‘ggﬁ%dr‘?%rﬁ‘f%’?‘“%iﬁ tﬁlgt,velgﬁe%(a??%leﬂa‘eemény' s
mai | system an ! il i C a rivat.e.an blic
key paiyr s but ;1 ﬁ%ﬁaﬁekgi gsgllo?lagt]&g%g v%r %‘%} (ra)en I ?%cst%%a%ﬁ k%% Twar e do’ F\ogf‘g aﬁ(gve

access to the peiyRie brShel I i i en the case when the
Y thk ﬁ%ssag-EQh:?bel dBhredtb BHQ% 'ﬂ%?ullhcgplgﬁé

private key is kept on a special smart-car war e- based key reader

system The bi ggest Tiehadcb@nORIdreed be-&:BAnSridPRR D AR bk Rire! @ndiGAk ¥l Dsef B fact
that only the device has a copy of the private key that can decrypt the
sessi on key t o titassbilptevicBeThis M6 &agEle dbdarits ﬂiﬂﬂ’e@nﬂway@-to'{;%@%ro&ﬁgtﬁé' mesfagl i Sage
15 at workstation 10. The user then decides to encrypt the nessage using a
random y cr eat ediugeksitpnmke e amemnd 636pIhs ait. MPhe3@ &SI aatanke@y ofMhd fle-processing

method is that it deals very well with messages that are both signed and encrypted, which are
_the most difficult messages to re-organize to reduce size. These pre-processing methods are
most feasible if strong security is already in place between the corporate firewall and the
user’s mobile device, for example by using a ‘wireless-friendly’ security solution from the
company’s location to the mobile device. However, it could be said that any proposed e-mail
secure solution will have flaws if the company’s own corporate location doeé not have office
and desktop security in place. Without company Security-it might be possible to sneak into
any office and just waﬁ. another person’s mail at his-or her own desktop. Therefore this kind
pre-processing of S/MIME to a wireless-friendly security method, done completely behind

the company’é firewall, should be considered very secure for most companies.
In reference now to Figure 7, this illustration is the first of two methods for dealing

with messages that have been encrypted using a public key mechanism like SMIME. Both
25




. . . . n%g % g 2805
t he public key of every intended recipient. In this exanple, the S Q
m ght either be addressed to both the user's desktop nail account and the
user's wireless nmail account, i.e. when they both are using different
public encryption keys. However, it is nore likely that the nessage wll
be addressed to the person's corporate account directly. It is possible to
share the private key between the desktop 35 and the nobile device 100 by
| oading the private key - into the nobile deévice 100 over the serial port 50
as shown i n Fi gEigee 1andlgperd 3¢ Mist first SnetHol) @ his WS nethOd bithrd tH@ﬁ:roﬁgeEtkéﬁjzrﬁrption
smart-card.into a card reader and run a conmponent of the redirection
software 45 t o duppod of He tyo methdde biteyquirésainrd hver-habi steRafenod CPEGhd REboNG a
menory of the nobile device 100. A full detailed description of the nobile
devi ce 100 is imeugeheeh v mobiE davice. 1The stéph used $ih dhiselksqnéthat can hendld ke dsrd by
both the desktop and the nobile device 100 as a way to extend the mrrored
e-mai | concept Wieragle thetdempanyts rhadlosystem asd the tise’s malibulveice bava indivivalneivessar y
public keys have been retrieved by the sender from local nenory, or a
| ocal or | nter 88 PRRAS ke mis or @) de sprepsdr s maibsystanan® B usrgmobile d@dchage MOV
2005 associ ated encrypted . session keys 210, 215, 220 are sent to one or
more recipi ent S¥GFP 30d Rphlis ke Baits brolbe messpaingaerversand pelirpdtion softwakd drenot
connected to the Internef 20 receives the nmessage and the nessage is given
to the nessage B& &S Wdhs gvals ey e Tt latgr sitpptjon lb‘Pfg&élses‘iaWQ"hetl tepgiaste keyhis
redirection s_oftv¥are 45 t o dete ssage for the npbile user and

. t the ne
to extract it t¥ oor‘ﬁatsr%clﬂﬁ%ﬁgg%i’vg‘?mﬁ isedskey rerder ysteris I, fisgasy challenge
encrypted with iLfic bl, i ey of fhe bi,l e device 100, or
al ter na]Ei ve:c%/ t glﬁgrgl%\g%tmem&gs;io 6%35‘6’&})%{2‘*@ tetgﬁlﬁgrtgi gevg‘_if‘t as ?@8@%‘2‘3?!:%"3’?#‘6?;
i ece of so ; ver e redirection software
gxt racts the \ggﬁa?g%l;ﬂgg%@g}ég%ﬁ'lggey%%ec%gtr[ﬁ?%%es%%i | e device 100 and sends it

to the mobile deviggigdly, AlbShifiihaGE Mal iBER6! BFITRGIAIRN diBYesior the

t
. \ LR
nobi |l e user, the redirection software an enpty nessage geﬁ'e{? only

contains the eng&yRuURInR@3ShHE kBMioRELreatth essiBPRYy|26a gﬁﬁf‘pg %e]sggiop %g)%v S

this enpty message and extracts the encrypted seSsion Key 220 fromthe
nessage. The nuiy publicRi sFevdrd Gnebriied redBRhty Mo Shik BnPRS MEREBH S AShi Bihekgy O

recover addressed to both the user’s desktop mail account and the user’s wireless mail account, i.e.
when they botﬁ are using different public encryption keys. However, it is more likely that the
message w1]1 be addressed to the person’s corporate account directly. It is possible to share
the private key between the desktop 35 and the mobile device 100 by loading the private key
into the mobile device 100 over the serial port 50 as shown in Figare 1. To perform this, the
user would insert their smart-card into a card reader and run a component of the redirection

.software 45 to'load the private key from the card reader‘ directly into a memory of the mobile

device 100. A full detailed deseription of the mobile device 100 is included with Figure 14.
This shared private key is used by both the desktop and the mobile device 100 as a way to
extend the mirrored e-mail concept between the two locations. |

It is assumed that the necessary public keys have been retrieved by the sender from

~ local memory, or a local or Internet-based PKS. The encoded message 200 and the
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the original session key 500 and sends it back to the host |ocati ¢h{3RJdEn20T
redirection software 45. The redirection software 45 then uses this
decrypted session key 500 to decrypt the entire nessage on behalf of the
user. This reduces the anmount of conplex public key decryption operations
t hat nust be perfornmed on the nobile device 100 and | eaves the | arger
decryption operation on the entire nessage to the redirector S/ W45,
Additionally, this allows the redirector software 45 to redirect only
portions of theswdstedgerypted seisondase 2Uf, 245,V220yard agngjéo ene dminbrenedpgiage or A
message 80 is then constructed and sent to the nobile device, and wll
normal |y be endlesfisatiog hosilesefions 9. r &lspesifictmdckingl¢opnested ty fit Imemerdd xseivesTthe
message 80 can then be decrypted at the nobile device 100 and the ori ginal
nmessage 15 is preéE@entnddhamestigeisgiven o thaetsese sexerpifer pfcessiaadThinpropasting ¢ key
encrypted nmessages that use nethods like S/MME is shown in Figure 8. This
second net hod f ke piiregtion; ofiwae 4f iHEeE terfe ™ Jaesrage frr theygobils gssrend e

devi ce share a commpn .prjvate key, and the key is accessible to the mail 27
"1 0 NOV 2005 SEFHLE TRGhT BEFPRECHT s o Reiinseian kadt picpate 3BBesPedifis s may

b i kel i i h t i te k t i
ovorving. o B kLR sl BBy S S e e 6H Bobo tin Tohe
nb f st Nt h .th dt d d t
Cessi on key ovdreeiis Bl SR8 B lHARLSTnle o B6 & ron R rootostl SEEHEE ons
the erb ile de\é!zl?a%?EHESEOHQ&rsEsgfoﬂeyTﬁOWBP&K%\%lé chﬁ‘lcqw gnc?Sencﬁ iF?oeé'lc ?n% Ofses
an e-nail nessage at workstati’on 10. Sessli on ey 1S creat ed an IS

used to encryplyedid FooTBLRR Y iractlfY B SRR &Qsiéi,leﬁeéyif?%gg %bﬁ!‘?&fe}’ %eegdir%%’)rhdt s

public key of every recipient. .I'n this exanp mobi | e devi ce oes

not have. its QuRvaRIYY tufdd@nimddse MeChRly@hkahl Se BidypRl Seskify kGV0h. The

serial port 50 as described in” conjunction with Figudre 1. Thi$ shared

private key i s mss@dadiiee 000 Redifeg uﬁ@&iﬁi@ﬁeéﬁggaﬂﬂeﬁa@m MRRhdFprddevisiol KP@s a

way to extend the mirrored e-mail concept between the two |ocations. The
message 200 androm@Bbsmetagk Rt nbble de2ikh 100286 RBEGptS BB bnckyPied BRsi6 kefd Reover

reci pients or ‘ _
the priginal session key 500 and sends it back to the host location 30 and redirection software -
43. The redirection software 45 then uses this decrypted session key 500 to decrypt -the entire
message on behalf of the user. This reduces the amount of complex public key decryption
- operations that must be performed on the_mobile device 100 and leaves the larger decryption
operation on the entire message to the redirector S/W 45. Additionally, this allows the
redirector software 45 to redirect only portions of the message, in the case of a very large e-
mail message. A message 80 is then constructed and sent to the mobile device, and wiIi
normally be encrypted using a ﬁeless-fﬂendly e.ncryption method. The message 80 can
then be decrypted at the mobile device IOQ and the original message 15 is preéentcd to the
user,
Another example of handling public key encrypted messages that use methods like

S/MIME is shown in Figure 8. This second method focuses on a situation where the desktop

and the mobile device share a common private key, and the key is accessible to the mail
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host | ocations 30 based on the recipient list. The nessage is recegvg?%my 7805
conputer that is connected to the Internet 20 and passed to a nessage
server 40 that processes the nmessage and places it into the user's

mai | box. This triggers the redirection software 45 to extract the nessage
fromthe nessage server 40 and detect that it has been encrypted using a
public key. Instead of sending.the message directly to the nobile device
100, the redirection software 45 wuses the saved private key shared with
the device to ¢eRFiAN radifectionsofivare. |isyleszdbed alipye, this 51y bnan kdificly sceadiorgivesed t o
decrypt the nmessage itself. Once the nessage is decrypted to clear text, it
i s encrypted ad@in°U e RYVAe\KeY dchaolosy i eYRNIRE. e rfdoweNen Bis Methetodpearhgve the
transmtted to the, nobjl .devi ce 100. The nmpbile device 100 decrypts the
message and pr dSERE Pt r‘%&“’t‘%é‘e or; of §(9PS In gy RCRRE ToGY§h the neeifosend a
procedure aIIov(\lc‘seCthdergbi Il«g devi@e _’LOOdth fastest delivery tine, with the
| east amount of “pubrt & KAV GPRFaLF 8Hs?MATUES Pepunien ohablig ey erstrtigpidthp oner
intensive on the ﬂgReQQCL%ugeggfgn% 100. 28 3 0 NOV 2005 In Figure 9, an

exanpl e of signed nessage pre-pfocessing i s shown. The host |ocation 30 of
t he nobi | e device ar. [#%9 Lgnature verification o half of the
nobi | e device user, | "ﬂ‘gﬁi‘i@ip%ﬁtﬂguﬁ%r@%kégg‘?%ﬁa%?lesﬁ?ﬁel%gatﬂoér%t%ﬁ? LJ'deét'a.

Thi - s t; i is e . .31 5
is pre proce%édmkﬁ%@é&%é B8 15 GRABE mBWLGH gﬁiﬁtsé 9&?5‘?@&&1&%’5&%& .

nobi | e device user to0 the host system above; an e-nall “nessag

created and si gﬁﬂidh@ﬁbklﬂ%g oKeveNEeiRt N BANTESRBR e Mbblle! dSvild R0 3dstbEHvaM th

all signature conponents 305 to one or nore destinations or host ocati ons

30. A machine GoRRAGUBIL ke bl kLRERS pridtre kBF BicY @R LHE poit 3066 atBSRag%e and
it is given to the nessage server 40. PThe redirection software 45 detects
t he new nessageotfjerctictbeith Fifurand This shfeduiva@ kbed ubdalbyoRCRS 8dskigp 35 B the
redirection software 45 detects that the nessage has been signed, so it
goes through t hebis desies $000E a fvapthiergnd themftobddieanddeynceft btdwveerxRIElS locatdas .
public key could cone froma |ocal storage area or froma Public Key

| nfrastructure (PH The n88@z2sAawhessiondays2i0, 2150220 me tenR®,oné ormex enjpleats ofNce
the public key of the sender is retrieved, the digital signature can be
verified on beMhaitfocafons Bbaserhen the geipientdisty Skhe meyagst il eqceived by a computer that is

connected fo the Intemet 20 and passed to a message server 40 that processes the message
and places it into the user’s mailbox. This triggers the redirection software 45 to extract the
message from the message server 40 and det.cct that it has been encrypted using a public key,
Instead of sending the message directly to the mobile device 100, the redirection software 45
uses the saved private key shared with the device to decrypt the session key 220. The session
key is then used to decrypt the message ‘itsélf. Once the message is decrypted to clear text, it
is encrypted again using a wireless-friendly encr‘yption method and transmitted to the mobile
device 100. The mobile device 100 decrypts the message and presents it to the user in its
original form 15. This procedure allows the mobile device 100 the fastest delivery time, with
the least amount of public key operations, which tend to be very CPU and power intensivelon

the mobile device 100.
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or not the signature verifies, an indication is included in the nes§§%§£§bémﬁ
that is transmtted to the nobile device 100. As shown, the origina

nessage 15 is re-packaged into an electronic envelope before it is sent to

t he nobil e device 100. This electronic envelope is then renoved at the
nmobi | e device 100 before the nessage is presented to the user. In Figure

10, a conbi nation of the operations described above and shown in Figures 7
and 9 are being used at once. In this exanple, a nessage has been signed

then encrypted, or IeREMEpl-c TABPE RS FizepdmetageTHePOPIBRE Bfshowe Oiherhesti on

i's not inportan}, as éhis met hod can handl e ej ther operation beig&

performed fir st °RR 3R ohifiemabile deyigs uses pedonys thy signgifsocEtcation orshshalk of fhe ¢ he

user X has asked f

. t.h 5tob i d.first th t ed,
el X e Bkl S 0 e S MR e o B SRS
the digital i t i bly. al it . ) t d CRLs,

LD 0101l St SR RSP LN, Hob ML LS CRTLS B O
29 3 0 NOV 2005 h i.ncl i t i gital
o5 RS8R0 1 o e

signature, and any res an € Sessi o er

encrypted usi ngs;{ohe wRtthlided vh@%aﬂosfign hcoglgﬂe-btg 3bs QNork RF ! i dpe&tg inalidns Bl S €

has asked for the nmessage to be encrypted and then sign “the steps-are
slightly diffepefbns o0 A MaShifcASBnectd® HARLAN mﬁpthg%édﬁnegﬁ ehalif

first and the message is encrypted wusing i1t, wthout the i1ncluding the

digital signat ugion t&E ndssaddQeldRuB. T BHrebiMA sSBFSd BUcKaY tht Sew REGIARQEE-UST NG
the public key of each recipient and a Recipientlnfo conponent is created.

Al'l the keys angd ahdieisBeticled & plobdsSing. | Tk rélirection §RkeAR A5 Uedtd 1Bat BIRSFBGEs hdNCE
this is conplete, a digital signature of the nessage, session keys and

Reci pi entht f o | begt sigmedgenie peds altoughi thg plobids ofsfithgrRe publiv &éyeofkBy senffl@r ™er ki ng
with public and private keys, it has been assuned that the necessary
publ i c keys havmbbeksy codtl come from farloml $taeg] arcremifon adfublc RESInfrhdructaredPKD
assuned that the sender does not necessarily know whether -a specific
reci pient i s no#i0lsemgihereon He Intmbi 20 fotesrpwple.] WMcatid tublic keyséft tbp s@8ershvar e
the same private key. It is possible to share the private key between the
deskt op 35 and TWeveRoBe fligital ggnagise gan(be tygrified g behglfof e gropilederick aspr. | Whegher
or not the signature verifies, an indication is included in the message 80 that is transmitted to
the mobile device 100. As shown, the original message 15 is re-packaged into an electronic
envelope before it is sent fo the mobile device 100. This electronic envelope is then removed
at the mobile device 100 before the message is presented to the user.
In Figure 10, a combination of the operations described above and shown in Figures 7
and 9 are being used at once. In this example, a message has been signéd then encrypted, or
encrypted and then signed. The order of the operation is not important, as this method can
handle either operation being performed first. |
The e-mail message 15 is first composed by user X. If the user X has asked for the
message 15 to be signed first and then encrypted, the first step is to generate a digital

signature, as described above, and the digital signature, possibly along with one or more

Certs and CRLs, will be attached to the message. Next, a random session key which will be
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the nobile device 100 over the serial port 50 as shown in Figure § @ndgy 7005
descri bed above. The encoded nessage 200, 310, the associ ated encrypted
session keys 210, 215, 220, and the associated signature information 305
are all sent to the host |ocation 30 and possibly other recipients. A
speci fic machine connected to the Internet 20 receives the nessage and the
nmessage is given to the nessage server 40 for processing. This processing
triggers the redirection software 45 to detect the new nessage for the
mobi | e user andsedhtosaerypicthe messhgeolh intlhdingribe sligiyd sigpntwer anfQuny Slertc end GRLs.
message has been both sjgned and encrypted, several additional steps are
performed. |f tHhenthesesige kevais fusberenerypiebesivgithespublimkbytol each destinatipn edipianhe
redirection software 45 first sends the correct session key 220 to the

mobi | e devi ce THEems hagnskedyfpn themessegs e be tretyeed mddhencissed; destepkay sy s
returned to the redirection software 45, the nessage can be fully
decrypted and tHETEghadhis case the repdorm s9seion kovds sspsrated firftead e pawessirenceypted hen

verified by retrieving th blic key of the sender. This key m ght be

stored in %/he 35°F btt%@]o Hﬁ%ﬁﬁb@}‘?ﬁ By ‘%‘éﬁt"g&‘g‘i‘f’&l{%FFWBFR&&c’E?g ﬂ%ls%*Slghk%gh a
blic key infr re 600. accessible.on the Internet 20 in this

2; arr;:)I e. z\hiat hé:?&% %P'Sssgnﬁg"é?r P ugh%?e noateff:‘héecc'ﬁ%’_é angi 2 %‘E%’éemﬂfgtcm@%qn%’i‘tﬁ crlFﬂ‘i"é"

nessage | re- olichy phedhdhl bl thlbdk eSSl NIy pIRLAOR, And S esul tant

nmessage 80 is transm'tted e nobirle user

the nessage hadsiheghasi-aiast If}%gagm%sﬁﬁ ket anf %tﬁ%élgﬁlr% %gﬂt %Eefmt%’aeﬂsﬁ |gd. The

nmobi | e user may then decrypt transm sage errieve T he

piie Y L e _ o ! #
ori gi nal Messagendd® pritdie keHdFGALdRRg WD bﬁlb%fa][ﬁlt%ﬁgﬂ , iPfd b&ﬁgagbu@w&%%e an

whet her or not the signature was verifled. ssage een

encrypted firste@ndyShBnadySReOREn rdltfed B 164 WeRBrySP L PRAT e f5i1s0 UShinkd €5

the digital signature as described above. Wether the sender's signature

verifies, the tmoreeaeidesd®s namekliriBABowBihelder £8RL it Rchpl Fabbiesifiguhse 100
for decryption. Once the - decrypted session key 500 is returned to the

redirection sofuohie évith 10q dvd tepkskaps5chde e sdmel griyate H6C MyiP pedibRASIsHRRNhe T O
the user using a wireless-friendly encryption algorithm The nobile device
100 recei ves amdvay keydswesm thdreshigpsPagedth hobikdlepicecdity Haditetho piigicial infessage
15, as well as si %nat ure indications, to the nobile user.
the mobile device 100 over the serial port 50 as shown in Figure 1 and described above.
rThe encoded message 200, 310, the associated encrypted session keys 210, 215, 220,
and the associated signature information 305 are all sent to the host location 30 and possibly
other recipicnts. A specific machine connected to the Internet 20 receives the message and
. the message is given to the message server 40 for processing. This processing triggers the
redirection software 45 to detect the new message for the mobile user and to extract it from
- the message server 40. Since the message has been both signed and encrypted, several
additional steps are performed. If the message has been signed first and then encrypted, the
redirection software 45 first sends the correct session key 220 to the mobile device 100 for
deciyption. Once the decrypted session key 500 is returned to the redirection software 45,

the message can be fully decrypted and the signature information extracted. The signature is

then verified by retrieving the public key of the sender. This key might be stored in-the
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It should be noted that a digital signature need not necessarily bg 0 WOV 2005
verified in order for a user to view a nessage. By decrypting the nessage
at the host location 30, the user can then choose to view the nessage even
if the signature was not verified. Figure 11 shows a flow chart of how the
host system may pre-process signed, encrypted, or signed and encrypted
nmessages before sending themto the nobile device. Figure 11 focuses nore
directly on nessages that have been signed, while Figure 12 extends the

fl ow di agr am t ologpéien mgmpry erediskalgeation fon cogmiplepibroagic p ypbldkey | infrashizgur [600y
diagram it is assuned that the nessage server 40 has received the nessage
and has pl aced 4°fesfibie gn fhe dnterppt 29 dp thissexamplge Whebert thosender’s sigature doesas dogsed
that the redirection software 45, working in conjunction with the nmessage
server 40, has ’H’ét"&%ﬁ’e@e PSSR S BgfcriPtrd Weing @ Firekespitirgdly psted Tapdnierdfarfow t o
Figure 11 in detail he nethod begins at step 700, when a nessage arrives
from a nessage IE%SF?S‘%PB\’I& waﬁf‘ﬂ'é’ Lﬁ‘%f‘l@?‘w serah00 vt 2z jpsdicaonthaisthe pewsagecdndpy
the redirecti re‘:enss?f% re .45, Thetgi rrst step.for the redirection software
45 i's to check T &g igd wheler graad egségqa?“eivﬁgrquai € JaYife usgr may then dectyph e
Thi s check can | LEorned by checking th M tvp or | ooki ng
for attachnent s‘pi\&?\?:'n[tﬂ aJn%g%a%?g{)go ?%gjreﬁ’ea e She %ﬂﬂi\f/‘%a eafslj%‘.] 1 catﬂ%etﬁdtiﬂ?ﬁﬁfsﬁﬁi on

is plain text, f,hgR,k téd’iafg%%?gfﬂ]gbqf%g%&ﬁﬂ 1,9 8agly of the nobile devices

as normal, as shown mation 1S hot plain text, then a

check is made at stgphefdegsabOnas g&nieﬁcrgﬁ%ﬁ"ﬂ%@cﬁﬁé}l@d #?@da%%{lgﬁjec{l&{ s%hw%é 450t

signed at all. If the nessage was si irst; t nean t

nmessage had beegrifl eleyli@tkidndSle a2 0L cAtE aBRES Wmtﬁ% e WeH s Q&‘éﬁr&t \%riﬁ&, e

processed before the signature. Oherwi se, if e nessage was signed | ast,

then the digitabm&t gREbLES 220usdy RSsch BARSHOMedelisd 1008fP BEPHAE CBRLNGe t NE
encrypted conponent. |If the nmessage was signed first or not signed at all,

then an additi arajptédasdsichkey 06 yRincOR theSrefiRbionrsomehrads, Sk aRsséan bd fany he
nmessage is not encrypted only (i.e., not signed) or was not encrypted | ast,
then there nusiecripgedoand @ent ¢ the msdr heingre ssralge-fHadlyeentgptivatalgolidin. 1T mobile
redirection software 45 cannot handle, and an error condition 725 is
decl ared. The avies 1O reeeives and proocssd| thamyessize 88 duit pssentsithe lpeiginal message 15, as
well as signature indications, to the mobile user.
It should be noted that a digital signature need not necessarily be verified in order for
a user to view a message. By decrypﬁng the message at the host location 30, the user can
then choose to view the message even if the signature was not verified.
Figure 11 shows a flow chart of how the host system may pre-process signed,
encrypted, or signed and encrypted messages. before sending them to the mobile device.
Figuré 11 focuses more directly on messages that have been signed, while Figure 12 extends
the flow diagram to deal with messages that may be encrypted. In this flow diagram, it is
assumed that the message server 40 has received the message and has placed it into its

message Storage location. It is also assumed that the redirection software 45, working in

conjunction with the message server 40, has detected the message arrival,
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dependent upon the inplementation, and may be configurable in thd § MOV 2085
redirection software. If the nessage was encrypted last, or if the nessage
was only encrypted and not signed, then the method proceeds to process the
encrypted conmponent first, at 730. If the nmessage has been signed |ast 715,
or if the nessage was signed only and not encrypted, then the redirector
detects the signed data content via a digital signdture at 740. Anot her
path into this area_is after the encryption conponent has been processed
and rempved (850). THATE neyathFighe &t in gﬁ’ﬁaéimhﬁngtlm‘ébe.‘gms apsied 0| Whdsa miesagei bed
in nore detail below This is the case when the data is signed first and

encrypt ed secorfftvet fromh messaggsender wikin Ny {niesnes a5 dnigangle and) isj dgtegigd rbypthed
with User A's private key, ~represented by K 1 to produce the digest
signature AK- 1(‘7\5’6 ‘?“Wé%e%/ﬂéﬁp“vig‘? F‘%‘ HRfrrSedirstionsonwge Oy todhesk tgsepdkthe | s

generated on the_con

ent. .usi a kn | gorjthm or using an al gorithm
selected in the s eg%é“dp 1%%3?"'5?&1% & oaﬁﬁg&c canfresasly PﬁEfngﬁﬁl EW}\%PIP‘FE $e

| at er conpar ed i sent.. b he..ori gi nal. nmess nder. After
this st egI,) t he %Iﬁﬁ p'?e’gdera&g#“gt ﬁreat%%%ac ?S g g é‘aatfarng%?mﬁg?‘r%??, Hﬁlh‘ém a
PKI, or it may:al.SQ: Ling | e i rlnfo,c onent, af the ssage,
at step 750. ¥ﬁlg%aﬁg?ﬁgklg% t#gggn%tﬁ%eépglfe fi?ﬂ %g‘?&%ﬁog&écgto& smaglgerdfl’gfeéﬁs ﬁ(’é"inngilg tge
ublic key of r i ' t..B. r at| ' hown. as
Paki ng the User mouR itk ibaRuats Wbl of uct 1En RSl aeh 21 203
encrypted AK( Alfirekidla)e w%g%gd e W Mpy offi fradd Messa%ggas ds@éngc?ﬁlts geNehid ed

fromthe nmessage digest Als conpared to the decryp I gest to see if

the signature nfay ek inttssagdhddtRe @SS PO 124RRd MR enbFHRE WRAIdHald 1o Rlpr&k&By 760.
If the.signature is invalid, then a text header is added to the nessage at
step. 765 to i ndéfomtthe sifmturd. MBheBVigH) alt HE EressW@ wisi Gatd BB, fhdh R diigi@X el whse, a
text header is added to the nessage at step 770 to indicate the signature
was valid. Alt eustdte pedessed fisst befare rprdveding lievencryped c@hgonbnt.S HOMA bR gd THHs
i nclude both a nessage digest and a digest signature. In this case, digest
A woul d be conpiareddirsipt ot sigred ok afj etben anadditivesal tekit fpir brakypebrgin pdeforted anineh 1202
di gest signature woul d al so be verified using the sender's public

H the message is not encrypted only (i.e., not signed) or was not encrypted last, then there

must be an error or the message has a format that the redirection software 45 cannot handle,
and an error conditiog 725 is declared. The particular error handling procedures may be
dependent upon the implémentation, and may be configurable in the redirection software, If
| the message was encrypted last, or if the message was only encrypted and not signéd, then the
method procegds_t_o process the encrypted component first, at 730.
If the message has been signed last 715, or if the message was signed ('mI}.' and not
encrypted, then the redirector détécts the signed data content via a digital signature at 740,
_Another path into this area is after the encryption component has been processed and
removed (850). This path enters from Figure 12, and will be described in more detail below.
This is the ‘case when the data is signed first and encrypted second,
In this examplé, thc MD (message digest) is enérypted with User A’s private key,

represented by X! to produce the digest signature Ax'(MD). At step 745, a new message
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key. Verification of the digital signature is then dependent upoa %&ﬁﬁfjmﬁ
digest match and verification of the digest signature. Now that the

si gnature has been processed, a check is mude to see if the data is stil
encrypted, at step 775. The encrypted portion nmay have been al ready
processed, for exanple if the signature verification path had been entered
via path 850. If the data is still encrypted, then the nethod proceeds to
decrypt the data via step 780, as detailed in Figure 12. If the data is no
| onger encr ypt edfgest lErpespicdion e cputens gsing# kaoprn a}cgo%t??”@ﬁf vy anglegaheyselested inf ¢
had been encry&ted. I .had been_encrypted, then a nmessage that contains

¢
the signature v FF‘&‘EfiidBtﬁ‘l Iﬂﬁﬁ%‘éﬁc‘,’s afhieest i veighivalhbs Intst comparedhie Stgat by

AR PRI P e et g S B R TR AR G M
NOV Mb was neve raypt a_nmessage.th i.ncludes e signature validation
header plus t heﬁlﬁlesé}g’%ogn Eﬁ%gd?/r Ay akg be f“gfufi%lén {’%%gf‘eé e??fné’g“e hermesiagy 790,
Not shown in thj I rf . di.ng,. co ssiopn and. encryption
schemes opt i ona%‘?‘iff’é% g‘%g’d}(lg%ﬁgﬁgﬁlreeo 4lglrcﬂgic §c%ﬁs %C%[ var e p?'fc)llcg(r? ﬁ’?gle

secure to the n'SQQ(![Ck' E) M&&&gﬂs&.%@%ﬁé‘gﬁ&ﬂqs &0\91?%&18& é 8&1’ Rfs [;LIB]?C l%e%%\éyranghar t

shown in Figure.11 and focuses on t processi ng of encryption

sending it to thgMhi landetakey TR Chx(hk S \QMEI?P{)E\EESEM])@rﬁninPthQat hs,

one when the nessage has been signed first and éncrypted second or "was only

encrypted (730)digafgnéied Rbhale nIQRe LiP&: ABS &APEreIRSthe BGhYRE Atked iF S lseditd

si gned 'second and the signature has already been processed (780). The
first step in phosgnsidig villdan®Mhe idBhg@dvad abtaangercl &vith O atbe7doh & dRegidatet | nf o
list structure and |locate the session key for this particular user, at
step 810. The niexdid e Biheddsr is haled @NAE dleSagd a€ AENESS RRRAE thaf O sigheuaDbi | e
devi ce 100 that contains the session key. This nessage will have text for
t he user to gi verifitation faiédo rQrhdrvion aadx headerieadied ®abemessdgk et 4dpe778ita pdicatdat e
and originator of the nmessage, with an indication that it is encrypted. The
message i s serfthe signafurpevaswilid) e device at step 820 with a boilerplate

nmessage. The nobil e device 100 then
Alternatively, as described above, a digital signature may include both a message

. digest and a digest signature. In this case, digest A would be compared with the digest in the
digital signature, and the digest signature would also be verified using the sender’s public
key. Verification of the digital signaturé is then depeﬁdent upon both a digest match and
verification of the digest signature.

Now that the signature.has been processed, a chieck is made to see if the data is still
encrypted, at step 775. The encrypted portion may have been already processed, for example
if the signature verification- path had been entered via path 850. ¥f the data is still encrypted,
then the method prboeéds o decrypt the data via step 780, as detailed in Figure 12, If the
data is no longer encrypted, then a check is performed at step 785 to determine if it had been
encryptéd. If it had been encrypted, then a message that contains the signature validation
header, an indication that the message was encrypted using a public key mechanism, and the

original message body text, is constructed and sent to the user at step 795. I the message
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. SN
receives the nessage, detects the session key and confirms there i 8 %E\’Ug
private key that can be wused to decrypt the session key, at step 825. If
t he devi ce does not have the correct private key, or if it has not | oaded
any private key, or the user does not want to decrypt the nessage, then
the nessage cannot be viewed by the user, as indicated at 830. QO herw se,
as an optional step, the user may be given the choice to decrypt the
message via a menu or other user interface of the nobile device, at step
T Dol Teeehbe s oot vt S At st or 0. once he. decrypt on e corp et e
original nessage.is decrypted at step : ; ryp : ,
atest is perf g?’"ﬂ%ﬂf feat @ége Ppdiferevice 480 glestsps798) Hpt S%‘l“@n‘édj.?ls ﬂPWtqh@:] ifethgage
is also signed, then the nethod, proceeds to step 850 to process the = -

di gi tal signatuf 80?11“&5 CAPRIHRNOR APECHTYRICR sfhemay OHEPE‘H]PW ‘15‘@60f Yﬁ‘g@%él?e F@”ﬁ‘f;’g‘;
nmessage is not §j 34 then urther . test is perforned at step to
see if the si gnsgﬁ%}gg%\ggnsgfer%%}r © %Eg%@afu isWhpossith eto gnter t he t
encryption processi LR, Ei > V] th,7 wen. t si gne cogponen
\évas al {egdy pr ocessgi_gf;Iljcﬁt%@&%;éfoéltotg?}écp@%v{ha %é’évaﬁ %i@g%f’ff;‘iﬁse?? i g
ecrypte mes : _ A

i SEsshl ol e gHBRAL Yftng B30 8 oty floe 200 Lokt Mg

. . ! . TS
device for viewing, at ste nessage was “not signed,

then the origi @Aw@mg@e &&n%%e)ﬁﬂ%@ﬁjals%% s:?ﬁﬁr&?n(f}%mgeﬁgﬁfgjagéﬂﬁ %

view, at step 865. Figure 13 shows a flow chart o |

may nmake use Ofenérifed\950), and WiRloidt Widn d ARIsAHE waglehc@a@& ¥RE ANiAla AESSARES
using S/ MAE techniques. Simlar to the exanple of pre-processing data by
the host goi ng thesignereimileRly BestipeResséd@goyobi | e device may all ow the host
to post-process data fromthe nobile device. In this flow chart, the user
has the ability to Aedfirenespyiat predassingl B ahotypRd dafa D@ RcRP CHeyRdciptna0 dist
signature conponents to the nessage. The first step 900 in Figure 13 is

t he user sel ectsinmpraadddouatp siestssiop keyofor his fattienlslsir) 2 stegl@Ni Be nekbQepISIBIis
enters a nmessage and requests additional security on the nessage at step
905. Thi s m ghtio gmetaigdeanpd messxgefpd the mghiM dedice PCFhaocongiyehectdsien kpy. dPhis et ar y
encodi ng nechanisns. Then, at step 910, a test is perfornmed to see if the
user wants to aRfEs2Ee giillélﬁ\@ttgﬁt for the user to give them information about the message, like the size,

date and originator of the message, with an indication that it is encrypted. The message is
sent to the mobile device at step 820 with a boilerplate message. The mobile device 100 then
receives the meséage, detects the session key and confirms there is a private key that can be
used to decrypf the session key, at step 825. If the device does not have the corr.ect private
key, or if it has not loaded any private key, or the user does not want to decrypt the message,
then the message cannot be viewed by the user, as indicated at 830, Otherwise, as an optional
step, the ﬁser may be. given the choice to decrypt the message via a menu or other user
- interface of the mobile device,rat step 835, The decrypted session kéy is then passed back to
the host and the original mess.age is decrypted at step 840,
Once the dec:ypﬁon is complete, a.test is performed to see if the message is also
signed. If the message is also signed, then the method proceeds to step 850 to process the

digital signature, as shown in Figure 11 and described above. If the message is not signed,
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to the nessa i ﬁﬁ'%£¥é@95
ge. If not, then a test is perfornmed at step 915 to see
want to add encryption. |If the user has not selected to add either
signature or encryption, then the user's request for additional security
is ignored, and the nessage is sent according to norrmal procedures, at
step 920. If the user-  does want to add a signature, then the nessage text
is passed to a digest function and the digest is encrypted with the User's
Private key Ax-1W, at step 925. As described above, encryption of the
di gest is only theren fulznestds phfoemdadrabsiepf 855 meses 16 the bigedture wed dready @roaesed. fIidis Si gn
a digest. After this is conplete, a further test is perforned to see if the
user al so wantRestitde sienterthe yerpion procasties ineBigugd? vint path @80, 3@en thassignadse
skilled inthe art will 35 3 0 NOV 2005 appreciate, the test at step 930
assunes, or al t%omRgRep s glsedy pregraseft, If the signatiye wapedraady eronessedrthen thedeewnidd been
encrypted, to avoid an endl ess |oop fromoccurring. If the user does not
want to add erfBFAse MU thesienitpre Aeadenam Yloantite thawb%di?waﬁ@é@?w&rﬁég@mw- is
prepared and se to t host system at step 935. The origi nal nmessage
(now opt i onal | yg%‘?fg}sw’{l ‘Sﬁlﬁnf’ssfﬂ‘?é” 93 PefiisRcdy hefole ongipbmesspgs it deCRpted and ss¥do t he

optional sessiop k sed.in the encryption are all sent to the host
system |t may tgﬁ%gb\{lﬁéevdceesf?wg‘ﬁlagﬁfpgh% ncode, conpress and encrypt all of

this informati on usi irelgss-friendl y nethod. .l f the user djidp' t want
o Sat el anarur o Tlg 3 st 57 plah F B8 Ve ROe0 Hevicet s B S oot 15
they want to a i . j | - .he net hod oceeds
LoTht on 640" Ayl BrXfHls8n el uB Y AldodallChsfs RAME ol "Rinllar o RhOC
based on the prd ] 1 Rl i c i.ce for
ool o The WeBlHE of ek Alind up b8 eHER. B Btk Ahcb e MRicSBLET,

to encrypt the RRSHGhe K t4HRH-Fo&SNBLAlR b hehiRSRuld | How BRE HPEEPN
nmethod if one is already in place. Once this is conplete, a test is

perfornmed at  ghaee Wifiylt® adficryptioh NBmbiaRE o Shcryfios IaBsiSRR I RAPETSs 35
well. As with step 930 described above, step 945 assunes, or alternatively

checks, that theem®sgage has not already been signed, to avoid an endl ess
| oop. If the user does want a signature added, then the nethod
' The first step 900 in Figure 13 is the user sclecting a “compose™ option on the mobile
device. The user enters a message and requests additional security on the message at step
905. This might include, for example, S/MIME, PGP or some other proprietary encoding
mechanisms. Then, at step 910, a test is performed to see if the user wants to add a signature
to the message. If not, then a test is performed at step 915 to see if they want fo add
encryﬁtion. If the user has not selected to add either signature or encryption, then the user’s
- request for additional security is ignored, and the message fs sent ac-cording to normal
procedures, at step .920.
If thé user does want to add a signature, then the message text is passed to a digest
function and the digest is encrypted with the User’s Private lkcy Ac{(MD), at step 925. As
described above, encryption of the digest is only one example of a transformation that could

be used to sign a digest. After this is complete, a further test is performed to see if the user

also wants to add encryption to the message, at step 930. As those skilled in the art will
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proceeds back to step 925 to add the digital signature. O herw se, $fa fl 2005
user does not want a signature, or if a signature has already been added,
a nmessage is prepared for the host at step 950. Step 950 now t akes the
original message that is now encrypted, includes the session key wused for
t he encryption, adds the optional signed digest and the algorithmid and
sends all this to the host 950. As above, all this information may be
encoded, conpressed and encrypted wusing a wireless-friendly nethod. Wen
the host recei VPEretipp-dhofe abiier PP artrmepeoriliprnitively ampy elkeck 0ot the msssegs 19580t | t
takes the corrpuaﬁ]ge ts that %Le present, which may or may not include the
digital signat A& engypied 1 4vpidian endicgs foprirapedopming. kI the A doss aptaraatton
full SIMME or al?l nessage..t o se.nd.Eﬁ? %lhe %ﬁ destination 955. The

processi ng done 38 SBERER F BrieRioR ety addrd amessage 1sariprred Ard Sorfde thehestt i ng

an encrypted session key..for, every. recipient aof the nessage,.creating a
Reci pi ent | nfo ﬁ'??t%r? & e9§’§'| jr’%e ALY ﬁ%{sﬁﬁgém%ve??g?r&hy chyﬁte?%gleﬁﬁﬂﬁfdi EReiPeof
the user, a Cerpfjf: e t tificate .Revocation Li L) for that
conpany. These a?%()ir}g'ﬁla féibfrpa@bﬁ%r? sonﬁlacsﬁgs Oélkﬂéaytuﬁega?ﬁe@s?gﬁ%u?r%%%f%gg‘ %’93‘8@ into

10, 000 bytes i rkyét&ﬂ.gtltrh]ﬂég&ebet&isiﬁbfeets%?%)h%,;b%}él%ﬁgﬁ dég& e cg@tﬂaﬁto?ﬂﬁsti% So§age

is transmtted via the sage server 4 st ion reclplien

either Inter nqgingg%gegrméﬂgrm_ based within the conpany. Turning now to
Figure 14, a block diagram of an exenpl-ary w rel ess conmuni cati on device

that coul d be used wihd uiRQmYStAl #A0a MBLARIH B8 S6dibe Sul e iint 8 AHOWN.
The nobile conmunication device 100 is preferably a two-way comruni cation
devi ce having evaygnaned sy wiat @ 200 SREHBlicHAHeORdi6 2 DB Righdnirk, 8% methA prRVise
preferably has the capability to comrunicate with other conputer systens
on the | nter netio step@ndittids 9ep, thhenobildvicowill dehatate PERMbIRY, tayedton ehedRivite e,
the device may be referred to as a data nessagi ng device, a two-way pager,
a cellul ar tel dphfonétismaetile deet stomb ais the devipe fapadmpld. tThe mpbik davitedofi®sre mdgler net
appliance or a data comunication device (with or without telephony
capabi lities). oponalbntiedhe skssitiokey, to ey trbewmésergs, qruee » edperarcedirdws-friendly al | y
herein sinply as nobile devices. The dual - node device 100 includes a
transcei ver 14 :E’E‘fryﬂiioﬁfr@ﬁﬁﬁlifd@é dssaljeadyin gl,acqa_ Once this is complete, a test is performed at

step 945 to see if the user wants to sign the message as well. As with step 930 described

above, step 945 assumes, or alternatively checks, that the message has not already been
signed, to avoid an endless loop. If the user does want a signature added, then the method
proceeds back to step 925 to add the digital signature, Otherwise, if the user does not want a
signature, of if a signature has alréady been added, a message is prepared for the host at step
950. Step 950 now takes the original message that is now encrypted, inclﬁdcs the session key
used for the eﬁcryption, adds the optional signed digest and the algorithm id and sem'is all this
to the host 950, As above, all this information may be encoded, compressed and encrypted
using a wireless-friendly method.

When the host receives this message from the mobile device 100 at step 955, it takes
the components that are present, which may or may not include the digital signature, the

algorithm id and the session key and prepares a full S/MIME or PGP message to send to the
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di splay 1422, Flash nenory 1424, RAM 1426, auxiliary input/out put @Ig(5%¥ 2083
devi ces 1428, a serial port 1430, a keyboard 1432, a speaker 1434, a

m crophone 1436, a short-range wirel ess comunications sub-system 1440,
and may al so include other device sub-systens 1442. The transceiver 1411
preferably includes transmt and receive antennas 1416, 1418, a receiver
(Rx) 1412, a transmtter (Tx) 1414, one or nore |local oscillators (LOs)
1413, and a digital signal processor (DSP) 1420. Wthin the Flash nmenory
1424, the devi olsti@lonpsef eFlwbprycessingcdonel@s bahaffl afrthd mbyileodevieo fubenawilt i es
1424 1424N that can be executed by the microprocessor 1438 (and/or the
DSP 1420), i ncluxttipganengpptedseesismienior ereiyorcipiod of the m@Fags, cBafitgp R4BEnIFI4A, a
data communi cation nodul e 142413, and a plurality of other operational

nodul es  1424N lsbrereafing ?lswgatbfetseﬁ%lvuﬂlalhb tpybl@f kegtdiche fagnca CotificateThnd Wb | e
comuni cation device 100 is preferably a two-way communi cation device

havi ng voi ce arfcFréficety Repneatinm log (FBE @a&a‘mompmmsﬁeswfwsl comgpnepig s#rplake the he
devi ce may connunlcaﬁB?% er . a voi ce network, such as any of the anal og or
digital cell ul dPeSHEE figmiY b}&?ﬁdﬂﬁé? 094 @668&%1%%. age dhis {FepnstEction is complspr k.
The voi ce and qﬁta netmorks ar BFCtEd in ‘gure 14 by the conmunj cation
tower 1419. Thefe™Viree™ SMEH% WOTRAES HEYE B tgeaﬂ}a‘}eétl"é“‘mcﬁﬁﬂ‘ﬁ?ﬁ ehief on

net wor ks usi ng ra cty such as base stations, network
controllers, etlggggbgée?ﬁ}ﬁ&me&aﬁe M e%ercﬁfngﬂ’ Into a SI ngl e WI reI ess

net wor k. ReferencesTﬁ P n # houl ther ore nter reted as
enconpassi ng both a 5?%% e 66?1 lkgiﬂi?da ﬁ%fV%ﬁ??%W wugfgf mﬁ%?ﬁﬁ? ks.

The comuni cat ldeacesm_@lsaeamguﬂsé@m gleqisggn stAld GRMTHN SR8 Wil i BEwh e THOr K
e r

1419. The DSP 1420 is us to sen ecei ve communi cation signal's to

and fromthe tnapaicbdBinicatéhldevRBdob ?scﬁleﬂéﬁﬁl{ 3 4%8-wa R REmABYc b Qev%qﬂﬁﬂg he

control information with the transmtter 1414 and recelver 1412
voi ce and dat a veReabdk:CRial RbBSmeRaIh cafabBtsl TeH &vick %ﬂz‘ﬂﬁﬁgy hasQhe capability to
cl osel y-spaced set of frequencies, then a single LO 1413 may be used in
conj unction wi tchminhsicatd Wittt dofiputdrdshdedinoh he RN Debdkizng ol thefunatonmey y, i f
different frequencies are utilized for

provided by the device, the device may be referred to as a data messaging device, a two-way

pager, a cellular telephone with data messaging capabilities, a wireless Internet appliance or a
data communication device (with or without telephony capabilities). As mentioned above,
such devices are referred to generally herein simply as mobile devices.

The dual-mode device 100 includes a transceiver 1411, a microprocessor 1438, a
display 1422, Flash memory 1424, RAM 1426, auxiliary input/output (I/0) devices 1428, a
serial port 1430, a keyboard 1432, a speaker 1434, a microphone 1436, a short-range wireless -
communicaﬁons sub-system 1440, and may also include other devic;; sub-systems 1442, The
traﬁsceiver 1411 pret_‘erably includes ‘transmit and receive antennas 1416, 1418, a receiver
(Rx) 1412, a transmitter (Tx) 1414, one or more local oscillators (LOs} 1413, and a digital
signal processor (DSP) 1420. Within the Flash memory 1424, the device 100 prefcr_ably
includes a plurality of software modules 1424A-1424N that can be executed by the

microprocessor 1438 (and/or the DSP 1420), including a voice communication module
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voi ce conmuni cations versus data comruni cations, then a plurality D M 7805
1413 can be used to generate a plurality of frequencies corresponding to
the network 1419. Although two antennas 1416, 1418 are depicted in Figure
14, the nobile device 100 could be used with a single antenna structure.
I nformati on, which includes both voice and data information, is :
comuni cated to and fromthe comuni cati on nodul e 1411 via a |ink between
the DSP 1420 and the m croprocessor 1438. The detail ed design of the
comuni cat i on si46&s<t detn cppmpnicatigs modgle fl# 24, emtayplb@ting of othangpentoitl sedulst | on,
power level, etc., will be dependent upon the comunication network 38 3 0
NOV 2005 1419 i ¥240hio8 prrying otenmlusality efptties fupetioonded t o operate. For exanpl e,
a device 100 intendgd to _operate in a North American market may include a
communi cati on subsy st ompueicatinugdevice 19BF Rreéerahibt B tWRBVaKsOMEAERicasion
Dat aTAC nobi | e\fldat(aal{c.omruni cgti on networks and also designed to operated
with any of a VEPFERAMBYORAANE dotd eRmppHncatian caprbiidesnd ks for examplegtie doyipg may TDMVA,
CDMA, PCS, etc.cbn%@ecr:a%agvea devi ce 11(()0 i.ntended for use in Europe nay be
configured to Operate w th? rRES EHREEFEmasAN fe catlesntf fatheiRianpvetke GSM
vVoi ce conmuni | e r k.. her s of. _data a voi ce,networ ks, both
separate and fdﬁ%{é} raé{becé%%ﬁt% $o* %até"‘y%fwr 708 VRi°S ‘qu(taﬁté e BRkS we derisieddn 100.
Dependi ng upon . the access, requirenents for the
dual - node mbiffl%%dltéé;e?lg(%&%%ﬁﬁ%%sgpﬁ glll\%gl?‘y. “For &% éirf%gg‘?m’lo Fﬁ%gq\fﬁﬁﬁt%x and
Dat aTAC dat a nebyRh&iswion TRbhE HEY & a?at@&ﬁ‘ra[s@&*ﬁé esqlﬁp 5.9 DadeNGaclE! WO&E): sing
w t e e

a unique identification nunber asSoclate h éac vi ce. ata

networ ks, NowevionitglekQikiar fepse migdsd ifd Aliffl Yirdills ferwSiD GeloBEL 1O yser

of a device 100. A GPRS device typically requites a subscriber 1denti
modul e ("SI M') inetwdikCi319 SholiRIGkbdE&E b fiddpreted ad QcHRREsRH DolmNEsiERWoRE ai]np?atﬁm a
GPRS network. Local or non-network comruni cation functions (it any) may be
oper abl e, wi t haetvotklvescphribde netlrtiks.t he device 100 will be unable to carry out
any functions involving comuni cations over the network 1419, other than
any | egal ly requir étheopemnaticatinssubsyseth 1281 s to esRhgEIARwith the network 1419,

The DSP 1420 is used to send and receive communication signals to and from the transmitter
1414 and receiver 1412, ana may also exchange control information with the transmitter 1414
and receiver 1412. If the voice and data communications occur at a single frequeﬁcy, or
closcly-g.paced set of frequencies, then a single LO 1413 may be used in conjunction with the -
transmitter 1414 and receiver 1412. Alternatively, if different frequencies are utilized for
voice communicaﬁons versus data communications, then a plurality of LOs 1413 éa.n be used
to generate a plurality of frequencies corresponding to the metwork 1419, Although two -
antennas i416, 1418 are depicted in Figure 14, the mobile device 100 could be used with 5
single antenna structure, Information, which includes both véiée and data information, is
communicated to and from the communication module 1411 viz;. a link between the DSP 1420
and the microprocessor 1438. |
The detailed design of the communication subsystem 1411, such as frequency band,

component selection, power level, efc., will be dependent upon the communication network
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calling. After any required network registration or activation prd8digésiiis
have been conpl eted, the dual -npbde device 100 may send and receive

comuni cation signals, preferably including both voice and data signals,
over the network 1419. Signals received by the antenna 1416 fromthe
comuni cati on network 1419 are routed to the receiver 1412, which provides
for signal anplification, frequency down conversion, filtering, channel
selection, etc.,._and may also provide analog to digital conversion. Anal og
to digital convle“f@i‘rb‘ﬁmﬂ’fthﬁ firrice dQbis Jaiended 19 pRerats Fop femRls, 2deVishpPQ intended to

comuni cation functi.ons, .such, as diqgital, nmodul at {on and decoding. 39 to
o oo PG er e RestpAGerisss mikatad incUGE R Coelinteaton dPEHTE 1413 diened

transmtted to the _net k,1419 ar essed, including nmodul.ation and
encodi ng, for ex&npr& 1w1t§§tﬁet ﬁléb'%%ﬁ’r qafgré‘%gwgbﬂgrdé‘mt%’?ﬁmﬁ’f%\%’ HEYOES af’%éﬂso
transmtter 1414 .faor. digital. anal conversion. . frequen p
conversion, fi I]t{ésel%“:%% (f:|0 dpgllr?%ﬁiwﬁ g‘%‘?@c‘s‘ NERd” qt"?%?]%%l%u’g Kol n?%tw %é Sfé(g]n@rsruArI]vi[%sat ion
net wor k 14.19 Vf']jMAhED t, %,a etlf'jvﬁfere‘gé Eglgﬂ&hltﬁ) ﬁlteﬁ&ldefo; {zﬁnﬁcﬁlrgfer m 4%&' I'S
shown in Figure 14 Tfor both ' voice and data communications, Tt 1s possible

that the devi ceoléddredBY to%&ﬁlt WHR h¥@pRts SthaiaNGnmubicARA GRIWAE! Shd @e fddM Loice

transceiver for transmtting and receiving voice signals, and a second
transcei ver forcom@isdivh bk N et GRieY 0P Ualladnd Bic8NRlvorks! BotBAdprhtOhng O
processi ng the comuni cation signals, the DSP 1420 nay al so provide for
recei ver and t rimpg#ed, ey alsoRuliRled Wil the @081 e@ice idoe gain level s applied to
comuni cation signals in the receiver 1412 and transmtter 1414 may be
adapti vel y contr ol | Bebehdiigoipghthe &ipt ofitvdtk DADTheRYsE Rinidhgas fof hBBual-mode -
impl enented in the DSP 1420. Ot her transceiver control algorithnms could
al so be i npl enemibdelddvive i dlem&ISRo Y40 Forrexangs in thoMpbiey aatEDavaitAC dapgpdeivedrksg at ed
control of the transceiver 1411. The m croprocessor 1438 preferably manages
and control s t heobde davigkd aropeistad omthe hictiwbik usidgiahniqe déenwfisbiidnenibsriaswcided .
Many types of m croprocessors or mcrocontrollers could be used here, or,
al ternativel y, thsaptyfievicpSin GRREDdatn ndteorss hgwendr, thetworkr #ogesy ift asgdgistedluritht 2 ons

of the mcroprocessor 1438. Low | evel comunication functions, including
at | east data ZPeFcnksT piguser of a device 100. A GPRS device typicaily requires a subscriber identity

module ("SIM"), which is required in order to operate the device 100 on a GPRS network.
Local or non-network communication functioﬁs (if any) may be operable, without the SIM,
. fmt the device 100 will be unable to carry out any functions involving communications over
the network 1419, other than any legally required .operaﬁoﬁs, such as ‘911’ emergency

- calling. |
After any required network registration or activation procedures have been completed,
the duz.il-mode device 100 may‘send and receive communication signals, preferably including
both voice and data signals, over the network 1419, Signals received by the antenna 1416
from the commanication network 1419 are routed to the rece_iver 1412, which provides for
* signal amplification, frequency down conversion, filtering, channel selection, etc., and may
also provide analog to digital conversion. Analog to digital conversion of the received signal

allows more complex communication functions, such as digital demodulation and decoding
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comuni cations, are perfornmed through the DSP 1420 in the transceigg}gﬂﬁﬁﬁﬂﬁ
O her, high- |evel comunication applications, such as a voice

comuni cation application 1424A, and a data conmuni cation application

1424B nmay be stored in the Flash nenory 1424 for execution by the

m croprocessor 1438. For exanple, the voice communi cation nodul e 1424A may
provide a high-level user interface operable to transmt and receive voice

[ 1 bet t he dyal - pod i ice 100 d a pl it f oth
o e dovi vee b e pftSte G B0 Bk Sus03h § Ry mibpero darieo 36 AR EEALD O
dul 1424B i hi gh- I. I 40 3. 0 20Q5 interf
Cherabi o for o aEaRREVLE Sl iSohiBine Hodklsion 0 cbconime nienlscl B FIBs,
i i nf i . t ; . t t he . dual - nod
mobi e devi ce. 200, e EAdid N ERSRHETm bl aualbidas ot uine Brinei
1419. On the A&l evedkii, fﬂ@ﬁﬁ%%ﬁ@ieaﬁsﬁé%ﬁgﬂﬁ% fo¥RL %Ix)n?]xglfﬁclatio??té{ﬁ r(‘)lrkg?%? der

oper ate in conjunction wth ata conmuni cati1 on e

to.inplenent the &@Gﬂé&xaﬁ?ﬁ@@@ﬁl&&htﬁﬂéﬁi &Hﬁ%w&ﬁﬁ@f 'isbs‘ﬁgwxgi}.g u T eror both

. C
m croprocessor 1438 also interacts wth other device subsyst®ens, suc

the display 143@e o adcommithioNiohd ks pbARAIM BEGRNS BT indRMho tAER
auxiliary input/output (1/0O subsystens 1428, serial port 1430, keyboard

1432, speaker Iéisteivers]laCHirOPRRRRiveARH raRmBthsY dnd 83 CRMIURNAR an@ ASsecond
subsystem 1440 and any ot her device subsystens generally designated as

1442. For exanptassceitdrdornmabiting abd 2sb4viNg asesigsgcut ed by the ni croprocessor
1438 and may provide a. high-level interface between a user of the nobile
devi ce and the nobikedditui torocdhing the nbremfrdaeon ygmaleahd PSP M2bwee slsa pgraphi cal
conponent -provi ded through the display 1422, and an input/output conponent
provi ded t hr odigflreqetver andstiahsnzittey cdnt®l. FaP&ampdle)ythogaidletlSahplishw akamudiddidn or
m crophone 1436, Some of the subsystens shown in Figure 14 perform
comuni cat i on- PPt Edthe frepgiver HHE anditapsarder d¢ e may bb swiaptivety corsrpligh dwaugle
“resident” or on-device functions. Notably, sonme subsystens, such as
keyboard 1432 &Wameficsisinfpnol plzonithus ieplemsaigd frothe BSP 4420 dthartiansseivareonteoll at ed
functions, such, as ent%&fn% a.text nessaqg for transm ssion over a
algorithms could also be implemented in the DSP 1420 in order to provide more sophisticated
control of the transceiver 1411.
The microprocessor 1438 preferably manages and controls the overall operation of the
dual-mode mobile device 100. Many types of microprocessors or microcontrollers could be
used here, or, alternatively, a single DSP 1420 could be used to carry out the functions of the
microprocessor 1438. Low-level communication functions, including at least data and voice
communications, are performed through the DSP 1420 in the transceiver 1411. Other, high-
level communication applications, such as a voice communication application 1424A, and a
data communication application 1424B may be stored in the Flash memory 1424 for
execution by the microprocessor 1438. For example, the voice communication module
1424A may'prm'ride a high-level user interface operable to transmit and receive voice calls

between the dual-mode mobile device 100 and a plurality of other voice devices via the

network 1419, Similarly, the data communication module 1424B may provide a high-level
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data cormuni cation network, and device-resident functions such as @ 0 MOV 2803
calculator or task list or other PDA type functions. Operating system
software used by the m croprocessor 1438 is preferably stored in a

persi stent store such as Flash nmenory 1424. In addition to the operating
system and . conmuni cati on nodul es 1424A-N, the Flash nmenory 1424 may al so
include a file systemfor storing data. A storage area is also preferably

provided in the Fla 1 to s ubllc keys, rivate key, and
ot her informati Sgrf f ecﬂaf? 8%“%{’8’ °§€8‘ﬁ$’§ Wgsr§‘é°é at*ﬂ'ﬂé"‘ﬂ‘f’ mG‘?WaE‘ﬁO@‘*S

t t tl t
Cher aof  “may bo et aRERFLR T T R EEiA ) BRain 8% Bitsiece Sonik St 1426
for Taster oner aid PR @MEE auy LERE) YE%ARIHRFAL | ODyS LERg ﬁ%"ggecglefﬁl be

tenporarily stored M 14 ore permanen “he

system | ocat ed jgsshdi @ﬁm% RbticlR4ye ?%’1’% aﬁ%@ﬁ&ﬂghﬁ% Lae éé)' %mauon

nodul e 1424N t hat may be d onto't evi ce

personal i nfor nﬁbammagﬁder{o%mmé}%le ké&%hﬂé&kaﬁﬁ&&hﬁfq{?& SES%S& above.
functionality, such as cal endar events, appointhents, task 1tens. This

modul e 1424N nay — alTae riiddéRecasbr i3k s ARerX #Rh ﬁﬁamwcsmﬁam@&uﬁ s Ha24A
for managi ng phone calls, voice mails, etc., and may also interact wth

the data conmundissyi O4220TRksh enelﬁbZﬂtht@rraﬁ%ﬂﬁgbdag m@mb@l (RAADMIMG CRkiigys and
other data transmssions. Alternatively, all of the functionality of “the
voi ce comuni cainpwhupedi) dbddsmand28, heridapoa C4BUMKkBYbeAY | B2, NBEAL 144248
may be int egrated into the PIMnodule. The Flash menmory 1424 preferably
provides a fil em@wh@m 1486, faa goftirtrge eommomicatiensofubdibtbin a0 and tgyTEthanddvive
device. The PI M application preferably includes the ability to send and
recei ve data it@hwstens garemllinesignaied|as 1448y Fonexowpleuhehbdites WiZ4A-N e exaued and
data communi cation nodul es 1424A, 1424B, via the wirel ess network 1419.
The PIM data i t'ﬁ’n‘ée BHGEORsceTer KBS p1d manppuds bk hishdvdgnatied betgymohuonbizéd and
updated, via the rel ess network 1419, with a corresponding set of data
i tens stored or™2UEoEyise ¢8d ihg mobile deticec o Fpist igterfarp syielly tindydspys graphical

component provided through the display 1422, and an input/output component provided

through the auxiliary /O 1428, keyboard 1432, speaker 1434, or microphone 1436.
| Some of the subsystems shown in Figure 14 perform communication-related
functions, whereas other sﬁbsysl:ems may provide “resident” or on-device functions. Notably,
some subsystems, such as keyboar& 1432 and display 1422 may be used for boﬁl
communicaﬁon-related functions, such as entering a.\ text message for transmission over a
data communication network, and device-resident functions such as a caiculator or task list or

oﬂlér PDA type functions.

Operating systerg software used by the microprocessor 1438 is preferably stored in a
- persistent storé such as Flash memory 1424. In addition to the operating system and
communication modules 1424A-N, the Flash inemory 1424 may also include a file system for
storing data. A sl:orage area is also preferably provided in the Flash memory 1424 to store

+ public keys, a private key, and other information required for secure messaging. The
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creating a mirrored systemfor data items associated with a particd Bri¥0Y 2083
user. The nobile device 100 nay al so be nmanually synchronized with a host
system by placing the device 100 in an interface cradle, which couples the
serial port 1430 of the nobile device 100 to the serial port of the host.
system The serial port 1430 may al so be used to enable a user to set
preferences through an external device or software application, to

downl oad ot her appl.ication nodul es 1424N for installation, and to |load -
Certs, keys andPRSt3HBY SyNH oWPReES 9pvicsnerplicntipnsy prc @ogduesy o5 crarih depraeb oway bEhi s

wi red downl oad athpga¥ ge,used IQ | oad 42 3_0 NOV 2805 an encrypti.on key
onto the devi ce™™RHUHIqadednigg, valatls sipree syrh @h BAM M2 fonfastes ABTHign Meree¥eht i on

i nf ti ia_th i rel . het k 1419. Additi I licati d

LT O SR e SRSt S ML L0A0 ) SPBLA G, (B o

1419, th h iliary 1/0 1428, .th h th i al t
ouh SRR Ay I RN AP RS P

1430, through the t-range conmu or through any

ot her suitable. subsgys . i nst al by a user .i.n the FEl ash menory
1424 or RAM 1426. s?%hé‘g‘@‘éﬁfﬁﬁ?‘r?‘[@ ?%ﬁlaéé#ﬁﬁgiﬂ?fga b Kadad) onta the, el gl

t he functional i(ie)ﬁcs)f 1d0h% qe}@rﬁﬁgl orﬂl%jon%zg?ﬂ’ giél!tl\ﬁe a@a@?ﬁ@é g%(r)ﬁ%@ﬁéj %19 e

functions, communi cation-relate uncti ons, €, Ssecure

comuni cati on apRdibkddly, AR adBMnBPARE afloGthrRNif t£0 HIRY. %%%Uﬂ’gé\,f;“ggﬁ %8 d

ot her such financial transactions to be performed using the

Wen the dual - rnganesivid ddRideonR8hickibN folfle M2dRtS ﬁﬁﬂgﬂg}hﬁ% ¢80 voRde, a
received signal, such as a text nessage or a web page downl oad, wll be

processed by t hfailsf dt@NaE Biay @o ihébdalt Wiakhe 80y tdk@EhnicatidnHbdilk QA DIB! BCASH By 1438,
which wll preferably further process the received signal for output to

t he display 1422maibtomnahicationsdnid weikydatatt@nsiiissibi | Aliematively, £ of dViureBonkn®f A
user of dual -node device 100 may al so conpose data itens, such as enai
messages, usi nght ynicelcemipomication hiddle 14A44 Imdi the dutaafommahibatioa moduigpl 4248 may be

al phanuneric keyboard laid out in the QAERTY style, although other styles
of conpl et e al phiggretadinjochddddyoinlds such as the known DVORAK style may al so

be used. User input to the device 100 is further
The Flash memory 1424 preferably provides a file system to facilitate storage of PIM

data items on the device. The PIM application preferably includes the ability to send and
receive data items, either by itself, or in conjunction with the voice and data .communication
modules 1424A, 14248, via the wirélc;s network 1419. The PIM data items are preferably
. seamlessly integrated, synchronized and updated, via the . wireless network 1419, with a
corresponding set of data items stored or associated with a host computer system, thereby
creating a mirrored systern for data items associated with a particular user.
| The mbbile device 100 may-al;o be manually synchronized with a host system by
piacing'ﬂle device 100 in an interface cradle, which couples the serial port 1430 of the mobile
device 100 to the serial port of the host system. The serial port 1430 may also be used to
enable a user to set preferences through an extémal device or software application, to
download other application modules 1424N for installation, and to load Certs, keys and other

information onto a device as described above. This wired download path may be used to load
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enhanced with a plurality of auxiliary 1(0 devices 1428, which may §nehwdggs
a thunbwheel input device, a touchpad, a variety of swi tches, a rocker
input switch, etc. The conposed data itens input by the user nay then be
transm tted over the comunication network 1419 via the transceiver 1411.
Secure nessages received by and to be transmtted fromthe nobile "device
100 are processed by the data communication nodul e 1424B or an associ at ed
secure nessagi ng software appli catl on according to the techniques

descri bed above®™® FEIRERR @’OSI“WFéen fie- athigh-irodBOHetrPEe megod  thanopshueinag i n
a voi ce conmmunication. eration of the device 100 is

|
substantial |y sTHPTHM! Ii}Dm{ah%’ T%Wﬁ%%sgnetgﬁ‘géﬁlt ‘that received signals are
f bl tput t f t
Bre gener ated by a AElSSPBRRLE ‘ﬁ’é’é"d%leﬁ?% 15 5 30 By P oo "

t echni ques des QH,&P@%G RAROVE 1![@99%0 gﬁ%ryﬁﬁ &byugcm 1% H%gu%gh%ﬁvlgag %grtVOI ce

communi cat 1 ons ernative volce sys

nmessage recor difagg %lﬂaﬁg}{%;e%ﬂart cgllnﬁlgmpa% L gg&g}lﬁg R Broud angge\é}%uﬁtﬁn%“ ly

Al t hough voi ce or audio signal output Is pre acco

through the speakgfierl 434, aﬁchﬁ:stﬁileﬁﬁ:’ya&’ ustf %Mﬂn@zﬁox@ 943565%R A 1@29 Vgugﬁ an

indication of the  identity of a calling party, the duration of

call, or other neibd®y madpblich@®Indh@dialis ﬁ&'@ﬁ%@d 8 funcicRAlicF ¥OMEP! l:l@vmcetllag and
m croprocessor 1438, in conjunction with the voice communication moaul e

1424A and the qpétdet bihgncsy TS Finoads, comiuklalieiCklald Fuk@bdsChor both, For
identification information of an incomng voice call and display it on the

di splay 1422. Axaiye, secigrgRmedeatti hpitdtiomnsnaleasysii@rond dbhmbay falcEehshgd
included in the dual- node device 100. For exanple, the subsystem 1440 nmay
i ncl ude an i nf retreesicldBnancid tamdctioasts de pafoatedaising the Hsvi@N00,conponent s, or a
short-range wi rel ess communi cati on nodule, such as a "Bl uetooth" nodule or
an 802. 11 nodul e ac¥benimgiutlontdaaleBoud0®dt bpeonin8@Ra Yita copewhifdtiomtriadasa
respectively, to provide for communication with sinmilarly-enabled systens
and devices. | tI'Pd signal. apshas eriext messegrowen wili fagedovinioad. vl de propéveed by the

" Bl uet oot h' and 802.11 refer to sets of specifications, available fromthe
Institute of EIBRCAYEAA harg ppvdad;ts ihe miqmpgicprser 438, which will preferably further

process the received signal for output to the display 1422, or, alternatively, to an auxiliary I/O |
device 1428. A user of dual-mode device 100 may also compose data items, such as erﬁajl
- messages, using the keyboard 1432, which is preferably a complete alphanumeric keyboard
-laid out in the QWERTY style, although other styles of complete alphanumeric keyboards
such as the known DVORAK style may also be used. User input to the device 100 is further
enhanced with a plurality of auxiliary YO devices 1428, which may include a thumbwheel
| input device, a toﬁcﬁpad, a variety of switches, a rocker input switch, etc, The éomposed
data items input by the user may then be transmitted over the communication network 1419
via the transceiver 1411, Secure messages received !5y and to be transmitted from the mobile
device 100 are processed by thé data communicatioﬂ module 1424B or an associated secure

messaging software application according to the techniques described above.
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(1EEE), relating to wirel ess LANs and wirel ess personal area netwo? ks N0V 2005
respectively. Having described in detail the preferred enbodi nents of the
system including the preferred nmethods of operation, it is to be
understood that this operation could be carried out wth different

el ements and steps. This-preferred enbodiment is presented only by way of
exanple and is not neant to limt the scope of the present invention. For
exanple, Figs. 15 .4%20 5 ar]d 16 illustrate pre-processing and _

post - processi ng of WOk 4§ &8alimpade dgviceqlOdiis epceitias b ivoiee esmRABITRIEH eflss the
devices. Figure_ 15 depicts pre- processj ng .exanpl e wherein a host system
1506 receives é’v?fgggﬁéé%mi%ghef‘;e&ﬁ? 58%39‘353&8‘“5&%‘&1” 1585 Gidreleserertdiaine or

more message r jyers. . A WdJeless conpectar tem 1510 geperates a
message 1512 f o h hORITA LYY Biag % REpreater 1 apbie yendls lr g n
receiver. The wj, r tem. 151 erforns _authenticatiqgn

and/ or encrypti o%g%@gda%gﬁ%?%@gog & ?%33 &ﬁ%l%ﬁl?ig%’ the %%Sﬁaw&e§gml§§§ﬁ@q¥%04.
Many types of RpAGESSH: AG JTBN r=To Ledycing the size.of a
sender’s encrypted %{éssage %@e@%ﬁ%ﬁ?ng scgz:eglg%}l’ﬁ%lupﬁsg%sr?%ﬁc_Koe“i?sorﬁ%?w
needed by a NMESRRGELERE Y@ as a SOEL BERRUBUinTRM [ I,

processi ng 1508, thsg messsagélS 3512 tra%s@n‘ictte .ﬁﬂgirs;?erﬁxg%kggw%m&ge\ﬁ}%gdigl4. i's
a nodi ficati on uefdetibe 1608 AR S veBSSadG0 gl otbichs peRRBG acdohplidd PEALAigat i on
and/or encryption aspect(s). The nobile device 1514 contai ng nmenory tor
storing such ptgoghdeapese 9B FRIERDlay M2 G OL alel kEpoTidd ANnKQkih bt G RAM
(random access nenory). The sender's nessage 1504 is simlarly processed
i f other nobil édedsty ofesllimg @artyi, the diifidned a Byicd AR, ddothel WS cADBRARE IS mSH¥L €m
1510 to correspond to the recipients that should receive the sender's
message 1504. For éexhinple,waeymicroposage 3438eingonjurtbdiGyittnielvdideedmiditibativesp@gs to
aut henti cation and/ or encryption aspect(s) (e.g., encoding aspects) are
sent to ot her il aed thoopireling systenysoftwaB 1189y, detert thhaillérdddneficaticteinfboaidn bhat:

such a systemmay be varied in many ways, such as
an incoming voice call and display it on the display 1422.

A short-range communications subsystem 1440 may also be included in the dual-
mode device 100. For example, the subsystern 1440 may include an infrared device an&
associatcd circuits and components, or a short-range wireless communication module,. such as
a “Bluetooth” module or an 802.11 module according to the Bluetooth or 80211
sPeciﬁcaﬁons, respectively, to provide for communication with 'simila'rly-énabled systems
and devices. It will be apparent to those skilled in the art that “Bluetooth” and 802.11 refer to
sets of specifications, available from the Institute of Electrical and Electronics Engineers
(IEEE), relating to wireless LANs and wireless personal area networks, respectively.

Having_deécﬁbed in detail the préfened embodiments of the system, including the
preferred methods of operation, it is to be understéod that this operation could ber carried out
with different elements and steps. This preferred embodiment is presented only by way of

example and is not meant to Iimit the scope of the present invention. For example, Figs. 15




all owi ng the processing 1508 to be perforned by the host system 1@06,&5@3 2005
having the wreless connector system 1510 operate within the host system
1506 or operate on a different platform fromthe host system 1506. As a
further exanple of the wi de scope of the systens variations, the wreless
connector system 1510 may use techni ques other than redirection operations
to transmt nessages to nobile devices (e.g., 1514 and 1518). 45 3 0 NOV
Figure 16 depicts lgéﬁost-processj ng exanple wherein a w reless connector
system 1606 r et Lodlusiatypieiressing gnd prstpraecsdng 9fanassegesdnvolvingaviraless mglile
receivers (e.g., 1614 and, 1618) froma wrel ess nobile conmrunication

devi ce 1602. AUTTEHEIEES $YiShd/ or encryption message processing 1608 is

erfornmed upon the ssa 1604. Many types o rocessin e .

Berfor ned, I[s)uch as: rE? rrf‘%)\i;}:}e R ag?{gpﬁ%s#gla?f‘@{? ‘F}‘r‘?feH’r”rrgctsf g’ﬁte‘i’qﬁép‘%ﬁf‘?‘ﬁﬁ % rom
a device's si t achi si,gnat.ure-rel ated i nfornmation
identified in ?‘ﬁ%g%ggﬁfi‘i‘f‘“ﬂ’?"e? ?‘gﬁsgéeesg“ééf P2 BAGtISA 10 G of elys BB ORI fned

message. The progess ‘é&m@@&%?a&n ?1?902%&?%@&9 Q%i%%ﬁgg orlag@rgé%i_réqg&é%g?s DOk

system 1610 to one or nore feceiver

pre- processi ng QpekphREt mPh AEESSE Necci¥St OffR @'ﬁfelgsgs&ﬁjl(%@gnsgﬁén?iﬁlﬁ t&g@ﬁ many

i ssues, such as the difficulty that current systens t atte

deliver entire SMidRionBIEAGESpAdA BestiRD bloBesd8Y 1508 updiUfe RhAE fdelsYrel B04
bandwi 0t b and batters i ot onun estiey brofesiiy 1508 upde the Shderd essiee (304

difficulty is thady pel dEproREERIBEy BE Peisitiad,| Mt QP rdaddihk QiR ta sender's
effectively to a nobile device over a wireless comuni cati on network. If an

entire SIM M degpadRedstge D@ BkcluddigtsORE of 41 REsidn'keyP vt MBI 19 a0B3EEE rectilercoul d
use excessive anmounts of nenory and battery power just for a single
message. Consi dermespondingendbilenievivec Baswphprdeasing E508hd MEssQE 152anGHItGISs @8 by a
nmobi | e device, the menory required for storage and the battery power

requi red to harrddbde tdewicord§ Baifea onclifagm, of ther @ddec’t mesage 1504edith aespepor t
straight SSMIvIE would have undesirable qualities to the average business
user. Anot her ewtagicaiiop and/ayenciygtion; 4spact(edh eFhe napbile Aevics U 14 eankajns ameaidra bl e
public key servers accessible to wreless networks and nobile devices. As

a result, the (RQENgFuch PETRTECCRsEY mETSHESE SRRSOl SE e Tobntils RAM \(epdongpdcess cul t

_ memory).

The sender's message 1504 is similarly processed if other mobile devices are ‘
identified by the wireless connector system 1510 to correspond to the recipients that should
receive the sender's message 1504. In this way, messages (e.g., 1516) modified with respect
to authentication and/or encryption aspect(s) (e.g., encoding aspects) are sent to other mobile
devices (e.g., 1518).

It should be understood that such a system may be varied in many ways, such as
allowing the processing 1508 to be perfonned by the host system 1506, or having the wireless
connector system 1510 operate within the host system 1506 or operate on a different platform

| from the host system 1506. As a further example of the wide scope of the system's
variations, the wireless connector system 1510 may use techniques other than redirection

operations to transmit messages to mobile devices (e.g., 1514 and 1518).
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and requires heavy caching operations at the nobile device to eli&ithaily B8§5
requirenents. In the area of exchanging secure e-nmail nessages, there are
addi tional problens that include (1) the inability for nobile devices to
retrieve public encryption keys fromPKlIs to encrypt nessages being sent
fromthe nobile device, (2) the inability to retrieve public keys on

recei ved nessages that are signed, (3) the inability to deal with very

| arge CRLs on small 46 3 0 NOV 2005 devices, and (4) the tine delay on

nobi | e devices with SFBndf dpRigt a Pedwrocessing examplenivisiimp h avirelepragoniasiat iskstdm
calculations in @%ved_mﬁth gublic key encryption algorithns. These probl ens

and ot hers resul Q0T FFeNebBPs287d 694 prdiessed ithne s roreoRersier asreiscriiiah k6lgrndy t o
T S M BTt T

el e /M nBeeRR ot ERR RS Oraak it R R Tan H: MG e Smetieys em
M h e mobi e qRoieHeRaRe i 8 RGH RNy B ke Dot ot B o S AR
S/ VAR 25 000yl T W e Ay T 5 S S

scope of the system and net hod ose erern are | E]E'fgures

17-19. Figures ibmddiod §akhddA% A8 HehdiORalaediSES gﬁgesgélz__imsxgé b Iﬁlg)ﬁgmgp% Jggtd

within different exenplary comrunication syst i gur

di agram showi n@roagh XRRySer TR biedk O rS¥SS8e., 181 Fdn@YER) 17, there is
shown a conputer system 1702, a WAN 1704, corporate LAN 1706 behind a

security firewal | 1868, privpiotds@sSandl paftipasebdsiag lspbicths lad BoscribddtRleBSARE MRHKS
1712 and 1714, and w rel ess nobil e conmmuni cation devices ("nobile

devices") 1716 isdnek, 1ch&s thEhiffiedtyna atfent Abtethy A6 nbtnetkiglas daiveESHARISMISES Ver
1720, a wireless connector system 1728, a data store 1717 including at

| east a pl ur al i msssages tormamdtile dexdce] fikSrinariyas kirdpidtomdbagdry Hsitem dsé@uddavi ng
a communi cation link directly to a nobile device such as through physi cal
connecti on 1724vithomelnileidatiess Qpedifficultpisrise SOMENREageare usually toe laggesto vendt ual
Private Network (VPN) router 1732. Operation of the systemin
effectively to a mobile device over a wireless communication network. If an entire S/MIME
message is sent, either to or from a mobile device, it could use excessive amounts of memory
and battery power just for a single message. Considering the time necessary for reception or
transmission by a mobile device, the memory required for storage and the battery power
required to handle the message exchange, a product that tried to support straight S/MIME
‘would have undesirable qualities to the average business user. Another exemplary issue is
that there are no currently available public key servers accessible to wireless networks and
mobile devices. As a result, the use of public key cryptographic operations is very difficult
and requires heavy caching operations at the mobile device to eliminate PKI requirements. In
the area of exchanging secure e-mail messages, there are additional problems that include (1)
the inability for mobile devices to retrieve public encryption keys from PKIs to encrypt

messages being sent from the mobile device, (2) the inability to retrieve public keys on

received messages that are signed, (3) the inability to deal with very large CRLs on small
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Figure 17 will be described below with reference to the nessages D783N0Y 7245

and 1736. The conputer system 1702 may, for exanple, be a | aptop, desktop

or palmop conputer system configured for connection to the WAN 1704. Such

a conputer systemmay connect to the WAN 1704 via an | SP or ASP.

Alternatively, the conputer system 1702 may be a network-connected

conputer systemthat, |ike the conputer system 1722 for exanple, 47 3 3 NOV

0 2005 accesses the WAN 1704 through a LAN or other network. Many nodem

nobi | e devi ces 3‘?‘@“’@ B) Betimpielay srinobils drmicesovith sinmRr arpqessarglip Reafotmoemsuplex
ments, _so that the conputer system 1702

iy a1 80 be o nEBT TR PR on B AR U Tl o e e R
exanpl e of a cepntyal. server-bas nessagi ng systemthat has been enabl ed
f or nb)\n rel ess co%ﬁl‘crluo?ll}cﬁsé SfJ%H]saf po?ﬁaé‘gg%?tﬁfi?ga‘fs el’_‘gel{fexcf?"g%“ ELe tBé"ﬁ?'%‘fgﬁlsW'o as

a "host systen, i it _hosts th .a data store 1717 with nmail boxes

1719 for nessagtéass%&a%%‘fs%aggssugg éngl'gel )?Vlfeﬁrther data stores (not shown) for

other data itens, t .received from.mhil.e devices 1716
e b st S ot ol B B et g B Gk P8 L o

and 1718, and the wr connector Sys e wre

1732, or possi biyu ot b RER [ | ﬁg}uq'? @% ﬂgll? he
corporate LAN 1706 and gl%%%%? rm%tgucr}%glj}?%g és’ggc\;l?c S égn %%@E{lh ar’%oye
general ternms, & HQRkpRAYRHEROIRYREsOMie WstdtP LRl HARAUAS Sveibes i E)p)ces%r In
association with which a wirel ess connector systemis operating, as

descri bed abovepowed ba Bt Hetemtabsobidbll FHRQ hobilOB&iR (e LRk 4RO iR Rl 2
host system in which the host systemis a server conputer running wthin
a corporat e net wihlexdanging YNMBE meRBeavid@obileabiiggd and protected by at | east
one security communications firewall 1708. O her possible central host
systemns include | SPStiASirhandamjléet tdeckidé 6@pdofod geemQhd MRihbd Si¥@dsedRerein

Al t hough the desktop conputer system 1724 and interface/connector 1726 may
be | ocat ed out sirel8lusteaesld in Figetes $3+$9. eRigyresi -8 ésaibe additivnhloats d@nhopaemt indns
may be simlar to those described bel ow. The corporate LAN 1706 inplenments
the wirel ess coR¢tewh wihinsgiferenheienmlang sonamunication systems. Figure 17 is a block diagram

showing an example communication system. In Figure 17, there is shown a computer
system 1702,‘a WAN 1704, corporate LAN 1706 behind a security firewall 1708, wireless
infrastructure 1710, wireless networks 1712 and 1714, and wireless mobile communication
devices (“tﬁobile devices”) 1716 and 1718. The corporate LAN 1706 includes a message
server 1720, a wireless connector system 1728, a data store 1717 including at least a plurality
6f mailboxes 1719, a desktop computer system 1722 having a communication link directly to
4 mobile device such as through physical connection 1724 to an interface or connector 1726,
and a wireless Virtual Private Network (VPN) router 1732. Operation of the system in |
" Figure 17 will be described below with reference to the messages 1733, 1734 and 1736.
The computer syistém 1702 may, for example, be a laptop, desktop or palmtop
 computer éystem conﬁgﬁred for connection to the WAN 1704. Such a computer system may
connect to the WAN 1704 via an ISP or ASP. Alternatively, the computer system 1702 may

be a network-connected computer system that, like the computer system 1722 for example, |
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associ ated wi rel ess communi cati ons enabling conponent, which wll ﬁo& Ak )25555
be a software program a software application, or a software conponent

built to work with at | east one or nore nessage server. The wirel ess
connector system 1728 is used to send user-selected information to, and to
receive information from one or nore nobile devices 1716 and 1718, via

one or nore wireless networks 1712 and 1714. The w rel ess connector system

1728 may be a 0 aging.system .as _sh in Figure
17 or way T net Sag bar A BeR b T RRE RO YBRE PP Pt
into other comupbeatkd ‘??Qﬁfptﬂﬁ . b€ nmessage
server 1720 may inco?dgg%él?%ﬁgﬁ)?o t war eﬁ%’ﬁ%B?ngﬁ]ﬁﬁ%%%ﬁ]?%%ﬁ%ig%tﬁ‘:vayoarmn%eg%ﬂ%hent

i npl enenti ng t he, MeiiRlconuG RRREEH0S msy Al hbp deRL L i ONS thereof, or some
or all of its functionality, The nessage server 1720, running on a

conput er behi nd t he Th reo@lale LXQ81708GE Sn FRusttiBe &aPle | dHt £LLAGE 9Ll .
corporation to exchange nessages, including for exanple email, calendaring

data, voice mai hessedigOysanitat Ko GeURRRIEd o Wirdksh 8dmmRla®Ra! ThdYoRiofRd 1 /R
managenent (PIM data with the WAN 1704, which will typically be the

Internet. The pHbtmayHearfeiral ©raadihadt eysepe| ai haris h@RholOATPA eb% Wit hyifhe
dependent upon the specific type of nessage delivery nechanisns and

net wor ks vi a whingifhors d8 Hyfos massazes xs nvalh ge possibly durtheh@iteft@se(nbtaewt) Gbr KBGN
shown in Figure 17. The functionality of the nessage server 1720 nmay
extend beyond neaasiicgs, Sehgihbe senttorageseivechfiom probilé dévitgs $TUGhnd 4 ALY, aed thas
dynanmi ¢ dat abase storage for data |ike calendars, todo lists, task lists,
e-mai | and docuffEfesacqnarstor pessaIdges, dervimsless Vitioutarst 737 20passibirathbycompomenai N a
plurality of mail boxes 1719 in one or nore data stores such as 1717 for
each user havi nJablire sepmenitation betireendhe cpaporaterindN 476 nd grer enotermabile deticedes
mai | boxes 1719 {73% 1%713 er of ("n") user accounts. Messages received by
the nmessage serVeP? -+ 1 Zore; gguaal tgps. 4 hpt gystemnay bg pneer engiprromputers giamith o x |
or possibly ancg_tigers addr ess %fscﬁoci.a ed with a user, account_ or_mail box
1719 as a nessage reci prent i @ YRARSE SIopSrtap 8Ysiiols @eritiet Hdetnbidedyvndi ng

el l‘ box 1719. l'fhe‘%o%x%&elgﬁ\l Il’ﬁ)6qsd gﬂ’eepsrc%grgedteomb%}:nlt Fc)} g host systém, in which the host

system is a server computer running within a corporate network environment operating
behind and protected by at least one security communications firewall 1708. Other possible
central host systems include ISP, ASP and other service provider or mail systems. Although
the desktop computer system 1724 and interface/connector 1726 may be located outside such
host systems, wireless communication operations may be similar to those described below.

- The corporate LAN 1706 implemgnts the wireless connector system 1728 as an
associated wireless commﬁnications enabling component, which will normally be a software
progrgm, a software application, or a software component built to work with at least one or
more message server. The wireless connector systeni 1728 is used to send user-selected
information to, and to receive information from, one or more mobile devices 1716 and 1718,
via one or more wireless networks 1712 and 1714, The wireless connector system 1728 may

be a separate component of a messaging system, as shown in Figure 17, or may instead be
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recipients or a distribution list, then copies of the same nessagel Baji(¥ezils
stored to nore than one nailbox 1719. Alternatively, the nessage server
1720 may store a single copy of such a nessage in a data store accessible
to all of the users having an account on the nessage server, | and store a
poi nter or other identifier in each recipient's mailbox 1719. In typical
messagi ng systens, each user may then access his or her mail box 1719 and
its contents using a nessaging client such as Mcrosoft Qutlook or Lotus
Not es, whi ch noamially gr epiéelsitineomomiad 1 PBer suinnipatidnh eysms kanenantarp UHoer
system 1722, connected in the LAN 1706. Al though only one desktop conputer
system 1722 i s e5¥eplh thenmeseagrssrver7 1720 Hpsyeingipdrste @ Sofiwirh @ragram, \gpplication, or
appreciate that a LAN will typically contain many desktop, notebook and

| apt.op conput ercOmBapeyt #pplemantipg thewicd & pongectar pIsiem 1124 pertiens thegeob e5%0%e T #hi | box
1719 through tgf,gﬁssgﬁﬁ server 1720, although in sone systens, a
nmessaging clie it Vm Bte direct access to the data store 1717 and a

mai | box 1719 stored_.thereon b deskt op conputer system. 1 . Messages
may al so be downl oa d“eissra%erﬁef"ﬁ’elt')ggt“éfmg’%’f’gc‘i’ﬂ rE’%’“’é‘ ﬂﬁ/e(fth’%l‘f’a”d‘é%é g Y18 (not
shown) on the desk C uter system 1722. W-thin.the cqorporate LAN 1706,
the wirel ess c%aﬁ]eg#gfgces@g{%nﬁz Bperk grégeirﬁessag%?hjlqﬁﬂ@‘f'g gﬁrpﬁa{“ﬁﬁt ‘Wéaw
MESSage server caiz iz gTQSi va&gel SR %Pew&?ct A5 %%g earlrr]ldlz)&lgr %E‘rg nrﬁfezllnfdr%latignn the
sanme conputer system-as f'hé nessage server 4720 o nay i nstea _Be

i mpl ement ed onmaﬂa;gin&r&ﬁmt %W&@rW%§%Wwﬁﬂf&%c%%é g{zf@gmga e

W reless connector system'1/28 nay a é parti

i ntegrated. w t h4ifg: MRSHEHARe SRIABhs ahd hpnthEriltt 81 nt ug&pﬂﬂggﬂe&ﬁc ﬁé@‘b@m
1728 and the nessage server 1720 are preferably déesigned to cooperate and
interact to al |nﬁ¥!a%eh QeiRbS B Baridms RdOREREkLORial FniBP Rid@oddert CRnatgelO andl 718.
In such an installation, the wireless connector. system 1728 is preferably
configured to siertbrt RivembPtebDEhowh MaFighrs 19! UKEfndtiBnBRLof A HRERe Gl 19201 €S
associated wth the corporate LAN 1706 to one or nore nobile devices 1716,
1718, through thg egwridbsyaid mkisigeverhdingl #AGre@ivihgy pRviding sMANednid as @pdnine of
the wirel ess networks 1712, 1714. For exanple, a user that has an account
and - database storage for data like calendars, todo lists, task lists, e-mail and documentation.

Message servers such as 1720 normally maintain a plurality of mailboxes 1719 in one
or more data stores such as 1717 for each user having an account on the server. The data
store 1717 includes mailboxes 1719 for a number of (“n™) user accounts. Messages received
by the message sérver 1720 that identify a user, a user account, a mailbox, or possibly
another address associated with a user, account or mailbox 1719 as a message recipient will
typicé]iy be stored in the corresponding mailbox 1719. If a message is addressed to multiple
recipients or a distribution list, then cbpics of the same message may be stored to more than

one mailbox 1719, Alternatively, the message server 1720 may store a single cc")py of such a
message in a data store accessible to all of the nsers having an account on the message server,
and store a pointer or other identifier in each recipient’s mailbox 1719. In typical messaging |

systems, each user may then access his or her mailbox 1719 and its contents using a

' messaging client such as Microsoft Outlock or Lotus Notes, which normally operates on a
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associ ated mail box 1719 in the data store 1717 nmay al so have a mebjle... . __
devi ce, such as 1716. As described above, nessages received by Hh@ %%%sﬁﬁ%
server 1720 that identify a user, account or mailbox 1719 are stored to a
correspondi ng mail box 1719 by the nessage server 1720. If a user has a .
nobi | e devi ce, such as 1716, nessages received by the nmessage server 1720
and stored to the user's nailbox 1719 are preferably detected by the

Wi rel ess connector system 1728 and sent to the user's nobile device 1716.
This type of f RG kichnathe dysklop pommenstenDl7a2, cpuikbted MaieI2ge 1 mendithghgh only
techni que. The wirel ess connector system 1728 may instead enploy a "pull."
t echni que, i n wine chskidperrsipettosystemi 22 isndoiviodx Higiikd 13 rthoss akitled: in the nwlwill e
device 1716, 171.8 responsive to a request or access operation nade using

t he nobi | e deviappreciatg thatd ke Nowittsynically oentaid mot deskters notelepole snd Thtep owepusk a

wi rel ess connector 1728 thereby enabl es a nessagi ng systemincluding a
message server SISPG. t Bachanessagiag glient sermaly peceresha ulg&oxslﬂﬁ)ﬁfrquéh thevieseagd 716,
1718 has access to stored nessages of the nmessage server 1720. As shown in
Figure 17, and S&ivéR 1739 afthoughin sopssusisness 2 megpagios alient tyayre@ale diresleareqsafo Bat hs
for exchangingf%nfornghion’mjth a nﬁbile,device 1716, 1718 from the.
corporate LAN £fBgtore gid apdamafbex 1707 stered thegsan by S5 JestoPsampusrSYseR dithh t he

hysi cal i 1724 i, al t, i interf
Comnector - 1726 erie s H Hag BRoRetF 1P divsial e F e e g e Brbu 1y

Pl M and signatq&q&geé t ed iq%onﬁpthgg,_data synchroni zation, and private

. QO MPUICr S . .
encryption or signa ur@cﬁe9 ransters, as described above. In known

" synchr oni zati on” { g, i LEDESS ORP FAR B8 BYRLEDnedbs RINS) 5748 PRI haS
nal i at

‘ ?
Ci
al so been used to transfer %éssages rom oxes associdated wth a

message server cérzig&tiwwﬁplﬁﬂg'n%%sg Véa&@ﬁl"/%@.l?%ﬂ;llég %o@xéerc@? %Eas@ﬁrn%ﬁa@)ﬁ%siﬁé”

data exchange w t'h a nobi ce 1716, -alr, through the

Wi rel ess connech@fe sams biPuiks $SeAs i feAdgaiesv8l 1956 opﬁ%%m;tésab;i ehtbd@n AS
shown in Figure 17, this coul'd involve a Wreless VPN router 1732 or a

traditional WAN dif@oe6kp@st sy@eili SEINRES ihyMicasly M6 WitkiBss lebdctbabie Ml 19ys des
an interface to one or nore wireless networks 1712, 1714. The Wrel-ess VPN
router 1732 pravdyOes BeOfarttllp af bmitelP intéraddNyith the message server 1720. The wireless
| connector system 1728 and the message server 1720 are preferably designed to cooperate and
interact to allow thé pushing of information to mobile devices 1716, 1718. In such an
installation, the wireless connector system 1728 is preferably configured to send information
that is stored in one or more data stores associated with the corporate LAN 1706 to one or .
more mobile devices 1716, 1718, through the corporate firewall 1708 and via the WAN 1704
and one of the wireless networks 1712, 1714. For example, a user that has an account and
associated mailbox 1719 in the data store 1717 may- also have a mobile device, such as 1716,
As described above, messages received by the message server 1720 that identify a user,
account or mailbox 1719 are stored to a corresponding mailbox 1719 by the message server |
1720. Tf a user has a mobile device, such as 1716, messages received by the message server

1720 and stored to the user’s mailbox 1719 are preferably detected by the wireless connector

system 1728 and sent to the user’s mobile device 1716, This type of functionality represents
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connection directly through a specific wireless network 1712 to a qu!@ﬁsg
device 1716. A primary advantage of using a wireless VPN router 1 f4 &lh %5
it could be an off-the-shelf VPN conponent which would not require

wireless infrastructure 1710. If a wireless VPN router 1732 is not

avail able,- then a link to a WAN 1704, normally the Internet, is a conmonly
used connection nechani smthat nay be enployed by the 51 3 0 NOV 2005

Wi rel ess connect or system 1728 To handl e the addressing of the nobile

device 1716 and, g;mxh | e @lighd)t €hd mesfst&eﬁ{ebt&n@sww 1728 @59 instead
infrastructure 1710 is prefe |y used. In sone inplenentations, nore than

one over -t he- ai dmpldjf OrpiB?T teBihidR¥,CilANER iteiR GRS R RRYoDET 1P RVeHAY ai Hotilbe
corporate LAN 1706. In the exenplary conmunication systemof Figure 17 for

exanpl e, nobi | edeslier 171651717 Fponsivelid aasmae badcss opefationuhRlE Gsifpde Mmgbilerdiikhoxes
1719 associated with user accounts on the nessage server 1720 are
configured to wopaenadombmatioaliof bek erinigees; el ess networks 1712 and 1714. If the
wirel ess network 1712 supports | Pv6 addressing, then the w reless VPN
router 1732 may be Ukewe bfa virdesneanedoas $728¢hanby twbles & yedsaginglsy@8n tnoluding hange
data with any nobile device 1716 operating within the wireless network
1712. The: wi r el raessage sarven L1201y iedexpendedise that il tﬁsen’sambﬂpylpg:edfllﬁml'ﬂélheswcess
networ k, ~-however, such as the Mbitex network, in which case information
may i nstead be t@ﬁ‘@ﬁéﬁ@%ﬁ“?ﬁ‘b&fﬂﬁsmﬁﬁﬂeelﬂévi ce 1718 operating wi-thin. the
w rel ess network 1714 by the wirel ess connector system 1728 via a

connection to the V\AF\IShPY’BEP Eigaretlfcand pimdlpra gheisypomeaft Figize Lthere ary segeral@p®e at i on

of the systemi ure 17 is.simlar to that of Fiqgure 1, described above.
o el hees s By wtmn@amecewy&lé oA O AN 44 d ¢ o

t | t bot. h | b 17 ik
ot o ator o ass ORI REHY mﬁgg@@gx %&?M@%%%% ENTE
1716 or 1718. 'jg gxrt us't ?%\me rllrfaace or nnec?t e1 ZBE’IH PSLIE %ﬂf )r;arg%)tle%)ﬁ
e

illustrative pur po%’es on & eXch ang

between the corpargt§ thil) PMQaﬁd 'siZndMirE I‘e%te% S0 d%é&%%cﬁx%m%uoh,h&d"ﬂn@aﬁé €ss

connector system
encryption or signature key transfers, as described above. In known “synchronization” type

wireless messaging systems, a physical path has also been used to transfer messages from
mailboxes 1719 associated with a message server 1720 to mobile devices 1716 and 1718,
Another method for data exchange with a mobile device 1716, 1718 is over-the-air,
through the wireless connector system 1728 and using wireless networks 1712, 1714. As
_shown in Figure 17, this counld involve a Wireless VPN router 1732 or a traditional WAN
connection to wireless infrastructure; 1710 that provides an interface to one or more wireless
networks 1712, 1714. The Wireless .VPN tbuter 1732 provides for creation of a VPN
connection directly through a specific wireless network 1712 to a wireless device 1716. A
primary advantage of using a wireiess VPN router 1732 is that it could be an off;the-shelf
VPN component which would not require wireless infrastracture 1710,
If a wireless VPN router 1732 is not available, then a link to a WAN 1704, normally

the Internet, is a commonly used connection mechanism that may be employed by the

51




1728. The e-mail message 1733, sent fromthe conputer system 1702 ga§QQeﬁm5
WAN 1704, nray be fully in the clear, or signed with a digital si&% ttr% -
and/ or encrypted, dependi ng upon the particul ar nessagi ng scheme used. For
exanple, if the conmputer system 1702 is enabled 52 3 0 NOvV 2001. 151 for
secure messagi ng using SAMM then the e-mail nessage 1733 may be signed,
encrypted, or both. The e-mail nessage 1733 arrives at the nessage server
1720, which determnes into which nail boxes 1719 the e-mail nessage 1733
shoul d be st or edirels catesor siseot 132% Vi, hamdle the sklagengii cl mwbild deeicetTTbiztd amgssage
1733 may include a user nane, a user account, a nailbox identifier, or

ot her type of idkanrdgfipedinterfaae fundipndwiretegs pddstiuotue 13HY i prefetably usedcount  or
associ ated mailbox_1719 by the nmessage server 1720. For an e-mail nessage
1733, recipients ar & spppimglempntatipant inpice ghap senggover-fhgialr afmetins e gxchange
corresponding to a user account and thus a_nailbox 1719. The wirel ess
connect or syst SRTCIABIN WEhbrcPreyidegiin the carporgle & AN 1706.e Indhes exsmplay crmmpioatigp

1714, certain user-sgugctedhgata itens or parts of data itens fromthe
corporate LAN 17882 b Figffel Liopframplsonphils dydess 4416, 17Ba@sypiated yih ussrsoladingp) y

det ecting that tri [ ts h d. _A
Criggering everlPAPRicS dASISsoRAES Hith b sderuion e TBessagh srsF Ll CGRTgUHRS o
f ol | owi ng: tivati ' d t
0 on " 0 comme B A Slro R R b i P BEGE IS nG9ER 17 b o
interface 1726, py acfdﬁ‘eﬁs%ig%mg@g rv@‘eﬁ&'%. 'guég%zfn{agr%rﬁsee% SRV Glnebi® OF

1718 to the host system sendi ng one “Or ssages stored at

the host systenyuJhyssg &Qﬁchgél%ﬁaﬁ%gﬁg& NEHHO Heviad Si786Th 7’;‘- WRin afeS 88k

. . ] 5 .
triggering evenfs associate ssage server 1/20; "such as recei pt

_Of a comman d, " fRfwok t20 Nhe QhirellSY fetdisk "i@fﬁi‘ﬁgy 5O bRt S¥S bERReldsE %gt'wdrk,
i ncludi ng the screen saver and di sconnection events déscri bed above. "Wen

Wi rel ess acces sholveves, QidhQk te Mdbittnelviik, & whBIDEbSinfIaNitoR mby thitelbe tchBnddas
been activated at the LAN 1706, for exanple when the

with a mobile device 1718 operating within, the wireless network 1714 by the wireless

connector system 1728 via a connection to the WAN 1704 and the wireless infrastracture
1710. |

Operation of the system in Figure 17 is similar to that of Figure 1, described above.
An e-mail message 1733 sent from the computer system 1702 and addressed to at least one
recipient having both an account and mailbox 1719 or like data store associated with the
message server .1726 and a mobile device 1716 or 1718. However, the e-mail message 1733
is intended for illustrative purposes only. The exchangé of other tyiaes of information
between the corporate LAN 1706 is preferably also enabled by the wireless connector system
1728, |

The e-mail message 1733, sent from the- computer system 1702 via the WAN 1704,
may be fully in the clear, or signed with a digital signature and/or encrypted, depending upon

the pérﬁctﬂar messaging scheme used. For example, if the computer system 1702 is enabled
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wi rel ess connector system 1728 detects the occurrence of a trigge%i g¥@¥ ,%5
for a nobile device user, data itens selected by the user are pref rap 3%“”
sent to the user's nobile device. In the exanple of the e-mail nessage
1733, assuming that a triggering event has been detected, the arrival of
the nessage 1733 at the nessage server 1720 is detected by the wireless 53
3 0 N-1 U~ connector system 1728. This may be acconplished, for exanple,
by nonitoring or querying nuailboxes 1719 associated with the nessage
server 1720, oOrfor isdcuteh@esImEHagkings SIMBE, kHedOmb S-Bail MeShQS 038 XE Bangfed,
server, then the wirel ess connector system 1728 may regi ster for advise
syncs provi ded dayrypted oott, 0SOf t Messagi ng Application Progranm ng Interface
(MAPI) to thereby receive notifications when a new nessage is stored to a
mai | box 1719. When &hedkamail mésngedddhareecs tahthe enesragel serversisaQ)evhichi8ternsindsdntb e
sent to a nobile device 1716 or 1718, the wirel ess connector system 1728
pref erably repadidigesibpive 1dH the ietnmih measage il T8di sbatld e stored. 734 dasedbeld 7B6ve, a
Repackagi ng techni ques may be simlar for -any available transfer paths or
may be dependermessigosich ipchqramail wepsage 17 Banayfinsludpapiar nagiet 4yeser actoanink meiltes s
infrastructure 1710 or the wireless VPN router 1732. For exanple, the

e-mai | nessage ideptifier, grother @peglidentifics ypypeydsanpeaddo & pretigulsr angoung pr dseoeiatsds or e
or after being re ackaged at 1734, to thereby effectively provide for
secure transf ermailgox hEShRIhe @eghass weven ¥149: 157 caadl Bessase ddiit decinignss are
bandw dth required tq.se t he nessage, whereas encrypti on ensures
confidentiali t)fy%‘faﬂ&ﬁ?F“ng%s’éFg@se‘E‘FE &3?%&%53% orePRineR gé’ﬁ*’f AP BUHRYi ces
1716 and 1718. _ILn caontrast, nessages transferred via a VPN router 1732 :
m ght only be 6%W§W%@géd and not encrypted, since a VPN connection
established by the MPN.router 1732 js ipherently secure. .Messa re

t hereby securely se#fﬁ, w’{ﬁ?egs %%“F?%te"?‘“"’ééﬁ@rligé]?ec‘%rf ozﬁPM'{%rsé Witre etlaeé‘o’sn%%o%ﬁ?a@? or

t 1728, . ; Sse X 0 ) 0 ! 0
crctem 1750 b b R 2o PO LA LN P
1716 and 1718. #CGESShiMle BBISA9R or 1954, fe?ab%labrl (gert]egﬁﬁ@' tifR ode/ ok Gnd2d m%gel-lﬁg 'S

thus no | ess secure than accessing mai [ boxes at.
events has occuorred. A triggering event includes, but is not limited to, one or more of the

following: screen saver -activation at a user’s networked computer system 1722,
disconnection of the user’s mobile device 1716 or 1718 from the interface 1726, or receipt of
a command sent from a mobile device 1716 or 1718 to the host system to start sending one or
IOre Messages stored at the host systern. Thus, the \_virelcss connector system 1728 may
detect triggering events associated with the message server 1720, suéh as receipt of a
command, or with one or more networked computer systems 1722, including the screen saver
and disconnection events described above. When wireless access to corporate data for a
mobile device 1716 or 1718 has been activated at the LAN 1706, for exampie when the
wireless connector system 1728 detects the occurrence of a friggering event for a mﬁbile
device user, data items selected by the user are preferably sent to the user’s mobile device, In
the example of the e-mail message 1733, assuming that a trig;gering event has been detected,

the arrival of the message 1733 at the message server 1720 is detected by the wireless
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LAN 1706 using the desktop conputer system 1722. \Wen a repackaged S589€,...
1734 or 1736 arrives at a nobile device 1716 or 1718, via the mﬁréi s&UY 208D
infrastructure 1710, or via the wireless VPN router 1732, the nobile device
1716 or 1718 renoves the outer electronic envel ope fromthe repackaged
nmessage 1734 or 1736, and perforns any required deconpression and
decryption operations. Messages sent 54 froma nobile device 1716 or 1718
and addressed to one or nore recipients are preferably simlarly
repackaged, andopRssi Hk¥mqPIRIBESRS ba AetoRPEIhYE FR xantig by Rbditotif @r Jaesing
system such as the LAN 1706. The host system may then renove the :

el ectroni ¢ enveahfpexet 1 DN akddciated RfRMK ageas S &BIge), of] ROk Essaa dercke OIS @S S
the nessage if desired, and route the nmessage to the addressed recipients.
Figure 18 is a Micosdt Bichgigasrat, tizn tel vielaatdvetoe xerpl 1d28 mepregistar oatdven
system in which wireless communi cations are enabl ed by a conponent
associ at ed wi t hsysas popikdbp the MicmsofMewighgsApplitanor Riogrammétzdwierfacn (Misglrte 18,
the systemincludes a conputer system 1702, WAN 1704, a corporate LAN 1707
| ocat ed behi nd thershy eesrive yotificationglien & TOBmessegewotdedsp e malyr 1719 f r ast ruct ure
1740, a wireless network 1711, and nobile devices 1713 and 1715, The,
conput er system 170%Whenapnia item such @ thejetmpail ingseaga 17331y pahe satde a gwbdedayise
1720, data store 1717, mail boxes 1719, and VPN router 1735 are

substantial |y t4&6 gakiathe whelesicaiteapt System dFed Pféfﬁfa%ﬁﬁf@%ﬁﬁtssthﬁ Rty ee 17,
However, since the VPN router 1735 communi cates with, the network q rator

i nfrastructure Hdeppd 3t band Wb Repakesiyg fe{]‘h“ﬁ’é‘c&dmﬂ pe silar l@“?c?u
the system of Fi rastructure 1740 %%ables

Th k to f
OIS AR 3 e r%?igbg ﬁ”?\ﬂ%r OB e BN B P g throy
1713, 1715, 1 1 1742 d
1783 and oont | RS %7.&8 B2 b YN delled 018 SRR, Y BhEil e 1
LAN 1707, |
ok o g B! HE Bllclaby % %%E‘% ?@n&"f’%g‘}’ Bl §EE TP oref Bane %"é%’gggégg‘ﬁ‘oﬁﬂg’é?or

1748, 1758. A %Jr%y%?éctﬁ&?%&vﬁd%%o? ¥&hieBadfd o ﬂ1e7 éébﬂ Sde9RE 38, NBoRPteRioni N

conjunction with e€ach conputer system 1742,
reduces the bandwidth required to send the message, whereas encryption ensures

éonﬁdentiality of any messages or other information sent to mobile devices 1716 and 1718.
In contrast, messages transferred via a VPN router 1732 might only be compressed and not
encrypted, since a VPN connection established by tléc VPN router 1732 i_s inherently secure.
Messages are thereby securely sent, via either encryption at the wireless connector system
1728, which may be considered a non-standard VPN tunne} or a VPN-like connection for
example, or the VPN router 1732, to mobile devices 1716 and 1718. Accessing messages
using a mobile device 1716 or 1718 is thus no less secure than acc;essing mailboxes at the
' LAN 1706 using the desktop computer system 1722.

'When a repackaged message 1734 or 1736 arrives at a mobile device 1716 or 1718,
via the wireless infrastructure 1710, or via the wireless VPN router 1732, the mobile device
1716 or 1718 removes the outer electronic envelope from the repackaged message 1734 or

1736, and peﬁ‘orms any required decompression and decryption operations. Messages sent
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The wirel ess connector systens 1744, 1754 are simlar to the mﬁreﬁegsﬁﬂy 205
connector system 1728 described above, in that it enables data itens, such -
as e-nmail nessages and other. itens that are stored in nail boxes 1719, and
possibly data itens stored in a local or network data store, to be sent
fromthe LAN 1707 to one or nore nobile devices 1713, 1715. In 55 3 0 NOV
205 Figure 18 however, the network operator infrastructure 1740 provi des an
interface between the nobile devices 1713, 1715 and the LAN 1707. As

above, operati offor®f nobife Syt @M6SHQAWME and RddTbG4T 18 odSoMhdrk rdepical SR préredblpel ow
in the context of a n e-mail nessage as an illustrative exanple of "a data
itemthat may bemikelytrepackagednabipbsibyevnpessdd #nd enchypldd, ande@in o host-spaerh suvhssage
1733, addressed to one or nore recipients having an account on the nessage
server 1720, i sasrtecbAeliOBy The dosregsaig eag eleu semdveé 2l cledoninesehge froor the
possibly a pointer to a single copy of the nmessage stored in a central

mai | box or dat aeprkaged messagetdoerept and decomprhss trearhdskrgx if 1gslod, gfd watehhesmesbage
recipient. Once the e-nmail nmessage 1733 or pointer has been stored to a
mai | box 1719, itetheagdipseasiredipidstsy be accessed using a nobile device 1713 or
1715. In the exanple_shown in Figure 18, the e-mail nessage 1733 has been
addressed to the naniguoléds a bipglodiagrars ef &t dmpfiversxplany eRsERINEAIREHEERR
systens 1742 and 1752 and thus _both npbile devices 1713 and 1715. As those
skilled in-the HHeh wirglgss cogpraicptiongare ensRlsd Ry # SRMRGPENhRsERRISEeR “HPB? BReghtey of a
commonly used in wred networks such as the LAN 1707 and/or the WAN_1704
e not” su t abVEles SEun RS fie 81 e TRt R GO 707

t I d wi,thi i rel ' K 711, | e, ‘
Communi cat i on. bUANY Bt R eoBat baN BB A it Sty tgra! Pop SROPR Gk o o

! e nti= LR ar
' wirod net wor Ruillel AR, AR R TR SERIS s Bl 0 0ma T8 e

wirel ess net mréﬁﬁlg%tg{kg&sﬁ 2, WP 108, s@%‘@éfﬁéwﬂ 1738 Ahsabd depvef #PA0Hat1Q5ER! | Y

access the data 1717 directly. net wor k operator 1 nfrastructure

1740 provides a 797, HGBoREUMRE Bnd VBN ¥idr€785 SreNGbNRALMY kifel darRNAE thEmbidy-1707.

labelleci components in Figare 17. However, since the VPN router 1735 communicates with
the network operator infrastructure 1740, it need not necessarily be a wireless VPN router in
the system of Figure 18. The network operator infrastructuré 1740 enables wireless
information exchange between the LAN 1707 and niobile devices 1713, 1715, respectively
éssociat’ed with the computer systems 1742 and 1752 and configured to operate within the
_ wireless network 1711. In the LAN 1707,7 a plurality of desktop computer systems 1742,
1752 are ého.wn, each having a physical connection 1746, 1756 to an interface or conncétor
1748, 1758. A wireless céhnector system 1744, 1754 is operating on or iu,cOnjuncﬁa_on with
- each compﬁter system 1742, 1752.
The wireless conn;ector systems 1744, 1754 are similar to the wireless connector
system 1728 described aﬁove, in that it éﬁables data items, such as e—uiail messages and other.
items that are stored in mailboxes 17 19,. and possibly data items stored in a local or network

data store, to be sent from the LAN 1707 to one or more mobile devices 1713, 1715, In
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The network operator infrastructure 1740 enabl es a nobil e device g@l%%élzggg
to establish a connection to the LAN 1707 through the WAN 1704, and Y,
for exanple, be operated by an operator of the wireless network 1711 or a
service provider that provides wreless conmunication service for nobile
devices 1713 and 1715. In a pull-based system a 56 MW 2005 nobil e device
1713, 1715 may establish a communi cation session with the network operator
infrastructure 1740 using a w reless network conpati bl e comruni cati on

scheme, pref er ajuye 8 hov@od Be FARARRPEUE InRHWITE | RIS rokided SRt fadedeBhecen
Security. (WLS) when information should remain confidential, and a

wi rel ess web brimweehile Sevidas 883,017V sl deSISAMDTI Batbooe ofration @Dihe sysddAhown
browser. A user nmay then request (through nanual sel ection or pre-selected
defaults in the Bpk¢ awvid heakicdbadgpeion it lte comiitlofardemhit elpssageyas an ilbistrative
information, or just new information for exanple, stored in a nmailbox 1719
in the data st érenplaalp date iterh ghat gy be 2@ to ahbiladaviso A K3, Tpdr at or -
infrastructure 1740 then establishes a connection or session with a

wirel ess connect or Wasisanermajl messpge 1738 pddresger th gnee mgrearedinipnts hawing aTacgmimt er
Protocol (HTTPS) for exanple, if no-session has already been established.
As above, a seS8{MsnEREHEERT YRS is R b Pxhe pesssae6prver AT30a e mysshasr & pessitdy and a
W rel ess connector system 1744, Q1}754 may be made via a typical WAN
connection or CHPEIRYH 1 fRelafoRy Phie Biessqgpipradin 3 GeptpLypilbox gk S9srds stered ay's

bet 21 Vi, f bi ) i 1713, 171 d deli i
oot heeh Lo AR BN WS BTRES TR B0 B A BaB A
t i nf t 17 .th i.r el t St 1744, 1754
I A e e ) S
bl-i shed. | I 18, ' i g i f bi |
CoL a0 e, 17k BRSO e, SERISP TR BRI B8, Lo TR |

1744 and 1754, g E5086kk YALYssol RO il ge%hgpc Pﬁ@flg@t@r&s {25 hd{R5TRd gD from
: W rel ess

t he network operator infrastructure 174 connector system
1744, 1754 ret hi@veHild RUGQSEEniRf@r mation froma data store. For the e-
mai | nmessage 1733, the wrel ess connector system 1744, 1754 retrieves the

e-mai | message As those skilled in the art will appreciate, communication network protocols
commonly used in wired networks such as the LAN 1707 and/or the WAN 1704 are not
suitable or compatible with wireless network communication protocols used within wireless
networkslsuch as 1711. For example, communication bandwidth, protocol overhead and 7
"network latency, which are primary concerns in wireless network communications, are iess
signiﬁcant in wired networks, which typically have much higher c.ap.acity and speed than
wireless networks, Thercfore,.mobiie devic.:es 1713 and 1715 cannot normz;lly access the data
store 1717 directly. The network operator infrastructure 1740 provides a bridge between the
wireless network 1711 and the LAN 1707.
The ﬁetwork operator infrastructure 1740 enableés a mobile device 1713, 1715 to
establish a connection to the LAN 1707 through the WAN 1704, and may, for exgmple, be
operated by an operator of the wireless network 1711 or a service provider that provides

wireless communication service for mobile devices 1713 and 1715. In a pull-based system, a
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1733 fromthe appropriate mailbox 1719, typically through a nmessagi 8giy 7609
client operating in conjunction with the conputer system 1742, 1752,

whi ch may access a mail box 1719 either via the nessage server 1720 or
directly. Alternatively, a wireless connector system 1744, 1754 may be
configured to access nuail boxes 1719 itself, directly or through the nessage
57 3 0 NOV 2005 server 1720. Al so, other data stores, both network data
stores simlar to the data store 1717 and |ocal data stores associ ated
with each conpuiddile 8¢t @M31 FAB ma¥ ERablisHBYorRinREER $8kBA Rith the ndtwdik HhBRS
connector system 1744, 1754, and thus to a nobile device 1713, 1715. If the
e-mai | nessage idfsoctute A0l t00dldds tehforbBiHaite GRIMatTatDE 6htiné, preéfdrably a

mai | boxes 1719 associated with both conmputer systens 1742 and 1752 and
devi ces 1713 anebuikeitlemetsichrus WikdeseTimipbrt hpssSgeait] (8 BLSyayheh irf @mntiontshodldhe
networ k operator infrastructure 1740 as shown at 1760 and 1762, which then
sends a copy ofrerhdie canfidmitihl, aelss argeleds ovebdodwsarodarch e o irelees AppliBatioarfotdcdl5, as
i ndicated at 1764 and 1766. Information nay be transferred between the

Wi rel ess connedWaW) bipwseand uier 4oy theq Sefjueshithrough masyahestektianne patselected defaults
infrastructure 1740 via either a connection to the WAN 1704 or the VPN
router 1735. \\Aethe sofavarpaesigingn disanabile fevicehvny gsalk intormation, Y vt newrinformiadon es
with the wirel ess connector systens 1744, 1754 and the nobile devices 1713,
1715 vi a di f f ede&ffeprlo sloted e maifogr 4719tn Bia dgp epsdf Jrié bedpNod0peFhegietvoek by
the network operator infrastructure 1740. Repackagi ng techni ques rraY al so
be used . bet woBFHAPT figituenegs £740 Jhete ettaplishey &t %‘Wﬁe"g‘?‘hﬂf sessigy vathga tlssst wor k

operator infrastructure 1 , d hetween each mg‘léﬂlj evi c 1715
ohd the networ ROBBEIATE™ FPond R, anth S, Firerrhetuyis Host Mt &

| nformation to be senf,f Loma mobils doxiae i3 A IAL0, TRy Bs Rrogessed in
a simlar mannér TR tth"SAERT Attt At o £ rshfs el ngb[Vans P VB m'a

mobi | e - devi ce yLiAg ool Adp lifuhEBINGRK, QRREA el LASKIYEL U5E A4 The

net wor k oper at or I Nrras ure may then sen e Informatio

Wi rel ess conneglgl visY pRAw AR donntdtidft or t%?%hstfa@{fﬁ@:%uieplﬂs LR WhdiAnd

delivery to any addressed recipients by € nessage server.
delays between receiving a request from a mobile device 1713, 1715 and delivering requested

information back to the device are to be minimized, the network operator infrastructure 1740 .
anci the wireless connector systems 1744, 1754 may be configured so that a communication
connection remains open once establishgd.
In the system of Figure 18, req;.lests originating from mdbile device A 1713 and B
1715 would be sent to the wireless connector systems 1744 and 1754, respectively. Upon
receiving a request for information from the network operator infcaétmcture 1746, a wireless
connector system 1744, 1.754 retiieves requested information from a data store. For the e-
mail message 1733, the wireless connector system 1744, 1754 retrieves the e-mail message
'17.33 from the appropriate mailbox 1719, typically through a messaging client operating in
- conjunction with the computer system 1742, 1752, which may access a maitbox 1719 either
via the message server 1720 or directly. Alternatively, a wireless connector system 1744,

1754 may be configured to access mailboxes 1719 itself, directly or through the message
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1720 for exanple, or may alternatively deliver the information to3theify 205
addressed reci pients. The above description of the systemin Figure 18
relates to pull-based operations. The w reless connector systens 1744,
1754 and the network operator infrastructure may instead be configured to
push data itens to nobile devices 1713 and 1715. A conbined 58 3 9 NOW 2005
push/ pull systemis al so possible. For exanple, a notification of a new
nmessage or a list of data itens currently stored in a data store at the
LAN 1707 coul d sbeeqiashealss, othar dapbitdres, bediewdeeerk Bdid Stored dithfar tvhtieGlata RRYe then be
used to request nessages or data itens fromthe LAN 1707 via the network
oper at or i nf r asind locdl dnte stbréd Bssocidiedmithiehad cdaputaragstans 52, 1352 chawibe hecessible to
accounts on the LAN 1707 are configured to operate within different

wi r el ess net worakgtelesdrmnneeacdystoin l ¢44e E54,ned thos te anpildwdeviee H3, 1d3Soci at ed

wi rel ess network infrastructure conponent simlar to 1740. Al though

separ at e, dedi cat edfwiercaaikmespage hAEStiorddemgssd torthe mFsdage srTed 4ccavds eringahoeor

each conputer system 1742, 1752 in the systemof Figure 18, one or nore of
the wirel ess éﬁ%ﬂﬁéﬁchdmp@hsmmwswww- proa ped detirss 1BE3 andAflytherd t o
operate in conjunctiion with_nore than one conputer system 1742, 1752, or
to access a dat®f ssPHlBesgree &3 M be soptip dhe ngtopCIPgIoF InfiRHCRRS L &40 Shp vefe

t t |e, the wirel nect t 1744 b
Granted actess W THd A i es P ooops S8 the ST THTR: BioT I ORI
t 1742 and > onput >. Requests for data j f
o ther mobi e duiiE & TREE A L A 3700, I ROR By, B etekaebbTR he
i rel t, t 1744. Thi fi ti h I . bl
W rel eos communticke SRbSfe s vith ST RRM B B o BR B BRI 118, 700
and 1715 wi t hoy me‘}'?i%?;}nté-,&ﬁg 1P $PAN ?’r‘b@?\%% roadSHAE Whdfhe %eg@%r

; k
runni ng for each nmo evi ce user. rel ess connector system

instead be i NpiEOBRRLAD1740 SRRLHAG: W i &aﬂ?elésb‘éong%gogé .n%%&?,ﬁ??ﬂ%ﬁ th

enable wirel ess comunications. Figure 19 is a I agram of anot her
alternative conxguid 83iceO1719YS51 80 difi&nt protocols, transtation operations may be performed

e

by the network operator infrastructure 1740. Repackaging techniques may also be used
between the wireless connector systems 1744, 1754 and the network operator infrastructure
1740, and between each mobile device 1713, 1715 and.the network operator infrastructure -
1740. |

Messages or other information to be sent from a mobile device 1713, 1715 may be
processed in a similar manner, with such information first being transferred from a mobile
device 1713, 1715 tol the network operator infrastructure 1740. The network operator
infrastructore 1740 may then send the information to a wireless connecfor system 1744, 1754
for storage in a mailbox 1719 and deliyery to any addressed recipients by the lﬁessage Server .

1720 for example, or may altcmativel}; deliver the information to the addressed recipicnts:

The above description of the system in Figure 18 relates to pull-based operations,

The wireless connector systems 1744, 1754 and the network operator infrastructure may

instead be configured to push data items to mobile devices 1713 and 1715. A combined
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systemincludes a conputer system 1702, WAN 1704, a corporate LAN3LZONOYV 2005
| ocated behind a security firewall 1708, an access gateway 1780, data

store 1782, wireless networks 1784 and 1786, and nobil e devices 1788 and
1790. In the LAN 1709, the conputer system 1702, WAN 1704, security
firewal | 1708, nessage server 1720, data store 1717, mail boxes 1719, 59 3 0
6' OV 2005 desktop conmputer system 1722, physical connection 1724, '
interface or connector 1726 and VPN router 1735 are substantially the sane

as the corres p%@ygtmpsggsf?%mtpassﬁ% Ofok Bethple PR Bcatidh 6 &Paéssz%@wm& ot 780

and data store 178 de nobile devices 1788 and 1790 w th access to

data itens stordeh igmstcdReddMioledQ9 o dhid shOM B LAN 190Mbduf BSSusRNOGGhSHile
system 1778 operates on or in conjunction with the nessage server 1720,

al though a W r edeeis61718 OITRE dhith nRY Hef B2 GBY tol ritfub® AdssARE 6l i@Ms Bbm ithe LAN
conjunction with one or nore desktop conputer systens in the LAN 1709. The

W r el ess connecl7oT vis §s hetwork bp@atprinfvdsehesard D10t r ansfer of data itens stored
at the LAN 1709 to one or nore nobile devices 1788, 1790. These data itens
preferably include #-mabie Hevivessagaedstitred acqauimaol hoXad 701 Seiconfigneddat a
store 1717, as well as possibly other itens stored in the data store 1717
or anot her net wpeRtedsittan glifferent ovirelgss| oavebrkdlaban etchrvarelebs actwordknpay davesyst em
such as 1722." As described above, an e-mail message 1733 addressed to one
or nore reci pi eftosiatehFipslepy neiworl ddwtinetusrompamentsistlarte 1% ver 1720 and

recei ved by the nmessage server 1720 nmay be stored into the mailbox 1719 of
each such reci pi ent Althayeh srearalp.cdedisatest wintleps cenmaator sysirms 1944, i frhire gaaver 9t or e
1782 preferably 995 a simlar_structure to, and remains synchronized wth,
the data store “FPIPPPEEMYHR 7 Hml 1280 Bt syamnofs Fighie d 8cne gaingresf dieevirckas
preferably is independent i fiabl o the PIMinformation or. data

Dt ored at 't he IBBETBVURER 114 Tith Do e dpsi (ueitn BaompREon i

ndependently, AL g% gk TRt 1%y 0L SLR) B8 bt
user g 't o Cgﬁ%sg?igt?% @%?Je"m%n G5 dofiBute ke, Obr BB Fe SR BhrerSQ TRUEES: sitend O
1744 may be granted access to the mailboxes 1719 associated with both the computer system
1742 and the compnter system 1752, Requests for data items from either mobile device A
1713 or B 1715 ‘may then be processed by the wireless connector system 1744. This
configuration may be useful to enable wireless _comuﬁcaﬁons between the LAN 1707 and
the mobile devices 1713 and 1715 without requiring a desktop computer system 1742, 1752
to be running for each mobile devic; user. A wireless connector system may instead be
implemented in conjunction with the‘, message server 1720 to enable  wireless
-communications,
Figure 19 is a block ‘diagram of another alternative communication system. Thé
system includes a computer system 1702, WAN 1704, a corporate LAN 1709 located behind
a security firewall 1708, an access gateway 1780, data store 1782, wireless networks 1784

and 1786, and mobile devices 1788 and 1790. In the LAN 1709, the computer system 1702,

WAN 1704, security firewall 1708, message servef 1720, data store 1717, mailboxes 1719,
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etc.). This synchronization may be acconplished, for exanple, thr&hﬁhﬁgv 2005
updates sent to the data store 1782 by the wireless connector system 1778
at certain tinme intervals, each tine an entry in the data store 1717 is
added or changed, at certain times of day, or when initiated at the LAN
1709, by the nessage server 1720 or a conputer system 1722, at the data
store 60 3 0 NOV 2005 1782, or possibly by a nobile device 1788, 1790

t hrough the access gateway 1780. In the case of the e-mail nessage 1733
for exanple, ardethpatospaientysten (71 phiical whwréon 78R inafre o1 wenccaf 196 amiie
e-mai | message 1733 is received may indicate that the message 1733 has been
stored in a ceYRThroviardiPhan sutpegtially thheamet a5y the sqreFponding] compopgnys descritied
e-mai|l message will be stored to a correspondi hg storage area in the data
store 1782. vvnéﬁorehé“’%a%%ﬁ‘ paterpay d Afkand faga stprs d 783 presidednabiledpvicss Pﬁ%arﬁaimoxes

1719 correspondr ﬁlga to tr(‘ie mobi | e devr ces 1788 and 1790 for exanp one or
nore copi es of YHEEEHES Ftaﬁﬂgss"é(’é?éi fRdAREYEY It Byl awaelisrgwnrﬁorerﬁme 19,

wll be sent t stored in corres st orage ar.eas mai | boxes in
the data stor eolﬁzgﬁperatﬁso%ﬂrorﬁnmn{'fﬂﬁﬁ’ g‘o'rhgd?fﬁﬁa%es e@fﬁtﬁ%}. e"gﬂ‘i“ﬁlf Srviissdn i n
the data store 1717 V. oe sent, t data store.1782 via con tion to
t he WAN 1704 orco?I}?Ctor\/—‘N Ut mStfafggp eraf?eo P &% é‘hﬁ?’gunc?%iewﬁmofl %ﬁ%@%t or

system 1778 may, ed information to a resource in the
data store 1782 OBPIE&S Elc ﬁ*@quest Al ternatively, a secure protocol

such a5 HTTPS or | Spellyg SockeLs: LAKR kil ffpte o TaRESosfil b 1

the art will appreciate t si'ngl e copy ta1ttemstore

than one | ocat iy i79 & debAmst 9&&1@&&4&@7%%9&79%3@: 1%& E;eﬁ@zﬁllﬁﬁcl %t- t O

the data store 1782. This copy of the data item coul store

ei ther in nore iNane0Res 8GEd RSRAMGIHDT710RaMI B ke 1P, datvan 8¢ fiGoi} WR2r OF a
single copy may be stored in the data store 1782, with a poi nter or other
i dentifier of tiamsSbledidaia sikeIM Dol HthesichicRe didse8 o a tREN BENeRdbNY

| ocation in the data store 1782. The access gateway 1780 is effectively an
access pl at f or rpmpnertsiradm suth £r1022. des nobil e devices 1788 and 1790 with
access to the data store 1782. The data store 1782 may be configured as a
resource accessi bl eAbdeS‘GrkiedWe,lamﬂmmamssageeﬂa&(a&k@segabmw fipROrecipiyntb e

having an account on the message server 1720 and received by the message server 1720 may
be stored into the mailtbox 1719 of each such recipicnt. ‘In the system of Figure 19, the
external data store 1782 preferably has a similar structure to, and remains synchronized with,
the data store 1717. PIM information or data stored at data store 1782 preferably is
independently modifiable to the PIM information or data stored at the rxost systern. In this
particular configuration, the independently modifiable information at the external data store
1782 may maintain synchronization of a plurality of data stores associated with -a user (i.e.,
data on a mobile device, data on a personal computer at home, data at the corporate LAN,
etc.). This synchronization may be accomplished, for example, through updates sent to the
data store 1785 by the wireless connector system 1778 at certain time intervals, each time an
entry in the data store 1717 is added or changed, at certain times of day, or when initiated at

the LAN 1709, by the message server 1720 or a computer system 1722, at the data store
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an | SP system or WAP gat eway through which nmobile devices 1788 and 740V n2ighs
connect to the WAN 1704. A WAP browser or other browser conpatible with
the wirel ess networks 178.4 and 1786 may then be used to access the data
store 1782, which is synchronized with the data store 1717, and downl oad
stored data itens either automatically or responsive to a 61 request from
a nobil e device 1788, 1790. As shown at 1796 and 1798, copies of the e-nai
nmessage 1733, which was stored in the data store 1717, nay be sent to the
mobi | e devi ces 178%8@Bpessibly Py gomnobile devics 198% rido) drorgtsthe weekss gatewac 18A0 bit the
device 1788, 1790 may thereby be synchronized with a portion, such as a
mai | box 1719, orsef thgeanad puspsage1t7 3y foppragpleoindipraig st tp i daz gore 1¢fesametimeo a
nobi | e devi ce %%ta store may sim larly be reflected in the data stores

1782 and 1717. ¥ e miimessise 378 isserrived may pdicate Hgtthe pessies d édienbreasiordcoded
310 t host . 0 f th ssage. (310) is '
(aneoitiod 10 ?ﬁrﬁﬂg‘f‘%@gg’?r{?ﬁﬂ“égﬁéﬁﬁﬁﬁg% mﬁa&’m@%;e %remi,; il e pefoq
i Si th t fr. i Vi t te 30).. the e e
reebage (910 1 bEnEesRadah ettt e dbytaiioas S0t B ot tishef LR

nessage recei V%'é&rsftl Caiﬁl%cnm}gﬁgxe‘;qgfbd&greﬁgggﬁnsg(atﬁ%e_(é#g% et rl%%e%f%glgﬁde ital

. T
sl gnhature, a certl e and a nessage erm ni ng any

vl e (5o009° kB, YR/ mbR oo £RTASRANILG, MR SPROTBN 18 COTINDISA! ! On

device (100); and ‘for each neSsage recelver S a’correspo

Wi rel ess nobi | gy spmam&mng@évsmpﬁmgg@)age BEQ SERSHILs i{Be RS $89978:310)

so'as to nodify the message (31 respect to an authentication aspect
in order to reduGRov)Bpdhied 6r Bpied HEtRNGRAABEIEHFRI 12 d3d 17 Mg%%&ﬂ@ td e

processi ng of the encoded nmessage (310) includes verifying the

data store 1782 via a connection to the WAN 1704 or the VPN router 1735. For example, the
wireless ;:onnector system 1778 may post updates or stored information to a resource in the
data store 1782 via an HTTP post request. Alternatively, a secure profocol such as HTTPS or
Secure Sockets Layer (SSL) may be used. Those skilled in the art will appreciate that a
single copy of a data item stored in more than one location in a data store at the LAN 1709
may insteéd be sent to the data store 1782. This copy of the data item could then be stored
either in more than one corresponding location in the data store 1782, or a single copy may be
stored in the data store 1782, with a pointer or other identifier of the stored data item being
stored m each correspondipg location in the data store 1782.

The access gateway 1780 is effectively an access platform, in that it provides mobile
devices 1788 and 1790 with access to the data store 1782. The data store 1782 may be
configured as a resource accessible on the WAN 1704, and the access gateway 1780 may be
an ISP system or WAP gateway through which mobile devices 1788 and 1790 may connect
to the WAN 1704. A WAP browser or other browser compatible with the wireless networks

1784 and 1786 may then be used to access the data store 1782, which is synchronized with

the data store 1717, and download stored data items either automatically or responsive to 2 -
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digital signature and rearrangi ng the encoded message (310) so thaf &k K8y 7845
nmessage body (15) is transmtted to the wirel ess nobile comuni cation
device (100) without the digital signature, and the certificate;
transmtting the processed nessage (80) to a wireless nobile comunication
device (100) that corresponds to the nessage receiver; and transmtting to
the wirel ess nobil e communi cation device (100) an indication of the digital
signature verification status. 2. The nethod of claim1, mherein t he

encoded messageedubbk frh@M meddIPhdvRET 788, l’fgér tals S L § 1'?9%‘59&%‘80& ] &Ithe g‘maﬂ
wherein the authentlcatlon aspect further conprises a certF?

revocation | i stmeBBRert33,0fhidRasaRRRtR thd WESRAE1713; md 6 s@ﬁ%@% n%cbﬂg h@\h
wherein the message body (15) is re-packaged into an electronic enve ope
before it is sams dnd 1790e AMdted @S GrolRBh)POnEANTGHIIE AdvicN$ssd €100 6Ry teldPhe the
envel ope being renoved before the nessage body (15) is presented to the
nessage recei veynchrefigeddwithlh portidt, batl a6fa mdildbATI 7Y, d5veda€l dhoré MBI 7TRIMOLETSREe
nmessage (80) is encoded, conpressed, and/or encrypted before it is sent to
the wirel ess mbBN B08o mimrgbs:ata nolsle ddeivd daea {td0Qay shmiladin @ FBfleh@inGhe gdeatl M 1,
wherein the received encoded nessage (310) is encrypted, the nethod
conpri si ng t hestoreep/&fandld¥.ypti ng the recei ved nessage (310) prior of
verifying the digital signature. -64
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Claims:

1. A method of processing an encoded message (310) at a host system (30)
before the message (310) is transmitted to a wireless mobile communication device
(100), the method comprising the steps of:
receiving at the host system (30) the encoded message (310) from a message
sender (10) addressed to a plurality of message receivers, wherein the encoded
message (310) comprises a digital signature, a certificate and a message body (15);
determining whether any of the message receivers has a corresponding
wireless mobile communication device (100); and
for each message receiver that has a corresponding wireless mobile
communication device (100):
processing the message (310) so as to modify the message (310) with
respect to an authentication aspect in order to reduce the size of the encoded message
(310), wherein the processing of the encoded message (310) includes verifying the
digital signature and rearranging the encoded message (310) so that the message
body (15) is transmitted to the wireless mobile communication device (100) without
the digital signature, and the certificate;
transmitting the processed message (80) to a wireless mobile
communication device (100) that corresponds to the message receiver; and
transmitting to the wireless mobile communication device (100) an

indication of the digital signature verification status.

2. The method of claim 1, wherein the encoded message further comprises a
certificate revocation list, and wherein the authentication aspect further comprises a

certificate revocation list aspect of the encoded message.

3. The method of claim 1, wherein the message body (15) is re-packaged into an
electronic envelope before it is sent to the wireless mobile communications device
(100), the envelope being removed before the message body (15) is presented to the
message receiver.
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4. The method of claim 1, wherein the processed message (80) is encoded,

compressed, and/or encrypted before it is sent to the wireless mobile communications
device (100).

5. The method of claim 1, wherein the received encoded message (310) is

encrypted, the method comprising the step of decrypting the received message (310)
prior of verifying the digital signature.
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