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_l,ﬂ}A MECHANI SM FOR SECURE TENDERI NG | N AN OPEN ELE CAE -y el d
of the Invention The present invention is directed¥ Mogderhl t5t8e - 2
-field of computer networking, and, specifically, to & h&i st a

provi des secure open tendering in an el ectronic business enviZcﬁﬂrAPrR]Qgg
Background of the Invention Broadl y speaking, el ectronic business can be
t hought of as any type of commercial transaction, or part of a transaction,
carried on through a conputer network,?a configuration of data processing
devi ces and software connected for information exchange. Comput er
networ ks can be classified according to the extent of their security. Open
networ ks, such as the Internet, do not have in place any intentional

i npedi ment4 MECHBANISMEOR SHCHRE FENPERING AN ANOREY ELECIRONIGNETMHORK
limtations of hardware nmay slow or even stop a transmi ssion, but this is
random and_uni ntentional .) On the other extrene, conpletely closed

net wor ks pHgigogme ieti cation for a defined group of users over dedicated
hardware with no external |inkage. Mst networks used today by comerci al
enterprises such as busi nesses and governnents have external commrunication
| i nks to tThe presemtrimentiorhis tirgnteal, ingdenéralf ®rthafield of empated neterbkings asl, fpesifically,

external uysers wth ecial filtering sof.tware usually referred to as a
"1 rewal | "0 H3pestaieny HEF proyidos SREFF oRgrteREnS It an SHRBC RANBRH RRES R at and
"hacki ng" fromexternal users, users on the.internal network can safely
access the | nternet Bus| nesses or governnments may extend their closed
net wor k CMQQPMME@}Q& trading partners (e.g., suppliers) to allow
the partners to gain limted access to their internal network resources

such as inventory database so _that adequate inventory |evel can be
mai nt ai nedBroadly speaking, electronic business can be thought of as any tjpe of commercial transaction, or part

of a transaction, carried on through a computer network, a configuration of data processing devices

and software connected for information exchange.

Computer networks can be classified according to the extent of their security. Open networks, such
as the Internet, do not have in place any intentional impediments to the free flow of information.
(Network traffic and the limitations of hardware may slow or even stop a transmission, but this is

random and unintentional.)

On the other extreme, completely closed networks provide communication for a defined group of
users over dedicated hardware with no external linkage. Most networks used today by commercial
enterprises such as businesses and governments have external commqnicat_ion links to the Internet,
but protect internal files and databases from external users with special filtering software usually
referred to as a “firewall”. Provided the firewall software is robust enough to withstand “hacking”

from external users, users on the internal network can safely access the Internet.

Businesses or governments may extend their closed network connections to their trading partners
(e.g., suppliers) to allow the partners to gain limited access to their internal network resources such

as inventory database so that adequate inventory leve! can be maintained.
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2 Inprovenents in conputer hardware and software have made the | nternet
“and ot her "open" networks an increasingly attractive arena for conducting

el ectronic comercial transactions. Unlike closed systens, dedicated

communi cation |inks are not required, and a potentially greater "audi ence"
(custoners, suppliers, etc.) can be reached. One area of significant

devel opnent over the past few years has been in the area of securing
transm ssi ons agai nst interception or corruption (tanpering) by so-called
".hackers" or other third parties not intended as recipient. This is an
absolute pre-requisite to any communicatiZ2on of a commercial nature, since
these can jnvolve the transm ssion of sensitive financial information, from
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To conduct secure comruni cat | ons, aut henti cati on and encrypt 1 on
t echnol ogi %’§tealﬁ>edqd&qmdrmmumnah@mmﬂcsa4r¢ o9t fequired, prdoy ipeftentiallp eerstert ‘Gudience”

net wor K t halst&m a network user or a network client) is
i ndeed thg(%osne ll%rseléfc) {J%reg%ed Encryption is to prevent a network

entity from acce55| ng the confidential information for which |t I S not
aut hori ze 0 CeSSs. . hj r arty.authentication,i s, one ecur.e
communi car i a4 8 Mifoant eveloBain pvBLlng 3% (62 Vet nas i M pee? oFiEME e
known tru sﬂradmtshbnsiagamst itebeehticdr cobduption (Pnplerixgs) lby ss-cilled “Hdékerblasmhemﬁel
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"The evol ution of the Kerberos authentication service,"” EurCOpen Conference
Pr oceedi ngROnSWRSF oreslit carg sumbers 39 preferepiial pustorsr PEsiBg qfd drformatiop thet regujres

secure congpdﬁyag)ag‘?%rh?&d%u@t érgggdn?lfl?&d&gl ent first contacts a Key

Di stribution Cent Ing itself and presenting a nonce (a
non-repeating identifier), in requesting credentials for use with the -

particul ar asse I es n l, ude
key, the n%%?e ancti smi? ngnumf'ﬁ fl%‘iﬁetn&cag tagcfl eéﬁ} an h|H(gn spec?’%’g
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nonce and g&f B&f‘esdiﬂgethé b@dﬁbntlal information for which it is not authorized to access.

Third party authentication is one way to secure communications between a client and server over an
open network. One well known trusted third party authentication protocol is the “Kerberos” model
developed by MIT. (See for example J.G. Steiner, B.C. Neuman, and J.I. Schiller, “Kerberos:
Authentication service for open network systems," USENIX Conference Proceedings,

February 1988, pp. 191-202; and J .T. Kohl, "The evolution of the Kerberos authentication service,"
EurOpen Conference Proceedings, May 1991, pp.295-313.) In the Kerberos model, in order to
secure communications to a server, the client first contacts a Key Distribution Centre (KDC), by
identifying itself and presenting a nonce (a non-repeating identifier), in requesting c;redentials for use
with the particular server. The KDC assembles a response that includes a session key, the nonce and
aticket. The ticket identifies the client, specifies the session key and lists start and expiration times
for use of the ticket, and is encrypted by the KDC using a key shared with the server. The KDC
returns the response to the requesting client which decrypts it, checks the nonce and caches the ticket



3 for future use. Wen the client want to communicate with the server, it
“presents the ticket and a freshly-generated authenticator to the server. On
recei pt, the server decrypts the ticket using the key it shares with the
KDC, and uses the session key fromthe ticket to verify the client's
identity and that the time stanp is current. Ker beros is based on
Needham Schroeder's much earlier work on trusted third party protocol: R M
Needham and MD. Schroeder, "Using encryption for authentication in |arge
net wor ks of conputers,”™ Conmunication ofthe ACM Vol. 21, No. 21, Decenber
1978, pp.993 999; and R M Needham and MD. Schroeder, "Authentication

Revi sed, " Operating Systens Review, Vol. 21, No. 1, January 1987, pp.7.
Conmuni cat ifesrfstusanseh Veanchy glieatiwanide aommmyicatst wish thedemver, Bresoms Yredishetrand a

encryption D g t
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and RC2 andt sR@ds withbt BPEdandyiserBie sBaston kefnm the fickento verifydbecliently ijerttitpand that

al gori thmséﬁlre known. as_synmetric key encryption al gorithns since both

sendi ng an A %SCBEF Yies share the same encryption key. The encryption
key must be connunlcated secretly betmeen sendi ng and rece|V|ng parties and

the key nu be t et ci at thsmretrlc encr tiQn,
there is k%ﬁ?ﬁﬁfé@f@ Nﬁﬁ&@%%‘?@%ﬂ‘%@%m\‘ worE e tuster] ghi Teated,
di stri but edqeemhﬁmdmar&he&&&r'w%@h@xﬁsewmm@mge@mm c&‘camgbdem
particularly when one client or server has mllions of correspondents. The

di stri but i GTPMEECALORAS eI ol 2] eNe toqcember 4378, RRFIOP 9995889 R M Negdhaz and
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probl em The public Key crypto-systens are afso known as asymetri ¢ key
systens siné@87.apckyption keys are different fromdecryption keys. In a
public key crypto-system there are a key pair, one is known as the public
key, and the other is the private key. The public key as by its nane is
made publ i chanoneuaﬂrbﬁ@mpmbusMgahﬁ@fstaodwd:ms staridaticencypii@salgorithmd, sach

rivate key i pt. . Sec want s n d.send

DT OE ) e e SRS debhedn it moFSPich SGalf RS, SaE ol rReeRet? e,
sends the anekypEbe dlghtitian (DHR), aldznczdﬂ@kmptdew@e@fbym BataBbaxity Thé) OTlick®
private key. Since only B knows its private key, . there is no others Mhﬁgf|

decrypt t henEHBHYDalgerithms are knAwn @5 symmettif,key rpPipsAlgosithms sinoe batly sendius
kept. Si nCeedehfhgfibithre et EedtRBcH 1YY Phd QRdryphich 185 GPEd QrkhiddRid secretly

between sending and receiving parties and the key must be kept secretly. Associated with symmetric

key encryption, there is key management which handles issues such as how keys are created,
distributed, stored, and destructed. The key management can be a problem, particularly when one
client or server has millions of correspondents. The distribution and management of the symmetric
encryption keys can be a nightmare. The invention of public key crypto-systems has resolved this
problem. The public key crypto-systems are also known as asymmetric key systems since encryption
keys are different from decryption keys. In a public key crypto-system, there are a key pair, one is
known as the public key, and the other is the private key. The public key as by its name is made public
so that everyone who wishes to access it can access it. The private key is kept sé'cretly. If A wants
to encrypt data and sends to B, A first find B's public key and encrypt the data using the public key,
then sends the encrypted data to B. B can decrypt the encrypted data using its private key. Since only
B knows its private key, there is no others who can decrypt the encrypted data. Therefore, the

confidentiality of data is well kept. Since the current public key encryption and decryption is not



A efficient conparing to the symetric key encryption, a common approach is
to create a symmetric key known as a session key to encrypt data, and to
use the public key of the receiving party to encrypt the session key. After
receiving the encrypted session key and the encrypted data, the receiving
party first decrypts the encrypted session key using its private key. Then,
It decrypts the encrypted data using the session key. To be able to depl oy
the public key systens, the public key infrastructure (PKI) is required,
whi ch enabl es comuni cations parties to register thensel ves, and obtain
their and others certificates which contadns public keys and which are
verified by _the public key issuer known as the certificate authority (CA).
To conduct cBiclat FaspRasing tihs apminetnis key ercryption peremmen\eppioachsie tusreatpayyrenttric S
required. {e : ] enti al 1L Li.ons of . custonmers who
byt hi ngs par oy REY FRESCAARy to BherpuB Bl B 0L of i OR S ok b iR aetars
whi ch have eBE#N e vessiopdyi Aftehesceivieg thecencyptedssessionr kegxeadphe encrihbdaga, the

devel oped r ratocol called | KP (Inter.net, Keyed Paynent

Prot ocol ), @ev\c%ﬁgl# pgggﬁgﬂ?mg‘hqﬂgﬂéeeﬁmwtegéﬁfﬁ%l‘eyn‘és&géﬁ PE¥ate keve tﬁ‘gg’ 't;?{eéafptts %ad
debi t car d energpredidath asisg de semidn keg. Todehblow depldyankpublic ey HetemBate fuilie KellP:
Wi th assi si}%rrlgt&aufrg ] IV% GIE, %{los&g,- Net s,ca@e, SAIC, Terisa, and
Verisign, Wi ea AnieresPds eapimed, wbich gndhlas spmpuoications patiesdo registerthespsslves, and
known as Sebtainehelr a@d bihersicertifitats which coritaifsPabiic kepiand wiilth R elifle SIRAHE sumxgg nt.
card transactions over the _Internet. Mcrosoft and Visa |International have

al so devel 5% KBOWR 83 e gertificate aphasity (G4)- Tr ansact i on' Technol ogy (STT), to

handl e secure paynment with bank cards over the Internet. I nt er nat i onal
Application WO 97/415 for a "System and Method for Secure Network
El ect roni c TPaSpRdeat elaetrouie drainsaciionsdovesah @per oetwork, skwwé paymeent isntequirdds Secure

di ted t ' | [ =\ I t | 0
and ar chi ¢ Sare bt WAy oBIERAUG L uRER bER rs dh SEE oBE e et TR
publ i ¢ key-déistenysecinerpaymént psdtocods which have beenaiebglomed is thepast fewl heurs Foi SRS

gat vy, andheay 4SBT opt BRI metdesied P robieHD: Heion
comuni cat deals with ansgaifipaymen Mehweahs SRR apfddit@sd dehiE Qarlitransti8 AbkeS sd,
it would appear .t atk%{%g@;s%?éem set _forth in W97/415 is no_ | onger

requi red. SRR f sins) ﬁﬁdi qniKP, ith gesighanceiram BMe 6T Fe Micratnfle Netscapa| e
and accept SAIC, IMTRASNMARV @HRigh B Ul MasterCard have developed a secure payment protocol known

as Secure Electronic Transaction (SET), as a method to secure payment card transactions over the
Internet. Microsoft and Visa International have also developed a protocol called Secure Transaction
Technology (STT), to handle secure payment with bank cards over the Internet.

>,

International Application WO 97/415 for a “System and Method for Secure Network Electronic
Payment and Credit Card Collection” of Verifone, Inc., is directed to permitting immediate
deployment of a secure payment technology and architecture such as the SET architecture without
first establishing a public key encryption infrastructure for use by consumers. The system set out in
WO97/415 involves three parties, customer, merchant, and payment gateway, and relies heavily on
Secure Socket Layer (SSL) to perform the communication and negotiation between the parties. Once
PKI is established, it would appear that the system set forth in WO97/415 is no longer required.

With improved security, the Internet has become a more reliable and accepted transmission medium
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for all types of commercial transactions. The use of open networks for
“tendering bid proposals in response to a call for tender is a natural
extension of electronic comerce, particularly where security neasures such
as .encryption, third party authentication and PKI are already avail able. An
invitation to tender electronically is usually not different fromnore
traditional formats; a non-extendi ble subm ssion deadline is set for
recei pt of sealed bids, and only those tenders filed by the deadline are
consi der ed. However, one issue that arises in electronic tendering not
present in other areas of electronic comerce, is the requirenment for the
tendering process to be fair, particularly where public noney is involved
(i.e., the invitation to tender cones froma governnent or other public

body) . ety adioblanaloliifixelgghy oni ¢ methods of bidding are used,
top

tenders received are not opened I medi ately, but are stored in a secure
| ocation (a | ocked box), often with a trusted third party such as an

accountin i QRE af.ter .t i .for bid subpi.ssi as_cl osed.
The chal | g}%g Eﬁlmr)lf %‘%3[&%0 nt e%?lg gé?déerfnécti“kr]grﬁwc’:sggr%%s roélgrfcetﬁta ?glspf%ot erg({ra’(r)w Y& 2
secur e enektensivreof clem@hiogommeta@, partitwarlyecheloseturitp messessispdh afenalypid, ahird

bids, that_can .be.entru to.a thir arty, 1f. desired., The.l ocked

't o mat | SHOLRRGH 50 BB aregdypvalpble 9 trviioh  teufer oornisse i youally
inviting wendffésot fom hdaSlraditinal fobMifts;|a0olR%kteAERS hibiiessivn FeAiine isQek for resdiptar y
of the Invgnt Qn. It is therefore an object of the present invention to

provi de s& Sistsrand orlydhoss gendgrsiiied by the degdling age qopsidared. pr ocur ement . | t

is also an object of the invention to provide a secure open tendering
protocol which does not require a third party holding the bid proposals to
be a trus&igveren oge jrsue that arigesdn llsetreni¢ tepderig noh preseny dm piben atess pb eleetoanicle

an el ectr %Qf-nfhettc‘eaﬁgﬁ{ei 1@@1’11%){1%&%} {h@ tém'eﬂk process to be fair, particularly where public money
is involved (i.e., the invitation to tender comes from a government or other public body). Where
traditional non-electronic methods of bidding are used, tenders received are not opened immediﬁtely,
but are stored in a secure location (a locked box), often with a trusted third party such as an

accounting firm, to be opened after the time for bid submission has closed. -

The challenge in the context of electronic procurement is to provide a secure environment analogous
to a “locked box” for receipt of electronic bids, that can be entrusted to a third party, if desired. The

locked information cannot be accessible to the third party, or to the party inviting tenders, at least
until the tender deadline has expired.

Summary of the Invention
It is therefore an object of the present invention to provide secure open tendering in the area of

electronic procurement.

It is also an object of the invention to provide a secure open tendering protocd‘l which does not

require a third party holding the bid proposals to be a trusted third party.

Another object of the invention is to provide an electronic tendering system in which:



6 1. the party requesting tenders (eg., a governnent agency) cannot see

the contents of bid proposals until the tender is closed; 2. athird
party holding the submtted bids does not see the bid proposals at al
whete the third party is not a trusted third party; and 3. no vendor
(bi dder) can see the content of any other vendor's bid proposal. In

accordancewith these and ot her objects, the invention provides a | ock box
mechani sm for safely storing electronic bid proposals subnmtted by vendors
during open tendering over a network. The mechani sm consi sts ofthe

follow ng elements: (i) a first encryption key shared only between a vendor
and a third party authenticator during the open tendering which is used by
the vendor Y or thapdtoreguesting tesders fempo genernment pgeneid cowms sty be comtentproff did t 0
submitting i . t .bid requester, (ii) neans held privately
by the bi dp?%ﬁ'ca%hg?xg?ﬂl%&?&or%léﬁ&%rs?dng the bid proposal inaccessible to the
third party authenticator foll ow ng subm ssion by the vendor, and (iii) an

el ectroni c ,reposid.ory for, .stqrin h ubm tted hid.proposal, until expiry
of the oper ten ééul%ﬂ’ény 'g\%lgl(l}g erfag‘f“%te‘ghfés g%eﬁggtts,ee Bﬁg’mﬁ?fa&sé\& ﬁté’iit"g’rer% Eltoh"d
di rect accessy ismot beustke third paitg; ahéposi tory -while the third party

aut henti cator does not, and preferably, the bid requester notifies the
third party authenticator of receipt of bid proposals. According to another

aspect, the.thi nd variok bidieh)tan bdead afntéﬂaéfaafrsﬁﬁﬁv&l@ortm B&sht ONi C.
repository and the bid requester does not. Then, preferably, the bid

request er doubl e-encrypts bid proposals it receives using its

privately- hﬁh&oﬂ%%% mm&es&ﬁ&g) rtms&ﬁﬁéﬁoaa&bi Rck &L st k&nsﬁegrn

proposals on to the t part aut’herti cator r storage. e |1 nve
al so provi @tesing eleetrénieibifl proposas/sublinitted dy vendersaiugiog ppani tendeswgiaier ngetivorlarTiepen

k. . i : ' i d i h i f blishi
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keys generated froma specifi ut hentication sour.ce), receiving encrypted
bi d proposdl bég Braposal iy %‘F }“ﬁ‘ij’eisﬁ’g“r éﬂe @ﬂ?reﬁ?tsgbwa’éé@s@& BF‘E’°§3§ tq #pid LEAUCHIET, £1)
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submitted bid proposal until expiry of the open tendering. According to one aspect, the bid requester
has direct access to the electronic repository while the third party authenticator does not, and
preferably, the bid requester notifies the third party authenticatof of receipt of bid proposals.
According to another aspect, the third party authenticator has access to the electronic repository and
the bid requester does not. Then, preferably, the bid requester double-encrypts bid proposals it
receives using its privately-held encryption key, and forwards the double-encrypted bid proposals on
to the third part authenticator for storage.

The invention also provides a method for providing secure electronic tendering in an open network.
On the bid requester’s side, this method consists of publishing an invitation to tender electronic bid
proposals (the invitation includes a requiremént to encrypt bid proposals prior to submission using
encryption keys generated from a specified authentication source), receiving encrypted bid proposals
and rendering their contents inaccessible to the specified authentication source, and, on closure of the

tendering, obtaining the encryption keys from the specified authentication source for accessing the



T b|d proposals. On the side of the third party authenticator, the nethod
“consists of generating an encryption key to a vendor for encryptlng a bid
proposal to be subnmitted by the vendor to the bid requester in response to
a tequest, maintaining the vendor encryption key secret until notified of
expiry of the open tender, .and on the expiry of the open tender, forwarding

the encryption key to the bid requester. Brief description of the

Drawi ngs Enbodi nents of the invention will now be described in detail in
association with the acconpanyi ng draw ngs, in which: Figure 1 is a
schematic diagramillustrating a typical 7open tender situation in an

el ectroni c environnent; Figure 2 is a flowdiagramillustrating a process

for third bphproposals. h@nthiecsidei afithé third pery autientpeor, the mbtrodrgnsys ofgrnematiog eh ng
to the pr dlrret of the.inv nt| i flo .
i agr an o SAEP R ETR TG it smiydPine Y BF bepPy o e ibBed sl SeRick i€ My

storing bireguesteci mmnsentotmEqmandmntmnmg de srendor iehcrwtimhrkyy odcrdt Imatilt mtified of
subm ssi on _deadl.i ne, to one

spect t| on; Figure
351 a {5 i et P g S e B tpde, B paie e roByREgr et t the
process f aid ®g@dsteg!l y storing received bi ds until expiry of t he tender
subm ssi on deadl ine, according to another aspect of the invention.
Det ai | ed Description of the Preferred Enbodi nents As illustrated in Figure

1, there q;&fggggﬁﬂidaque@mgl%ﬁl ved in a secure open tendering process
according to e preferre odi nent of the invention, a vendor 100 who .
want s to {mbedimeptsiof the invgntignowillaqwebstdescribeiin defgitin aa@c&n@fwrélp thewaeomnsaying and
athird pacfr&%n@é"“’v@ﬂ&ﬁ cating body 104. _

Figure 1 is a schematic diagram illustrating a typical open tender situation in an electronic

environment;

Figure 2 is a flow diagram illustrating a process for third party authentication in a secure operi

tendering system according to the preferred embodiment of the invention;

Figure 3A is a flow diagram continuing from Figure 2, illustrating one process for securely storing
bids received in the tender process until expiry of the tender submission deadline, according to one

aspect of the invention; and

Figure 3B is a flow diagram, similar to Figure 3A, illustrating an alternate process for securely storing
received bids until expiry of the tender submission deadline, according to another aspect of the

invention.

Detailed Description of the Preferred Embodiments
As illustrated in Figure 1, there are three parties involved in a secure open tendering process
according to the preferred embodiment of the invention, a vendor 100 who wants to be a supplier,

a bid requester 102, such as a government body, and a third party authenticating body 104.



.8 The present inventionis not limted to any particular type of hardware

“and software support for such a system provided the party conponents
support network/Internet access and nessage di gest, encryption, and digital
signature technol ogies to assure integrity, privacy, authentication, and
non-repudi ati on of communi cati ons between the parties. For exanple, a
commercial tendering systemfor a large organisation is described in
comonl y assigned application titled "A Token-Based Deadl i ne Enforcenent
System for El ectronic Docunment Subm ssion”, and filed in the Canadian
Patent O fice on January 30, 1998, as AppBication No. 2,228,331, (IBM
docket nunmber CA998-003). In that system a master buyer server operating
under a M crhe@espent inventions ntingise tepany pertieujas tyng of Barfwere andipfiyageswpport for such
requisitions FSd ' | ' | :
B T R e e R R S
RS/ 6000 openemypiion, sapdt digitab sighatureateghmplogiey toviasshreainfegrigwativacy.hatheptieationt and he
net wor k wi thj . i Lon fr ernal network. Communications
with suppl i“g?ge%ﬁga“?{%?’ra‘g’“%g‘;"t“%ﬁ%'t&tb%&%"g%ae gltrugg'are handl ed by security
sof tware which automatically builds a secure structure before forwarding a
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publishes invitatigns to tender on_a tender bulletin board that includes
sof t war e abumissiono and filed fn-the Fanadisn Patent QOffice on Jagyary, 8P,,}1998, as Application No.

suppl i er s/ vengans ) dodet sunlbef CASIRARE). I Bt syﬁémrr%aéf&lts@yepéav& WPty wids L O

the system using subm ssion software operating on operati-ng systenms with
net wor k/ | ntaeMiesesofic Waadows NER operatinp\sySsmcoligdt purriiase srguisitiony fiefa iasidesthe id:

Third party, .C el . r - Laur e
1 o bl d v SR SreaEiBh 00 Sl Bl ls GGl inf BRI gc e B Gt ! ©

t he requi r cmeliBM RS#6000@ceriting systne behbmies gatewayrveithls firswelhthat profeetsi the hetmork he
time frame i.n.which the.tenderin rocess.-wWll remain open and bid..
proposal s Ca ‘"\E,)\@eé’ﬁﬁ?ﬁ’ts?tfo 3?“?’ Wefgt@g'ﬂflg‘?%?r}(‘e °‘8W88gﬁ%ﬁ€%?‘?“efﬂ?gﬂﬁfw}$&¥? BAY o
tender al sauttatcddsardhah@ediby REEY sdftvadre Whicls AfchiticallyMilakd setire Stdtsre before
obtai ned a propgsal identifier (discussed belog%@grio to subnitting a,

pl anned bi m@%ameswoa%w%w dherferrqrian ¢ eSurg STRiyrgt 1t Yecetves

;9 ncry Et | on A tHeRiwdrR e ¥@BAB Forlwhrd flail #Rssages 86 6th¥ionipBfentd dh tRE RRASA hedforr
o submi ssi on. .
to process. The master buyer server publishes invitations to tender on a tender bulletin board that

includes software able to notify external parties (i.e., potential suppliers/vendors) of calls for tender.
The vendors make bid submissions to the system using submission sofiware operating on PC
operating systems with network/Internet access, such as IBM 0S/2® Warp, Microsoft Windows®
95, etc. Third party authenticators have similar support. |

Referring back to Figure 1, a bid requester issues an invitation to tender (step 1) that sets forth the
requirements for tendering. One necessary requirement to publish is the time frame in which the
tendering process will remain open and bid proposals can be submitted. In the prefeired embodiment,
the invitation to tender also includes a requirement that prospective vendors/bidders obtained a
proposal identifier (discussed below) prior to submitting a planned bid proposal. The proposal
identifier accompanies a secret encryption key that the vendor is to use to encrypt the bid proposal

prior to submission.



. 9 Thus, in response to the bid requester 102 issuing an invitation to
“tender (step 1), vendors 100 respond by indicating an intention to subnit a
tender and requesting authentication to do so (step 2). The bid requester
102 passes each authentication request on to the third party authenticator
104 (step 3), which in turn provides each vendor's authentication directly

back to that vendor 100 (step 4) or indirectly through the bid requester
(not shown). Vendors 100 can then use their authentications to submt their
bid proposals to the bid requester 102 (step 5). These proposals are kept
in a bid cache 106, that could be located either with the bid requester 102

or the thi arty 104, untj.l the cl i.ng. day .of the tende wever

i tner ' ndnl R bnaistita Hhe b8 rghefral e 3t R deioufi frsp e eTehibs 100
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i nformati on on the tenders, which could constitute the encrypted tenders
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(step 8). The secur'e open tendering proto e preferr ments
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publishes an invitation to tender through any usual neans (bl ock 200). This
(<}

can i ncl uddenseRseVhirk ponld conséytsiba enerpted endsrr thempghipsil hedhinkrartidingtp shresachy
adver ti Si ngub OO Bk 86 i@ Rlofied 402 cPbifel ot id 118141 nd 8BS (1R sh ol oRl b
suppliers directly through el’ectroni ¢ or non-e€lectronic neans. A vendor
who wi shes (step 8espond to the invitation te tender first. nakes a request to
the bid requester

The secure open tendering protocol of the preferred embodiments of the invention is based on a
public key infrastructure (PKI), where each party involved in the open tendering has a public
encryption key and a digital signature key stored in a public key repository such as an X.500 directory
or a public key database. These keys are certified by a Certification Authority (CA).

This secure open tendering environment can be implemented by following the process set out in

Figures 2 and 3.

Referring first to Figure 2, the bid requester (eg., government agency) publishes an invitation to
tender through any usual means (block 200). This can include advertising through non-electronic
media such as newspapers, advertising through electronic media such as websites, and notifying

known suppliers directly through electronic or non-electronic means. -

A vendor who wishes to respond to the invitation to tender first makes a request to the bid requester



.10, for a bid proposal identifier by electronically sending the bid
request er a REQUESTI D nessage (bl ock 202). The nmessage contains the date
and the vendor's digital signature. On recei pt of the vendor's REQUEST I D
nmessage, the bid requester attenpts to verify the vendor's digital
si.gnature and date information (block 204). Failure to do so results in an
error nessage being returned to the vendor (block 206). If the signature
and-date verify, the bid requester registers the vendor by generating a
proposal .identifier (block 208), which it sends to the third party

aut henticator asking for a session key that w Il be used for encrypting the
vendor's bid proposal (block 208). This vendor's session key is a shared
“secret bet feleh bidhsorasalddentifiercbyt dhestrohically spalingytheibitl iréquesier & REQUEST UBhinsshgn
deadl ine h d dering.ds,closed. O £ ecel Vi the bid -
requester' ?lﬁggsa 'eTrﬁé;glﬁéesg% cr?éﬂagg\%endc?gerangghsesvlercl)dr\orlgéiilg,mf1 na{& i'rd party first
verifies the bid requester's digital signature and date information (bl ock

212, el se . bl pck 214, rpn an err.or..nmessage._ to the hi.d ,
Fequest or) Ooapfin? of B wiian SHQUEN 1D it iy FRRR SpiRe i weef e vencor's
request ed \digitdlignateraihd datkiforiition @ock26)). Failure BCdd/dotrSsulth inlkief@r h@ﬁaﬁeﬂ%ﬁ%’ 'S
public encrx tion 5\(; (bl ock 2%%;5. The third party returns the encrypte
sessi on key ftealegﬁ% ﬁﬁf&gr (block20RkGf thersiampiurersnd date Xerfy.thebid smauester gpgidtens dhe he
dat e i nf or RRadoPBy éneratitipH frafosa idRdHer (bfoc bosh Nenitihit §eld PR the/shird B@&tﬁéﬁh&&or

party has direct access to the vendor, then the REG STERED | D nmessage IS

f or war ded d@siRgfer §/sessipnikier thatwillbe used fercsuerypting thovegyor’s tid pieposahiblagk 388 yThitoes
not have di ] is a\ael , %@&B ' I

be retur neafeﬁ%&tsﬁieﬁﬁl&gk elatt?ester Qg%ﬁobc S ?E)J%Egig)qﬁ 1l C di n ur%qggrtév\%?%s
t he nmessageulmissieon ddadlingdasipassddand tdnd@g)is closedhe vendor receives the

REG STERED | D nessage generated for it to obtain a, proposal- identifier,
and verifies the digital signature and date information. If the nessage is

f rom th _hedt IO recepgtite i feqadstey’s énbéasagyfe@aghgamw sbésio;ﬁ'kéj(égl?éthﬁﬁbéé?ﬁ&tfvéiﬁés

the thnir rty's siqnature an te I ormpat| o N 0oC , €el.se go
to bl ock Zg%bé%q‘? § ﬂ%ﬁ*@é’é@ﬁ@mﬁpw(ﬁe&ﬁ% éls"p%ﬂftoﬂ‘?c.lz‘é%“t% rB‘P%’er
hand, if f%%ﬁéﬂﬂ&sa@&tdtﬁ@bi&?&[?&%ﬁ‘ rAfePInR G LrifRdrion, the BRI ﬂ%ﬁy%eﬁelbﬁe%thé féaugsteded

party's and requester's signatures and date information Shou e verifi

(Bl ocks 228°0der ssesigkey PlogkgdR) apd gocayns i wsing the verdasismyblicasatien ke (blaek 218
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also contains the date information and digital signature of the third party. If the third party has direct
access to the vendor, then the REGISTERED_ID message is forwarded directly to the vendor
(blocks 220,- 226). If the third party does not have direct access to the vendor, then the
REGISTERED_ID message must be returned to the bid requester (blocks 220, 222), which in turn

forwards the message on to the vendor (block 224).

The vendor receives the REGISTERED_ID message generated for it to obtain a proposal identifier,
and verifies the digital signature and date information. If the message is from the third party directly
(block 230), then this verification is for the third party’s signature and date information only (block
232, else go to block 234 and return an error message to the third party). On the other hand, if
forwarded by the requester (block 224), then both the third party’s and requester’s signatures and
date information should be verified. (Blocks 226, else go to block 238 and return an error message
to the bid requester). If the signature(s) and date information verify, the vendor then decrypts the



11 encrypted session key provided originally by the third party, by using
“its public key (block 236). The vendor generates a bid proposal or tender
incorporating into it the proposal identifier (block 238), and encrypts the
proposal using the session key (block 240). The encrypted proposal message
I.s dated and digitally signed by the vendor, and returned to the bid
requester which, on receipt, first verifies the date and signature

i nformati on (block 242, else go to block 244 and return an error nessage to
the vendor). Since the bid requester does not. have the session key, it
cannot read the vendor's bid proposal at lthis tine. Fi gures 3A and 3B
illustrate alternate methods for securing the bid proposal in an electronic
"| ock box"engrypiell sessipi key psdvidederipinglly by Bieitluesi party.dwading itepubhiekeyAblockh23f). The
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date and bighdseéoniaprdposal aflitel tiRd. Si gnature (block 302, else .go to block 304

and return an error nmessage to the bid requester). In the preferred

enbodi nent, after .verifying the date and digital signature contained in the

doubl e- encg; - LI |

recei pt ofﬁﬁggé%gggﬁ% r ec% i gﬁ%eo&lt eés\?d’err?g%“?sé%bz g%gg%ﬁ/n%t e ﬁﬁﬁ‘*

ot her syst bord untidxgirp of thebidospbohistion dewdtine whengll bidgroposdoare ofentd togethehi d
recei pt, including sending the receipt directly fromthe bid requester to

t he vendor. A token-based system where the vendor obtains a tine-sensitive
token to aRtfefingifistith Figdure!3 Araepsaifyif the datk andswdndorls digigl dignaturscdnbained dinjtect
matter of the apove r%L%&gnced | BM application for "Abipgen-Based Deadl i ne
Enf or cemenProRRekesags, the-bid Cequeter SeRsSeEbIPAUGIRFIR ko, called a pquester Sessignrey,
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the third party stores the proposal in a safe repository, or cache until the
t ender cl oBevilizhedkephpeseatlymathe bid requester itself. A message containing the double-encrypted

proposal is dated and digitally signed by the bid requester, and forwarded to the third party (block
300) which verifies the date and bid requester’s digital signature (block 302, else go to block 304 and
return an error message to the bid requester). In the preferred embodiment, after verifying the date

3

and digital signature contained in the double-encrypted proposal message, the third party forwards
evidence of receipt of the proposal directly to the vendor. It should be noted that other_systems could
be employed for notifying the vendor of timely bid receipt, including sending the receipt directly from
the bid requester to the vendor. A token-based system, where the vendor obtains a time-sensitive
token to attach to the bid proposal prior to submitting it, is the subject matter of the above referenced
IBM application for “A Token-Based Deadline Enforcement System for Electronic Document

Submission”.

Once the bid requester’s signature and date information have been verified (block 302), the third party
stores the proposal in a safe repository or cache until the tender close date (block 308).



.12 After the deadline for tender subm ssions has expired, the bid requester
“generates an ACCESSREQUEST nessage (bl ock 310) which it sends to the third
party to require the proposals to be delivered. The third party encrypts
the vendor's session key using the bid requester's public encryption key
(block 312), and attaches the encrypted session key to the double-encrypted
proposal (block 314). An ACCESS_GRANI TED nessage with the encrypted session
key attached to the doubl e-encrypted proposal is dated and digitally signed
by the third party, and returned to the bid requester (block 316). Af ter
verifying the date and third party signatidre (block 318, else go to block

320 and ret ssage to the third party), the bid requester uses
its own pr #ﬁf etiﬁege"‘fﬂbned of JeHder Hubmissions, has Sxitef.othe did FRspesernaenerasosen| y

shared onl WORESSREQERIP inedvage ik @lm;auhtcy it (MO L th Sl pardd rxtitt;e theV}ﬁ»éposals

encrypt ed by the third party using the bid requester's public k
di scussed fh er‘éfth&t%nTtl%thyri@eﬁy gnarypts the aendpris seasiqndsy aping rhehldaseest@hepubhc

decrypted ¥ to
Lo Yo 0 oS 85820 Ko il e i1, 5Bt SEE Sty
whet her or (Hegk 3H0. tAn Aﬂcﬁéﬁtﬁmmgeasm withthpenspypeed| sessionikey attashedtoothet he

subm ssi ony Lyt can
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only a si ngiqeesterdblpelt 31), rat her than double encryption, is used. The third
party can still be either trusted or untrusted. This alternative nethod
is illustrated in Figure 3B. After verifying the date and digital

si gnat ure afatwiifying thotiatdd BidpRaaRLigHRecEBEk T8y etidad bfoak BZ0MidFethfifangidr0d
of Figure 2, the brd requester ﬁenerates a PROPOSALRECEI VED nessage on the

encrypt ed YyesteR s W BTYRE epdo Ww&@am@emsmoer

and date i at;prnmhlm f&f'm drfyashad thé bt:ﬁekanaﬁﬂi}d p;frttﬁ(btycré 3§gqmﬁtvﬁrch was
digitally signs the PROPOSALRECEI VED nessage, and sends it to the third
party (bl oéhergsad by tieithied partr using thhbldempgtgtsemblm key pasmo@saetd in melattosx tg\htock

cache

312). The bid requester then uses the decrypted vendor’s session key together with its own secret

session key to decrypt the vendor’s bid proposal (block 324).

This system can be used whether or not the third party holding the bid proposal until expiry of the
submission deadline is a trusted third party.

An alternative protocol can be derived from the secure open tendering protocol described above in
which only a single encryption, rather than double encryption, is used. The third party can still be
either trusted or untrusted.

This alternative method is illustrated in Figure 3B.

After verifying the date and digital signature contained in the proposal message developed following
the method of Figure 2, the bid requester generates a PROPOSAL_RECEIVED message on the
encrypted proposal received from the vendor using the proposal identifier and date information of that
proposal (block 350). The bid requester digitally signs the PROPOSAL_RECEIVED message, and
sends it to the third party (block 354), while stering the encrypted bid proposal in its own cache



. 13 (block 352). It should be noted that the bid requester does NOT send a
“copy of the actual encrypted proposal to the third party which holds the
vendor's session key for decrypting the proposal. Thus, the third party has
no_access to the encrypted bid proposal even though it shares the
encryption key with the vendor. After verifying the date and digital
signature contained in the PROPOSAL RECEI VED nessage (bl ock 356, else go to
bl ock 358 and return an error nessage to the bid requester), the third
party forwards evidence of bid receipt to the vendor (block 360) and keeps
t he PROPOCSALRECEI VED nessage in a safe répository for a future

non-repudi ati on g)urpose (bl ock 362). After expiry of the tender
subni ssi or{blgelk 52)t kehdyidbernataddlat the biskraqiester daesNREGRIRSTCope oftheyectea endgptedi r d

party to r i %.%ﬁﬁg ' o8 S| ot ' C ted
pr oposal 6%%%%%%%%3). e9ﬁﬁ§%§5§§?¥§”§%%ffﬁ?§ﬁ§ﬁ§§g%%§P5ﬁ?§§§“§ﬁ§$EQM%’
bet ween t e third party Habeo weeshao thdmnerypied dhid frepdsil dvenshougbiitesharss thelbicryption key
encryption .lﬁ’g%a(,bxlwock 366). A KEY_GRANTED nessage contai ning the encrypted

session key €third party's digital signature is sent to the bid
requester (block 368). After verifying the date and third party signature

in the KEY NTED nessage (bl ock. 370, el se go to_bl 7 turn an
error nes sﬁé?‘fe&gt‘%n&‘? ﬁ‘l"‘tred’-“é Shatigh signapyze b‘?“ﬁ?‘“f"g dfhé@ £ g&@?@iﬁﬁéﬂw sintima i
key to dechRk 356110 Y BIRE 388 BstPfensim S drahestady toMhk Bid réfusstéry) thedhirdl pahar ed
only by the vendor and third party (block 374

! ] | . i, and whi ch was encré'ted by
the third foavards ayisereg of bid receigliodheendor hlonki360)angd kesps the EROBQRAL RE gﬂ% on
to bl ock 1 SHtS r u < b ndor's sessi on
key to de??%%gegﬂgs%ge gr' S g‘?‘?%ﬁ%ﬁ%@ﬁ‘ % gllgggﬂg%@B%géngodi ments of the
i nvention that would be obvious to the person skilled in the art are

. I nt ended tRﬁg'eexgl%y &f t%g te,b&c/iefS S8 essigr]:cl d&@,%@ﬁﬁ ?&qgger%«]erﬁ's IaT%’EY_REQUEST message to
the third party to require the vendor’s session key to access the vendor’s encrypted proposal (block
364). The third party encrypts the session key shared between the it and the vendor, by using the bid
requester’s public encryption key (block 366). A KEY GRANTED message containing the
encrypted session key and the third party’s digital signature is sent to the bid requester (block 368).

After verifying the date and third party signature in the KEY GRANTED message (block 370, else
go to block 372 and return an error message to the third party), the bid requester uses its own private
key to decrypt the encrypted vendor’s session key which was formerly shared only by the vendor and
third party (block 374), and which was encrypted by the third party using the requestér’s public key
(as discussed in relation to block 366). The bid requester then uses the decrypted vendor’s session

key to decrypt the vendor’s bid proposal (block 376).

* Embodiments of the invention that would be obvious to the person skilled in the art are intended to

be covered by scope of the appended claims.
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. CLAI M5 14 The enbodi nents of the
“invention in which an exclusive property or privilege is clained are
defined as foll ows: 1. A |l ock box nmechanismfor safely storing

el ectronic bid proposals submtted by vendors during open tendering over a
net wor k, conpri sing: a first encryption key shared only between a
vendor and a third party authenticator during the open tendering,
sai-d encryption key being used by the vendor for transformng a bid

pr oposal to an inaccessible formprior to submtting the bid
proposal to a bhg requester; meanps held privately by the bid
request er f6¥AP%ndering the bid proposal inaccessible to the third

party aut hemiegBddhed Ol REHGHR Wiahial BecR¥ive RSpdBNAPrivilgBE claimed are defifkd

el ectronic repository for storing the submtted bi'd proposal until expiry
of the opersfollows: tendering. 2. A | ock box nmechani sm according to
claim1, wherein the neans held privately by the bid requester for
rendering the bid proposal inaccessible to the third party authenticator

fol | owi ng sSubni #slbeirbdayndchanismeforckafelyatornnyg dlesteanic bid proposals sublittedtby yendss's dgringt he
el ectronic re]?osi tory for storing and retrieving bid proposals; and .

means for MBER FPAGTIPSONEr § BRTWOF RASWEt hent'i cator on recei pt and storage of

t he bid proposal; and wherein the third.party authenticator does not have
access to the electronic repository.. 3. .. A lock, box nechanism, .
according to cI_&i@%ﬂk@%ﬁ#ﬁ%%%@"‘%%@%@cﬂb@%&?
for retrieving bp&tm&m@;%@&z}ygﬁgms&%&d tHeQehdor FeARkbAkiNg 261 proposal
obtaining the first encryption’key fromthe.third party authenticator an
the expiry of t leanipaseessiigiform pyor to submitting the bid proposal to a bid requester;

means held privately by the bid requester for rendering the bid proposal inaccessible o the
third party authenticator following submission by the vendor; and

an electronic repository for storing the submitted bid proposal until expiry of the open
tendering.

2. A lock box mechanism, according to claim 1, wherein the means held privately by the bid
requester for rendering the bid proposal inaccessible to the third party authenticator following
submission by the vendor comprises: '
direct access to the electronic repository for sfon'ng and retrieving bid proposals; and
means for notifying the third party authenticator on receipt and storage of the bid proposal;
and wherein the third party authenticator does not have access to the electronic repository.
3. A lock box mechanism, according to claim 2, further comprising means held by the bid

requester for retrieving the bid proposal from the electronic repository and obtaining the first

encryption key from the third party authenticator on the expiry of the open tendering.

AR O A



.15 4. A |l ock box nmechanism according to claim11, wherein the nmeans

* held privately by the bid requester for rendering the bid proposal

i naccessible to the third party authenticator follow ng subm ssion by the
vendor conpri ses: a second encryption key held privately by the
bi d requester for encrypting the transforned proposal submtted by
the vendor; and means for forwarding the doubl e- encrypted proposa
to.the third party authenticator for storage until the expiry of the
open tenderi ng; and wherein the third party authenticator has access to
the electronic repository for storing and5retrieving bid proposals. 5.

A | ock box nechanism according to claim4, further conprising neans held
by the third party authenticator for retrieving the doubl e-encrypted
proposal from the|el 66t ﬁ)@éﬂa&ﬁﬁeﬁg&'dfng hY clatf I, 3Hale0thE I;}f'earﬁs' HeRf priAG] r%y H Jﬁlg Bid<ey
to the doubl e-encrypted proposal orma nessage, d forwardi

message t o regiestsr dorr repdesiog e bid prapesal dnepéessible to ﬂwethmﬁ) @hﬂit e\ﬁhwlpﬁgf fOHO@vmg

A met hod, g Rﬁﬂ e O¥ndfr Qinthfs&auesting party, for providing secure
electronlc tenderi In an open network, conprising: publ i shi ng
an invitation to tender electronlc b|d proposals said invitation including

ncrypti on Keys "gRnar spguten ke hoid pri o ROBENR Pinein of e lag Ris edoet
recei vi ng encry@h@dmhsdxmﬁapmﬁmtﬁmﬁﬂﬂambnder|ng their contents |nacceSS|bIe
to the specified aut henti cati on source; and

(@ =}

means for forwarding the double-encrypted proposal to the third party authenticator for
storage until the expiry of the open tendering;

and wherein the third party authenticator has access to the electronic repository for storing and

retrieving bid proposals.

5. Alock box mechanism, according to claim 4, further comprising means held by the third party
authenticator for retrieving the double-encrypted proposal from the electronic repository, attaching
the first encryption key to the double-encrypted proposal to form a message, and forwarding the

message to the bid requester, on the expiry of the open tendering.

6. A method, implemented by a bid requesting party, for providing secure electronic tendering

in an open network, comprising:
publishing an invitation to tender electronic bid proposals, said invitation including a
requirement to encrypt bid proposals prior to submission using encryption keys generated

from a specified authentication source;

receiving encrypted bid proposals and rendering their contents inaccessible to the specified

authentication source; and

—
0 g



. 16 on closure of the tendering, obtaining the encryption keys from
- the specified authentication source for accessing the bid proposals.
7. A nmet hod, according to claim®6, wherein the step of rendering the
contents of the bid proposals inaccessible to the specified authentication
solrce conpri ses: caching the encrypted bid proposals; and
notifying the specified authentication source of bids received. 8. A
met hod, according to claim6, wherein the step of rendering the contents of
t he bi d proposal s i naccessible to the speC|f|ed aut henti cation source
conpri ses: doubl e- encryptlng bld‘broposals received using a
privat.e encryptio ut hen |ca§1

D ouraes and" Y PO of e G Rie alsein e sramarkes i e e abnefhatinn

speci fi ed aut henbicafdr accesdiightid bitl prdpokals. saf ekeepi ng; and wherein
the step of obtaining the encryption keys fromthe specified authentication
source for accessing the bid proposals on closure, conprises obtaining the

doubl y-encrypted ﬂ{e%ﬁsﬁdcﬁrdﬁig%%la\imtd" wheRInERE lsheptdf Orenkeihg the esatédie of the bid
speci fied authentication source. A met hod, inplenented by an

aut hent i catRTBRPSHA magcessible t%h%ﬁﬂeﬂlﬁ%a‘%@fl?ai“@}sqqﬁc%ﬁ?n&’ﬁé% tender initiated by
a bid requester, conprising:

caching the encrypted bid proposals; and

notifying the specified authentication source of bids received.

8. A method, a@rding to claim 6, wherein the step of rendering the contents of the bid

proposals inaccessible to the specified authentication source comprises:

double-encrypting bid proposals received using a private encryption key unknown to the

specified authentication source; and

forwérding the double-encrypted bid proposals to the specified authentication authority for
safekeeping;

and wherein the step of obtaining the encryption keys from the specified authentication source for
accessing the bid proposals on closure, cpmprises obtaining the doubly-encrypted proposals along

with the encryption keys from the specified authentication source.

9. A method, implemented by an authentication party, for providing security in an open tender

initiated by a bid requester, comprising:

in response to a request, generating an encryption key to a vendor for encrypting a bid

proposal to be submitted by the vendor to the bid requester;

maintaining the vendor encryption key secret until notified of expiry of the open tender; andon

-——’_‘_—’_,_’___,__,'——-——-—
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.in response to a request, generating an encryption key to a vendor for

encrypting a bid proposal to be submtted by the vendor to the bid
requester; mai nt ai ni ng the vendor encryption key secret unti
notified of expiry of the open tender; andon

17 ' the expiry of the open tender, forwarding the encryption key to
fhe bid requester. 10. A nethod, according to claim9, further

conpri si ng: caching the bid proposal received fromthe bid

requester, said bid proposal being doublg encrypted with the key
gener at ed to the vendor and a private en fyption key of the bid

requester; on the f the open tender,  returni ng the bid
proposal at t ac HB"de’ipB'y Pﬁ@e\%?‘fﬂ@?&éﬂ%%g‘i“% Hhe encfyptlonlé@y/ tq he pigdeqpiesier equest er .

10. A method, according to claim 9, further comprising:

caching the bid proposal received from the bid requester, said bid proposal being doubly-
encrypted with the key generated to the vendor and a private encryption key of the bid

requester; and

on the expiry of the open tender, returning the bid proposal attached to the vendor encryption
key to the bid requester.
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