/\(IN*W!ERAPHIC SYSTEM COMVPRI SI NG AN ENCRYPTI ON AND DECRYPTI ON SYSTEM AND
A KEY ESCROW SYSTEM AND THE ASSOCI ATED EQUI PMENT AND DEVI CES 5 The
presgnt invention concerns a cryptographic system conprising an
encryption and decryption systemand a key escrow system and the 10

d b sed in
o octront o oyst Ao PRICHBLES S ot Sodfind SN AN ANLEHTY Gt 1o !

badges, contact| BECRY2TAON S¥STEM ANpP At RRy RSCRoW SYSHRMDNRRD. Tﬁge
majority of public key crxg ggf-%% ﬁstems (al so referred to as
asymmetric cryptography) EDt BREYPMENT: ANDRBEVERESypti on al gorit hm
20 published in 1978 by R R vest, A Shamr and L. Adleman, and then

pat ent ed under the title oCrypt ographl ¢ Conmuni cati ons System and Met hod>>
and the reference US 4 405 829. 25 The RSA system apart, there are very few
practical public key encryption nethods and systens. There is, however,
anot her system |ess well-known and relatively little used: this is the

El - Gamal syst éfieknowasieytt he tvehe iooA 3®pubkins- key crrwitﬁs%sta@mﬂmhd a
signature sch hased s rete Iogarlthms>> and pu ed in. the

j ogr nal | EEE ?T)Znsa(?}l on?;Jn n %f‘gr et on en?ﬁgé)rtylo’(}olal.on Cr¥BLipnq9gs,

pp. 469-472. system and a key escrow system, and the

10 associated equipment and devices.

It is particularly intended to be used in
electronic systems of the type comprising chip
cards, PCMCIA cards, badges, contactless cards

15, or any other portable equipment.

The majority -of p'ubl.ic. key cryptography systems
(also referred to as asymmetric cryptography)
_ existing today use the RSA encryption algorithm,
20 published in 1978 by R. Rivest, A. Shamir and L.
Adleman, and then patented under the title
«Cryptographic Communications System and Method»
and the reference US 4 405 829.

25 The RSA system apart, there are very few
practical public key encryption methods and
systems. There 1is, however, another system,
less well-known and relatively little used: this
is the El-Gamal system, known by the title «A

30 public-key cryptosystem and a signature scheme
based on discrete logarithms» and published in
the Jjournal TIEEE Transactions on Information

Theory, vol. IT-31, no. 4, 1985, pp. 469-472.
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2 An RSA or El-Gamal cryptogramis in fact a |large nunber represented in
a conput'er by strings of binary or xadecimal' digits. The cryptogramis
calcylated with the help of a software 5 cal culation resource (a progran
and/or a hardware cal cul ation resource (an electronic circuit) using a

series of cal g akban Sl g5 -cier eBerypLLgn -l gor i thmehaying o be

applied at the tine of processing a paraneters 1
in order to hind€"®h& coapP&rts et ethel processetbdaea. by ant analgagous

manner, the ¢yplogra i fededypl fd WdNothg helpyal &, sobtvare of

har dwar e cal cul ati on resource using a series of calc on ru&f%sl(st he
decryption 15 cd yorilegd appriied (bycttde reedipver of the creyptoghar) to a

set of secret l.i.c. _par ters and the cryptogram The encryption
syst em or rsreth%{1 %gﬁgstlu%% ofg(ggoilﬁcp%bli akeyp%/ﬁg&%d@r toa?)?z&fce £he

cryptogram Trerdeenyptionlrethodivses aepbinate kewmhi ehe£orpasponds to
the secret key. wi thout, however being, identical to i A user of an item

of portable electrdhilc ehutpHent, fs_c?rlg]&anpf’g aC?Sl%‘ﬁﬁBtcléjrrH, pBs§ésses a
pair of keys ((referradctgptdsom pulydcikay)andaa isecr eb key) dgpisepssunmed
that the public ketys are, known_to all .
at he "time of processing a set of parameters
10 accessible to all in order to hide the content
of the processed data. In an analogous manner,
the cryptogram 1is decrypted with the help of a
software or hardware calculation resource using
a series of calculation rules (the decryption
15 algorithm) applied (by the receiver of the
cryptogram) to a set of secret and public

parameters and the cryptogram.

The encryption system or method makes use of a
20 public key in order to produce the cryptogram.
The decryption method_Eses a private key which
corresponds to the seéret key without, however,
being identical to it. A user of an item of
portable electronic equipment, for example a
25 chip card, possesses a pair of keys (referred to
as a public key and a secret key). It 1is
assumed that the public keys are known to all
users whereas the secret keys are never
disclosed. Any person has the ability to
30 encrypt a message for a user by using the public
key of the latter, but cryptograms cannot be
decrypted other than by using the secret key of

the user.



users whereas the secret keys are never disclosed. Any person has the
ability*to 30 encrypt a nessage for a_user by using the public key of the
| at teer, but cryptograns cannot be deérypt ed other than by using the secret
key of the user. 3 By way of illustration, the operation of the

wel | - known RSA; al ,thmew [ 1 scr.ibed pbelow. 5 The. paraneters of the
RSA al gorithm%afegggy. WO éelclgg g%?i%rr‘ethun’bQFs BP&TF gt B8GualP finthg ze to
at | east 256 bit¢§l-FKhmesenprik®@Anunbeygsriartengenerptied Hd@ a PaskirGW A
manner, the dgtajl 10 of which is not essential to the understanding of

t he present invention but can however be found in the work <<Applied
Crypt ography, Algorithms, Protocols and Source Codes, by Bruce Schneier
(Transl atiqn nyh Mar ¢ Vauc#ai r 5 Thonson Publishing. 2. A public nodul us
n = pg. 3. A palt BF E¥POhERSs YenbfEd 322 &) I belRg 228 a public
exponent and d a secret exponent such that: ed =1 nod (p-1)(g-1) 25 The
exponent e, referred to as the "encryption exponent>> is accessible to
al | whereas the ude¥Pypt E6F SxpBrierits> AL Sr eRmidndect etequal in

size to at least 256 bits. These prime numbers
are generated in a particular manner, the detail
10 of which is not essential to the understanding
of the present invention but can however be
found in the work «Applied Cryptography,
Algorithms, Protocols and Source Codes», by
Bruce Schneier (Translation by Marc Vauclair),

150 Thomson Publishing.
2. A public modulus n = pq.

3. A pair of exponents denoted {e, d}, e being

20 a public exponent and d a secret eXxponent such
that:

ed = 1 mod (p-1)(g-1)

25 The exponent e, referred to as the «encryption
exponent», is accessible to all whereas the

«decryption exponent» d must remain secret.

In order to encrypt the message m, the sender
30 calculates the cryptogram ¢ = m® mod n and the

receiver or checking device decryﬁts c by

calculating m = c% mod n.

35



In order to encrypt the nessage m the sender 30 calculates the cryptogram
c = nme frod n and the receiver or checking device decrypts c by

calcqulating m=cd nod n. 35 4 As re@ards t he operation of the El-Ganal
algorithm this is a little nore conplex and.is of no particular interest
for understandifg t resen ve The present |nv n concer ns
a crypt ograph?df:g sy@%%%gggssrrprlttsﬂlgng a%né ggna |vé3€ubl ke&‘n{ 8
encryption/ dec {poirdrt sy st érnh whi ¢ls peueslenitslan mca&éerdmﬁpyext athe iRSA

nmet hod and to the mal _nethod and a escrow s stem According to
the invention 5pr 0\% sP éﬁ‘ﬁc%aé Th&E Rt ¢ &ﬁ\;ﬁ og P& §§/’§t]éh§1 co#if ni ng
the so- call eddesemat ei hogartidwm and factorization .15 principles,
conprises,jannng ot her things, public keys and a secr et key, and is
characterised in that the said public keys conprise, at least: 20 a. an
RSA nodul us n,Tlgeea;beresiemtsi Zen ¥ ban 1640 JddriSerhavi gy the éﬁ@é(ﬁ?)ﬁ‘p@&c
property: n = A + 1 X (BPB + 1) 25 in which: PA and pB are prine
nunber s greate egize omprising ‘an alternative ©public key

encryption/decryption system which presents an
alternative to the RSA method and to the FEl-

10 Gamal method and a key escrow system.

According to the invention, provision 1is made

that the cryptographic system combining the so-

called discrete logarithm and factorization
IS principles, comprises, among other things,
public keys and a secret key, and is

characterised in that the said public keys

comprise, at least:

20 a. an RSA modulus n, greater in size than 640

bits, having the following property:
n = (A pa + 1) x (B pg + 1)
25 1n which:

Pa and ps are prime numbers greater in size
than 320 bits,

30 (A pa + 1) is an RSA prime denoted p,

(B ps + 1) 1s an RSA prime denoted g,

35



than 320 bits, 30 (A PA + 1) is an RSA prinme denoted p, (B PB + 1) is an
RSA prifre denoted q, 355 Ais the ?oroduct of k/2 (k being an even

i nteger nunber between 10 and 120) prinme nunbers (denoted p[i], i =1to
k/'2) of relatively snmall size (between 2 and 16 blts) and 5 B |sk§he ]
product of k/2 primge nmbers, (al,s0y,deno ] k/2 +1to t he
p[i]s being of relati \%él y smal ?"2% zég éﬁbeﬂlvbeen ana 18 bflps) Vald al so

able to be mitlua By rpri webely. ka©t6>emneh®| aticonl base pgr;lmfe at @ebe4(sn) / 4

d dicat of ef or e _havi ng
g\g?e{g ﬁén; p[e éﬁg ”ter&emgrkﬁddlunol ?\alo?{%n%%JﬁQE Io%lraegb yseﬂ? lihe

i nvention rel aileset d@tmeypt agrapdi ¢ esystes) campt i sing at |least an 20
encryptionkdecryption system characterised in that the encryption of a
nmessage m m < AB, consists of the operation: ¢ = gmnod n 25 where c
denot es the cryptog?ans(aﬂwyptmnhuﬁessja@ek/z prime numbers (also

denoted pfi], 1 = k/2 + 1 to k);

the plils being of relatively small size
10 (between 2 and 16 bits), and also able to be

mutually prime;

b. an exponentiation base g, of order d(n)/4
(where d(n) denotes the FEuler indicator
15 function), g therefore having not to be a pl{i]-

th power modulo n of any number.

More precisely, the invention relates to a
cryptographic system comprising at least an
20 encryption/decryption system, characterised in
that the encryption of a message m, m < AB,
consists of the operation: '
c = g" mod n
25

where C denotes the cryptogram (encrypted

message) .

Preferentially, the cryptographic system
30 according to the invention is characterised in
that the integrity of m can be provided by the
encryption of mih{(m) (h  denoting a hashing
function and | denoting concatenation), or by

the encryption of DES(key, m), «key» being a key
35 accessible to all.



Preferentially, the cryptographic system 30 according to the invention is
charactérised in that the integrity é)f m can be provided by the
encryption of mh(m (h denoting a hashing function and | denoting
concatenation) or by the encryption of DES(key, n), <<key>> being a key
35 accessible to all. 6 An object of the present invention is also the
description of an escrow system According to the invention, the said
secret key of ttheo® IRekystier tdre o nae vScriow esfitiren i s ¢ he lmunbehe fi (n)
and the operat4 ' Ctyption f overl the identity of user
consi sts of thé;@(%g{llpg\?\ﬁ% sdtf(;psfﬂ:chr 1%5{;&%@ csfl}féa?igrﬁlg, foILgC(fEJ o g t%é) k:
y[i] _ c~ (POhetiimbenhiom, fothie froaid ts&crbar jkéyomdrtotpld] 15
conmparing ¥[i]qW val ues.gi~tti Ptl]_ nod n .independent of i f

gl C't/Pti] erddér,l\éép{/%t:’é]er tgﬁenggsgihgen PPy €8 eltbnst ug?‘iengmtlﬁberf:essage
mfromthe 2@ @hi nesed emehadenddegrern( CRI} and dhgpvaldes oLil o¢
According to a variant' enbodinent, the said decrypter speeds up the

cal cul ation off¥RheVeZS @arthei esdgpitiity «al c@l atisrry consists of

the following steps:

}0 a. calculating, for i1 from 1 to k: yli] =
c?m /plil od n;
b. for 1 from 1 to k

for 3 from 1 to pl[i]

15 comparing y[i] with the values gl®™/Piil g
n independent of m; if ™M /PU pod no= y[i)
then assign uf{i] = j
c. reconstructing the message m from the

20 Chinese remainder theorem (CRT) and the values

plil.

According to a variant embodiment, the said
decrypter speeds up the calculation of the

25 quantities y[{i] by calculating:

a) z = c” mod n where r = paps

b) for i from 1 to k: y[i] = 2z?3/Plil pod n,
30

SO as to take advantage of the difference 1in

size between AB/p[i] and ¢(n)/p{i] for speeding

up the calculations.



a) z =cr nod n wherer = PAPB b) for i from1 to k: y[i] = zAB/Ptl] nod n,
30 so as to take advantage of the difference in size between AB/p[i] and
4(n)/ p[i] for speeding up the calculations. 7 According to another

vari ant enbodi ment of the invention, the decrypter pre-cal cul ates and

, @l t jes 0iO(m/Pl1l nod P. for 1 < i
saves, once ang-fgr a_Lr{c%mlt’“re‘E?Stgng%ﬁQE Vgglﬁl?%m.gl e r‘godgm]enng)hgsqﬂ ﬁglreof < |

< kand 1j p[i] or, cally, "a truncation or a

t hese val ues (denendéd dv), haviimg t heetolyipové ng pPeproferiyatks(gj )/ P[i)
nmd n) # h (g7:{s1)./ P[i d ifeoj # " I n, thi this avoids on the
one hand the Slé(SV%)géal gblcggtji oarr??orfééléchéillof tRE qf?a?‘rvﬁa]?%i e gILEAYER i | nod
n, and on the q)’c¢hé’r/Phahdnbhen st ®Ff age <of; val Hegn\miphsarjestqp }L?rge.
According to another preferential enbodi nent of 20 the in_venEl on, the
decrypter Speeds up its calculations by separately decrypting the nessage
modul o p and tdhen nodulo g, and constructing the nodulo results with the
hel p of the Chinese renmainder theoremin order to find m 25 again. The
escrow systemis inplenented by the

more specifically, a truncation or a hashing of
these wvalues (denoted h) having the following

10 property:
h(g?®™ /Pl mod n) 2 h(g? *™/PU) nod n) 1f § % 5.

In this way, this avoids on the one hand the

15 recalculation for each i of the quantities

g™/l mod n, and on the other hand the

storage of values which are too large.

According to another preferential embodiment of
20 the invention, the decrypter speeds wup 1its
calculations by separately decrypting the
message modulo P and then modulo q, and
constructing the modulo results with the help of

the Chinese remainder theorem in order to find m

25  again.

The escrow system is implemented by the

following operational steps:

30 a. the escrow authority codes the identity of
the user ID = Y 2! ID!i] where ID[1] are.the
bits of the identity of the said user of the
system (the sum being taken for i from 1 to k)
by calculating e(ID) = II p[i]'®"*) (the product

35 being taken for i from 1 to k);



foll ow ng operational steps: 30 a. the escrow authority codes the identity
of the'user ID=E 2i-11Di] where ID[i] are the bits of the identity of
the said user of the. system (the suimbeing taken for i from1 to k) by
calculating e(ID _ [I p[j]l1l] (the product 35 being taken for i from1l to
k); 8 b. it issues, to the user, an El-Gamal key (that is to say an
exponentiation base) ¢ = ge(IDu nbd n, 5in which uis alarge random
prime or a nurber pri messtbsf,i () ; tGeituddys makesceit- Pogaibl g for the
user to 10 derive, fromc, his El -Gamal public key by choosing a random
nunber x and rai3ffg ¢Sto e SHbwet "x ABBATEMEIAL iR h RAEedi moof = i ndi ng
the trace of tdfeIPN5 usern,the authority extracts, fromthe El-Ganal
cryptogram_of the encrypter, the said cryptogram always conprising two
parts, theSpart: .v = C nod n 20 where r is the éncryption random nunber

chosen by thei @nGmypigr u e sKnowhng M Nk.a ddiensqj,d quthority fipds the 25
bits IDi] by neans of the follow ng algorithm
prime with ¢ (n);

c. it thus makes it possible for the user to
10 derive, from ¢, his El-Gamal ©public key by
‘choosing a random number x and raising ¢ to the

power x modulo n.

d. with the aim of finding the trace of the
15 user, the authority extracts, from the El-Gamal

cryptogram of the encrypter, the said cryptogram

always comprising two parts, the part:

v = ¢ mod n

20

where r is the encryption random number chosen

by the encrypter.

e. Knowing ¢(n), the said authority finds the
25 bits ID[i] by means of the following algorithm:

1. calculate, for i from 1 to k: y[i] =
y*M/PL peg
30 2. if y[(i] = 1, then uf{i] = 1, otherwise
ulfi] = 0

3. calculate:

35 ID" = X 241 il



1. calculate, for i from1 to k: y[i] _ v~(n)iP[1) nod n 30 2. if y[
1, then'[i] =1, otherwise [i] =0 3, calculate: 35 1D =E 2i-1 !-L]
4. fiind : ID = CCE(ID) in which CCE denotes an (optional) error 5
correction mechanism (of the type of those described in the work
<<Correction Codes, Theory and Practice>> by A Poli and L. Huguet,
publ i shed by Masson) intended to correct the perturbations introduced in
the case of an 1041l fé¢ntd useldf =a @oORPOSI‘t)e r. Anot her escrow system
proposed is based on the so-called Diffie-Hellman key exchange mechani sm
where a nunber c, obtained by raising g to a 15 random power a nodul o n by
one of the parimes,whishinteceept edrhy:ébe sahd esgpew swihority, ¢~ ga
nod n 20 the said_es rOM/authoritx.finds a again in the follow ng manner:

a. know ngrgt he ThEEGH AR i of SN AN 16 s&Pd  atRBor i%¥Pei n@E wihesche hel p

?gAtB_he decryptd@scrd®ed gar t bk therkal ¥eod red: MY ABLhAL, 18,3 54X +

] =
i] 9

and Practice» by Al Poli and L. Huguet,
published by Masson) intended to correct the
perturbations introduced in the case of an

i0 illicit use of a composite r.

Another escrow system proposed is based on the
so-called Diffie-Hellman key exchange mechanism
where a number c, obtained by raising g to a
15 random power a modulo n by one of the parties,

is intercepted by the said escrow authority:

¢c = g% mod n

200 the said escrow authority finds a again in the

following manner:

a. knowing the factorization of n, the said

authority finds, with the help of the decryption
25 algorithm, the value

& = a mod AB

that is a = o + BAB;
30 |

b. the said authority calculates: A = c¢/g* mod

n = gP*® pod n

St



30 b. the said authority calculates: k = c/g nmd n = glAB nod n 10 c.
using a‘'cryptanal ysis algorithm (a dis¢grete |ogarithmcalculation

al gorithm possibly executed twice (nmbdulo p and nodulo a) in order to
speed up the performance thereof), the 5 authority cal cul ates the discrete
| ogarithm (3 gAB) ) n,d.. th i.d orjty finds 10 a,= a + PAB and
decrypts the com"run\iB_(S:g?%oni bcalts}égtcé)ﬁat e %gealo Ozra.lt%g" Ad€or it fig HEd @not her
embodi nent of #Agarnifienti oncatllie RSALsodul usah”gésittrmen,produiﬁbsgfibltlghree
factors: 20 n = +,1 . pB + X (Cps + 1) iin.which PA PB, Pc are
pri me nunbers %?%%re?n)cgézg Rﬁ“é)ndl%ﬁa Eﬂt%f’dzé%?ﬁiéﬁx% ‘iy, 'BpBTHey, (Cpc
+ 1) are RSA pPimespedenoted respectiyvelyopmahce, AhBrard)C arggach the
product of k/3 prime nunbers (denoted "p[i], i = 1to k) , the p[i]s 30
bei ng of rel at?VENY ShaY| CSilil I BetRed @ did Clee bet o mndiabie f o be
mutual l'y prinme nunbers and

A = (g*®)P® mod n

d. the said authority finds

8]
Il

a + BAB

and decrypts the communications based on the use -

of a.

15
According to another embodiment of - the
invention, the RSA modulus n is the product of

three factors:
20 n = (Apa + 1) x (Bps + 1) x (Cpc + 1)

in which Pa, Ps, Pc are prime numbers greater in
size than 320 bits,

25 (Apa + 1), (Bpsg + 1), (Cpc + 1) are RSA

primes, denoted respectively p, q, r,

A, B and C are each the product of k/3 prime

numbers (denotedwp[i], i = 1 to k), the pl[ils

30 being of relatively small size (betweeg 2 and 16
bits) and able to be mutually prime numbers and

k being an integer number between 10 and 120, éo

that the product ABC has at least 160 bits.



k being an integer nunber between 10 and 120, so that the product ABC has
at least 160 bits; 11 This enbodinent is of interest for speeding up the
per .or mance of the decryption. The dkkrypter, in order to speed up its
cal cul ations, perforns the operations nod p nod 5 g mod r. If n has 640

bits, spllttl I ee factors makes the size of the factors
smal | er. The B]?re%%nt |nv8%9{eorht| s 9 nt andééheof%%tm PbsedPegFing up

preferentiall ythlﬂ i teas fofrreaccypt i of,  dacs yptdes raipk Key .escr owrggqui pment
which are forye I corrput ers, Chlcﬁ) cards, PCMCI A cards, badges,
cont act| ess cards ng any’ ot her” por tHbf 8° equ?BrrentSO%dThe ;’f)‘rDesentltS

i nvention al sa:a{etatlezst tona,deyé €€ o redTPLing Ngpa rHyPHAGH aRhhC 5Y flcgMm
characterised in 't Qnpri ses an encr%/rgtlon system and/ or a

it
decryptlon%sysq ef® dfor a%IEeyne érowP §Ystieht 520 $he 1dditngysiteménto

comuni cating whtbeone anos her mbykad exghangs Af el ect rt‘?ﬂé ¢ ﬁ% E%'rss or by
means of an exchange of radio waves or infrared signals. 0 as to

better under st¥pdltRe i nvention, it is necessary to nake the fol |l owi ng
comments. The encryption nethod of the invention is broken

The present invention is intended to be disposed
10 preferentially in items of encryption,
decryption and key escrow equipment which are
for example computers, chip cards, PCMCIA cards,

badges, contactless cards or any other portable

equipment.

The present invention also relates to a device
comprising a cryptographic system, characterised
in that it comprises an encryption system and/or
a decryption system and/or a key escrow system,
200 the said systems communicating with one another
by an exchange of electronic signals or by means

of an exchange of radio waves or infrared

signals.

25 So as to better understand the invention, it is

necessary to make the following comments.

The encryption method of the invention is broken

down into three distinct phases:
30
generation of the keys

generation of the cryptogram

35 and decryption of the cryptogram.



down into three distinct phases: 30 generation of the keys generation of
the cryptogram 35 and decryption of the cryptogram 12 Subsequently, the

fol lvowi ng (typographical) conventiong2will be used: fi(n) will denote the
Eul er indicator 5 function. fi(n) is defined thus: if n = nix n2 x n3 X
X nk_1 X nk 10 where nl1, n2, n3, ... , nk_1, nk are prinme nunbers

then: (n) _ (niuRpeayentiy,x (ndag) xfolloan@ﬂ<]JtybbgﬁépxltMQy 1)
First of all, o] ndey st 79 of the invention, it is
necessary to d%ggyﬁgglﬁﬁgg g%z%?a ?oﬁpd# the keys. 20 In order to generate
the keys, the receiver of the cryptogranms chooses at randomtwo groups GA
and GB of around k/@ smal | dlstlnct primes p[i] (k being a system
paraneter of the or®eR)of ¥6 125 t 0e20f eand Fof ns Ehe efol | o @lg ctawm nunber s
(of approx mateghyrequal size): A = the product of the p[i]s belonging to .

¢(n) is defined thus:

if n = n; x n; x N3 X ... X Ng.q; X Ny
10
where n;, ny, ns3, ... , ng.;, ny are prime numbers
then: '
¢$(n) = (n;-1) x (n2-1) x (n3-1) x ... x (nxk-1 - 1)

First of all, and for a good understanding of
the invention, it 1is necessary to describe the
generation of the keys.
" 20
In order to generate the keys, the receiver of
the cryptograms chooses at random two groups Gj
and Gg of around k/2 small distinct primes p[i]
(k being a system parameter of the order of 10
25 to 120) and forms the following two numbers (of

approximately equal size):

A = the product of the p[ils belonging to
the set Ga
30

B = the product of the p(i]s belonging to
the set Gp

For security reasons it seems appropriate to fix
35 Ga



the set GA 30 B = the product of the p[i]s belonging to the set GB For
security reasons it segns appropriate to fix 35 GA 13 and GB such that:
1. GAn GBis the null set 5 2. CertalBd p['-]s do not appear in GA u GB.
The inventive nmethod proves to be reliable (although with a somewhat nore
conpl ex description) even if condition 2 is not 10 satisfied. The method
al so renai ns r%ﬁ?aﬁﬁef$¥0hc6ﬁéﬁﬁion 1 is not satisfied, but the key
generation and decryption algorithnms nust be nodified in consequence, and
become notably nore conplex. Also, the p[i]s can be non-prime while 15
bei ng mutual I'y prine. (far rexanpl e, tiet eget 1 pawers of prime nunbers of two
or three bytes). For the sinplicity of the description, the i-th odd
prime nunber will be denoted pLi], for 20 exanpl e: p[l]lz B%OP[ZL ?rgﬁ1FL2]
=7, ... Iltswll beyas guent .S _Si y
pr oduct ofsthe p [?ﬁ'séggﬁg?§?r§ﬁfwfgt%¥k}gﬁga%ﬁp%a??gg?;ﬁé b?o tt of the
p[i]s 25 for i"fromk/2 + 1 to k. However, this choice 1is not the best

possible, and 4f.Must b€ (ive method proves to be reliable

(although with a somewhat more complex
description) even if condition 2 is not
10 satisfied. The method also remains reliable if

condition 1 is not satisfied, but the key
generation and decryption algorithms must be
modified in conseguence, and become notably more
complex. Also, the p[i]s can be non-prime while
I5 being mutually prime (for example, integer

powers of prime numbers of two or three bytes) .

For the simplicity of the description, the i-th
odd prime number will be denoted pli], for

20 example: p[l] = 3, p[2] =5, p[3] = 7,

It will be assumed subsequently that A 1is simply
formed from the product of the plils for i from
,1 to k/2, and B from the product of the plils
25 for i from k/2 + 1 to k. Ho@ever, this choice
is not the best possible, and 1t must Dbe

interpreted only as a notational convention.

i«

Next, the receiver of the cryptograms generates ™
30 two large primes (typically of the order of 200

to 512 bits) denoted Pa and ppg such that p = Apa,

+ 1 and g = Bps + 1 are RSA primes (RSA . primes

are such that, once multiplied, the product n =

Pg must be difficult to factorize).
35



interpreted only as a notational convention. Next, the receiver of the
cryptograns generates 30 two large prines (typically of the order of 200
to 512 bits) denoted PA and PB such th4t p = ApA + 1 and q = BPB + 1 are
RSA prines (RSA primes are such that, once nultiplied, the product n =

must be difficyét
appears preferabl

1 - the productréBerusilat nidi mumpesa nunhen Qf the

to factorize). 35 14 In order to provide security, it
18%FmpoSe ni Rl 47 zesS ®RUEHE Y di f f&F enta2 paeast er s:

1@%§it$

_ fuder of
- the size of ggﬁg of the nunmbers PA, PB nust exceed that of the product

AB by at | east
at | east 640 bits.

I hi P§ranet eRé *si ze of the number n = p x g nust be
15 The procedure for generating such prinmes does not

fall within the scgge of the present invention and proves to be

sel f-evi dent for

r sons- ki [P eddiug t héBar mu0 Fihalhypitthen r ecei ver of

the nessage gengnakes ofingh%u%f-ég@soafan{i?n%_qttQ- of order 4(n)/4. It is
(0]

i nperative that such a g verifies the

10 160

ow ng condition: 25

2 - the size of each of the numbers Pa, DPs
must exceed that of the product AB by at least

bits; |

3 - the size of the number n = P X g must be

at least 640 bits.

5 The

not

procedure for generating such primes does

fall within the scope of the present

invention and proves to be self-evident for

persons skilled in the art.

20 Finally, the receiver of the message generates

and

It

publishes an element g of order ¢(n)/4.

is 1imperative that such a g verifies the

following condition:

25

xPli]

For all i, there exists no x. such that g =

mod n.

g can be calculated with the help of one of the

30 following methods:

*

The

first method of calculating g (fast):

receiver of the message generates two

35 integers:

Pq

5
2



For all i, there exists no x. such that g = xPlil nod n. g can be
calculated with the help of one of the 30 follow ng nethods: * first

met hod of calculating g (fast): The rééeiver of the nmessage generates two
35 integers: 15 gp, of order (p-1)/2 nmodulo p gq, of order (g-1) /2
nodulo q 5 As above, the generation of is in practice equivalent.to the
creation of a numbef?uhPch 959 hot! By b} ?]8 M pbeP for all i less than
k/2; simlarly for gq with the obvious nodifications: 10 1. set x0 =1 t
=1 15 tl = product of the p[j]s for j from| toi-1 2. for all i from1l
to k/2 20 take a r3mdomfx ¥5E78E xﬂﬁtﬂiﬁé Padtlei 9 25 -if x(p-1)/p[) = 1
try another x otherw se 30 '

5 As above, the generation of gp 1is iﬁ practice
equivalent to the creation of a number which is
not a p{i]l-th power for all i 1less than k/2;

similarly for gq with the obvious modifications:

10 1. set
Xog = 1
tl = 1
15
t, = product of the p[jls for j from 1
to i-1

2. for all i from 1 to k/2

20
take a random x
raise x to the power t;
25 SLf xPTR/RLL o
try another x
otherwise
30
calculate x; = x(xj.;)P!*!
3. set gp = Xg/2



calculate Xi

= x (xi-1) p[i) 3. set gp = Xk/2 35 16 4. set xo =1

1ti product of the p [ j ] s for froml toi-110 5. for all i
to k/2 take a random x raise x to thé6pomer ti 15 if xc 3-i)"Pti, =

try anot her x

(denoted CRT

5t
f

1 =
rom1l
1

20 otherwi se calculate xi = x (xi_1) Pti] 6. set gqg = Xk 25
7. construct g fromgp and. gq by applying the Chinese renainder nethod

in the rest of the description), a nmethod described in

t he

wor k <<A course in nunber. theory and 30 cryptography>>, by Neal Koblitz,
second edition, published by Sprlnger Verlag. It may be necessary t

square the nu

20

25

30

35

nber produced in order to finally obtain g. 35

[EY

tl=

ti = product of the p(jls for j from 1
to i-1

5. for all 1 from 1 to k/2

take a random x

raise x to the power t;

PE yxlatLi/plit _

try another x

otherwise

calculate x; = x(x;_.,)Pt]
6. set gq = Xy
7. construct g from g, and gq by applying

the Chinese remainder method (dencoted CRT in the

rest of the description), a method described in

(0]

the work «A course in number. theory and

cryptography», by Neal Koblitz, second edition,
published by Springer-Verlag. It may be

necessary to sqguare the number produced in order

to finally obtain g.



17 1t is shown (the detail of such a proof is not necessary for
under st andi ng the present invention) hat each step of the algorithm

determ nes an el enment which is not a - th 5 power for j less than or
equal to i. * second nethod of cal cul atl ng g (sinple) An alternative
approach consigt s;qf é:tlggg%l Ngrge 1Qc£ando es at .such a g is
not a p[j]-th o&ver nodul o g A pr%m se giéxlfcﬁg itlonaE rélhows tH‘aSt %

aver age) such”e?‘@eﬁ/ﬁﬁlr}’be fcflmd atunflererickof i hg( k) rtaredom dnamseﬁtthat is,

for k = 120, ch intive). .1 Soa tq.,understand.t
i nvention wel Ilq{\?%jﬂgl%%ﬁow gg%gtssa(re% ;ﬁo dseég i be ’?he%db%ergt %rbftp‘tmhe

crypt ogram Z@Wrmny@mgrcﬁm ce bbmanmessdgechessst hant hea [ pguct AB i s
cal cul at edsby tcj]@ ;o%rg.p fe—sgr@}[l‘rgd n.. 25 The dt scription of the

i nvention now tur ns ds & “descri pt| Yon” BF At he Yetryption of the
cryptogram In order to find magain, the decrypter perforns 30 the
foll ow ng operations: cal cul at from1l to k: y[i] = Co(n)/p[il
mod n 35 Let nfi]®=Chddf %‘ aorfg ﬁ‘la(icu(]TﬁtlH‘Fl 19 Yif‘f“]ple '

An alternative approach consists of choosing g
10 randomly and testing that such a g is not a
pljl-th power modulo n. A precise calculation
shows that (on average) such a g will be found
at the end of 1ln(k) random draws (that is, for k

= 120, around one chance in five).

So as to understand the invention well, it 1is

now” necessary to describe the generation of the

cryptogram.

200 The cryptogram c¢ of a message less than the

product AB is calculated by the formula:
c = g™ mod n.
25 The description of the invention now turns
towards a description of the decryption of the

cryptogram.

In order to find m again, the decrypter performs

30 the following operations:

1. calculate, for i from 1 to k: y[i] = c¥m/plil

mod n

35 Let m[{i] = m mod p{i] and m’" = (m - m{i])/p[i]



18 By substitution, it is easy t
o(n)/P[i] mod n 5 = g(nfi]+m P[i)
md.n gni]Q(n)/p[i] nmod n 2. fo
p[i] do: if gi (n)/p[1] nod n =y
ng. . m;). 15 The decrypt| on algorithmcan be inproved in various
ways: Typ| cal II?/y PUBSE Hbesileine t 6tphe cat eyl atee sme t2Gtt abl e the val ues
gJo(n)/p[i] nod n for all values of the variables i and j necessary for
the decryption to take place. In addition, such a table can be truncated
or hashed prowded that® "t 7d ' ebad rof truncation or hashing (denoted h)
25 ensures that: h [qgi O(¢ Z/F[IJ nmod h) # h [g)'Qn)/P[i) mod n] if ~ ) $j,
Wth such an errbodlmaﬁ? rov@@dp@sm ble to 30 ..::.decrypt nmessages of
20 bytes wiith k = 30 m[q,ﬂprpqngq,t( AI;} ;hen gl ves 160 bits, a nodulus n of
80 bytes and a tabl e of 4 kil obytes) _

0 see that: Y[1] ca(n)/pfi) nmod n = gm
)QA(n)/p[i] mod n gnfi]4(n)/p[il gm4(n)
.
[

i fBom1l to k do: 10 for j from1l to
i] assign m =j 3. find m=CRT (n,

= gmfﬂ¢(M/phJ gm Mn\ mod n
= gnlilem/etil pog g
2. for i from 1 to k do:
10 for j from 1 to p([i] do:
if gi*™ /P mod no= y[i] assign m; = j
3. find
m = CRT(ml, m.z. P mk)

The decryption algorithm can be improved in

various ways:

Typically, it 1is possible to pre-calculate and
20 table the values g™ /PU) pod n for all values
of the wvariables i and j necessary for the
decryption to take place. In addition, such a
table can be truncated or hashed provided that

the method of truncation or hashing (denoted h)
25 ensures that:

h[gj¢(n)/P[i] mod nh] # h[gj"b(n)/pii} mod n}] . if 3 2 5

With such an embodiment, it proves possible to

30 -decrypt messages of 20 bytes with k = 30 (the
product AB then gives 160 bits, a modulus n of
80 bytes and a table of 4 kilobytes).



As mentioned in the okey generation>> part, it nay be nore advantageous to
choose 16 prinmes of 10 bits, instead of the 30 prines p[i] (k is then
equal to 16). As there are 75 such pr%%es, 5 there are around 252 . 9

possi ble choices. It is not necessary to publish the prines chosen,

al t hough this e : ny. addi.tional  security. 10 It is_even possible
to choose nutégfl3“59%%?ggﬂﬁnéﬁﬁegg¥!fgﬁ“%&aﬁﬁ?%?régﬁﬁ?%»ofpﬁane Admber s,
whi ch further iayr bssesotlee aamge tafgebasce of chidese [ apetielss 5 A

second enbodi t]nag S i ssible to ee up the decryption by
cal cul ati ng, ggysodh gé t%gg%é??%tébéaﬁﬁﬁi reteiRfetmefhePdddnt ity 18 = cr

mod n, where rtheRPARBU2D The g@ant i tAestikirle canet en Hecealcpi ated nore
easily by %akhﬂg t he follomjng calgyigtion short cut: y[i] = zABIpli) nod
n 25 thus’takihg* Sdvahtaget 8F"he? di T f P 8ASE A1 siHe 1 Bebween 4B/ psi] and
fi(n)/pli] whirchtspeeds s19a rihe waxpopeantiagi onch30 At hihed. enbodirent
makes it possible to speed up the decryption by separately decrypting the
message nodul & ptBRE%hen thodul 099 gD amPly add any additional

security.

16 It 1s even possible to choose mutually .pPrime
numbers; for example, powers of prime numbers,
which further increases the range of choice of

these parameters.

15 A second embodiment makes it possible to speed
up the decryption by calculating, as soon as the

cryptogram is received, the quantity:

r

z = ¢ mod n, where r = papps
20
The quantities y[i] can then be calculated more
easily by taking the following calculation short
cut:
y[i] = z*/PU pod n
25

thus taking advantage of the difference in size

between AB/p[i] and ¢(n)/p{i] which speeds up

the exponentiation.

30 A third embodiment makes it possible to speed up
the decryption by separately decrypting 'the
message modulo p and then modulo g '(p and g
being half the size of n, the decryption will be
twice as fast) and composing the results modulo

35 6 {(n).



being half the size of n, the decryption wll be twce as fast) and
conposi hg the results nodulo 35 fi(n% 20 This alternative decryption
met hod is described thus: 5 1.. calc ?ate, for i from1l to k/i2: y[i] _
CDP)/P(il mod p Let nfi] = mnod p[i] and M = (m- nfi])/p[i] 10 By
substitution, it is easy to see that: Y[ i ] =ca(P) /p(i] nmod p = gm
if(p) /PC.il mod p g(nfi] + mp[i]) ~(P)/p[i) mod p 15 = gnfil 4(p)/p(.il
gm O(p) nod prhga|idlaepndtPive mecpyd:for mdtrioodl 1o Kesdeibdor j
from1l to p[iJ dQs.20 if gJ 4'(p)/Plil mod p =y[i] assign [i] =] 3.
find: mnod 4(p) = CRT([1] nod p[l], ... [k/2] 25 nod p[k/2]) 4. perform
steps {1, 2, 31 again with g in place of p. 30 5. calculate m= CRT(m nod
gy(p), m nmd q)) It prove necessary .to protect the nessage m against
i S T ? rethe

mani pul ati on by encryp % mehhg o thod propbééd ¥ the Present
invention, 21 c*P)/plil oy p

Let m[i] = m mod pl[i] and m’" = (m - m{i])/p[i]
10 By substitution, it is easy to see that:

y[i] = c®®/PU nod p

m ¢(p)/pli}

=g mod p
= g(m[il + m'plil) é(p)/pli] mod p
15 = gm[il $(p)/pli] gm' $(p) mod p
= gm[il ¢(p)/plil od p
2. for i from 1 to k/2 do:
for j from 1 to pl[i] do:
20 if g? *®V/PUT pod p = y[i] assign pli] = j
3. find:
m mod ¢(p) = CRT(p[l] mod pll]}, ... plik/21

25 mod pl[k/2])

4. perform steps {1, 2, 3} again with gq 1in
place of p.

30 5. calculate m = CRT(m mod ¢(p), m mod $(q))

It may prove necessary to protect the message m
against manipulation by encrypting, by means of

the method proposed in the present invention,



f(key, m in which f is a symmetric encryption function (for exanple the
DES al gorithm) of which the paraneter,<<key>> is accessible to all.

Al ternatively, the encryption nethod may verify 5 that the nmessage m
obtained is correct such that its cipher is c. Another way of protecting m

may be the enctypkign, mby {he Jrethad proposed, s, 0k 5 ha (that is
to say ¢ = gm hash(m nod n) ‘Wnere hash(m iss% hgsmﬁ!lln% %Plét%pﬁég)snage m
and 10 1 represehfs i&hcat éR4t i ohX @A itchi steaseDEhe adeonyipthoh verf fi es

the integrity wiithe MResqae: -oBka ned day.cabeulating J s bash). It is

possible to extend the encryption system” 15 ScCri ove
where the noduthEernatsivie livongehecoapeseth of o hwone bbb dof mblyr eee r iffact or s.

This w Il tshen. giye: = RQr it = APA + 1, =BpB+ 1, 1 = Cpp +
1, PA. PB, pc are tth%emigg’rsgae(;%r}%rregsb?%f‘nfﬁéJt% §f%r%i:gs)s,ué?1dtﬂ,at8, C
are each the productiphesmalils disti Actooiddrpriiags, o€on ngtkream sgt sy GA,
GB, G. 25T ifications to be.nmade are self-evident to persons
skilled in thg{?%g?%%u&tarh%r rﬁﬂ%?ypt(:% taPpears p%?sq bf“@ttq'boél iR PYSesH rel ax
condition 2 ofofhe [preslednng deskeiptivetoparty on the"génerat iepqof, keys
(which is SEtﬁwgre hash(m) is a hashing of the message m, and
10 | represents concatenation (in this case, the

decryption verifies the integrity of the message

obtained by calculating its hash).

It is possible to extend the encryption system
I5 described above to the case where the modulus n
is no longer composed of two, but of three,

factors. This will then give:

n = par
20
with P = Apa *+ 1, 9 = Bps + 1, r = Cpp, + 1, pa,
Ps, Pc are three large primes (of 200 to 512
bits), and A, B, C are each the product of small
distinct odd primes, coming from sets Ga, Gg, Ge.
25

The modifications to be made are self-evident to

persons skilled in the art.

Furthermore, it appeérs possible to slightly
30 relax condition 2 of the preceding descriptive
part on the generation of keys (which is set out
here: «certain p(i)s do not appear in G U G U
Ge») . In this way, a set of parameters where n
has 640 bits, the product ABC has 160 bits, and
35 each of the pli]s correlatively has 160 bits,

provides appropriate security.

U



here: <<certain p (i) s do not appear in GA U BB u Gc>>)

In this way, a

set of paranmeters where n has 640 bits, the product ABC has 160 bits, and
35 each of the p[i]s correlatively has 160 bits, provides appropriate
is to describe a

security. 22 The second object of the present invention
key escrow systeminproving the nethod described by Y.

Desmedt in

<<Securing the "% r 868019 i PP IS ki phertthext Bre SFowar de vemetone s sobt war e

key escrow sysieqier i bR ocgediyngs OEscF:LngC% St%ﬁ Iieﬁﬁgyggilxo es.in
. ons pr888ed by
L. Knudsen andelthpddetsenridpatebyvarYicllesxe@n the didécoulityg o heof t war e

Not es i n Conputer
% FumtEfoAe
proposed by Y.sdESredte akeari antcobw 15sybe cencrypriragtaethogyw | L tbe

Comput er Science 921) and suppl enmented by the observati

Kk t W> ed) t 96, L
So) ence 1070) ¢ 1 6aar 1671 rpt ove RBEABIS T he Koy HELFY

considered: L D, _the i tity of each user, be coded
E2i-1 ID[i] %‘%‘F%CFQS[P% e

in binary:

20 ID =

t S BFPE OINPRES) deht FOPRILET ekeBESt he key

escrow. systeraqlhe safybei sgpdkeant@d i fgyym ke k)oad Aeit eotlsD) = I

25 p[i]l"1l (tehxep gg%%cci[ lko)gl ng‘taken for i from1l to Kk)

article «OCn the difficulty of software

0 escrow» (Proceedings of Eurocrypt ‘96,

Notes in Computer Science 1070).

In order to improve notably the

function proposed by Y. Desmedt, a

Knudsen and T. Pedersen

in the
key

Lecture

key escrow

variant of

15 the encryption method will be considered:

Let ID, the identity of each user, be coded in

binary:
20 ID = X 2 ID[i]
where ID[i] are the bits of the ide

user of the key escrow, 6K system (the

taken for i frem 1 to k) and let

ntity of

a

sum being

e(ID) =

I1

25 p[i]*®"! (the product being taken for i from 1 to

k).

Finally let ¢ = g®*“”" mod n where u
random prime.
30

1s a large

c 1s given to the user as the exponentiation

base for El-Gamal encryption. The user derives,

-~

from c, his El-Gamal public key by choosing a

random number x and raising c¢ to t

35 modulo n.

he péWer

X



Finally let ¢ = ge(ID)u nod n where u is a large randomprine. 30 c is
given to the user as the exponentiation base for El-Ganmal encryption. The
user. derives,' fromc, his El -Ganmal p8blic key by choosing a random
nunber x and raising ¢ to the power x 35 nodulo n. 23 In order to trace
the user, the said key escrow centre extracts, fromthe El-Gnal
cryptogramof 5 the user, the part: V =cr nod n where r is the encryption
random nunber chosen 10 by the user. Knowing 4(n), the said centre finds
the bits Iﬂjﬂ ns of the followng algorithm 15 1. calculate, for
B+ur i from1 t% P;§%¥]to VORRE PLAS1 Yern Lheosdidrémyl esckao: for
j fromi to plddndee 20ckbotld] zrbmsehan diloahsh gtéggtg??amasswn [1]

at 0 3. calculate: 251D = [i1] 4. find:
5 the user, the parf

Vv = Cc° mod n

where r 1is the encryption random number chosen

10 by the user.

Knowing ¢(n), the said centre finds the bits

ID[i] by means of the following algorithm:

15 1. calculate, for B+ur i from 1 to k: y[(i] =
v (MBI oy n
2. for i from 1 to k do:

for j from 1 to p[i] do:

20
if y[i] = 1 assign pufi] at 1, otherwise
assign u[i] at O
3. calculate:
25

ID' = % 2! pii]
4. find: ID = CCE({ID’)

30 where CCE denotes an error correction mechanism
(of the type of those described in the work
(Correction Codes, Theory and Practice» by A.
Poli and L. Huguet, published by Masson)

~intended to correct-the perturbations introduced

35 in the case of an illicit use of a composite r.



30 where CCE denotes an error correction nechanism (of the type of those
described in the work (Correction Codes, Theory and Practice>> by A Poli
and L. Huguet, published by Hasson) #Zhtended to correct the perturbations
introduced 35 in the case of anillicit use of a conposite r. 24 The
correction rrec,pﬁni smcan be.omtted; the algorithmnmaking it possible to
trace the user " fust OHen- hAGer g o PECH | RN sePf- efitdehtefe  pérsons
skilled in theaagbr ianth uses @i Agnbet afobsquant | kies+ana O9eus: t &, Mod N,
corresponding to _a number. of executions of the El-Gamal encryption

al gori thm The™ERir dt BBfeck R8T Broskkeht CRMIETRF orf§ 5Et6 Vit predent a
second key escpewssyss eghaseson d henesosgal | edy i ffde- kel . key,
exchange nechani sm = a nechani sm patented under the reference 5 4 %00
770. 15 In suchUandyist eff 2 MARPSOES 6t aFneddy rai siong s pona iramdom
power a nodul oy by Onﬁu%fbef.heog_arté@écu'tsidrp%]er cgptedphy the eserow
authority. 20 ¢ = ga nod n The said escrow authority finds a again 1h the
fol l owi ng mann@RCIr2P giorRnevwidQri h&f.act ori zation of n, the authority
finds, with the help of the decryption

The third object of the present invention is to
10 present a second key escrow system based on the
so-called Diffie-Hellman key exchange mechanism,

a mechanism patented under the reference US ¢4
200 770.

15 In such a system, a number ¢, obtained by

raising g to a random power a modulo n by one of

the parties, is intercepted by the escrow
authority.
20 c = g% mod n

The said escrow authority finds a again in the

following manner:

25 1. Knowing the factorization of n, the
authority finds, with the help of the decryption

~algorithm, the value

a = a mod AB

30

that is a = o + PAB

2. The authority calculates:

35 A =c/g* mod n = g P mod n



algorithm the value a = a nod AB 30 that is a = a + (3AB 2. The authority
calculates: 35 ~ =<c¢/g mdn=9g (1ABnobd n 25 (since c = ga nod n =

g "“flAB nod n = gagl AB nod n) 3. Lb?ﬁg a cryptanalysis algorithm (a
discrete 5 logarithmcal culation algorithm possibly executed tw ce
(modulo p and nodulo gq) in order to speed up the performance thereof), the
authority calculates the discrete logarithm~3. 10 2. _ (gAB) P nod n 4.
The authority fbndse ac==agf IAB AS=-ang tecrypysnyt he pommuni i ons based
on the use of a. The enboc(i;fnent of thgdi nvention wl I(fbe betmtcogér 1980
understood froma reading of the description and the draw ngs which
follow, in the3zaccogparyi B9 i Bl qur icts the fl ow diagram of
an 25 encryption systgn1Esi%gpgﬁ%ﬂg§£¥gﬁ%pr%%égéd9%§% t%% d?éégﬁftéJ

i nvention, - F§08& X @pi ct satliver ¥4 owodi agr amh @b rathdecr yptpos ssystem

using the system.proposed by, (modulo p and modulo q)

to speed up the performance thereof), the

in order

authority calculates the discrete logarithm B.
10 A = (g*®)® mod n

4. The authority finds

a = o + pBaB

and decrypts the communications based on the use
of a. E

The embodiment of the invention will be better
20 understood from a reading of the description and

the drawings which follow; in the accompanying

drawings:

- Figure 1 depicts the flow diagram of an

25 encryption system using the system proposed by

the present invention,

- Figure 2 depicts the flow diagram of a

decryption system using the system proposed by

30 the present invention,

- Figure 3 depicts the data transmitted between
the encryption system and the decryption: system

during the secure transmission of a message m.



30 the present invention, - Figure 3 depicts the data transmtted between
the encryption systemand the decryptJ on... system during the secure
transm ssion of a message m 35 26 Agéording. to the proposed invention,
each item of encryption equipnment (typically a conputer _ort afchl p card),
i's conposed of, a processing unit (CPU), a comunication inter ace, a
random)S accesSCBTSFAN S RAN) 41t or® ZORBASR | tablen teavry cBGREN) iardior a

writable menoryr(ge LY ore- bRl ey ( gk, , diskette, EPROM or
EEPROM) . 10 Th% é%urtgﬁ]%ﬂ/;()?i thee%\lll of t%e (Zcr?{k?{/g??% aeqﬁl%ﬁnr%lntfééorﬁ%l n

cal cul ati on r e300 teR @ r i ogriafs TONPesSpondPlig 4 o ptrhec espptrogr ami ¢

eneration rul egspgnul tiglicaghon,, I a nodul ar reduction). Certain
gf t hese operat?i onzu15 ﬁay gg gruonupggﬁtlggqgt hg?\t(?%gagfanpl & th8"9fHul ar

reduction rfay becgisrsectepoint egRatied andvo 1t he nulrt-iyt i catilon) medusty as for

t he i npl enent at ¢ of A, _t .20, RAM t ypi cal 'y contains .the nessage m
to V\hirrgh i's agp%lglpléd taklr(gle/e(gzgry%t r‘gﬁlﬁﬁdﬁﬁ%e %%f@ﬁlyatl(@r?rf%if@zlﬁﬁ‘ orFe

generating thevtiyptoge am (Ehe diesks aadsk,he E{EXRROM contmimoat Igast the
paranmeters n @EQR%Ngener ated and used as specified in the

100 The CPU and/or the ROM of the encryption
equipment contain calculation resources or
programs corresponding to the ' cryptogram
generation rules (multiplication, squaring and
modular reduction). Certain of these operations

15 may be grouped together (for example, the

modular reduction may be directly integrated

into the multiplication).

Just as for the implementation of the RSA, the

- 20 RAM typically contains the message m to which is
applied the encryption and the calculation rules

for generating the cryptogram. The disks and

the E(E)PROM contain at least the parameters n

and g generated and used as specified in the

25 description which follows.

The CPU controls, via the address and data
~buses, the communication interface and the

memory read and write operations.
30

o

Each itém'%f decryption equipment (identical to
the key escrow equipment) is necessarily
protected from the outside world by physical or
software protection. This protection should be
35 sufficient to prevent any unauthorized entity

from obtaining the secret key composed of secret '



25 description which follows. The CPU controls, via the address and d
buses, the conmmunication interface a the mermory read and wite

operations. 30 Each item of decryption equi prent (identical to the k
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According to the proposed invention, the
decryption equipment 1is composed at minimum of a

processing unit (CPU) and memory resources (RAM,
ROM, EEPROM or disks).

The CPU controls, via the address and data
buses, the communication interface and the
memory read and write operations. The RAM,

EEPROM or disks contain the parameter ¢(n) or,

at least, the factors of ¢(n

The CPU and/or the ROM of the decryption
equipment contain calculation resources or

programs making it possible to implement the

various steps of the decryption process
described previously (multiplication,
exponentiation and modular reduction). Certain

of these operations may be grouped together (for
example, the modular reduction may be directly

integrated into the multiplication).

Within the general scope of the proposed
invention, an encryption of the message m 1is
implemented by exchanging, between the card, the
signature equipment and the verification

equipment, at least the data c.

U.controls, via the address and data buses, the
)‘;\{‘r e anBLirit@ oPér atd bnstPhe RAM



at least, the factors of 4(n). 20 The CPU and/or the ROMof the decryption

equi pnent contain cal cul ati on resources or prograns it possible to

i npl.enent the various steps of the decryption process§25 descri bed
previously (multiplication, exponentiation and nodul ar reduction). Certain
of these operations nmay be grouped together (for exanple, the nodul ar
reduction may be directly integrateddmaoMshe nultiplication). 30 Wthin
t he general scope of the proposed invention, an encryption of. the nessage
mis inplenented by exchangi ng, between the card, the signature equi pnent

and the verifilcati om 35 ggtbprRIfhiat keadded hecdaba in@8 + GLAIME 1. A
crypt ogr aphi c %%f em conbi ning the so- called discrete |ogarithmand e
factorization® %?PnciBFé§F‘Eﬁﬁprik?ﬁ@F‘dﬁﬁﬁg Aher theA§er pudtiorkeys

and a secret keyinehanacd eri sesmp®idihay, t heasahg public keys. goppLi se, at
| east: a. an RSA nopdul us n, greater inaélze ?hanq%40 ib %its, ﬁggﬁdg t he
foll owi ng progdthyicn keyA PANH 13 ¥ gBrPB +key, iahahiachterised in

that the said public keys comprise, at least:

a. ~an RSA modulus n, greater in size than 640

10 bits, having the following property:
n = (A pa + 1) x (B pg + 1)
in which:

Pan and pp are prime numbers greater in size
£han 320 bits,

(A pa + 1) is an RSA prime denoted p,
20

(B pg + 1) is an RSA prime denoted g,

A is the product of k/2 (k being an even
integer number between 10 and 120) prime numbers
25 (denoted p[i], i = 1 to k/2) of relatively small

size (between 2 and 16 bits) and

B is the product of k/2 prime numbers (also
denoted p[i], i = k/2 + 1 to k);
30 '
» the pli]ls being of relatively small size
(between 2 and 16 bits), and also able to be

mutually prime;



Te—

15 PA and pB are prine nunbers greater in size ———thar—320Bits—(A PA +
1) is an RSA prine denoted p, 20 (B E + 1) is an RSA prinme denoted g, A
is the product of k/2 (k being an eve integer nunber between 10 and 120)
prime nunbers 25 (denoted p[i], i = 1 to k/2) of relatlvelyn;nall( Flze
between 2 and_ 16 biits) and B is .the rog%ct of k/2 prime nunbers (al so
fjenot ed p[i],%l' = kP2 +ei<pc%“%5‘;%l§o“t B pP7F8 bei ngogf ¢ eR&t velly ) sifal |

si ze bet ween 16 Di , able to b tually prinme; 29 b.
an expénentiatﬁ%ggggge d?k%?)orggrnsk%%)/4 t?ﬁhergmff%ﬁ) déﬂagégaﬁﬁﬁfEuler
i ndi cator funttnon)org) f her etbe&efmh_ rag notihg becat_a Q(dt]bat @'pg\iﬁqr] Jrodul o
n of any nunbe 2. A cryptographic system according to Claimi .
conpri sing at *%agf“gﬁreﬂ8 ?oﬁla CFV%¥i8Hm tem 1, characterised in

that the ercryption of a nessage m m< AB, consists of the 10 operation:
c = gmnod n

2. A cryptographic system according to Claim 1
comprising at least an encryption/decryption
system 1, characterised in that the encryption

of a message m, m < AB, consists of the

10 operation:

c = g™ mod n

where c denotes the cryptogram (encrypted
15 message) .

3. A cryptographic system according to Claim 2
comprising an encryption/decryption system,
characterised in that the integrity of m can be
20 prbvided by the encryption of m|ih(m) (h denoting
a hashing function and | ‘denoting
concatenation), or by the encryption of DES(key,

m), the said key being a key accessible to all.

25 4. A cryptographic system according to Claim 1
comprising an encryption/decryption system and a

key escrow system, characterised in that:

the said secret key of the decrypter or of the
30 escrow centre 1is the number ¢(n), and in that

the operation of decryption or of recovering the

identity of a wuser. consists of the following

steps:



where c denotes the cryptogran1(encrypted 15 ne§§§§§§;:§;iﬁ:éiyﬁtﬁgzaphic

systemaccording to Claim2 conprising an encryption/decryption system
characterised in that the integrity ofgmcan be 20 provi ded by the
encryption of mh(m (h denoting a hashing function and denoti ng
concatenation), or by the encryption of DES(key, m, the said key being a
key accessibleato atdlc3 &k idger yiitaagr aphi £rsyst em accori ngytfe (Gl aim 1
conprising an enGryption/ decryption systemand a key escrow system
characterised $n that: PRE dhid secret key of the decrypter or of the 30
escrow centre is the nunber 4(n), and in that the operation of decryption
or of recovering the identity of a user consists of the follow ng steps:
30 a. calculaing teorii frem1 tokk y[i] _ ca(n)/P(il mod n; b. for
froml to k5 for | o] pLil. co ringy [ i ] with the values g7~(n)
/p(t" nod kJn indepe%éénglé%gﬁ? ﬂftﬁ?J?ﬁ?}/P(l( crod n = y[i] then assign
Jt[i] _ 10 c. reconshpuctimg the message ek oprihe s Gitese memgjjder
t heorem CRT and t he val ues

n independent of m;

if g¥*m/Pltl mod n o= y[i] then assign p(i] =
3

10
C. reconstructing the message m from the
Chinese remainder theorem CRT and the values
niil.

15 5. A cryptographic system according to Claim 4
or 5 comprising an encryption/decryption system
and a key escrow system, characterised in that
the said decrypter speeds up the calculation of

- the quantities y[i] by calculating:
20 -
a) z = ¢ mod n where r = paps.
b) for i from 1 to k: y[i] = z**/PU}) mod n,

25 so as to take advantage of the difference in

size Dbetween ABAp[i] and ¢(n)/pl{i] for speeding

up the calculations.

6. A cryptographic system according to Claim 4
30 comprising an encryption/decryption system and a
key escrow system or 5, characterised in that
the decrypter pre-calculates and saves, once and

for all, the table of values g*™/Pli) pod n for

1 € i £ k and 1 £ 3 < pfi]

35



Et[i] . 15 5. A cryptographic systemaccording to Claim4 or 5 conprising

an encryption/decryption system and a key escrow syst em—charactersed—Fr—
that the said decrypter speeds up theicalculation of the quantities y[i]

by calculating: '20 a) z = cr nmod n wherer = PAPB_ b) for i from1l to k:
y[i] = zAB/p(il nod n, 25 so as to take advantage of the difference in

size between ABIp[i] and fi(n)/p[i] for speeding up the calculations. 6. A
crypt ographi c system according to Claim4 30 conprising an

encryption/ decryption systemand a key escrow systemor 5, characterised
in that the deergptepeprd-icatctllvates andisauedoronee andndoniall ,othe

tabl e of val ue (n)/p(1l mod n for 1 < i kand 1 < j p[i] 35 31 or,
more specifi caﬁ‘g%%a %Vraﬁln%%ﬁ oﬂdgpoat%%sh?ﬁg bR Vitesd Rl uggl déhioted h)
havi ng the ¥olpowprg tp: property: ]~(n) /p[il h (gmdn) # h (gj'An)ip[l1l
nod n) if j ~j" 7. A cryptographic systemaccording to any one 10 of
Claim4 to 6. conprising an encryption/decryption system and a key escrow

h(g?®™ /Pl mod n) % h(g) ®™ /Pl nod n) if § o= 57 .
7. A cryptographic system according to any one
10 of Claim 4 to ) comprising an
encryption/decryption system and a key escrow
system, characterised in that the decrypter
speeds up its calculations by separately-
decrypting the message modulo p and then modulo
15 d, and constructing the modulo results with the

help of the Chinese remainder theorem in order

to find m again.

8. - A cryptographic system according to any one
20 of Claims 4 to 7, characterised in that a key

escrow centre or auwthority implements the

- . following steps:

a. it codes the identity of the user ID = I 2%
25 ID[i] where ID[i] are the bits of the identity
of the said user of the system (the sum being

taken for i from-1l to k) by calculating e(ID) =

[T p{i]™°"! (the product being taken for i from 1
to k); |

30
b. it 1issues, to the wuser, an El-Gamal key
(that 1is to say an exponentiation base) c' =

e(ID)u

g mod n,



system characterised in that the decrypter speeds up its calculations by
separatel y- decrypting the nessage nodul o p and then nodul o 15 g, and
constructing the nodulo results with the help of the Chinese remainder
theoremin order to f| nd m agal n. 8. A crypt ogr aphi cI system according to
any one 20 of; Og cha act eri sed at. a key escrow centre or
authority inpl emen%‘s Ctr}'ue fofl Swi ng Stepsfnh Ori‘t pécddrées fife PdEtTP§Lof the
user ID = E ZgﬂlmQSWIlQH]%Mw,e IDfi] are the bits of the identity of the
said user of the system (the sumbeing taken for i from1l to k) by ,
calculating e(ID) = Il p[i]lD1) (the product being taken for i froml to

k) 30 b. it isgsues,; Ott:mse(%ﬁ? egn ﬁ %%;%El!ﬁely Ethat s tg _say

exponenti ati on base n WhitCh u'i's aulsarge toandom
prime or aSnumseriveri mef momh fC| (n)bls iftl thamsafekesulbl ipossidye ber the

user to 5 derdye, frame, h'ndom nunab%gu%:l(azﬂléey b?ﬁfﬁﬁi@f’oi' gclg%a{)%andom
4 o he & e

nunber x and ra|S| ngngt t17e power % i ndi ng
the trace of fdwwer x modulo n.

d. with the aim of finding the trace of the
10 user, the authority extracts, from the El-Gamal
cryptogram of the encrypter, the said cryptogram
always comprising two parts, the part:
t

v = ¢ mod n

where r 1s the. encryption random number chosen

by the encrypter.

e. Knowing ¢(n), the said authority finds the

200 bits ID[i] by means of the following algorithm:

1. calculate, for i from 1 to k: y[i] =

V¢(n)/p[i] mod n

25 2. 1if y[i] = 1, then u[i] = 1, otherwise

3. calculate:
30 ID’ = X 27 p(i)
4. find : ID = CCE(ID’)

in which CCE denotes an error correction

35 mechanism.



10 user, the authority extracts, fromthe El -Gnma

encrypter, the said cryptogram always conprising two parts, the part: V =
Cr mod n 15 where r is the. encrypti#®h random number chosen by the
encrypter. e. Knowing fi(n), the said authority finds the 20 bits IDi] by
means of the followng algorithm 1. calculate, for i from1 to k: y[i]
Q") iPtil mdn 25 2. if y[i] =1, then [i] =1, otherwise [i] =0 3.

cal culate: 303D =A Eciyrit ¢gkasbnifd ndy:stddn=aCeR(+ & hgi N whigh, CGE denot es
an error correoc%: gri 35 rrgc anism 33 9. A cr%pt ographi ¢ system accordi ng
to any one of s %S t ocoZpFioéTi%ﬁlﬁllE’@y sKPAw SSEEW SEREEFot eri sed
inthat it is dasedcareiheesio Incakhed Difd i g-dHeld fmpqkeyexchangg -
mechani sm _where nunber c, obtained by raising g to a random power a
modul 0 n by on‘"ealaietdhe Baffilgs; Held Maft er K6pt ede BY NiHEg 8ai deskaowsm
authority: 10 wn&rga BoOnAnble s@l d e3pr oy aut hgi t¥afiis"&4§ga (?gaécp in the

random power a modulo n by one of the parties,

is intercepted by the said escrow authority:

10 c = g% mod n

the said escrow authority finds a again in the

following manner:

15  a. knowing the factorization of n,  the said
authority finds, with the help of the decryption

algorithm, the value

o = a mod AB
20
that is a = a + BAB;
b. the said authority calculates: A = c¢/g®* mod
n = gP® mod n
25
C. using a cryptanalysis algorithm, the
authority calculates the discrete logariﬁhm B
A = (g*®) P mod n
30

d. the authority finds

a = a + BAB



foll owi ng manner: 15 a. know ng the factorizatfaﬁ—a?_ﬁTT_TTE??ﬁﬁﬁF‘
authority finds, with the help of the decryption algorithm the value a =
a mod AB 20 that is a- a + DAB; b. the said authority cal culates: ?
nod n = gDAB nod n 25 c¢. using a cryptanalysis algorithm the authority

calculates the discrete logarithm (3 X _ (gAB) a nod n 30 d. the authority

finds

are RSA

a = a #nldABi34 r yds deerey pt Smhhig CoMBInGAth 98¢ Pased +on: t hgUse
a. 10. A cryptaographic system according to any one
conprising an®‘erftrypti on/ decrypti on system and a key escrow system
characterised in that the RSA nodulus n
10 n = (ApA +
nunber s memé
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of Claims 2 to 9 comprising an

encryption/decryption system and a key escrow

. system, characterised in that the RSA modulus n

1s the product of three factors:

n = (Apa + 1) x (Bps + 1) x (Cpc + 1)

in which P,, Py, Pc are prime numbers greater in

size than 320 bits,

(Apa + 1), (Bps + 1), (Cpc + 1) are RSA
primes, denoted respectivelyhp, q, r,

A, B and C are each the product of k/3 prime
numbers (denoted p[i], i = 1 to k), the pl[ils
being of relatively small size (between 2 and 16
bits) and able to be mutually prime numbers and
k being an integer number between 10 and 120, so

that the product ABC has at least 160 bits.

11. A cryptographic system according to any one
of Claims 1 to 10 comprising an
encryption/decryption . or €SCrow system,

characterised in that the items of encryption,

decryption and key €SCrow equipment are

computers, chip cards, PCMCIA cards, Dbadges,
by

contactless cards or any other portable

equipment.

12, A device comprising a cryptographic system

according to any one of the preceding claims,

characterised in that it comprises an encryption

5 of Cains 2 to 9

c/ ga

of

.1s the product of three factors:
b) X ngs + 1) X (Cc + 1) in which PA, PB1 Pc are prine
in AsiCAYRRIA TZR) bft $YABCTLARA GO IR 1MRpst ¢ BN Y Cpoe+ . 1)



prinmes, denoted respectively p, q, r, A, B and C are each the product of
k/3 pri'me nunbers (denoted p[i], | =1 to k), the p[i]s 20 being of
relatively small size (between 2 and 3% bits) and able to be nutually prine
nunbers and k being an integer nunber between 10 and 120, so that the
product ABC has at least 160 bits. 25 11. A cryptographic system accordi ng
to any one ofS¥¥affs AP OD GonPRFIIYRE BAN chef §FET 0ANEL Y pta ok ear
escrow syst emes€&haactkerd segd,i n t it nc i, QN ryption .
and key escrow equi |c)m3n$')r are 30 gt(g)r%gutgeﬁ? cﬁ?%tgar?%s,&é%%?%%%ggggy
badges, cont dttFRssOREr d3net ey diheraporeabh engequiognertl.e dRroAigevi ce
comprising a o ¥phagiaphic Syst efead actor ding Lecamn pne of ¢ pepreceding
claims, characterised in that it conprises an encryption 3 sysfjem and/ or
a decrypti én HxYem @/ bnfaaksyd ssgnan system the said systens

communi cating w th one another by an exchange of electronic signals or by
nmeans of an exchange of radio 5 waves or infrared signals. :




