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A supervisor writes a digital certificate into an intelligent contract
of a blockchain corresponding to an asset type to be supervised, so that
all institutions with asset accounts under tEe asset type can obtain a
first public key of the supervisor through the digital certificate

v

Based on a public-private key pair corresponding to each asset account managed by
the institution, a predetermined key exchange protocol and the first public key,
institution equipment of the institution generates an additive homomorphic key
corresponding to each asset account according to the key exchange protocol, encryptsg
the balance of each asset account by using the corresponding additive homomorphic key,

and broadcasts the encrypted balance to each node of the blockchain through the

intelligent contract of the blockchain

Y

When the institution initiates a transaction, the institution equipment encrypts

the balance of a new account of a transactor for transaction through the corresponding
additive homomorphic key, and broadcasts the encrypted balance of the new account to
each node of the blockchain through the intelligent contract of the blockchain

When checking the balance of the new account of the transactor, the supervisor
obtains a public key in the public-private key pair corresponding to the new
account, generates an additive homomorphic key according to the key exchange
protocol based on a supervision private key corresponding to the supervisor
and the predetermined key exchange protocol and the public key in the public
-private key pair, and decrypts the encrypted balance of the new account by
using the generated additive homomorphic key.

Fig. 2
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A supervisor writes a digital certificate into an intelligent contract
of a blockchain corresponding to an asset type to be supervised, so that
all institutions with asset accounts under the asset type can obtain a
first public key of the supervisor through the digital certificate

Based on a public—private key pair corresponding to each asset account managed

by the institution, a predetermined key exchange protocol and the first public

key, institution equipment of the institution generates an additive homomorphic

kev corresponding to each asset account according to the key exchange protocol,
encrypts the balance of each asset account by using the corresponding additive
homomorphic kev, and broadcasts the encrypted balance to each node of the blockchain
through the intelligent contract of the blockchain

'

When the institution initiates a transaction, the institution equipment encrypts
the new balance of an asset account of a transactor for transaction through the
corresponding additive homomorphic key, and broadcasts the encrypted new balance

to each node of the blockchain through the intelligent contract of the blockchain

Y

When checking the new balance of the asset account of the transactor, the
supervisor obtains a public key in the public—private key pair corresponding
to the asset account, generates an additive homomorphic kev according to the
key exchange protocol based on a supervision private key corresponding to the
supervisor and the predetermined key exchange protocol and the public key in
the public—private key pair, and decrypts the encrypted new balance by using
the generated additive homomorphic key.

Fig. 3

3/8

S1

S2

S10

S11



After the nodes of the blockchain receive the broadcasted encrypted balance S5
of the new account corresponding to each transactor, the intelligent
contract corresponding to each node is initiated for sum verification

Yes - — o . 7_______""“1—-____ No
= Whether sum verification succeeds? P
S6 S7
Y
. . ) A notification of sum verification failure

The intelligent contract corresponding . L. .

is sent to each node participating in the
to each node updates data based on the . . ‘s .

sum verification, or a notification of sum
encrypted balance of the new account verification failure is sent to all nodes on
corresponding to each transactor. the blockchain.
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After the nodes of the blockchain receive the broadcasted encrypted balance S5
of the new account corresponding to each transactor, the intelligent contract
corresponding to each node is initiated for sum verification.

Yes _— L . T—— Mo
~——_ Whether sum verification succeeds? ——

S6 S7

A notification of sum verification failure is

sent to each node participating in the sum
verification, or a notification of sum verification
failure is sent to all nodes on the blockchain.

The intelligent contract corresponding to each
node updates data based on the encrypted balance
of the new account corresponding te each transactor.

After the supervisor decrypts the encrypted balance of the new 98
account, a negative balance verification system is enabled for
negative balance verification of the encrypted balance of the new
account corresponding to each transactor.

Y

If an asset account fails the negative balance verification, the supervisor 59
notifies other nodes except the corresponding abnormal node of the account
which fails the negative balance verification, and/or, if an asset account
fails the negative balance verification, the supervisor cancels the transaction
authority of the account which fails the negative balance verification on the
blockchain through a blockchain authority management system.

Fig. 5
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