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ABSTRACT

COMPUTER SECURITY SYSTEM

A computer security protection module (22) arranged to provide cyber defence
capabilities to a target computer resource (12), the target computer resource being a
potential target of a cyber-attack from an attacker computer entity (14), the protection
module comprising: a first communications interface (43) arranged to interface with a
communications network, the attacker computer entity being remotely located from the
computer resource via the communications network (18); a second communications
interface (45) arranged to interface with the target computer resource such that the
protection module is located in a communications path between the communications
network and the target computer resource; a processor (47) arranged to inspect
communications traffic between the communications network and the target computer
resource; wherein, the processor is arranged to forward trusted communications traffic
received at the first communications interface (43) to the target computer resource (12)
via the second communications interface (45) and to forward communications traffic
received at the first communications interface that is not trusted to a virtual target (24),
the virtual target being arranged to be a substantial replica of the target computer

resource.
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