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Management server Distributed storage 
cluster

202 store to-be-chained data into the 
distributed storage cluster, in 

response to a success in verification 
of the second chaining request 

received from the participant node

200

Participant node

203 query, in the distributed storage 
cluster, respective participant 

information of a phase indicated by 
a participation phase identity of a 
project indicated by a participated 

project identity in the received 
second data chaining request

Consensus node

207 store the received third 
chaining request to a local 

chaining request buffer pool, in 
response to receiving the third 
chaining request sent by the 

management server

208 select, according to a preset 
consensus algorithm, a to-be-
chained request from the local 
chaining request buffer pool

To-be-
chained 

data

Participant 
information

201 send to the management server 
the first chaining request and 

participant authentication 
information of the participant node 

as a second chaining request, in 
response to receiving a first 

chaining request

204 determine participant node 
identities in the queried participant 
information as a target participant 

node identity set

Second 
chaining 
request

205 send to the consensus node the 
digest information of the to-be-

chained data, the participant node 
identity of the participant node 

sending the received second data 
chaining request, the participated 
project identity and participation 

phase identity in the received 
second data chaining request, and 
the target participant node identity 

set as a third chaining request

Third 
chaining 
request

206 record a corresponding 
relationship between the to-be-

chained data stored in the 
distributed storage cluster and the 
third chaining request sent to the 

consensus node

209 for the selected to-be-
chained request, send the data 
except the target participant 

identity set in the selected to-be-
chained request as a fourth 

chaining request to participant 
nodes indicated by respective 

participant node identities in the 
target participant identity set in 

the selected to-be-chained 
request

To-be created 
project 

information

210 in response to receiving the 
fourth chaining request sent by the 

consensus node, connect the 
received fourth chaining request to a 

local block chain

211 store the to-be-created project 
information into the distributed 
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receiving a new project creating 
request including to-be-created 
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project 
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212 determine participant node 
identities in participant information 

included in respective phase 
information of the to-be-created 
project information as a target 
participant node identity set

213 send to the consensus node 
digest information of the to-be-

created project information and the 
target participant node identity set 

as a third chaining request

214 record a corresponding 
relationship between the to-be-

created project information stored in 
the distributed storage server and 

the third chaining request sent to the 
consensus node
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cluster

302 store the to-be-chained data into 
a distributed storage cluster, in 

response to a success in verification 
of the second chaining request 

received from the participant node 
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Participant node

303 query, in the distributed storage 
cluster, respective participant 

information of a phase indicated by 
a participation phase identity of a 
project indicated by a participated 

project identity in the received 
second data chaining request

Consensus node

307 store the received third 
chaining request to a local 

chaining request buffer pool, in 
response to receiving the third 
chaining request sent by the 

management server

308 select, according to a preset 
consensus algorithm, to-be-

chained requests from the local 
chaining request buffer pool

To-be-
chained 

data

Participant 
information

301 in response to receiving a first 
chaining request, send the first 

chaining request and participant 
authentication information of the 

participant node as a second 
chaining request to the management 

server

304 determine participant node 
identities in the queried participant 
information as a target participant 

node identity set

Second 
chaining 
request

305 send to the consensus node the 
digest information of the to-be-

chained data, the participant node 
identity of the participant node 

sending the received second data 
chaining request, the participated 
project identity and participation 

phase identity in the received 
second data chaining request, and 
the target participant node identity 

set as a third chaining request

Third 
chaining 
request

306 record a corresponding 
relationship between the to-be-

chained data stored in the 
distributed storage cluster and the 
third chaining request sent to the 

consensus node

309 for the selected to-be-
chained request, send the data 
except the target participant 

identity set in the selected to-be-
chained request as a fourth 

chaining request to participant 
nodes indicated by respective 

participant node identities in the 
target participant identity set in 

the selected to-be-chained 
request

Fourth 
chaining 
request

310 connect the received fourth 
chaining request to a local block 

chain, in response to receiving the 
fourth chaining request sent by the 

consensus node

312 in response to receiving an off-
chain access request sent by the 
terminal, query in the distributed 

storage cluster to determine whether 
the participant node identity 

corresponding to the received 
request participant authentication 
information is in the participant 

node identities of respective 
participant information of a phase 

indicated by a to-be-accessed phase 
identity of an project indicated by 
the received to-be-accessed project 

identity

313 query, in the distributed storage 
cluster, data corresponding to the to-
be-accessed off-chain data identity, 

and send the found data to the 
terminal

311 connect data corresponding to 
the to-be-accessed on-chain data 
identity into the local block chain 

and send the found data to the 
terminal, in response to a success in 
verification of an on-chain access 
request including a to-be-accessed 

on-chain data identity received from 
a terminal 

Fourth 
chaining 
request
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query, in the distributed storage cluster, 
respective participant information of a 

phase indicated by a participation phase 
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participated project identity in the received 
second data chaining request
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402
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and the target participant node identity set 
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