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CLAIMS

1. A method for securing a first program_with a computer system including a

processor_and memory, the first program comprising a finite number of program

points and evolution rules associated with the program points and defining the

passage from one program point to another program point, eemprisesthe method

comprising:

o a-definitien-ofdefining, with the computer system, a plurality of exit cases_in a

non-transitory computer readable medium and, when a second program is used

in the definition of the first program, the second program defining an executable
subroutine of the first program and fereach-exit-case—of-the second program

comprising a finite number of program points and evolution rules associated with

the program points and defining;—definitior—ef a branching toward a specific

program point of the first program or a declaration of branching impossibility; and
o a-definitiondefining, with a computer system, ef-a set of local properties to be
proven, each associated with one or more of-the-constitutive—elementsevolution

rules of the first program, said set of -local properties comprising the branching

impossibility as a particular_local property; and
o establishment-establishing, with a computer system, a ef-the-formal proof of

the set of local properties.

2. The method according to claim 1, eharacterized-n-thatwherein the evolution rules,
the exit peints-cases and the branchings defining a tree structure of execution traces
or of logic traces, a prover uses the created tree structure to propagate constraints in
points of the first program and uses the-at least one transitive closure of explicit or
implicit congruences in order to prove at least one of the properties of the first

program.

3. The method according to claim 2, eharacterized-in-thatwherein the first program
comprising at least a loop, a-the prover automatically generates an invariant at a
program point by using potentially approximate versions of the execution reutes

traces leading thereto, and wherein the execution traces parts—representing the

execution efof the at least a loops have been replaced by approximate steps.
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4. The method according to claim 2, characterized—n—thatwherein at least a

branching declared as "impossible" is proven by analyzing the_execution routes or

the tree structure reutes-of the execution traces leading to the transition.

5. The method according to claim 2, wherein eharacterized-in-that-the securing of a
first program is based on the securing of a third program having different
functionalities from the first program, and/or not merely being an abstraction of the

first program .

6. The method according to claim 5, further comprising establishing eharacterized-n

that-oriented correspondences, ealled-or sufficiency relationships, between atleast
one-of-thea first local preperties-property of the first program and atleastene-of-thea
set of local properties of the third program-are-established, such that fer-proving a
the first local property of the first program;-i is sufficient to prove the set of properties

of the third program-which—are—in—correspondence—with-this—property—of-the first

program, whenever such correspondences exist.

7. The method according to claim 6, eharacterized-wherein in-that-the third program
is modified by a transformation making it possible to obtain the first program, such

that the securing of the first program is based on the securing of the third program .

8. The method according to claim 6, wherein eharacterized-in-that-the first program is
modified by a transformation making it possible to obtain the third program, such that

the securing of the first program is based on the securing of the third program-.

9. The method according to claim 6, eharacterized-in-thatwherein the first program is
modified by a transformation making it possible to obtain the third program and draw
up a plurality of sufficiency relationships oriented between at least one of the

respective properties of the first and third programs.

10. The method according to claim 6, eharacterized-in-thatwherein the third program
is modified by a transformation making it possible to obtain the first program and to
draw up a plurality of sufficiency relationships oriented between at least one of the
respective properties of the first and third programs.
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11. The method according to claim 5, eharacterized-in-thatwherein at least one of the
variables of the third program is instantiated using values taken by the variables of
the first program to draw up at least a sufficiency relationship between the first
program and the third program, or as a way of securing the first program.

12. The method according to any-ene-of-the-precedingclaimsclaim 1, eharacterized
ir-thatwherein at least one set of local preperty—properties is defined by a fourth

program.

13. A computer software product comprising software instructions to implement the
method according to any one of claims 1 to 12 when said computer software product

is executed on a computer.

14. The computer software product according to claim 13, characterized in that it
comprises a user interface adapted for enabling a user to define_at least one of the

plurality of exit cases and associated branchings, and/er set of local properties to be

proven.

15. he-The computer software product according to claim 14, characterized in that

the user interface is adapted to define an impossible branching.

16. The computer software product according to claim 14 or 15, characterized in that
the user interface is adapted to define entry conditions of a particular program to
use/_orcall at a given point and thus limit the at least one exit case of the called

program .

17. The computer software product according to claim 13 that generate
implementation code in a way that takes advantage of the factthat-semeof-the

mpossible-transitions-orlocal-properties-have been-proven-se-asformal branch proof

of branching impossibility to optimize the generated code-.

18. A method for securing a first program, the first program comprising a finite
number of program points and evolution rules associated with the program points
and defining the passage from one program point to at least another program point,

comprisesthe method comprising:
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* a-definition-ofdefining a plurality of exit cases and, when a second program is used
in the definition of the first program, the second program defining an executable
subroutine of the first program and —fer—each—exit—case—of the second program;

comprising a finite number of program points and evolution rules associated with the

program points and defining the passage from one program point to another program

point until at least one exit case, definition-ofdefining a branching toward a specific

program point of the first program or a declaration of branching impossibility; and

» a-definition-ofdefining a set of_local properties to be proven, each associated with
one or more of-the-constitutive—elementsprogram points and evolution rules of the

first program, said set of properties comprising the branching impossibility as a

particular property;

* establishment of the formal proof of the set of local properties-,

wherein the first program comprising at least a loop, a prover automatically
generates an invariant at a program point by using potentially approximate versions
of the execution routes leading thereto, wherein the partsrepresenting-theexecution
routes of the at least a execution-of loops have been replaced by approximate steps.

19. The method according to claim 18, characterized—in—thatwherein at least a

branching declared as "impossible" is proven by analyzing the_execution routes or

the tree structure of the execution traces or of logic traces reutes-leading to the

transition.

20. A method for securing a first program_in_a non-transitory computer readable

medium with a computer system including a processor and memory, the first

program comprising a finite number of program points and evolution rules associated
with the program points and defining the passage from one program point to at least

another program point, comprises:

» a—defintiendefining, with the computer system, of a plurality of exit cases_in the

non-transitory computer medium and, when a second program is used in the

definition of the first program,— the second program defining an executable

subroutine of the first program and the second program comprising a finite number of
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program points and evolution rules associated with the program points and defining

the passage from one program point to another program point until at least one exit

case foreach-exit-case—of-the-secondprogram,—definition-defining ef-a branching

toward a specific program point of the first program or a declaration of branching

impossibility; and

» a—definition—ofdefining, with the computer system, a set of local properties to be
proven, each associated with one or more ef-the—constitutive—elementsprogram

points and evolution rules of the first program, said set of local properties comprising

the branching impossibility as a particular_local property;

* establishment-establishing, with the computer system, ef-thea formal proof of the

set of properties,

wherein the securing of a first program is based on the securing of a third program
having different functionalities from the first program, and/or not merely being an

abstraction of the first program.

21. The method according to claim 20, echaracterized—in—that—oriented
correspondencesand further comprising oriented correspondences,—] ealled—or
sufficiency relationships, between at-least-eone-of-thea first local properties-property
of the first program and atleast-ene—of-thea set of local properties of the third
program-are—established, such that fer-proving a-the first local property of the first

programit is sufficient to prove the set of local properties of the third program-which

are in correspondence with this property of the first program, whenever such

correspondences exist.

22. The method according to claim 21, characterized—in—that-wherein the third
program is modified by a transformation making it possible to obtain the first
program, such that the securing of the first program is based on the securing of the
third program-.

23. The method according to claim 21, eharacterized-in-thatwherein the first program
is modified by a transformation making it possible to obtain the third program, such

that the securing of the first program is based on the securing of the third program-.
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24. The method according to claim 21, eharacterized-inwherein that-the first program
is modified by a transformation making it possible to obtain the third program and
draw up a plurality of sufficiency relationships oriented between at least one of the

respective properties of the first and third programs.

25. The method according to claim 21, eharacterized—in—thatwherein the third
program is modified by a transformation making it possible to obtain the first program
and to draw up a plurality of sufficiency relationships oriented between at least one

of the respective properties of the first and third programs-.
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CLATIMS

1. A method for securing a first program, the first prdgram

S5 comprising a finite number of program poinys and
evolution rules associated with the program points and

defining the passage from one program point /o ancther

program point, comprises:

o a definition of a plurality of it cases and,
10 when a second program is used in the finition of the
first program, for each exit case of e second program,

definition of a branching toward a spgecific program point
of the first program or a decfaration of Dbranching

impossibility; and

15 . a definition of a et of properties to be
proven, each associated th one or more of the
constitutive elements of e first program, said set of

properties comprising the Dbranching impcossibility as a
particular property;
20 ° establishmert of the formal proof of the set of

properties.

2.The method accord/ng to claim 1, characterized in that the
evolution rules, e exit points and the branchings defining a
25 tree structure /of execution traces or of logic traces, a
prover uses the created tree structure to propagate
constraints /in points of the first program and uses the
transitive/ closure of explicit or implicit congruences in
order prove at least one of the properties of the first

30 progr

3.fhe method according to claim 2, characterized in that the
irst program comprising at least a loop, a prover

automatically generates an invariant at a program point by
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using potentially approximate versions of the execution routes
leading thereto, wherein the parts representing the executio

of loops have been replaced by approximate steps.

4. The method according to claim 2, characterized in at at
least a Dbranching declared as “impossible” 1s pfoven by

analyzing the tree structure routes leading to the t¥fansition.

5.The method according to claim 2, characteriz#d in that the
securing of a first program 1s Dbased on t securing of a
third program having different functionalitfes from the first
program, and/cr not merely being an abstfaction of the first

program.

6. The method according to <c¢laim /5, characterized in that
oriented correspondences, called/ sufficiency relationships,
between at least one of the cal properties of the first
program and at least one of tl)e local properties of the third
program are established, uch that for proving a local
property of the first program, it is sufficient to prove the
set of properties of/ the third program which are 1in
correspondence with his property of the first program,

whenever such correspondences exist.

7. The method acfording to claim 6, characterized in that the
third program/ is modified by a transformation making it
possible to fbtain the first program, such that the securing
of the fipykt program is based on the securing of the third

program.

8. TWe method according to claim 6, characterized in that the
fiyst program is modified Dby a transformation making it

Ossible to obtain the third program, such that the securing
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of the first program is based on the securing of the third

program.

8. The method according to claim 6, characterized in thay the
first program is modified Dby a transformation makf/ng it
possible to obtain the third program and draw up a Plurality
of sufficiency relationships oriented between at leaAst one of

the respective properties of the first and third pfograms.

10. The method according to claim 6, charactepized in that the
third program 1is modified by a transfoymation making it
possible to obtain the first program /and to draw up a
plurality of sufficiency relationship oriented Dbetween at
least one of the respective propertieg of the first and third

programs.

11.The method according to clai 5, characterized 1in that at
least one of the wvariables of the third program 1is
instantiated using values tgken by the variables of the first
program to draw up at lea a sufficiency relationship between
the first program and /the third program, or as a way of

securing the first program.

12.The method accgrding to any one of the preceding claims,
characterized in/that at least one local property 1is defined

by a fourth prggram.

13. A otmputer software product comprising software
instructijons to implement the method according to any one of
claims to 12 when said computer software product is executed

on a /fomputer.

4 .The computer software product according to claim 13,

characterized in that it comprises a user interface adapted
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for enabling a user to define exit cases and associated

branchings, and/or local properties to be proven.

15.The computer software product according to claim/ 14,
characterized in that the user interface i1s adapted to/define

an lmpossible branching.

16. The computer software product according to clgim 14 or 15,
characterized in that the user interface is adagpted to define
entry conditions of a particular program t use/call at a
given point and thus 1limit the exit cabe of the called

progranm.

17. The computer software product acgbrding to claim 13 that
generate implementation code in a wgy that takes advantage of
the fact that some of the impogsible transitions or local
properties have been proven so/as to optimize the generated

code.

18. A method for securing/a first program, the first program
comprising a finite mber of program points and evolution
rules assoclated wjyth the program points and defining the
passage from one fprogram point to at least another program
point, comprise
. a MAefinition of a plurality of exit cases and,
when a segtond program is used in the definition of the
first pXogram, for each exit case of the second program,
defintion of a branching toward a specific program point
of /the first program or a declaration of Dbranching
impossibility; and

. a definition of a set of properties to be
proven, each associated with one or more of the

constitutive elements of the first program, said set of
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properties comprising the branching impossibility as a
particular property;
o establishment of the formal proof of the set/of
properties,
wherein the first program comprising at least a loop, a/prover
automatically generates an invariant at a program foint by
using potentially approximate versions of the execufion routes
leading thereto, wherein the parts representing e execution

of loops have been replaced by approximate steps/

19. The method according to claim 18, charagterized in that at
least a Dbranching declared as “impossfgble” 1s proven by

analyzing the tree structure routes leadfng to the transition.

20. A method for securing a first program, the first program
comprising a finite number of pfogram points and evolution
rules associated with the program points and defining the
passage from one program poiAt to at least another program
point, comprises:

° a definitio of a plurality of exit cases and,
when a second progfam is used in the definition of the
first program, fgr each exit case of the second program,
definition of branching toward a specific program point
of the firs program or a declaration of branching
impossibilify; and

. a definition of a set of properties to be
proven, each associated with one or more of the
constAtutive elements of the first program, said set of
properties comprising the branching impossibility as a
phArticular property;

o establishment of the formal proof of the set of
properties,

herein the securing of a first program 1is based on the

securing of a third program having different functicnalities
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from the first program, and/or not merely being an abstraction

of the first program.
21. The method according to claim 20, characterized 1in tpat

oriented correspondences, called sufficiency relationspips,

between at least one of the local properties of th first
program and at least one of the local properties of e third
program are established, such that for provin a local

property of the first program, it is sufficient Ao prove the

set of ©properties of the third program hich are 1in
correspondence with this ©property of the/ first program,
whenever such correspondences exist.

22. The method according to claim 21, /characterized 1in that
the third program 1s modified by a fransformation making it
possible to obtain the first prograefm, such that the securing
of the first program 1is based oY the securing of the third
program.

23. The method according t¢/ claim 21, characterized in that
the first program is modjfied by a transformation making it
possible to obtain the fhird program, such that the securing
of the first program /1s based on the securing of the third
program.

24. The method ccording to claim 21, characterized in that
the first program 1s modified by a transformation making it
possible to Abtain the third program and draw up a plurality
of sufficigncy relationships oriented between at least one of

the respgttive properties of the first and third programs.

he method according to claim 21, characterized in that
third program is modified by a transformation making it
Ossible to obtain the first program and to draw up a

plurality of sufficiency relationships oriented between at
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least one of the respective properties of the first and thArd

programs.
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CLAIMS

1. A method for securing a first program with a computer system including a
processor and memory, the first program comprising a finite number of program
points and evolution rules associated with the program points and defining the

passage from one program point to another program point, the method comprising:

o defining, with the computer system, a plurality of exit cases in a non-transitory
computer readable medium and, when a second program is used in the definition
of the first program, the second program defining an executable subroutine of the
first program and the second program comprising a finite number of program
points and evolution rules associated with the program points and defining a
branching toward a specific program point of the first program or a declaration of
branching impossibility; and

o defining, with a computer system, a set of local properties to be proven, each
associated with one or more evolution rules of the first program, said set of local
properties comprising the branching impossibility as a particular local property;
and

o establishing, with a computer system, a formal proof of the set of local

properties.

2. The method according to claim 1, wherein the evolution rules, the exit cases and
the branchings defining a tree structure of execution traces or of logic traces, a
prover uses the created tree structure to propagate constraints in points of the first
program and uses at least one transitive closure of explicit or implicit congruences in

order to prove at least one of the properties of the first program.

3. The method according to claim 2, wherein the first program comprising at least a
loop, the prover automatically generates an invariant at a program point by using
potentially approximate versions of the execution traces leading thereto, and wherein
the execution traces representing the execution of the at least a loop have been

replaced by approximate steps.
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4. The method according to claim 2, wherein at least a branching declared as
"impossible” is proven by analyzing the execution routes or the tree structure of the

execution traces leading to the transition.

5. The method according to claim 2, wherein the securing of a first program is based
on the securing of a third program having different functionalities from the first

program, and/or not merely being an abstraction of the first program .

6. The method according to claim 5, further comprising establishing oriented
correspondences, or sufficiency relationships, between a first local property of the
first program and a set of local properties of the third program, such that proving the
first local property of the first program is sufficient to prove the set of properties of the

third program, whenever such correspondences exist.

7. The method according to claim 6, wherein the third program is modified by a
transformation making it possible to obtain the first program, such that the securing

of the first program is based on the securing of the third program .

8. The method according to claim 6, wherein the first program is modified by a
transformation making it possible to obtain the third program, such that the securing

of the first program is based on the securing of the third program.

9. The method according to claim 6, wherein the first program is modified by a
transformation making it possible to obtain the third program and draw up a plurality
of sufficiency relationships oriented between at least one of the respective properties
of the first and third programs.

10. The method according to claim 6, wherein the third program is modified by a
transformation making it possible to obtain the first program and to draw up a
plurality of sufficiency relationships oriented between at least one of the respective

properties of the first and third programs.

11. The method according to claim 5, wherein at least one of the variables of the
third program is instantiated using values taken by the variables of the first program
to draw up at least a sufficiency relationship between the first program and the third

program, or as a way of securing the first program.
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12. The method according to claim 1, wherein at least one set of local properties is

defined by a fourth program.

13. A computer software product comprising software instructions to implement the
method according to any one of claims 1 to 12 when said computer software product

is executed on a computer.

14. The computer software product according to claim 13, characterized in that it
comprises a user interface adapted for enabling a user to define at least one of the
plurality of exit cases and associated branchings, and set of local properties to be

proven.

15. The computer software product according to claim 14, characterized in that the

user interface is adapted to define an impossible branching.

16. The computer software product according to claim 14 or 15, characterized in that
the user interface is adapted to define entry conditions of a particular program to use

orcall at a given point and thus limit the at least one exit case of the called program .

17. The computer software product according to claim 13 that generate
implementation code in a way that takes advantage of the formal branch proof of

branching impossibility to optimize the generated code.

18. A method for securing a first program, the first program comprising a finite
number of program points and evolution rules associated with the program points
and defining the passage from one program point to at least another program point,

the method comprising:

 defining a plurality of exit cases and, when a second program is used in the
definition of the first program, the second program defining an executable subroutine
of the first program and the second program comprising a finite number of program
points and evolution rules associated with the program points and defining the
passage from one program point to another program point until at least one exit
case, defining a branching toward a specific program point of the first program or a

declaration of branching impossibility; and
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» defining a set of local properties to be proven, each associated with one or more
program points and evolution rules of the first program, said set of properties

comprising the branching impossibility as a particular property;
» establishment of the formal proof of the set of local properties,

wherein the first program comprising at least a loop, a prover automatically
generates an invariant at a program point by using potentially approximate versions
of the execution routes leading thereto, wherein the execution routes of the at least a

loop have been replaced by approximate steps.

19. The method according to claim 18, wherein at least a branching declared as
"impossible” is proven by analyzing the execution routes or the tree structure of the

execution traces or of logic traces leading to the transition.

20. A method for securing a first program in a non-transitory computer readable
medium with a computer system including a processor and memory, the first
program comprising a finite number of program points and evolution rules associated
with the program points and defining the passage from one program point to at least

another program point, comprises:

« defining, with the computer system, a plurality of exit cases in the non-transitory
computer medium and, when a second program is used in the definition of the first
program, the second program defining an executable subroutine of the first program
and the second program comprising a finite number of program points and evolution
rules associated with the program points and defining the passage from one program
point to another program point until at least one exit case defining a branching
toward a specific program point of the first program or a declaration of branching

impossibility; and

« defining, with the computer system, a set of local properties to be proven, each
associated with one or more program points and evolution rules of the first program,
said set of local properties comprising the branching impossibility as a particular

local property;

« establishing, with the computer system, a formal proof of the set of properties,
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wherein the securing of a first program is based on the securing of a third program
having different functionalities from the first program, and/or not merely being an

abstraction of the first program.

21. The method according to claim 20, and further comprising oriented
correspondences] or sufficiency relationships, between a first local property of the
first program and a set of local properties of the third program, such that proving the
first local property of the first program is sufficient to prove the set of local properties

of the third program, whenever such correspondences exist.

22. The method according to claim 21, wherein the third program is modified by a
transformation making it possible to obtain the first program, such that the securing

of the first program is based on the securing of the third program.

23. The method according to claim 21, wherein the first program is modified by a
transformation making it possible to obtain the third program, such that the securing

of the first program is based on the securing of the third program.

24. The method according to claim 21, wherein the first program is modified by a
transformation making it possible to obtain the third program and draw up a plurality
of sufficiency relationships oriented between at least one of the respective properties

of the first and third programs.

25. The method according to claim 21, wherein the third program is modified by a
transformation making it possible to obtain the first program and to draw up a
plurality of sufficiency relationships oriented between at least one of the respective

properties of the first and third programs.
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