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TITLE OF THE INVENTION
High-Precision Privacy-Preserving Real-Valued Function Evaluation
RELATED APPLICATIONS

[0001] The subject matter of this application is related to U.S. Provisional Application
No. 62552161, filed on 2017-08-30, U.S. Provisional Application No. 62560175, filed on
2017-09-18, U.S. Provisional Application No. 62641256, filed on 2018-03-09, and U.S.
Provisional Application No. 62647635, filed on 2018-03-24, all of which applications are

incorporated herein by reference in their entireties.

BACKGROUND OF THE INVENTION

[0002] There exist problems in privacy-preserving or secure multi-party computing that
do not have effective solutions in the prior art. For example, suppose a number of
organizations desire to collaborate in training a machine learning classifier in order to detect
fraudulent activity, such as financial scams or phishing attacks. Each organization has a set
of training data with examples of legitimate and fraudulent activity, but the individual
organizations want to retain the privacy and secrecy of their data while still being able to
collaboratively contribute their data to the training of the classifier. Such a training, in
theory, can be accomplished using privacy-preserving or secure multi-party computing
techniques. In order to be effective, however, the classifier must also support a very high
level of precision to detect what may be relatively rare occurrences of fraudulent activity as
compared to much more frequent legitimate activity. Existing secure multi-party computing
techniques do not provide requisite levels of precision for such training without requiring

unduly burdensome amounts of inter-party communication.

SUMMARY OF THE INVENTION

[0003] A method for performing privacy-preserving or secure multi-party computations
enables multiple parties to collaborate to produce a shared result while preserving the
privacy of input data contributed by individual parties. The method can produce a result
with a specified high degree of precision or accuracy in relation to an exactly accurate
plaintext (non-privacy-preserving) computation of the result, without unduly burdensome

amounts of inter-party communication. The multi-party computations can include a Fourier
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series approximation of a continuous function or an approximation of a continuous function
using trigonometric polynomials, for example, in training a machine learning classifier using
secret shared input data. The multi-party computations can include a secret share
reduction that transforms an instance of computed secret shared data stored in floating-
point representation into an equivalent, equivalently precise, and equivalently secure

instance of computed secret shared data having a reduced memory storage requirement.

[0004] As will be appreciated by one skilled in the art, multiple aspects described in the
remainder of this summary can be variously combined in different operable embodiments.
All such operable combinations, though they may not be explicitly set forth in the interest of

efficiency, are specifically contemplated by this disclosure.

[0005] A method for performing secure multi-party computations can produce a result

while preserving the privacy of input data contributed by individual parties.

[0006] In the method, a dealer computing system can create a plurality of sets of related
numerical masking data components, wherein for each set of related numerical masking
data components, each component of the set is one of: a scalar, a vector and a matrix. The
dealer computing system can secret share, among a plurality of party computing systems,
each component of each set of the plurality of sets of related numerical masking data

components.

[0007] In the method, for each party computing system of the plurality of party
computing systems, the party computing system can receive a respective secret share of
each component of each set of the plurality of sets of numerical masking data components
from the trusted dealer. The party computing system can, for at least one set of input data,
receive a secret share of the set of input data. The party computing system can execute a
set of program instructions that cause the party computing system to perform, in
conjunction and communication with others of the party computing systems, one or more
multi-party computations to create one or more instances of computed secret shared data.
For each instance, the party computing system can compute a secret share of the instance
based on at least one secret share of a set of input data or at least one secret share of

another instance of computed secret shared data. Received secret shares of numerical
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masking data components can be used to mask data communicated during the

computations.

[0008] The computations can include, for example, a Fourier series approximation of a
continuous function or an approximation of a continuous function using trigonometric
polynomials. The computations can also or alternatively include, for example, a secret share
reduction that transforms an instance of computed secret shared data stored in floating-
point representation into an equivalent, equivalently precise, and equivalently secure

instance of computed secret shared data having a reduced memory storage requirement.

[0009] In the method, the party computing system can transmit a secret share of an
instance of computed secret shared data to one or more others of the plurality of party
computing systems. For at least one party computing system, the party computing system
can receive one or more secret shares of an instance of computed secret shared data from
one or more others of the plurality of party computing systems. The party computing
system can combine the received secret shares of the instance of computed secret shared

data to produce the result.

[0010] The method can be performed such that the computations further include
partitioning a domain of a function into a plurality of subintervals; and for each subinterval
of the plurality of subintervals: determining an approximation of the function on the
subinterval, and computing an instance of computed secret shared data using at least one of

garbled circuits and oblivious selection.

[0011] The approximation of the continuous function can be on an interval. The
approximation can be a uniform approximation of the continuous function. The continuous
function can be a machine learning activation function. The machine learning activation
function can be the sigmoid function. The machine learning activation function can be the
hyperbolic tangent function. The machine learning activation function can be a rectifier
activation function for a neural network. The continuous function can be the sigmoid

function.

[0012] The secret share reduction can include masking one or more most significant bits
of each secret share of an instance of computed secret shared data. The result can be a set

of coefficients of a logistic regression classification model. The method can implement a
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logistic regression classifier, and the result can be a prediction of the logistic regression

classifier based on the input data.

[0013] The dealer computing system can be a trusted dealer computing system, and
communications between the party computing systems can be made inaccessible to the

trusted dealer computing system.

[0014] The dealer computing system can be an honest-but-curious dealer computing
system, and privacy of secret shared input data contributed by one or more of the party
computing systems can be preserved regardless of whether communications between the
party computing systems can be accessed by the honest-but-curious dealer computing

system.

[0015] The method can further include: for at least one set of input data, performing a
statistical analysis on the set of input data to determine a set of input data statistics;
performing a pre-execution of a set of source code instructions using the set of input data
statistics to generate statistical type parameters for each of one or more variable types; and
compiling the set of source code instructions based on the set of statistical type parameters
to generate the set of program instructions. The pre-execution can be performed
subsequent to: unrolling loops in the set of source code instructions having a determinable

number of iterations; and unrolling function calls in the set of source code instructions.

[0016] The method can be performed such that at least one set of related numerical
masking data components consists of three components having a relationship where one of

the components is equal to a multiplicative product of a remaining two of the components.

[0017] The method can be performed such that at least one set of related numerical
masking data components comprises a number and a set of one or more associated values

of Fourier basis functions evaluated on the number.

[0018] The method can be performed such that the result has a predetermined degree

of precision in relation to a plaintext computation of the result.

[0019] The method can be performed such that at least one of the plurality of party
computing systems secret shares, among the plurality of party computing systems, a

respective set of input data.
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[0020] A system can include a plurality of computer systems, wherein the plurality of
computer systems are configured to perform the method.

[0021] A non-transitory computer-readable medium can be encoded with the set of

program instructions.

[0022] A non-transitory computer-readable medium can be encoded with computer
code that, when executed by plurality of computer systems, cause the plurality of computer

systems to perform the method.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] Figure 1 illustrates a graph of the odd-even periodic extension of the rescaled

sigmoid.
[0024] Figure 2 illustrates an asymptotic approximation of the sigmoid via Theorem 1.

[0025] Figure 3 illustrates a schematic of the connections during the offline phase of the

MPC protocols in accordance with one embodiment.

[0026] Figure 4 illustrates a schematic of the communication channels between players

during the online phase in accordance with one embodiment.

[0027] Figure 5 illustrates a table of results of our implementation summarizing the

different measures we obtained during our experiments for n = 3 players.

[0028] Figure 6 shows the evolution of the cost function during the logistic regression as

a function of the number of iterations.

[0029] Figure 7 shows the evolution of the F-score during the same logistic regression as

a function of the number of iterations.

[0030] Figure 8 illustrates an example truth table and a corresponding encrypted truth

table (encryption table).

[0031] Figure 9 illustrates a table in which we give the garbling time, garbling size and

the evaluation time for different garbling optimizations.
[0032] Figure 10 illustrates an example comparison circuit.

[0033] Figure 11 illustrates and example secret addition circuit.
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[0034] Figure 12 illustrates a diagram of two example functions.
[0035] Figure 13 illustrates a schematic of a state machine that processes n letters.

[0036] Figure 14 illustrates a method for performing a compilation in accordance with

one embodiment.

[0037] Figure 15 illustrates a general computer architecture that can be appropriately

configured to implement components disclosed in accordance with various embodiments.

[0038] Figure 16 illustrates a method for performing secure multi-party computations in

accordance with various embodiments.

DETAILED DESCRIPTION

[0039] In the following description, references are made to various embodiments in
accordance with which the disclosed subject matter can be practiced. Some embodiments
may be described using the expressions one/an/another embodiment or the like, multiple
instances of which do not necessarily refer to the same embodiment. Particular features,
structures or characteristics associated with such instances can be combined in any suitable

manner in various embodiments unless otherwise noted.
[0040] I. High-Precision Privacy-Preserving Real-Valued Function Evaluation
[0041] 0 Overview

[0042] We propose a novel multi-party computation protocol for evaluating continuous
real-valued functions with high numerical precision. Our method is based on
approximations with Fourier series and uses at most two rounds of communication during
the online phase. For the offline phase, we propose a trusted-dealer and honest-but-
curious aided solution, respectively. We apply our method to train a logistic regression
classifier via a variant of Newton’s method (known as IRLS) to compute unbalanced
classification problems that detect rare events and cannot be solved using previously
proposed privacy-preserving optimization methods (e.g., based on piecewise-linear
approximations of the sigmoid function). Our protocol is efficient as it can be implemented
using standard quadruple-precision floating point arithmetic. We report multiple
experiments and provide a demo application that implements our method for training a

logistic regression model.
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[0043] 1 Introduction

[0044] Privacy-preserving computing allows multiple parties to evaluate a function while
keeping the inputs private and revealing only the output of the function and nothing else.
Recent advances in multi-party computation (MPC), homomorphic encryption, and
differential privacy made these models practical. An example of such computations, with
applications in medicine and finance, among others, is the training of supervised models
where the input data comes from distinct secret data sources [17], [23], [25], [26] and the

evaluation of predictions using these models.

[0045] In machine learning classification problems, one trains a model on a given
dataset to predict new inputs, by mapping them into discrete categories. The classical
logistic regression model predicts a class by providing a probability associated with the
prediction. The quality of the model can be measured in several ways, the most common

one being the accuracy that indicates the percentage of correctly predicted answers.

[0046] It appears that for a majority of the datasets (e.g., the MNIST database of
handwritten digits [15] or the ARCENE dataset [14]), the classification achieves very good
accuracy after only a few iterations of the gradient descent using a piecewise-linear

approximation of the sigmoid function sigmo : R = [0, 1] defined as

sigmo(x) = 7—=,

although the current cost function is still far from the minimum value [25]. Other
approximation methods of the sigmoid function have also been proposed in the past. In
[29], an approximation with low degree polynomials resulted in a more efficient but less
accurate method. Conversely, a higher-degree polynomial approximation applied to deep
learning methods in [24] yielded more accurate, but less efficient methods (and thus, less
suitable for privacy-preserving computing). In parallel, approximation solutions for privacy-
preserving methods based on homomorphic encryption [2], [27], [18], [22] and differential
privacy [1], [10] have been proposed in the context of both classification methods and deep

learning.

[0047] Nevertheless, accuracy itself is not always a sufficient measure for the quality of

the model, especially if, as mentioned in [19, p.423], our goal is to detect a rare event such
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as a rare disease or a fraudulent financial transaction. If, for example, one out of every one
thousand transactions is fraudulent, a naive model that classifies all transactions as honest
achieves 99.9% accuracy; yet this model has no predictive capability. In such cases,
measures such as precision, recall and F1-score allow for better estimating the quality of the
model. They bound the rates of false positives or negatives relative to only the positive

events rather than the whole dataset.

[0048] The techniques cited above achieve excellent accuracy for most balanced
datasets, but since they rely on a rough approximation of the sigmoid function, they do not
converge to the same model and thus, they provide poor scores on datasets with a very low
acceptance rate. In this paper, we show how to regain this numerical precision in MPC, and
to reach the same score as the plaintext regression. Our MPC approach is mostly based on
additive secret shares with precomputed multiplication numerical masking data [4]. This
means that the computation is divided in two phases: an offline phase that can be executed
before the data is shared between the players (also referred to as parties or party
computing systems), and an online phase that computes the actual result. For the offline
phase, we propose a first solution based on a trusted dealer, and then discuss a protocol
where the dealer is honest-but-curious. The dealer or trusted dealer can also be referred to

as a dealer computing system.
[0049] 1.1 Our contributions

[0050] A first contribution is a Fourier approximation of the sigmoid function.

Evaluation of real-valued functions has been widely used in privacy-preserving
computations. Forinstance, in order to train linear and logistic regression models, one is
required to compute real-valued functions such as the square root, the exponential, the
logarithm, the sigmoid or the softmax function and use them to solve non-linear
optimization problems. In order to train a logistic regression model, one needs to minimize
a cost function which is expressed in terms of logarithms of the continuous sigmoid
function. This minimum is typically computed via iterative methods such as the gradient
descent. For datasets with low acceptance rate, it is important to get much closer to the
exact minimum in order to obtain a sufficiently precise model. We thus need to significantly

increase the number of iterations (naive or stochastic gradient descent) or use faster-
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converging methods (e.g., IRLS [5, §4.3]). The latter require a numerical approximation of
the sigmoid that is much better than what was previously achieved in an MPC context,
especially when the input data is not normalized or feature-scaled. Different approaches
have been considered previously such as approximation by Taylor series around a point
(vielding only good approximation locally at that point), or polynomial approximation (by
e.g., estimating least squares). Although better than the first one, this method is
numerically unstable due to the variation of the size of the coefficients. An alternative
method based on approximation by piecewise-linear functions has been considered as well.
In MPC, this method performs well when used with garbled circuits instead of secret sharing

and masking, but does not provide enough accuracy.

[0051] In our case, we approximate the sigmoid using Fourier series, an approach
applied for the first time in this context. This method works well as it provides a better
uniform approximation assuming that the function is sufficiently smooth (as is the case with
the sigmoid). In particular, we virtually re-scale and extend the sigmoid to a periodic
function that we approximate with a trigonometric polynomial which we then evaluate in a
stable privacy-preserving manner. To approximate a generic function with trigonometric
polynomials that can be evaluated in MPC, one either uses the Fourier series of a smooth
periodic extension or finds directly the closest trigonometric polynomial by the method of
least squares for the distance on the half-period. The first approach yields a superalgebraic
convergence at best, whereas the second converges exponentially fast. On the other hand,
the first one is numerically stable whereas the second one is not (under the standard
Fourier basis). In the case of the sigmoid, we show that one can achieve both properties at

the same time.

[0052] A second contribution is a Floating-point representation and masking. A typical
approach to multi-party computation protocols with masking is to embed fixed-point values
into finite groups and use uniform masking and secret sharing. Arithmetic circuits can then
be evaluated using, e.g., precomputed multiplication numerical masking data and following
Beaver’s method [4]. This idea has been successfully used in [13] and [12]. Whereas the
method works well on low multiplicative depth circuits like correlations or linear regression
[17], in general, the required group size increases exponentially with the multiplicative

depth. In [25], this exponential growth is mitigated by a two-party rounding solution, but

9
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the technique does not extend to three or more players where an overflow in the most
significant bits can occur. In this work, we introduce an alternative sharing scheme, where
fixed-point values are shared directly using (possibly multibit) floating points, and present a
technique to reduce the share sizes after each multiplication. This technique easily extends

to an arbitrary number of players.

[0053] A third contribution is a significant reduction in communication time. In this
paper, we follow the same approach as in [25] and define dedicated numerical masking data
for high-level instructions, such as large matrix multiplications, a system resolution, or an
oblivious evaluation of the sigmoid. This approach is less generic than masking low-level
instructions as in SPDZ, but it allows to reduce the communication and memory
requirements by large factors. Masks and operations are aware of the type of vector or
matrix dimensions and benefit from the vectorial nature of the high-level operations. For
example, multiplying two matrices requires a single round of communication instead of up
to O(n3) for coefficient-wise approaches, depending on the batching quality of the compiler.
Furthermore, masking is defined per immutable variable rather than per elementary
operation, so a constant matrix is masked only once during the whole method. Combined
with non-trivial local operations, these numerical masking data can be used to achieve much
more than just ring additions or multiplications. In a nutshell, the amount of
communications is reduced as a consequence of reusing the same masks, and the number
of communication rounds is reduced as a consequence of masking directly matrices and
other large structures. Therefore, the total communication time becomes negligible

compared to the computing cost.

[0054] A fourth contribution is a new protocol for the honest but curious offline phase
extendable to n players. We introduce a new protocol for executing the offline phase in the
honest-but-curious model that is easily extendable to a generic number n of players while
remaining efficient. To achieve this, we use a broadcast channel instead of peer-to-peer
communication which avoids a quadratic explosion in the number of communications. This
is an important contribution, as none of the previous protocols for n > 3 players in this
model are efficient. In [17], for instance, the authors propose a very efficient method in the

trusted dealer model; yet the execution time of the oblivious transfer protocol is quite slow.

10
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[0055] 2 Notation and Preliminaries

[0056] Assume that P, . . ., Pn are distinct computing parties (players). We recall some

basic concepts from multi-party computation that will be needed for this paper.
[0057] 2.1 Secret sharing and masking

[0058] Let (G, *) be a group and let x € G be a group element. A secret share of x,
denoted by [[x] (by a slight abuse of notation), is a tuple (x1, ..., xn) € G" such that x =x; ®
- e x,. If (G, +) is abelian, we call the secret shares x1, . . ., x, additive secret shares. A
secret sharing scheme is computationally secure if for any two elements x, y € G, strict sub-

tuples of shares [x]e or [[y]e are indistinguishable. If G admits a uniform distribution, an
information-theoretic secure secret sharing scheme consists of drawing x1, ..., Xp-1
uniformly at random and choosing x,, = x;%; ¢ - - e x; e x . When G is not compact, the

condition can be relaxed to statistical or computational indistinguishability.

[0059] A closely related notion is the one of group masking. Given a subset X of G, the
goal of masking X is to find a distribution D over G such that the distributions of xeD for x € X
are all indistinguishable. Indeed, such distribution can be used to create a secret share: one
can sample A & D, and give A1 to a player and x ¢ A to the other. Masking can also be used
to evaluate non-linear operations in clear over masked data, as soon as the result can be
privately unmasked via homomorphisms (as in, e.g., the Beaver’s triplet multiplication

technique [4]).
[0060] 2.2 Arithmetic with secret shares via masking

[0061] Computing secret shares for a sum x + y (or a linear combination if (G, +) has a
modaule structure) can be done non-interactively by each player by adding the
corresponding shares of x and y. Computing secret shares for a product is more challenging.
One way to do that is to use an idea of Beaver based on precomputed and secret shared
multiplicative numerical masking data. From a general point of view, let (G1, +), (G2, +) and

(Gz, +) be three abelian groups and let i : G1 x G2 = G3 be a bilinear map.

[0062] Given additive secret shares [x]+ and [y]+ for two elements x € G1and y € G;, we
would like to compute secret shares for the element ri(x, y) € Gz. With Beaver’s method,

the players must employ precomputed single-use random numerical masking data ([[A]-,

11
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[+, [rt(A, u)]+) for A € Gi1and u € Gz, and then use them to mask and reveal a = x+ A and b
=y + u. The players then compute secret shares for r(x, y) as follows:
— Player 1 computes z1 = t(a, b) - n(a, p1) - (A1, b) + (rt(A, w))1;

—Playeri(fori=2,..., n) computes zi = -rt(a, u) — 1t(A;, b) + (17(A, u));.

[0063] The computed z1, . . ., z, are the additive shares of rt(x, y). A given A can be used
to mask only one variable, so one triplet (more generally, set of numerical masking data)
must be precomputed for each multiplication during the offline phase (i.e. before the data is
made available to the players). Instantiated with the appropriate groups, this abstract
scheme allows to evaluate a product in a ring, but also a vectors dot product, a matrix-

vector product, or a matrix-matrix product.
[0064] 2.3 MPC evaluation of real-valued continuous functions

[0065] For various applications (e.g., logistic regression in Section 6, below), we need to
compute continuous real-valued functions over secret shared data. For non-linear functions
(e.g. exponential, log, power, cos, sin, sigmoid, etc.), different methods are proposed in the

literature.

[0066] A straightforward approach consists of implementing a full floating point
arithmetic framework [6, 12], and to compile a data-oblivious method that evaluates the
function over floats. This is for instance what Sharemind and SPDZ use. However, these
two generic methods lead to prohibitive running times if the floating point function has to

be evaluated millions of times.

[0067] The second approach is to replace the function with an approximation that is
easier to compute: for instance, [25] uses garbled circuits to evaluate fixed point
comparisons and absolute values; it then replaces the sigmoid function in the logistic
regression with a piecewise-linear function. Otherwise, [24] approximates the sigmoid with
a polynomial of fixed degree and evaluates that polynomial with the Horner method, thus

requiring a number of rounds of communications proportional to the degree.

[0068] Another method that is close to how SPDZ [13] computes inverses in a finite field
is based on polynomial evaluation via multiplicative masking: using precomputed numerical
masking data of the form ([A]+, [A™2] +, . . ., [A]+), players can evaluate P(x) =

Z?:o a,x? by revealing u = xA and outputting the linear combination Z?:o aut[A7.,.

12
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[0069] Multiplicative masking, however, involves some leakage: in finite fields, it reveals
whether x is null. The situation gets even worse in finite rings where the multiplicative orbit
of x is disclosed (for instance, the rank would be revealed in a ring of matrices), and over R,

the order of magnitude of x would be revealed.

[0070] For real-valued polynomials, the leakage could be mitigated by translating and
rescaling the variable x so that it falls in the range [1, 2). Yet, in general, the coefficients of
the polynomials that approximate the translated function explode, thus causing serious

numerical issues.
[0071] 2.4 Full threshold honest-but-curious protocol

[0072] Since our goal is to emphasize new functionalities, such as efficient evaluation of
real-valued continuous functions and good quality logistic regression, we often consider a
scenario where all players follow the protocol without introducing any errors. The players
may, however, record the whole transaction history and try to learn illegitimate information
about the data. During the online phase, the security model imposes that any collusion of at
most n-1 players out of n cannot distinguish any semantic property of the data beyond the
aggregated result that is legitimately and explicitly revealed. To achieve this, Beaver triplets
(also referred to as numerical masking data, used to mask player’s secret shares) can be
generated and distributed by a single entity called the trusted dealer. In this case, no
coalition of at most n-1 players should get any computational advantage on the plaintext
numerical masking data information. However, the dealer himself knows the plaintext
numerical masking data, and hence the whole data, which only makes sense on some
computation outsourcing use-cases. In Section 5, below, we give an alternative honest-but-
curious (or semi-honest) protocol to generate the same numerical masking data, involving
this time bi-directional communications with the dealer. In this case, the dealer and the
players collaborate during the offline phase in order to generate the precomputed material,
but none of them have access to the whole plaintext numerical masking data. This makes
sense as long as the dealer does not collude with any player, and at least one player does
not collude with the other players. We leave the design of actively secure protocols for

future work.

[0073] 3 Statistical Masking and Secret Share Reduction

13
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[0074] In this section, we present our masking technique for fixed-point arithmetic and
provide an method for the MPC evaluation of real-valued continuous functions. In
particular, we show that to achieve p bits of numerical precision in MPC, it suffices to have p

+ 2t-bit floating points where tis a fixed security parameter.

[0075] The secret shares we consider are real numbers. We would like to mask these
shares using floating point numbers. Yet, as there is no uniform distribution on R, no
additive masking distribution over reals can perfectly hide the arbitrary inputs. In the case
when the secret shares belong to some known range of numerical precision, it is possible to
carefully choose a masking distribution, depending on the precision range, so that the
masked value computationally leaks no information about the input. A distribution with
sufficiently large standard deviation could do the job: for the rest of the paper, we refer to
this type of masking as “statistical masking”. In practice, we choose a normal distribution

with standard deviation o = 2.

[0076] On the other hand, by using such masking, we observe that the sizes of the
secret shares increase every time we evaluate the multiplication via Beaver’s technique
(Section 2.2). In Section 3.3, we address this problem by introducing a technique that allows
to reduce the secret share sizes by discarding the most significant bits of each secret share

(using the fact that the sum of the secret shares is still much smaller than their size).
[0077] 3.1 Floating point, fixed point and interval precision

[0078] Suppose that B is an integer and that p is a non-negative integer (the number of

bits). The class of fixed-point numbers of exponent B and numerical precision p is:
C(B,p)={x€ 2577, |x| <25}

[0079] Each class C(B, p) is finite, and contains 2°*! +1 numbers. They could be rescaled
and stored as (p + 2)-bit integers. Alternatively, the number x € C(B, p) can also be
represented by the floating point value x, provided that the floating point representation
has at least p bits of mantissa. In this case, addition and multiplication of numbers across
classes of the same numerical precision are natively mapped to floating-point arithmetic.
The main arithmetic operations on these classes are:
— Lossless Addition: C(B1, p1)xC(Ba, p2) = C(B, p) where B = max(B1, B2)+1 and p = B - min(B:
- p1, B2 - p2);

14



WO 2019/046651 PCT/US2018/048963

— Lossless Multiplication: C(B1, p1) x C(B>, p2) = C(B, p) where B=B1 + By and p = p1 + p3;

—Rounding: C(B1, p1) = C(B, p), that maps x to its nearest element in 2877 Z.

[0080] Lossless operations require p to increase exponentially in the multiplication
depth, whereas fixed precision operations maintain p constant by applying a final rounding.
Finally, note that the exponent B should be incremented to store the result of an addition,
vet, B is a user-defined parameter in fixed point arithmetic. If the user forcibly chooses to
keep B unchanged, any result | x| > 28 will not be representable in the output domain (we

refer to this type of overflow as plaintext overflow ).
[0081] 3.2 Floating point representation

[0082] Given a security parameter 7, we say that a set S is a T-secure masking set for a
class C(B, p) if the following distinguishability game cannot be won with advantage > 2-t:
the adversary chooses two plaintexts mo, m1 in C(B, p), a challenger picks b € {0, 1}and a €
S uniformly at random, and sends ¢ = my + a to the adversary. The adversary has to guess b.
Note that increasing such distinguishing advantage from 277 to = 1/2 would require to give at

least 27 samples to the attacker, so T = 40 is sufficient in practice.

[0083] Proposition 1. The class C(B, p, 1) = {a € 227 Z, |a| < 25*T} is a t-secure masking

set for C(B, p)

[0084] Proof. If a, b € C(B, p) and U is the uniform distribution on C(B, p, 1), the
statistical distance between g + Uand b+ U'is (b - a) - 2°"8/#C(B, p, T) < 27%. This distance

upper-bounds any computational advantage. m

[0085] Again, the class C(B, p, T) = C(B + 1, p + 1) fits in floating point numbers of p + T-
bits of mantissa, so they can be used to securely mask fixed point numbers with numerical

precision p. By extension, all additive shares for C(B, p) will be taken in C(B, p, 7).

[0086] We now analyze what happens if we use Beaver’s protocol to multiply two
plaintexts x € C(B1, p) and y € C(B,, p). The masked values x + A and y + u are bounded by
28177 and 28277 respectively. Since the mask A is also bounded by 2817 and p by 282%7, the
computed secret shares of x - y will be bounded by 281182727 55 the lossless multiplication
sends C(B1, p, T) X C(B2, p, T) > C(B, 2p, 21) where B = B1 + B instead of C(B, p, t). Reducing

p is just a matter of rounding, and it is done automatically by the floating point
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representation. However, we still need a method to reduce 1, so that the output secret

shares are bounded by 257,
[0087] 3.3 Secret share reduction method

[0088] The method we propose depends on two auxiliary parameters: the cutoff,
defined as np = B + T so that 27 is the desired bound in absolute value, and an auxiliary

parameter M = 2% larger than the number of players.

[0089] The main idea is that the initial share contains large components z;, . . ., z, that
sum up to the small secret shared value z. Additionally, the most significant bits of the
share beyond the cutoff position (say MSB(z) = |z//2"]) do not contain any information on
the data, and are all safe to reveal. We also know that the MSB of the sum of the shares
(i.e. MSB of the data) is null, so the sum of the MSB of the shares is very small. The share
reduction method simply computes this sum, and redistributes it evenly among the players.
Since the sum is guaranteed to be small, the computation is done modulo M rather than on
large integers. More precisely, using the cutoff parameter n, fori=1, ..., n, player i writes
his secret share z; of z as z; = u; + 2v;, with v; € Z and u; € [-27°%, 27"). Then, he broadcasts v;
mod M, so that each player computes the sum. The individual shares can optionally be re-
randomized using a precomputed share [v]+, with v=0 mod M. Since w = Y, v;'s is
guaranteed to be between -M/2 and M/2, it can be recovered from its representation mod
M. Thus, each player locally updates its share as u; + 2"w/n, which have by construction the

same sum as the original shares, but are bounded by 2.
[0090] 3.4 Mask reduction method

[0091] The following method details one embodiment for reducing the size of the secret
shares as described above in Section 3.3. This procedure can be used inside the classical
MPC multiplication involving floating points.

Input: [z]+ and one set of numerical masking data [v]., with v=0 mod M.

Output: Secret shares for the same value z with smaller absolute values of the shares.

1: Each player P, computes u; € [-2771, 2171) and v; € Z, such that z; = u; + 2.

2: Each player P; broadcasts v; + v mod M to other players.

3: The players compute w = %(Z?ﬂ(vi + v;) mod M).

4: Each player P; computes the new share of z as z; = u; + 2™w.
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[0092] 4 Fourier Approximation

[0093] Fourier theory allows us to approximate certain periodic functions with
trigonometric polynomials. The goal of this section is two-fold: to show how to evaluate
trigonometric polynomials in MPC and, at the same time, to review and show extensions of

some approximation results to non-periodic functions.
[0094] 4.1 Evaluation of trigonometric polynomials or Fourier series in MPC

[0095] Recall that a complex trigonometric polynomial is a finite sum of the form t(x) =
Y o pCme™, where ¢,y € Cis equal to am + ibm , with @y, bm € R. Each trigonometric
polynomial is a periodic function with period 2r. If c_,, = ¢, for all m € Z, then t is real-
valued, and corresponds to the more familiar cosine decomposition t(x) = ay +

YN 1 am cos(mx) + b,sin(mx). Here, we describe how to evaluate trigonometric

polynomials in an MPC context, and explain why it is better than regular polynomials.

[0096] We suppose that, for all m, the coefficients am and b of t are publicly accessible
and theyare 0<am, bm< 1. Astis 2rt periodic, we can evaluate it on inputs modulo 27.
Remark that as R mod 25t admits a uniform distribution, we can use a uniform masking: this
method completely fixes the leakage issues that were related to the evaluation of classical
polynomials via multiplicative masking. On the other hand, the output of the evaluation is
still in IR: in this case we continue using the statistical masking described in previous
sections. The inputs are secretly shared and additively masked: for sake of clarity, to
distinguish the classical addition over reals from the addition modulo 25, we temporarily
denote this latter by €. In the same way, we denote the additive secret shares with respect
to the addition modulo 2rt by [-J®. Then, the transition from [-]+ to [-]@ can be achieved

by trivially reducing the shares modulo 2.

[0097] Then, a way to evaluate t on a secret shared input [[x]+ = (x1, ..., xn) is to
convert [[x]+ to [x]@ and additively mask it with a shared masking [A]®, then reveal x @ A
and rewrite our target [e™]. as em*®V.[emA],. Indeed, since x @ A is revealed, the
coefficient e™*®¥ can be computed in clear. Overall, the whole trigonometric polynomial t
can be evaluated in a single round of communication, given precomputed trigonometric
polynomial or Fourier series masking data such as ([A]®, [e™], . . ., [e**"]+) and thanks to

the fact that x @ A has been revealed.
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[0098] Also, we notice that to work with complex numbers of absolute value 1 makes
the method numerically stable, compared to power functions in regular polynomials. Itis
for this reason that the evaluation of trigonometric polynomials is a better solution in our

context.
[0099] 4.2 Approximating non-periodic functions

[0100] If one is interested in uniformly approximating (with trigonometric polynomials
on a given interval, e.g. [-71/2, 1/2]) a non-periodic function f, one cannot simply use the
Fourier coefficients. Indeed, even if the function is analytic, its Fourier series need not

converge uniformly near the end-points due to Gibbs phenomenon.
[0101] 4.2.1 Approximations via C*-extensions.

[0102] One way to remedy this problem is to look for a periodic extension of the
function to a larger interval and look at the convergence properties of the Fourier series for
that extension. To obtain exponential convergence, the extension needs to be analytic too,
a condition that can rarely be guaranteed. In other words, the classical Whitney extension
theorem [28] will rarely yield an analytic extension that is periodic at the same time. A
constructive approach for extending differentiable functions is given by Hestenes [20] and
Fefferman [16] in a greater generality. The best one can hope for is to extend the function
to a C®-function (which is not analytic). As explained in [8], [9], such an extension yields a

super-algebraic approximation at best that is not exponential.
[0103] 4.2.2 Least-square approximations.

[0104] An alternative approach for approximating a non-periodic function with
trigonometric functions is to search for these functions on a larger interval (say [-r, 7]),
such that the restriction (to the original interval) of the L?>-distance between the original
function and the approximation is minimized. This method was first proposed by [7], but it
was observed that the coefficients with respect to the standard Fourier basis were
numerically unstable in the sense that they diverge (for the optimal solution) as one
increases the number of basis functions. The method of [21] allows to remedy this problem
by using a different orthonormal basis of certain half-range Chebyshev polynomials of first

and second kind for which the coefficients of the optimal solution become numerically
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stable. In addition, one is able to calculate numerically these coefficients using a Gaussian

quadrature rule.

[0105] 4.2.2.1 Approximation of functions by trigonometric polynomial over the half

period

[0106] Let f be a square-integrable function on the interval [-71/2, 7/2] that is not

necessarily smooth or periodic.
[0107] 4.2.2.1.1 The approximation problem

[0108] Consider the set

n

Qg . C
G,=19(x) =—+ a,sin(kx)+ ) b cos(kx)}

k=1

of 2mt-periodic functions and the problem

gn(x) = argmingecn”f - 9||Lf_n/2,n/2]'

[0109] As it was observed in [7], if one uses the naive basis to write the solutions, the
Fourier coefficients of the functions g, are unbounded, thus resulting in numerical
instability. It was explained in [21] how to describe the solution in terms of two families of
orthogonal polynomials closely related to the Chebyshev polynomials of the first and second
kind. More importantly, it is proved that the solution converges to f exponentially rather
than super-algebraically and it is shown how to numerically estimate the solution gn(x) in

terms of these bases.

[0110] We will now summarize the method of [21]. Let

1
C, :ﬁu{cos(kx):k =1,...,n}

and let €, be the R-vector space spanned by these functions (the subspace of even

functions). Similarly, let
S, ={sintkx):k=1,...,n},

and let &, be the R-span of S, (the space of odd functions). Note that C, U S, is a basis for
Gn.
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[0111] 4.2.2.1.2 Chebyshev’s polynomials of first and second kind

[0112] Let Tk (y) for y € [-1, 1] be the kth Chebyshev polynomial of first kind, namely,
the polynomial satisfying Tk (cos 8) = cos kB for all 8 and normalized so that T (1) = 1 (T has
degree k). As k varies, these polynomials are orthogonal with respect to the weight function
waly) = 1/\/1——312. Similarly, let Uk (y) for y € [-1, 1] be the kth Chebyshev polynomial of
second kind, i.e., the polynomial satisfying Uy (cos 8) = sin((k + 1)8)/ sin 8 and normalized so

that Uk (1) = k + 1. The polynomials {U«(y)} are orthogonal with respect to the weight

function wa(y) = /1 — y2.

[0113] It is explained in [21, Thm.3.3] how to define a sequence {T,?} of half-range
Chebyshev polynomials that form an orthonormal bases for the space of even functions.
Similarly, [21, Thm.3.4] yields an orthonormal basis {U,?} for the odd functions (the half-
range Chebyshev polynomials of second kind). According to [21, Thm.3.7], the solution g, to

the above problem is given by

n n—-1
gn(x) = Z a,TH(cosx) + Z by Ul (cos x) sinx,
k=0 k=0
where
T
— 2 (2 h d
ag = ;f_zf(x)Tk (cos x)dx,
2
and

2 (2

by = —f F(x)U(cos x) sin x dx.
mJj_T
2

[0114] While it is numerically unstable to express the solution g, in the standard Fourier
basis, it is stable to express them in terms of the orthonormal basis {T,?} U {U,f}} In
addition, it is shown in [21, Thm.3.14] that the convergence is exponential. To compute the
coefficients ax and by numerically, one uses Gaussian quadrature rules as explained in [21,

§5].

[0115] 4.2.3 Approximating the sigmoid function.
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[0116] We now restrict to the case of the sigmoid function over the interval [-B/2, B/2]
for some B > 0. We can rescale the variable to approximate g(x) = sigmo(Bx/r) over [-1/2,
11/2]. If we extend g by anti-periodicity (odd-even) to the interval [17/2, 3r1/2] with the
mirror condition g(x) = g(rr - x), we obtain a continuous 2rt-periodic piecewise C* function.
By Dirichlet’s global theorem, the Fourier series of g converges uniformly over R, so for all €
> 0, there exists a degree N and a trigonometric polynomial gy such that ||gn - g|l« < €. To
compute sigmo(t) over secret shared t, we first apply the affine change of variable (which is
easy to evaluate in MPC), to get the corresponding x € [-rt/2, 11/2], and then we evaluate
the trigonometric polynomial gn(x) using Fourier numerical masking data. This method is
sufficient to get 24 bits of precision with a polynomial of only 10 terms, however
asymptotically, the convergence rate is only in @(n™2) due to discontinuities in the derivative
of g. In other words, approximating g with A bits of precision requires to evaluate a
trigonometric polynomial of degree 2%/2. Luckily, in the special case of the sigmoid function,
we can compute this degree polynomial by explicitly constructing a 2ir-periodic analytic
function that is exponentially close to the rescaled sigmoid on the whole interval [-r, 7] (not
the half interval). Besides, the geometric decay of the coefficients of the trigonometric
polynomial ensures perfect numerical stability. The following theorem summarizes this

construction.

[0117] Theorem 1. Let hy (x) = 1/(1 + %) - x/2m for x € (-m, 1). For every € > 0, there
exists & = O(log(1/€)) such that hq is at uniform distance /2 from a 2rr-periodic analytic
function g. There exists N = O(log? (1/¢)) such that the Nth term of the Fourier series of g is

at distance £/2 of g, and thus, at distance < & from h,.

[0118] We now prove Theorem 1, with the following methodology. We first bound the
successive derivatives of the sigmoid function using a differential equation. Then, since the
first derivative of the sigmoid decays exponentially fast, we can sum all its values for any x
modulo 251, and construct a C* periodic function, which approximates tightly the original
function over [-rt, rt]. Finally, the bounds on the successive derivatives directly prove the

geometric decrease of the Fourier coefficients.

[0119] Proof. First, consider the o(x) = 1/(1 + e-x) the sigmoid function over R. ¢

satisfies the differential equation ¢’ = 0 - 6% . By derivating n times, we have
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n n
(n+1) — (n)_E M W gk = G0V (1 — )_E M ;&) 50—k
g g g g g g g g .
K0 (k) et (k)

Dividing by (n + 1)}, this yields

o @+1) _ 1 e N i PRGINI R
n+D! " n+1\|n! T k! ||(n—k)!
. . ™ (x) .
From there, we deduce by induction that for all n >0 and for all x € R, - | <landit

decreases with n, so foralln>1,
lo™@ (x| <nlo’(x) <nle .
[0120] Figure 1 illustrates a graph of the odd-even periodic extension of the rescaled

sigmoid. The rescaled sigmoid function g(ax) is extended by anti-periodicity from —g;g]

to %%’T] This graph shows the extended function for a =1, 3, 5. By symmetry, the Fourier
series of the output function has only odd sinus terms: 0.5 + Y.,,cn G241 sin((Zn + 1)x).
For a = 20/, the first Fourier form a rapidly decreasing sequence: [6.12e-1, 1.51e-1, 5.37e-
2,1.99e-2, 7.41e-3, 2.75e-3, 1.03e-3, 3.82e-4, 1.44e-4, 5.14e-5, 1.87e-5, ...], which rapidly
achieves 24 bits of precision. However, the sequence asymptotically decreases in O(n~?) due

to the discontinuity in the derivative in _Tn, so this method is not suitable to get an

exponentially good approximation.

[0121] Figure 2 illustrates an asymptotic approximation of the sigmoid via Theorem 1.
As a grows, the discontinuity in the rescaled sigmoid function g(ax) — % vanishes, and it
gets exponentially close to an analytic periodic function, whose Fourier coefficients
decrease geometrically fast. This method is numerically stable, and can evaluate the
sigmoid with arbitrary precision in polynomial time.

[0122] We now construct a periodic function that should be very close to the derivative

-a
ZkEZ (1+e~@(x—2km)) (14 e@(¥—2km)"

of hy : consider g, (x) = By summation of geometric series,
g« is a well-defined infinitely derivable 2r-periodic function over R. We can easily verify

that for all x € (-nrt, ), the difference |h (x) — i — go(x)| is bounded by 2¢ -
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Py a(x—2km) 2qe” AT . _ l . .
Y€ ST ma S0 by choosing a = 8(log( . )), this difference can be made

&
smaller than >

[0123] We suppose now that « is fixed and we prove that gq is analytic, i.e. its Fourier

coefficients decrease exponentially fast. By definition, g, (x) = Y xez 0(a(x — 2km)), so for

allpe N, gP(x) = aP*1 ey 0P (ax — 2akm), so ”gép) ”00 < 2aP*(p + D! This

. _ . . 2aPTl(p+1) . .. .
proves that the n-th Fourier coefficient ci(ga) is < min —-—-=—. This minimum is reached
pe

forp+1= g and yields | cy(ga)| = O(e™).

[0124] Finally, this proves that by choosing N = a? = ©(log(1/¢)?), the N-th term of the
Fourier series of g, is at distance < € of g4, and thus from h;, — i This bound is preserved

by integrating the trigonometric polynomial (the g from the theorem is the primitive of ga),

which yields the desired approximation of the sigmoid over the whole interval (-, 77).m
[0125] 5 Honest but Curious Model

[0126] In the previous sections, we defined the shares of multiplication, power and
Fourier numerical masking data, but did not explain how to generate them. Of course, a
single trusted dealer approved by all players (TD model) could generate and distribute all
the necessary shares to the players. Since the trusted dealer knows all the masks, and thus

all the data, the TD model is only legitimate for few computation outsourcing scenarios.

[0127] We now explain how to generate the same numerical masking data efficiently in
the more traditional honest-but-curious (HBC) model. To do so, we keep an external entity,
called again the dealer, who participates in an interactive protocol to generate the
numerical masking data, but sees only masked information. Since the numerical masking
data in both the HBC and TD models are similar, the online phase is unchanged. Notice that
in this HBC model, even if the dealer does not have access to the secret shares, he still has
more power than the players. In fact, if one of the players wants to gain information on the
secret data, he has to collude with all other players, whereas the dealer would need to

collaborate with just one of them.

[0128] 5.1 Honest but curious communication channels
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[0129] In what follows, we suppose that, during the offline phase, a private channel
exists between each player and the dealer. In the case of an HBC dealer, we also assume
that an additional private broadcast channel (a channel to which the dealer has no access)
exists between all the players. Afterwards, the online phase only requires a public
broadcast channel between the players. In practice, because of the underlying encryption,
private channels (e.g., SSL connections) have a lower throughput (generally = 20MB/s) than
public channels (plain TCP connections, generally from 100 to 1000MB/s between cloud

instances).

[0130] The figures presented in this section represent the communication channels
between the players and the dealer in both the trusted dealer and the honest but curious
models. Two types of communication channels are used: the private channels, that
correspond in practice to SSL channels (generally < 20MB/s), and the public channels,
corresponding in practice to TCP connections (generally from 100MB to 1GB/s). In the
figures, private channels are represented with dashed lines, while public channels are

represented with plain lines.

[0131] Figure 3 illustrates a schematic of the connections during the offline phase of the
MPC protocols in accordance with one embodiment. The figure shows the communication
channels in both the trusted dealer model (left) and in the honest but curious model (right)
used during the offline phase. In the first model, the dealer sends the numerical masking
data to each player via a private channel. In the second model, the players have access to a
private broadcast channel, shared between all of them and each player shares an additional
private channel with the dealer. The private channels are denoted with dashed lines. The
figure represents 3 players, but each model can be extended to an arbitrary number n of
players. In the TD model, the dealer is the only one generating all the precomputed data.
He uses private channels to send to each player his share of the numerical masking data
(one-way arrows). In the HBC model, the players collaborate for the generation of the
numerical masking data. To do that, they need an additional private broadcast channel

between them, that is not accessible to the dealer.

[0132] Figure 4 illustrates a schematic of the communication channels between players

during the online phase in accordance with one embodiment. The figure shows the
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communication channels used during the online phase. The players send and receive
masked values via a public broadcast channel (public channels are denoted with plain lines).
Their number, limited to 3 in the example, can easily be extended to a generic number n of
players. The online phase is the same in both the TD and the HBC models and the dealer is

not present.
[0133] 5.2 Honest but curious methods

[0134] The majority of HBC protocols proposed in the literature present a scenario with
only 2 players. In[11] and [3], the authors describe efficient HBC protocols that can be used
to perform a fast MPC multiplication in a model with three players. The two schemes
assume that the parties follow correctly the protocol and that two players do not collude.
The scheme proposed in [11] is very complex to scale for more than three parties, while the
protocol in [3] can be extended to a generic number of players, but requires a quadratic
number of private channels (one for every pair of players). We propose a different protocol
for generating the multiplicative numerical masking data in the HBC scenario, that is
efficient for any arbitrary number n of players. In our scheme, the dealer evaluates the non-
linear parts in the numerical masking data generation, over the masked data produced by
the players, then he distributes the masked shares. The mask is common to all players, and
it is produced thanks to the private broadcast channel that they share. Finally, each player
produces his numerical masking data by unmasking the precomputed data received from

the dealer.

[0135] We now present in detail two methods in the honest-but-curious scenario: a first
for the generation of multiplicative Beaver’s numerical masking data, and a second for the
generation of the numerical masking data used in the computation of a power function. In
both methods, the dealer and the players collaborate for the generation of numerical
masking data and none of them is supposed to have access to the whole information. The
general idea is that the players generate their secret shares (of A and g, in the first case, and
of A only, in the second case), that each one keeps secret. They also generate secret shares
of a common mask, that they share between each other via the broadcast channel, but
which remains secret to the dealer. The players then mask their secret shares with the

common mask and send them to the dealer, who evaluates the non-linear parts (product in

25



WO 2019/046651 PCT/US2018/048963

the first method and power in the second method). The dealer generates new additive
shares for the result and sends these values back to each player via the private channel.
This way, the players don’t know each other’s shares. Finally, the players, who know the
common mask, can independently unmask their secret shares, and obtain their final share

of the numerical masking data, which is therefore unknown to the dealer.

[0136] Honest but curious numerical masking data generation method
Output: Shares ([A], [k, [z]) with z = Ap.
1: Each player P; generates a;, b;, A, ui (from the according distribution).
2: Each player P; shares with all other players a;, b.
3: Each player computesa=ag1+-+asandb=b1+: - + by

: Each player P; sends to the dealer a; + A; and b; + u;.

: The dealer computesa+ A, b+ and w = (a + A)(b + u).

4
5
6. The dealer creates [w]+ and sends w; to player P, fori=1, ..., n.
7: Player P, computes z; = w1 — ab - auy — bA; .

8

:Playerifori=2,...ncomputes zi=w; - au; - bA;.

[0137] Honest but curious numerical masking data generation for the power function
method
Output: Shares [A] and [A“].
1: Each player P; generates A;, a; (from the according distribution).
2: Each player P; shares with all other players ai.
3: Each player computesa=a1+: -+ an.
: Each player P; generates z;in a way that )/, z; = 0.
: Each player Pi sends to the dealer z; + dA;.

4

5

6: The dealer computes puA and w = (uA)™.

7. The dealer creates [w]+ and sends w; to player P;, fori=1, ..., n.
8

: Each player P; right-multiplies w; with u® to obtain (A™%);.

[0138] We now present and a third method for the generation of numerical masking
data used for the evaluation of a trigonometric polynomial in the HBC scenario.
Output: Shares ([A], [e™*]., . . ., [e"™*].).

1: Each player P; generates A;, a; (uniformly modulo 27)
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2: Each player P; broadcasts a; to all other players.
3: Each player computes a=a1 + -+ + a, mod 2m.

4: Each player P; sends to the dealer A; + a; mod 27t.

im,(A+a) imy(A+a)
).

5: The dealer computes A + @ mod 2t and w! = ¢ owiM=e
6: The dealer creates [wV]+, ..., [w"]: and sends w!¥, ..., w™ to player P;.

7: Each player P; multiplies each Wi(j) by e 7% to get (e!™it);, for all j € [1, N].
[0139] 6 Application to Logistic Regression

[0140] In a classification problem one is given a data set, also called a training set, that
we will represent here by a matrix X € M (R), and a training vector y € {0, 1}. The data
set consists of N input vectors of k features each, and the coordinate y; of the vector y
corresponds to the class (0 or 1) to which the i-th element of the data set belongs to.
Formally, the goal is to determine a function hg : R* - {0, 1} that takes as input a vector x,
containing k features, and which outputs he (x) predicting reasonably well y, the

corresponding output value.

[0141] In logistic regression, typically one uses hypothesis functions he : R“** = [0, 1] of
the form he (x) = sigmo(87 x), where 87 x = ¥'¥_ 8,x; € Rand xo = 1. The vector 6, also called
model, is the parameter that needs to be determined. For this, a convex cost function Cyy

(B8) measuring the quality of the model at a data point (x, y) is defined as
Cyry(8) = —yloghy (x) — (1 —y)log(1 — he(x)).

[0142] The cost for the whole dataset is thus computed as ¥V ; Cy,y,(8). The overall
goal is to determine a model 6 whose cost function is as close to 0 as possible. A common
method to achieve this is the so called gradient descent which consists of constantly

updating the model 6 as
e = e - aVCX/y (e),

where C,, (0) is the gradient of the cost function and a > 0 is a constant called the learning
rate. Choosing the optimal o depends largely on the quality of the dataset: if « is too large,
the method may diverge, and if  is too small, a very large number of iterations are needed
to reach the minimum. Unfortunately, tuning this parameter requires either to reveal

information on the data, or to have access to a public fake training set, which is not always
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feasible in private MPC computations. This step is often silently ignored in the literature.
Similarly, preprocessing techniques such as feature scaling, or orthogonalization techniques
can improve the dataset, and allow to increase the learning rate significantly. But again,
these techniques cannot easily be implemented when the input data is shared, and when

correlation information should remain private.

[0143] In this work, we choose to implement the IRLS method [5, §4.3], which does not
require feature scaling, works with learning rate 1, and converges in much less iterations,
provided that we have enough floating point precision. In this case, the model is updated

as:

0:=0-H(B)1 Ciy(B),
where H(0) is the Hessian matrix.
[0144] 6.1 Implementation and Experimental Results

[0145] We implemented an MPC proof-of-concept of the logistic regression method in
C++. We represented numbers in C(B, p) classes with 128-bit floating point numbers, and
set the masking security parameter to T = 40 bits. Since a 128-bit number has 113 bits of
precision, and the multiplication method needs 2t = 80 bits of masking, we still have 33 bits
of precision that we can freely use throughout the computation. Since our benchmarks are
performed on a regular x86_64 CPU, 128-bit floating point arithmetic is emulated using
GCC’s quadmath library, however additional speed-ups could be achieved on more recent
hardware that natively supports these operations (e.g. IBM’s next POWER9 processor). In
our proof of concept, our main focus was to improve the running time, the floating point
precision, and the communication complexity of the online phase, so we implemented the
offline phase only for the trusted dealer scenario, leaving the honest but curious dealer

variant as a future work.

[0146] We present below a model-training method that leverages the IRLS method. The
method is first described below for a plaintext implementation. In the MPC instantiation,
each player gets a secret share for each variables. Every product is evaluated using the
bilinear formula of Section 2, and the sigmoid using the Fourier method of Section 4.

Model training method: Train(X, y)

Input: A dataset X € M« (R) and a training vector y € {0, 1}
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Output: The model 6 € R¥ that minimizes Costx (8)
1: Precompute Prods,'=XiTXi fori€ [0, N -1]
2:0¢[0,...,0] €RF

3: foriter =1 to IRLS_ITERS do //In practice IRLS_ITERS = 8
a< X6

5: p & [sigmo(ao), . . ., sigmo(an-1)]

6: pmp < [po(1 - po), ..., pn-1(1 - pn-1)]

7: grad < X'(p-y)

8: H & pmp - Prods

9: B=0-H"1-grad

10: end for

11: return 6

[0147] We implemented the logistic regression model training described in this method.
Each iteration of the main loop evaluates the gradient (grad) and the Hessian (H) of the cost
function at the current position 8, and solves the Hessian system (line 7) to find the next
position. Most of the computation steps are bilinear on large matrices or vectors, and each
of them is evaluated via a Beaver triplet (numerical masking data) in a single round of
communication. In step 5, the sigmoid functions are approximated (in parallel) by an odd
trigonometric polynomial of degree 23, which provides 20 bits of precision on the whole
interval. We therefore use a vector of Fourier numerical masking data, as described in
Section 4. The Hessian system (step 9) is masked by two (uniformly random) orthonormal
matrices on the left and the right, and revealed, so the resolution can be done in plaintext.
Although this method reveals the norm of the gradient (which is predictable anyway), it
hides its direction entirely, which is enough to ensure that the final model remains private.
Finally, since the input data is not necessarily feature-scaled, it is recommended to start
from the zero position (step 2) and not a random position, because the first one is

guaranteed to be in the IRLS convergence domain.

[0148] To build the MPC evaluation of the method, we wrote a small compiler to
preprocess this high level listing, unroll all for loops, and turn it into a sequence of
instructions on immutable variables (which are read-only once they are affected). More

importantly, the compiler associates a single additive mask Ay to each of these immutable
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variables U. This solves two important problems that we saw in the previous sections: first,
the masking information for huge matrices that are re-used throughout the method are
transmitted only once during the whole protocol (this optimization already appears in [25],
and in our case, it has a huge impact for the constant input matrix, and their precomputed
products, which are re-used in all IRLS iterations). It also mitigates the attack that would
retrieve information by averaging its masked distribution, because an attacker never gets
two samples of the same distribution. This justifies the choice of 40 bits of security for

masking.

[0149] During the offline phase, the trusted dealer generates one random mask value
for each immutable variable, and secret shares these masks. For all matrix-vector or matrix-
matrix products between any two immutable variables U and V (coming from lines 1, 4, 6, 7
and 8 of the model-training method, above), the trusted dealer also generates a specific
multiplication triplet using the masks Ay of U and Ay of V. More precisely, it generates and
distributes additive shares for Ay - Ay as well as integer vectors/matrices of the same
dimensions as the product for the share-reduction phase. These integer coefficients are

taken modulo 256 for efficiency reasons.
[0150] 6.2 Results

[0151] We implemented all the described methods and we tested our code for two and
three parties, using cloud instances on both the AWS and the Azure platforms, having Xeon
E5-2666 v3 processors. In our application, each instance communicates via its public IP
address. Furthermore, we use the zeroMQ library to handle low-level communications

between the players (peer-to-peer, broadcast, central nodes etc...).

[0152] Figure 5 illustrates a table of results of our implementation summarizing the
different measures we obtained during our experiments for n = 3 players. We considered
datasets containing from 10000 to 1500000 points having 8, 12 or 20 features each. In the
results that are provided, we fixed the number of IRLS iterations to 8, which is enough to
reach a perfect convergence for most datasets, and we experimentally verified that the MPC
computation outputs the same model as the one with plaintext iterations. We see that for
the datasets of 150000 points, the total running time of the online phase ranges from 1to 5

minutes. This running time is mostly due to the use of emulated quadfloat arithmetic, and
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this MPC computation is no more than 20 times slower than the plaintext logistic regression
on the same datasets, if we implement it using the same 128-bit floats (yet, of course, the
native double-precision version is much faster). More interestingly, we see that the overall
size of the totality of the numerical masking data and the amount of online communications
are small: for instance, a logistic regression on 150000 points with 8 features requires only
756MB of numerical masking data per player, and out of it, only 205MB of data are
broadcasted during the online phase per player. This is due to the fact that Fourier
numerical masking data is much larger than the value that is masked and exchanged.
Because of this, the communication time is insignificant compared to the whole running

time, even with regular WAN bandwidth.

[0153] Finally, when the input data is guaranteed to be feature-scaled, we can improve
the whole time, memory and communication complexities by about 30% by performing 3
classical gradient descent iterations followed by 5 IRLS iterations instead of 8 IRLS iterations.
We tested this optimization for both the plaintext and the MPC version and we show the
evolution of the cost function, during the logistic regression, and of the F-score, depending

on the method used.

[0154] Figure 6 shows the evolution of the cost function during the logistic regression as
a function of the number of iterations, on a test dataset of 150000 samples, with 8 features
and an acceptance rate of 0.5%. In yellow is the standard gradient descent with optimal
learning rate, in red, the gradient descent using the piecewise linear approximation of the
sigmoid function (as in [25]), and in green, our MPC model (based on the IRLS method). The
MPC IRLS method (as well as the plaintext IRLS) method converge in less than 8 iterations,
against 500 iterations for the standard gradient method. As expected, the approx method

does not reach the minimal cost.

[0155] Figure 7 shows the evolution of the F-score during the same logistic regression as
a function of the number of iterations. The standard gradient descent and our MPC produce
the same model, with a limit F-score of 0.64. However, no positive samples are detected by
the piecewise linear approximation, leading to a null F-score. However, in the three cases,

the accuracy (purple) is nearly 100% from the first iteration.
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[0156] We have tested our platform on datasets that were provided by the banking
industry. For privacy reasons, these datasets cannot be revealed. However, the behaviour
described in this paper can be reproduced by generating random data sets, for instance,
with Gaussian distribution, setting the acceptance threshold to 0.5%, and adding some noise

by randomly swapping a few labels.

[0157] Open problems. A first important open question is the indistinguishability of the
distributions after our noise reduction method. On a more fundamental level, one would
like to find a method of masking using the basis of half-range Chebyshev polynomials
defined in the appendix as opposed to the standard Fourier basis. Such a method, together
with the exponential approximation, would allow us to evaluate (in MPC) any function in [?

(-1, 1]).
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[0160] 1 Overview

[0161] Polynomial and Fourier splines are pieceswise functions defined by either
polynomials or Fourier series (trigonometric functions) that are helpful for approximating

various functions in machine learning.

[0162] Disclosed is a method for high-precision privacy-preserving function evaluation
of such splines based on a hybrid multi-party computation solution. The method combines
Fourier series and polynomial evaluation via secret sharing methods with checking bounds
via garbled circuits. The privacy-preserving high-precision evaluation of Fourier and
polynomial functions in an interval using techniques disclosed above in section “I High-

Precision Privacy-Preserving Real-Valued Function Evaluation” (see also [3]).

[0163] Finally, we present a new concept known as garbled automata via dualizing
classical garbled circuits (where public functions are evaluating on secret inputs) into circuits
where one evaluates secret functions on public inputs. This allows to speed up some of the

evaluations in the garbled circuits setting, such as the comparison operator.
[0164] 2 Using Garbled Circuits with Oblivious Transfer

[0165] We first recall the basic garbled circuit protocol with oblivious transfer together
with various optimizations. Logic synthesis techniques are used to optimize the circuit and
are delineated below. We then describe standard techniques for converting additive secret
shares to garbled circuits secret shares, performing the check and then converting back to

additive secret shares.
[0166] 2.1 Background on garbled circuits

[0167] In general garbled circuits, the (public) function is described as a Boolean circuit
consisting of AND and XOR gates. The basic version of the protocol described by Yao in
“Protocols for Secure Computations”, IEEE, 1982, consists of the following three phases: 1)
garbling phase; 2) transfer phase; 3) evaluation phase. We now recall the description of

each individual phase.
[0168] 2.1.1 Garbling phase

[0169] Each logical gate (AND or XOR) has two input wires (typically denoted by a and b)

and an output wire (denoted by ¢). For w € {a, b, c}, the garbler chooses labels k§ and k;"
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(in {0, 1}%) corresponding to the two possible values. Figure 8 illustrates an example truth
table and a corresponding encrypted truth table (encryption table). One uses each row to
symmetrically encrypt the corresponding label for the output wire using the two keys for
the corresponding input wires. The garbler then randomly permutes the rows of the

encryption table to obtain the garbled table which is sent to the evaluator (for each gate).
[0170] 2.1.2 Transfer phase

[0171] The garbler and the evaluator then have their private input bits denoted by
Up. .. Ugandvy. . . vy, respectively. Here, each bit u; or v; has a private value in {0, 1}

that should not be revealed to the other party.

[0172] It is easy for the garbler to transmit the labels of its bits to the evaluator (simply
send the corresponding labels K%1, K%2,..., K¥n). The evaluator needs to obtain its
corresponding labels K¥1, Kz, ..., KVn without revealing to the garbler the the private
values of these bits. This is done via 1-out-of-2 oblivious transfer - the evaluator asks for K}’
foreachw = v,, ..., v, where b € {0, 1} is the corresponding value. The OT guarantees

that the garbler learns nothing about b and the evaluator learns nothing about K}¥ ;.
[0173] 2.1.3 Evaluation phase

[0174] In the evaluation phase, the evaluator, having received its keys K1, KV2,..., KVn
(via OT) and the keys K%1, K%z, ..., K%n of the garbler, begins to evaluate the Boolean circuit
sequentially. Assuming that for a given gate, the evaluator has already determined the
labels for the input wires K¢ and K?, the evaluator tries to decrypt with K*K? the entries in
the corresponding garbled table until a successful decryption of K€ - the label for the output

wire.
[0175] 2.2 Optimizations
[0176] 2.2.1 Point-and-permute

[0177] The evaluator can simply decrypt one row of the garbled table rather than all

four. This is due to sorting the table based on a random select bit. See [8] for more details.

[0178]  2.2.2 Free XOR
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[0179] This optimization results in the amount of data transfer and the number of
encryption and decryption depending only on the number of AND gates, not XOR gates. The

technique is introduced in [7].

[0180] Remark 1. The garbler chooses a global offset R (known only to the garbler), and
valid throughout the whole circuit. The labels of the true and false logical value
(equivalently of the two colors) XOR to R. It was observed in the FleXOR [5] that the scope

|"

of the “global” offset can be limited to wires that are connected by XOR gates. This divides
the circuit into XOR-areas, and R must only be unique per XOR-area. If one works with non-
Boolean circuits (e.g., the logical values of a wire are numbers modulo B instead of modulo

2), we just replace the offset @R with +x.R mod B.
[0181]  2.2.3 Fixed-key AES

[0182] This method enables garbling and evaluating AND gates by using fixed-key AES
instead of more expensive cryptographic hash functions [2]. More precisely, Encyg(C) =
H(A,B) @ C where H(A,B) = AES(X) @ and X = 2AH @ 4B @ T 4B and T is a public

tweak per gate (gate number).
[0183] 2.2.4 Row reduction

[0184] This optimization reduces the size of a garbled table from four rows to three
rows. The label of the output wire is generated as a function of the input labels. The first
row of the garbled table is generated so that it fully consists of Os and does not need to be

sent. See [9] for more details.
[0185] 2.2.5 Half-gates

[0186] The half-gates method reduces the size of garbled table from 3 rows after Row

Reduction to 2 rows. This optimization applies to AND gates.

[0187] Figure 9 illustrates a table in which we give the garbling time, garbling size and
the evaluation time for different garbling optimizations. Garbling and evaluation times are
in number of hash (AES) per gate, and garbling size in number of 128-bit ciphertexts per

gate. See [10] for more details.

[0188] 2.2.6 Sequential circuit garbling
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[0189] Sequential circuits are circuits with traditional gates, a global clock and shift
registers. Logical values in a wire are not constant, but vary between clock ticks: we can
represent them as a sequence of values. Since clock and shift registers do not involve any

secret, MPC and FHE circuits can natively handle them.

[0190] From a memory perspective, circuits are more compact (the description is
smaller), and only two consecutive time stamps need to be kept in memory at a given time
during the evaluation (less memory). It does however NOT reduce the total running time,
the OT transmissions, or the precomputed data size, compared to pure combinational

circuits.
[0191] 2.3 Garbled circuits as secret sharing schemes

[0192] Intuitively, after P; (the evaluator) decrypts the labels for the bits of the output
of the function (represented as a Boolean circuit), if P; colludes with the garbler (P;), P; can
compute the output. Yet, if Py and P; do not collude, none of them learns anything about

the output, yet the output is secret shared.

[0193] This simple observation can be formalized in the context of a garbled circuits
protocol using both the free-XOR optimization [7] and the point-and-permute optimization
[8]. Assume that R € {0, 1}¥ is a binary string with least significant bit 1. In this case, the
keys corresponding to a given wire w are K" and KV = K§' @ R and the permutation bit

for the wire w is the least significant bit of K.

[0194] For a private input x, the shared values are

[xlcc = (Ko, Ko © xR).
The sharing protocols are described as follows:
Sharegc(x): Here, P, (the garbler) holds a secret bit x. P, generates a random secret K, €
{0, 1}* and sends K,, = K, @ xR to P,.
Sharefc(x): Here, P; (the evaluator) holds a secret bit x. To do the secret sharing, the

protocol can use Correlated OT [1]: P, (the sender) inputs a (correlation) function f(z) =

Z @ R and receives (Ky, K1 = Ky @ R). P, (the receiver), receives obliviously K, = x @ R.

[0195] 2.4 Conversion of sharing schemes
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[0196] We recall basic conversion schemes between additive secret sharing and GC

sharing. More details are summarized in [4, §llI-IV].

[0197] For an input y, define Share,(y) as follows: the garbler samples k, € {0, 1} and

computes k, = ky @ yR. The garbler then sends k., to the evaluator.
[0198] 2.4.1 Additive secret sharing = GC sharing

[0199] Suppose that x € Z/2™Z is additively secret shared inside the group, i.e.,
[x1+ = (xg,x1). The conversion is standard and can be done by securely evaluating a
Boolean addition circuit (see [6] for details). The GC secret shares are then defined as
[xJec = [xolac + [x1]cc where

[xolac = Shareg“(xo) and [xy]lcc = Sharef¢(x,)
[0200] 2.4.2 GC sharing = additive secret sharing

[0201] Suppose that [x] ¢ is a GC secret shared value. One can convert to additive
secret shares as follows: the garbler generates a random r and GC secret shares it, i.e.,
computes Sharey(r). The two parties can then compute [x]gc — [lgc = [dlgc. Then Py
reconstructs d and the arithmetic shares are defined as [x], = (r,d). For that, we need to

call the reconstruction protocol Rec, ([d]¢c).

[0202] Alternatively, it is suggested in [4, §IV.F] that one can convert by first going

through Boolean secret shares and then converting Boolean to arithmetic.
[0203] 3 Using Garbled Circuits via a Trusted Dealer

[0204] We introduce a trusted dealer model where the trusted dealer (TD) is the garbler
(i.e., the garbler also generates the numerical masking data for the secret sharing) and the

computing parties are the evaluators.

[0205] In this case, computing the sign of y that is secret shared (among the different
parties Py, ..., B, - the evaluators) can be viewed from the following perspective: the
garbler P, generates a mask A for y (called conversion numerical masking data) that is
secret shared among the parties. Once the masked value x = y + A is revealed among P,, .
.., B, (but x remains unknown to the garbler), each P; ,i=1, ..., n can run a garbled

circuits protocol with P, to check whether x < A (equivalent to whether sign(y) = —1).
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[0206] Note that under this model, we need to replace the oblivious transfer protocol
(typically run in the online phase of a garbled circuits protocol) by a secret sharing protocol
in the offline phase. In practice, this means that we should exclude completely the garbler

from the online phase.
[0207] 4 Applications to the Sigmoid Function
[0208] We now show how to evaluate with high precision the unbounded sigmoid.

[0209] 4.1 High-precision evaluation of the sigmoid function

[0210] Consider the sigmoid function sigmo(x) = 14-; and suppose that we have a

e—x’
sufficiently good approximation of this function by Fourier series in a fixed bounded interval
[—B, B] (e.g. [—10, 10]). Yet, the Fourier series need not approximate the function on the
complement of this interval. In fact, they will likely diverge outside this interval, thus,

causing a big loss in numerical accuracy of g(x) for x outside of [—B, B].

[0211] To solve this problem, given a precision p, x and a(x), we would like to compute
the actual sigmoid as follows: we first determine an interval [—B, B] so that a(—B) <p
and g(B) > 1 —p. Forevery x < —B we then return 0. Similarly, for every x > B we
return 1. Otherwise, we return a(x) computed by the Fourier approximation method. The
Fourier-based evaluation is done via secret MPC with auxiliary masking data as described in

[3]. The comparison operations are performed via garbled circuits.

[0212] The main idea is that, given the bound B, one defines a function o, (%) as a
linear combination of harmonics that approximates uniformly the function o(x) on the
interval [—B, B]. Note that gg,,.(x) can be MPC evaluated via the secret sharing protocol

with Beaver numerical masking data presented in [3].

[0213] Outside of this interval, however, the two functions typically diverge quickly and

as such, one cannot simply replace ¢(x) by Ogoyr(x)- Ideally, one wants to evaluate the

function
0 ifx < —B
0 = {Opour(x) If—B<x<-B,
1 ifx > B

on input x that is additively secret shared.
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[0214] The idea is that if x is additively secret shared, we will use the conversion
technique of Section 2.4 to convert it to GC secret shares. We will then evaluate a garbled
Boolean circuit (presented in the next section) to obliviously detect the interval in which x

lies (i.e., whether it is in (—o0, —B), [—B, B] or (B, +0).
[0215] 4.2 Boolean comparison and addition circuits

[0216] Now that we know how to convert from additive secret shares to GC secret
shares, we can already garble and evaluate the two comparisons. To do that, we need an

explicit Boolean circuit for comparing two numbers of n bits each.
[0217] 4.2.1 Comparison circuit

[0218] Figure 10 illustrates an example comparison circuit as follows:

Input: x known by the evaluator (possibly masked with a color only known to the garbler)
Input: A known by the garbler

Output: x < A (possibly masked with a color only known to the garbler)

Notice that in the illustrated circuit, one can potentially benefit from the half-gate

technique.
[0219] 4.2.2 Secret addition circuit

[0220] Figure 11 illustrates and example secret addition circuit as follows:

Input: x known by the evaluator (possibly masked with a color only known to the garbler)
Input: A known by the garbler

Output: x + A (possibly masked with a color only known to the garbler)

Notice that in this case, one can potentially benefit from the half-gate technique as well.
[0221] 5 Garbled Automata

[0222] Since we are combining garbled circuits with masking techniques, there is
another point of view. In a regular garbled circuit, each wire has two possible logical states

(their truth value 0,1) and gates encode transitions between these states.
[0223] 5.1 Dualizing garbled GC secret sharing

[0224] Here, we describe a dual point of view on the classical garbled circuits method

that will be useful in the context of finite state automata.
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[0225] 5.1.1 Secret operations on revealed values

[0226] Figure 12 illustrates a diagram of two example functions. Assume that one has a
public function F on two secret inputs x and y that produces a (secret) output z, i.e., z =
F(x,y). Forinstance, F can be thought of as a Boolean gate in the classical garbled circuit
sense and x and y can be thought of as private inputs. Assuming that x and y are secret
shared between the garbler and the evaluator in the sense described in Section 2.3, an
alternative way of thinking of the scheme is from the point of view of masking: the garbler
has generated masks A and u for x and y, respectively, as well as a mask v for the output

z = F(x,y). We are looking for a function G operating on the revealed values a and b such

that Ur makes the diagram commutative.

[0227] For example, in Beaver multiplication, F =X and mask; = +A4, so we easily

determine that
UF(a,b) =(a—A) X (b—) +v. (1)
As it can be seen, this function is only known to the garbler (who is the only party knowing

the masks A, u and v. As such, it can be thought of as a secret function.

[0228] Here, we view the operation mask; : D — R as a (secret) bijection between
two sets, D - the domain of the variable x and R - the set of masked/revealed values
(Strictly speaking, the notation A is not needed - all that is needed is simply a function mask
associated to each wire.). We use unmask; : R - D to denote the inverse map. In
terms of security, knowing mask;(x) should not reveal information about either x, or the

bijection mask A.

[0229] Remark 2 Note that we do not require mask to be a uniformly random bijection

between D and R. This is, e.g., the case of statistical masking described in [3].
[0230] 5.1.2 Labelling

[0231] For each possible masked value a = mask,(x) one defines a label X, such that,

given X, anyone can easily extract a, but given a, the evaluator cannot determine X,.
[0232] 5.1.3 Garbled tables

[0233] The garbler creates the garbled table as follows: the rows of the table are
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T = {Top: = Ency x, Xup(ap)}

where a, b are enumerated in the order of the corresponding revealed sets (which we call

the natural order).
[0234] 5.2 Garbled Automata via the Dual Perspective

[0235] Figure 13 illustrates a schematic of a state machine that processes n letters. The

state machine can be described as follows:

e At each iteration, the machine has a state q; € Q;. The domain Q; is public, but g; is
usually private (meaning, it is known by neither the garbler, nor the evaluator). Here, g, is
the initial state: it can be either public or private depending on the function we want to

evaluate.

e At each iteration, the machine reads a letter a; from an alphabet Z; . The alphabets X;
are public and can be different for the different iterations. In our model, the letters are

known to the evaluator but unknown to the garbler.

e Between each iteration, states are connected by a deterministic transition function

Ti:X; X Qi—1 = Q;. The function U; = Uy, associated to T; via the diagram in Figure 12 is
only known to the garbler (who is the only one knowing the masking values 4;_; of q;_; and
u; of a; . Yet, the domain of this function is public (e.g., the function U; could be the

function in (1)).
[0236] 5.2.1 Garbling phase

[0237] For each state Q;, the garbler chooses a mask 4; which we think of a permutation
of Q;, i.e., mask, : Q; > R; (here, R; denotes revealed values). We now have R; =(r;4, ...
. Ti,j» - - - ) and except for the garbler, the value r; ; does not reveal anything about the state

qij = unmask;li(ri‘j).

[0238] Out of the masking mask;, and mask,, the garbler can also define the garbled
table T;. We use X;; to denote the label of r; ; and also ensure that one can deduce j (and
hence, r; ;) out of X; ; (for instance, the most significant bits of the label can be equal to j).

The garbler also picks masking values mask; ; for all possible letters ; ; € ¥;, but this time
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without any privacy requirement on the ordering (the index j can publicly reveal the letter

or even be equal to the letter).

[0239] For each iteration i, for each letter @ € X;, the garbler encrypts the transition
functions T;: Q;—; X Z; — Q; consisting of a list of |Q;_,| ciphertexts. More precisely, the
garbler computes the garbled table J; defined as in Section 5.1.3 using the mask mask;,

for Q;_, and mask,, for X; as well as the private function Ur,.

[0240] Row reduction: Labels can always be chosen so that the first ciphertext of each

transition function (i.e. C;, @, 0) is always 0 and does not need to be transmitted.
[0241] 5.2.2 Evaluation phase

[0242] The evaluator has received (via OT or via masking) the labels y; for the n letters
a;, and the initial label x of the initial state (thus, it deduces its color j;). Fori = 1ton, it

decrypts x; = Decy,_, ,,(7;, @y, ji—1) and deduces the next label j;.

[0243] The label of the last state is the result of the circuit. Depending whether the
result should be private, masked or public, the mapping unmask can be provided by the

garbler.
[0244] 5.3 Examples

[0245] We now show some examples in which the point of view of the automata might
be helpful and where, thinking of more general automata, actually helps speed up some

protocols.
[0246] 5.3.1 Example with the bitwise comparison automata

[0247] Suppose we need to compute the sign of an additively shared 128-bit number x.
The garbler chooses a mask A (during the online phase, a = x + 1 will be revealed). The
question x < 0 is equivalent to a < 4, so the garbler encodes the “compare with lambda”
automata as follows:

We denote by g; the result of the comparison of the i least significant bits of a and 4.
(informally, (@ mod 2) < (4 mod 2%)). By definition, we have

e Initial State: gqg == 1

e Transition: q; == q;_ if a; = A;, A; otherwise.

e Output: g;,g is the answer to a < 4.
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e 3, =Q; ={0,1}forall i.

e Garbling phase: 128 x 2 x 2 = 512 encryptions, 128 x 3 = 384 ciphertexts (row reduction)
e Evaluation phase: 128 x 1 decryptions

The automata approach seems to include all known optimizations (half gates, point-and-

permute).
[0248] 5.3.2 Example with the base 4 comparison automata

[0249] This is the same as the base 2 comparison automata above, except that we
compare in base 4. States @; still have a Boolean meaning, but the alphabet £; = 0,1, 2, 3.
Again, we denote by g; the result of the comparison of the i least significant bits of a and 1.
(informally, (@ mod 2) < (4 mod 2%)). By definition, we have

* qgo=1

* q; = q;_q ifa; = 4;, (a; < ;) otherwise.

® (g4 is the answer for a < A.

%, ={0,1,2,3}}, Q; = {0,1} for all i.

Garbling phase: 64 x 4 x 2 = 512 encryptions, 64 x 7 = 448 ciphertexts (row reduction)
e Evaluation phase: 64 x 1 decryptions
The base-4 automata is even better than the traditional garbled circuit with all known

optimizations (half gates, point-and-permute).
[0250] 5.3.3 Example with secret integer addition

[0251] We take as input a (public or masked) integer (ay, . . ., a,,) are the digits (let’s say
in base B) in little endian order. We want to compute a + A where 4 is only known to the
garbler. Inthis case, we will use an automata to compute the carry bits, and classical free-
xor techniques to xor the carry with the input and get the final result:

* q=0

e q; = (g1 +a; + 4)/B].

e X ={0,1,23,...,B—1},0Q; ={0,1} forall i.

e res; = q; + 4; + a; mod B (use free-xor mod B)
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[0253] I1l. A Method for Compiling Privacy-Preserving Programs
[0254] 0 Overview

[0255] Disclosed is method for compiling privacy-preserving programs where a domain-
specific programming language (DSL) allows a data analyst to write code for privacy-
preserving computation for which the input data is stored on several private data sources.
The privacy-preserving computing itself can be performed using the methods disclosed in

section | above titled “High-Precision Privacy-Preserving Real-Valued Function Evaluation”.

[0256] The DSL code can be compiled by a special-purpose compiler for multi-party
computation into low-level virtual machine code that can be executed by multiple

computing system nodes specific to distinct private data sources or parties.

[0257] The programming language can support functions and function calls, for loops
with bounded number of iterations (known at compile time) as well as conditional
statements with public condition. The language can support scoped variables. Finally,
variables can be typed and types can have certain type statistical parameters deduced from

user input or by the compiler.

[0258] Below, we provide a more detailed description of embodiments of both a DSL

compiler as well as a special-purpose compiler.
[0259] 1 DSL, Compile and Runtime Architecture

[0260] In one embodiment, the DSL code can include function definitions. One function
definition can be an entry point (a void main () function without arguments). On the
level of the DSL, the content of a function can be syntactically a tree of statements: block,

public if-then-else, public bounded for, and other specific statements supported in MPC
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computing. Statements can have child statements, as well as other parameters. Certain

statements are described below in accordance with one embodiment.

[0261] A block is a list of child statements which are evaluated sequentially, both in the
offline evaluation, and in the online evaluation. For example:

{

/* a sequence of child statements */

}

A scoped variable is a variable declared in a statement, or at top level (global variable). A
public if-then-else is parameterized by a scoped variable, and two child statements. During
the offline phase, both children are evaluated from the same input binding, and during the
online phase, only one of the children is evaluated, depending on the public value of the
condition. A bounded for loop is parameterized by a scoped variable that iterates on a
public integer range of N values, one child instruction, and a break condition. During the
offline phase, the child instruction is repeated N times in a sequence. During the online
phase, the child instruction is repeated, unless the break condition is publicly evaluated to
true, in which case, the for loop terminates.. If the break condition is absent, it is false by
default. For example:
for 1 in range (0,10) {
/* sequence child instructions */
breakif expression;
}
An immutable corresponds to one particular occurrence of a scoped variable, at a certain
point in time, in the offline execution. Each immutable gets a global sequential index. As

such, the special-purpose compiler resolves scoped variable to immutables.

[0262] The compiler translates the DSL code into a tree of instructions and immutable
declarations (a statement, e.g., a block, may contain more than one instruction or
immutable declaration). This tree can then be converted into low-level virtual machine
code that runs on each party computing system via the methods described in section |

above titled “High-Precision Privacy-Preserving Real-Valued Function Evaluation”.
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[0263] There are two ways of evaluating the same program: the offline evaluation,
which runs through each instruction at least once, and the online evaluation, which is a

subset of the offline evaluation (see, e.g., “public if-then-else”, below).
[0264] 1.1 Offline Instruction Index

[0265] Each execution of an instruction during the offline evaluation gets a global
sequential index, the instruction index. In the case of for loops and function calls, a
syntactical instruction can have multiple offline indices. Most offline indices are executed
sequentially during the online phase, except during if-then-else or for loops, where a

conditional jump can occur.
[0266] 1.2 Scoped Variables

[0267] The scope of the variable is the lifespan of the offline evaluation of the
instruction in which the variable is defined. Each variable gets a global unique sequential
index variablelIdx, as it appears during the offline evaluation.
{
/* variables are not accessible before their declaration */
MPCReal x; /* declaration within a block */
/* sequence of instructions */
/* the scope of x is limited to this block */
}
[0268] In the above example, the scope of x is limited to the block dispalyed above.
Thus, to describe the scope of a variable, we need to keep track of the block where it is

declared.
[0269] 1.3 Types

[0270] In the pseudocode, each variable must be declared before it is used, and the user
has the option of specifying (partial) type information, for instance, if a variable is intended
to contain a matrix, a vector or a number. Based on the information provided by the user,
the compiler performs a full type deduction using a component known as statistical
calculator. For function arguments or immediate declarations with their assignment, the

user can provide just var or auto type, meaning that the compiler will do a full deduction.
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In addition, the compiler needs to use the deduced types to do function or operator to
intrinsic resolution. Suppose, for example, that we have the following piece of code:
/* a, b have been defined previously, c is declared and it's type

is deduced */

auto ¢ = a + b;

[0271] The compiler needs to do type checking. This will be done after the abstract
syntax tree (AST) has been built (during the time when variables are resolved to immutables
and type checking has been done). At this stage, the compiler determines which operator

“+” it needs to use based on the type of a and b, and deduced the full type of c.
[0272] 1.4 Block IDs

[0273] In one embodiment, the only way in which one will be able to compile an MPC
program is if one knows the maximum number of times each block will be executed (this
information is needed for the offline phase). As such, each block statement can have a

designated blockId.
[0274] 1.5 Function Calls

[0275] Suppose that we have a function in MPC as follows;

def foo() {
/* function code */
MPCTvype X;
}
The challenge here is that at compile time, we do not know exactly how many times that
function will be called and as such, we do not know how many times we should mask the
value x (equivalently, how many different immutables should correspond to x). Since
everything is unrolled, the compiler will be able to detect stack overflows at compile time.
In one embodiment, functions and function calls are supported under the following
constraints: the compiler can determine the maximum number of function calls; and the

compiler is capable of unrolling the function.

[0276] 1.6 Immutables
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[0277] In one embodiment, each immutable gets a global sequential index -
immutableIdx. Animmutable has a parameterized type (MPCType) that is determined at
compile time. Once initialized, the logical value of an immutable is constant. In one
embodiment, an immutable is associated to at most one mask per masking type, and has
therefore at most one masked value per masking type. The actual values (representations)
of an immutable are lazily computed during the online evaluation, and are stored by each
player in its own container. These vales can include, for example:

e The public value (equal to the logical value), same for all players (if present, it takes
precedence over all other representations);

e Asecret shared value (per secret sharing scheme), different for all players;

¢ A masked value (per masking type), same for all players.

For instance, the following excerpt of the DSL

/* x is an MPCType */

MPCType x;
X 1= X + y;
X 1= X * X;

should resolve to the following intermediate code involving immutables

/* x 1s an MPCType */
MPCType x1;
x2 = x1 + vy;

X3 1= X2 * x2;
where x1, x2, x3 are immutables all corresponding to the MPC variable x.
[0278] 1.7 Public if-then-else

[0279] The general public if-then-else conditional statement is the following construct:

if (/* public condition */) then {
/* add your code here */
} else {

/* add your code here */

}
As an example, consider the following source code excerpt:

/* x, y have been declared as a secret shared MPC type */
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if (/* public condition */) then {

X =2 * x;
} else {

X 1= X + y;

X =2 * x;
}
z = x * x;

Here, we have the MPC variable x which will be internally represented by a collection of
immutables. In fact, the compiler could translate the above statement into the following

code replacing the scoped variable x with multiple immutables in the following manner:

/* %1, yi are the immutables corresponding to x and y

/* Note that x5 is an auxiliary immutable with the maximum of the
parameters for x2 and x4.

*/

if (/* public condition */) then {

x2 = 2 * x1;
x5 1= x2;

} else {
x3 = x1 + yl;
x4 = 2 * x3;
x5 = x4;

}

[0280] Here, x5 serves to synchronize the two blocks. We have replaced each
occurrence of x with a different immutable. At each stage, x is associated with an
occurrence of some immutable. Since each immutable is a parameterized MPCType, each
x1 will have specific parameters and masking data. Since x is local for neither the i £, nor
the then block, the immutables x2 and x4 need to be synchronized after the conditional
block. This requires the compiler to create an extra auxiliary immutable x5 corresponding

to x to which it will copy the result of either of the blocks.

[0281] In all cases, the value of the Boolean condition will be publicly revealed during
the online phase, but from the compiler’s point of view, two cases may occur during
unrolling.

¢ The condition is an immediate Boolean known by the compiler: in this case, the compiler
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generates either the then block, or the else block depending on the computed Boolean

value.

e The condition depends on data that is not known at compile time. In this case, the
compiler generates the code for both then and else block and synchronizes the immutable
indexes between both blocks. During the online phase, the Boolean condition value is
publicly revealed and the execution jumps either to the then or the else start. The compiler
reveals only the Boolean value of the condition, not the intermediate steps to compute this
Boolean: for instance, it the condition is y < 3, the comparison is evaluated in a privacy-
preserving manner (y remains secret). If the value of v is not sensible, the user can gain
performance by writing reveal(y)<3, which publicly reveals the value of y and then performs

a public comparison.

[0282] In one embodiment, the public condition cannot include side-effects, as its code
of breakif is completely omitted if the compiler resolves the condition to an immediate.
For example,

boolean weirdos (auto& x) {

X = x+1;

return true;

if (weirdos(x)) {
/* instructions */

}

[0283] 1.8 Public Bounded for Loops

[0284] In one embodiment, a public bounded MPC for loop is the following construct:

for (i in range (0,10)) {
/* your code here */
breakif condition; // optional public break condition, in the

end

}
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In one embodiment, the breakif condition cannot include side-effects, as the code of
break-1if is completely omitted if the compiler resolves the condition to an immediate.
For example,

boolean weirdos (auto& x) {

X = x+1

return false;

For (i in range (0,5)) {
breakif weirdos(x);

}
Again, the compiler generates the code for all executions in sequence, and tries to evaluate
the breakif condition at all iterations. If one of the conditions is an immediate true, then
a warning is issued saying that the for loop always breaks after the current iteration. If all
conditions are immediate false {(or if the breaki £ is absent), then the code of all blocks is
generated in sequence. Else, the compiler generates the code for all accessible iterations
and synchronizes each variable after each non-immediate condition. Just as in the case of
public if-then-else constructs, here we also need to synchronize the variables according to

how many times we have looped.
[0285] 2 DSL, Intermediate and Machine Languages

[0286] Figure 14 illustrates a method for performing a compilation in accordance with
one embodiment. In order to perform the compilation process, the compiler first converts
the DSL code into an intermediate representations performing various type checkings,
substituting variables with immutables as well as resolving bounded for loops, public if-
then-else, functions and function calls. There are two immediate representations:
Immediate Representation 1 (IR1) and Immediate Representation 2 (IR2). The abstract
syntax tree (AST) is converted into IR1 by performing the first stage of the semantic analysis
and type checking; yet, no variables are resolved to immutables at this stage. Here, partial
types are determined, but full types are not yet verified (statistical type parameters are not
yet computed at this stage). The representation IR1 is then translated into IR2 by replacing

variables with immutables, unrolling and synchronizing for loops, synchronizing if-then-
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else statements, unrolling function calls and most importantly, determining the full types
by computing the statistical type parameters. The latter is achieved via user input

parameters and/or the compiler’s statistical calculator.
[0287] 2.1 DSL Grammar Definition

[0288] The DSL grammar will include statements (these include blocks, if-then-else,
bounded for, function bodies, assignments, etc.) as well as expressions. Unlike statements,

expressions can be evaluated. Expressions include special ones, arithmetic expressions.
[0289] 2.2 Intermediate Representation 1 (IR1)

[0290] The Intermediate Representation 1 (IR1) is the intermediate language that is a
result of partial semantic analysis of the DSL. The idea is that the semantic analysis is done
in two phases: one before variable resolution and type parameter calculation (Semantic
Phase 1; or SP1) and another one where variables are replaced by immutables, full types are
determined by deducing the type parameters (Semantic Phase 2; or SP2). The main reason
for separating the two phases is that IR1 (the result of SP1) will be serializable and as such,
one can define precompiled libraries in IR1. Anything beyond IR2 depends on the statistics
of the input data and as such, cannot be precompiled (hence, the reason we separate the

semantic analysis into SP1 and SP2).

[0291] The language IR1 has its own abstract syntax tree (AST-IR1). At this point,
variables are not yet replaced by immutables; yet, IR1 achieves the following compiler
properties and compiler checks:
* Expressions are replaced by a sequence of standard operators:

res = a + b * c;

/* replaced by */
tmp = b * c;

res = a + tmp;
/* or */
res = foo(u + v * t, bar(w))

/* replaced by */
tl = v * t;

t2 = u + tl;

t3 = bar(w);
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res = foo(t2, t3);

Undeclared variables are reported at this time

Non-void functions with no returns or vice versa

MPCReal foo (MPCReal u, MPCReal v) {
MPCReal r = u + v;
}

Partial type check errors are reported - e.g.:

MPCReal r;
MPCMatrix M;

MPCReal res = r + M;

Resolving breakif statements in bounded for loops:

s = 0;
for i in range (0, 10) {
s =s + i;
breakif (s >= 10);
}
Alternatively, one can reserve the latter for SP2 after we have already determined the full
type. One focuses on operational-level nodes (e.g., assignments and returns are partially
resolved) and does partial resolution of the variables names; yet, one keeps function

definitions and function calls as is.
[0292] 2.3 Intermediate Representation 2 (IR2)

[0293] The Intermediate Representation 2 (IR2) is a compiled and unrolled program,
almost in bijection with the final compiled program. In this representation, all loops and
function calls are unrolled, immediate constants are propagated throughout the execution
and all variables are fully resolved as immutables whose types are fully qualified. The same
holds for triplets and masking data. As a consequence, there is no function definition node
anymore, and all function calls are expanded as a single tree (function calls are not leafs any
more, but internal nodes). Possible errors reported to the user are:

* Recursion errors are detected and reported at this step (stack overflow)

e Type errors (or impossibility to find relevant parameters).

In terms of the auxiliary numerical masking data (triplets) used in the offline phase of the
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privacy-preserving compute protocol, this representation includes:
e Aglobal index of the auxiliary data

e A fully qualified MPC type.

Immutables are also fully qualified, including:

e Aglobal index of immutables

o Afully qualified MPC type (including statistical type parameters).
[0294] 3 Compilation Phases

[0295] In one embodiment, the method of compilation has the following phases:
e Lexical analysis

e Syntax analysis / Parsing => AST generation

¢ Semantic analysis phase 1 (SP1) AST => IR1

e Semantic analysis phase 2 (SP2) IR1 => IR2

We describe in more detail each of these phases below.
[0296] 3.1 Lexical Analysis and Parsing Phases

[0297] These phases are fairly standard and independent of the privacy-preserving
method used. The lexical analyzer scans the source code and produces the lexemes
(tokens). These are then passed to the parser to create the abstract syntax tree (AST) using
a precise description of the rules for the DSL grammar. Categories of tokens can include, for

example: identifiers, keywords, literals, operators, delimiters.
[0298] 3.2 Semantic Phase 1 (SP1)

[0299] This semantic analysis phase is very specific to the method of privacy-preserving
computing.

[0300] 3.2.1 Depth-first search traversal method

[0301] The main method for SP1 performs a depth-first search (DFS) on the graph AST.
The idea is that by DFS traversing AST one can determine the AST-IR1 nodes and populate
the node contexts (see next section for the definition of those) for each of these nodes. This

approach allows to detect undeclared variables or incompatible partial types, or to detect

whether non-void functions return incompatible types.
[0302] 3.2.2 Flattening arithmetic expressions
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[0303] During the DFS traversal method, one also needs to flatten arithmetic

expressions (the latter taken in the sense of the the DSL grammar). For example:
res = u + foo(v * w);
has to resolve to

tmpl = v * w;

tmp2 = foo (tmpl);

res = u + tmp2;

Note that the advantage of the slots is that one does not need to introduce identifiers for all
the auxiliary variables, but rather, one needs to only insert the root of the flattened
expression in the appropriate slot. We thus consider a recursive procedure that takes as
input an arithmetic expression (as a node of AST) and that outputs the flattened expression

in a slot form.
[0304] 3.2.3 Node contexts (temporary symbol table)

[0305] This symbol table is only temporary and is used to generate the AST-IR1. The
representation of this temporary table is associating a context to each node (node context).
This context contains all declarations and slots corresponding to a given node. Each node of
the AST-IR1 graph will have a node context including all variable declarations for this node
as well as the (partial) type of the variable. In order to check whether a variable is declared,
we walk from that node to the root and check the environment of each node. It is the first

occurrence of a declaration that takes priority. For example:

void main() {
/* block corresponding to nodel */
MPCReal r = 1;
/* u is declared already in this context */
{
/* block corresponding to node2 */
MPCReal r = 0;
{
/* block corresponding to node3 */

r += u;
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}

In this example, the variable r is defined in the block of the main function (nodel) and then
is redefined in the child block (node2). There is then an assignment in the inner-most block
(node3). During SP1, the compiler will first check the context of the parent of node3, that is
node2, and it will then detect that there is a declaration and an assignment of r. The slot
corresponding to this declaration/assignment will already appear in the node context of

node2 (because of the depth-first search method used to traverse AST).
[0306] 3.3 Semantic Phase 2 (SP2)

[0307] This semantic analysis phase is very specific to the method of privacy preserving

computing.
[0308] 3.3.1 Propagation of immediates

[0309] We keep the current index of all the immutables used so far in the method and
perform this semantic phase in two passes:

First pass (AST depth-first search)

¢ Propagating immediates

¢ Unrolling functions

¢ Unrolling bounded for statements

¢ Unrolling public if-then-else statements

¢ Resolve variables with immutables (synchronizing if-then-else, bounded for and return
statements)

Second pass

¢ Running stat calculator and determining full types of immutables
[0310] 3.3.2 Resolved statements

[0311] A resolved statement is a statement where function calls have been resolved
(replaced by blocks), variables are replaced by immutables and variable bindings (maps from
variables to immutables and backwards) have been populated. Resolved statements may

be in a tree form whereas final compiled program is just a sequence of instructions.

[0312] 3.3.3 Statistical calculator
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[0313] In addition, types have been checked and type parameters have been computed
by a special component of the compiler called the statistical calculator. The main function
of this component is to go sequentially through all the instructions and, assuming that the
type parameters of the input variables for that instruction have been established, compute
the type parameters for the output variables. Since the instructions of the virtual machine
correspond to explicit mathematical functions, the compiler can compute the statistical
distribution of the output and hence, deduce the full types (unless those are specified by the

user).
[0314] 4 Section Glossary

[0315] The following is a glossary of terms used in this section lll. The descriptions here
are provided only for the purpose of assisting the reader to understand the disclosed
embodiments and are not restrictive on the claimed invention.

AST1: Abstract syntax tree produced directly from the DSL.

AST2: Abstract syntax tree derived from AST1 where arithmetic expressions are MPC-
optimized (initially, we assume that AST1 and AST2 are the same).

AST-IR1: Abstract syntax tree corresponding to the Intermediate Language 1 (IL1)

block: A basic statement used to define a scope

expression: A grammar construct that can be evaluated

IR1: Intermediate Representation 1

IR2: Intermediate Representation 2

immutable: One assignment of a particular variable (Each variable can have a
corresponding set of immutables.)

scoped variable: A variable visible to only a particular block (scope)

semantic phase 1 (SP1): Partial semantic analysis independent of type parameters and
immutables

semantic phase 2 (SP2): Full semantic analysis resulting in a compiled privacy-preserving
program

statement: A grammar construct (block, if-then-else, bounded for loop, function body, etc.)
statistical calculator: Compiler component that passes through the instructions and deduce

type parameters in SP2
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[0316] VI. Computer Implementation

[0317] Components of the embodiments disclosed herein, which may be referred to as
methods, processes, applications, programs, modules, engines, functions or the like, can be
implemented by configuring one or more computers or computer systems using special
purpose software embodied as instructions on a non-transitory computer readable medium.
The one or more computers or computer systems can be or include standalone, client
and/or server computers, which can be optionally networked through wired and/or wireless

networks as a networked computer system.

[0318] Figure 15 illustrates a general computer architecture 1500 that can be
appropriately configured to implement components disclosed in accordance with various
embodiments. The computing architecture 1500 can include various common computing
elements, such as a computer 1501, a network 1518, and one or more remote computers
1530. The embodiments disclosed herein, however, are not limited to implementation by

the general computing architecture 1500.

[0319] Referring to Figure 15, the computer 1501 can be any of a variety of general
purpose computers such as, for example, a server, a desktop computer, a laptop computer,
a tablet computer or a mobile computing device. The computer 1501 can include a

processing unit 1502, a system memory 1504 and a system bus 1506.

[0320] The processing unit 1502 can be any of various commercially available computer
processors that can include one or more processing cores, which can operate independently
of each other. Additional co-processing units, such as a graphics processing unit 1503, also

can be present in the computer.

[0321] The system memory 1504 can include volatile devices, such as dynamic random
access memory (DRAM) or other random access memory devices. The system memory 1504
can also or alternatively include non-volatile devices, such as a read-only memory or flash

memory.

[0322] The computer 1501 can include local non-volatile secondary storage 1508 such
as a disk drive, solid state disk, or removable memory card. The local storage 1508 can
include one or more removable and/or non-removable storage units. The local storage

1508 can be used to store an operating system that initiates and manages various
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applications that execute on the computer. The local storage 1508 can also be used to store
special purpose software configured to implement the components of the embodiments
disclosed herein and that can be executed as one or more applications under the operating

system.

[0323] The computer 1501 can also include communication device(s) 1512 through
which the computer communicates with other devices, such as one or more remote
computers 1530, over wired and/or wireless computer networks 1518. Communications
device(s) 1512 can include, for example, a network interface for communicating data over a
wired computer network. The communication device(s) 1512 can include, for example, one
or more radio transmitters for communications over Wi-Fi, Bluetooth, and/or mobile

telephone networks.

[0324] The computer 1501 can also access network storage 1520 through the computer
network 1518. The network storage can include, for example, a network attached storage
device located on a local network, or cloud-based storage hosted at one or more remote
data centers. The operating system and/or special purpose software can alternatively be

stored in the network storage 1520.

[0325] The computer 1501 can have various input device(s) 1514 such as a keyboard,
mouse, touchscreen, camera, microphone, accelerometer, thermometer, magnetometer, or
any other sensor. Output device(s) 1516 such as a display, speakers, printer, eccentric

rotating mass vibration motor can also be included.

[0326] The various storage 1508, communication device(s) 1512, output devices 1516
and input devices 1514 can be integrated within a housing of the computer, or can be
connected through various input/output interface devices on the computer, in which case
the reference numbers 1508, 1512, 1514 and 1516 can indicate either the interface for

connection to a device or the device itself as the case may be.

[0327] Any of the foregoing aspects may be embodied in one or more instances as a
computer system, as a process performed by such a computer system, as any individual
component of such a computer system, or as an article of manufacture including computer
storage in which computer program instructions are stored and which, when processed by

one or more computers, configure the one or more computers to provide such a computer
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system or any individual component of such a computer system. A server, computer server,
a host or a client device can each be embodied as a computer or a computer system. A
computer system may be practiced in distributed computing environments where
operations are performed by multiple computers that are linked through a communications
network. In a distributed computing environment, computer programs can be located in

both local and remote computer storage media.

[0328] Each component of a computer system such as described herein, and which
operates on one or more computers, can be implemented using the one or more processing
units of the computer and one or more computer programs processed by the one or more
processing units. A computer program includes computer-executable instructions and/or
computer-interpreted instructions, such as program modules, which instructions are
processed by one or more processing units in the computer. Generally, such instructions
define routines, programs, objects, components, data structures, and so on, that, when
processed by a processing unit, instruct the processing unit to perform operations on data
or configure the processor or computer to implement various components or data

structures.

[0329] Components of the embodiments disclosed herein, which may be referred to as
modules, engines, processes, functions or the like, can be implemented in hardware, such as
by using special purpose hardware logic components, by configuring general purpose
computing resources using special purpose software, or by a combination of special purpose
hardware and configured general purpose computing resources. Illustrative types of
hardware logic components that can be used include, for example, Field-programmable
Gate Arrays (FPGAs), Application-specific Integrated Circuits (ASICs), Application-specific
Standard Products (ASSPs), System-on-a-chip systems (SOCs), and Complex Programmable
Logic Devices (CPLDs).

[0330] V. Concluding Comments

[0331] Although the subject matter has been described in terms of certain
embodiments, other embodiments, including embodiments which may or may not provide
various features and advantages set forth herein will be apparent to those of ordinary skill

in the art in view of the foregoing disclosure. The specific embodiments described above
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are disclosed as examples only, and the scope of the patented subject matter is defined by

the claims that follow.

[0332] In the claims, the term “based upon” shall include situations in which a factor is
taken into account directly and/or indirectly, and possibly in conjunction with other factors,
in producing a result or effect. In the claims, a portion shall include greater than none and
up to the whole of a thing; encryption of a thing shall include encryption of a portion of the
thing. In the claims, any reference characters are used for convenience of description only,

and do not indicate a particular order for performing a method.
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CLAIMS

1. A method for performing secure multi-party computations to produce a result while
preserving privacy of input data contributed by individual parties, the method comprising:

a dealer computing system creating a plurality of sets of related numerical masking
data components, wherein for each set of related numerical masking data components,
each component of the set is one of: a scalar, a vector and a matrix;

the dealer computing system secret sharing, among a plurality of party computing
systems, each component of each set of the plurality of sets of related numerical masking
data components;

for each party computing system of the plurality of party computing systems, the
party computing system:

receiving a respective secret share of each component of each set of the plurality
of sets of numerical masking data components from the trusted dealer;

for at least one set of input data, receiving a secret share of the set of input data;

executing a set of program instructions that cause the party computing system to
perform, in conjunction and communication with others of the party computing
systems, one or more multi-party computations to create one or more instances of
computed secret shared data, wherein for each instance, the party computing system
computes a secret share of the instance based on at least one secret share of a set of
input data or at least one secret share of another instance of computed secret shared
data, wherein received secret shares of numerical masking data components are used to
mask data communicated during the computations, and wherein the computations
comprise at least one of (a) and (b) as follows:

(a) a Fourier series approximation, or an approximation using trigonometric
polynomials, of a continuous function;

(b) a secret share reduction that transforms an instance of computed secret
shared data stored in floating-point representation into an equivalent, equivalently
precise, and equivalently secure instance of computed secret shared data having a
reduced memory storage requirement; and

transmitting a secret share of an instance of computed secret shared data to one

or more others of the plurality of party computing systems; and
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for at least one party computing system of the plurality of party computing systems,
the party computing system:
receiving one or more secret shares of an instance of computed secret shared
data from one or more others of the plurality of party computing systems; and
combining the received secret shares of the instance of computed secret shared

data to produce the result.

2. The method of claim 1, wherein the computations comprise both (a) and (b).

3. The method of claim 1, wherein the computations further comprise:
partitioning a domain of a function into a plurality of subintervals; and
for each subinterval of the plurality of subintervals:
determining an approximation of the function on the subinterval, and
computing an instance of computed secret shared data using at least one of

garbled circuits and oblivious selection.

4. The method of claim 1, wherein the computations comprise (a).

5. The method of claim 4, wherein the approximation is of the continuous function on
an interval.

6. The method of claim 5, wherein the approximation is a uniform approximation of the

continuous function.

7. The method of claim 4, wherein the continuous function is a machine learning

activation function.

8. The method of claim 7, wherein the machine learning activation function is the

sigmoid function.

9. The method of claim 7, wherein the machine learning activation function is the

hyperbolic tangent function.

10. The method of claim 7, wherein the machine learning activation function is a rectifier

activation function for a neural network.
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11. The method of claim 4, wherein the continuous function is the sigmoid function.
12. The method of claim 1, wherein the computations comprise (b).
13. The method of claim 12, wherein the secret share reduction comprises masking one

or more most significant bits of each secret share of an instance of computed secret shared

data.

13. The method of claim 1, wherein the result is a set of coefficients of a logistic

regression classification model.

14. The method of claim 1, wherein the method implements a logistic regression
classifier, and wherein the result is a prediction of the logistic regression classifier based on

the input data.

15. The method of claim 1, wherein the dealer computing system is a trusted dealer
computing system, and wherein communications between the party computing systems are

inaccessible to the trusted dealer computing system.

16. The method of claim 1, wherein the dealer computing system is an honest-but-
curious dealer computing system, and wherein privacy of secret shared input data
contributed by one or more of the party computing systems is preserved regardless of
whether communications between the party computing systems can be accessed by the

honest-but-curious dealer computing system.

17. The method of claim 1, further comprising:

for at least one set of input data, performing a statistical analysis on the set of input
data to determine a set of input data statistics;

performing a pre-execution of a set of source code instructions using the set of input
data statistics to generate statistical type parameters for each of one or more variable
types; and

compiling the set of source code instructions based on the set of statistical type

parameters to generate the set of program instructions.

18. The method of claim 17, wherein the pre-execution is performed subsequent to:
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unrolling loops in the set of source code instructions having a determinable number
of iterations; and

unrolling function calls in the set of source code instructions.

19. The method of claim 1, wherein at least one set of related numerical masking data
components consists of three components having a relationship where one of the

components is equal to a multiplicative product of a remaining two of the components.

20. The method of claim 1, wherein at least one set of related numerical masking data
components comprises a number and a set of one or more associated values of Fourier basis

functions evaluated on the number.

21. The method of any one of claims 1 through 20, wherein the result has a

predetermined degree of precision in relation to a plaintext computation of the result.

22. The method of any one of claims 1 through 20, further comprising at least one of the
plurality of party computing systems secret sharing, among the plurality of party computing

systems, a respective set of input data.

23. A system comprising a plurality of computer systems, wherein the plurality of

computer systems are configured to perform the method of any one of claims 1 through 20.

24. A non-transitory computer-readable medium encoded with the set of program

instructions of any one of claims 1 through 20.

24. A non-transitory computer-readable medium encoded with computer code that,
when executed by plurality of computer systems, cause the plurality of computer systems to

perform the method of any one of claims 1 through 20.



