10

15

20

25

IDENTITY AUTHENTICATION SYSTEM, METHOD, APPARATUS,
AND DEVICE, AND COMPUTER-READABLE STORAGE MEDIUM

[0001] Embodiments of this application claim priority to Chinese Patent Application No.
202011262480.0, filed on November 12, 2020 and entitled "IDENTITY AUTHENTICATION
SYSTEM, METHOD, APPARATUS, AND DEVICE, AND COMPUTER-READABLE
STORAGE MEDIUM", which is incorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] Embodiments of this application relate to the field of security technologies, and in
particular, to an identity authentication system, method, apparatus, and device, and a computer-
readable storage medium.

BACKGROUND

[0003] In scenarios such as a campus network or an enterprise network, after purchasing a
large quantity of terminal devices, such as Internet of Things (Internet of Things, 10T) devices,
routers, switches, mobile phones, and personal computers (personal computer, PC), users usually
need to manage the purchased terminal devices in a unified manner, for example, allocate identities
(identity document, ID) and deliver configuration information, so that the terminal devices can be
correctly recognized when accessing the campus network or enterprise network and can
communicate with other devices. Before the terminal devices are managed in the unified manner,
identity authentication also needs to be performed on the terminal devices, to ensure that terminal
devices accessing the campus network or enterprise network are devices purchased by a campus
or an enterprise.

[0004] In a related technology, a registration device of the campus or the enterprise stores a
media access control (media access control, MAC) address set of all purchased terminal devices.
When accessing a network, a terminal device first searches for a network signal, and after finding
the network signal, determines that the registration device is found, and then sends an
authentication request to the registration device. The authentication request carries a MAC address
of the terminal device. If the registration device verifies that the MAC address carried in the

authentication request is included in the MAC address set stored in the registration device, identity
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authentication on the terminal device succeeds.

[0005] However, because the MAC address may be randomly forged or tampered with, this
identity authentication method is not secure. In addition, when the method is used, if the terminal
device finds a network signal of a malicious device, and sends an authentication request to the
malicious device, the malicious device may also pretend that identity verification on the terminal
device succeeds, and further implant information such as malicious code into the terminal device.

This is also insecure.

SUMMARY

[0006] Embodiments of this application provide an identity authentication system, method,
apparatus, and device, and a computer-readable storage medium, so that security of identity
authentication can be improved. The technical solutions are as follows:

[0007] According to a first aspect, an identity authentication system is provided. The identity
authentication system has a function of a behavior of implementing the identity authentication
method in the following second aspect, third aspect, and fourth aspect. Refer to related descriptions
in the following second aspect, third aspect, and fourth aspect. The identity authentication system
includes a terminal device, a registration device, and an authorization device. The terminal device
and the authorization device share a first symmetric key, the authorization device stores an
ownership relationship record of the terminal device, and the ownership relationship record
describes a binding relationship between the terminal device and a current owner of the terminal
device.

[0008] The terminal device is configured to send a first authentication request to the
registration device, where the first authentication request carries first authentication code, and the
first authentication code is generated based on the first symmetric key.

[0009] The registration device is configured to: receive the first authentication request,
generate a second authentication request based on the first authentication request, and send the
second authentication request to the authorization device, where the second authentication request
carries the first authentication code.

[0010] The authorization device is configured to: receive the second authentication request,
verify the first authentication code based on the first symmetric key and the ownership relationship
record, and send a first authentication acknowledgement message to the registration device after
verification succeeds, where the first authentication acknowledgement message indicates to
authorize an ownership relationship between the terminal device and a network to which the

registration device belongs, the first authentication acknowledgement message carries second
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authentication code, and the second authentication code is generated based on the first symmetric
key.

[0011] The registration device is further configured to: receive the first authentication
acknowledgement message, determine a second authentication acknowledgement message based
on the first authentication acknowledgement message, and send the second authentication
acknowledgement message to the terminal device, where the second authentication
acknowledgement message carries the second authentication code.

[0012] The terminal device is further configured to: receive the second authentication
acknowledgement message, verify the second authentication code based on the first symmetric
key, and determine, after verification succeeds, that bidirectional identity authentication of the
terminal device and the registration device succeeds.

[0013] In this embodiment of this application, a symmetric key based identity verification
method is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
unidirectional identity authentication. That is, security of this solution is higher.

[0014] According to a second aspect, an identity authentication method is provided. The
method is performed by a terminal device, the terminal device and an authorization device share a
first symmetric key, the authorization device stores an ownership relationship record of the
terminal device, and the ownership relationship record describes a binding relationship between
the terminal device and a current owner of the terminal device. The method includes:

[0015] The terminal device sends a first authentication request, where the first authentication
request carries first authentication code, and the first authentication code is generated based on the
first symmetric key; the terminal device receives a second authentication acknowledgement
message, where the second authentication acknowledgement message is determined after
verification on the first authentication code based on the first symmetric key and the ownership
relationship record succeeds, the second authentication acknowledgement message carries second
authentication code, and the second authentication code is generated by the authorization device
based on the first symmetric key; and the terminal device verifies the second authentication code
based on the first symmetric key, and determines, after verification succeeds, that bidirectional
identity authentication of the terminal device and the registration device succeeds.

[0016] In this embodiment of this application, a symmetric key based identity verification
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method is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
unidirectional identity authentication. That is, security of this solution is higher.

[0017] Optionally, the first authentication request further carries a first ID and a first key
parameter, the first key parameter includes plaintext or ciphertext of a first authentication vector
(authentication vector, AV), and the first ID is an ID configured by an original owner of the
terminal device for the terminal device; the first AV includes a first random parameter and a first
anti-replay attack parameter, the first random parameter is generated by the terminal device, and
the first random parameter includes at least one of a first random number N1 and a second random
number N2; and the first authentication code is generated based on the first symmetric key, the
first ID, and the first AV.

[0018] To be specific, the first authentication request further carries the first ID of the terminal
device, and the authorization device verifies the first ID carried in the first authentication request
based on the ownership relationship record, to ensure that the terminal device is a device within a
sales scope. The first authentication request further carries the first key parameter. The
authorization device obtains the first random parameter and the first anti-replay attack parameter
in the first key parameter, and verifies, based on the first anti-replay attack parameter, whether
identity authentication at this time is subjected to a replay attack. The first random parameter is
used for the authorization device to verify the first authentication code, that is, verify validity of
an identity of the terminal.

[0019] Optionally, the ciphertext of the first AV is obtained by encryption by using the key
shared by the terminal device and the authorization device. For example, encryption is performed
by using the first symmetric key or by using a key derived based on the first symmetric key, to
improve security of identity authentication.

[0020] Optionally, the first authentication request further carries first identity information, and
the first identity information includes at least one of identity information of the registration device
and identity information of a network to which the registration device belongs; and the first
authentication code is generated based on the first symmetric key, the first ID, the first AV, and the
first identity information. To be specific, the first authentication request further carries information
about an access network of the terminal device, and the authorization device verifies the first
identity information based on the ownership relationship record, to ensure an identity binding
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relationship between the registration device and the sold terminal device. Optionally, the first
identity information is information sent by the registration device to the terminal device in
response to that the terminal device sends a network access request to the registration device after
finding the registration device by using a network.

[0021] Optionally, the second authentication acknowledgement message further carries a
second key parameter; and that the terminal device verifies the second authentication code based
on the first symmetric key includes: The terminal device generates a symmetric verification key
based on the first symmetric key and the second key parameter; and the terminal device verifies
the second authentication code based on the symmetric verification key.

[0022] To be specific, the authorization device sends the second key parameter used for
generating the second authentication code to the terminal device in response, and the terminal
device verifies the second authentication code based on the first symmetric key and the second key
parameter, so that the symmetric key is used to verify signature validity of the authorization device.
It should be noted that, the first authentication code may be understood as a signature of the
terminal device, and the second authentication code may be understood as a signature of the
authorization device.

[0023] Optionally, after the terminal device determines that the bidirectional identity
authentication of the terminal device and the registration device succeeds, the method further
includes: The terminal device generates a channel security key based on the first symmetric key
and a first derived parameter, where the first derived parameter is determined based on the second
key parameter; a first secure transport channel is established between the terminal device and the
registration device based on the channel security key; and the terminal device negotiates a second
symmetric key with the registration device based on a second derived parameter by using the first
secure transport channel, where the second symmetric key is used for network access identity
authentication when the terminal device accesses the network to which the registration device
belongs, and the second derived parameter is determined based on the second key parameter.
[0024] To be specific, after the terminal device and the registration device implement
symmetric key based bidirectional identity authentication by using the authorization device, the
terminal device and the registration device can further establish the secure transport channel and
negotiate the second symmetric key based on a response of the authorization device. That is, the
first symmetric key is shared only between the terminal device and the authorization device, and
after the terminal device and the registration device negotiate the second symmetric key, the second
symmetric key is shared only between the terminal device and the registration device as a new
device key between the terminal device and the registration device.

[0025] Optionally, that the terminal device negotiates the second symmetric key with the
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registration device based on the second derived parameter by using the first secure transport
channel includes: The terminal device generates a random number N4, and sends N4 to the
registration device by using the first secure transport channel, where N4 is used for the registration
device to generate the second symmetric key based on N4 and a second negotiation key, and to
generate third authentication code based on N4 and the second symmetric key, where the second
negotiation key is generated by the authorization device based on the second derived parameter
and is sent to the registration device; the terminal device generates the second symmetric key based
on N4 and the second derived parameter; the terminal device receives a first negotiation
acknowledgement message sent by the registration device, where the first negotiation
acknowledgement message carries the third authentication code; and the terminal device verifies
the third authentication code based on the second symmetric key and N4 that are generated by the
terminal device, and updates, after verification succeeds, the second symmetric key to a device
key between the terminal device and the registration device, and sends a second negotiation
acknowledgement message to the registration device, where the second negotiation
acknowledgement message indicates the registration device to update the second symmetric key
to the device key between the registration device and the terminal device.

[0026] To be specific, the terminal device and the registration device negotiate the second
symmetric key based on the random number N4 generated by the terminal device.

[0027] Optionally, that the terminal device generates the second symmetric key with the
registration device based on the second derived parameter by using the first secure transport
channel includes: The terminal device receives a random number N5 sent by the registration device
by using the first secure transport channel, where N5 is randomly generated by the registration
device, and N5 is used for the registration device to generate the second symmetric key based on
N5 and a second negotiation key, and to update the second symmetric key to a device key between
the registration device and the terminal device; and the terminal device generates the second
symmetric key based on N5 and the second derived parameter, and updates the second symmetric
key to the device key between the terminal device and the registration device.

[0028] To be specific, the terminal device and the registration device can also negotiate the
second symmetric key based on the random number N5 generated by the registration device.
[0029] Optionally, after the terminal device negotiates the second symmetric key with the
registration device based on the second derived parameter by using the first secure transport
channel, the method further includes: The terminal device receives at least one of a second ID and
configuration information that are sent by the registration device by using the first secure transport
channel, where the second ID is an ID generated by a current owner of the terminal device for the
terminal device, for example, an 1D generated by the registration device for the terminal device,
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or an ID generated by a controller in the network to which the registration device belongs for the
terminal device, and the configuration information is a configuration file delivered by the current
owner of the terminal device for the terminal device. The second ID is a unique 1D of the terminal
device within a network range to which the registration device belongs, and the second ID is also
used for network access identity authentication when the terminal device accesses the network to
which the registration device belongs.

[0030] According to a third aspect, an identity authentication method is provided. The method
is performed by a registration device. The method includes:

[0031] The registration device receives a first authentication request, where the first
authentication request carries first authentication code, the first authentication code is generated
by a terminal device based on a first symmetric key, and the terminal device and an authorization
device share the first symmetric key; the registration device generates a second authentication
request based on the first authentication request, and sends the second authentication request to
the authorization device, where the second authentication request carries the first authentication
code; the registration device receives a first authentication acknowledgement message, where the
first authentication acknowledgement message is determined after verification performed by the
authorization device on the first authentication code based on the first symmetric key and an
ownership relationship record of the terminal device succeeds, the authorization device stores the
ownership relationship record, the ownership relationship record describes a binding relationship
between the terminal device and a current owner of the terminal device, the first authentication
acknowledgement message indicates to authorize an ownership relationship between the terminal
device and a network to which the registration device belongs, the first authentication
acknowledgement message carries second authentication code, and the second authentication code
is generated based on the first symmetric key; and the registration device determines a second
authentication acknowledgement message based on the first authentication acknowledgement
message, and sends the second authentication acknowledgement message to the terminal device,
where the second authentication acknowledgement message carries the second authentication code,
and the second authentication acknowledgement message indicates the terminal device to
determine, after verification on the second authentication code based on the first symmetric key
succeeds, that bidirectional identity authentication of the terminal device and the registration
device succeeds.

[0032] In this embodiment of this application, a symmetric key based identity verification
method is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
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process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
unidirectional identity authentication. That is, security of this solution is higher.

[0033] Optionally, the first authentication request further carries a first ID, the first ID is an ID
configured by an original owner of the terminal device for the terminal device, the second
authentication request further carries the first ID in the first authentication request, the second
authentication request further carries first identity information, and the first identity information
includes at least one of identity information of the registration device and identity information of
the network to which the registration device belongs.

[0034] Optionally, when the first authentication request does not carry the first identity
information, the first identity information carried in the second authentication request is added by
the registration device.

[0035] Optionally, the second authentication request further carries an identity signature of the
registration device, and the identity signature of the registration device is a signature conducted by
the registration device on the first authentication request and the first identity information by using
a private key.

[0036] Optionally, the identity information of the registration device includes at least one of a
digital certificate related to an identity of the registration device and a digest of the digital
certificate related to the identity of the registration device.

[0037] Optionally, the first authentication acknowledgement message further carries key
update information, the key update information is encrypted and protected by using a symmetric
key shared by the registration device and the authorization device, or the key update information
is encrypted and protected by using a public key of the registration device.

[0038] After the registration device receives the first authentication acknowledgement
message, the method further includes: The registration device obtains a channel security key from
the key update information. After the registration device sends the second authentication
acknowledgement message to the terminal device, the method further includes: A first secure
transport channel is established between the registration device and the terminal device based on
the channel security key; and the registration device negotiates a second symmetric key with the
terminal device based on the key update information by using the first secure transport channel,
where the second symmetric key is used for network access identity authentication when the
terminal device accesses the network to which the registration device belongs.

[0039] To be specific, the registration device and the terminal device can also establish the

secure transport channel and negotiate the second symmetric key based on a response of the
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authorization device.

[0040] Optionally, after the registration device negotiates the second symmetric key with the
terminal device based on the key update information by using the first secure transport channel,
the method further includes: The registration device sends at least one of a second ID and
configuration information to the terminal device by using the first secure transport channel, where
the second ID is an ID generated by a current owner of the terminal device for the terminal device,
and the configuration information is a configuration file delivered by the current owner of the
terminal device for the terminal device. The second ID is a unique ID of the terminal device within
a network range to which the registration device belongs, and the second ID is also used for
network access identity authentication when the terminal device accesses the network to which the
registration device belongs.

[0041] According to a fourth aspect, an identity authentication method is provided. The
method is performed by an authorization device, the authorization device and a terminal device
share a first symmetric key, the authorization device stores an ownership relationship record of the
terminal device, the ownership relationship record describes a binding relationship between the
terminal device and a current owner of the terminal device, and the method includes:

[0042] The authorization device receives a second authentication request, where the second
authentication request carries first authentication code, and the first authentication code is
generated by the terminal device based on the first symmetric key; the authorization device verifies
the first authentication code based on the first symmetric key and the ownership relationship record;
and the authorization device sends a first authentication acknowledgement message after
verification succeeds, where the first authentication acknowledgement message indicates to
authorize an ownership relationship between the terminal device and a network to which the
registration device belongs, the first authentication acknowledgement message carries second
authentication code, the second authentication code is generated based on the first symmetric key,
and the second authentication code indicates the terminal device to determine, after verification
on the second authentication code based on the first symmetric key succeeds, that bidirectional
identity authentication of the terminal device and the registration device succeeds.

[0043] In this embodiment of this application, a symmetric key based identity verification
method is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
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unidirectional identity authentication. That is, security of this solution is higher.

[0044] Optionally, the second authentication request further carries a first ID, a first key
parameter, and first identity information, the first key parameter is generated by the terminal device,
the first identity information includes at least one of identity information of the registration device
and identity information of the network to which the registration device belongs, the first ID is an
ID configured by an original owner of the terminal device for the terminal device, and the
ownership relationship record includes a mapping relationship between the first ID and the first
identity information. After the authorization device receives the second authentication request, the
method further includes: The authorization device verifies the first ID and the first identity
information based on the ownership relationship record; and that the authorization device verifies
the first authentication code based on the first symmetric key and the ownership relationship record
includes: The authorization device verifies the first authentication code based on the ownership
relationship record, the first ID, the first symmetric key, and the first key parameter.

[0045] To be specific, the authorization device verifies identities of the terminal device and
the registration device based on the ownership relationship record. In addition, the first key
parameter used by the terminal device to generate the first authentication code is sent to the
authorization device, and the authorization device verifies, based on the first key parameter and
the first symmetric key, the first authentication code based on the symmetric key.

[0046] Optionally, the first authentication acknowledgement message further carries a second
key parameter, the second key parameter includes plaintext or ciphertext of a second AV, and the
ciphertext of the second AV is obtained by using the key shared by the authorization device and
the terminal device; and the second AV includes a second anti-replay attack parameter, the second
authentication code is generated based on the first symmetric key and the second AV, and the first
authentication acknowledgement message is further used for the terminal device to verify the
second authentication code based on the first symmetric key and the second key parameter.
[0047] To be specific, a response of the authorization device further carries the second key
parameter, and the terminal device can verify, based on the second key parameter and the first
symmetric key, the second authentication code based on the symmetric key, to ensure signature
validity of the authorization device.

[0048] Optionally, the first authentication acknowledgement message further carries key
update information, and the key update information is generated based on the first symmetric key
and the second AV; and the key update information is used for the registration device to obtain a
channel security key required for establishing a first secure transport channel with the terminal
device, and to negotiate a second symmetric key with the terminal device by using the first secure
transport channel, the second key parameter is further used for the terminal device to determine a
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first derived parameter required for generating the channel security key, and to determine a second
derived parameter required for negotiating the second symmetric key with the registration device
by using the first secure transport channel, and the second symmetric key is used for network
access identity authentication when the terminal device accesses the network to which the
registration device belongs.

[0049] To be specific, the response of the authorization device further carries the key update
information, and the registration device can obtain the channel security key from the key update
information, to establish the secure transport channel with the terminal device, and the registration
device can also obtain a negotiation key from the key update information to negotiate the second
symmetric key with the terminal device. The terminal device can generate a parameter of the
channel security key based on the second key parameter sent by the authorization device in
response, and determine, based on the second key parameter, a parameter for negotiating the
second symmetric key.

[0050] According to a fifth aspect, an identity authentication apparatus is provided. The
identity authentication apparatus has a function of a behavior of implementing the identity
authentication method in the second aspect. The identity authentication apparatus includes one or
more modules. The one or more modules are configured to implement the identity authentication
method provided in the second aspect.

[0051] To be specific, an identity authentication apparatus is provided. The apparatus is
applied to a terminal device, the terminal device and an authorization device share a first
symmetric key, the authorization device stores an ownership relationship record of the terminal
device, and the ownership relationship record describes a binding relationship between the
terminal device and a current owner of the terminal device. The apparatus includes:

a sending module, configured to send a first authentication request, where the first
authentication request carries first authentication code, and the first authentication code is
generated based on the first symmetric key;

a receiving module, configured to receive a second authentication acknowledgement
message, where the second authentication acknowledgement message is determined after
verification on the first authentication code based on the first symmetric key and the ownership
relationship record succeeds, the second authentication acknowledgement message carries second
authentication code, and the second authentication code is generated by the authorization device
based on the first symmetric key; and

a verification module, configured to: verify the second authentication code based on
the first symmetric key, and determine, after verification succeeds, that bidirectional identity
authentication of the terminal device and a registration device succeeds.

11



10

15

20

25

30

35

[0052] Optionally, the first authentication request further carries a first ID and a first key
parameter, the first key parameter includes plaintext or ciphertext of a first authentication vector
AV, and the first ID is an ID configured by an original owner of the terminal device for the terminal
device.

[0053] The first AV includes a first random parameter and a first anti-replay attack parameter,
the first random parameter is generated by the terminal device, and the first random parameter
includes at least one of a first random number N1 and a second random number N2.

[0054] The first authentication code is generated based on the first symmetric key, the first ID,
and the first AV.

[0055] Optionally, the first authentication request further carries first identity information, and
the first identity information includes at least one of identity information of the registration device
and identity information of a network to which the registration device belongs.

[0056] The first authentication code is generated based on the first symmetric key, the first ID,
the first AV, and the first identity information.

[0057] Optionally, the second authentication acknowledgement message further carries a
second key parameter.

[0058] The verification module includes:

a first generation submodule, configured to generate a symmetric verification key based
on the first symmetric key and the second key parameter; and

a verification submodule, configured to verify the second authentication code based on
the symmetric verification key.

[0059] Optionally, the apparatus further includes:

a generation module, configured to generate a channel security key based on the first
symmetric key and a first derived parameter, where the first derived parameter is determined based
on the second key parameter;

an establishment module, configured to establish a first secure transport channel with
the registration device based on the channel security key; and

a negotiation module, configured to negotiate a second symmetric key with the
registration device based on a second derived parameter by using the first secure transport channel,
where the second symmetric key is used for network access identity authentication when the
terminal device accesses the network to which the registration device belongs, and the second
derived parameter is determined based on the second key parameter.

[0060] Optionally, the negotiation module includes:

a second generation submodule, configured to: generate a random number N4, and send

N4 to the registration device by using the first secure transport channel, where N4 is used for the
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registration device to generate the second symmetric key based on N4 and a second negotiation
key, and to generate third authentication code based on N4 and the second symmetric key, where
the second negotiation key is generated by the authorization device based on the second derived
parameter and is sent to the registration device;

a third generation submodule, configured to generate the second symmetric key based
on N4 and the second derived parameter;

a first receiving submodule, configured to receive a first negotiation acknowledgement
message sent by the registration device, where the first negotiation acknowledgement message
carries the third authentication code; and

a first update submodule, configured to: verify the third authentication code based on
the second symmetric key and N4 that are generated by the terminal device, and update, after
verification succeeds, the second symmetric key to a device key between the terminal device and
the registration device, and send a second negotiation acknowledgement message to the
registration device, where the second negotiation acknowledgement message indicates the
registration device to update the second symmetric key to the device key between the registration
device and the terminal device.

[0061] Optionally, the negotiation module includes:

a second receiving submodule, configured to receive a random number N5 sent by the
registration device by using the first secure transport channel, where N5 is randomly generated by
the registration device, and N5 is used for the registration device to generate the second symmetric
key based on N5 and the second negotiation key, and to update the second symmetric key to a
device key between the registration device and the terminal device; and

a second update submodule, configured to: generate the second symmetric key based
on N5 and the second derived parameter, and update the second symmetric key to the device key
between the terminal device and the registration device.

[0062] According to a sixth aspect, an identity authentication apparatus is provided. The
identity authentication apparatus has a function of a behavior of implementing the identity
authentication method in the third aspect. The identity authentication apparatus includes one or
more modules. The one or more modules are configured to implement the identity authentication
method provided in the third aspect.

[0063] To be specific, an identity authentication apparatus is provided. The apparatus is
applied to a registration device, and the apparatus includes:

a first receiving module, configured to receive a first authentication request, where the
first authentication request carries first authentication code, the first authentication code is
generated by a terminal device based on a first symmetric key, and the terminal device and an
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authorization device share the first symmetric key;

a first sending module, configured to: generate a second authentication request based
on the first authentication request, and send the second authentication request to the authorization
device, where the second authentication request carries the first authentication code;

a second receiving module, configured to: receive a first authentication
acknowledgement message, where the first authentication acknowledgement message is
determined after verification performed by the authorization device on the first authentication code
based on the first symmetric key and an ownership relationship record of the terminal device
succeeds, the authorization device stores the ownership relationship record, the ownership
relationship record describes a binding relationship between the terminal device and a current
owner of the terminal device, the first authentication acknowledgement message indicates to
authorize an ownership relationship between the terminal device and a network to which the
registration device belongs, the first authentication acknowledgement message carries second
authentication code, and the second authentication code is generated based on the first symmetric
key; and

a second sending module, configured to: determine a second authentication
acknowledgement message based on the first authentication acknowledgement message, and send
the second authentication acknowledgement message to the terminal device, where the second
authentication acknowledgement message carries the second authentication code, and the second
authentication acknowledgement message indicates the terminal device to determine, after
verification on the second authentication code based on the first symmetric key succeeds, that
bidirectional identity authentication of the terminal device and the registration device succeeds.
[0064] Optionally, the first authentication request further carries a first ID, the first ID is an ID
configured by an original owner of the terminal device for the terminal device, the second
authentication request further carries the first ID in the first authentication request, the second
authentication request further carries first identity information, and the first identity information
includes at least one of identity information of the registration device and identity information of
the network to which the registration device belongs.

[0065] Optionally, the second authentication request further carries an identity signature of the
registration device, and the identity signature of the registration device is a signature conducted by
the registration device on the first authentication request and the first identity information by using
a private key.

[0066] Optionally, the identity information of the registration device includes at least one of a
digital certificate related to an identity of the registration device and a digest of the digital
certificate related to the identity of the registration device.
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[0067] Optionally, the first authentication acknowledgement message further carries key
update information, the key update information is encrypted and protected by using a symmetric
key shared by the registration device and the authorization device, or the key update information
is encrypted and protected by using a public key of the registration device.

[0068] The apparatus further includes:

an obtaining module, configured to obtain a channel security key from the key update
information;

an establishment module, configured to establish a first secure transport channel with
the terminal device based on the channel security key; and

a negotiation module, configured to negotiate a second symmetric key with the terminal
device based on the key update information by using the first secure transport channel, where the
second symmetric key is used for network access identity authentication when the terminal device
accesses the network to which the registration device belongs.

[0069] According to a seventh aspect, an identity authentication apparatus is provided. The
identity authentication apparatus has a function of a behavior of implementing the identity
authentication method in the fourth aspect. The identity authentication apparatus includes one or
more modules. The one or more modules are configured to implement the identity authentication
method provided in the fourth aspect.

[0070] To be specific, an identity authentication apparatus is provided. The apparatus is
applied to an authorization device, the authorization device and a terminal device share a first
symmetric key, the authorization device stores an ownership relationship record of the terminal
device, and the ownership relationship record describes a binding relationship between the
terminal device and a current owner of the terminal device. The apparatus includes:

a receiving module, configured to receive a second authentication request, where the
second authentication request carries first authentication code, and the first authentication code is
generated by the terminal device based on the first symmetric key;

a first verification module, configured to verify the first authentication code based on
the first symmetric key and the ownership relationship record; and

a sending module, configured to send, by the authorization device, a first authentication
acknowledgement message after verification succeeds, where the first authentication
acknowledgement message indicates to authorize an ownership relationship between the terminal
device and a network to which the registration device belongs, the first authentication
acknowledgement message carries second authentication code, the second authentication code is
generated based on the first symmetric key, and the second authentication code indicates the
terminal device to determine, after verification on the second authentication code based on the first
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symmetric key succeeds, that bidirectional identity authentication of the terminal device and the
registration device succeeds.

[0071] Optionally, the second authentication request further carries a first ID, a first key
parameter, and first identity information, the first key parameter is generated by the terminal device,
the first identity information includes at least one of identity information of the registration device
and identity information of the network to which the registration device belongs, the first ID is an
ID configured by an original owner of the terminal device for the terminal device, and the
ownership relationship record includes a mapping relationship between the first ID and the first
identity information.

[0072] The apparatus further includes:

a second verification module, configured to verify the first ID and the first identity
information based on the ownership relationship record.
[0073] The first verification module includes:

a verification submodule, configured to verify the first authentication code based on
the ownership relationship record, the first 1D, the first symmetric key, and the first key parameter.
[0074] Optionally, the first authentication acknowledgement message further carries a second
key parameter, the second key parameter includes plaintext or ciphertext of a second AV, and the
ciphertext of the second AV is obtained by using the key shared by the authorization device and
the terminal device.

[0075] The second AV includes a second anti-replay attack parameter, the second
authentication code is generated based on the first symmetric key and the second AV, and the first
authentication acknowledgement message is further used for the terminal device to verify the
second authentication code based on the first symmetric key and the second key parameter.
[0076] Optionally, the first authentication acknowledgement message further carries key
update information, and the key update information is generated based on the first symmetric key
and the second AV.

[0077] The key update information is used for the registration device to obtain a channel
security key required for establishing a first secure transport channel with the terminal device, and
to negotiate a second symmetric key with the terminal device by using the first secure transport
channel, the second key parameter is further used for the terminal device to generate the channel
security key, and to negotiate the second symmetric key with the registration device by using the
first secure transport channel, and the second symmetric key is used for network access identity
authentication when the terminal device accesses the network to which the registration device
belongs.

[0078] According to an eighth aspect, an identity authentication device is provided. The
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identity authentication device includes a processor and a memory. The memory is configured to:
store a program for performing the identity authentication method provided in the second aspect,
the third aspect, or the fourth aspect, and store data used to implement the identity authentication
method provided in the second aspect, the third aspect, or the fourth aspect. The processor is
configured to execute the program stored in the memory. An operation apparatus of the storage
device may further include a communication bus, and the communication bus is configured to
establish a connection between the processor and the memory.

[0079] According to a ninth aspect, a computer-readable storage medium is provided. The
computer-readable storage medium stores instructions. When run on a computer, the instructions
enable the computer to perform the identity authentication method in the second aspect, the third
aspect, or the fourth aspect.

[0080] According to a tenth aspect, a computer program product including instructions is
provided. When run on a computer, the computer program product enables the computer to
perform the identity authentication method in the second aspect, the third aspect, or the fourth
aspect.

[0081] Technical effects achieved in the first aspect, the third aspect, the fourth aspect, the fifth
aspect, the sixth aspect, the seventh aspect, the eighth aspect, the ninth aspect, and the tenth aspect
are similar to technical effects achieved by corresponding technical means in the second aspect,
and details are not described herein again.

[0082] The technical solutions provided in embodiments of this application can bring at least
the following beneficial effects:

[0083] In embodiments of this application, a symmetric key based identity verification method
is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of

unidirectional identity authentication. That is, security of this solution is higher.

BRIEF DESCRIPTION OF DRAWINGS

[0084] FIG. 1is adiagram of a system architecture related to an identity authentication method
according to an embodiment of this application;

[0085] FIG. 2 is a diagram of a system architecture related to another identity authentication
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method according to an embodiment of this application;

[0086] FIG. 3 is a schematic diagram of a structure of a computer device according to an
embodiment of this application;

[0087] FIG. 4 is a flowchart of an identity authentication method according to an embodiment
of this application;

[0088] FIG. 5 is a flowchart of an EST phase according to an embodiment of this application;
[0089] FIG. 6 is a flowchart of another identity authentication method according to an
embodiment of this application;

[0090] FIG. 7 is a schematic diagram of a structure of an identity authentication apparatus
according to an embodiment of this application;

[0091] FIG. 8 is a schematic diagram of a structure of another identity authentication apparatus
according to an embodiment of this application;

[0092] FIG. 9 is a schematic diagram of a structure of still another identity authentication
apparatus according to an embodiment of this application;

[0093] FIG. 10 is a schematic diagram of a structure of still another identity authentication
apparatus according to an embodiment of this application; and

[0094] FIG. 11 is a schematic diagram of a structure of still another identity authentication

apparatus according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0095] To make the objectives, technical solutions, and advantages of embodiments of this
application clearer, the following further describes the implementations of this application in detail
with reference to the accompanying drawings.

[0096] A network architecture and a service scenario described in embodiments of this
application are intended to describe the technical solutions in embodiments of this application
more clearly, and do not constitute a limitation on the technical solutions provided in embodiments
of this application. A person of ordinary skill in the art may learn that, with evolution of the
network architecture and emergence of new service scenarios, the technical solutions provided in
embodiments of this application are also applicable to similar technical problems.

[0097] FIG. 1is adiagram of a system architecture related to an identity authentication method
according to an embodiment of this application. With reference to FIG. 1, the system architecture
includes a terminal device 101, a registration device 102, and an authorization device 103. The
terminal device 101 and the registration device 102 can be connected to the registration device 102

in a wired or wireless manner to communicate with each other, and the registration device 102 can
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be connected to the authorization device 103 in a wired or wireless manner to communicate with
each other.

[0098] The terminal device 101 is configured to send a first authentication request to the
registration device 102, where the first authentication request carries first authentication code, and
the first authentication code is generated based on a first symmetric key.

[0099] In this embodiment of this application, the first symmetric key is implanted into the
terminal device 101 before delivery of the terminal device 101. The first symmetric key is a device
key shared by the terminal device 101 and the authorization device 103, and the first symmetric
key is used as a symmetric key. In this embodiment of this application, bidirectional identity
authentication of the terminal device 101 and the registration device 102 is implemented based on
the symmetric key.

[00100] Optionally, a first ID is further implanted into the terminal device 101 before delivery
of the terminal device 101, the first ID is an ID configured by an original owner of the terminal
device 101 for the terminal device 101, and the first authentication request further carries the first
ID.

[00101] The registration device 102 is configured to: receive the first authentication request
sent by the terminal device 101, generate a second authentication request based on the first
authentication request, and send the second authentication request to the authorization device 103.
For example, when the first authentication request does not carry identity information of the
registration device 102, the registration device 102 adds the identity information of the registration
device 102 to the first authentication request, to obtain the second authentication request.

[00102] Optionally, the registration device 102 stores a purchase record of the terminal device
101. The registration device 102 verifies, based on the purchase record, the first ID carried in the
first authentication request, generates the second authentication request based on the first
authentication request after verification succeeds, and sends the second authentication request to
the authorization device 103.

[00103] The authorization device 103 stores an ownership relationship record of the terminal
device 101. The ownership relationship record describes a binding relationship between the
terminal device and the current owner of the terminal device. After receiving the second
authentication request, the authorization device 103 is configured to verify the second
authentication request based on the first symmetric key and the ownership relationship record, for
example, verify the first ID and the identity information of the registration device based on the
ownership relationship record, and verify the first authentication code based on the ownership
relationship record and the first symmetric key. After verification succeeds, the authorization
device 103 sends a first authentication acknowledgement message to the registration device 102.
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The first authentication acknowledgement message indicates to authorize an ownership
relationship between the terminal device 101 and a network to which the registration device 102
belongs. The first authentication acknowledgement message carries second authentication code,
and the second authentication code is generated based on the first symmetric key.

[00104] The registration device 102 is further configured to: after receiving the first
authentication acknowledgement message sent by the authorization device 103, determine identity
validity of the terminal device, determine a second authentication acknowledgement message
based on the first authentication acknowledgement message, and send the second authentication
acknowledgement message to the terminal device 101, where the second authentication
acknowledgement message carries the second authentication code.

[00105] The terminal device 101 is further configured to: receive the second authentication
acknowledgement message sent by the registration device 102, verify, based on the first symmetric
key, the second authentication code carried in the second authentication acknowledgement
message, and determine, after verification succeeds, that bidirectional identity authentication of
the terminal device 101 and the registration device 102 succeeds.

[00106] Optionally, the identity authentication process may be considered as a mutual trust
based authorization phase.

[00107] Optionally, the terminal device 101 is further configured to: after deployment, search
for the registration device 102 by using a network, after finding the registration device 102, first
send a network access request to the registration device 102, and after the registration device 102
responds to the terminal device 101 based on the network access request, generate the first
authentication request. To be specific, before the mutual trust based authorization phase, a network
access discovery phase is further included.

[00108] Optionally, the terminal device 101 may not support an Internet protocol (Internet
protocol, IP) stack, that is, does not have a function of generating an IP packet, for example, some
Internet of Things devices that do not support the IP protocol stack. In this case, the system
architecture further includes a network access proxy device 104, and the network access proxy
device 104 communicates with the registration device 102 in a wired or wireless manner. After the
terminal device 101 finds, by using a network, and is connected to the network access proxy device
104, the terminal device 101 sends a message to the registration device 102 by using the network
access proxy device 104. The network access proxy device 104 is configured to: receive the
message sent by the terminal device 101 to the registration device 102, encapsulate the message
into an IP packet, and forward the IP packet to the registration device 102. The network access
proxy device 104 is further configured to: receive and forward a message sent by the registration

device 102 to the terminal device 101, to implement network communication between the terminal
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device 101 and the registration device 102.

[00109] Optionally, regardless of whether the terminal device 101 supports the IP stack, the
system architecture may further include the network access proxy device 104, that is,
communication between the terminal device 101 and the registration device 102 is implemented
by using the network access proxy device 104.

[00110] Optionally, the terminal device 101 is further configured to: after determining that
bidirectional identity authentication of the terminal device 101 and the registration device 102
succeeds, establish a first secure transport channel with the registration device 102 to negotiate a
second symmetric key, where the second symmetric key is used for network access identity
authentication when the terminal device 101 accesses the network to which the registration device
102 belongs.

[00111] Inother words, the first symmetric key is used as an old device key, and the old device
key is shared only between the terminal device 101 and the authorization device 103, and is used
to implement the foregoing bidirectional identity authentication by using the authorization device
103. The second symmetric key is used as a new device key negotiated between the terminal device
101 and the registration device 102, and the new device key is shared only between the terminal
device 101 and the registration device 102, and is used for network access identity authentication
when the terminal device 101 accesses the network to which the registration device 102 belongs.

[00112] Optionally, the terminal device 101 is further configured to: after negotiating the second
symmetric key with the registration device 102, receive at least one of a second 1D, configuration
information, and the like that are delivered by the registration device 102. The registration device
102 is further configured to: after negotiating the second symmetric key with the registration
device 102, deliver at least one of the second ID, the configuration information, and the like to the
terminal device 101. The second ID is a new identity allocated by the current owner of the terminal
device 101 to the terminal device 101, the configuration information is a configuration file
delivered by the current owner of the terminal device 101 to the terminal device 101, and the
second ID delivered by the registration device 102 is also used for network access identity
authentication when the terminal device 101 accesses the network to which the registration device
102 belongs.

[00113] Optionally, the system architecture further includes a controller, and the controller is
connected to the registration device 102 in a wired or wireless manner to perform communication.
The registration device 102 is further configured to send a configuration request to the controller
after negotiating the second symmetric key. The controller is configured to: after receiving the
configuration request, generate the second ID, and send the second ID, the configuration
information, and the like to the registration device 102. The registration device 102 delivers the
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second ID, the configuration information, and the like to the terminal device 101. Alternatively,
the controller is configured to directly send the second ID, the configuration information, and the
like to the terminal device 101 after receiving the configuration request. Optionally, the
configuration request carries the first ID and the second symmetric key, and the controller is further
configured to: store, manage, and maintain a mapping relationship between the terminal device
and a corresponding device key, for example, correspondingly store the first ID, the second ID,
and the second symmetric key.

[00114] Optionally, the foregoing process of establishing the first secure transport channel to
negotiate the second symmetric key and subsequently delivering the second ID, the configuration
information, and the like may be considered as an enrollment over secure transport (enrollment
over secure transport, EST) phase. To be specific, after the mutual trust based authorization phase,
an EST phase is further included.

[00115] It should be noted that, this embodiment of this application is described only by using
an identity authentication process of one terminal device 101 as an example. The system
architecture may include a plurality of terminal devices 101. For example, the plurality of terminal
devices 101 are a batch of Internet of Things devices purchased by a campus or an enterprise. After
each of the plurality of terminal devices 101 is deployed, identity authentication may be performed
by using the registration device 102 and the authorization device 103 based on the method
described above.

[00116] Optionally, the system architecture includes a plurality of registration devices 102.
Each of the plurality of registration devices 102 is configured to perform identity authentication
on at least one of the plurality of terminal devices 101. The controller is configured to communicate
with the plurality of registration devices 102. Management and delivery of new IDs and
configuration information of the plurality of terminal devices 101 are uniformly processed by the
controller. The plurality of registration devices 102 need to apply to the controller for new IDs and
configuration information in place of the plurality of terminal devices 101. The plurality of
registration devices 102 are further configured to send a new device key (the second symmetric
key) to the controller for unified maintenance and management.

[00117] Inthis embodiment of this application, the terminal device 101 is any one of an Internet
of Things (Internet of Things, 10T) device, a router, a switch, a mobile phone, a personal computer
(personal computer, PC), and the like. The registration device 102 is a device such as a server or a
gateway device. The authorization device 103 is a server. The server is a server, a server cluster
including a plurality of servers, or a cloud computing service center. The network access proxy
device 104 is a switch, a router, a wireless fidelity (wireless fidelity, Wi-Fi) device, or the like.
[00118] FIG. 2 is a diagram of a system architecture related to another identity authentication
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method according to an embodiment of this application. The system architecture includes a
terminal device, a network access proxy device (join proxy, JP), a registration device (register,
REG), a controller (controller, CON), and an authorization device. Optionally, the JP, the REG,
and the CON may be considered as a client network system.

[00119] An embodiment of an identity authentication method provided in an embodiment of
this application is briefly described below with reference to FIG. 2.

[00120] Inthis embodiment of this application, the terminal device and the authorization device
share a first symmetric key (SKoig), and the authorization device stores an ownership relationship
record of the terminal device. Optionally, the registration device stores a purchase record of the
terminal device.

1. The terminal device finds the JP through network access discovery (discovery).

2. The terminal device sends a first authentication request (voucher request, VReql) to
the REG by using the JP, where the first authentication request carries first authentication code,
and the first authentication code is generated based on SKojq.

3. A transport layer security (transport layer security, TLS) channel is established
between the REG and the authorization device.

4. The REG sends a second authentication request (VReq2) to the authorization device
by using the TLS channel, where the second authentication request carries the first authentication
code. Optionally, the registration device first verifies the first authentication request based on the
purchase record.

5. The authorization device verifies the second authentication request based on SKoig
and the ownership relationship record, and after verification succeeds, sends a first authentication
acknowledgement message (voucher response, VRespl) to the registration device in response,
where the first authentication acknowledgement message carries second authentication code, the
second authentication code is generated based on SKog, and the first authentication
acknowledgement message indicates an ownership relationship between the terminal device and a
network to which the registration device belongs.

6. The REG determines a second authentication acknowledgement message (VResp2)
based on the response of the authorization device, and sends the second authentication
acknowledgement message to the terminal device by using the JP. After the terminal device verifies
the second authentication acknowledgement message, bidirectional identity authentication
succeeds.

7. Optionally, based on the response of the authorization device, the terminal device
establishes a TLS channel and negotiates a second symmetric key (SKnew) with the REG.

8. The REG sends a configuration request to the CON.
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9. The CON sends a second ID (IDnew) and configuration information to the REG in
response.

10. The REG delivers IDnew and the configuration information to the terminal device
by using the JP.
[00121] FIG. 3 is a schematic diagram of a structure of a computer device according to an
embodiment of this application. Optionally, the computer device is the terminal device 101, the
registration device 102, or the authorization device 103 shown in FIG. 1 or FIG. 2. The computer
device includes one or more processors 301, a communication bus 302, a memory 303, and one or
more communication interfaces 304.
[00122] The processor 301 is a general-purpose central processing unit (central processing unit,
CPU), a network processor (NP), a microprocessor, or one or more integrated circuits configured
to implement solutions of this application, for example, an application-specific integrated circuit
(application-specific integrated circuit, ASIC), a programmable logic device (programmable logic
device, PLD), or a combination thereof. Optionally, the PLD is a complex programmable logic
device (complex programmable logic device, CPLD), a field-programmable gate array (field-
programmable gate array, FPGA), a generic array logic (generic array logic, GAL), or any
combination thereof.
[00123] The communication bus 302 is configured to transmit information between the
components. Optionally, the communication bus 302 is classified into an address bus, a data bus,
a control bus, and the like. For ease of representation, in the figure, only one thick line is used to
represent the system bus, but it does not mean that there is only one bus or one type of bus.
[00124] For example, the memory 303 is a read-only memory (read-only memory, ROM), a
random access memory (random access memory, RAM), an electrically erasable programmable
read-only memory (electrically erasable programmable read-only memory, EEPROM), an optical
disc (including a compact disc read-only memory (compact disc read-only memory, CD-ROM), a
compact disc, a laser disc, a digital versatile disc, a Blu-ray disc, and the like), a disk storage
medium or another magnetic storage device, or any other medium that can be used for carrying or
storing expected program code in a form of an instruction or a data structure and that can be
accessed by a computer, but is not limited thereto. The memory 303 exists independently, and is
connected to the processor 301 by using the communication bus 302, or the memory 303 and the
processor 301 are integrated together.
[00125] The communication interface 304 uses any apparatus such as a transceiver, and is
configured to communicate with another device or a communication network. The communication
interface 304 includes a wired communication interface, and optionally, further includes a wireless

communication interface. The wired communication interface is, for example, an Ethernet
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interface. Optionally, the Ethernet interface is an optical interface, an electrical interface, or a
combination thereof. The wireless communication interface is a wireless local area network
(wireless local area networks, WLAN) interface, a cellular network communication interface, or a
combination thereof.

[00126] Optionally, in some embodiments, the computer device includes a plurality of
processors, for example, the processor 301 and the processor 305 shown in FIG. 3. Each of the
processors is a single-core processor or a multi-core processor. Optionally, the processor herein is
one or more devices, circuits, and/or processing cores configured to process data (for example,
computer program instructions).

[00127] In a specific implementation, in an embodiment, the computer device further includes
an output device 306 and an input device 307. The output device 306 communicates with the
processor 301, and can display information in a plurality of manners. For example, the output
device 306 is a liquid crystal display (liquid crystal display, LCD), a light emitting diode (light
emitting diode, LED) display device, a cathode ray tube (cathode ray tube, CRT) display device,
a projector (projector), or the like. The input device 307 communicates with the processor 301,
and can receive an input of a user in a plurality of manners. For example, the input device 307 is
a mouse, a keyboard, a touchscreen device, a sensor device, or the like.

[00128] In some embodiments, the memory 303 is configured to store program code 310 for
executing the solutions of this application, and the processor 301 can execute the program code
310 stored in the memory 303. The program code 310 includes one or more software modules, and
the computer device can implement, by using the processor 301 and the program code 310 in the
memory 303, the identity authentication method provided in the following embodiment in FIG. 4
[00129] FIG. 4is a flowchart of an identity authentication method according to an embodiment
of this application. With reference to FIG. 4, the method includes the following steps.

[00130] Step 401: Aterminal device sends a first authentication request to a registration device,
where the first authentication request carries first authentication code, the first authentication code
IS generated based on a first symmetric key, and the first symmetric key is a key shared by the
terminal device and an authorization device.

[00131] Inthis embodiment of this application, the terminal device and the authorization device
share the first symmetric key. To be specific, the first symmetric key is implanted into the terminal
device when the terminal device is delivered from a factory. For example, the first symmetric key
is implanted into hardware or firmware of the terminal device.

[00132] Asasymmetric key, the first symmetric key is used to implement bidirectional identity
authentication of the terminal device and the registration device by using the authorization device.
In other words, this embodiment of this application provides an identity authentication mechanism
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based on a symmetric cryptographic technology, so that a terminal device in a campus network or
an enterprise network can securely access a network.

[00133] In this embodiment of this application, the terminal device generates the first
authentication code based on the first symmetric key, and generates the first authentication request
based on the first authentication code, where the first authentication request carries the first
authentication code; and the terminal device sends the first authentication request to the
registration device. In some other embodiments, the authentication code may also be referred to
as message authentication code, a message signature, or the like. Optionally, the terminal device
sends the first authentication request to the registration device by using a network access proxy
device.

[00134] It should be noted that, in this embodiment of this application, there are many
implementations in which the terminal device generates, based on the first symmetric key, the first
authentication request that carries the first authentication code. The following describes one of the
implementations in detail.

[00135] In this embodiment of this application, the first authentication code is generated based
on the first symmetric key, a first ID, and a first AV. The first ID is an ID configured by an original
owner of the terminal device for the terminal device, and the original owner is a manufacturer, an
integrator, or the like of the terminal device. The first ID is further implanted into the terminal
device when the terminal device is delivered from the factory. For example, the first ID is
implanted into the hardware or the firmware of the terminal device. The first AV includes a first
random parameter and a first anti-replay attack parameter, the first random parameter is generated
by the terminal device, and the first random parameter includes at least one of a first random
number N1 and a second random number N2.

[00136] Optionally, the first authentication request further carries the first ID and a first key
parameter, the first key parameter includes plaintext or ciphertext of the first AV, and the ciphertext
of the first AV is encrypted by using the key shared by the terminal device and the authorization
device.

[00137] In this embodiment of this application, the terminal device first generates at least one
of the random numbers N1 and N2 used to derive a key, generates a first anti-replay attack
parameter CT, and then generates the first AV. The first AV includes at least one of N1 and N2, and
the first anti-replay attack parameter. The terminal device generates the first key parameter based
on the first AV. The first key parameter includes the plaintext or the ciphertext of the first AV. That
is, the first key parameter includes the first AV or includes an encrypted first AV. Then, the terminal
device determines input data of a first secure hash algorithm based on the first ID and the first AV,
determines an input key of the first secure hash algorithm based on the first symmetric key, and
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processes the determined input data based on the first secure hash algorithm by using the
determined input key, to obtain the first authentication code.

[00138] Optionally, the first secure hash algorithm is a key-related hash operation
authentication code (hash-based message authentication code, HMAC) algorithm, and the HMAC
algorithm may be implemented by using an algorithm such as a secure hash algorithm (secure hash
algorithm, SHA) 256, an SHA512, or a domestic hash algorithm SM3.

[00139] Optionally, the terminal device uses the first symmetric key as an input key of the first
secure hash algorithm, or the terminal device generates a derived key based on the first symmetric
key and a key derivation algorithm, and uses the derived key as the input key of the first secure
hash algorithm. The key derivation algorithm is implemented by using a key derivation function
(key derivation function, KDF), an HMAC-based KDF (HMAC-based KDF, HKDF), and the like.
For example, the terminal device generates the derived key based on the first symmetric key, the
first random parameter (at least one of N1 and N2), and the key derivation algorithm. Optionally,
the terminal device uses the first ID and the first AV as the input data of the first secure hash
algorithm.

[00140] It should be noted that, when the first key parameter carries the encrypted first AV, a
probability that the first key parameter is stolen and leaked can be reduced, and identity
authentication security can be improved. Optionally, the terminal device generates a symmetric
crypto key based on the first symmetric key and the key derivation algorithm, and the terminal
device encrypts the first AV by using the symmetric crypto key, to obtain the first key parameter.
[00141] Optionally, the terminal device generates a random number NO, and generates the
symmetric crypto key based on the first symmetric key, NO, and the key derivation algorithm. The
terminal device encrypts the first AV by using the symmetric crypto key, to obtain the first key
parameter. In this case, the terminal device determines the input data of the first secure hash
algorithm based on the first ID, the first AV, and NO, and the first authentication request further
carries NO. The key derivation algorithm may be implemented by using the KDF, the HKDF, and
the like. Optionally, an encryption function used by the terminal device to encrypt the first AV may
be implemented by using a symmetric cryptographic algorithm such as an advanced encryption
standard (advanced encryption standard, AES) and SM4.

[00142] It can be learned from the foregoing description of the system architecture shown in
FIG. 1 that, after deployment, the terminal device first searches for the registration device by using
a network. After finding the registration device, the terminal device first sends a network access
request to the registration device. After the registration device responds to the terminal device
based on the network access request, the terminal device generates the first authentication request.
[00143] To be specific, before the terminal device sends the first authentication request to the
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registration device, the terminal device first sends the network access request to the registration
device, and the terminal device receives a first acknowledgement message sent by the registration
device. The first acknowledgement message carries first identity information. The first identity
information includes at least one of identity information of the registration device and identity
information of a network to which the registration device belongs. The identity information of the
registration device includes at least one of a digital certificate related to an identity of the
registration device and a digest of the digital certificate related to the identity of the registration
device. Optionally, the process may be considered as a network access discovery phase before the
terminal device sends the first authentication request.

[00144] When the first acknowledgement message carries the first identity information, the first
authentication code is generated based on the first symmetric key, the first ID, the first AV, and the
first identity information, and the first authentication request further carries the first identity
information. For example, the terminal device uses the first 1D, the first AV, and the first identity
information as the input data of the first secure hash algorithm, to generate the first authentication
code.

[00145] For example, when the first acknowledgement message carries the digital certificate
related to the identity of the registration device, the terminal device uses the first ID, the first AV,
and the digital certificate related to the identity of the registration device as the input data of the
first secure hash algorithm. In this case, the first authentication request further carries the digital
certificate related to the identity of the registration device. When the first acknowledgement
message carries the digest of the digital certificate of the registration device, the terminal device
uses the first ID, the first AV, and the digest of the digital certificate related to the identity of the
registration device as the input data of the first secure hash algorithm. In this case, the first
authentication request further carries the digest of the digital certificate related to the identity of
the registration device.

[00146] It should be noted that, in this embodiment of this application, to improve identity
authentication security, the identity authentication method provided in this embodiment of this
application can further prevent a replay attack. It can be learned from the foregoing description
that the first AV includes the first anti-replay attack parameter. In other words, to prevent a replay
attack, the terminal device can generate the first anti-replay attack parameter.

[00147] Optionally, in this embodiment of this application, an anti-replay attack manner is any
one of a random number based manner, a timestamp based manner, a counter based manner, a
random number and timestamp based manner, and the like. Correspondingly, the first anti-replay
attack parameter is one of a third random number, a first timestamp, a first count value, and the
third random number attached with the first timestamp. The first timestamp is a moment at which
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the terminal device generates the first anti-replay attack parameter.

[00148] Optionally, the first authentication request further carries a uniform resource locator
(uniform resource locator, URL) of the authorization device, and the URL carried in the first
authentication request is used by the registration device to communicate with the authorization
device corresponding to the URL to perform identity authentication.

[00149] Example 1: A process in which the terminal device generates the first authentication
request VReql includes:

1: Generate random numbers NO=Rand(), N1=Rand(), and N2=Rand(), where Rand()
is a secure and standard pseudo-random number generation function. Generate the first anti-replay
attack parameter CTj.

2: Generate a symmetric verification key Key;=HKDF(SKoi4, N1), where HKDF() may
be a secure key derivation algorithm implemented based on SHA256.

3: Generate a symmetric crypto key Keyc=HKDF(SKoi4, NO).

4: Generate the first authentication vector AV1={N1, N2, CT}, where AV includes N1,
N2, and CTa.

5: Encrypt AV: by using Keyc, to obtain EAV1=E(Keyc, AV1), where E() may be a
symmetric encryption algorithm implemented based on SM4.

6: Calculate the first authentication code AuthC=HMAC(Key, (IDoig, CertR, N1, N2)),
where IDoiq is the first ID, and CertR is the first identity information.

7: Obtain the first authentication request VReql that carries 1Doid, NO, EAV,, CertR,
the URL of the authorization device (optional), and AuthC.

[00150] It can be learned from the foregoing description that, the first authentication request
carries the first ID, the first key parameter (an encrypted or unencrypted first AV), the first identity
information (optional), the URL of the authorization device (optional), the first authentication code,
and NO (optional). The first AV includes the first random parameter and the first anti-replay attack
parameter.

[00151] Step 402: The registration device receives the first authentication request, generates a
second authentication request based on the first authentication request, and sends the second
authentication request to the authorization device, where the second authentication request carries
the first authentication code.

[00152] In this embodiment of this application, after receiving the first authentication request,
the registration device generates the second authentication request based on the first authentication
request, and sends the second authentication request to the authorization device. The second
authentication request carries the first authentication code. For example, the registration device
directly forwards the first authentication request as the second authentication request to the
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authorization device.

[00153] Optionally, in this embodiment of this application, the registration device stores a
purchase record of the terminal device. When the first authentication request carries the first 1D,
the registration device verifies, based on the purchase record, the first ID carried in the first
authentication request. If the first ID is included in the purchase record, the registration device
determines that the terminal device belongs to a range of devices purchased by a campus or an
enterprise, generates the second authentication request based on the first authentication request,
and sends the second authentication request to the authorization device. The purchase record
includes IDs of all terminal devices purchased by a purchaser (for example, the campus or the
enterprise). Optionally, the purchase record is stored in a purchase database, and the registration
device may obtain the purchase record from the purchase database.

[00154] In this embodiment of this application, when the first authentication request carries the
first 1D, the second authentication request further carries the first ID in the first authentication
request. The second authentication request further carries the first identity information, and the
first identity information includes at least one of the identity information of the registration device
and the identity information of the network to which the registration device belongs. When the
first authentication request does not carry the first identity information, the registration device adds
the first identity information to the first authentication request, to obtain the second authentication
request. When the first authentication request carries the first identity information, the registration
device uses the first authentication request as the second authentication request.

[00155] For example, if the first authentication request carries the digital certificate related to
the identity of the registration device, the registration device uses the first authentication request
as the second authentication request, or the registration device adds, to the first authentication
request, the identity information of the network to which the registration device belongs, to obtain
the second authentication request. If the first authentication request carries the digest of the digital
certificate related to the identity of the registration device, the registration device uses the first
authentication request as the second authentication request, or the registration device adds, to the
first authentication request, the digital certificate related to the identity and the identity information
of the network to which the registration device belongs, to obtain the second authentication request.
[00156] Optionally, it can be learned from the foregoing description that the first authentication
request further carries the first key parameter, and the first key parameter includes the plaintext or
the ciphertext of the first AV. To prevent a replay attack, the first AV includes the first anti-replay
attack parameter. In this case, the second authentication request also carries the first key parameter.
[00157] It can be learned from the foregoing description that, the URL of the authorization
device is optionally carried in the first authentication request. Based on this, when the first
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authentication request does not carry the URL of the authorization device, the registration device
obtains the URL of the authorization device from an authorization database based on the first ID.
The authorization database stores a correspondence between URLs of a plurality of authorization
devices and IDs of a plurality of terminal devices. For example, a URL of an authorization device
corresponds to IDs of a batch of terminal devices sold by the authorization device. The registration
device obtains, based on the correspondence, a URL corresponding to the first 1D, and uses the
obtained URL as a receiver of the second authentication request.

[00158] Optionally, if the first authentication request further carries the URL of the
authorization device, the registration device may choose to delete, after obtaining the URL, the
URL carried in the first authentication request. In this way, the obtained second authentication
request does not carry the URL of the authorization device.

[00159] Optionally, to ensure security of communication between the registration device and
the authorization device, a second secure transport channel (TLS channel) is established between
the registration device and the authorization device based on the digital certificate of the
registration device, and the registration device sends the second authentication request to the
authorization device by using the second secure transport channel. Alternatively, a message
transmitted between the registration device and the authorization device needs to be encrypted
based on a private key of the registration device (for example, a private key corresponding to a
public key in the digital certificate), or encrypted based on the symmetric key shared by the
registration device and the authorization device. That is, communication security is ensured by
encrypting the message.

[00160] It should be noted that, before identity authentication at this time, if the authorization
device does not obtain a public key of the registration device (for example, the public key in the
digital certificate), or the authorization device does not share the symmetric key with the
registration device, to ensure communication security, when the registration device does not
establish the TLS channel with the authorization device, the registration device needs to ensure
that the public key of the registration device is carried in the second authentication request, so as
to send the public key to the authorization device. For example, when the first authentication
request does not carry the digital certificate related to the identity of the registration device, the
registration device adds the digital certificate related to the identity of the registration device to
the first authentication request, to obtain the second authentication request.

[00161] Optionally, the second authentication request further carries an identity signature of the
registration device, and the identity signature of the registration device is a signature conducted by
the registration device on the first authentication request and the first identity information by using
a private key. If the authorization device trusts the registration device, the second authentication
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request may alternatively not carry the identity signature of the registration device.
[00162] Example 2: Based on Example 1, a process in which the registration device determines
the second authentication request after receiving the first authentication request includes:

1: Obtain IDoi¢ from VVReq1, and verify 1Doig based on the purchase record, and if IDoig
does not exist in the purchase record, return an error. If IDoig exists in the purchase record, proceed
to a next step.

2: If VReql does not carry the first identity information, the registration device adds
the first identity information to VReq1 to obtain VReg2. For example, if VReql does not carry the
digital certificate related to the identity of the registration device, the registration device adds the
digital certificate related to the identity of the registration device to VReql to obtain VReq2.
Optionally, the registration device adds the identity signature of the registration device to VReq2.
[00163] It can be learned from the foregoing description that, the second authentication request
carries the first ID, the first key parameter, the first authentication code, the first identity
information (optionally carried when input data used to generate the first authentication code
includes the first identity information), the URL of the authorization device (optionally), NO
(optionally carried when carried in the first authentication request), and the identity signature of
the registration device (optionally).

[00164] Step 403: The authorization device receives the second authentication request, verifies
the first authentication code based on the first symmetric key and the ownership relationship record,
and sends a first authentication acknowledgement message to the registration device after
verification succeeds, where the first authentication acknowledgement message indicates to
authorize an ownership relationship between the terminal device and the network to which the
registration device belongs.

[00165] Inthisembodiment of this application, after receiving the second authentication request,
the authorization device verifies, based on the first symmetric key and the stored ownership
relationship record of the terminal device, the first authentication code carried in the second
authentication request, and sends the first authentication acknowledgement message to the
registration device after verification succeeds, where the first authentication acknowledgement
message indicates to authorize the ownership relationship between the terminal device and the
network to which the registration device belongs.

[00166] It should be noted that, the authorization device stores the ownership relationship
record (for example, a sales record) of the terminal device, and the ownership relationship record
describes a binding relationship between the terminal device and the current owner of the terminal
device. For example, the ownership relationship record records a correspondence between 1Ds of
all terminal devices sold by a seller and purchaser information, that is, the ownership relationship
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record includes a mapping relationship between the first ID and the first identity information. The
authorization device further stores a key database. The key database stores a mapping relationship
between IDs of all terminal devices sold by the seller and device keys. For example, the key
database includes a mapping relationship between the first ID and the first symmetric key.
Optionally, the authorization device does not store the key database, but records, in the ownership
relationship record, device keys corresponding to IDs of terminal devices. That is, the ownership
relationship record stores IDs of all terminal devices that have been sold by the seller, and a device
key and purchaser information that correspond to each ID. The authorization device obtains, from
the ownership relationship record, the first symmetric key corresponding to the first ID. In this
embodiment of this application, the authorization device verifies the first authentication code
based on the ownership relationship record, the first 1D, the first symmetric key, and the first key
parameter.

[00167] When the first authentication code is generated based on the first symmetric key, the
first ID, and the first AV, after receiving the second authentication request, the authorization device
obtains the first ID and the first key parameter from the second authentication request, obtains the
first AV from the first key parameter, and verifies the first ID based on the ownership relationship
record. After verification succeeds, the authorization device obtains, from the key database, the
first symmetric key corresponding to the first ID. Optionally, when the ownership relationship
record stores the IDs of all the terminal devices that have been sold by the seller, and the device
key and the purchaser information that correspond to each ID, the authorization device obtains,
from the ownership relationship record, the first symmetric key corresponding to the first ID. After
obtaining the first symmetric key, the authorization device verifies the first authentication code
based on the first symmetric key, the first ID, and the first AV.

[00168] For example, the authorization device determines the input key of the first secure hash
algorithm based on the first symmetric key, uses the first ID and the first AV as the input data of
the first secure hash algorithm, and processes the determined input data based on the first secure
hash algorithm by using the determined input key, to obtain first check code. If the first check code
is the same as the first authentication code, verification succeeds; or if the first check code is
different from the first authentication code, the verification fails.

[00169] When the first authentication code is generated based on the first symmetric key, the
first ID, the first AV, and the first identity information, the authorization device obtains the first ID
and the first key parameter from the second authentication request, obtains the first AV from the
first key parameter, obtains, from the ownership relationship record, the first identity information
corresponding to the first ID, and obtains, from the key mapping database, the first symmetric key
corresponding to the first ID. The authorization device verifies the first authentication code based
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on the first symmetric key, the first ID, the first AV, and the first identity information.

[00170] For example, the authorization device determines the input key of the first secure hash
algorithm based on the first symmetric key, uses the first 1D, the first AV, and the first identity
information as the input data of the first secure hash algorithm, and processes the determined input
data based on the first secure hash algorithm by using the determined input key, to obtain the first
check code. If the first check code is the same as the first authentication code, the verification
succeeds; or if the first check code is different from the first authentication code, the verification
fails.

[00171] Optionally, when the terminal device uses the first symmetric key as the input key of
the first secure hash algorithm, the authorization device also uses the first symmetric key as the
input key of the first secure hash algorithm. When the terminal device generates the derived key
based on the first symmetric key and the key derivation algorithm, and uses the derived key as the
input key of the first secure hash algorithm, the authorization device also generates the derived
key based on the first symmetric key and the key derivation algorithm, and uses the generated
derived key as the input key of the first secure hash algorithm. In other words, the algorithm used
by the authorization device to verify the first authentication code needs to be the same as the
algorithm used by the terminal device to generate the first authentication code. This is a symmetric
verification process, to ensure verification accuracy.

[00172] Optionally, when the second authentication request further carries the first ID and the
first identity information, after receiving the second authentication request, the authorization
device first verifies the first ID and the first identity information based on the ownership
relationship record. For example, in this embodiment of this application, the authorization device
needs to verify whether the first ID carried in the second authentication request is included in the
ownership relationship record, and verify whether the first identity information carried in the first
authentication request is consistent with the first identity information corresponding to the first ID
recorded in the ownership relationship record. After determining that the two verifications both
succeed, the authorization device obtains the first symmetric key from the key database based on
the first 1D, obtains the first key parameter from the second authentication request, obtains the first
AV from the first key parameter, and verifies the first authentication code based on the first
symmetric key, the first ID, the first AV, the first identity information, and the first secure hash
algorithm.

[00173] Optionally, when the first key parameter carries the unencrypted first AV, the
authorization device directly obtains the first AV from the first key parameter. When the first key
parameter carries the encrypted first AV, the second authentication request further carries the
random number NO used for encrypting the first AV. After obtaining NO from the second
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authentication request, the authorization device generates the symmetric crypto key based on the
first symmetric key, NO, and the key derivation algorithm, and the authorization device decrypts
the first key parameter by using the symmetric crypto key, to obtain the first AV. A decryption
function used by the authorization device to decrypt the first key parameter corresponds to an
encryption function used by the terminal device to encrypt the first AV.

[00174] Optionally, it can be learned from the foregoing description that, to prevent a replay
attack, the first authentication request and the second authentication request further carry the first
anti-replay attack parameter. For example, the first AV further includes the first anti-replay attack
parameter. In this case, after receiving the second authentication request, the authorization device
needs to obtain the first AV from the second authentication request, obtain the first anti-replay
attack parameter from the first AV, and verify, based on the first anti-replay attack parameter,
whether the second authentication request is a replay attack, and after determining that the second
authentication request is not a replay attack and the authorization device successfully verifies the
first ID, the first identity information, and the first authentication code, determine to authorize the
ownership relationship between the terminal device and the network to which the registration
device belongs.

[00175] Example 3: It is assumed that both the first authentication request VReql and the
second authentication request VReq2 carry 1Doig, EAV1, CertR, the URL of the authorization
device (optional), and AuthC. Based on the foregoing Example 1 and Example 2, a process in
which the authorization device verifies the second authentication request VReqg2 includes the
following steps:

1: Obtain IDoig from VReq2, and obtain SKoiq from the key database based on IDoig,
and if SKoig does not exist in the key database, return an error. If SKqiq exists in the key database,
proceed to a next step.

2: Obtain the first identity information from VReg2, and search the ownership
relationship record for IDoig and the first identity information corresponding to 1Dgg. If the
ownership relationship record includes I1Doig, and the corresponding first identity information is
consistent with the first identity information obtained from VVReq2, verification succeeds.

3: Obtain NO and EAV: from VReq2, decrypt EAV1 based on NO and SKoiq to obtain
AV1, obtain N1, N2, and CT from AV1, and verify, based on CT, whether VReq?2 is a replay attack.
If VReq2 is a replay attack, return an error. If VReqz2 is not a replay attack, proceed to a next step.

4. Obtain AuthC from VReq2, calculate the symmetric verification key
Key'=HKDF(SKoi4, N1), calculate the first check code AuthC'=HMAC(Key/', (IDoi4, CertR, N1,
N2)), and verify whether AuthC' is the same as AuthC. If AuthC' is the same as AuthC, determine
that the first authentication code is successfully verified, and determine to authorize the ownership
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relationship between the terminal device and the network to which the registration device belongs,
or if AuthC' is different from AuthC, determine that the verification fails, and return an error.
[00176] After the authorization device determines to authorize the ownership relationship
between the terminal device and the network to which the registration device belongs, the
authorization device generates the first authentication acknowledgement message, and sends the
first authentication acknowledgement message to the registration device. The first authentication
acknowledgement message carries second authentication code, and the second authentication code
is generated based on the first symmetric key.

[00177] Animplementation in which the authorization device generates the first authentication
acknowledgement message is described below.

[00178] In this embodiment of this application, the first authentication acknowledgement
message carries a second key parameter and the second authentication code. The authorization
device determines a second AV, the authorization device generates the second key parameter based
on the second AV, the second key parameter carries the second AV or an encrypted second AV, and
the second AV is encrypted by using the key shared between the authorization device and the
terminal device, for example, the first symmetric key. Then, the authorization device determines
the input key of the second secure hash algorithm based on the first symmetric key, determines the
input data of the second secure hash algorithm based on the first ID and the second AV, and
processes the determined input data based on the second secure hash algorithm by using the
determined input key, to obtain the second authentication code. The second AV includes a second
anti-replay attack parameter, or the second AV includes the first random parameter and the second
anti-replay attack parameter, or the second AV includes a second random parameter and the second
anti-replay attack parameter, or the second AV includes the first random parameter, the second
random parameter, and the second anti-replay attack parameter. The second random parameter is
generated by the authorization device, and the second random parameter includes at least one
random number.

[00179] An implementation in which the authorization device generates the second anti-replay
attack parameter is as follows: The authorization device generates the second anti-replay attack
parameter based on the first anti-replay attack parameter. It should be noted that, when the first
anti-replay attack parameter is the first random number, the second anti-replay attack parameter is
the second random number, and the first random number is different from the second random
number. When the first anti-replay attack parameter is the first timestamp, the second anti-replay
attack parameter is a second timestamp, and the second timestamp is a moment at which the
authorization device generates the second anti-replay attack parameter. When the first anti-replay
attack parameter is the first count value, the second anti-replay attack parameter is a second count
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value, and the second count value is obtained by adding 1 to the first count value. When the first
anti-replay attack parameter is the first random number attached with the first timestamp, the
second anti-replay attack parameter is the second random number attached with the second
timestamp.

[00180] A first implementation in which the authorization device determines the second AV is
as follows: The authorization device uses the second anti-replay attack parameter as the second
AV. A second implementation in which the authorization device determines the second AV is as
follows: The authorization device obtains the first random parameter (for example, N1 and N2)
from the first AV, and the authorization device uses the first random parameter and the second anti-
replay attack parameter as the second AV. A third implementation in which the authorization device
determines the second AV is as follows: The authorization device generates the second random
parameter, where the second random parameter includes at least one random number (for example,
a random number N3), and the authorization device uses the second random parameter and the
second anti-replay attack parameter as the second AV. A fourth implementation in which the
authorization device determines the second AV is as follows: The authorization device obtains the
first random parameter from the first AV, the authorization device generates the second random
parameter, where the second random parameter includes at least one random number (for example,
a random number N3), and the authorization device uses the first random parameter, the second
random parameter, and the second anti-replay attack parameter as the second AV.

[00181] Optionally, the authorization device uses the first symmetric key as the input key of the
second secure hash algorithm. Alternatively, the authorization device generates a derived key
based on the first symmetric key and the key derivation algorithm, and uses the derived key as the
input key of the second secure hash algorithm. The authorization device uses the first ID and the
second AV as the input data of the second secure hash algorithm, or uses the first ID, the second
AV, and the first identity information as the input data of the second secure hash algorithm. It
should be noted that, the key derivation algorithm used by the authorization device to generate the
second authentication code is the same as or different from the key derivation algorithm used by
the terminal device to generate the first authentication code, and the second secure hash algorithm
is the same as or different from the first secure hash algorithm.

[00182] Optionally, the first authentication acknowledgement message further carries the first
ID, and the first authentication acknowledgement message indicates the registration device to send
a response of the authorization device to the terminal device corresponding to the first ID.
[00183] It can be learned from the foregoing description that, the first symmetric key in this
embodiment of this application is used as an old device key, the old device key is shared only
between the terminal device and the authorization device, and the first symmetric key is used by
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the terminal device and the authorization device to implement the foregoing identity authentication
process. When the terminal device subsequently accesses the network to which the registration
device belongs, network access identity authentication is still required. Therefore, the registration
device and the terminal device need to negotiate a second symmetric key based on the response of
the authorization device, the second symmetric key is shared only between the terminal device and
the registration device, and the second symmetric key is used for network access identity
authentication when the terminal device accesses the network to which the registration device
belongs.

[00184] In this embodiment of this application, the first authentication acknowledgement
message further carries key update information, the key update information is generated by the
authorization device, and the key update information is encrypted and protected by using the
symmetric key shared by the registration device and the authorization device, or the key update
information is encrypted and protected by using a public key of the registration device. The key
update information is used by the registration device to obtain a channel security key required for
establishing a first secure transport channel with the terminal device, and to negotiate the second
symmetric key with the terminal device by using the first secure transport channel. The second
key parameter carried in the first authentication acknowledgement message is further used by the
terminal device to determine a first derived parameter required for generating the channel security
key, and to determine a second derived parameter required for negotiating the second symmetric
key with the registration device by using the first secure transport channel.

[00185] The following describes an implementation in which the authorization device generates
the key update information.

[00186] In this embodiment of this application, after determining the second AV, the
authorization device generates the key update information based on the first symmetric key and
the second AV. In an implementation, the authorization device determines the first derived
parameter and the second derived parameter based on the second AV, generates a first negotiation
key based on the first derived parameter, the first symmetric key, and the key derivation algorithm,
and generates a second negotiation key based on the second derived parameter, the first symmetric
key, and the key derivation algorithm, and the authorization device determines the key update
information based on the first negotiation key and the second negotiation key.

[00187] For example, assuming that the second AV includes the second anti-replay attack
parameter, or the second AV includes the first random parameter and the second anti-replay attack
parameter, and the first random parameter includes N1 and N2, the authorization device uses N1
as the first derived parameter, and uses N2 as the second derived parameter. Assuming that the
second AV includes the second random parameter and the second anti-replay attack parameter, or

38



10

15

20

25

30

35

the second AV includes the first random parameter, the second random parameter, and the second
anti-replay attack parameter, the first random parameter includes N1 and N2, and the second
random parameter includes N3, the authorization device uses N1 and N3 as the first derived
parameter, and uses N2 and N3 as the second derived parameter. Optionally, the authorization
device may also generate more random numbers, to determine the first derived parameter and the
second derived parameter. This is not limited in this embodiment of this application. For example,
when the first random parameter includes N1, the authorization device generates random numbers
N3 and N6, and the authorization device uses N1 and N3 as the first derived parameter, and uses
N1 and N6 as the second derived parameter. Alternatively, the authorization device generates
random numbers N3 and N6, uses N3 as the first derived parameter, and uses N6 as the second
derived parameter.

[00188] The authorization device generates the first negotiation key based on the first derived
parameter and the key derivation algorithm, and generates the second negotiation key based on the
second derived parameter and the key derivation algorithm. For example, assuming that the first
derived parameter includes N1 and N3, and the second derived parameter includes N2 and N3, the
first negotiation key Kri=HKDF(SKog, N1, N3), and the second negotiation key
Kro=HKDF(SKoig, N2, N3).

[00189] It should be noted that, the first negotiation key corresponds to the first derived
parameter, and the second negotiation key corresponds to the second derived parameter. The key
update information includes the first negotiation key and the second negotiation key. The first
negotiation key and the second negotiation key are information provided by the authorization
device for the registration device, that is, information that can be obtained by the registration
device. One of the first negotiation key and the second negotiation key is used as the channel
security key subsequently determined by the registration device, and the other is used as a basis
for the registration device to generate the second symmetric key. The second AV or the encrypted
second AV included in the second key parameter is information provided by the authorization
device for the terminal device. To be specific, the terminal device can obtain the second AV, and
determine the first derived parameter and the second derived parameter based on the second AV.
One of the first derived parameter and the second derived parameter is used as a basis for the
terminal device to generate the channel security key, and the other is used as a basis for the terminal
device to generate the second symmetric key. The channel security keys determined by the
registration device and the terminal device are the same, and the generated second symmetric keys
are also the same.

[00190] In this embodiment of this application, an example in which the first negotiation key is
used as the channel security key obtained by the registration device, the second negotiation key is
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used as the basis for the registration device to generate the second symmetric key, the first derived
parameter is used by the terminal device to generate the channel security key, and the second
derived parameter is used by the terminal device to generate the second symmetric key is used.
Details are described in step 405 below.

[00191] Optionally, to ensure security of communication between the registration device and
the authorization device, the authorization device and the registration device communicate with
each other by establishing a secure transport channel based on the digital certificate of the
registration device. To be specific, the authorization device sends the first authentication
acknowledgement message to the registration device by using the secure transport channel.
Alternatively, the authorization device encrypts the key update information by using the public
key obtained from the digital certificate of the registration device, or encrypts the key update
information by using the symmetric key shared between the authorization device and the
registration device, and adds the encrypted key update information to the first authentication
acknowledgement message. The authorization device sends, to the registration device, the first
authentication acknowledgement message carrying the encrypted key update information.
Alternatively, the authorization device encrypts the first authentication acknowledgement message
by using the public key of the registration device, or encrypts the first authentication
acknowledgement message by using the symmetric key shared between the authorization device
and the registration device, and sends the encrypted first authentication acknowledgement message
to the registration device.

[00192] Optionally, regardless of whether a secure transport channel is established between the
registration device and the authorization device for communication, the authorization device may
ensure communication security by encrypting the key update information or encrypting the first
authentication acknowledgement message. In other words, the key update information is obtained
by encryption by using the public key of the registration device, or is obtained by encryption by
using the symmetric key between the authorization device and the registration device.

[00193] Example 4: Based on the foregoing Example 3, a process in which the authorization

device generates the first authentication acknowledgement message (voucher response, VRespl)

includes:

1: Generate the random number N3=Rand().

2: Generate the second authentication vector AV>={N1, N2, N3, CT+}.

3: Generate the second authentication code AuthS=HMAC(Key/', (IDolg, CertR, N1, N2,
N3)).

4: Calculate the first negotiation key Kri=HKDF(SKoig, N1, N3) and the second
negotiation key Kro=HKDF(SKoid, N2, N3).
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5: Encrypt Kr1 and Krz by using the first public key PKr provided in the digital
certificate of the registration device, to obtain the key update information EKV=E(PKRg, Kr1, Kr2).
E() may be implemented by using RAS, SM3, or another elliptic curve based public key algorithm.

6: Obtain the first authentication acknowledgement message VResp1l that carries 1Doid,
AV, AuthS, and EKV.

[00194] It can be learned from the foregoing description that, the first authentication
acknowledgement message carries the first ID (optional), the second key parameter, the second
authentication code, and the key update information (optional). The key update information
includes the first negotiation key and the second negotiation key, and the key update information
is plaintext or ciphertext.

[00195] Step 404: The registration device receives the first authentication acknowledgement
message, determines a second authentication acknowledgement message based on the first
authentication acknowledgement message, and sends the second authentication acknowledgement
message to the terminal device, where the second authentication acknowledgement message
carries the second authentication code.

[00196] In this embodiment of this application, after receiving the first authentication
acknowledgement message, the registration device determines identity validity of the terminal
device. That is, the registration device determines that identity authentication of the terminal
device succeeds. Then, the registration device determines the second authentication
acknowledgement message based on the first authentication acknowledgement message, and sends
the second authentication acknowledgement message to the terminal device, where the second
authentication acknowledgement message carries the second authentication code. For example,
the registration device forwards the first authentication acknowledgement message as the second
authentication acknowledgement message to the terminal device.

[00197] It can be learned from the foregoing description that, to subsequently establish the first
secure transport channel between the registration device and the terminal device to negotiate the
second symmetric key, the first authentication acknowledgement message further carries the key
update information, the key update information includes the first negotiation key and the second
negotiation key, and the key update information is plaintext or ciphertext.

[00198] When the key update information is plaintext, after receiving the first authentication
acknowledgement message, the registration device obtains the key update information from the
first authentication acknowledgement message, and stores the first negotiation key and the second
negotiation key for subsequent establishment of the secure transport channel and negotiation of
the second symmetric key with the terminal device. Afterward, the registration device deletes the
key update information from the first authentication acknowledgement message to obtain the
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second authentication acknowledgement message.
[00199] When the key update information is ciphertext, after receiving the first authentication
acknowledgement message, the registration device obtains the key update information from the
first authentication acknowledgement message, and decrypts the key update information by using
a private key corresponding to the public key of the registration device, or decrypts the key update
information by using the symmetric key shared between the registration device and the
authorization device, to obtain the first negotiation key and the second negotiation key. Then, the
registration device forwards the first authentication acknowledgement message as the second
authentication acknowledgement message to the terminal device.
[00200] Optionally, when the key update information is encrypted or not encrypted, the
registration device may delete the key update information from the first authentication
acknowledgement message to obtain the second authentication acknowledgement message.
[00201] Optionally, when the first authentication acknowledgement message is encrypted by
using the public key of the registration device, or is encrypted by using the symmetric key shared
between the registration device and the authorization device, after receiving the first authentication
acknowledgement message, the registration device decrypts the first authentication
acknowledgement message by using the private key corresponding to the public key or the
symmetric key, obtains key update information from a decrypted first authentication
acknowledgement message, and stores the first negotiation key and the second negotiation key.
[00202] Example 5: Based on the foregoing Example 4, a process in which the registration
device determines the second authentication acknowledgement message VResp2 based on the first
authentication acknowledgement message VRespl includes:

1: Obtain EKV from VRespl, decrypt EKV by using the private key corresponding to
the public key PKR, to obtain Kr1 and Kgz, and store Krz and Kra.

2: Send VRespl to the terminal device as VResp2. It should be noted that, if Kr1 and
Kr2 in VRespl are not encrypted, the registration device needs to delete Kr1 and Kr2 from VRespl
to obtain VVResp2.
[00203] It can be learned from the foregoing description that, the second authentication
acknowledgement message carries the first ID (optional), the second key parameter, the second
authentication code, and the key update information (optional). The key update information is
chosen to be carried when encrypted, and is not carried when not encrypted.
[00204] Step 405: The terminal device receives the second authentication acknowledgement
message, verifies the second authentication code based on the first symmetric key, and determines,
after verification succeeds, that bidirectional identity authentication of the terminal device and the
registration device succeeds.
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[00205] In this embodiment of this application, after receiving the second authentication
acknowledgement message, the terminal device verifies the second authentication code based on
the first symmetric key, and determines, after verification succeeds, that bidirectional identity
authentication of the terminal device and the registration device succeeds. It should be noted that,
the algorithm used by the terminal device to verify the second authentication code needs to be the
same as the algorithm used by the authorization device to generate the second authentication code,
to ensure verification accuracy.

[00206] It can be learned from the foregoing description that, the second authentication
acknowledgment message carries the second key parameter and the second authentication code.
Based on this, the terminal device verifies the second authentication code based on the first
symmetric key and the second key parameter. Optionally, the terminal device generates a
symmetric verification key based on the first symmetric key and the second key parameter, and
the terminal device verifies the second authentication code based on the symmetric verification
key.

[00207] In this embodiment of this application, the second authentication code is obtained as
follows: The authorization device determines the input key of the second secure hash algorithm
based on the first symmetric key, determines the input data of the second secure hash algorithm
based on the first ID and the second AV, and then processes the determined input data based on the
second secure hash algorithm by using the determined input key. In this case, an implementation
in which the terminal device verifies the second authentication code is as follows: The terminal
device obtains the second key parameter from the second authentication acknowledgement
message, obtains the second AV from the second key parameter, determines the input key (the
symmetric verification key) of the second secure hash algorithm based on the first symmetric key,
and after determining the input data of the second secure hash algorithm based on the first ID and
the second AV, processes the determined input data based on the second secure hash algorithm by
using the determined input key. If the second key parameter includes the ciphertext of the second
AV, the terminal device decrypts the second key parameter by using the symmetric key shared by
the terminal device and the authorization device, to obtain the second AV. For example, if the
authorization device encrypts the second key parameter by using the first symmetric key, the
terminal device decrypts the second key parameter by using the first symmetric key.

[00208] It should be noted that, if the authorization device uses the second symmetric key as
the input key of the second secure hash algorithm, the terminal device also uses the second
symmetric key as the input key of the second secure hash algorithm when verifying the second
authentication code. After generating the derived key based on the first symmetric key and the key
derivation algorithm, if the authorization device uses the derived key as the input key of the second
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secure hash algorithm, after generating a derived key based on the first symmetric key and the key
derivation algorithm when verifying the second authentication code, the terminal device also uses
the derived key as the input key of the second secure hash algorithm. In other words, a manner in
which the terminal device verifies the second authentication code needs to be consistent with a
manner in which the authorization device generates the second authentication code, to ensure
verification accuracy.
[00209] It can be learned from the foregoing description that, to prevent a replay attack, the
second authentication acknowledgement message further carries the second anti-replay attack
parameter. The second AV includes the second anti-replay attack parameter. Based on this, after
receiving the second authentication acknowledgement message, the terminal device first extracts
the second anti-replay attack parameter from the second authentication acknowledgement message,
that is, obtains the second anti-replay attack parameter from the second AV. The terminal device
verifies, based on the second anti-replay attack parameter, whether the second authentication
acknowledgement message is a replay attack. After determining that the second authentication
acknowledgement message is not a replay attack and successfully verifying the second
authentication code, the terminal device determines that bidirectional identity authentication
succeeds, that is, it indicates that the registration device is authorized by the authorization device
as a new network owner of the terminal device.
[00210] Example 6: Based on the foregoing Example 5, a process in which the terminal device
verifies the second authentication acknowledgement message VResp2 includes:

1: Obtain N3 and CT+ from VResp2.

2: Check, based on CT+, whether VResp2 is a replay attack. If VReq2 is a replay attack,
return an error. If VReq2 is not a replay attack, proceed to a next step.

3: Obtain AuthS from VResp2. Calculate AuthS'=HMAC(Key,, (IDoid4, CertR, N1, N2,
N3)). Verify whether AuthS' is the same as AuthS. If AuthS' is the same as AuthS, determine that
bidirectional identity authentication succeeds. If AuthS' is different from AuthS, determine that
bidirectional identity authentication fails, and return an error.
[00211] The foregoing process in which the terminal device, the registration device, and the
authorization device cooperate to implement bidirectional identity authentication between the
terminal device and the registration device may be considered as the mutual trust based
authorization phase after the network access discovery phase.
[00212] Optionally, it can be learned from the foregoing description that, to subsequently
establish the first secure transport channel between the terminal device and the registration device
to negotiate the second symmetric key, the first authentication acknowledgement message and the
second authentication acknowledgement message further carry the key update information, the
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key update information is used by the registration device to obtain the channel security key
required for establishing the first secure transport channel with the terminal device, and to
negotiate the second symmetric key with the terminal device by using the first secure transport
channel. The second key parameter is further used by the terminal device to determine a first
derived parameter required for generating the channel security key, and to determine a second
derived parameter required for negotiating the second symmetric key with the registration device
by using the first secure transport channel.

[00213] The key update information carries plaintext or ciphertext of the first negotiation key
and the second negotiation key, the first negotiation key is generated by the authorization device
based on the first symmetric key, the first derived parameter, and the key derivation algorithm, and
the second negotiation key is generated by the authorization device based on the first symmetric
key, the second derived parameter, and the key derivation algorithm. The registration device can
obtain the first negotiation key and the second negotiation key from the key update information,
and the registration device uses the first negotiation key as the channel security key, and generates
the second symmetric key based on the second negotiation key. Alternatively, the registration
device uses the second negotiation key as the channel security key, and generates the second
symmetric key based on the first negotiation key.

[00214] In this embodiment of this application, after determining that bidirectional identity
authentication succeeds, the terminal device determines the first derived parameter based on the
second key parameter, and generates the channel security key based on the first symmetric key and
the first derived parameter. The first secure transport channel is established between the terminal
device and the registration device based on the channel security key. The terminal device
determines the second derived parameter based on the second key parameter, and negotiates the
second symmetric key with the registration device based on the second derived parameter by using
the first secure transport channel.

[00215] In this embodiment of this application, the terminal device can obtain the second key
parameter from the second authentication acknowledgement message, obtain the second AV from
the second key parameter, and determine the first derived parameter and the second derived
parameter based on the second AV. The terminal device generates the first negotiation key based
on the first symmetric key and the first derived parameter, and generates the second negotiation
key based on the first symmetric key and the second derived parameter. For an implementation in
which the terminal device determines the first derived parameter and the second derived parameter
based on the second AV, refer to the foregoing related description of determining, by the
authorization device, the first derived parameter and the second derived parameter based on the
second AV. Details are not described herein again.
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[00216] In this embodiment of this application, the channel security key is the same as the first
negotiation key, and the terminal device negotiates the second symmetric key with the registration
device based on the second derived parameter by using the first secure transport channel.
Alternatively, the channel security key is the same as the second negotiation key, and the terminal
device negotiates the second symmetric key with the registration device based on the first derived
parameter by using the first secure transport channel.

[00217] Inother words, assuming that the registration device uses the obtained first negotiation
key as the channel security key, and generates the second symmetric key based on the second
negotiation key, the terminal device uses the first negotiation key generated based on the first
derived parameter as the channel security key, and generates the second symmetric key based on
the second negotiation key generated based on the second derived parameter. Assuming that the
registration device uses the obtained second negotiation key as the channel security key, and
generates the second symmetric key based on the first negotiation key, the terminal device uses
the second negotiation key generated based on the second derived parameter as the channel
security key, and generates the second symmetric key based on the first negotiation key generated
based on the first derived parameter. In other words, it is ensured that the channel security keys
determined by the registration device and the terminal device are the same, and the second
symmetric keys respectively generated by the registration device and the terminal device are also
the same.

[00218] The following describes a process of negotiating the second symmetric key between
the terminal device and the registration device by using the first secure transport channel by using
an example in which the channel security key is the same as the first negotiation key, and the
terminal device negotiates the second symmetric key with the registration device based on the
second derived parameter by using the first secure transport channel.

[00219] A first implementation in which the terminal device negotiates the second symmetric
key with the registration device by using the first secure transport channel is as follows:

[00220] The terminal device generates a random number N4, and sends N4 to the registration
device by using the first secure transport channel, where N4 indicates the registration device to
generate the second symmetric key based on N4 and the second negotiation key, and to generate
third authentication code based on N4 and the second symmetric key. The terminal device
determines the second derived parameter based on the second key parameter, and generates the
second symmetric key based on N4 and the second derived parameter. The terminal device receives
a first negotiation acknowledgement message sent by the registration device, where the first
negotiation acknowledgement message carries the third authentication code, the terminal device
verifies the third authentication code based on the second symmetric key and N4 that are generated
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by the terminal device, and after verification succeeds, updates the second symmetric key to a
device key between the terminal device and the registration device, and sends a second negotiation
acknowledgement message to the registration device, where the second negotiation
acknowledgement message indicates the registration device to update the second symmetric key
to the device key between the registration device and the terminal device.

[00221] Optionally, the terminal device generates the second symmetric key based on N4, the
second negotiation key, and the key derivation algorithm, and the registration device generates the
second symmetric key based on N4, the second negotiation key, and the same key derivation
algorithm. The registration device generates the third authentication code based on a third secure
hash algorithm, and the terminal device verifies the third authentication code based on the third
secure hash algorithm. The third secure hash algorithm is the same as or different from the first
secure hash algorithm, and the third secure hash algorithm is the same as or different from the
second secure hash algorithm.

[00222] Optionally, the registration device uses the second symmetric key as an input key of
the third secure hash algorithm, or the registration device generates a derived key based on the
second symmetric key and the key derivation algorithm, and uses the derived key as the input key
of the third secure hash algorithm. The registration device uses N4 as input data of the third secure
hash algorithm, and the registration device processes the determined input data based on the third
secure hash algorithm by using the determined input key, to obtain the third authentication code.
A manner in which the terminal device verifies the third authentication code based on the second
symmetric key and N4 that are generated by the terminal device is consistent with a manner in
which the registration device generates the third authentication code, to ensure verification
accuracy.

[00223] For example, it is assumed that the first negotiation key is Kr1, the second negotiation
key is Krz, the second symmetric key is SKnew, & TLS channel is established between the terminal
device and the registration device based on Kr1, the terminal device generates N4, and sends N4
to the registration device by using the TLS channel, and the terminal device calculates
SKnew=KDF(KRr2, N4). After receiving N4, the registration device calculates SKnew=KDF1(KRro,
N4), a derived key AK=KDF>(SKnew), and a response ACK=HMACak(N4). The registration
device sends the response (that is, the first negotiation acknowledgement message) to the terminal
device. After receiving the response, the terminal device verifies ACK. A verification process is:
calculating AK'=KDF>(SKnew), ACK'=HMACak(N4), and determines whether ACK' is equal to
ACK. In other words, it is determined whether ACK" obtained by the terminal device through
calculation is the same as ACK sent by the registration device in response. If ACK' obtained by
the terminal device through calculation is the same as ACK sent by the registration device in
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response, the terminal device determines that verification on the third authentication code succeeds.
After the verification on the third authentication code succeeds, the terminal device determines to
determine the second symmetric key through negotiation with the registration device, and returns
the second negotiation acknowledgement message to the registration device. After receiving the
second negotiation acknowledgement message, the registration device determines to determine the
second symmetric key through negotiation with the terminal device.

[00224] It can be learned from the foregoing description that, in the first implementation of
negotiating the second symmetric key, the terminal device generates the random number N4 used
to negotiate the second symmetric key, and synchronizes N4 to the registration device. Both the
registration device and the terminal device use N4 as a basis for generating the second symmetric
key, and generate the second symmetric key in a same manner.

[00225] Asecond implementation in which the terminal device negotiates the second symmetric
key with the registration device by using the first secure transport channel is as follows:

[00226] The terminal device receives a random number N5 sent by the registration device by
using the first secure transport channel, where N5 is randomly generated by the registration device,
and N5 and the second negotiation key are used by the registration device to generate the second
symmetric key. The terminal device generates the second symmetric key based on N5 and the
second derived parameter, and updates the second symmetric key to the device key between the
terminal device and the registration device. The terminal device generates the second negotiation
key based on the second derived parameter, and generates the second symmetric key based on N5
and the second negotiation key.

[00227] Inthe second implementation of negotiating the second symmetric key, the registration
device generates the random number N5 used to negotiate the second symmetric key, and
synchronizes N5 to the terminal device. Both the registration device and the terminal device use
N5 as a basis for generating the second symmetric key, and generate the second symmetric key in
a same manner.

[00228] It should be noted that, after the terminal device and the registration device negotiate
the second symmetric key, both the terminal device and the registration device store the second
symmetric key, for subsequent network access identity authentication.

[00229] Optionally, after the terminal device and the registration device negotiate the second
symmetric key by using the first secure transport channel, the registration device sends at least one
of the second ID and the configuration information to the terminal device by using the first secure
transport channel. The second ID is an ID allocated by the registration device to the terminal device,
that is, the registration device delivers a new identity to the terminal device. The second ID and
the second symmetric key are used for network access identity authentication when the terminal
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device accesses the network to which the registration device belongs. After receiving the second
ID and the configuration information that are sent by the registration device, the terminal device
stores the second ID and the configuration information.

[00230] Optionally, it can be learned from the foregoing description that, the system
architecture further includes a controller. After negotiating and confirming the second symmetric
key, the registration device sends, to the controller, a configuration request that carries the first ID
and the second symmetric key. After receiving the configuration request, the controller sends at
least one of the second ID and the configuration information to the registration device, and the
registration device forwards the second ID and the configuration information to the terminal device
by using the first secure transport channel, or the controller directly sends the second ID and the
configuration information to the terminal device. Optionally, the controller is further configured
to: store, manage, and maintain a mapping relationship between an ID of the terminal device and
a corresponding device key, for example, correspondingly store the first ID, the second ID, and
the second symmetric key.

[00231] The foregoing process in which the terminal device establishes the first secure transport
channel with the registration device to negotiate the second symmetric key may be considered as
an EST phase. The following describes the process again with reference to FIG. 5. In FIG. 5, the
process includes the following steps:

1: Establish the first secure transport channel between the terminal device and the
registration device based on the first negotiation key Kry to perform secure communication (TLS
for EST).

2: The terminal device generates a random number NX=Rand(), calculates
SKnew=KDF1(Kr2, NX), and sends, to the registration device, an enrollment (enrollment, Enrol)
request carrying NX.

3: The registration device calculates SKnew=KDF1(Kr2, NX), calculates
AK=KDF2(SKhew), and ACK=HMACak(NX), and sends the response ACK (the first negotiation
acknowledgement message) to the terminal device.

4: The terminal device verifies ACK: calculates AK'=KDF2(SKnew), and determines
whether ACK is equal to HMACak'(NX). After determining that ACK is equal to HMACak(NX),
the terminal device sends the second negotiation acknowledgement message to the registration
device.

5: The registration device stores SKnew and sends, to the controller, a configuration
request message (ID request) carrying IDoig and SKnew.

6: The controller generates new unique IDrew Within a range of a campus network or an

enterprise network, and sends, to the registration device, a response message (ID response)
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carrying IDnew and a configuration file (configuration information). The controller correspondingly
stores (IDoid, IDnew, SKnew).

7: The registration device forwards the ID response to the terminal device.

8: The terminal device stores IDnew and SKnew, and stores the configuration file.
[00232] In this embodiment of this application, the terminal device, the registration device, and
the authorization device implement identity authentication by using the method described above.
The following describes the foregoing process again with reference to FIG. 6.
[00233] With reference to FIG. 6, the terminal device includes a discovery module, an
authorization module, and an EST module, the registration device includes an authorization
module and an EST module, and the authorization device includes an authorization module.
[00234] The discovery module included in the terminal device has a corresponding function
implemented by the terminal device in the foregoing network access discovery phase. For example,
the discovery module finds the network access proxy device through searching, and communicates
with the registration device by using the network access proxy device.
[00235] The authorization module included in the terminal device has a corresponding function
implemented by the terminal device in the foregoing mutual trust based authorization phase. For
example, the authorization module generates and sends the first authentication request, and
receives and verifies the second authentication acknowledgement message. The authorization
module included in the registration device has a corresponding function implemented by the
registration device in the foregoing mutual trust based authorization phase. For example, the
authorization module receives the first authentication request and the first authentication
acknowledgement message, and generates and sends the second authentication request and the
second authentication acknowledgement message. The authorization module included in the
authorization device has a corresponding function implemented by the authorization device in the
foregoing mutual trust based authorization phase. For example, the authorization module receives
and verifies the second authentication request, and generates and sends the first authentication
acknowledgement message.
[00236] The EST module included in the terminal device has a corresponding function
implemented by the terminal device in the foregoing EST phase. For example, the EST module
and the registration device establish the first secure transport channel, negotiate the second
symmetric key, and receive the second ID and the configuration information. The EST module
included in the registration device has a corresponding function implemented by the registration
device in the foregoing EST phase. For example, the EST module and the terminal device establish
the first secure transport channel, negotiate the second symmetric key, and deliver the second 1D

and the configuration information.
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[00237] It can be learned from the foregoing description that, in this embodiment of this
application, a symmetric key based remote zero touch network access method is implemented. A
MAC address of the terminal device does not need to be manually recorded into a database of the
registration device, and QR code on the terminal device does not need to be manually scanned to
record the identity information of the terminal device. The terminal device only needs to support
a lightweight symmetric cryptographic technology, so that labor costs are greatly reduced, and
security is improved. The terminal device does not need to support an asymmetric cryptographic
technology. This reduces costs of the terminal device, and has a great advantage for a terminal
device with limited resources and relatively low costs. In addition, in this embodiment of this
application, in the process in which the device key is updated from the first symmetric key to the
second symmetric key, the terminal device or the registration device generates a random number.
In this way, security of the key can be ensured based on underlying hardware security, and the
device key can be updated without receiving an external (for example, the authorization device)
input. This is more secure.

[00238] In conclusion, in this embodiment of this application, a symmetric key based identity
verification method is implemented by sharing the first symmetric key between the terminal device
and the authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
unidirectional identity authentication. That is, security of this solution is higher.

[00239] FIG. 7 is a schematic diagram of a structure of an identity authentication apparatus 700
according to an embodiment of this application. The identity authentication apparatus 700 may be
implemented as a part or an entirety of a computer device by using software, hardware, or a
combination of software and hardware. The computer device may be the computer device shown
in FIG. 3, and the computer device is the terminal device in the foregoing embodiment. In this
embodiment of this application, the apparatus 700 is used in a terminal device, the terminal device
and an authorization device share a first symmetric key, the authorization device stores an
ownership relationship record of the terminal device, and the ownership relationship record
describes a binding relationship between the terminal device and a current owner of the terminal
device. As shown in FIG. 7, the apparatus 700 includes a sending module 701, a receiving module
702, and a verification module 703.

[00240] The sending module 701 is configured to send a first authentication request, where the

first authentication request carries first authentication code, and the first authentication code is
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generated based on the first symmetric key.

[00241] The receiving module 702 is configured to receive a second authentication
acknowledgement message, where the second authentication acknowledgement message is
determined after verification on the first authentication code based on the first symmetric key and
the ownership relationship record succeeds, the second authentication acknowledgement message
carries second authentication code, and the second authentication code is generated by the
authorization device based on the first symmetric key.

[00242] The verification module 703 is configured to: verify the second authentication code
based on the first symmetric key, and determine, after verification succeeds, that bidirectional
identity authentication of the terminal device and a registration device succeeds.

[00243] Optionally, the first authentication request further carries a first ID and a first key
parameter, the first key parameter includes plaintext or ciphertext of a first AV, and the first ID is
an ID configured by an original owner of the terminal device for the terminal device.

[00244] The first AV includes a first random parameter and a first anti-replay attack parameter,
the first random parameter is generated by the terminal device, and the first random parameter
includes at least one of a first random number N1 and a second random number N2.

[00245] The first authentication code is generated based on the first symmetric key, the first ID,
and the first AV.

[00246] Optionally, the first authentication request further carries first identity information, and
the first identity information includes at least one of identity information of the registration device
and identity information of a network to which the registration device belongs.

[00247] The first authentication code is generated based on the first symmetric key, the first ID,
the first AV, and the first identity information.

[00248] Optionally, the second authentication acknowledgement message further carries a
second key parameter.

[00249] The verification module 703 includes:

a first generation submodule, configured to generate a symmetric verification key based
on the first symmetric key and the second key parameter; and

a verification submodule, configured to verify the second authentication code based on
the symmetric verification key.

[00250] Optionally, as shown in FIG. 8, the apparatus 700 further includes:

a generation module 704, configured to generate a channel security key based on the
first symmetric key and a first derived parameter, where the first derived parameter is determined
based on the second key parameter;

an establishment module 705, configured to establish a first secure transport channel
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with the registration device based on the channel security key; and

a negotiation module 706, configured to negotiate a second symmetric key with the
registration device based on a second derived parameter by using the first secure transport channel,
where the second symmetric key is used for network access identity authentication when the
terminal device accesses the network to which the registration device belongs, and the second
derived parameter is determined based on the second key parameter.

[00251] Optionally, the negotiation module 706 includes:

a second generation submodule, configured to: generate a random number N4, and send
N4 to the registration device by using the first secure transport channel, where N4 is used for the
registration device to generate the second symmetric key based on N4 and a second negotiation
key, and to generate third authentication code based on N4 and the second symmetric key, where
the second negotiation key is generated by the authorization device based on the second derived
parameter and is sent to the registration device;

a third generation submodule, configured to generate the second symmetric key based
on N4 and the second derived parameter;

a first receiving submodule, configured to receive a first negotiation acknowledgement
message sent by the registration device, where the first negotiation acknowledgement message
carries the third authentication code; and

a first update submodule, configured to: verify the third authentication code based on
the second symmetric key and N4 that are generated by the terminal device, and update, after
verification succeeds, the second symmetric key to a device key between the terminal device and
the registration device, and send a second negotiation acknowledgement message to the
registration device, where the second negotiation acknowledgement message indicates the
registration device to update the second symmetric key to the device key between the registration
device and the terminal device.

[00252] Optionally, the negotiation module 706 includes:

a second receiving submodule, configured to receive a random number N5 sent by the
registration device by using the first secure transport channel, where N5 is randomly generated by
the registration device, and N5 is used for the registration device to generate the second symmetric
key based on N5 and the second negotiation key, and to update the second symmetric key to a
device key between the registration device and the terminal device; and

a second update submodule, configured to: generate the second symmetric key based
on N5 and the second derived parameter, and update the second symmetric key to the device key
between the terminal device and the registration device.

[00253] Inembodiments of this application, a symmetric key based identity verification method
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is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
unidirectional identity authentication. That is, security of this solution is higher.

[00254] It should be noted that, when the identity authentication apparatus provided in the
foregoing embodiment performs identity authentication, division of the foregoing functional
modules is merely used as an example for description. In actual application, the foregoing
functions may be allocated to different functional modules for implementation as required, that is,
an internal structure of the apparatus is divided into different functional modules, so as to
implement all or some of the functions described above. In addition, the identity authentication
apparatus provided in the foregoing embodiment and the identity authentication method
embodiment pertain to a same concept. For a detailed implementation process of the apparatus,
refer to the method embodiment. Details are not described herein again.

[00255] FIG. 9 isaschematic diagram of a structure of an identity authentication apparatus 900
according to an embodiment of this application. The identity authentication apparatus 900 may be
implemented as a part or an entirety of a computer device by using software, hardware, or a
combination of software and hardware. The computer device may be the computer device shown
in FIG. 3, and the computer device is the registration device in the foregoing embodiment. In this
embodiment of this application, the apparatus 900 is applied to a registration device. With
reference to FIG. 9, the apparatus 900 includes a first receiving module 901, a first sending module
902, a second receiving module 903, and a second sending module 904.

[00256] The first receiving module 901 is configured to receive a first authentication request,
where the first authentication request carries first authentication code, the first authentication code
is generated by a terminal device based on a first symmetric key, and the terminal device and an
authorization device share the first symmetric key.

[00257]  The first sending module 902 is configured to: generate a second authentication request
based on the first authentication request, and send the second authentication request to the
authorization device, where the second authentication request carries the first authentication code.
[00258] The second receiving module 903 is configured to: receive a first authentication
acknowledgement message, where the first authentication acknowledgement message is
determined after verification performed by the authorization device on the first authentication code
based on the first symmetric key and an ownership relationship record of the terminal device
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succeeds, the authorization device stores the ownership relationship record, the ownership
relationship record describes a binding relationship between the terminal device and a current
owner of the terminal device, the first authentication acknowledgement message indicates to
authorize an ownership relationship between the terminal device and a network to which the
registration device belongs, the first authentication acknowledgement message carries second
authentication code, and the second authentication code is generated based on the first symmetric
key.
[00259] The second sending module 904 is configured to: determine a second authentication
acknowledgement message based on the first authentication acknowledgement message, and send
the second authentication acknowledgement message to the terminal device, where the second
authentication acknowledgement message carries the second authentication code, and the second
authentication acknowledgement message indicates the terminal device to determine, after
verification on the second authentication code based on the first symmetric key succeeds, that
bidirectional identity authentication of the terminal device and the registration device succeeds.
[00260] Optionally, the first authentication request further carries a first 1D, the first ID is an ID
configured by an original owner of the terminal device for the terminal device, the second
authentication request further carries the first ID in the first authentication request, the second
authentication request further carries first identity information, and the first identity information
includes at least one of identity information of the registration device and identity information of
the network to which the registration device belongs.
[00261] Optionally, the second authentication request further carries an identity signature of the
registration device, and the identity signature of the registration device is a signature conducted by
the registration device on the first authentication request and the first identity information by using
a private key.
[00262] Optionally, the identity information of the registration device includes at least one of a
digital certificate related to an identity of the registration device and a digest of the digital
certificate related to the identity of the registration device.
[00263] Optionally, the first authentication acknowledgement message further carries key
update information, the key update information is encrypted and protected by using a symmetric
key shared by the registration device and the authorization device, or the key update information
is encrypted and protected by using a public key of the registration device.
[00264]  With reference to FIG. 10, the apparatus 900 further includes:

an obtaining module 905, configured to obtain a channel security key from the key
update information;

an establishment module 906, configured to establish a first secure transport channel
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with the terminal device based on the channel security key; and

a negotiation module 907, configured to negotiate a second symmetric key with the
terminal device based on the key update information by using the first secure transport channel,
where the second symmetric key is used for network access identity authentication when the
terminal device accesses the network to which the registration device belongs.
[00265] In this embodiment of this application, a symmetric key based identity verification
method is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
unidirectional identity authentication. That is, security of this solution is higher.
[00266] It should be noted that, when the identity authentication apparatus provided in the
foregoing embodiment performs identity authentication, division of the foregoing functional
modules is merely used as an example for description. In actual application, the foregoing
functions may be allocated to different functional modules for implementation as required, that is,
an internal structure of the apparatus is divided into different functional modules, so as to
implement all or some of the functions described above. In addition, the identity authentication
apparatus provided in the foregoing embodiment and the identity authentication method
embodiment pertain to a same concept. For a detailed implementation process of the apparatus,
refer to the method embodiment. Details are not described herein again.
[00267] FIG. 11 is a schematic diagram of a structure of an identity authentication apparatus
1100 according to an embodiment of this application. The identity authentication apparatus 1100
may be implemented as a part or an entirety of a computer device by using software, hardware, or
a combination of software and hardware. The computer device may be the computer device shown
in FIG. 3, and the computer device is the authorization device in the foregoing embodiment. In
this embodiment of this application, the apparatus 1100 is used in an authorization device, the
authorization device and a terminal device share a first symmetric key, the authorization device
stores an ownership relationship record of the terminal device, and the ownership relationship
record describes a binding relationship between the terminal device and a current owner of the
terminal device. As shown in FIG. 11, the apparatus 1100 includes a receiving module 1101, a first
verification module 1102, and a sending module 1103.
[00268] The receiving module 1101 is configured to receive a second authentication request,
where the second authentication request carries first authentication code, and the first
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authentication code is generated by the terminal device based on the first symmetric key.

[00269] The first verification module 1102 is configured to verify the first authentication code
based on the first symmetric key and the ownership relationship record.

[00270] The sending module 1103 is configured to send a first authentication acknowledgement
message after verification succeeds, where the first authentication acknowledgement message
indicates to authorize an ownership relationship between the terminal device and a network to
which the registration device belongs, the first authentication acknowledgement message carries
second authentication code, the second authentication code is generated based on the first
symmetric key, and the second authentication code indicates the terminal device to determine, after
verification on the second authentication code based on the first symmetric key succeeds, that
bidirectional identity authentication of the terminal device and the registration device succeeds.
[00271] Optionally, the second authentication request further carries a first ID, a first key
parameter, and first identity information, the first key parameter is generated by the terminal device,
the first identity information includes at least one of identity information of the registration device
and identity information of the network to which the registration device belongs, the first ID is an
ID configured by an original owner of the terminal device for the terminal device, and the
ownership relationship record includes a mapping relationship between the first ID and the first
identity information.

[00272] The apparatus 1100 further includes:

a second verification module, configured to verify the first ID and the first identity
information based on the ownership relationship record.
[00273]  The first verification module includes:

a verification submodule, configured to verify the first authentication code based on
the ownership relationship record, the first 1D, the first symmetric key, and the first key parameter.
[00274] Optionally, the first authentication acknowledgement message further carries a second
key parameter, the second key parameter includes plaintext or ciphertext of a second AV, and the
ciphertext of the second AV is obtained by using the key shared by the authorization device and
the terminal device.

[00275] The second AV includes a second anti-replay attack parameter, the second
authentication code is generated based on the first symmetric key and the second AV, and the first
authentication acknowledgement message is further used for the terminal device to verify the
second authentication code based on the first symmetric key and the second key parameter.
[00276] Optionally, the first authentication acknowledgement message further carries key
update information, and the key update information is generated based on the first symmetric key
and the second AV.
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[00277] The key update information is used for the registration device to obtain a channel
security key required for establishing a first secure transport channel with the terminal device, and
to negotiate a second symmetric key with the terminal device by using the first secure transport
channel, the second key parameter is further used for the terminal device to determine a first
derived parameter required for generating the channel security key, and to determine a second
derived parameter required for negotiating the second symmetric key with the registration device
by using the first secure transport channel, and the second symmetric key is used for network
access identity authentication when the terminal device accesses the network to which the
registration device belongs.

[00278] In this embodiment of this application, a symmetric key based identity verification
method is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
unidirectional identity authentication. That is, security of this solution is higher.

[00279] It should be noted that, when the identity authentication apparatus provided in the
foregoing embodiment performs identity authentication, division of the foregoing functional
modules is merely used as an example for description. In actual application, the foregoing
functions may be allocated to different functional modules for implementation as required, that is,
an internal structure of the apparatus is divided into different functional modules, so as to
implement all or some of the functions described above. In addition, the identity authentication
apparatus provided in the foregoing embodiment and the identity authentication method
embodiment pertain to a same concept. For a detailed implementation process of the apparatus,
refer to the method embodiment. Details are not described herein again.

[00280] An embodiment of this application provides an identity authentication system. The
identity authentication system includes a terminal device, a registration device, and an
authorization device. The terminal device and the authorization device share a first symmetric key,
the authorization device stores an ownership relationship record of the terminal device, and the
ownership relationship record describes a binding relationship between the terminal device and a
current owner of the terminal device.

[00281] The terminal device is configured to send a first authentication request to the
registration device, where the first authentication request carries first authentication code, and the
first authentication code is generated based on the first symmetric key.
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[00282] The registration device is configured to: receive the first authentication request,
generate a second authentication request based on the first authentication request, and send the
second authentication request to the authorization device, where the second authentication request
carries the first authentication code.

[00283] The authorization device is configured to: receive the second authentication request,
verify the first authentication code based on the first symmetric key and the ownership relationship
record, and send a first authentication acknowledgement message to the registration device after
verification succeeds, where the first authentication acknowledgement message indicates to
authorize an ownership relationship between the terminal device and a network to which the
registration device belongs, the first authentication acknowledgement message carries second
authentication code, and the second authentication code is generated based on the first symmetric
key.

[00284] The registration device is further configured to: receive the first authentication
acknowledgement message, determine a second authentication acknowledgement message based
on the first authentication acknowledgement message, and send the second authentication
acknowledgement message to the terminal device, where the second authentication
acknowledgement message carries the second authentication code.

[00285] The terminal device is further configured to: receive the second authentication
acknowledgement message, verify the second authentication code based on the first symmetric
key, and determine, after verification succeeds, that bidirectional identity authentication of the
terminal device and the registration device succeeds.

[00286] In this embodiment of this application, a symmetric key based identity verification
method is implemented by sharing the first symmetric key between the terminal device and the
authorization device. In this way, when confidentiality of the symmetric key is ensured,
authentication code generated based on the symmetric key in an entire identity authentication
process is not easily forged, so that security and reliability of identity authentication can be ensured.
In addition, in this solution, bidirectional identity authentication of the terminal device and the
registration device is implemented by using the authorization device, to avoid a security issue of
unidirectional identity authentication. That is, security of this solution is higher.

[00287] It should be noted that, the identity authentication system provided in the foregoing
embodiment and the identity authentication method embodiment pertain to a same concept. For a
detailed implementation process of the identity authentication system, refer to the method
embodiment. Details are not described herein again.

[00288] All or some of the foregoing embodiments may be implemented by using software,

hardware, firmware, or any combination thereof. When software is used for implementation, the
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modules may be entirely or partially implemented in a form of a computer program product. The
computer program product includes one or more computer instructions. When the computer
instructions are loaded and executed on a computer, procedures or functions according to
embodiments of this application are entirely or partially generated. The computer may be a
general-purpose computer, a special-purpose computer, a computer network, or another
programmable apparatus. The computer instructions may be stored in a computer-readable storage
medium or may be transmitted from a computer-readable storage medium to another computer-
readable storage medium. For example, the computer instructions may be transmitted from a
website, computer, server, or data center to another website, computer, server, or data center in a
wired (for example, a coaxial cable, an optical fiber, or a digital subscriber line (digital subscriber
line, DSL)) or wireless (for example, infrared, radio, or microwave) manner. The computer-
readable storage medium may be any usable medium accessible by a computer, or a data storage
device, such as a server or a data center, integrating one or more usable media. The usable medium
may be a magnetic medium (for example, a floppy disk, a hard disk, or a magnetic tape), an optical
medium (for example, a digital versatile disc (digital versatile disc, DVD)), a semiconductor
medium (for example, a solid state disk (solid state disk, SSD)), or the like. It should be noted that,
the computer-readable storage medium mentioned in embodiments of this application may be a
non-volatile storage medium, in other words, may be a non-transitory storage medium.

[00289] It should be understood that, "at least one™ mentioned in this specification means one
or more, and "a plurality of" means two or more. In the description of embodiments of this
application, unless otherwise stated, "/" means "or", for example, A/B may represent A or B. The
term "and/or" in this specification describes only an association relationship between associated
objects, and indicates that three relationships may exist. For example, A and/or B may represent
three cases: Only A exists, both A and B exist, and only B exists. In addition, for ease of clearly
describing the technical solutions in embodiments of this application, in embodiments of this
application, words such as "first" and "second" are used to distinguish same items or similar items
whose functions and roles are basically the same. A person skilled in the art may understand that
words such as "first" and "second"” do not limit a quantity and an execution order, and words such
as "first" and "second" do not limit a definite difference.

[00290] The foregoing descriptions are embodiments provided in this application, but are not
intended to limit this application. Any modification, equivalent replacement, improvement, or the
like made within the principle of this application shall fall within the protection scope of this

application.
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CLAIMS

What is claimed is:

1. An identity authentication system, wherein the identity authentication system comprises a
terminal device, a registration device, and an authorization device, wherein the terminal device
and the authorization device share a first symmetric key, the authorization device stores an
ownership relationship record of the terminal device, and the ownership relationship record
describes a binding relationship between the terminal device and a current owner of the terminal
device;

the terminal device is configured to send a first authentication request to the registration
device, wherein the first authentication request carries first authentication code, and the first
authentication code is generated based on the first symmetric key;

the registration device is configured to: receive the first authentication request, generate a
second authentication request based on the first authentication request, and send the second
authentication request to the authorization device, wherein the second authentication request
carries the first authentication code;

the authorization device is configured to: receive the second authentication request, verify the
first authentication code based on the first symmetric key and the ownership relationship record,
and send a first authentication acknowledgement message to the registration device after
verification succeeds, wherein the first authentication acknowledgement message indicates to
authorize an ownership relationship between the terminal device and a network to which the
registration device belongs, the first authentication acknowledgement message carries second
authentication code, and the second authentication code is generated based on the first symmetric
key;

the registration device is further configured to: receive the first authentication
acknowledgement message, determine a second authentication acknowledgement message based
on the first authentication acknowledgement message, and send the second authentication
acknowledgement message to the terminal device, wherein the second authentication
acknowledgement message carries the second authentication code; and

the terminal device is further configured to: receive the second authentication
acknowledgement message, verify the second authentication code based on the first symmetric
key, and determine, after verification succeeds, that bidirectional identity authentication of the
terminal device and the registration device succeeds.

2. An identity authentication method, wherein the method is performed by a terminal device,

the terminal device and an authorization device share a first symmetric key, the authorization

61



10

15

20

25

30

35

device stores an ownership relationship record of the terminal device, and the method comprises:

sending, by the terminal device, a first authentication request, wherein the first authentication
request carries first authentication code, and the first authentication code is generated based on the
first symmetric key;

receiving, by the terminal device, a second authentication acknowledgement message,
wherein the second authentication acknowledgement message is determined after verification on
the first authentication code based on the first symmetric key and the ownership relationship record
succeeds, the second authentication acknowledgement message carries second authentication code,
and the second authentication code is generated by the authorization device based on the first
symmetric key; and

verifying, by the terminal device, the second authentication code based on the first symmetric
key, and determining, after verification succeeds, that bidirectional identity authentication of the
terminal device and the registration device succeeds.

3. The method according to claim 2, wherein the first authentication request further carries a
first identity ID and a first key parameter, the first key parameter comprises plaintext or ciphertext
of a first authentication vector AV, and the first ID is an ID configured by an original owner of the
terminal device for the terminal device;

the first AV comprises a first random parameter and a first anti-replay attack parameter, the
first random parameter is generated by the terminal device, and the first random parameter
comprises at least one of a first random number N1 and a second random number N2; and

the first authentication code is generated based on the first symmetric key, the first ID, and
the first AV.

4. The method according to claim 3, wherein the first authentication request further carries
first identity information, and the first identity information comprises at least one of identity
information of the registration device and identity information of a network to which the
registration device belongs; and

the first authentication code is generated based on the first symmetric key, the first ID, the
first AV, and the first identity information.

5. The method according to any one of claims 2 to 4, wherein the second authentication
acknowledgement message further carries a second key parameter; and

the verifying, by the terminal device, the second authentication code based on the first
symmetric key comprises:

generating, by the terminal device, a symmetric verification key based on the first symmetric
key and the second key parameter; and

verifying, by the terminal device, the second authentication code based on the symmetric
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verification key.

6. The method according to claim 5, wherein after the determining, by the terminal device,
that bidirectional identity authentication of the terminal device and the registration device succeeds,
the method further comprises:

generating, by the terminal device, a channel security key based on the first symmetric key
and a first derived parameter, wherein the first derived parameter is determined based on the
second key parameter;

establishing a first secure transport channel between the terminal device and the registration
device based on the channel security key; and

negotiating, by the terminal device, a second symmetric key with the registration device based
on a second derived parameter by using the first secure transport channel, wherein the second
symmetric key is used for network access identity authentication when the terminal device
accesses the network to which the registration device belongs, and the second derived parameter
is determined based on the second key parameter.

7. The method according to claim 6, wherein the negotiating, by the terminal device, a second
symmetric key with the registration device based on a second derived parameter by using the first
secure transport channel comprises:

generating, by the terminal device, a random number N4, and sending N4 to the registration
device by using the first secure transport channel, wherein N4 is used for the registration device
to generate the second symmetric key based on N4 and a second negotiation key, and to generate
third authentication code based on N4 and the second symmetric key, wherein the second
negotiation key is generated by the authorization device based on the second derived parameter
and is sent to the registration device;

generating, by the terminal device, the second symmetric key based on N4 and the second
derived parameter;

receiving, by the terminal device, a first negotiation acknowledgement message sent by the
registration device, wherein the first negotiation acknowledgement message carries the third
authentication code; and

verifying, by the terminal device, the third authentication code based on the second symmetric
key and N4 that are generated by the terminal device, and updating, after verification succeeds,
the second symmetric key to a device key between the terminal device and the registration device,
and sending a second negotiation acknowledgement message to the registration device, wherein
the second negotiation acknowledgement message indicates the registration device to update the
second symmetric key to the device key between the registration device and the terminal device.

8. The method according to claim 6, wherein the negotiating, by the terminal device, a second
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symmetric key with the registration device based on a second derived parameter by using the first
secure transport channel comprises:

receiving, by the terminal device, a random number N5 sent by the registration device by
using the first secure transport channel, wherein N5 is randomly generated by the registration
device, and N5 is used for the registration device to generate the second symmetric key based on
N5 and a second negotiation key, and to update the second symmetric key to a device key between
the registration device and the terminal device; and

generating, by the terminal device, the second symmetric key based on N5 and the second
derived parameter, and updating the second symmetric key to the device key between the terminal
device and the registration device.

9. An identity authentication method, wherein the method is performed by a registration
device, and the method comprises:

receiving, by the registration device, a first authentication request, wherein the first
authentication request carries first authentication code, the first authentication code is generated
by a terminal device based on a first symmetric key, and the terminal device and an authorization
device share the first symmetric key;

generating, by the registration device, a second authentication request based on the first
authentication request, and sending the second authentication request to the authorization device,
wherein the second authentication request carries the first authentication code;

receiving, by the registration device, a first authentication acknowledgement message,
wherein the first authentication acknowledgement message is determined after verification
performed by the authorization device on the first authentication code based on the first symmetric
key and an ownership relationship record of the terminal device succeeds, the authorization device
stores the ownership relationship record, the ownership relationship record describes a binding
relationship between the terminal device and a current owner of the terminal device, the first
authentication acknowledgement message indicates to authorize an ownership relationship
between the terminal device and a network to which the registration device belongs, the first
authentication acknowledgement message carries second authentication code, and the second
authentication code is generated based on the first symmetric key; and

determining, by the registration device, a second authentication acknowledgement message
based on the first authentication acknowledgement message, and sending the second authentication
acknowledgement message to the terminal device, wherein the second authentication
acknowledgement message carries the second authentication code, and the second authentication
acknowledgement message indicates the terminal device to determine, after verification on the
second authentication code based on the first symmetric key succeeds, that bidirectional identity
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authentication of the terminal device and the registration device succeeds.

10. The method according to claim 9, wherein the first authentication request further carries
a first ID, the first ID is an ID configured by an original owner of the terminal device for the
terminal device, the second authentication request further carries the first ID in the first
authentication request, the second authentication request further carries first identity information,
and the first identity information comprises at least one of identity information of the registration
device and identity information of the network to which the registration device belongs.

11. The method according to claim 10, wherein the second authentication request further
carries an identity signature of the registration device, and the identity signature of the registration
device is a signature conducted by the registration device on the first authentication request and
the first identity information by using a private key.

12. The method according to claim 10 or 11, wherein the identity information of the
registration device comprises at least one of a digital certificate related to an identity of the
registration device and a digest of the digital certificate related to the identity of the registration
device.

13. The method according to any one of claims 9 to 12, wherein the first authentication
acknowledgement message further carries key update information, the key update information is
encrypted and protected by using a symmetric key shared by the registration device and the
authorization device, or the key update information is encrypted and protected by using a public
key of the registration device;

after the receiving, by the registration device, a first authentication acknowledgement
message, the method further comprises:

obtaining, by the registration device, a channel security key from the key update information;
and

after the sending, by the registration device, the second authentication acknowledgement
message to the terminal device, the method further comprises:

establishing a first secure transport channel between the registration device and the terminal
device based on the channel security key; and

negotiating, by the registration device, a second symmetric key with the terminal device based
on the key update information by using the first secure transport channel, wherein the second
symmetric key is used for network access identity authentication when the terminal device
accesses the network to which the registration device belongs.

14. An identity authentication method, wherein the method is performed by an authorization
device, the authorization device and a terminal device share a first symmetric key, the authorization
device stores an ownership relationship record of the terminal device, the ownership relationship
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record describes a binding relationship between the terminal device and a current owner of the
terminal device, and the method comprises:

receiving, by the authorization device, a second authentication request, wherein the second
authentication request carries first authentication code, and the first authentication code is
generated by the terminal device based on the first symmetric key;

verifying, by the authorization device, the first authentication code based on the first
symmetric key and the ownership relationship record; and

sending, by the authorization device, a first authentication acknowledgement message after
verification succeeds, wherein the first authentication acknowledgement message indicates to
authorize an ownership relationship between the terminal device and a network to which the
registration device belongs, the first authentication acknowledgement message carries second
authentication code, the second authentication code is generated based on the first symmetric key,
and the second authentication code indicates the terminal device to determine, after verification
on the second authentication code based on the first symmetric key succeeds, that bidirectional
identity authentication of the terminal device and the registration device succeeds.

15. The method according to claim 14, wherein the second authentication request further
carries a first ID, a first key parameter, and first identity information, the first key parameter is
generated by the terminal device, the first identity information comprises at least one of identity
information of the registration device and identity information of the network to which the
registration device belongs, the first ID is an ID configured by an original owner of the terminal
device for the terminal device, and the ownership relationship record comprises a mapping
relationship between the first ID and the first identity information;

after the receiving, by the authorization device, a second authentication request, the method
further comprises:

verifying, by the authorization device, the first ID and the first identity information based on
the ownership relationship record; and

the verifying, by the authorization device, the first authentication code based on the first
symmetric key and the ownership relationship record comprises:

verifying, by the authorization device, the first authentication code based on the ownership
relationship record, the first ID, the first symmetric key, and the first key parameter.

16. The method according to claim 14 or 15, wherein the first authentication
acknowledgement message further carries a second key parameter, the second key parameter
comprises plaintext or ciphertext of a second AV, and the ciphertext of the second AV is obtained
by using the key shared by the authorization device and the terminal device; and

the second AV comprises a second anti-replay attack parameter, the second authentication
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code is generated based on the first symmetric key and the second AV, and the first authentication
acknowledgement message is further used for the terminal device to verify the second
authentication code based on the first symmetric key and the second key parameter.

17. The method according to claim 16, wherein the first authentication acknowledgement
message further carries key update information, and the key update information is generated based
on the first symmetric key and the second AV; and

the key update information is used for the registration device to obtain a channel security key
required for establishing a first secure transport channel with the terminal device, and to negotiate
a second symmetric key with the terminal device by using the first secure transport channel, the
second key parameter is further used for the terminal device to determine a first derived parameter
required for generating the channel security key, and to determine a second derived parameter
required for negotiating the second symmetric key with the registration device by using the first
secure transport channel, and the second symmetric key is used for network access identity
authentication when the terminal device accesses the network to which the registration device
belongs.

18. An identity authentication apparatus, wherein the apparatus is used in a terminal device,
the terminal device and an authorization device share a first symmetric key, the authorization
device stores an ownership relationship record of the terminal device, the ownership relationship
record describes a binding relationship between the terminal device and a current owner of the
terminal device, and the apparatus comprises:

a sending module, configured to send a first authentication request, wherein the first
authentication request carries first authentication code, and the first authentication code is
generated based on the first symmetric key;

a receiving module, configured to receive a second authentication acknowledgement message,
wherein the second authentication acknowledgement message is determined after verification on
the first authentication code based on the first symmetric key and the ownership relationship record
succeeds, the second authentication acknowledgement message carries second authentication code,
and the second authentication code is generated by the authorization device based on the first
symmetric key; and

a verification module, configured to: verify the second authentication code based on the first
symmetric key, and determine, after verification succeeds, that bidirectional identity authentication
of the terminal device and the registration device succeeds.

19. An identity authentication apparatus, wherein the apparatus is used in a registration device,
and the apparatus comprises:

a first receiving module, configured to receive a first authentication request, wherein the first
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authentication request carries first authentication code, the first authentication code is generated
by a terminal device based on a first symmetric key, and the terminal device and an authorization
device share the first symmetric key;

a first sending module, configured to: generate a second authentication request based on the
first authentication request, and send the second authentication request to the authorization device,
wherein the second authentication request carries the first authentication code;

a second receiving module, configured to receive a first authentication acknowledgement
message, wherein the first authentication acknowledgement message is determined after
verification performed by the authorization device on the first authentication code based on the
first symmetric key and an ownership relationship record of the terminal device succeeds, the
authorization device stores the ownership relationship record, the ownership relationship record
describes a binding relationship between the terminal device and a current owner of the terminal
device, the first authentication acknowledgement message indicates to authorize an ownership
relationship between the terminal device and a network to which the registration device belongs,
the first authentication acknowledgement message carries second authentication code, and the
second authentication code is generated based on the first symmetric key; and

a second sending module, configured to: determine a second authentication
acknowledgement message based on the first authentication acknowledgement message, and send
the second authentication acknowledgement message to the terminal device, wherein the second
authentication acknowledgement message carries the second authentication code, and the second
authentication acknowledgement message indicates the terminal device to determine, after
verification on the second authentication code based on the first symmetric key succeeds, that
bidirectional identity authentication of the terminal device and the registration device succeeds.

20. An identity authentication apparatus, wherein the apparatus is used in an authorization
device, the authorization device and a terminal device share a first symmetric key, the authorization
device stores an ownership relationship record of the terminal device, the ownership relationship
record describes a binding relationship between the terminal device and a current owner of the
terminal device, and the apparatus comprises:

areceiving module, configured to receive a second authentication request, wherein the second
authentication request carries first authentication code, and the first authentication code is
generated by the terminal device based on the first symmetric key;

a first verification module, configured to verify the first authentication code based on the first
symmetric key and the ownership relationship record; and

a sending module, configured to send a first authentication acknowledgement message after
verification succeeds, wherein the first authentication acknowledgement message indicates to
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authorize an ownership relationship between the terminal device and a network to which the
registration device belongs, the first authentication acknowledgement message carries second
authentication code, the second authentication code is generated based on the first symmetric key,
and the second authentication code indicates the terminal device to determine, after verification
on the second authentication code based on the first symmetric key succeeds, that bidirectional
identity authentication of the terminal device and the registration device succeeds.

21. An identity authentication device, wherein the identity authentication device comprises a
memory and a processor;

the memory is configured to store a computer program; and

the processor is configured to execute the computer program to implement the method
according to any one of claims 1 to 8, or implement the method according to any one of claims 9
to 13, or implement the method according to any one of claims 14 to 17.

22. A computer-readable storage medium, wherein the computer-readable storage medium
stores a computer program, and when the computer program is executed by a processor, the method
according to any one of claims 1 to 8, or the method according to any one of claims 9 to 13, or the

method according to any one of claims 14 to 17 is implemented.

69



