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METHOD FOR CONFIGURING EVOLVED PACKET SYSTEM
NON-ACCESS STRATUM SECURITY ALGORITHM AND

RELATED APPARATUS

[0001] This application claims priority to Chinese Patent Application No. 202110183922.0,
filed with the China National Intellectual Property Administration on February 10, 2021 and
entitted "METHOD FOR CONFIGURING EVOLVED PACKET SYSTEM NON-ACCESS
STRATUM SECURITY ALGORITHM AND RELATED APPARATUS", which is incorporated

herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of communication technologies, and in particular,
to a method for configuring an evolved packet system (evolved packet system, EPS) non-access

stratum (non-access stratum, NAS) security algorithm and a related apparatus.

BACKGROUND

[0003] Currently, when a fifth generation (5th generation, 5G) network supports an N26
interface, and user equipment (user equipment, UE) supports an S1 mode, a registration process
of the UE includes two security mode command (security mode command, SMC) processes.

[0004] In the registration process of the UE, a case that a first SMC process is normal and a
second SMC process is abnormal occurs. As a result, the UE after successful registration does not
have an EPS NAS security algorithm. Therefore, how to ensure that the EPS NAS security

algorithm is successfully configured for the UE becomes an urgent problem to be resolved.

SUMMARY

[0005] This application provides a method for configuring an EPS NAS security algorithm

and a related apparatus, to ensure that an access and mobility management function entity can
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successfully configure an EPS NAS security algorithm for a terminal device.

[0006] According to a first aspect, this application provides a method for configuring an EPS
NAS security algorithm, where the method includes: An access and mobility management function
entity determines that a selected EPS NAS security algorithm has not been successfully provided
to a terminal device. The access and mobility management function entity provides the selected
EPS NAS security algorithm for the terminal device.

[0007] In this method, when the access and mobility management function entity fails to
provide the selected EPS NAS security algorithm for the terminal device, the access and mobility
management function entity provides the selected EPS NAS security algorithm for the terminal
device again. It may be ensured that the access and mobility management function entity can
successfully configure the selected EPS NAS security algorithm for the terminal device.

[0008] In a possible implementation, before the determining, by an access and mobility
management function entity, that a selected EPS NAS security algorithm has not been successfully
provided to a terminal device, the method further includes: The access and mobility management
function entity sends a first message to the terminal device, where the first message includes an
information element of the selected EPS NAS security algorithm.

[0009] In a possible implementation, the determining, by an access and mobility management
function entity, that a selected EPS NAS security algorithm has not been successfully provided to
a terminal device includes: determining, by the access and mobility management function entity,
that a first completion message has not been received, where the first completion message indicates
that the terminal device has received the first message.

[0010] In a possible implementation, the determining, by the access and mobility management
function entity, that a first completion message has not been received includes: determining, by
the access and mobility management function entity, that the first completion message has not
been received within a preset time.

[0011] In the implementation, the access and mobility management function entity determines,
by failing to receive the first completion message within a preset time, that the selected EPS NAS
security algorithm has not been successfully provided to the terminal device. This improves
accuracy of determining, by the access and mobility management function entity, that the selected
EPS NAS security algorithm has not been successfully provided to the terminal device.

[0012] In a possible implementation, the first message is a security mode command SMC
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message, and the first completion message is an SMC completion message.

[0013] In a possible implementation, the method includes: The access and mobility
management function entity marks the selected EPS NAS security algorithm as invalid.

[0014] In the implementation, after determining that the selected EPS NAS security algorithm
has not been successfully provided to the terminal device, the access and mobility management
function entity marks the selected EPS NAS security algorithm as invalid. The access and mobility
management function entity may provide the selected EPS NAS security algorithm for the terminal
device again based on marked information indicating that the selected EPS NAS security algorithm
is invalid, thereby ensuring that the access and mobility management function entity can
successfully provide the selected EPS NAS security algorithm for the terminal device.

[0015] In a possible implementation, before the providing, by the access and mobility
management function entity, the selected EPS NAS security algorithm for the terminal device, the
method further includes: The access and mobility management function entity receives a
registration request message from the terminal device.

[0016] In a possible implementation, the method further includes: The access and mobility
management function entity determines to update the selected EPS NAS security algorithm. The
access and mobility management function entity provides an updated selected EPS NAS security
algorithm for the terminal device.

[0017] In a possible implementation, the method further includes: The access and mobility
management function entity determines that the updated selected EPS NAS security algorithm has
not been successfully provided to the terminal device. The access and mobility management
function entity provides the updated selected EPS NAS security algorithm for the terminal device.
[0018] In the implementation, after determining that the updated selected EPS NAS security
algorithm has not been successfully provided to the terminal device, the access and mobility
management function entity provides the updated selected EPS NAS security algorithm for the
terminal device. This ensures that the access and mobility management function entity can
successfully configure the updated selected EPS NAS security algorithm for the terminal device,
so that the EPS NAS security algorithm in the terminal device is consistent with the updated
selected EPS NAS security algorithm determined by the access and mobility management function
entity.

[0019] In a possible implementation, the access and mobility management function entity
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supports an N26 interface, and the terminal device supports an S1 mode.

[0020] In a possible implementation, a valid 5th generation mobile communication 5G NAS
security context indicated by the terminal device exists in the access and mobility management
function entity.

[0021] According to a second aspect, this application provides a method for configuring an
EPS NAS security algorithm, where the method includes: A terminal device determines that a
selected EPS NAS security algorithm corresponding to a 5th generation mobile communication
5G NAS security context does not exist. The terminal device deletes the 5G NAS security context.
The terminal device sends a second message to an access and mobility management function entity,
where the second message is used to request the SG NAS security context. The terminal device
receives an information element of the selected EPS NAS security algorithm from the access and
mobility management function entity.

[0022] In this method, when the 5G NAS security context already exists in the terminal device,
it is first determined whether the corresponding selected EPS NAS security algorithm exists in the
5G NAS security context of the terminal device. If the terminal device determines that the
corresponding selected EPS NAS security algorithm does not exist in the 5G NAS security context,
the terminal device deletes the 5G NAS security context, and requests the 5G NAS security context
from the access and mobility management function entity again. The access and mobility
management function entity sends the 5G NAS security context and the information element of
the corresponding selected EPS NAS security algorithm to the terminal device again, to ensure
that the terminal device can successfully configure the EPS NAS security algorithm.

[0023] In a possible implementation, the determining, by a terminal device, that a selected EPS
NAS security algorithm corresponding to a 5G NAS security context does not exist includes:
determining, by the terminal device, that the information element of the selected EPS NAS security
algorithm from the access and mobility management function entity has not been received.
[0024] In a possible implementation, the determining, by the terminal device, that the
information element of the selected EPS NAS security algorithm from the access and mobility
management function entity has not been received includes: skipping, by the terminal device,
receiving the information element of the selected EPS NAS security algorithm from the access and
mobility management function entity within a preset time.

[0025] In the implementation, it is determined, in response to a failure to receive the
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information element of the selected EPS NAS security algorithm from the access and mobility
management function entity within a preset time, that a selected EPS NAS security algorithm
corresponding to the SG NAS security context does not exist in the terminal device. This improves
accuracy of determining, by the terminal device, that the selected EPS NAS security algorithm
corresponding to the 5G NAS security context does not exist.

[0026] In a possible implementation, before the determining, by a terminal device, that a
selected EPS NAS security algorithm corresponding to a 5G NAS security context does not exist,
the method further includes: The terminal device receives a third message sent by the access and
mobility management function entity, where the third message includes the 5G NAS security
context. The terminal device sends a third completion message to the access and mobility
management function entity, where the third completion message indicates that the terminal device
has received the third message.

[0027] In the implementation, the terminal device activates the 5G NAS security context by
receiving the third message that is sent by the access and mobility management function entity and
that carries the 5G NAS security context, and sends the third completion message to the access
and mobility management function entity. This ensures that the terminal device successfully
activates the 5G NAS security context.

[0028] In a possible implementation, the determining, by a terminal device, that a selected EPS
NAS security algorithm corresponding to a 5G NAS security context does not exist includes:
determining that a next generation radio access network key set identifier ngKSI does not
correspond to the selected EPS NAS security algorithm.

[0029] In the implementation, it is determined, by determining that the next generation radio
access network key set identifier ngKSI does not have the corresponding selected EPS NAS
security algorithm, that the selected EPS NAS security algorithm corresponding to the 5G NAS
security context does not exist in the terminal device. This improves accuracy of determining, by
the terminal device, that the selected EPS NAS security algorithm corresponding to the SG NAS
security context does not exist.

[0030] In a possible implementation, the method further includes: The terminal device sets the
ngKSI to an invalid value.

[0031] In the implementation, when the terminal device determines that the selected EPS NAS
security algorithm corresponding to the 5G NAS security context does not exist, the terminal
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device sets the ngKSI to an invalid value, so as to request the SG NAS security context from the
access and mobility management function entity again in a next registration request.

[0032] In a possible implementation, the terminal device is disconnected from a long term
evolution LTE system, and the second message is used to request to register with a new radio NR
system.

[0033] In a possible implementation, the terminal device determines that the access and
mobility management function entity supports the N26 interface.

[0034] In a possible implementation, the access and mobility management function entity
supports an N26 interface, and the terminal device supports an S1 mode.

[0035] According to a third aspect, this application provides an apparatus for configuring an
EPS NAS security algorithm. The apparatus may include modules configured to implement the
method in the first aspect. These modules may be implemented through software and/or hardware.
[0036] According to a fourth aspect, this application provides an apparatus for configuring an
EPS NAS security algorithm. The apparatus may include modules configured to implement the
method in the second aspect. These modules may be implemented through software and/or
hardware.

[0037] According to a fifth aspect, this application provides an apparatus for configuring an
EPS NAS security algorithm. The apparatus may include a processor coupled to a memory. The
memory is configured to store program code, and the processor is configured to execute the
program code in the memory, to implement the method in the first aspect, the second aspect, or
any implementation of the first aspect or the second aspect.

[0038] Optionally, the apparatus may further include the memory.

[0039] According to a sixth aspect, this application provides a chip, including at least one
processor and a communication interface, where the communication interface and the at least one
processor are interconnected through a line, and the at least one processor is configured to run a
computer program or instructions, to perform the method according to the first aspect, the second
aspect, or any possible implementation of the first aspect or the second aspect.

[0040] According to a seventh aspect, this application provides a computer-readable medium,
where the computer-readable medium stores program code executed by a device, and the program
code includes the method according to the first aspect, the second aspect, or any possible
implementation of the first aspect or the second aspect.
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[0041] According to an eighth aspect, this application provides a computer program product
including instructions. When the computer program product runs on a computer, the computer is
enabled to perform the method according to the first aspect, the second aspect, or any possible
implementation of the first aspect or the second aspect.

[0042] According to a ninth aspect, this application provides an access and mobility
management function entity, including at least one processor and a communication interface,
where the communication interface and the at least one processor are interconnected through a line,
the communication interface communicates with a target system, and the at least one processor is
configured to run a computer program or instructions, to perform the method according to any one
of the first aspect or the possible implementations of the first aspect.

[0043] According to a tenth aspect, this application provides a terminal device, including at
least one processor and a communication interface, where the communication interface and the at
least one processor are interconnected through a line, the communication interface communicates
with a target system, and the at least one processor is configured to run a computer program or
instructions, to perform the method according to any one of the second aspect or the possible
implementations of the second aspect.

[0044] According to an eleventh aspect, this application provides a communication system,
including at least one processor and a communication interface, where the communication
interface and the at least one processor are interconnected through a line, the communication
interface communicates with a target system, and the at least one processor is configured to run a
computer program or instructions, to perform the method according to the first aspect, the second

aspect, or any possible implementation of the first aspect or the second aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0045] FIG. 1 is a schematic diagram of a 5G network architecture according to an
embodiment of this application;
[0046] FIG. 2 is a schematic diagram of another 5G network architecture according to an
embodiment of this application;
[0047] FIG. 3 is a schematic flowchart of a method for configuring an EPS NAS security

algorithm according to an embodiment of this application;
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[0048] FIG. 4 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to an embodiment of this application;

[0049] FIG. 5 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to another embodiment of this application;

[0050] FIG. 6 is a schematic flowchart of another method for configuring an EPS NAS security
algorithm according to an embodiment of this application;

[0051] FIG. 7 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to still another embodiment of this application;

[0052] FIG. 8 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to still another embodiment of this application;

[0053] FIG. 9 is a schematic structural diagram of an apparatus for configuring an EPS NAS
security algorithm according to an embodiment of this application;

[0054] FIG. 10 is a schematic structural diagram of an apparatus for configuring an EPS NAS
security algorithm according to another embodiment of this application; and

[0055] FIG. 11 is a schematic structural diagram of an apparatus for configuring an EPS NAS

security algorithm according to still another embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0056] FIG. 1 is a schematic diagram of a 5G network architecture according to an
embodiment of this application. A 5G system is also referred to as a new wireless communication
system, a new access technology (new radio, NR), or a next-generation mobile communication
system.

[0057] As shown in FIG. 1, the network architecture includes UE, an access network (access
network, AN), a core network, and a data network (data network, DN). The access network is
mainly configured to implement functions such as a wireless physical layer function, resource
scheduling and wireless resource management, wireless access control, and mobility management.
The core network may include a management device and a gateway device. The management
device is mainly used for device registration, security authentication, mobility management,
location management, and the like of a terminal device. The gateway device is mainly configured

to establish a channel with the terminal device, and forward a data packet between the terminal
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device and an external data network over the channel. The data network may include a network
device (such as a server and a router). The data network is mainly used to provide a plurality of
data services for the terminal device. It should be noted that, FIG. 1 is merely an example
architectural diagram. In addition to the functional units shown in FIG. 1, the network architecture
may further include another functional unit. This is not limited in this embodiment of this
application.

[0058] The access network in the 5G system may be a radio access network (radio access
network, (R)AN). The (R)AN device in the 5G system may include a plurality of 5G-(R)AN nodes,
and the 5G-(R)AN node may include: a non-3GPP access network, such as an access point (access
point, AP) of a Wi-Fi network, and a next generation base station (which may be collectively
referred to as a new generation radio access network node (NG-RAN node), where the next
generation base station includes a new air interface base station (NR NodeB, gNB), a new
generation evolved base station (NG-eNB), a central unit (central unit, CU), and a distributed unit
(distributed unit, DU), a gNB in a separate form, or the like), a transmission receive point
(transmission receive point, TRP), a transmission point (transmission point, TP), or another node.
[0059] As shown in FIG. 1, the core network may include a plurality of functional units such
as an access and mobility management function (access and mobility management function, AMF)
network element, a session management function (session management function, SMF) network
element, a user plane function (user plane function, UPF) network element, an authentication
server function (authentication server function, AUSF) network element, a policy control function
(policy control function, PCF) network element, an application function (application function, AF)
network element, a unified data management (unified data management, UDM) function network
element, and a network slice selection function (network slice selection function, NSSF) network
element.

[0060] The AMF network element is mainly responsible for services such as mobility
management and access management. The SMF network element is mainly responsible for session
management, UE address management and assignment, dynamic host configuration protocol
function, selection and control of the user plane function, and the like. The UPF is mainly
responsible for routing and forwarding of a data packet externally connected to a data network
(data network, DN) and a user plane and packet filtering, performing functions related to quality
of service (quality of service, QoS) control, and the like. The AUSF is mainly responsible for
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authenticating a terminal device, and the like. The PCF network element is mainly responsible for
providing a unified policy framework for network behavior management, providing a policy rule
for a control plane function, obtaining registration information related to policy decision, and the
like. It should be noted that, these functional units may work independently, or may be combined
to implement some control functions, such as access control and mobility management functions
such as access authentication, security encryption, and location registration of the terminal device,
and session management functions such as establishment, release, and change of a user plane
transmission path.

[0061] Functional units in a 5G network may communicate with each other through a next
generation (next generation, NG) network interface. For example, the UE may transmit a control
plane message with the AMF network element through an NG interface 1 (N1 for short), and the
RAN device may establish a user plane data transmission channel with the UPF through an NG
interface 3 (N3 for short). The AN/RAN device may establish a control plane signaling connection
to the AMF network element through an NG interface 2 (N2 for short), and the UPF may exchange
information with the SMF network element through an NG interface 4 (N4 for short). The UPF
may exchange user plane data with the data network DN through the NG interface 6 (N6 for short),
and the AMF network element may exchange information with the SMF network element through
the NG interface 11 (N11 for short). The SMF network element may exchange information with
the PCF network element through an NG interface 7 (N7 for short), and the AMF network element
may exchange information with the AUSF through an NG interface 12 (N12 for short).

[0062] The network architecture shown in FIG. 1 is a reference point-based network
architecture, and the network architecture is a network architecture in a non-roaming scenario.
Certainly, the method in this application may also be applied to a roaming scenario, and the
network architecture is not limited to a reference point-based network architecture. A network
architecture based on a service-based interface may also be used.

[0063] FIG. 2 is a schematic diagram of a 5G network architecture according to another
embodiment of this application. As shown in FIG. 2, the network architecture is mainly a network
architecture based on a service-based interface. Compared with the network architecture shown in
FIG. 1, a core network further includes an NEF network element and an NRF network element.
[0064] In a scenario based on the service-based interface, some network elements in the core
network are connected through buses. As shown in FIG. 2, an AUSF network element, an AMF
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network element, an SMF network element, an AF network element, a UDM, a PCF network
element, a network storage function (network repository function, NRF) network element, a
network exposure function (network exposure function, NEF) network element, and an NSSF
network element are interconnected through a bus. When the network elements are interconnected
through the bus, a service-oriented interface is used. For example, the AUSF network element is
connected to the bus through an Nausf interface, the AMF network element is connected to the bus
through an Namf interface, the SMF network element is connected to the bus through an Nsmf
interface, the AF network element is connected to the bus through a NAF network element
interface, the UDM is connected to the bus through an Nudm interface, the PCF network element
is connected to the bus through the NPCF network element interface, the NRF connects to the bus
through an Nnrf interface, the NEF connects to the bus through an Nnef interface, and the NSSF
connects to the bus through an Nnssf interface.

[0065] Currently, when the 5G network supports an N26 interface and the terminal device
supports an S1 mode, a registration process of the UE may include two SMC processes. In the
registration process of the UE, a case that a first SMC process is normal but a second SMC process
is abnormal may occur. In this case, when the UE initiates a registration request again, the network
may not re-execute the second SMC process because the first SMC process is normal, that is, a 5G
NAS security context between the UE and the network is normal. However, configuration
information of an EPS NAS security algorithm is delivered by the network to the UE in the second
SMC process. As a result, the UE after successful registration does not have the EPS NAS security
algorithm, and problems such as handover failure, service interruption, and/or service function
discontinuity are caused when the UE is subsequently handed over to the long term evolution (long
term evolution, LTE).

[0066] In view of the foregoing problem, this application provides a new technical solution.
The technical solution provided in this application may ensure that an access and mobility
management function entity can successfully configure the EPS NAS security algorithm for a
terminal device.

[0067] FIG. 3 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to an embodiment of this application. As shown in FIG. 3, the method includes
at least S301 to S302.

[0068] S301. An access and mobility management function entity determines that a selected

11



10

15

20

25

30

EPS NAS security algorithm has not been successfully provided to a terminal device.

[0069] In this embodiment, the selected EPS NAS security algorithm provided by the access
and mobility management function entity to the terminal device may be an EPS NAS security
algorithm selected by the access and mobility management function entity for the terminal device
in a scenario where the terminal device does not have a valid EPS NAS security algorithm.
Alternatively, the selected EPS NAS security algorithm provided by the access and mobility
management function entity to the terminal device may be an EPS NAS security algorithm
reselected by the access and mobility management function entity for the terminal device in a
scenario where the terminal device already has a valid EPS NAS security algorithm.

[0070] An implementation in which the access and mobility management function entity
provides the selected EPS NAS security algorithm for the terminal device is that: The access and
mobility management function entity sends a first message to the terminal device, where the first
message includes an information element (information element, IE) of the EPS NAS security
algorithm selected by the access and mobility management function entity for the terminal device.
An example of the first message is an SMC message.

[0071] The information element of the NAS security algorithm in this embodiment may
indicate an algorithm used for encryption and integrity protection, and the information element of
the EPS NAS security algorithm may indicate an algorithm used for encryption and integrity
protection in an EPS. The information element in this embodiment may also be replaced with
information. The information element may be the selected EPS NAS security algorithm itself, or
may be information used to indicate the selected EPS NAS security algorithm, for example, may
be a valid value that indicates the selected EPS NAS security algorithm. For example, a specific
form of the information element in this embodiment may be bits.

[0072] In the implementation, an example in which the access and mobility management
function entity determines that the selected EPS NAS security algorithm has not been successfully
provided to the terminal device includes that: The access and mobility management function entity
determines that no first completion message is received from the terminal device, where the first
completion message indicates that the terminal device has received the information element of the
EPS NAS security algorithm selected by the access and mobility management function entity for
the terminal device. For example, when the access and mobility management function entity has
not received the first completion message from the terminal device within a preset duration, it may
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be determined that the selected EPS NAS has not been successfully provided to the terminal device.
An example of the first completion message is an SMC completion message.

[0073] Another example in which the access and mobility management function entity
determines that the selected EPS NAS security algorithm has not been successfully provided to
the terminal device includes that: The terminal device sends a first indication message to the access
and mobility management function entity if the terminal device has not received the first message
from the access and mobility management function entity within a preset time, where the first
indication message indicates that the terminal device has not successfully receive the information
element of the EPS NAS security algorithm; and after receiving the first indication message, the
access and mobility management function entity determines that the selected EPS NAS security
algorithm has not been successfully provided to the terminal device.

[0074] In some implementations of this embodiment, the access and mobility management
function entity supports an N26 interface, and the terminal device supports an S1 mode. The N26
interface is an interface between a fourth generation (4th generation, 4G) core network and a 5G
core network, namely, an interface between a mobility management entity function (mobility
management entity, MME) network element and an AMF network element, which is used for
interoperation between 4G and 5G. That the terminal device supports the S1 mode indicates that
the terminal device supports connection to an LTE network.

[0075] In some implementations of this embodiment, before the access and mobility
management function entity determines whether the selected EPS NAS security algorithm has
been successfully provided to the terminal device, or before the access and mobility management
function entity provides the selected EPS NAS security algorithm for the terminal, the access and
mobility management function entity may receive a registration request (Registration Request)
message from the terminal device.

[0076] In an example, after receiving the registration request message from the terminal device,
the access and mobility management function entity may determine, in response to the registration
request message, whether a valid 5G NAS security context indicated by the terminal device exists
on the access and mobility management function entity. If the valid 5G NAS security context exists,
it is further determined whether the access and mobility management function entity has
successfully provided the selected EPS NAS security algorithm to the terminal device. If the valid
5G NAS security context does not exist, an SMC process is delivered to the terminal device, to
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activate the valid 5G NAS security context indicated by the terminal device.

[0077] When the valid 5G NAS security context indicated by the terminal device does not
exist on the access and mobility management function entity, if the terminal device supports the
S1 mode and the access and mobility management function entity supports the N26 interface, after
delivering the SMC process to the terminal device for a first time, the access and mobility
management function entity may further deliver the SMC process to the terminal device again, and
carry the EPS NAS security algorithm selected for the terminal device. When the valid 5G NAS
security context indicated by the terminal device does not exist on the access and mobility
management function entity, if the terminal device does not support the S1 mode and/or the access
and mobility management function entity does not support the N26 interface, after delivering the
SMC process to the terminal device for a first time, the access and mobility management function
entity may not deliver the SMC process to the terminal device again, and carry the information
element of the EPS NAS security algorithm selected for the terminal device.

[0078] In this embodiment, optionally, after determining that the selected EPS NAS security
algorithm has not been successfully provided to the terminal device, the access and mobility
management function entity may mark marker information indicating that the selected EPS NAS
security algorithm has not been successfully configured for the terminal device.

[0079] For example, the access and mobility management function entity may be an AMF
network element in a 5G network, or may be a network element having an access and mobility
management function in a 6G network.

[0080] S302. The access and mobility management function entity provides the selected EPS
NAS security algorithm for the terminal device.

[0081] In other words, after determining that the selected EPS NAS security algorithm has not
been successfully provided to the terminal device, the access and mobility management function
entity provides the selected EPS NAS security algorithm for the terminal device again.

[0082] For example, if the access and mobility management function entity has not received
the first completion message from the terminal device (within a preset time) after sending the first
message to the terminal device, the access and mobility management function entity may
determine that the selected EPS NAS security algorithm has not been successfully provided to the
terminal device. Therefore, the first message is resent to the terminal device.

[0083] For another example, if the access and mobility management function entity has not
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received a first completion message from the terminal device (within a preset time) after sending
the first message to the terminal device, the access and mobility management function entity may
determine that the selected EPS NAS security algorithm has not been successfully provided to the
terminal device, and mark the selected EPS NAS security algorithm as an invalid value. Then after
receiving the registration request message from the terminal device, when a valid 5G security
context of the terminal device exists on the access and mobility management function entity, the
access and mobility management function entity resends the first message to the terminal device
because the selected EPS NAS security algorithm is marked as an invalid value. For an
implementation of the example, reference may be made to the embodiment shown in FIG. 4.
[0084] For another example, when the access and mobility management function entity
updates the selected EPS NAS security algorithm to the terminal device, and determines that the
updated EPS NAS security algorithm has not been successfully provided to the terminal device,
indication information for updating the selected EPS NAS security algorithm may be generated.
When an initial access request message (for example, a registration request message) is received
from the terminal device, the updated EPS NAS security algorithm is provided again to the
terminal device based on the indication information. For an implementation of the example,
reference may be made to the embodiment shown in FIG. 5.

[0085] In an example, the access and mobility management function entity selects a ciphering
algorithm and an integrity algorithm that are used in the EPS, and indicates the selected algorithm
to the terminal device through an information element of the selected EPS NAS security algorithm,
for example, by sending an SMC message to the terminal device. The SMC message includes an
information element of the selected EPS NAS security algorithm to indicate the selected algorithm
to the terminal device.

[0086] In the technical solution provided in this application, when the access and mobility
management function entity fails to provide the selected EPS NAS security algorithm for the
terminal device, the access and mobility management function entity provides the selected EPS
NAS security algorithm for the terminal device again. It may be ensured that the access and
mobility management function entity can successfully configure the selected EPS NAS security
algorithm for the terminal device.

[0087] It should be noted that, in the method provided in this embodiment of this application,
the access and mobility management function entity resends an EPS NAS security algorithm
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selected by the access and mobility management function entity, or a 5G security algorithm
obtained when a terminal device supporting a 5G and/or a 6G network registers with a 6G network
in the future. The 5G security algorithm may be used by the terminal device to subsequently
generate a 5G NAS security context.

[0088] In other words, any method in which the access and mobility management function
entity sends the NAS security context to the terminal device when determining that the NAS
security context used by the terminal device to subsequently generate the NAS security context
has not been successfully provided to the terminal device may fall within the protection scope of
the technical solutions of this application.

[0089] FIG. 4 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to an embodiment of this application. As shown in FIG. 4, the method includes
at least S401 to S414. In this embodiment, the access and mobility management function entity is
an AMF network element.

[0090] S401. UE sends a registration request message to an AMF network element, where a
value of an ngKSI carried in the registration request message is 7. For ease of description, the
registration request message may be referred to as a first registration request message.

[0091] In this case, no 5G NAS security context exists on a UE side. Therefore, a value of a
key set identifier for next generation radio access network (key set identifier for next generation
radio access network, ngKSI) carried in the first registration request information initiated by the
UE to the AMF network element is 7, where 7 indicates that no 5G NAS security context exists on
the UE side.

[0092] S402. The AMF network element sends an identity request (identity request) message
to the UE.

[0093] S403. The UE sends an identity response (identity response) message to the AMF
network element.

[0094] S404. The AMF network element sends an authentication request (authentication
request) message to the UE.

[0095] Optionally, after receiving the authentication request (authentication request) message
sent by the AMF network element, the UE may generate an inactive 5G NAS security context
based on the authentication request (authentication request) message.

[0096] S405. The UE sends an authentication response (authentication response) message to
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the AMF network element.

[0097] S402 to S405 are a process of performing identity authentication and authentication
between the UE and the AMF network element. After the UE succeeds in the identity
authentication and authentication of the AMF network element, the AMF network element
performs the following registration process with the UE.

[0098] S406. The AMF network element sends an SMC message to the UE, where the SMC
message carries a valid value of the ngKSI. The SMC message may be referred to as a first SMC
message.

[0099] After the UE succeeds in the identity authentication and authentication of the AMF
network element, the AMF network element sends the first SMC message to the UE, where the
first SMC message carries a valid value of the ngKSI, and is used to activate a 5G NAS security
context in the UE. In this case, a current security context (current security context) corresponding
to the valid value of the ngKSI carried in the first SMC message exists in the UE. The valid value
of the ngKSI may be any integer value from 0 to 6, and each integer value corresponds to a set of
5G NAS security contexts.

[00100] S407. The UE sends an SMC completion message to the AMF network element. The
SMC completion message may be referred to as a first SMC completion message.

[00101]  After successfully receiving the first SMC message sent by the AMF network element,
and successfully activating the 5G NAS security context based on the valid value of the ngKSI
carried in the first SMC message, the UE sends the first SMC completion message to the AMF
network element. It indicates that the 5G NAS security context corresponding to the valid value
of the ngKSI has been configured for the UE.

[00102] S408. The AMF network element sends an SMC message to the UE, where the SMC
message carries an information element of the selected EPS NAS security algorithm. The SMC
message is referred to as a second SMC message.

[00103] After receiving the first SMC completion message sent by the UE, the AMF network
element sends a second SMC message to the UE, where the second SMC message carries the
information element of the selected EPS NAS security algorithm, and is configured to configure
the EPS NAS security algorithm corresponding to the information element of the selected EPS
NAS security algorithm for the UE. The information element of the EPS NAS security algorithm
may be any integer value from 0 to 7, and each integer value corresponds to one EPS NAS security
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algorithm.

[00104] It may be understood that the UE in this embodiment supports an S1 mode, and the
AMF network element supports an N26 interface.

[00105] S409. If the AMF network element has not received an SMC completion message sent
by the UE in response to the second SMC message, the AMF network element marks the selected
EPS NAS security algorithm as invalid. The SMC completion message is referred to as a second
SMC completion message.

[00106] After the AMF network element sends the second SMC message to the UE, the AMF
network element has not received the second SMC completion message sent by the UE. It indicates
that the UE fails to configure the selected EPS NAS security algorithm corresponding to the
information element of the selected EPS NAS security algorithm that is carried by the AMF in the
second SMC message.

[00107] In a possible implementation, due to a factor such as an abnormal network signal, the
UE has not received the second SMC message that carries the information element of the selected
EPS NAS security algorithm and that is sent by the AMF network element.

[00108] In another possible implementation, the UE receives the second SMC message that
carries the information element of the selected EPS NAS security algorithm and that is sent by the
AMF network element, but fails to successfully configure the corresponding selected EPS NAS
security algorithm based on the information element of the selected EPS NAS security algorithm.
[00109] S401 to S409 may be referred to as a first registration process. The registration process
described below may be referred to as a second registration process.

[00110] S410. UE sends a registration request message to an AMF network element, where the
registration request information carries a valid value of an ngKSI. The registration request message
may be referred to as a second registration request message.

[00111] After performing the first registration process, the UE has successfully activated the
corresponding 5G NAS security context based on the valid value of the ngKSI carried by the AMF
network element in the first SMC message. When the UE initiates the second registration request
message to the AMF network element, a value of the ngKSI carried in the second registration
request message is a valid value of the ngKSI corresponding to the 5G NAS security context in
the UE. In other words, the valid value of the ngKSI carried in the second registration request
message by the UE is the same as the valid value of the ngKSI carried in the first SMC message
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of the AMF network element in the first registration process.

[00112] S411. The AMF network element checks the second registration request message.
[00113] The check performed by the AMF network element on the second registration request
message includes performing integrity check on the second registration request message and
determining whether the AMF network element can successfully decrypt a NAS message container
(NAS message container) in the second registration request message.

[00114] S412. The AMF network element sends an SMC message to the UE, where the SMC
message carries a valid value of the ngKSI and an information element of the selected EPS NAS
security algorithm. The SMC message may be referred to as a third SMC message.

[00115] Details are as follows. The AMF network element checks whether a valid EPS NAS
security algorithm exists in a security context corresponding to the ngKSI of the terminal device,
and if the valid EPS NAS security algorithm does not exist, provides the selected EPS NAS
security algorithm through an SMC process.

[00116] In this embodiment, because in S409, the AMF network element marks the selected
EPS NAS security algorithm corresponding to the ngKSI in the current security context as invalid,
the AMF network element sends the third SMC message to the UE.

[00117] For example, the valid value of the ngKSI carried in the third SMC message is the same
as the valid value of the ngKSI carried in the second registration request information of the UE
and the valid value of the ngKSI carried in the first SMC message of the AMF network element in
the first registration request process. An information element that is of the selected EPS NAS
security algorithm and that is carried in the third SMC message is the same as an information
element that is of the EPS NAS security algorithm and that is carried by the AMF network element
in the second SMC message. The terminal device configures the selected EPS NAS security
algorithm based on the information element that is of the selected EPS NAS security algorithm
and that is carried in the third SMC message.

[00118] S413. The UE sends an SMC completion message to the AMF network element. The
SMC completion message may be referred to as a third SMC completion message.

[00119]  After successfully configuring the selected EPS NAS security algorithm corresponding
to the information element that is of the selected EPS NAS security algorithm and that is carried
in the third SMC message by the AMF network element, the UE sends the third SMC completion
message to the AMF network element.
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[00120] S414. The AMF network element sends a registration success message to the UE.
[00121] After the UE successfully registers based on the second registration request message,
the AMF network element sends a registration success message to the UE.

[00122] In the technical solution provided in this application, when the UE initiates a
registration request message to the AMF network element when no 5SG NAS security context exists,
and when the UE supports the S1 mode, and a network supports the N26 interface, the UE
successfully receives only the first SMC message in a first registration process, and activates the
5G NAS security context. When the AMF network element has not received a second SMC
completion message from the UE, the AMF network element marks that the selected EPS NAS
security algorithm has not been successfully configured, and when the UE initiates the second
registration request message, the AMF network element provides the selected EPS NAS security
algorithm for the UE again based on the marked information indicating that the selected EPS NAS
security algorithm has not been successfully configured, to ensure that the AMF network element
can successfully configure the selected EPS NAS security algorithm for the UE.

[00123] FIG. 5 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to another embodiment of this application. As shown in FIG. 5, the method
includes at least S501 to S507. In this embodiment, the access and mobility management function
entity is an AMF network element.

[00124] S501. UE sends a service request message or a registration request message to an AMF
network element. The service request message may be referred to as a first service request message,
and the registration request message may be referred to as a first registration request message.
[00125] The UE sends an initial access process message such as the first service request
message or the first registration request message to the AMF, to trigger link establishment and
enter a connected state.

[00126] In this embodiment, the UE has a valid EPS NAS security algorithm.

[00127] S502. The AMF network element sends an SMC message to the UE, where the SMC
message carries an information element of the updated selected EPS NAS security algorithm. The
SMC message may be referred to as a first SMC message.

[00128] The AMF network element is to modify an existing EPS NAS security algorithm in the
UE. Therefore, the first SMC message sent by the AMF network element to the UE carries the
information element of the updated selected EPS NAS security algorithm to be configured for the
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UE.

[00129] S503. If the AMF network element has not received the SMC completion message sent
by the UE, the AMF network element marks a failure in the configuration of the updated selected
EPS NAS security algorithm, and releases a link. The SMC completion message may be referred
to as a first SMC completion message.

[00130] If the AMF network element has not received the first SMC completion message, an
initial access process such as the service request or the registration request is terminated. In this
case, the AMF network element needs to mark marker information used to indicate that
configuration of the updated selected EPS NAS security algorithm fails, and release a link resource.
[00131] S504. The UE sends a service request message or a registration request message to the
AMF network element again. The service request message may be referred to as a second service
request message, and the registration request message may be referred to as a second registration
request message.

[00132] The UE sends an initial access process message such as the second service request
message or the second registration request message to the AMF network element, triggers link
establishment again, and then enters a connected state.

[00133] S505. The AMF network element determines that identification information indicating
that configuration of the updated selected EPS NAS security algorithm fails exists.

[00134]  After receiving an initial access process message such as the second service request
message or the second registration request message sent by the UE, the AMF network element
needs to determine whether the identification information used to indicate that the configuration
of the updated selected EPS NAS security algorithm fails exists. If the identification information
indicating that the configuration of the updated selected EPS NAS security algorithm fails exists
in the AMF network element, the AMF network element needs to resend, to the UE, an SMC
message that carries the information element of the updated selected EPS NAS security algorithm.
[00135] S506. The AMF network element sends an SMC message to the UE, where the SMC
message carries an information element of the updated selected EPS NAS security algorithm. The
SMC message may be referred to as a second SMC message.

[00136] The AMF network element sends a second SMC message to the UE, where the second
SMC message carries an information element of the updated selected EPS NAS security algorithm
that is to be configured for the UE.
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[00137] Optionally, the information element that is of the updated selected EPS NAS security
algorithm and that is carried in the second SMC message may be the same as the information
element that is of the updated selected EPS NAS security algorithm and that is carried in the first
SMC message, or may be different from the information element of the updated selected EPS NAS
security algorithm that is carried in the first SMC message.

[00138] S507. The UE sends an SMC completion message to the AMF network element. The
SMC completion message may be referred to as a second SMC completion message.

[00139] After successfully configuring the updated selected EPS NAS security algorithm
corresponding to the information element that is of the updated selected EPS NAS security
algorithm and that is carried by the AMF network element in the second SMC message, the UE
sends the second SMC completion message to the AMF network element. In this case, the EPS
NAS security algorithm in the UE is consistent with the updated selected EPS NAS security
algorithm in the AMF network element.

[00140] In the technical solutions provided in this application, an EPS NAS security algorithm
exists in the UE, and the AMF network element expects to change the EPS NAS security algorithm
in the UE. When the UE is in a connected state, the AMF network element sends, to the UE, an
SMC message that carries the information element of the updated selected EPS NAS security
algorithm, but the AMF network element has not received a response to the SMC completion
message sent by the UE, and the AMF network element marks the information indicating that the
updated selected EPS NAS security algorithm has not been successfully modified. When the UE
is in the connected state again, the AMF network element re-delivers the SMC message of the
information element of the updated selected EPS NAS security algorithm to the UE based on the
marked information indicating that the updated selected EPS NAS security algorithm has not been
successfully modified. This ensures that the AMF network element can successfully configure the
updated selected EPS NAS security algorithm for the UE, so that the EPS NAS security algorithm
in the UE is consistent with that in the AMF network element.

[00141] FIG. 6 is a schematic flowchart of another method for configuring an EPS NAS security
algorithm according to an embodiment of this application. As shown in FIG. 6, the method includes
at least S601 to S604.

[00142] S601. A terminal device determines that a selected EPS NAS security algorithm
corresponding to a 5G NAS security context does not exist.
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[00143] In this embodiment, the 5G NAS security context already exists in the terminal device,
but the selected EPS NAS security algorithm corresponding to the 5G NAS security context does
not exist.

[00144] Animplementation in which the terminal device activates the 5G NAS security context
is that: After the terminal device sends a registration request message to an access and mobility
management function entity, the access and mobility management function entity sends a third
message to the terminal device, where the third message includes a 5G NAS security context; after
receiving the third message and successfully activating the 5G NAS security context based on the
third message, the terminal device sends a third completion message to the access and mobility
management function entity, where the third completion message indicates that the terminal device
has received the third message; and after receiving the third completion message from the terminal
device, the access and mobility management function entity provides the selected EPS NAS
security algorithm for the terminal device. An example of the third message is an SMC message,
and an example of the third completion message is an SMC completion message.

[00145] In the implementation, an example in which the terminal device determines that the
selected EPS NAS security algorithm corresponding to the 5G NAS security context does not exist
includes the following: The terminal device determines that the information element of the selected
EPS NAS security algorithm has not been received from the access and mobility management
function entity. For example, if the terminal device has not received the information element of
the selected EPS NAS security algorithm from the access and mobility management function entity
within the preset time, it may be determined that the selected EPS NAS security algorithm
corresponding to the 5G NAS security context does not exist.

[00146] In the possible implementation, the access and mobility management function entity
supports an N26 interface, and the terminal device supports an S1 mode.

[00147] Another implementation in which the terminal device activates the 5G NAS security
context is as follows: When the terminal device is connected to an LTE network, the terminal
device requests registration from the AMF network element in the NR system and completes a
registration process. The terminal device activates the 5G NAS security context in the registration
process. After completing the registration process, the terminal device disconnects from the LTE
network, and requests registration from the AMF network element in the NR system again.
[00148] In the implementation, an example in which the terminal device determines that the
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selected EPS NAS security algorithm corresponding to the 5G NAS security context does not exist
includes the following: If no corresponding selected EPS NAS security algorithm exists in an
ngKSI of the terminal device, it may be determined that the selected EPS NAS security algorithm
corresponding to the 5G NAS security context does not exist.

[00149] In the possible implementation, the terminal device supports the S1 mode, and the
terminal device may determine that the AMF network element supports the N26 interface.
[00150] S602. The terminal device deletes the SG NAS security context.

[00151] If the terminal device determines that the selected EPS NAS security algorithm
corresponding to the 5G NAS security context does not exist, the activated 5G NAS security
context is deleted.

[00152] Optionally, if the terminal device determines that the selected EPS NAS security
algorithm corresponding to the 5G NAS security context does not exist, the terminal device sets
the ngKSI to an invalid value, that is, sets a value of the ngKSI to 7.

[00153] S603. The terminal device sends a second message to an access and mobility
management function entity, where the second message is used to request the 5G NAS security
context.

[00154] In an example, when the terminal device sends the second message to the access and
mobility management function entity, a value of the ngKSI carried in the second message is 7, and
7 indicates that no 5G NAS security context exists in the terminal device.

[00155] Optionally, after the access and mobility management function entity receives, from
the terminal device, the second message that carries a value of the ngKSI being 7, the access and
mobility management function entity sends a fourth message to the terminal device, where the
fourth message includes a valid value of the ngKSI. A valid value of the ngKSI may be any integer
value from 0 to 6, and each integer value corresponds to a set of SG NAS security contexts. An
example of the fourth message is an SMC message.

[00156] If the terminal device successfully activates the 5G NAS security context based on the
fourth message that is sent by the access and mobility management function entity and that carries
the valid value of the ngKSI, the terminal device sends a fourth completion message to the access
and mobility management function entity, where the fourth completion message indicates that the
terminal device has received the valid value of the ngKSI sent by the access and mobility
management function entity, and successfully activates, based on the valid value of the ngKSI, the
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5G NAS security context corresponding to the valid value of the ngKSI. An example of the fourth
completion message is an SMC completion message.

[00157] Optionally, a message that enables the access and mobility management function entity
to be notified that a 5G NAS security context is provided to the terminal device may be referred
to as a second message in this embodiment of this application.

[00158] For example, the second message may be a registration request message. The access
and mobility management function entity may determine, based on a value of the ngKSI carried
in the registration request message, whether a 5G NAS security context exists in the terminal
device. If the value of the ngKSI carried in the registration request message is 7, it indicates that
the 5G NAS security context does not exist in the terminal device, and the access and mobility
management function entity needs to provide the 5G NAS security context for the terminal device.
[00159] S604. The terminal device receives an information element of the selected EPS NAS
security algorithm from the access and mobility management function entity.

[00160] In an example, after reactivating the SG NAS security context, the terminal device can
receive a fifth message sent by the 5G NAS security context, where the fifth message includes an
information element of the selected EPS NAS security algorithm determined by the 5G NAS
security context. The information element of the selected EPS NAS security algorithm may be any
integer value from 0 to 7, and each integer value corresponds to one selected EPS NAS security
algorithm. An example of the fifth message is an SMC message.

[00161] In the technical solution provided in this application, when the 5G NAS security
context already exists in the terminal device, it is first determined whether the corresponding
selected EPS NAS security algorithm exists in the 5G NAS security context of the terminal device.
If the terminal device determines that the corresponding selected EPS NAS security algorithm
does not exist in the 5G NAS security context, the terminal device deletes the SG NAS security
context, and requests the 5G NAS security context from the access and mobility management
function entity again. The access and mobility management function entity sends the 5G NAS
security context and the information element of the corresponding selected EPS NAS security
algorithm to the terminal device again, to ensure that the terminal device can successfully
configure the EPS NAS security algorithm.

[00162] FIG. 7 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to still another embodiment of this application. As shown in FIG. 7, the
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method includes at least S701 to S719. In this embodiment, the access and mobility management
function entity is an AMF network element.

[00163] S701. UE sends a registration request message to an AMF network element, where a
value of an ngKSI carried in the registration request message is 7. For ease of description, the
registration request message may be referred to as a first registration request message.

[00164] S702. The AMF network element sends an identity request (identity request) message
to the UE.

[00165] S703. The UE sends an identity response (identity response) message to the AMF
network element.

[00166] S704. The AMF network element sends an authentication request (authentication
request) message to the UE.

[00167] S705. The UE sends an authentication response (authentication response) message to
the AMF network element.

[00168] S706. The AMF network element sends an SMC message to the UE, where the SMC
message carries a valid value of the ngKSI. The SMC message may be referred to as a first SMC
message.

[00169] S707. The UE sends an SMC completion information to the AMF network element.
The SMC completion message may be referred to as a first SMC completion message.

[00170] For S701 to S707 in this embodiment, reference may be made to S401 to S407. Details
are not described herein again.

[00171] S708. The AMF network element sends an SMC message to the UE, where the SMC
message carries an information element of the selected EPS NAS security algorithm. The SMC
message is referred to as a second SMC message.

[00172] S709. If the UE has not received the second SMC message sent by the AMF network
element, a 5G NAS security context is deleted.

[00173] In this embodiment, a possible reason why the UE has not received the second SMC
message sent by the AMF network element is that the second SMC message fails to reach the UE
due to interruption of a first registration process. Another possible reason is that the AMF network
element does not perform S708, that is, the AMF network element does not send the information
element of the selected EPS NAS security algorithm to the UE. It may be learned that S708 in this
embodiment is optional, that is, not a mandatory step.
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[00174] In S707, the UE sends the first SMC completion message to the AMF network element,
which indicates that the UE has successfully activated the 5G NAS security context corresponding
to the valid value of the ngKSI carried in the first SMC message. However, if the UE has not
received the second SMC message sent by the AMF network element, it indicates that the selected
EPS NAS security algorithm corresponding to the information element that is of the selected EPS
NAS security algorithm and that is carried in the second SMC message does not exist in the UE.
In this case, the UE needs to delete the activated 5G NAS security context and initiates a
registration request to the AMF again to request the 5G NAS security context.

[00175] S701 to S709 may be referred to as a first registration process. The registration process
described below may be referred to as a second registration process.

[00176] S710. UE sends a registration request message to an AMF network element, where a
value of an ngKSI carried in the registration request message is 7. The registration request message
may be referred to as a second registration request message.

[00177] Because the UE deletes the 5G NAS security context in S709, a value of the ngKSI
carried in the second registration request message sent by the UE to the AMF network element is
7, where 7 indicates that the SG NAS security context does not exist in the UE.

[00178] S711. The AMF network element sends an identity request (identity request) message
to the UE.

[00179] S712. The UE sends an identity response (identity response) message to the AMF
network element.

[00180] S713. The AMF network element sends an authentication request (authentication
request) message to the UE.

[00181] S714. The UE sends an authentication response (authentication response) message to
the AMF network element.

[00182] It should be noted that, for S711 to S714, reference may be made to S402 to S405, and
details are not described herein again.

[00183] S715. The AMF network element sends an SMC message to the UE, where the SMC
message carries a valid value of the ngKSI. The SMC message may be referred to as a third SMC
message.

[00184] After the UE succeeds in identity authentication and authentication of the AMF
network element, the AMF network element sends a third SMC message to the UE, where the third

27



10

15

20

25

30

SMC message carries a valid value of the ngKSI, and is used to activate the 5G NAS security
context in the UE.

[00185] Optionally, the valid value of the ngKSI carried in the third SMC message is the same
as a valid value of the ngKSI carried in the first SMC information.

[00186] S716. The UE sends an SMC completion message to the AMF network element. The
SMC completion message may be referred to as a third SMC message.

[00187] After the UE successfully receives the third SMC message sent by the AMF, and
successfully activates the 5G NAS security context based on the valid value of the ngKSI carried
in the third SMC message, the UE sends the third SMC completion message to the AMF network
element. It indicates that the 5G NAS security context corresponding to the valid value of the
ngKSI has been successfully configured for the UE. The valid value of the ngKSI may be any
integer value from 0 to 6, and each integer value corresponds to one 5G NAS security context.
[00188] S717. The AMF network element sends an SMC message to the UE, where the SMC
message carries an information element of the selected EPS NAS security algorithm. The SMC
message may be referred to as a fourth SMC message.

[00189]  After receiving the third SMC completion message sent by the UE, the AMF network
element sends a fourth SMC message to the UE, where the fourth SMC message carries an
information element of the selected EPS NAS security algorithm, which is used to configure, for
the UE, the selected EPS NAS security algorithm corresponding to the information element of the
selected EPS NAS security algorithm.

[00190] Optionally, the information element of the selected EPS NAS security algorithm carried
in the fourth SMC message is the same as the information element of the selected EPS NAS
security algorithm carried in the second SMC message.

[00191] S718. The UE sends an SMC completion message to the AMF network element. The
SMC completion message may be referred to as a fourth SMC message.

[00192]  After successfully configuring the selected EPS NAS security algorithm corresponding
to the information element that is of the selected EPS NAS security algorithm and that is carried
in the fourth SMC message by the AMF network element, the UE sends the fourth SMC
completion message to the AMF network element.

[00193] S719. The AMF network element sends a registration success message to the UE.
[00194] After the UE successfully registers based on the second registration request message,
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the AMF network element sends a registration success message to the UE. In this case, the UE
successfully activates the 5G NAS security context through the second registration request
message, and successfully configures the selected EPS NAS security algorithm.

[00195] In the technical solution provided in this application, when the 5G NAS security
context does not exist, the UE initiates a registration request message to the AMF. When the UE
receives only the first SMC message, but has not received the second SMC message for which the
EPS NAS security algorithm is configured, the UE proactively deletes the activated 5G NAS
security context, and requests the 5G NAS security context from the AMF network element in a
registration request message initiated to the AMF network element again. The AMF network
element sends the 5G NAS security context and the information element of the selected EPS NAS
security algorithm to the terminal device again, to ensure that the terminal device can successfully
configure the EPS NAS security algorithm.

[00196] FIG. 8 is a schematic flowchart of a method for configuring an EPS NAS security
algorithm according to still another embodiment of this application. This embodiment is applicable
to a scenario in which a terminal device is disconnected from an LTE system and requests to
register with an NR system again when the terminal device has completed a registration process
with the NR system in the LTE system and successfully activated a 5G NAS security context. As
shown in FIG. 8, the method includes at least S801 to S811. In this embodiment, the access and
mobility management function entity is an AMF network element.

[00197] S801. UE determines that no EPS NAS security algorithm exists in a current security
context, and deletes the current security context.

[00198] Before initiating a registration request to the NR system, the UE needs to determine
whether a valid EPS NAS security algorithm corresponding to an ngKSI exists in a current security
context of the UE. If the valid EPS NAS security algorithm corresponding to the ngKSI does not
exist in the current security context of the UE, the current security context of the UE is deleted,
that is, a value of a NAS key set identifier in the ngKSI is changed to 7, where 7 indicates that no
5G NAS security context exists in the UE.

[00199] S802. The UE sends a registration request message to an AMF network element, where
a value of the ngKSI carried in the registration request message is 7.

[00200] S803. The AMF network element sends an identity request (identity request) message
to the UE.
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[00201] S804. The UE sends an identity response (identity response) message to the AMF
network element.

[00202] S805. The AMF network element sends an authentication request (authentication
request) message to the UE.

[00203] S806. The UE sends an authentication response (authentication response) message to
the AMF network element.

[00204] S807. The AMF network element sends an SMC message to the UE, where the SMC
message carries a valid value of the ngKSI. The SMC message may be referred to as a first SMC
message.

[00205] S808. The UE sends an SMC completion message to the AMF network element. The
SMC completion message may be referred to as a first SMC completion message.

[00206] S809. The AMF network element sends an SMC message to the UE, where the SMC
message carries an information element of the selected EPS NAS security algorithm. The SMC
message is referred to as a second SMC message.

[00207] S810. The UE sends an SMC completion message to the AMF network element.
[00208] S811. The AMF network element sends registration completion information to the UE.
The SMC completion message is referred to as a second SMC completion message.

[00209] For S802 to S811 in this embodiment, reference may be made to S710 to S719. Details
are not described herein again.

[00210] In the technical solution provided in this application, when the UE is connected to the
LTE system, a registration process with the NR system is completed, and the 5G NAS security
context has been successfully activated. After being disconnected from the LTE network, when the
UE initiates a registration request to the NR system again, first it is determined whether an EPS
NAS security algorithm exists in the 5G NAS security context of the UE. If the EPS NAS security
algorithm does not exist in the 5G NAS security context of the UE, the 5G NAS security context
of the UE is deleted. In addition, the 5G NAS security context is requested again from the AMF
network element in the registration request, and the AMF network element sends the 5G NAS
security context and the information element of the selected EPS NAS security algorithm to the
UE. This ensures that the UE can successfully configure the EPS NAS security algorithm.
[00211] FIG. 9 is a schematic structural diagram of an apparatus for configuring an EPS NAS
security algorithm according to an embodiment of this application. As shown in FIG. 9, the
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apparatus 900 may include a processing module 901 and a sending module 902. The apparatus 900
may be configured to implement operations implemented by an access and mobility management
function entity or an AMF network element in the embodiments shown in any one of FIG. 3 to
FIG. 5.

[00212] In a possible implementation, the apparatus 900 may be configured to implement the
method shown in FIG. 3. For example, the processing module 901 is configured to implement
S301, and the sending module 902 is configured to implement S302.

[00213] In another possible implementation, the apparatus 900 may further include a receiving
module. The apparatus 900 in the implementation may be configured to implement the method
shown in FIG. 4. For example, the processing module 901 is configured to implement S409 and
S411, the sending module 902 is configured to implement S402, S404, S406, S408, S412, and
S414, and the receiving module is configured to implement S401, S403, S405, S407, S410, and
S413.

[00214] In still another possible implementation, the apparatus 900 may further include a
receiving module. The apparatus 900 in the implementation may be configured to implement the
method shown in FIG. 5. For example, the processing module 901 is configured to implement
S503 and S505, the sending module 902 is configured to implement S502 and S506, and the
receiving module is configured to implement S501, S504, and S507.

[00215] FIG. 10 is a schematic structural diagram of an apparatus for configuring an EPS NAS
security algorithm according to another embodiment of this application. As shown in FIG. 10, an
apparatus 1000 may include a processing module 1001, a sending module 1002, and a receiving
module 1003. The apparatus 1000 may be configured to implement operations implemented by
the terminal device in the embodiment shown in any one of FIG. 6 to FIG. 8.

[00216] In a possible implementation, the apparatus 1000 may be configured to implement the
method shown in FIG. 6. For example, the processing module 1001 is configured to implement
S601 and S602, the sending module 1002 is configured to implement S603, and the receiving
module 1003 is configured to implement S604.

[00217] In another possible implementation, the apparatus 1000 may be configured to
implement the method shown in FIG. 7. For example, the processing module 1001 is configured
to implement S709, the sending module 1002 is configured to implement S701, S703, S705, S707,
S710, S712, S714, S716, and S718, and the receiving module 1003 is configured to implement
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S702, S704, S706, S708, S711, S713, S715, S717, and S719.

[00218] In still another possible implementation, the apparatus 1000 may be configured to
implement the method shown in FIG. 8. For example, the processing module 1001 is configured
to implement S801, the sending module 1002 is configured to implement S802, S804, S806, S808,
and S810, and the receiving module 1003 is configured to implement S803, S805, S807, S809,
and S811.

[00219] FIG. 11 is a schematic structural diagram of an apparatus for configuring an EPS NAS
security algorithm according to still another embodiment of this application. The apparatus 1100
shown in FIG. 11 may be configured to perform the method implemented by an access and
mobility management function entity or an AMF network element in any one of the embodiments
shown in FIG. 3 to FIG. 5, or may be configured to perform the method implemented by a terminal
device in any one of the embodiments shown in FIG. 6 to FIG. 8.

[00220] As shown in FIG. 11, the apparatus 1100 in this embodiment includes: a memory 1101,
a processor 1102, a communication interface 1103, and a bus 1104. The memory 1101, the
processor 1102, and the communication interface 1103 communicate with each other through the
bus 1104.

[00221] The memory 1101 may be a read only memory (read only memory, ROM), a static
storage device, a dynamic storage device, or a random access memory (random access memory,
RAM). The memory 1101 may store a program. When the program stored in the memory 1101 is
executed by the processor 1102, the processor 1102 may be configured to perform steps of the
methods shown in FIG. 3 to FIG. 8.

[00222] The processor 1102 may be a general-purpose central processing unit (central
processing unit, CPU), a microprocessor, an application specific integrated circuit (application
specific integrated circuit, ASIC), or one or more integrated circuits, and is configured to execute
a related program, to implement the method for configuring an EPS NAS security algorithm in the
method embodiments of this application.

[00223] The processor 1102 may further be an integrated circuit chip, and has a signal
processing capability. In an implementation process, the steps of the method in embodiments of
this application may be completed through an integrated logic circuit of hardware in the processor
1102 or instructions in a form of software.

[00224] The processor 1102 may further be a general-purpose processor, a digital signal
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processor (digital signal processor, DSP), an application-specific integrated circuit (ASIC), a field
programmable gate array (field programmable gate array, FPGA) or another programmable logical
device, a discrete gate or a transistor logic device, or a discrete hardware component. The methods,
the steps, and logical block diagrams that are disclosed in embodiments of this application may be
implemented or performed. The general purpose processor may be a microprocessor, or the
processor may be any conventional processor or the like.

[00225] Steps of the methods disclosed with reference to embodiments of this application may
be directly performed and completed through a hardware decoding processor, or may be performed
and completed through a combination of hardware and software modules in the decoding processor.
A software module may be located in a mature storage medium in the art, such as a random access
memory, a flash memory, a read-only memory, a programmable read-only memory, an electrically
erasable programmable memory, or a register. The storage medium is located in the memory 1101,
and the processor 1102 reads information in the memory 1101, and completes, with reference to
hardware of the processor, functions that need to be performed in the methods in embodiments of
this application. For example, the processor may perform steps/functions in the embodiments
shown in FIG. 3 to FIG. 8.

[00226] The communication interface 1103 may use, but not limited to, a transceiver apparatus
of a transceiver type, to implement communication between the apparatus 1100 and another device
or a communication network.

[00227] The bus 1104 may be included in a channel on which information is transmitted among
the components (for example, the memory 1101, the processor 1102, and the communication
interface 1103) of the apparatus 1100.

[00228] It should be understood that the apparatus 1100 shown in this embodiment of this
application may be an electronic device, or may be a chip configured in an electronic device.
[00229] It should be understood that, the processor in this embodiment of this application may
be a central processing unit (central processing unit, CPU), and may further be another general-
purpose processor, a digital signal processor (digital signal processor, DSP), an application specific
integrated circuit (application specific integrated circuit, ASIC), a field programmable gate array
(field programmable gate array, FPGA), or another programmable logic device, a discrete gate or
a transistor logic device, a discrete hardware component, or the like. The general purpose processor
may be a microprocessor, or the processor may be any conventional processor or the like.
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[00230] It should be further understood that the memory in this embodiment of this application
may be a volatile memory or a nonvolatile memory, or may include a volatile memory and a
nonvolatile memory. The nonvolatile memory may be a read-only memory (read-only memory,
ROM), a programmable read-only memory (programmable ROM, PROM), an erasable
programmable read-only memory (erasable PROM, EPROM), an electrically erasable
programmable read-only memory (electrically EPROM, EEPROM), or a flash memory. The
volatile memory may be a random access memory (random access memory, RAM) that is used as
an external cache. Through examples but not limitative description, many forms of random access
memories (random access memory, RAM) may be used, for example, a static random access
memory (static RAM, SRAM), a dynamic random access memory (DRAM), a synchronous
dynamic random access memory (synchronous DRAM, SDRAM), a double data rate synchronous
dynamic random access memory (double data rate SDRAM, DDR SDRAM), an enhanced
synchronous dynamic random access memory (enhanced SDRAM, ESDRAM), a synchlink
dynamic random access memory (synchlink DRAM, SLDRAM), and a direct rambus dynamic
random access memory (direct rambus RAM, DR RAM).

[00231] Al or a part of the foregoing embodiments may be implemented using software,
hardware, firmware, or any combination thereof. When software is used to implement the
foregoing embodiments, all or a part of the foregoing embodiments may be implemented in a form
of a computer program product. The computer program product includes one or more computer
instructions or computer programs. When the computer instructions or the computer programs are
loaded and executed on a computer, the process or functions according to embodiments of this
application are all or partially generated. The computer may be a general-purpose computer, a
dedicated computer, a computer network, or another programmable apparatus. The computer
instructions may be stored in a computer-readable storage medium or may be transmitted from a
computer-readable storage medium to another computer-readable storage medium. For example,
the computer instructions may be transmitted from a website, computer, server, or data center to
another website, computer, server, or data center in a wired (for example, infrared, radio, and
microwave) manner. The computer-readable storage medium may be any usable medium
accessible to a computer, or a data storage device, such as a server or a data center, integrating one
or more usable media. The usable medium may be a magnetic medium (for example, a floppy disk,
a hard disk, or a magnetic tape), an optical medium (for example, DVD), a semiconductor medium,
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or the like. The semiconductor medium may be a solid-state drive.

[00232] It should be understood that the term "and/or" in this specification describes only an
association relationship for describing associated objects and represents that three relationships
may exist. For example, A and/or B may represent the following three cases: Only A exists, both
A and B exist, and only B exists, where A and B may be singular or plural. In addition, the character
"/" in this specification usually indicates an "or" relationship between the associated objects, but
may also indicate an "and/or" relationship. For details, refer to the context for understanding.
[00233] In this application, at least one means one or more, and a plurality of means two or
more. "At least one of the following items (pieces)" or a similar expression thereof refers to any
combination of these items, including any combination of singular items (pieces) or plural items
(pieces). For example, at least one of a, b, or ¢ may represent: a, b, c, a-b, a-c, b-c, or a-b-c, where
a, b, and ¢ may be one or more.

[00234] It should be understood that sequence numbers of the foregoing processes do not mean
execution sequences in various embodiments of this application. The execution sequences of the
processes should be determined based on functions and internal logic of the processes, and should
not be construed as any limitation on the implementation processes of embodiments of this
application.

[00235] A person of ordinary skill in the art may be aware that, in combination with the
examples described in embodiments disclosed in this specification, units and algorithm steps may
be implemented by electronic hardware or a combination of computer software and electronic
hardware. Whether the functions are performed by hardware or software depends on particular
applications and design constraint conditions of the technical solutions. A person skilled in the art
may use different methods to implement the described functions for each particular application,
but it should not be considered that the implementation goes beyond the scope of this application.
[00236] It may be clearly understood by a person skilled in the art that, for the purpose of
convenient and brief description, for a detailed working process of the foregoing system, apparatus,
and unit, reference may be made to a corresponding process in the foregoing method embodiments.
Details are not described herein again.

[00237] In the several embodiments provided in this application, it should be understood that
the disclosed system, apparatus, and method may be implemented in another manner. For example,
the described apparatus embodiment is merely an example. For example, division into the units is
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merely logical function division and may be another division during actual implementation. For
example, a plurality of units or components may be combined or may be integrated into another
system, or some features may be ignored or not performed. In addition, the displayed or discussed
mutual couplings or direct couplings or communication connections may be implemented through
some interfaces. The indirect couplings or communication connections between the apparatuses or
units may be implemented in electronic, mechanical, or other forms.

[00238] The units described as separate parts may or may not be physically separate, and parts
displayed as units may or may not be physical units, may be located in one position, or may be
distributed on a plurality of network units. Some or all of the units may be selected based on actual
requirements to achieve the objectives of the solutions of embodiments.

[00239] In addition, functional units in embodiments of this application may be integrated into
one processing unit, each of the units may exist alone physically, or two or more units are
integrated into one unit.

[00240] When the functions are implemented in the form of a software functional unit and sold
or used as an independent product, the functions may be stored in a computer-readable storage
medium. Based on such an understanding, the technical solutions of this application essentially, or
the part contributing to the conventional technologies, or a part of the technical solutions may be
implemented in a form of a software product. The computer software product is stored in a storage
medium, and includes several instructions for enabling a computer device (which may be a
personal computer, a server, a network device, or the like) to perform all or a part of the steps of
the methods described in embodiments of this application. The foregoing storage medium includes:
any medium that can store program code, such as a USB flash drive, a removable hard disk, a read-
only memory, a random access memory, a magnetic disk, or an optical disc.

[00241] The foregoing descriptions are merely specific implementations of this application, but
are not intended to limit the protection scope of this application. Any variation or replacement
readily figured out by a person skilled in the art within the technical scope disclosed in this
application shall fall within the protection scope of this application. Therefore, the protection scope

of this application shall be subject to the protection scope of the claims.

36



5

10

15

20

25

30

CLAIMS

1. A method for configuring an evolved packet system, EPS, non-access stratum, NAS,
security algorithm, wherein the method comprises:

receiving, by an access and mobility management function entity, a first registration request
message from a terminal device;

determining, in response to the first registration request message by the access and mobility
management function entity, whether a selected EPS NAS security algorithm has been successfully
provided to the terminal device when a valid 5th mobile communication 5G NAS security context
indicated by the terminal device exists on the access and mobility management function entity;
and

providing, by the access and mobility management function entity, the selected EPS NAS
security algorithm for the terminal device when the access and mobility management function
entity determines that the selected EPS NAS security algorithm has not been successfully provided
to the terminal device.

2. The method according to claim 1, wherein before the determining, by the access and
mobility management function entity, whether a selected EPS NAS security algorithm has been
successfully provided to the terminal device, the method further comprises:

sending, by the access and mobility management function entity, a first message to the
terminal device, wherein the first message comprises an information element of the selected EPS
NAS security algorithm; and

the determining, by an access and mobility management function entity, that a selected EPS
NAS security algorithm has not been successfully provided to a terminal device comprises:
determining, by the access and mobility management function entity, that a first completion
message has not been received, wherein the first completion message indicates that the terminal
device has received the first message.

3. The method according to claim 2, wherein the determining, by the access and mobility
management function entity, that a first completion message has not been received comprises:

determining, by the access and mobility management function entity, that the first completion
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message has not been received within a preset time.

4. The method according to claim 2 or 3, wherein the first message is a security mode
command SMC message, and the first completion message is an SMC completion message.

5. The method according to any one of claims 2 to 4, wherein before the sending, by the
access and mobility management function entity, a first message to the terminal device, the method
further comprises:

receiving, by the access and mobility management function entity, a second registration
request message from the terminal device, wherein the second registration request message
comprises a first key set identifier for next generation radio access network ngKSl, and the first
ngKSI indicates that no 5G NAS security context exists on the terminal device.

6. The method according to claim 5, wherein the providing, by the access and mobility
management function entity, the selected EPS NAS security algorithm for the terminal device
comprises:

sending, by the access and mobility management function entity, the first message to the
terminal device, wherein the first message comprises the information element of the selected EPS
NAS security algorithm, and the first message is the SMC message.

7. The method according to any one of claims 1 to 6, wherein the method further comprises:

marking, by the access and mobility management function entity, the selected EPS NAS
security algorithm as invalid when the selected EPS NAS security algorithm has not been
successfully provided to the terminal device.

8. The method according to claim 1, wherein the method further comprises:

determining, by the access and mobility management function entity, to update the selected
EPS NAS security algorithm; and

providing, by the access and mobility management function entity, an updated selected EPS
NAS security algorithm for the terminal device.

9. The method according to claim 8, wherein the method further comprises:

determining, by the access and mobility management function entity, that the updated selected
EPS NAS security algorithm has not been successfully provided to the terminal device; and

providing, by the access and mobility management function entity, the updated selected EPS
NAS security algorithm for the terminal device.

10. The method according to any one of claims 1 to 9, wherein the access and mobility

38



10

15

20

25

30

management function entity supports an N26 interface, and the terminal device supports an S1
mode.

11. A method for configuring an evolved packet system, EPS, non-access stratum, NAS,
security algorithm, wherein the method comprises:

determining, by a terminal device, that a selected EPS NAS security algorithm corresponding
to a 5th generation mobile communication 5G NAS security context does not exist;

deleting, by the terminal device, the 5G NAS security context;

sending, by the terminal device, a second message to an access and mobility management
function entity, wherein the second message is used to request the 5G NAS security context; and

receiving, by the terminal device, an information element of the selected EPS NAS security
algorithm from the access and mobility management function entity.

12. The method according to claim 11, wherein the determining, by a terminal device, that a
selected EPS NAS security algorithm corresponding to a 5G NAS security context does not exist
comprises:

determining, by the terminal device, that the information element of the selected EPS NAS
security algorithm from the access and mobility management function entity has not been received.

13. The method according to claim 12, wherein the determining, by the terminal device, that
the information element of the selected EPS NAS security algorithm from the access and mobility
management function entity has not been received comprises:

skipping, by the terminal device, receiving the information element of the selected EPS NAS
security algorithm from the access and mobility management function entity within a preset time.

14. The method according to any one of claims 11 to 13, wherein before the determining, by
aterminal device, that a selected EPS NAS security algorithm corresponding to a 5G NAS security
context does not exist, the method further comprises:

receiving, by the terminal device, a third message sent by the access and mobility
management function entity, wherein the third message comprises the 5G NAS security context;
and

sending, by the terminal device, a third completion message to the access and mobility
management function entity, wherein the third completion message indicates that the terminal
device has received the third message.

15. The method according to any one of claims 11 to 14, wherein the determining, by a
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terminal device, that a selected EPS NAS security algorithm corresponding to a 5G NAS security
context does not exist comprises:

determining that a next generation radio access network key set identifier ngKSI does not
correspond to the selected EPS NAS security algorithm.

16. The method according to claim 15, wherein the method further comprises:

setting, by the terminal device, the ngKSI to an invalid value.

17. The method according to claim 15 or 16, wherein the terminal device is disconnected
from a long term evolution LTE system, and the second message is used to request to register with
a new radio NR system.

18. The method according to claim 17, wherein the terminal device determines that the access
and mobility management function entity supports an N26 interface.

19. The method according to any one of claims 13 to 18, wherein the access and mobility
management function entity supports the N26 interface, and the terminal device supports an S1
mode.

20. An apparatus for configuring an evolved packet system, EPS, non-access stratum, NAS,
security algorithm, comprising functional modules configured to implement the method according
to any one of claims 1 to 10.

21. An apparatus for configuring an evolved packet system, EPS, non-access stratum, NAS,
security algorithm, comprising functional modules configured to implement the method according
to any one of claims 11 to 19.

22. An apparatus for configuring an evolved packet system, EPS, non-access stratum, NAS,
security algorithm, comprising: a memory and a processor, wherein

the memory is configured to store program instructions; and

the processor is configured to invoke the program instructions in the memory to perform the
method according to any one of claims 1 to 10 or the method according to any one of claims 11 to
19.

23. A chip, comprising at least one processor and a communication interface, wherein the
communication interface and the at least one processor are interconnected through a line, and the
at least one processor is configured to run a computer program or instructions, to perform the
method according to any one of claims 1 to 10 or the method according to any one of claims 11 to
19.
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24. A computer-readable medium, wherein the computer-readable medium stores program
code executed by a computer, and the program code comprises instructions used to perform the
method according to any one of claims 1 to 10 or the method according to any one of claims 11 to
19.

25. A computer program product, wherein the computer program product comprises
instructions, and when the instruction is executed, a computer is enabled to perform the method

according to any one of claims 1 to 10 or the method according to any one of claims 11 to 19.
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