11111121121121122112121121211211211211. * SQ 1 SO 1 FI NANCI AL FRAUD-PREVENTI ON
METH®D AND SYSTEM FI ELD OF THE | NVENTI ON i nvention
rel ates to tel econmunications. In particular, the i nventl on(ﬂmﬂmmwhﬂ“ mmma
met hod and system for authentication and/or verificati on vi

t el ecommuni cati ons. BACKGROUND OF THE I NVENTION ——————S¥EfY¥icces—t hat
afe booked or used via the Internet are constantly increasing. 10The

| nt er net enabl es V|ces such _as services
connected to banHﬁgﬁﬂigPﬁhEgéiﬁfggi‘gﬁﬁﬁﬁﬁﬁﬁ@g OPAND RS EEM mai nt enance,
and so on. The increasing popularity of nobile conputing and
communi cati ons devices introduce new chall enges to services on the

Internet. Mobile term nal s arFHELD GF {IHEIENVENTION or mati on to users vvhen

needed and where eded ers want .ubi quitqus access. to 15 infornmatjon and
appl i cati ons fromn[‘t%ﬁ é‘?ﬂysléwﬁli}“%ﬁ?}ate?h@y teﬁ?@&lwwwas R, (tPelat e

thi's knf eiveatib® reldht8r @V ar metRY ARPRG&emO fd1€ authentication and/ort vérfidafiBPMiaNt to
noti ce, however, that not all the termnals will be nobile. Future services

nmust be é@P@%‘l@@%ﬁmﬁl cate with a |large variety of term nal devices, both
those that are nobile and those that are not. Different term nal deV| ces
have very different 20capabilities. : The interoperability of

di fferent services and teBAIOKGROBWD €F THEUNVENEIGNdar ds on sever al
l evels. It is not _enough to have, say, commpn communication tg)h(_)t ocols. It
woul d be very i npofRvaite e %ﬁé’P@k@oﬁ’ﬁw’éﬁdc‘Gﬁé}éﬁ‘pﬁgC@ﬁUﬂGﬁ@eﬁ@n #icregsinBat a

cert % n Hihgqﬁt et %ﬂ&tﬂesngﬁ:% u@e %C&C?élt 81& ﬂn% %QIIV?C?(%E ‘su ger'lCCIStCO aéCtCQF n Ver y

difficult to agree on 0se | ssues, here exi s an enor nmous nu
conpani ebanksrky@l‘rthsatwoes;sravalmgeﬂmhgWehmtecmantdnaﬁdagaﬂd #l¢h. Many servi ces rrust

be abl e to manage_booki ngs. They .include for exanple booking app0| nt ment s
for health servi nge o[ 1“15@’0&’1'1%%? # EP?EL‘E‘PB‘F&“&W FpeRmBRE Cations [dpYiess  and

rental CafiRdubondd @Halfehggsetb%em&esvcﬁlnﬂﬁ%slntemkMBHl]@%‘ﬁh‘%imta%lef t%rde\fl%ij cle

mai nt enance; 30 booki ng nai nt enance for apartnents SO on | d be
very usefnfbmnatlbntthwersswhm oe@iedcmnlddwyet neefial. édero waht ohnqunalsambdmero. For
exanﬂ € 1n|f<];rmaat1%g Sa;[lé) apphcats 1018 cl)<r|n e ctielv?geegt%anngh%y also want to access and update
this information wherever they happen to be. |
It is important to notice, however, that not all the terminals will be mobile.
Future services must be able to communicate with a large variety of terminal devices, both
those that are mobile and those that are not. Different terminal devices have very different
20  capabilities. | |
The interoperability of different services and terminal devices requires
standards on several levels. It is not enough to have, say,. common communication '
protocols. It would be very important to share common concepts and understanding what a
certain piece of data means in a certain context. However, it has been very difficult to
25  agree on those issues, as there exist an enormous number of companies, organizations, and
other actors in the field. '
Many services must be able to manage bookings. They include for example
booking appointments for health services; booking travel reservations for hotels, airlines,
and rental cars; booking tickets for venues; booking appointments for vehicle maintenance;
30  booking maintenance for apartments; and so on. It would be very useful, if those services
could get information from one another. For example, if a customer is booking tickets for a
concert, he or she might want to book a table in a restaurant also. It helps, if the restaurant's

booking service gets basic information, like date and customer's name from the theater's
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concert, he or she m ght want to book a table in a restaurant also. It
hel ps, if the restaurant's booking service gets basic information, |ike
date and customer's nane fromthe theater's \ JUWUL
11111112112121121212112121211211212111 2 booki ng system Unfortunately,

there have not been nethods to exchange information between different kinds

of booki ng systens. Addi tionally, such services as well as other -
servi ces )ani s k nd..credi a ni.es. have.l ong had -
he. pr oblSonBE e ViloR bl Bl B8 beds Pt aENG e Rmd® SR o | on,
booki ng between diffesent ikéndslo€backingbystemey. that they claimto be. Simlarly,
custoners would like to know that. the information that they are providing
to these servi cesfb’@éﬁﬁ’&ﬁ_l%sguflés%ﬁf?r‘gjast‘ﬁeu peothes chmwwawhﬁﬁ&mkmeu

i nfor mat LM cledit SEYWotpaliel |Ba{/éjﬁ>'ﬁ% by tid %ﬂdgleﬁpéfwéﬂfgﬂx ftﬁ%%éﬂ&%&éﬂlﬂ%
personal information over the infTernet being a contern for nmany we sers

t her e5 exites tnsake he resep@tipnr beoksisgf er patthaemts et acmall Osert thatnthiey wéaitoh an be.
currently. exists. ni es _and organi zations, such as. software
Govel ope Ui GHUPHETENOYERCB TN, L THaRoPIAon (hiiey APdEiahe W ¢
the probkirse Qérvives/asnipariet! isOPbiMg 36 @& WethaP _aéﬂnfzm@ys ah@tEBRGhBY ihRshath &S from
counterfeit goods but consunmers who unknow ngly purchase counterfeit goods
can be hagoueed bDYith figentéy aliide reswitingalremi sibmaittingdparSonsy ihforinetdors o erwthree or

poor qual it nd m sl abeled counterfeit, drugs. .Curr I uch c ani es
re ¢y et Mihedd SRaR RoRERY Nefhah et e nas by Y st O BBuce s
can be ealsdrhativdeliardineady byistshei r custoners either prior to purchase or
prior to use. For services such as booki ng or cal endar functions,

i nf or mati on exchak§@Patieen PGk C5SHIZAONSSs SiFRc hsonPoftwage bolsikelapersr andl endar
entries. I ] - [ di ion fagrts are
Goi ng onPiset A8ERUIATE: rRFY R ol A%, Bt BRORRTLEAGTNGL Sk
pronpt e aressudhl entitieonimmrmedabya 163t nedigso fitoza tdoanteffeint gauds . butCadienfiars ivhoan '

exchange format for personal sched Iin% information. It _is applicable to a -
wi de var FERYWERELY: BYTShergcoR eHR 8edi San PF dersexample, galae istalisd

exchangi L r j -br of .t P, unber
of VEndors a8 BRI o PRB° pdic) o3 pl AR Kopn FRR AR, TR nRH Y, e
pr oduct scampagies hanigeng & dexddop methaddinselnel the authdnntivy ohthied producalcandar i s
an open spii)((:]ifi cati(gﬁﬂq%sed-on i ndustr standcglrds such as the x/ OQpen and

) (APl A CEPERASPTHEeRYE Hl‘l’é‘ﬁt’lﬁﬂeﬁgﬂl&ﬂp TAPUTGIRRE TRHOFEDUSE: nt er nat i onal
date and tine stapgagedviaddsicieas! Bdokifd oMAE @B ctiIndN I HSutiod "R ek endar

format utilizes data normally stored wWithin a calendaring and schedul i ng
appl i catofean, takesclpget 28t $ymgh@0izingebanking optaerfdar eneies hBorgbatopurpeseosevatal on

abo i t.ens_such a vents and to-do. s. An_event i.s cal endari ng, and
Soneul (TR Vg RGP B85 & B phne i SYEIME] et atySty

cal endarinititiv@toizvElBp ané ptcdisiak isivglea BeinmoR it dyRehrBAtzhfioh frb@koll €presents an
action itemor assignment. For instance, it nmay be an item of work assigned
to an i ndfalendanis an exchange format foxpegsanah sehefelingsinformatige Hasgapplitabde rosonal

i nf ormatj i d._0 itio sjness ¢ ...vCard i.s used

i appl 1 i0F; ARG bl P sbh@Mihl BT B im PSR oy

appl i catinfon@ati@pddros@rtiresidrange dERaspoft @icthwisng, nuibd of Paideaytadve hadmedrat i on
Managers), PDAs (Personal . I?’;ﬂtﬁa A}gesi stants), pagers, fax, office equi pnent,
5 artd srBt SPECHIGEOD Prraygiitialigh s theit Bspducty te Fuchanes Falardasing pay sehrdiling

el ement Ik & i - :

A commn SR, CldESey PG p8aBSaid] KENTH A SR AR U o
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utilizes data normally stored within a calendaring and scheduling application, facilitating
30  the cross platform exchange of information about items such as events and to-do's. An
event is a calendaring and scheduling entity that represents a designated amount of time on
a calendar. A to-do is a calendaring and scheduling entity that represents an action item or

assignment. For instance, it may be an item of work assigned to an individual.



10 Anot her problemis that booking systens have nmultiple different and
usually quite conplex user interfaces. If a customer wants to both make an
appointnment with a dentist and book a taxi to take himor her there, the
custonmer needs to enter all the booking information to both booking systens
indifferent ways. Wile the dentist may have in place a secure nmethod of
maki ng reservations, authenticating the client who nmakes the 15 reservation
and receiving pay t. for a bqgokin t he.taxi conpany. may .nat.

Addi tomal 1y 1t BoCEhBomAes e gr 8o HRsAGE STPERAIORIYPIRL fhdioHst ance
when a Clya8ffonfasusRRENcAH VeDard 1HusdIeIn &plidhtestsi BBIP as HREmMEXAM] Foicd matkes
sense to use SMS text nessages to ask a client which option he or she
chooses, Wt bressersn telephpny gpplieations, dallkeentans, Fridécapenferencing, DMy (Rassamsh t o
conmuni cate w.th t ext ssages 20 they.create_.revepues to

oper at or ngg%%’\ye]ré%siagm ' E ﬁ?‘é n(?grrS 8%43} iqg%ta t‘AbSS’sSEaXPXSP P8y P é)Z‘H%‘%/ W Hy a
nunbes obnd snihrt CRFS ABQ[ditioh t6 8kt,REdrd QUBHRRIEMAPinkivdd eRittontsMilleChcaREIEr
corresponds to a certain question because the reply does not autonatically
i ncl ude somparlegese live Wabcaddirssasi g1l sosdy, a service asks a client if he or
she wants to resenve - i Lbi ' -4t C . - ' d a
hotel room and t eg% {ngﬁtpﬂglg% i‘gg}l%}f}eczﬁ'&%%eg%lﬁseﬁ %ﬁ%%%nlsg%]ﬁ%ﬁ?}léyﬁ%d n?ﬁthe
ot her, t pmvideraonoeo semamzt forediéfemsat systerinand e tednsfet o€ infoligatini @ay nbias
accept ed. O her. probl enms, such as clients not show ng up, for
appoi nt naAYS bAAT SEETeGT & 16a PPICEV A AR SICHERDIOPRSETITS |36 MRANY FUEPPATSSVisSBt ween
use a i e d S

ot hadls. *30ne, PRoan ReRtCRRag ol i By IR, Rl S e

met hod apenplys meen iotepfabése 1fod cestethemwantatté bgtht makes aic eppeiemieny withiandpnast | east

one servic r.ovi der an ne or, nore users who are .each co nicatin
el ect roni"b‘gf’g?)(. 2 taxy; 1o Qge g’é‘Be‘?:rt hfgftlilﬁrézr 't%}éﬁ FULBEIPRdn (e cater et rCWQ:LﬂI}%on to

provi de gspatdief to Do BoSMas 8RIGAP AP UET@EntOREACT Wl Gthe Ukttt 3h4, hsrug
attenpts fromreal credit purchases involving, for exanple, at | east one

i ssuer, Dplaee 8eeire angthod jof arakardreserrabenspppbentseating wWho chene wac makeptls! e of
el ect s onj g GAMRINIGLE: 0Ny pevmen for o bddiad e ot GRILNASE A3PECH Of certain

emboth melftE SO HE TP ERE PEEE provi 8 TRIAR O ePﬁayEgagtn@Fh capabl e of
temporary cl osi ng AueticHallDit &HeUSBES chflleBlink t6ahshae cHafitd%plidOfdr Uhdthglenor e,
it is an aspect of sonme enbodi nents of the invention to further provide for
react i vavherya gHentdras fsei Ziien o RERPeE (od diuestions dEoragxaeple it makssi seasd foguse

t ransact &omRs;.l j f e |8 . ng i , i

or ovi dor > Satesh B HeBE o o0 oHRAP siichpfSk b SRR bERBCRIIAS, |
Fur t her nevuetriest likeSindfinlasddcis vety sanmog b osthimnAicateofith RRIS texembdsagestand
further provide for registration one or nore_existing credit cards in
conrtt | BRY L5 REYFSBES & RBHRIOS. tRPWPYER Hde\HiER! ERIFD o CBYRreningBIpoRY

addr ess Jeﬁhﬁ%eéi nhRBELHO text messages, itl Lanl Be FOUBRBGH -t9fﬁn9165ﬁt?'\xnlicqxngt93(ue?‘e_nt S
to provide a nethod and system capabl e of making booking type transactions
-bet ween erebpondk itbya ckrtaer quesorp besdude 1tse aerdy alogh moalautoynaticallys éndudehe ar e
each communi cat i with a pobile tel ephone .capabl e oL 20r ecei vi ng and

Sondi ng TEHFCE tiuife MEaieaRl @ FriiceRR beughate or She Wahk S wde A% ¢ ner
aspect ofddfRmttdianfligAGee a6 aWha ad e télresnastd M8 clisntaBpialdthenth Gati on
and/or verification of an entity. Exanples of such entities afe products,
act i29ns qusstianskut$no’l 1o the othet, the sarvice dpesam @etessdrily knowiwhidndffetithediant f or

t he net hod andt ystemto 25 be used to augnent a transaction for the
benefit 6f 28 egiervi ce provider. For instance, when a software devel oper
rel eases a free toOhat preBlesisOuchias a1igte duCihob@n@up Fotaphbihtin &its, H6€Esind Hey

of ten expect around 3% of those downl oads to turn in to actual sales of the
pr oduct .SSTMReINGHs tharpPraserifens BEvadT betveerenisaiarpsmties e beladdispsed dhpough

i nventi qﬂelé;erbern%@r é/gt%ﬂﬁ%mﬁe gscan utilize SM5 communication with the
users who ownloadsdt e trial to entice :
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30 use and purchase of the paid program 5 In the foll ow ng
section, the invention will be described in detail by the aid of a few
exanples of its enbodi ments, in which Figure 1 represents one
advant ageous systemin accordance w.th an enbodi nent of the invention;
SFigure 2 represents a second advant agepus systemin accordance with an
efmbodi ment of the invention; Figure 3 represents a third

advant ageous syst i n.accardance with an_enbodi nent of the. invention;
e s o’ e ibifs SRaRE B aitA o %6 pEEaTo daetincond, Mveh FERRIE PRy 10
messages alitheReditibk @fn¥dctibhdindoB S &Nchét deCRFWIaNsRvitet Bnd@Bne Bbafbréragdrs of
the i nventi on; . Figure 5 is a second advant ageous exanple of a

sequence vdioage saahreopewueating glasienisgls transmitted within a systemin
accordance with a ol . ' | . . . Fi

shows an exanpl e g% Fst egh%%%cgﬁﬁﬁgﬂb%&\r{é? Irlltlg )% f gbepllnivggmtn othP ra‘ﬁlg? f/i qﬁég%ag

repl ys acaad diystgmt capableestbdetediiiat credit tdaed ififave nitietipts Frofufedl Creaitopdrchidies
phases of the booking process in _an enbodi nent of the invention.

Fi gure 8imebviag.donetample. 3f kgt one dtsiee OPO AAVISE PIQYIESt AR PBE OF MQECRIEH WP t 0 an

e”bOdi”EQ&:&&¥E@%€k¥¥%@%&§ﬂmc%Qﬁﬂ&EEéﬁo ~shows a bl ock diagram of an

arrangenent o I ssuance and paying process with credit card.
Fi gure 10 shows a_bl ock di agram of an arrangenent of a credit card issuance
and payi ng procesdt i & Rrgher aerfct OEs@aalamhogirﬂglt% of the ByBfiDInProgidethe

i nventi Olethod and sa/stgmb%agﬁﬁieg)lfrtgm&c}raﬁha\ﬁ@ng ohk %Wn%r@ggfg@ &I}di?czﬁ{ieo ictarcfé.ar d

payi ng process an _
10  Furthermore, it is an aspect of some embodiments of the invention to further provide for

reactivating one or more existing credit cards after authenticating transactions involving,
for example, at least one issuer, one service provider and one or more users who are éach
‘communicating electronically. Furthermore, it is an aspect of some embodiments of the
invention to further provide for registration one or more existing credit cards in connection

15  with user’s mobile terminal device and/or communication address related thereto.

It 1s an aspect of certain embodiments to provide a method and system
capable of making booking type transactions between a plurality of service providers and a
plurality of users who are each communicating with a mobile telephone capable of

20 receiving and sending short text messages (e.g., SMS messages).

It is a further aspect of certain embodiments where the transaction is an
authentication and/or verification of an entity. Examples of such entities are products,
actions and users.

It is yet a further aspect of certain embodiments for the method and system to

25  be used to augment a transaction for the benefit of the service provider. For instance, when
a software developer releases a free trial version of a product to a plurality of users they
often expect around 3% of those downloads to turn in to actual sales of the product.
Through implementations of the embodiments of the present invention, the service

provider can utilize SMS communication with the users who downloaded the trial to entice

30 use and purchase of the paid program.
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250ffice process for checking fraudul ent use of credit cards.

Figure 12 shows a flow diagram of a credit card payi ng process and a
process for checking fraudul ent use of credit cards with an "inmedi ate

hol d* back office process for tenmporary bl ocking option of credit cards
according to an enbodi ment of the invention. Figure 13 shows a flow diagram
of a credit card paying process and a process 30 for checking fraudul ent
use of credit carg§ vvlftﬁ an "i ntfor[ﬂ + hol d" b@ﬁ,k of f] cg,proc.ess for
tenporary bl ocki nd® B5tiPERVEE sgeteg; thednreion b paidrerribsd imdeaib Butheesid obf t he
i nvent i 0A.few examples of #d @hbRirkénts18Whigh f | ow di agram of a credit card paying
process and a process for checking fraudul ent use of credit cards with an
"al ways on, inmediiguee hbl igpresitibidne aBvantageess systemt enpaccardanbd owikh nan
option of rgigjietntg ds according to an enbodi nent of the invention.

Fi gure 15MSROME & oW P%%nr’am of a credit card paying process and a

process for checkFigird agtdsent aUsomd agl@ideotR ket ih NaRPrdafdoVa¥a AN,
inform+ hold" eMobile 5 process for tenporary blocking option of credit

cards acE@Pedimgot of theiwgpéd:nent of the invention. Figure 16
shows a flow di agg fy Lt ' and a process, for
checki ng fraudul entﬁglatés)é gefp%srge i q@é@fg@%@%ﬁg %S'gtgﬁlduf raF%f’grg%m&e‘E“Zl&ﬁ“on,

i medi at enhodidienfofaheswedtion;t enporary bl ocki ng option of credit cards
according to an elt_xbodi ment of .the 10i nventi on. Figure 17 shows a

fl ow di agram of af @ Egf (s OBF AIyANAETEUH FEERRIS o fgsequenascdiagramoreptesentivigng
frautll eplesdds& Pinsmiteiwittiah d5stéh il aleorddn E’@iﬁx&h%odgﬁérﬁ%rf'th%gnvénlag)g'r m +
hol d* process tenporary blocking option of credit cards according t0 an
ermbodi nent of t heFignxeert iiorme stBordESCRMRAZONs Cixatiige | MVENFE(USnce diagram
‘Certain enbodiments of the present .invention relate to_exchangi ng and
synchr oni P TR HREFBFRESS 5??“5‘5’[ SHHHB SV %?%ﬁ’glaﬁ?ﬁwﬂfg én qehodipent of

devi ces. théhwentibh.servi ces may be for exanpl e booki ng appoi ntnents for

heal th services; booking travel reservations for hotels, airlines, and
rental cars; bookfigaret¢ ssarf enampd af the dyvekindjagpoatrik rpplisd foor quehi cl e
mai nt.en . i_pg nmaintenance for,apartpnents; and so on. The
boo%sngaé{s@g?}g%%?%m%@%? ance’w eﬂg%{r{ggﬁ]vﬁgﬁwrb of the present invention

conprises at | easkigoRer SRyws ®e phhsdicdahe BOGkAD Brov¥&li8Mn @hbdBAsht GNbe
service 25 provider; a nediator; a client; at |east one client term nal

devi ce tIRENQEN be a mobile device capable of receiving text nessages, and
o connect ¢ he seraree Hostm L AN LR A RoE SO BRURES -t he
medi at oranatbotiimeert lof éietinteationnal device to one another. The service
pr 0\/2i0der s aret hq‘slgur\gié[ ghov\\){osoglbﬁ)lcl(ecﬁégrar\{x\a onft ant grranr;aglégent of credit card issuance
and paying process with credit card.
Figure 10 shows a block diagram of an arrangement of a credit card issuance
and paying process with a credit card according to an embodiment of the invention.
Figure 11 shows a flow diagram of a credit card paying process and a back
25  office process for checking fraudulent use of credit cards.
Figure 12 shows a flow diagram of a credit card paying process and a process
for checking fraudulent use of credit cards with an “immediate hold” back office process
for temporary blocking option of credit cards according to an embodiment of the invention.
Figure 13 shows a flow diagram of a credit card paying process and a process
30  for checking fraudulent use of credit cards with an “inform + hold” back office process for
temporary blocking option of credit cards according to an embodiment of the invention.
Figure 14 shows a flow diagram of a credit card paying process and a process

for checking fraudulent use of credit cards with an “always on, immediate hold” eMobile



30 apﬁoi ntnments, reservations, or other bookings and conprise the resources
for the booking systemto allocate. Service providers conduct business
t hrough service provider booking services. As used in this application, the
medi ator is a network based service available to the service provider

booki ng services over the network that provides additional semantics, 7
transl ati on and synchronization services needed for communi cation of the

i nformati on negded for client to c l.ete transaction with a service
brovi der PrOFRE O [RRREaTS WOTHIES OBRRIKP P4 caTde SooiRt e e faltogiippnt e

pref er abliyweaRpl. i cations operating on network servers such as the Internet
or a private Intranet. In general, a systemw /!l conprise a plurality of 5
servi ce provi der s Figude $&shavesca flowdiagmamisdelcredit cyd payisg pioopdsane atprowss
servi ce provider hooking service ut ..t is.possible.to have,a . sinple
booki ng Syetishrre PR oA RE Lt eordh ol “n R pEr S ol TP ERDr and
servise prodeisdfor t@@drﬂ?nﬂo&m@ bption 6t ErgdiatedsiabédmgSb A8 ehbRRA & JF RN
Clients preferably include clients conmunicating on nobile tel ephones 10
capabl e #VepE¥ei vi ng short text nessages, such as Short Message Service:
(SM5) nessages. . ' I p ndlin S
- messages w || al g(;l g%f%o&?s hazg&&laé’g%%}gto&ht% ﬁe%gtrcggci gﬁ’é%%? ?SISia??%?rocfﬁse

medi at or f@rchéckimbiryududmruse cfadredit sdrdhwith li‘ifaud &t g deectidn, @nmsdibRUph an
SM5 gat eway, such as are _operated by nobile tel ephone providers and a wel |
known t oBEFEsSTRBISHRRITEY Modksheriicddfearedif £arde preondiag (@ ap gmbedimanapb thtes .

D al pgueg,efGorshort nessages which present information to the client and
allow a sinple reply. Dialogues preferably provide users with sinple
choi ces such as yEmurmwl bshowms aafldvodiagranebfe tredit chrdopayary mockss and b psicess

Di al-ogues can.al sp be one way, such as .to acknow edge a reservation, A
transact ?Oéﬁgﬁﬂ‘g}ngt &fﬁ‘ﬁ%ﬁnﬁ VA ﬂ(%%fr’@lé cards éﬂﬁbﬁcﬁa‘ﬂfﬂtﬁgﬁq g‘{jifé’é’ng’é’é‘?fn] 'ﬁg’SM/i ng a
sinpl e r£3PARSEmMpLIaR BWER OMRINVEF BRUNCHEAN AU rEREMY HnCahbRBmEY: Othe
nmessages. The system as descri bed nmakes it possible to coordi nate bookings

among di fnventeamt service provider systens in order to fill a clients need,
for anpl e coordination of an airline booking with transportation to the
ai rport. Figure 1 is a diagram of the sinplest system

conprising a single service provider booking system 100 for a single

service provider, a nediator 102 communicating 25 with the service provider
over a network, and a usePERMGRIPBRIONEN EHEHNHg‘ENﬁBJ\QMg a di al ogue entered

t her eon. j p L i: service provider bgoking
systens communi ca??rﬁ%h \?\eﬂ!ﬁﬁkﬁodﬁm ?rﬁe}g;qgft g’re %%é%tékﬁ%rg{%r ﬁe.latf:itﬁu?xecg?%%wagga

medi at or synelirenizBeo kifdrmeaitaubéte@tn rigokinighsysedm O Wad IRSE tathfigal Pd&NEdeThey st ens
and users with tel ephone devices comuni cating di al ogues. . A
reaséh b¥EEEFSCUAY GReler gramplgurrakingaappodntmepiscior hsalty semvires:f baskinenBavdli ent ' s
poi nt of o\ PEEAYRRLS EiMIneE PHOYHAT SarGaBodis ' di es in
connectirgnrs}vlélﬁtoﬁ1 each oc’)%lhnglj1 gvent . Aad?aéﬁog%cg&?%tt%l(%g?f){/ V(ree At 'gg&%igé’a
certai n dppoiiments Brsichigktmaintenhicehpbankimsmamténaaceafor apartmendd; layd 86 ofi.he ri ght

nonent, or the cl,]j entb Cﬁn activate the gi al og{uE as. needed, gr anot her
entity in the sysiEmPeahingoReta s SSgEonse Wi qPRPBYEETISo OAchf VEIFE . The
di al ogugp{deibn Sc%Hﬂﬁi_sé’é“ al [Edst 6¥e Eé?vﬁ_@%r@ﬁﬁexe%dl&ﬂg 'sﬁstérﬂ?atsyeﬁﬁte Ddervildt Or N6
the client and possibly inquires client's choices.” By neans of this kind of

di al25gueprovifler; asmediptont a chiantiak éeaseone ¢heritdngningl dewer that baoke rgmeshit ens

usi ng on]y. one user interface. The di al ogue connect o renpte booking
systems €47 f?ﬂaﬁffghoﬂqﬁ‘écelwﬂf’%r Wép 0Fs8gen ﬁ’ifgit?‘@t nBEWETk ‘alogue_’ and A
nedi at ortels@mvhGficafh bshreaRaldl Sadhrd LIS Lhilgt RROKiNG. I B GusRbbSInPEt Ween
service provider booking systens. For exanple, after a booking is entered

into an systemaithe sensice prsRidegS shamedipton apdithie chewkemynalydsviemic ome ayfother. t he
client a lift toae gl fRonkoyihllst DS HRR LGAL O

e ' a booking.is an
all ocation of a single resource eléeher the airline Bf(i;%n% nvéggr%? hlga]feaxi in
t he 3pr eippoismeshtsypésevativd, log othet ®66kivad itcdibpridaahel fdseiirced for e Boskkhg1gs for
all of the resources for the sanme event (the airline booking plus the taxi

booki ng SYHERHE PPEAIF-oUEVIEX BEPIETTS crrdicbrsiperschnuelsenacigordpiebokinthe
nedi at o 3ds t Aeuaakihg apPRERIYR, the mediator is a network based service available to

the service provider booking services over the network that provides additional semantics,



]5as wel|l as stored customer profiles ensure that the client gets the
reason based service he or she needs, not intrusive advertising.

A-client can make reservations as well as confirm change, and cancel them
usi ng many ki nds of comuni cation neans, including but not limted to the
Internet, email, and nobile termnals. ;The client can also synchronize a
cal endar provided by the 20nedi ator or a service provider with a cal endar

in atermnal,.device using nediatar's s hy oni zati on functions, )

A servi cEIBHBITHEN SHRChraHFARn I BRTS PERICHncl PRCTCAIPBIR WA BT BEPhr

basi s andeddddSot NEHERIE cOMPIRIE trah Q¥ WithA JBRALALRNIdRATTHR i &Ep BV e
e

providers to bring their booking systens together to provide nore
conpr eheheoking savicec a the miediatoreae predierabl ytapplicatidbib opdratirps@snatwndceseas i | .

Because of .internationalizati.o the nediator is able to support for

oxanp o S Br AR08 ¢ PR el Jieeafel sty lurat Y of

The syst eghvice Prbiidend Gandt sehgas brovidbr HodRINg, S}@teﬁd@iﬁb%enﬁn%%Eféi&eprgffiﬁgﬂ der,

and a service provider booking system can be on one of the follow ng

| evel s: booking sepsices); Butdt py Rassibler teihaue asemplsrbagkmigaystem fon onlyeonsysstwien

Their co - e i ' .set _1.n,advance.. For .exanpl e,

't oa ol i B sy S EnicARBORR e ey ORISR, BHEIAE hould SRS Fregiea BT

"~ booki ngssingleiappli¢asiopr i or acti ons are not -taken into consideration. 9 2.
There is an unlimted nunPer of_gynanic or "intelligent" dialogues that are
based on, for instafRls, Preigssly i ingluge agliegtse cpmpunKaLng renmeebilsi friepbpnes,
hersed f, ci38R% bRy sHopCRLTR , &lch 8] Je Qi '
supportsc%gci si ons. I%lsi s a l oﬁS%eﬁcggggP@gésgt%&;%%”é& %gs%}g%g R'is able
t o make Ofcosisons shsteint et fs eapdblecofShppibing SNBemtssagedeeils hien hapllengher 5 On
this level, a djalogue may .i.nclude a high-level expert system It can act
as an ag@fﬁltsal’i"dﬂln%e’ .E?a‘faBXWIFFF' S&Fef%ﬂ l"g‘?—fr prederaplyoompmpaiceigs guith mpebilsest

of fer Wi feh@Hbne ki@ ‘ol 8 ISNIBVEktRIIE Bhch ted! i1Prgfefidred
enbodinen?gbfnthé nethgd% a client books a Szfg?ggm?fbéﬂégggﬁvﬁceﬁ%ﬁgvider.
The bookpneyidersy aivk ac avell sdownittoday. nfhe mediaton abommnaticates ethneli¢ned usimgt he

10 iat.or serw.ge. First. the client. connects.to the di ator service

usi ng a %ﬁlg )2 l'Jieﬂ.”(fl he ¢l ot THPEES %g@PV&F‘?tdﬂ@Pﬁaﬁ‘?l} Vn&g% Cﬁ‘ﬁ’é 23 &_{l‘&jue

that  sengsinipherepoDiidl¥eued prdferaBBdiratiae usekh &itBehale QhoicBXtch 85 yaARSolabe

reservations fromservice provider's information system using concepts and

t er mi nol By tehegleqtionsfome pry jasdered list. aPiadoguss | qanedlpy de. okhavaynquélr psits based

on clieng.; . Th i di scloses;. s0 ref erence at are

ol at ed ekTeRleBbOE HERRniop R, GaleRlon By W AIETL IR P s e el APt

i Nqui ry dach tieoldingl Dgireple Iraspadel. tDi@avguthenvdival egrehransust benmagicadd bger vi ce
may have stored @I ient's gecperabl preferences_and use them so that the

cli &t dBesIRReSndan PSterh gtitdeasrioed palksett epesiiblss e geprdinajge bookings among

Each bockyag"s ey Bty Spaph AT alde: FARS Ol aReh et ERhie RhAMBRET

track i tof astagtinsbooking with transportation to the airport.

Figure 1 1s a diagram of the simplest system comprising a single service.
provider booking system 100 for a single service provider, a mediator 102 communicating
25  with the service provider over a network, and a user with a mobile phone having a dialogue
entered thereon.
Figure 2 shows a plurality of service provider booking systems
communicating with a mediator over a network.
Figure 3 shows a mediator named BookIT communicating with various
30  service provider systems and users with telephone devices communicating dialogues.
A reason based customer dialogue is a desirable improvement from the
chient's point of view, because service providers can create their own dialogues in

connection with each booking event. A dialogue is closely related to a certain booking



20 through its life cycle. For exanple, when the nediator has inquired
about® a reservation froma service provider, the corresponding entry in
each system has a state that the booking is pending but not confirmed. If

t he systenms do not -have common under standi ng what a certain state neans,
the mediator translates them A preferred booking process including the
phases and states is described in Exarrp?e 1. 25In addition to inquiring
reservations fromthe service provider, the nmediator is able to synchronize
booki ngs SifatiQay drhgcomes yqtive apromatigelhsat thy sehtmomatteonthn cherdviz attivate the
based on g4; Ttsp&g | ' | at.0, rvice. .Far_ exanpl a.rule can
‘be that clﬁéﬂ)g&c ien%i g#’%g&b‘?tgép%gggﬂnglef%Ft%glngégl Sre.flfi r?em?slS%g?e ,tﬁf: rqhaill?giug‘%%l SO
booki ngs dctivatt aixThe tdialohe ther pends ah inGeirefoamtha entifoii thy sbéted drigfoshb ent
may be nultiplied.in the nediator service resulting a 30 number of
inquirie .e?ﬁ@ltsaélfiw%ﬁbbrww%% cieghs whpices Bhmeppsdphthdy kind efhdiplogne thel e t o
provi ge reeueshethie GEM-CH; B8 SONE, i 11 I t Lon,

i ke gn sczgts or ti ﬁiéng. %ﬁgg]n%acg%%or C(ﬂ;%%fsnes g%%%%%?h?%?ﬁg |ohlrg?1d
sends it digogurecatinatts goaembhtet badkivg systarhsrplge thiosgh afe Giérmensr teer A@biE i ent .
For exarrplg}h }(he di al ogue may show three 10 options for a flight and ask
if the cl8ht™ %l so wants to reserve a taxi that is actually already
tentatively booked hyedifer WBEiQL n bENGapabIcEBE HARERR: %o%?g%gf%ﬁﬁéﬁ on by
choosing the options fromthe sinple |ist of alternatives. e di al ogue
sends i nbePyesniserviggpreyiderrhookingirystemst Bor dxemphwafieror badkang sanfaredintd e
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responded to with a sel ection resufting i

booki ng sysiemetamplep Thediislogre eewedgnihe et ert e pRidendd ald tHEBELKIRE sytems
conpl enent arﬁﬁservi ce from bogking service 2 and initiates an inquiry,
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i ncl udi nghsELRE Aot MARALGESdvdhiRe, returned to the client fromwhich a
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i nstance, the nediator can send a notice to the client that it has been a
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and ask {f it ' t : a new appointment. .Thi s notj.ce.can
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sys'[rgm alcl:r,:@’iﬁﬁq Rd I?rSS‘?tﬁ'émf‘?fi/%%tol?@é?@eaé%g‘Fi WeEhd] PB‘%CPIEFG?‘e‘FWBthEﬁ’OW@?s? em
name) Bagkldes aBaekinTadvandieSbOOREIIE if MRS BE6KDLAWRER EAbKELAWRTLYiIET

booki ng systens _ . _ .
certain other bookings. Client's prior actions are not taken into consideration.



S and other parties over a network such as the Internet, and to end user
clients equi pped with nobil e phones capable of receiving text nessages. The
former is preferably acconplished with a generic XM. interface. BooklT
supports vCard and vCal endar standards since they are used by all major
booki ng and cal endar systens. BooklT c nicates with nobil e phone users
usi ng Short Message Service 10 (SM5) via an SMS Gateway for asynchronous

conmmruni cat j.on. .Bookl. T uses the povel .Dynam c.D gl ogue rix ( f or
cecure t PalGrEi SRR T of TaENE oSSRl SE IS el Pheer
further bekawe ApfdB@thafhSdicRChdsOReNEE Uinidr HEndFBIE REJIRERAr&BFN i

provi der booking 15 process and Bookl T Process. The fofner covers the
* st andar d cheskilongtion| Simplet Ingicisnppanisdecisivosrlt & aloweleveltaxpert sytem.| at t er

' i st booki k fi. i ng...Bot h end.to the
it T To S i RS meBR debiBRTRY IR o SRR Bt rindBad ™™
(Statys lmanglsieed, 281euPhasesclidkehiahhend ek pabhstenbanh Retyaesbchhsmd

resources. In each of the Bookl T Process' phases the data related to the
booki ng Wegqtiakie withe seNSER] t $5TYiES [PERIderR eton Beidtheopest Heffgshwithoutnclipmés ditgst  For
the staty val ues pl ease see the underneath table. The phases are
described 1n noré detail in the foll owi ng discussion. 251. Filing

Filing neans init imbhe ptef@redodmisodBaak! of the acdssl, antics tuokkangrvidcok@ss As a -
result of the initialization an entry is inserted in the database w basic

i nf or mat p&Hice provifar) Thipbookingemay bp carried| wwhysipg 4iterarngl{batds cennested éh&teul i ng

i nfo t P I s i ] I 1.Lst: of, & as an
openiﬁskg ?(t)erS.eRﬁRgekq@ggitﬁﬁu%{lg%h&&s é)etﬂgln?léd?aﬁ%a eq’ﬁig%ﬁ“%ga %Eg)gg ‘a [)eooki ng
request chers @nfuts wsdrh@ionasguircesthe dploguedhdtaendshthe prgeinyao sheymedibted Thesk.
Since there.is .no .scheduy]j n%, whi ch in nost caseg wll be essential, this
phase maip® @t%%é%‘ﬂfeéd’otg%@étr Vationn, Tomy SEYIFE UPYIAE Spiimatian SYSem aingi ng

Schedul echrzefis YRA tdrhid IS PREhoRNEbriiREs 418 2B 6 8fterphet. ThP M duirdE baseli @ful t Of
Che Sehe s e T e e 8 sﬁggitsted {quirg i€ bael (I so

ti me- st aelgentip praferenemeThd clhenggesstoses semae preferendes dhat(aro oclaticd d¢ ¢iw) sptCific
SqufSS t egoo%(ri]rgg- évhgr}ehe( (l)rSs etlrixpu s rsetséirv tiowi%alg?y Footpxg )dialogue. In addition, the dialogue
and the mediator service may have stored client's general preferences and use them so that

the client do not need to input all the preferences each time.
Managing the inquiry and bookings is based on sophisticated state models.
Each booking involves several phases that are described by states that track its status
20 through its life cycle. For example, when the mediator has inquired about a reservation
from a service provider, the corresponding entry in each system has a state that the booking
is pending but not confirmed. If the systems do not have common understanding what a
certain state means, the mediator translates them. A preferred booking process including

the phases and states is described in Example 1.

25 In addition to inquiring reservations from the service provider, the mediator
is able to synchronize bookings in several service providers' systems. The synchronization
is based on rules specified in the mediator service. For example, a rule can be that "if a
client inquires booking for an airline ticket, inquire also bookings for taxis to the airport.”
Therefore, an inquiry from the client may be multiplied in the mediator service resulting a
30 number of inquiries. The service providers answer to the mediator if they are able to
provide requested service and they may add some additional information, like on seats or
timing. The mediator combines gathered information and sends it to the dialogue that

shows a simple list of options to the client. For example, the dialogue may show three



¢l suggested end-location (coordinates). 4. Confirm ng - Tinme
and location as it is accepted by the resources that have accepted. Data
15related to this phase: a accepted start-tine (1SO time-stanp whi ne zone)
b accepted start-location (coordinates) c accepted end-tinme (1SO tinme-stanp
w time zone) d accepted end-location (ggpordinates) 20By default the data is
copied fromthe Pl anni ng phase. In practice, if planned tine is

t ded,. t d truct d for this. t
i cat e0Pies 5 DB R4 A T SlRERSE Mmoo R plpbthehis hall By
per f or m tdneativeigkRBkedBY thdriediator] Blieelid® nidkies hRhaSRr @@&&bﬁfbl}‘zr @boshg lm%r ent
a

attributes and their values, which are related to the actual task. In
addi t i onoptasis| & e simaple diss of alempeeesarldedicleger sendsdnfeamagempn -dientts (1 SO

end1 1 oS e Rl Ralelntis BBt PR iR AT, i o) o
pr odust scaneeld theaxineasarfyiréseAgeons.. . By default the data is copied fromthe
Confirmng phase. Fig:llige 4 shows a sequence diagram of an inquiry CINQI originated by a
client using a dialogue DINQI sent to the mediator. The mediator initiates the inquiry
MINQI which corresponds to CINQI and DINQI to booking system 1 a service provider
booking system. Ultimately an answer DANSI1 gets back to the client offering a choice
-10  which 1s responded to with a selection CSELI resulting in a booking by the client on
booking system 1. The mediator recognizes the potential need for a complementary service
from booking service 2 and initiates an inquiry, MINQ2, to booking system 2, which
ultimately results in a proposal including several choices, DANS2, returned to the client
from which a selection, CSEL2, is made, resulting in a complementary booking on
15  booking system 2.

The bookings can be done in other means as well, for instance, by calling the
service provider with a telephone or by visiting on site the service provider's office. In that
case the service provider may inform the mediator about client's bookings so that the
mediator can inform the client on other options. For example, a dentist could tell the

20 mediator that the client has booked an appointment so that the mediator may offer to book
a taxi also.

Also, it is possible to add a reminder to the mediator service so that the
mediator asks at certain time if the client wants to make a new booking. For instance, the
mediator can send a notice to the client that .it has been a year since the client last had an

25  appointment with his or her dentist and ask if the client wants to make a new appointment.
This notice can already include a few options for the appointment. The mediator has
checked the client's calendar if he or she has allowed that so that the given options are
convenient for the client. The dialogue shows the options in a simple and handy way. The
client needs -only to choose which option is the best for him or her or whether he or she

30 wants to get new options or postpone the booking. Figure 5 is a time sequence chart for

such a situation where the original inquiry, MINQI, was initiated by the mediator.

Example 1 A Preferred Booking System



6. Accounting At this point all data stored in the data
structures on previous phases is analyzed and processed for invoicing

pur poses. 5Data related to this phase: Accounting data. To be defined
separately. 7. Conpleting The task has been conpleted. Fromthe
whol e BookI T process point of viewit i;g irrelevant whether the task
succeeded or not. It is relevant to thé Accounting phase, in 10which the
financial actions to the organizer are handled. In this phase, housekeeping
(dat abase contents; tenporary files, ... ) is nmade in order to conplete the

Bookl T Process. TbAe f&é&mmrwgg&nﬁwwlﬂgt@mewéna% & aégcﬁ@éafbe@&m&
Booki ng phase is initalics iling X X Requesting X
terms of a system named Booklt.

BookIT 1s designed to interface between service provider booking systems
5 and other parties over a network such as the Internet, and to end user clients equipped with
mobile phones capable of receiving text messages. The former is preferably accomplished
with a generic XML interface. BookIT supports vCard and vCalendar standards since they

are used by all major booking and calendar systems.
BookIT communicates with mobile phone users using Short Message Service
10 (SMS) via an SMS Gateway for asynchronous communication. BookIT uses the novel
Dynamic Dialogue Matrix (DDM) for secure transfer and mapping of the SMS messages.

The DDM is described further below.

A clear distinction needs to be made between a service provider booking -
15  process and BookIT Process. The former covers the standard booking only with time and
resource reservation. The latter consists of booking, work, and financing. Both processes .

end to the same point. The BookIT Process consists of seven phases as follows:

Phases (Status handling)
20 The phases make a bond (rubber band) between the resources. In each of the

BookIT Process' phases the data related to the booking will be amended to reflect the needs
of the phase in question. For the statuses and values please see the underneath table.

The phases are described in more detail in the following discussion.

25 1. Filing

Filing means initialization of a BookIT Process and a booking process. As a
result of the initialization an entry is inserted in the database w/basic information. It will
not appear in a calendar since there is no scheduling information. It can be displayed in a
separate task list of the owner as an open task.
30
2. Requesting



X Scheduling X X X X Confirmng X X X X X
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In the Requesting phase a booking request is sent to the resources required
for the previously filed task. Since there is no scheduling, which in most cases will be

essential, this phase may be executed together with the Scheduling phase.

3. Scheduling

Schedule is given to the owner and the resources. As a part and a result of the
Scheduling the following data is needed:
a suggested start-time (ISO time-stamp w/time zone)
b suggested start-location (coordinates)
¢ suggested end-time (ISO time-stamp w/time zone) -

d suggested end-location (coordinatés)

4. Confirming

Time and location as it is accepted by the resources that have accepted. Data
related to this phase:
a accepted start-time (ISO time-stamp w/time zone)
b accepted start-location (coordinates)
¢ accepted end-time (ISO time-stamp w/time zone)
d accepted end-location (coordinates)
By default the data is copied from the Planning phase.

In practice, if planned time is not needed, the same data structures can be

used for this and status indicates the actual meaning of the data.

5. Working
The resources perform the booked task. Data related to this phase consists of

different attributes and their values, which are related to the actual task. In addition,
following static structures are needed:

a actual start-time (ISO time-stamp w/time zone)

b actual start-location (coordinates)

actual end-time (ISO time-stamp w/time zone)

o

d actual end-location (coordinates)

products used, extras, mileage, ...

[¢]

By default the data is copied from the Confirming phase.
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6. Accounting

At this point all data stored in the data structures on previous phases is

analyzed and processed for invoicing purposes. .

Data related to this phase: Accounting data. To be defined separately.

7. Completing

The task has been completed. From the whole BookIT process point of view

it is irrelevant whether the task succeeded or not. It is relevant to the Accounting phase, in

- which the financial actions to the organizer are handled. In this phasé, housekeeping

(database contents; temporary files, ... ) is made in order to complete the BookIT Process.

The following table shows data available in each phase. Booking phase is in

italics.
Filing X ‘ X
Requesting | X X X
Scheduling | X X X X
Confirming | X X X X X
Working X X X X X X
Accounting | X X X X X X
Completing | X X X X X X X
Phase/Data | Identi- Resour- | Sugges- | Accep- | Task’s Accoun- | Closing

fying ces ted time | ted time | work ting

related

Phase Statuses, Values, and Transitions
The following table describes the phases, their statuses, and values along

with transition to next logical phase based on the values gotten. In addition, corresponding

vCalendar statuses are shown when applicable.




X X X Phase/ Data Identi- fying Resour- ces Sugges- ted tine Accep- ted tine
Task's work related Accoun- ting O osing Phase Statuses; Values, and
Transi tions The follow ng tabl e describes the phases, their
statuses, and values along 20with transition to next |ogical phase based on
the val ues gotten. In addition, corresppnding vCal endar statuses are shown

when applicable. 14 Phase Satus Next Phase
Phase Satus Next Phase vEvent vTodo
Filing Requesting
Requesting Scheduling .| Sent Sent
Scheduling | Pending Confirming Needs Action .| Needs Action
Scheduling Scheduled Confirming Needs Action” | Needs Action
Scheduling Re-scheduled Confirming Needs Action Needs Action
Confirming Accepted Working Confirmed Accepted
Confirming Declined Accounting Declined Declined
Confirming Tentative Accounting Tentative
Confirming Delegated Requesting Delegated Delegated
Confirming Re Scheduling | Accounting or
requested Scheduling
Confirming InProgress Working
‘| Working InProgress Working
Working Delayed Working
Working Started Working
Working n% ready Working
Working Ready Accounting
Accounting Completing
Completing <Copied from | n/a
phase  before
Accounting>

Internal phases Paused, Re-started, and Canceled act as follows for all

relevant phases at any point:

<Phase y> Paused <Status x>
<Phase y> Re-started <Status x>
<Phase y> Cancelled Accounting
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Figure 7 shows the work flow transitions from phase to phase. For

conditions, see the table above. Also, please note that Canceled Status always leads to

accounting.

Cbnﬂrining the (whbl e) Reservation
In order for the whole Reservation to be successful, all resources, which
accepted the reservation, need to have the same scheduling. In addition, there will
resources in different roles and data related to the working phase may vary even greatly.
The different statuses of the whole reservétion are:
a "NoRéplies" (0) for "No-one hasn't replied to the request made by the organizer"
b "NoDeclines" (1) for "Not all invitees have replied yet. The ones who have replied have .
accepted” '
¢ "AllAccepts" (2) for "all invitees have confirmed"
d "SomeDeclines" (3) for "Some of the invitees have declined"
e "AllDeclines" (4) for "All of the invitees have declined".
The following decision table helps in evaluating the status of the whole

booking. "Maybe" means that this condition only does not incontestably specify true or

false result.

Booking No one | No one | Some All No one | Some All dec-
Status /| answ- accep- accep- accept- | dec- dec- lined
Confirmations | ered ted ted ed lined lined

NoReplies True Maybe Maybe

NoDeclines True Maybe | Maybe | True True

NoAccepts True True Maybe | Maybe | True
AllAccepts True True Maybe

SomeAccepts True Maybe | Maybe | Maybe
AllDeclines Maybe : True
SomeDeclines Maybe | Maybe True Maybe




Needs Action Scheduling Re-schedul ed Confirm ng Needs Action Needs Action
Confirm ng Accepted Wirking Confirnmed Accepted Confirm ng Declined
Accounting Declined Declined Confirmng Tentative Accounting Tentative
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Based on the information and decision table above the organizer/application
has to make the decision of what to do with the reservation. That can be an automatic
decision made by the system based on pre-set rules or made by the organizer manually.

Figure 6 shows an example of the dynamic dialog matrix applied to a query

5 and reply according to the invention. An application sends a service reQuest to a user to a
mediator B. The mediator B picks up .ran.dom B address from a group of available B
addresses wherein it can receive responses from the user. After defining the B address, the
mediator B sends a query to user A, wherein the query may consist of a list of choices from
which the user A may select the reply. The user A receives the query in their terminal and

10  sends a reply to that query to the B address. The mediator B receives the user’s reply in the
B address. After receiving the reply from the user A, the mediator B processes the reply.
First the mediator B validates the A address (which is the user’s address). In case the A
address does not cérrespond to the A address whereto the message was sent, the mediator
B may inform the application that no response was received. In case the A address

15  corresponds to A address whereto the mediator B has sent a query to, the mediator B
verifies the B address (the reply address into which the reply was received).
Correspondingly, in case the B address is not a valid B address for the user, the mediator B
may inform the application that no response was received. In case also the B address
corresi)onds to the B address that the message was sent from, the mediator B matches the

20 reply C to the list of available choices for that message. If the reply does not correspond to
the available list of choices, the mediator. B may send an error information to the
application, or send a new query to the user A. If the reply corresponds to the available list
of choices that was sent to the user, the mediator B sends a return service response to the
application.

25 Preferably, the system with reference to Figure 6 has a plurality B subscriber
numbers (telephone numbers), wherefrom the mediator B may select a subscriber number
where the message to the user A is sent. Further, the user A preferably has a mobile
telephone, having a mobile subscriber number, whereto the message is sent, and
wherefrom the user A may respond to the query. The messages to and from thé rhediator_B_

30 s sent over the telecommunication network. | .

One major problem solved by the invention is the éhallenge of managing

client replies, when a client has been given a number of questions and the client is using
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SMS text messages or similar technology in which a reply does not automatically include

an explicit reference to the inquiry. The invention solves this problem using dynamic

dialog matrices. An inquiry always includes some kind of receiver's address or

_identification. In the SMS text message case that is so called B subscriber's number. On

5 the other hand, sender's 4 subscriber's number or Calling Line Identity (CLI), or similar
identification is also attached to each text message. Therefore the client or B subscriber is

usually easily able to answer a message using mobile device's answer or reply function. If

a mediator service that sends inquiries to a client, uses different A subscriber numbers in

different inquires, it is possible to differentiate between answers based on which number

10  the client is sending replies to. For example, if a mediator sends a clieht an inquiry "Do

you need a taxi also?" using A subscriber number Al and then inquiries "Do you need a

hotel room?" from A subscriber number A2, client's reply to the first question goes to

number Al and the second answer goes to number A2. Using a dialog matrix, a mediator

keeps track on inquires and answers. In the matrix, there is a column for each client and a

15 row for each A subscriber number the mediator is using. Obviously, there could be a row

for each client and correspondingly a column for each A subscriber number as well. After

sending an inquiry from a certain A subscriber number to a client, the status and the reply

is stored in the corresponding shell of the matrix. As a result, the mediator is able to find

out whether the client has replied to a certain inquiry and what the answer was. Also, it is

20 possible to use the matrix to collect information about clients' behavior and use it for

example for marketing purposes. A mediator needs only a limited number of A subscriber

numbers. A dialog matrix can also be used to find out which A subscriber numbers can be

used when the next inquiry to a certain client is sent.

The use of the Dynamic Dialog Matrix as described above is illustrated in
25  Figure 7.

The Dynamic Dialog Matrix is also a powerful but very simple security

measure for authenticating a mobile phone user who has only the capability of sending and
_receivip.g messages. The problem is for a service to confirm a sender's identity. One way to

try to identify the user is to check the sender's address. Normally SMS, e-mail, and other

.30  alike messages have the sender's address attached. That address can be for example the
sender's A-subscriber’s number or Calling Line Identity (CLI), or e-mail address or IP
address. However, it is quite easy to falsify a sender address. From the service provider's

perspective, the downlink from a service provider to a user is usually relatively reliable and
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it is hard for others to capture or change messages, but the uplink from a user to a service
provider is much more vulnerable and it is not too difficult to give a wrong sender's
address. A well-known solution to the above problem is to use encryption technologies to
secure the communications, public-key infrastructures (PKI) being good examples. For

instance, a user device can be equipped with a microchip, a secure SIM card in GSM

-devices for example, to encrypt messages uSing the user's private key. Then the service

provider can be sure that the message is from the user, if it can be decrypted using the
user's public key. However, this solution requires special devices that are not very
common, inexpensive, or standardized so far. Relying on such a solution restricts the

number of potential users significantly.

Using the DDM provides a novel solution. When the service sends a request
to the mobile phone user, each request contains a different, preferably randomly chosen,
reply number. Thus an acceptable answer is only the one that is sent to the correct reply
address.

An example is for authenticating a user who is making a purchase, e.g.
purchasing a software product. The user first initiates a purchase request to the
company/service, e.g. directly in the software program, via an internet website or via a
mobile device. The company/service then knows the user name and possible other
identification information and sends a request to a credit card company to request a
payment. The credit card company then sends a request to a mediator to authenticate the
purchase. The mediator knows the user and the user’s mobile number and sends a
message, €.g2. SMS or MMS, to the user’s known phone number. An example of a message
could be: _

Dear Mr. Salonen, your credit card was used to purchase Office on 27
March 2010 for 299 euros. Please reply
y- to accept the payment on VISA xxxx xxxx xxxx 123
n- to reject the payment or |
J- to report afraud on your credit card.

By responding to the message from the known user’s mobile number with an
acceptable response allows the mediator to respond to the credit card company if the user
authorizes the purchase or not. Thereafter, the credit card company may authorize the
payment and inform the company/service. Additionally, if the mediator sends the message

from a randomly chosen reply number as discussed above, there is an added layer of
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authentication. Because it is possible for a fraudulent user to determine a credit card
holder’s mobile number and fake a message from said number, it would be extremely
improbable for them to know which reply number the authentication message would
originate from. The above may also be used, for example, with money transfers between a
5 user’s bank and the company/service.

An additional el_emént of security can be achieved using semantic analysis.
For example, if the user is asked to tell how many items are ordered, and the answer is
“yes”, then apparently the user did not know what the question was and the message was
not an answer for the enquiry.

10 Such a system can also provide a level of security for the user. The mediator
can - authenticate the company/service, by any acceptable method, and only send
authentication messages once the company/service has been authenticated. Then, if the
user does not provide their mobile number when providing their identification information,
when they get an authentication message, even from a number they do not recognize, they

15  will know that the mediator has authenticated the company/service.

While the present example has been explained in terms of the mediator
sending the message, the message could be sent by a secondary entity at the request of the
mediator. For example, when the mediator receives a request to authenticate a transaction,
the mediator can then provide the user’s bank with the necessary transaction details and

20 request that the bank send the necessary authentication method. Another example would
be if the mediator sends a request to the bank for some of the user’s identity information,
e.g. mobile number, so that it can proceed with sending the actual request itself or through
a tertiary service provider which handles the actual message sending.

Additionally, though the present example has been described with the

25  transaction being the purchase of a product and authentication of the user for payment, the
same system and similar method can be used for other transactions, such as the
authentication of the purchased product. . o

The use of a Dynamic Dialogue Matrix allows for authentication and
verification of products, services and transactions based on a plurality of combinations of

30 data. Based on as little as. two pieces of information from the DDM an entity can be
verified. Based on more pieces of information from the DDM, a higher degree of

verification can be achieved.
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information that each entity knows and the others should not know. Several examples are

“as follows: -
If a user downloads a piece of software from the internet they want to know
10  that the software is legitimate, i.e. not pirated or hacked and software developers want to
make sure that users are paying to activate their programs. Therefore, prior to use the user
is requested to enter a product key. The user sends a message, e.g. SMS, to a number with
a product ID code. If the ID code is valid and has not been previously registered then the
user receives a message with the product key. Therefore, the DDM matches the user
15  entered product ID code with an indicator if it has been registered to verify if a product key
should be issued. A similar process could work in conjunction with the payment process
described above. Once the purchase of the software is authenticated as described above
then an additional message can be sent to the user with the applicable product key.
A similar method and system can be used to verify the legitimacy of virtually
20  any product, such as medicine or trademarked products. If the product has a code printed
on the packaging and a known number associated with the products manufacturer or
verification then a consumer can send a message to the known number with the product
code to receive an indication if the code is valid and if it has been previously checked.
Benefits to this system are that if pirated products do not have a code printed on the
25 product or have an invalid code then the user will know right away. Additionally, if
multiple users check the same code then the product manufactﬁrer or verifier can check in
to if the code has been reproduced by a manufacture of a pirated product. A further benefit
to the system 1s that the product manufacturer can immediately send an inquiry back to the
user if the product is determined to be pirated or suspected of piracy. An inquiry may be to
30  ask where/when the product was purchased, what the purchase price was and/or other
information which can be used to identify the entity responsible for the piracy or

distribution of pirated goods.
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The process may also be such that the user sends a code to the known number
to receive information if the product is authentic or a pirate product. Thereafter, the
manufacturer requests a further code or alike information from the user. When using two
‘pieces of information (and possibly another sender identity than whereto the user sent the

5 first message) to authenticate the product, the level of security is increased.

Furthermore, with regards to the above example of making purchases by
using a credit card, debit card, payment card, electronic bank account, mobile purse or like
intangible way of using .or transferring money; the use of credit cards in particular will be
described below. However, similar to the discussion above, other means of making a

10 transaction, as for example enumerated herein, can likewise be applied to the present
method and system. _
| Credit cards have increased their share as a means of payment year by year.
Point of sale (POS) shopping on the internet has also increased drastically and is currently
a large marketplace. Together this growth has led to a situation where all participants (i.e.
15  buyers, customer; sellers, service providers; money including payment card issuers and
purchase involved acquirers) of the shopping process can have a virtual presence anywhere
in the world.

Electronic shopping, including internet shopping and/or shopping with the
aid of any communication networks, has some side effects which challenges secure

20 payments and lures some people to use the systems fraudulently. Moreover, when the
number of credit cards increase, unintentional and occasional losses of cards naturally also
increases. In these situations, lost cards may be later found by the rightful owner and
others will remain lost but not stolen. Another phenomenon is identity crimes, e.g. stealth
credit card numbers and information related to its owners which can include social security

25 numbers, card PIN numbers, bank account security codes, etc. In a market where many
participants are on the internet shopping becomes easy and convenient but at the same time
participants become vulnerable to criminals’ actions, such as fraudulent use of payment
cards.

Credit card issuers and payment acquirers have developed many methods for

30 detecting possibly fraudulent use. Many of these methods are efficient and derived from
accounting information of purchased products and services. For example, there can be
continuous computer runs (data-mining) on credit card events in accounting databases

which search for possible fraudulent events from all, or a subset of events. In some current
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ways of detecting fraudulently used credit cards only approximately 10% of the possibly
fraudulently used credit card events are actually fraudulent. In the case when a possibly
frandulent use is detected an issuer often tries to call the client and secure the possibility of
fraudulent use. In many cases issuers are obliged to deactivate the credit cards due to doubt
of fraudulent use. In other words this means that nine out of ten payment card replacements

are unnecessary. One replaced payment card can cost its issuer approximately 100 dollars.

“Worldwide the number of replaced credit ‘cards is in millions per year which leads to an

enormous waste to the issuers.

With the aid of the embodiments described herein there is a huge cost savings
available for credit card issuers when a significant portion of suspected fraudulently used
credit cards do not need to be deactivated and replaced with new ones. Customer loyalty
and satisfaction will therefore often increase when a credit card need not be replaced after
every suspected fraud case, as may have previously been the case.

Currently, possible fraudulent use of credit cards is detected by back office
routines described above. Often in the case when a possible fraudulent event has been
detected the issuer tries to contact the card owner with a telephone call. However, it is
common where people very often will not answer their phone and especially for phone
calls that seems to be coming from an unknown number. Moreover, it is possible that the
card owner will be reached only after several hours or even days. For credit card issuers, as
a matter of risk management, this is too long of a time period for keeping the credit card
active as well as maintaining an open fraud window. Therefore, in these cases, the issuer is
obliged to deactivate the card, replace and'provide a new card to client. Furthermore, the
replacement of a credit card usually takes a couple of working days and sometimes even
weeks.

According to an embodiment of the present invention a method for detecting
frandulent use of credit cards is herein described. In the case when possible fraudulent use
is detected the issuer or other responsible party, such as a third-pafty mediator, temporarily
blocks the credit card account. This can be accomplished, for example, by making an
artificial excess of credit limit of the credit card or otherwise temporarily closing a credit
card account. In some embodiments an issuer or responsible party may send a warning
message and/or alert to a client’s mobile phone informing of an upcoming temporary block

of client’s credit card.
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In many possible fraudulently used credit card events the credit cards need
not to be replaced with a new one. This in turn often results in huge cost savings for credit
card issuers. Additionally, the fraud window can be minimized and in some cases
eliminated. Due to the temporary hold mechanism of credit cards, investigation of possible
fraud can be elongated because the credit card is on a hold status and invalid or inactive for

any use during this period.

According to an embodiment of the present invention the following elements are involved:
- a mobile phone of a client with messaging facilities (for example SMS, MMS,
email, applet, popup, etc.) '
- a client making purchases on the internet with the mobile phone or with a separate
terminal, e.g. computer and paying with their credit card
- an issuer which knows the client’s mobile phone number/address
o 1issuer sending a message to client’s mobile phone to confirm the purchase
o client responding to the issuer’s message
- a mediator handling and managing the fraud discussion between the client - issuer
and service provider — issuer
o confirmation message + client’s response (fraud suspected)
o validation message + client’s response (purchase bought; possibility to
inform fraud)
o information message
- a mediator controlling/managing the status of credit cards (e.g. means for blocking
the credit card temporary)
o HOLD
o REACTIVATE
o DEACTIVATE
Reférring to Figure 9, a traditional credit card issuance and paying process is
presented. An issuer manages the business of paying using one or more credit cards.
Further, the issuer grants one or more credit cards to its clients and guarantees that the
service providers will be paid for the products and services bought by the clients. The
issuance of a credit card is presented in phase 901 wherein the issuer delivers a credit card
or credit card information to its client. With a valid credit card a client can pay for products

and services in, for example, shops, restaurants, travel agencies, hotels, car rentals or make
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makes purchases from a service provider in phase 1002 and pays the purchase with their
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sender's n allke nes s _have

t he sende%%gkggﬂetls\ghgt%l lzal%:/the‘%lébq'%g{;@dad(;rrh gsg)t%a%?n c%‘ore 8?(%Wa ft%]:{geus%lnder S
A- subscr (1088) sr audiieg (0010Fab|vinigh lah rsiee font the(dleh) is é){pe@temiﬂte adgrass or -

| P address. However, it is quite easy to falsify a sender address. Fromthe
servi ce BregiAtQIean Srapupis pae T sRveral H@lwpmkwfth%ﬁh@t SerageensingrooveieRtingt o a
USer 14 S HuBllast Chit YRl Wialdd) bAl Belttnt 1lq irhedifiol BA ol the bibalafor
capture or cthange messages, but the uplink froma user to a service

provi der decsdetsubhsedmneth\ztdlmnfmlahsnas;dwhéthexsthleqiurﬂm@e Ghrels frii ghitl | ahd tapp@iprietea

W ong sen dreg1 A wel | - known sol ution to the above problemis to
use encr?&?‘ C‘P?ﬁ Pi9gi SYest & TePenTe (KHA) é%ﬁﬁﬂﬁf%a@h%ﬁ%spobi?ofloé4kwy
infrastr ice
can be egﬁ.“t‘}%%ﬁ bt S g R R AL R S
exanpl e, an @coenf@nwnemssﬁgéé) ddienhet duseptsree W 1prthe sdreick pyoviddnean béieurser vi ce

provj der .c be. sure t.hat .the ssaels romthe user, if it ca
decr%t etha ﬁgT aepﬁg Hght SQF P Freg sgo??}t‘ieéﬁ“f"’é%upﬁ‘és
speci al  gevice providenliclless tﬂ@bux\éﬁés)é tgm&m(mgapeﬂfdt!ﬁeadgzrdeﬁt@fe@ar di zed so

far. Relying on such a solufion restricts the 10Onunber of potential users
significantly.  In casethe GI@ﬁﬁgﬁatdﬁé mduéﬁr@vl ubed, for eaemblesyl atpesan ofeen t he

service . ph ser ach r.e ont |ns a
di ffer en@%gt?ee leepg ld)%§)tr bP{uao osVleCi:er nglr?l ISR S PSSt q%{h@%e%ft Bl e
answer i suyoid wr wﬁngrpeodeh@ts b@mzpem it @orh@&véf}ﬂihéﬂcthe Wia‘loraf@;ﬁ&éé (1022An

exanple is for authenticati ng a user who is making a purchase, e.g.

pur cafasi mgludesshetinraatinrod@d ) omile fawgulentlysysef frediteasd tey fouinstaase thequest
to the c LCe, . di r [

it ermet RRRoP LR st 8 g st O "ol AEUAES FOR R Be the
user nandieand 016k sirbihethetdasy thedédliviefy hat besm cothplewdtmon bagd S prdsssafof equest

to a credit card co to req a 20 paynent. The credit card conpan y
t hen serf&%o"g“?%cﬂ&@s‘g 3 dh C%&t%?faPétlsntaWh@nf?w@ ﬂvm@emmm@%d terﬁée

nedi at Orsem%gvnﬁr UBEissBGdcdnnBloS §10 ) ntﬁp'sleﬁfl&u?f%@f e@@qeﬁ%ﬁ Jrep age,

e.g. SMs or to the user's known phone nunb An exa é message
coul2d besxample by informing the a@parerM . Sal onen, your credit card vvas used to

pur chase O‘fice 7. 2 arch 2010 .for 299 euros. Pl ease re - to
accept the payrre ngg%%a > ¢ frpditiongl.cradizeand ppyjng grogess tPgFégfiSéNWe%t or

f- to repek t;f@cefﬂrawas 9N cNQMnLhRiulent Adis FBYsnBIPINEaBGal ShobpBeBsRage from
the known user's mobile nunber with an 30 acceptabl e response all ows the

n'edl at orstars withspphage  60Q waer thegilienichinyg aquedhyr sarvichwithgegredit card. In the

traditional credit card paying process the client’s validity to use the credit is checked
30  (1102). This can be done by giving a PIN-number, similar security code or by other known
authentication method. After that the purchase event will be transferred to accounting

(1104).



aut hori zes the purchase or not. Thereafter, the credit card conpany may

aut hori ze the paynent and informthe conpany/service. Additionally, if the
nmedi at or sends the nmessage froma randomy chosen reply nunber as di scussed
above, there is an added |ayer of 19 authentication. Because it is

possi ble for a fraudul ent user to detezgine a credit card holder's nobile
nunber and fake a nessage from said nunmber, it would be extrenely

i nprobable for th .0 know which reply nu r the authentication Message
~woul d originate fer&g]ﬁ‘alt 'FﬁréioéSSB‘?fé g Ys%orﬁgggs%’ﬁc, ForvERantpl & 2Rt Rbney
- transf er YaaBi]eN (9. PdbUlest REOKcRBN chiR AR BRIBHMMRBLYY F8lowed-up by a back™"

addi tional elenment of security can be achieved using Semantic "anal ysis. For |
exanpl e, officet precess evherg alsifetlie taocaupting hnfyrmatnyn pib enslitacaed evelds édscaanet] t he

answer is "yes" hen_ appar e e user di.d not. know what the question
was and taﬁaéxﬁéggdacﬁjme:d ﬁg‘fs Qﬁllg%ts—‘fb&prfeg?temge‘gﬁﬂﬁ? Py l\ﬁgg ©Hoh eg%Plﬁm can
al so prowheg ad indvidualQfurgRee kirh ¥xéeells b peedéte@minelil fni B @t &Hnind&dPfiles may

aut henticate the conpany/service, by any acceptabl e nethod, and only ‘'send
aut hent i ek igudeesBeye stedicard bas besir g@@ran%mllmstmem wide e rar¢aciataed.
Then, if_the user . . ide thair.. I I e royiding their
identifi (t:(g)t 5?18#_ a|{r11 gﬁﬁﬁnﬁ%’ﬁgﬁﬁfﬂ\%\lﬁén&taﬁlelealgfg?gg?% grg ‘ﬁug%?ﬁlé%ﬁ]ﬁ]e%sc\sﬁgﬁ%? rc}leven
from a ntrshoppihe pelthviorabmpersdgoicardier tideeryiayl frigaet b flandmviektgtatibh eTHepeEat or
has aut hentj cated the conpany/service. . Wil e the present exanple
has beenP@R{SP FMAFPNE FTHpHE Rt ansheoppartienel themgthagcambee nied s fetrigepreto

messgge -G{Q/Uét%\%ﬁe&aﬁﬁmenpﬂs ecendadsy entity at the request of the nediator.
For exanpl e, en the nedi ator recelves a request to authenticate a
transaction, the M8dinat possidy ftandulepr vsel Weaddidveeduglan 4 tHeabuck viffite ploeess
necessary transacti or}_1 detai) s and 20 r equest t hat. th_% bank send the
necessaré‘.aédf’fiﬂéﬁtf’i RatiColTSHE ShEV CAfERHE S X0 FPTE Mot PatchePTrfessiRg Wt difat or

sends a gREMest fhedliBR RIOKP&MEPIRK& whitkemBiRsrin: {hgelrfkttir&%r &gfterqma on,
e.g. nobile nunber, so that it can proceed with sending t attual request

i tsel f owhetherothghfrandutant iuse yas banpened. pinosrict enaseshthe peranoiéle svhb hamndet thal
message sendi ng.. Additi.gnal.l t hough t he pr nt .ex | e. been

descri beﬁsﬁrtsh&t%éeSp%I@F giﬁ%%?f“ftlgﬁ &Y iy th‘ézﬁf) c‘ﬂ’e@gt ot e%gg‘ﬁsd’_&&%ha%ﬁﬁd
aut hent i @at 6)omsOdestibedugvef Bis RANITFEN b, subdtentsA MR oS Dh &N R_RAMr&ds Thiiddinget hod
can be used for other transactions, such as the authentication of the

pur chaserFrinmpglutime and expenses forikentagiingotard IDydramivdioDinamenyisasdatare usy,| ows
for aut hl%aMCI%aﬁxﬂd ?&v@ep é{rgéll) n'ecoq'tc;tﬁé}wﬁ)sfe £§8:% Ctt %‘éac%g(g\ﬁdﬂgrﬁn %‘Egﬁ }r‘z%rs%ria% tsl ?C\KS)

based on urality o I'nat1 ons of ata. e
pi eces odspedidldr whtn Or st oficidde chid\icarinedt without attelipts t€ fdakh @b cAbdseidenn nore

pi eces of .infor ion fromthe D[))% a higher degree of verification can be
A

achi &ved Flmﬁdlmit or instance\6 E\RAKES g th@%pqur ipsdgctvte (HilPy thegredincasdr poses
can cont@leR, tﬁgu&@ﬁﬁngp&fecﬁé vh eEQJ(L lﬁ%}ﬁls&f. Irp ald wfilcjsrk a%flielgxtgrg a{\;\%:té ﬁ%"' ng.

fl
reply addresses used tor sendi ng nmessages, reply addresses
messageseathed theneheechn indentcaduities shesfragunést Eoms haaliupppidbdracaiswgy. §n f or

uestions, order . of receiying answers and verification information 5 (e.g.
o oduct e A s BTN Ryt i e8NS UL IRL el GHid. patadk Fasst i on
bet ween 13 19QAPANYH BRI HERLANGE Fealfbiied MOMYBssBe Bl 3 ﬁfang %&@Lne%%bfta%éé

anot her party) by matching information that each entity knows an
ot he¥ss sinduirdvidota kevowredBesead 4l 1 ¥ arplaes tar geasn fooll oawss the fraud window

(1140) remains open and makes it possible for fraudulently use of the credit card for a long
time, typically several hours.
Now referring to figure 12 wherein according to an embodiment of the
invention the open fraud window (1240) has been shorten drastically compared to the
30 traditional paying process together with a back office process of checking fraudulent use. |
The actual shopping process starts with a phase 1200 when a client buys a product or
service with a credit card. In this example the client’s validity to use the credit is checked

(1202). This can be done, for example, by giving a PIN-number or similar security code.



I.f a pser downl oads a piece of software fromthe intenet they want to know
10 that the software is legitinmate, i.e. not pirated or hacked and software
devel opers want to nmake sure that users are paying to activate their
prograns. Therefore, prior to use the user is requested to enter a product
key. The user sends a nessage, e.g. SMy; to a nunber with a product ID
code. If the ID code is valid and has not been previously registered then

i ches. (HE QLT RECERT BFh D STAL OO0 SP PR PREACE L0 T o

been r egibshefe@dhdt Ghiy exdnhple i pasiBleddtfbink 8F s86 A4Nvel]l BEinkerhst@Hoppingi M | ar
process could work in conjunction with tggﬁgaénent process descri bed above.
ir

Once the purchase (aedit pad depuersapiea respansi [eey wereddlspurrinsd exgrdvén t hen
an additi t [1: W .t he appli.c e product
oy s TREE RAGART 20 PElhad e 8 o 3Ryl if P BRBU I SHBESF of

Vi rtusl | ¥s d&Qrib&y atipive dyitback befitedsiotassl inticteal Dihe at @ tiRg kfemptRdWat@edil I t he
product has a code printed on the packagi ng and a known nunber associ ated
Wi th t he CHESYERE &5 srapnadagainsbpregsteymine irelss (1742} s i acvpsmigitiatethirathd a

message ' ; - Lyve L0gi cation
Tt he comsk Botar Tog IRARlertil  AAE RO MehaC 10P o ApbELEhA® o labiIEE ! o
t hi s sysperhacesunhaixcéeds pi peetiedrmined Uohs. ddsonehemhaveredit aarte hps be¢redsain t he
25 product or haYe an i.nvalid code then the user will  know right Eyay.
Addi t i on8Pagaphiqally Withis) 10 j¥ide AN AIGR iRt 0% hIT @diae difeih Whishgpay beran
MaNU§ACt HHafdatieh ofefrhfdufint 638 LliefeK 4 thhfed fn HREsHPPRBhabRE LohfRQdMced by
a manufacture of a pirated product. A further benefit to the systemis that
t he prodeastiemessuhalc triggsr adeaudiinmstigatiasl. Therenchnadre magyipther batekiatwhitthereuser
if the product is determned to.he pirated.or suspected,of piracy. An
| nqut ry TgEteed By SRSERkbRr A an a8 5o B FRBES e bRteoRu it o e
pur chaseugiag @ tMeger a BivestigateeduduthOh s8R ficpdllitak@sh can be used to identify
the entity responsible for the piracy or distribution of pirated goods. 21
The process may aMdwnpepessite fiaadulericusgsisrdetastrds(131dode hagk toafBca progpassnunber
to rgcei ] | b { ent.i Ik a oduct .
Ther Sar t S e REN BB, 121 5] GelbAlEl bF AiEtels dfe B B HRI HETHE:  on
from t he“peading” \#b eldsditbied gn tthi® epingsie anafFignT @bowd)i This (a@fi6n RO SEhpdirary amdt her
sender identity than whereto the user sent the 5first nessage) to
aut hent i Rgially palypyabid thiough the inxeabigatign rrogersiof frapdulenfise dawepg this period

Furt her i r . i rc usi ng
1 ot T eny el el R 9oREshs WE AR r FUER. frany TBSAI B CHICRARRD, T8, s
pur se orcHange thenstatugitbl ‘okdlycanf beislong byr setverah sfegiadis n @naceffeytivd eyus eo of
credit cards in £$rtj ular wll be described bel ow Fbmgyerh éénilar,to t he
di scAPssi FREBHAANFEREPURRASH Witk SHEk PrEFnQualbior grexdhs eisdit hmit ¢frthe credil| e
enuner at gely hRESIM. 1€ Fbulld KRWhsRdPRARRE idlit Qaldhg BHIESERE PR hethaddly |
system Credit cards have increased their share as a neans of
paynent yiaugildhje. yeeordimp i en ginbodineent POS)nigmepen message t(h218) s sentetohths al so
i ncreased. dr,asti cal and is curreptly a lar mar ket pl ace. Together this
or ot - e SiropiE B ieh B ks Be i phAE IR ST 18 %buyer s
custoner; sellers, service providers; noney including paynment card issuers
and purchase invol ved acquirers) of the shopping process can have a virtual
pr eZ8nc ey Selonek, Yawe credit|cgrd 1s on hold and wneporaryvingvailablspluedto stsmtiorli ng

i nterne i ndkor ping. W th the ai.d of ~any camuni 0

net wor kso,Sf 2{;})fgulrs%gtrﬁ&{ilse'si e g’%ﬁ gc aléchﬁf ]ié‘fﬂedctﬁalﬁrcehr?gs;eegffgcgcs Ures g np%?%aﬁ? ]%nd

| ures sdoE2PEapbe Plastifepht he systens fraudul ently. Mreover, when the
nunber of credit cards jncrease, unintentional and occasional |osses of
cards natutogton{irmy thoirpiiTeases. In these situations, lost cards may be
later fqungd dy.die ﬁélgfgugl?]ikioﬂ"é{_ﬂg rac&?gth%?a Snt¥n! VISR x%%gtxx;?g% not

stol en. Anot her. phenonenon Is 1dentity crinmes, e.g. stealth credit card
numsers and information related to its owners which can include social

security 25 nunbers, card PIN nunhers,, bank account rity codes, etc. In
2 ar ketn fREe R eT PRIt e A ST OF He SN GRS 1R BECERBET easy
and conyeak@niehiidt it Hill tdi8ngeiB statitBoPRE th&di@Rd By bRE PNRankH! MBLAP G stiP
crimnals' actions, such as fraudul ent use of paynent cards. C}ed|§ card
i ssuer s pameknsatiyghi22ic dhéncemsy bavstilldencebopwde messagasticonts éHmes@geedeCt i ng

possi bly fraudul ent use. Many of these nethods are efficient and derived
from



accounting information of purchased products and services. For exanple,
there can be continuous conputer runs (data-mning) on credit card events
i n accounting databases which search for possible fraudul ent events from
all, or a subset of events. In some current 22 ways of detecting

fraudul ently used credit cards only apggoxinately 10% of the possibly
fraudul ently used credit card events are actually fraudulent. In the case

when a possi bly fraudul ent  use i et ect ed issuer often tries to call
the. ol | SRESHES R (e Camits GBI hSs At G Pesssbe ol crediyeaesyil
i ssuers afe)yobldofRdint i 8AE the/ RbGer Wil FpBRE lan@ 8S5rHSiddUen LW fc%&”% i Qlent

fraudul ent use. In other words this neans that 'nine out of ten paynent card
repl aceméi@¥)are unnecessary. One replaced paynment card can cost its issuer

approxi mately 100.dol I ars...Worl dwi de the nunber of replagced credit cards is
i I?\Iom' | 1ions );;er yé’ércaﬁﬁ?fﬁ%ﬁh%ggé‘ifgo’f% ‘XHEZr@Br?Bﬁ%d% %fa&}gt(ﬂ%lﬂ)é%%ﬁ%em Wth
the abd &filltdh@n@TBRUIBNLS tHiesEdit REU BI&ICAVINR! BeiSedlt BHESCASH (38M)NYS 10

avail able for credit card issuers when a S|3n| i cant portion of suspécted
f r audul edhese megdbee stelllione cerr Broral MesgRgen ewundo o enebeagss | wamesbagn paire ghaced

W th new - t . i ction will thereforge often
increasecm%&% edl él%%%%k%ré%ﬁﬁn%}ts(%é ‘Eﬂé‘%ﬁ ttg%:sepgl ) thgrex ﬁlélrgfreslﬁts Ect®h
fraud casémaiasali@yndeenemps b ireuds!fyr feder tidecintacatelWr veittih ¥,sho® peridd 6f
fraudul ent use of credit cards is detected by back office 15 routines
descri bedmsdd9&3)- Yithethejapl efibisnatlo 15046rs save bses yneurts afitheoney andieserrcesas
been; glet Gpiied: hlfarlos Ules WHeRScrbie CRAL AL b (6 Hed N Bea el dinbEl SRNONE
call. However, 1t is conmon where people very often w hot ‘answer "t heir
phone andmbésdieensl tilizingr the hesdeataradndsD yiatic Thelog Matrikefaherbitgertddtliatre
unknown -%n‘oeg. I\/greov r,. it i Qssi ble that the card owner will be
reached Bhipathcepe b Jdp a agifon with adugh degreg ofcrelahiitycandpeswity&ers, as

20 a mat bRy Ofhd jraks BB RORIE BlamdiHicsn :bé, %&%xmp&_ Q{12 Niige <BEk] odich @4

keeping the credit card active as well as maintaining an open fraud w ndow.
Ther ef or eeservatiorh esodtwans @pplidahien,i peprep appliciiongexd singilatemuhediately tvelabler d,

Cr el caoBAARA P aR e B A RO fivise gt A BoRMAoL BT R oven

vweeks. 25Accordi ng, iR geseaireoahpedta Bfpidal @bl @H8AGw gmmj_t&lgnb@ 1iRtepad for
detecting fraudulent use of credit cards is herein described. In the case

when poserlpiseme majgn beminuiesearidsthe elosiigeaf thérepénsast windowt drerberasypatelybl e
party, sugh a hi r.d-part.y nediator, tenporarily blocks the credit card
account .lmc?ﬁri’e%lﬁggr?tf_ ec_El I(I:tcsoar?{t)1 Mshed, _for exanple, by making an artificial
excess of credit Refiringdb fidiee ¢3 &l pro6@k ds Simikt bt sLthk RRRAPRIdekdtibeliosi ng
a credit 30 card account. |n sonme enbodi nents an issuer or responsible

par t3P mayitk dpweet Raligred2nmthe aeualafeppingareeass surty vith emhase M whetphone
~inform ng: ] SR f jent.: s,c Kt card. ..

In nanyn%gg{s})%{rgeéj?&g%{}? eS%t Ilyoﬁggé J(i:)!r:(ggll r8'c%tlr 1seé\g(en ée {hﬁgclhtgrrlted}?qldgﬁ%s need
not to beserthplcaaiitdisvehicbked (1602)01Mus ddn Be idoné b Ngivihg €N PINSUbSr b siie cost
savings for credit card.issuers. Additionaél , the fraud w ndow can be

m ni mi zeWCHHY fe-lire Whidele furehestaewat ofy ke Fansfezed wnasorecPyntg RIOFRSE hani sm
of credif 364! HShohil e HotahhRistkaRBRSE Bb&it it T ! 4 cause

t he cred(itt @ard ios on a hold s%tsat usBandBi n@a%?ﬁ@#ﬁ?dggg{%ia\%e‘gﬁg% 12%9@3%
duri2ag tshoppiperi od. According to an enbodi nent of the present invention the
foll ow ng el emsntﬁs

gésecri. deggo\c%fi credit card issuers typically store all purchase events in
an accounting database (1310). Fraudulent use of credit cards is continuously followed-up
in a back office process where all of the accounting information on credit card events is
scanned against predetermined rules (1312). This is a system initiated fraud check procéss.
30 The predetermined rules may include, for example, when an individual purchase sum
exceeds a predetermined limit. Also when a credit card has been used geographically

within too wide an area in a too short a time limit, which may be an indication of

fraudulent use. Further, a change in the shopping behavior compared to earlier use may



~a nobjle phone of a client with nessaging facilities (for exanple SM5 M5,
10enmui |, applet, popup, etc.) a client nmaking purchases on the interne with
the nobil e phone or with a separate termnal, e.g. conputer and paying with
their credit card an issuer which knows the client's nobile phone
nunber/address issuer sending a nessagg to client's nobile phone to
confirmthe purchase 150 client responding to the issuer’'s nmessage a

t he f aud dIS ussi.on bet ent -

nmedi at or handl i nd mana en the ¢li

T or nEEE A, P B s AR " hed Sat bR SRS FHIAENR Sre e pR
response tﬁ(fsé&ifcbréiﬁﬁﬁﬂghEQ)l the art and any combM@libtlahdrOdT WRREAYE bE GdcliORta S
response (purchase bought; gﬁSSIbI|Ity to 20i nform fraud)

i nf or mat itogeemtsesigaty frandin busebptedatidaidsg/ managi ng the status of credit

cards (e.g. neans r bl oc t reth a rar D 250

REACTI VATE DEACTI “f‘é‘pOSSllg ' faldlfe Frdeﬁ?ﬁ eﬂéﬁggégl?eab%}‘ 0 #‘%PJ&?‘?LS? Pl
credi b Cakéinple St aGReddOr, RRYEMES thQﬁﬁﬁ-ﬁxah&n Me@%@t(%iw)% thé SH&Ht sBokiges t he
busi ness of pa using one or nore credit car Further, the issuer
grants omBORE ﬁfmr OlERASi@R Messgssan be farsexemplt s and guar antees that the 30
service providers will be paid for the products and services bought by the
clients. The issuance of a credit card is presented in phase 901 wherein

t he i ssu@®ecad®lri &z&om:naamoﬁﬁhg tecaurtbaok offie@dirbcasadsdve hivermoicedthat Pourtegedid i ent .

Wth a valid credit card a Ilen for products and services in, for
exanpl e, &HHay ei'ﬁa?égt bR éﬁ‘i‘?t Y ysgd df “gt}gﬁéy ed OUh 6tedits card awilk bptemporaril Ymake

PRI kA K S P 3 ol g 17 cotes o
After sending the information message/alert the mediator changes (1318) the status of
client’s credit card to a “hold” status (or “pending” as described in the example and Fig. 7
above). This action is temporary and only valid through the investigation process of
15  fraudulent use. During this period credit cards are at hold status and invalid or inactive for
any normal use (i.e. paying). To change the status to “hold” can be accomplished using any
of a variety of methods, several of which are enumerated herein. One effective way is to
generate an artificial purchase or a temporary excess of credit limit on the credit card
account. It should be noted that the credit card is still valid but temporarily unavailable.
20 According to embodiment a confirmation message (1320) is sent to client’s mobile phone

which may take the following form:

Dear Mr. Salonen, your credit card is on hold and temporary unavailable due to suspicion

of fraudulent use. Your credit card was used to purchase office supplies on 27 Mar 2010
25  for 299 euros. Please reply

a—to conﬁfm the fraud or

¢ — to cancel the fraud and accept the payment on VISA xxxx xxxx xxxx 123

In a case where the client responds with (“A”) confirming the fraud (1322) the mediator or
30  system behind it will change the status of the credit card by, for instance, deactivating the
card permanently (1324). There may be still one or more messagés, rounds of messages or
message pairs for confirming the fraudulent use. After this phase the old credit card is

invalid and the issuer will replace and provide a new card to client (1330).



The paying process of a credit card is presented in phases 902 - 907. The
ayin rocess starts with a phase 902 wherein the client pays for a
paying p p pay
purchase to a service provider with the credit card. Wen the client has
accepted the purchase the service provider will send the information on the
purchase event to its acquirer (phase 993). An acquirer can be, for
i nstance, a local bank or other invoice nediating party. In phase 904 the
acquirer sends the infaormatign on the rchase~gvent .1 o the i L, . n the
next phase 908 ¢ hi™ f Sxgarars i P ket SRS St bR I T A e
Who payssystn Al radapg theldausmof ¢hd bredBesawd B¢ rPidivhilel thepdradie c@d6as. vdiid phase
907 the issuer will invoice the client on the made purchase (phase 907).
Thi s can(15@3kiThgesrady be stHEpneer mojsanessagss, Bands of messagesrimaseagsdeirs ¢ bot h
cases a ctar ' ' F | .. The
oo act SRR e QHbTRRb EF By TRk, RAR M BRRRIRE hStnd Bifil B (20,
and "sshatalidoandkmeady forl use Iinntedia0sint orobitis@lt &indué delay QI3 2AShewdthitha hidpethiswi t h
their credit card ("what you have") and authenticates hinself/herself by,
e.g. inpBATSTYCTE AR RENFUTHEE AMIOHPYS Of FRPTSHyRnSAtes tdters haIcrqditgast nSads ORKGR!) "i n
the shopye chiifed. Wik BR ail BE tHd BEdiflor Bh@YMAN DYSE: Marrtd 8blib&Phdsini S
much hi gher because all of the information”(even on Secured websites e.g.
htt ps) i thisusndle/handled sty quickdly with i mgh Hegrsanfsesimtysandin e loamveaient mahmer
service provider nnot be sure whether 20 the client h [ s to .make
o chaselr (b <ol ia Btnsees df doe RRTEPLan e, f5. SHpUP et SFe MU eral cannot
be siy e WAL FesbRALSE! WHRGRArPBSPHCHEES Fpeurfisplichii @ o SinMiae %p{alﬁ&ﬁbfd eha On
the interne. Wthin certain enbodi nents of the present invention the
servi ce gmdeindetd withure mebdeipnent i cat ed. Figure 10 presents a bl ock di agram
of an enbodi nent of .the present .25 i nventi.on. ared tqg the traditi.onal
credit card payi nlgl B d glglgi%t gl fan ‘5?‘88‘55@%)@3 i ‘rab sorﬁﬁéf’mf’ﬁléa Fi%nt has
a nobi | enpheRenMiIRSGoaHBEhe OperdfBiEFmdow dA®Mofaly ifiRpérSHEST R cldént’s
responsible third party. Further, a nediator with a Dynami c Dialog Matrix
(DDM) asa#e8%ri bed above and herein is preferably involved. In the present
exanpl e the nedi i . e rt..of j r.s.s ] V, t he
ned?gkor can be ?@ggtg%ﬁ#ﬁgggg%%ggg?éaﬁg%%gﬁﬁgﬁaﬁﬁems?é%%%ﬁgﬁgﬁg?@ﬁgé be
cont r ol liaderdtpnatobper frp@d tyndow is available. The attaslughoppin@fprodis etagdivtittcard. i s
presented in_the ghase 1000 wherein the issuer, or responsible third party,
grants aasHiH wasn a dicaybyyschPrpdpe oF Raryieniviththerediticard onelkesPHm@hases
froma j OV le ik 1002vand R t Eﬁé%]. Lr 25
credit §§%§#&3&§%9¥%%ﬁ%fien%gﬁggpaccepggg t eﬁghgﬁﬂgggﬁt sé%@%ygng%ovider
wi | | sendiehtiemiobile phad (GA0D)N Ittsheuld beatvasiethet thik extampiets \possblp favpodietr o S

acqui rer (phase 1Q04). An acquifer can be, for instance, a |pcal bank or

ot RO | Mg SRRt P The v ES bt R B e R  he
information on the purchase event to the issuer. In an enbodi ment of the 5
invention the information on the purchase is transmtted to the nedi ator

whi ch i read Mt Salongwnydunejeditvdatdhwas useddioeputdiaay offone sappléas dpakMaf 20t@

processfjn%gfti%akiog §e§gs a notification to the client's nobile phone.
The not i'fi tat 7O Cai°bEPohe- way i nformation (1008) or a dial og (1010) to

whi ch an -apsiseépt iliopartige 6h VEBA xxix &%Re&ked123The i ssuer’s mediator can
transmt one or several dialogs (1012) to the client for accepting or

rej @5t i Ag toreeetiitbe purick#rgsos. After the dialog with the client and nediator
has finished th [ r. deci.d based on the client's answers, whether
t he puré%ggéqﬁbsaﬁggaggg%lé%%%%#@iate such that the nediator gives a
response (1014) to acquirer. The response (1014) may include an acceptance
on the purchase (1017) ich is delivered to the service proyider by an
accept ance messadB a(ﬂ%ﬁi\é\%l'f.er%f}’tee‘?hef‘h@e%‘éﬁéﬁtrﬁ?ﬂf’égf@gﬁf thhe ok eRvil 4 R der
can be SifudSdiabnidene! haBhasbasvdlenfdidlio oinl B RUERRASE @G heneT edi !
card i s not deactivated. e service provider del'Tvers the purchase to the
client @iGRO)ing irffompdtionlis swasd thed datelbasd (1408) from whichl nbarsdfitchprocessei t car d
is fraudul ently used, .f.or exanpl e hy erson other than the.client (1003),
by & oot BEOISBRASIOh PREHITHEOin DIt e pU AFETsro CRISSI 2P The buyi ng
Or payi ng processgyiaTa&OwhsRitRdclidht %QpEnddaYith RNtk A dul & RNSL ,
(1014) 20 includes the information (1018) on the fraudulently used credit
card t othdinerefitsamhcld 10} the medigtor énfproy thiesystendta tlenge the gatupodelicis can

bl ock the delivery of the purchase to the client (1019), or in the case the
delivery has been conpleted nmay begin a process for recovering danmages. In
case the fraudul ent use or corrupted process is tracked to the service
provi der the issuer can block (1015) the service provider's request (1004),
for 25exanple by informng the acquirer. ~Referring to figure 11,

o M o - Y Y



30 (1102). This can be done by giving a PIN-nunber, simlar security code
or by other known authentication nethod. After that the purchase event wll
be transferred to accounting (1104). 26 Credit card issuers
normal |y store all purchase events in an accounting database (1110).
Fraudul ent use of credit cards can be gpntinuously followed-up by a back

of fice process where all of the accounting information on credit card
events is scanngd against predeterm ned rul e 1112). The pr.edeterm ned

rul es may" Hcﬂa{iﬁ'é’,a ?‘Zﬂlgle%gﬁﬁfﬁ pﬁn‘iﬁh%na%ﬂeﬁcﬁg?&/ind s1°*HupP W&Q%‘%Jﬂ?@&beds, a
pr edet er mEAdHid Fiatclieht RHRtRN FAvdehesit bRZe¥BYhRlasorl RELHIGaWIER Ghig VASH t
card has been used geographically within too wide an area in a too short a
time |i rrthrpughﬂh@hnmygﬁ@namoms@lpgéxtau@wemtf user Bydog éns pesed ciedittdamds, ar@achange
inthe s ping behavi.or conpared to earlier use may trigger a fraud

i nvesti QE&B§F‘E rRvalidprdnachive for an¥ moppalse Grg. P@flé)' éﬁd&gﬁg’oﬁ%ﬁ‘i’tﬁ%ﬁ%q on of
t hem 3§ hatheCaatubes tis@d agn Be Honed@oEral Bf MUV SOhEatfectiveavsli]sabtget&ateOdn
credit cards. When a possibly fraudul ent use is detected (1114)
t he backagificia puishaess @ terporangr eatse i Feditimit 93 teg credis egrdiageovme dt shouls an
entry in C | i Sk:1108 41 . u Personnel

t asked mP?ﬁQ%%ﬁ?ﬁﬁ@@ﬁ%&?hggpﬂé?EHgvﬂ$¢§£ﬁ%&§&g%ﬁ?yﬁ%h§ lgrgg(gd?ﬁéééﬁlent
use has aappdimedt alconSmedtionasessagen@d 4pdy sosenetko chidiw’saasbilkepide wHibh mssuer ' s
or a resgﬂn%%%%e third parties, may try to call the client to verify the
pur chase®«¢ ¥P18YM Oks descri bed above, this requires a substanti al

al | ogati on of resources including personnel time and expenses for
contacting card holders who in many cases are busy, reluctant to answer

t hei r phDes Mr. Stidrenywee akédif ¢acdiis ot boldemmd Herpdram) unavaildbie dee wasspicioand
especiall y.wh t he e of credit card, continues W thout atteppts to reach
t he car dO%%T“'H@?‘?m uﬁ?)tg;m{ri 1 ‘faﬁ‘!r' fvap fispd f%E‘EI&R%SE oé%-l’m‘i%s"IRBf]?ss?n f%arl‘é%rsqul‘?e

i ssuer tRrdedekiloyati€aseldply) the credit card due to the uncertainty of the
val i dness of purchases. In the case where a client is able to be reached

t hen t hey—éaeenfia thafreudpet her the fraudul ent event has happened or not

(11 . In_case fraud has h ened the i er can deactjyates (1120) the
credit carf© nﬁelg%? ﬁaggg%@acfiﬁtsg%ﬁwﬂﬁnbﬁgxﬁ%ﬁix‘f‘x’éﬁ’f’a‘ 1253 deacti vat ed and
the issuer shall in many instances replace 25 and provide a new credit
card (1130). As can be seen in both cases the fraud w ndow (1140) renains
open and makes i tmppsasenyviere ghe ¢licatisesperds) yith §6A Of confismingetie fravd (it ¥Or a

| ong ti j | | -hQk ferring to figure 12
whorei n e BBl s @R i OB Shance the stztne of B G DRed bt o
(1240) hesmbeslystiat e Thareasby bal dtifl copamd bt Bedshge pas foradntibanal theayi ng
process to efher W t h grbﬂgg offige process of checking fraudul ent use. The
act 48l st%?d’gﬁ HyUisr 6EE Sisphase eagle freditorudsis invalid ap die asuer Wathrepbisg $04
product J%Viggg\ﬁg@ecayg &Qli@n@(ﬁ@@ﬁét card. In this exanple the client's

S

validity to use the credit i hecked (1202). This can be done, for
exanpl e, by gi vi nig accaRt Mhergrthecliant respondsawitls €€ cdngeltiag ¢he frad A1 Srthe hat

the purchase event will be tr ferred tq .an accounti roces 1204). It
shoul d B&* Bt @Ffﬁ%etthiﬁ §t38¥§a??a‘;ﬁ?‘8_ﬁr%‘ﬁb8%f§gba1 Eargapsi e o ltscéi“_f;- aéé’ab\%!l as
i nt er ne ($HOHPTRGe may be still one S BeHeim&REgs] DIHEHE meNacss 61‘%%9&9%& gelqu fopi rd
party, store all purchase events in an accounting da?abase (1210).

Fr a2dul ennfinsiag dhe canngllatianapidaudsiland mis¢. rdbersthis fhabd theeckisting Gediscatdser i bed
above b back office process. wher | t.he counting information on
credrt Safd Bierpe 15 ol ARERIAGY Eaty DY aRFFR RS i e F)e e i s a
syst em iaficuh&tFandresusl tHehacds W€ eiScredin@rdy mﬁtoﬁgmbn@de&dﬁlv@&d.n‘whiaml ude
for exanmpl e when an individual purchase sum exceeds a predetermned limt.

Al so whéh the medigtar apd Ryngmdc Piadeg Yatax gedescabed bereinythis eanibe hapdlediveey an
area in_a. A L et i Whi i Q_i.ndication of
fraudulgﬁFkgggip%&pfﬂ3%§%gg%hgzé%uﬁghfﬁgggﬁ%%ﬁ %g“%éﬁ%&?éﬁ*E%%%aFgﬁn%o

ear Boer wayefonelieitr Theetessages anichis ry@aplegahiben forThample &M P eMMES ye-aiatler
criteria which are recogni zed by those of ordjnary skill in the art and any
conbi naP?ISH‘i%rrfé?eé@“%h? “’%fﬁﬁpﬁ’gc%‘é’édp%l%’“a applicagen or simiareanpligatan that

f raudul : i s When a possible fraudul ent use is detected
(1214) Fﬂ%bﬂgffqﬁﬁﬁ?ggﬁ%?%§%§§° 15 i mmedi ately changes (1216) the status of
the client's credit card to a "hold" status (or "pending"” as described in

t he exanple and Fig. 7 above). This action is tenporary and nornally only
val id through the investigation process of fraudulent use. During this
period credit cards are at a hold status and invalid or inactive for any
normal use (i.e. paying). To change the status to "hol d" can be done by
several nethods. One effective way is to



20 geperate an artificial purchase wwth a sum big enough to excess the
credit limt of the credit card account. It should be noted that the credit
card is still valid but tenporarily unavail able. According to an enbodi nent
a confirmation nessage (1218) is sent to the client's nobile phone which
may have the formof the foll ow ng exanple: 25Dear M. Sal onen, your credit
card is on hold and tenporary unavail able due to suspicion of fraudul ent

use. Your credit card was used to. purchase office supplies 27 Mar. 2010
for 299 euros. 35:5}85 F’éaﬁ’i‘fyethva?’ggﬂ‘b‘hf’?}lﬁ’tsﬁl@n? RaFieRt %mpg{?‘bp}&‘é’r’?c‘@lththe

fraud suspd sdsemilaPeh REHBST F4Q WRYIBRIfraRly Yo FAuE XK dow ¥avali¥ie 123 30 In a
case where the client responds with ("A") confirmng the fraud (1220) the
medi at or or syst eRefsnngdo ifigure 13 whistgigecedrdingt tatanserobodimenicofthiet presentl by,

for instance, deactivali it permanent | 1222)..There nmay be stil.l one or
mor e mosongatof Pl sk gintaf of TERRR Tie RRR panths piibe el W't he
fraudsl ephastSE500AlcRr a thérs bahaserodiet O Gedic@Owith Gadrédinehrd dri dtRérypdyafeai™
invalid and the issuer will replace and provide a new card to the client
(1230). Mphiglgsdn tthis expmplet theesyster sprafarably moediater riendy prvplidies hessegt (01219)

t he syst ed] r. ah i vati-ng the
crodi 1 cang aHbbc ARRESS 0N B B Bbich Wit TR S 1€ pOXIAIE RS i
rounds ofaloes saljes imemashspgeg. fHieralitiny neosdge can taie,t foeirsance lthefollowingf
fraudul ent use. After this phase the existing credit card can remain valid
and retufff™ o be ready for further use imediately or within a short period
of tigre (1223). Wth the aid of this path, issuers save |arge anounts of
noney and resources 10 in these nunerous cases where credit cards need
only to Pear®Mac$alomane gourFarediheardovas, uskdto pnivhakiendfits suplies ah 12§ Mae20i@di at or
and Dyna?i S 5] al OEP Matr%’pg of the present disclosure this path can be

handl ed (H 287 GHCSICIFASATRN with a high degree of reliability and security
for cliept.to J8RpimRe pagBsseloh VINASKkBXAIBK&x&RN20e, for exanple SM5, MV,
e-mail, cal endar reservation, software application, pop-up application or
simlar Imiewiest leypurshasd atbl e 15application that can be used within a

mobi [ & dgvice suc a%ﬁ a m)b(i:l& or scel l ul'ar phone. In the

pr esent exanpePes, a fpiyggﬁ TPHLEH Wi ndow (1240) nmay be limted to only sone
matter of mnutes and the closing of the open fraud w ndow can be

conpl etely independent of a client's actions. Referring to figure 13 the
process is sinilal #gasehuhersithe pléend dgpigese tajeasporidoeither 26" virt IRt @$pécthet o
figure - j > ris.w . e 13 a

cl font Doy diRF ARGE oS 1RG0 <D SR B AL btk b AR BRE S RO BT
client' saceatntitigtipfonmaticreistshered iredidatabssectl 60K)eflorh #3402 a biblt sffebr®ssone by

giving a Pl N-nunb‘g{ or simlar se_curit%rfcode, after which the purchase
ever®® caffty FFaies &rampls asslesadsd Mrithrgssebodi@restidomd 131t shoul d be

noted that this exanple whirdfe iblGedRhdPYiflFolc $Abin @?a%{uhul@ﬁ‘t Is8tgr net

25shoppi ng. As described above, credit card issuers typically store all
pur chasethew eredg dard (1510) the mediator will send an information message (1512) to a client’s

mobile phone or mobile device. This is a client initiated fraud check process. The

information message can take the form of:

25
Dear Mr. Salonen, you have informed us of a fraudulently use of your credit card. Your
credit card will be temporarily unavailable. Please wait for upcoming instructions or
contact your issuer.

30 After sending the information message the mediator changes the status of

client’s credit card to a “hold” status (or “pending” as described in the example and Fig. 7
above) 1514. This is a client initiated fraud check process. This action is temporary and

only preferably only valid through the investigation process of fraudulent use. During this



an accounting dat abase (1310). Fraudul ent use of credit cards is
continuously followed-up in a back office process where all of the
accounting information on credit card events is scanned agai nst
predeterm ned rules (1312). This is a systeminitiated fraud check process.
30 The predeterm ned rules may includegsfor exanple, when an individual
purchase sum exceeds a predeternined Ilnit Al so when a credit card has

been used hi ¢ i,n too area in too shor{ a tine
linmit, @%Pﬁﬁgp ﬂﬁl f istafusopn ‘ﬁﬁawgnwaﬁg@ dPWH%F“mLuﬁhghée in
the s hOthﬁgg)bAla L Qbom%ﬂgs the sﬁﬁfs' alse"holds%aﬁrﬁbf dordsdveta0 88 methofif. A

i nvestigation. There can be nmany other criteria which are recogni zed by

t hose of effectivaaray isito gbnqrﬁetah@naﬁmalepmcmy ot e it paaryoexcesserfanéditimiloncan be
d t t nt
Vnen o pleciiOEre hiahh TP HoBE S adiBl it B 8 ot i DK B ooy cess

for Sexagpiwiidia RcdBRdlhgd®kembyentindbeonBfnktionFRaLboN] BT 32t (d 3hést 0 the
client's nphil e phone. The i nf or mat i on nessage can be for exanple: Dear

M . Sal oRe@hile phansrdiielymay takgrthefeem off fi ce processes we have noticed that
your credit card may have been recently used fraudulently. Your credit card
wll be tenporarily 1Ounavail able. Please wait for upcom ng instructions or
cont act DPeatrr Mrs Salenen, Afoue rer&kincirdds mehéldfamﬁnmhipommsmlabal @let tot heur
medi at or . changes %1318) the status of client's credit card to a "hol d"

status (BiomsBarPhfeudidenidse Y E¢rodit ¢amd was 458t te rarchars gtficy sapbigepn 27hi s

acti gn 1 f1af 8HRPHAPYY ads Pikake Yy d through the investigation process of 15
fraudul ent use. During this period credit cards are at hold status and

inval i d o to cadirinvbe frond any normal use (i.e. paying). To change the status
to "hold" can b cconpl i shed i ng an rie of nethods, several of
whi ch ar%"ghﬁW§géﬁ%§mﬁg?Efﬁxe @%PEE%PUE’&@V‘ Xﬁgxééﬁ% Zte an artificial
purchase or a tenporary excess of credit limt on the credit card account.

It should be noted that the credit card is still valid but tenporarily
unavai |l abl e. 20 AI@cganilihg dligne merpdidre witha (‘Y5 f ¢onfiemingn thee feed €1 183203 i s

Sentg 0 ShRERL 5 TR LS RIS C T ke e Lol otrg horm o bear
suspi Ci ogbrﬁﬁne‘n%d giz(gntTh@&emayw stBY 8¢ lor Gidre m\@s%ag@ efbutn_as R rrﬁéaﬁagé‘s effice
fs :—Jggljl gfmgsgagzgpalrs for cjé(r)lﬁrzrr?mgrthg gfrgaugllljlrer?tsuseplAeﬁaéi (athlgeppl)laze gle olEiOcre(::dcl)tncar(ri rPst ne
invalid and the issuer will replace and provide a new card to client (1530).
In case the client responds with (“C”) cancelling the fraud (1517) the system
20  will change the status of the credit card by reactivating the credit card as valid (1519).
There may be still one or more messages, rounds of messages or message pairs for
confirming the cancellation of fraudulent use. After this phase the existing credit card is
valid and ready for use immediately (1521). With aid of this path issuers can save huge
amount of money in the cases where the credit cards need only to be reactivated. With the
25  aid of the mediator and Dynamic Dialog Matrix as described herein this can be handied
very quickly and with a high degree of reliability and security as well as in very convenient
way for client. The messages in this example can be, for example, SMS, MMS, e-mail,
calendar reservation, software application, pop-up application or similar application that
can be used within a mobile phone.
30 In this example the validation of use is done by client’s mobile phone or

mobile device with the possibility to inform fraud while preferably no fraud window 1is

available.



c - tp cancel the fraud and accept the paynment on VI SA xxxx "ma xxxx 123 In
a case where the client responds with ("A") confirmng the fraud (1322) the
medi ator or 30 systembehind it will change the status of the credit card
by, for instance, deactivating the card permanently (1324). There nay be
still one or nore nmessages, rounds of ssages or nessage pairs for
confirmng the fraudulent use. After thi's phase the old credit card is

invalid and the issuer WI I ég@ace and provide_a new card to client
(1330). 30 Now refering te fagure 8 hqreia & mokHe pherspHiletion ifpresentgd

cancel | i Rg.drfife ft6 aHEribbatnent {dFEHS YiSleRHHIY "hlne Qémgsﬁ ﬁﬁﬁ%ﬁ}@e@st%sbm gredit

card by reactlvatlng the credit card as valid ere may be still
one or mphasen®d agles, a chemdaysi pre@magnes;enmcmﬂbagcarechamrd drastherqpafyimreni ng

t he cancel | n.of fra ent use. r thi hase the existing credit
ard' . Vehigls) Pty erari e Sitelo Oro R & raa S pors b RS sl
(13253 . Widdrsthébir! ghoak (14029, IPSiduld 66 HBfed tﬁé}'ih@féx&nﬁl@%p@ém?o? peintGpney in -
‘cases where the credit card needs only to be reactivated. Wth the aid of

t he medi aalgraSaWQH[BSnmtﬁmeDShfmvglg\/aThq walidigc mdseageheane| for tevampleartalkye theand| ed
very qui Iﬂx %h a high degree of security and in a convenient manner for
the clieft. r%%sages in this exanple can be, for exanple, an SM5, MV5,
e-mai |, 10cal endar reservation, software application, pop-up application or
S|mlar application that can be used within a nobile phone

t he exanpe ér Mrt Saloreas yPwagradihirard ovirs(ussd &9 perchasseotfae w@@ﬁ%onﬁﬂtl\éar 1o

m nu s I t he open fraud wi ndow can be totally independent
of t & %Qsmgc@?%%geﬁQSNow referring to figure 14 wherein according to
an errboda nrmtacaef)t thia @urchysndn VIS Angxsopemxxixxaud 28iondow i s avail abl e. The
actual sho p| ng oce s starts with a phase 1400 when a client buys a
product br %’?ﬂ‘i?f&‘@ S&Q credit card or other paynent vehicle. In this
exanpl e the system preferabl y a nediator, sends a validity nessage to the
client's nobile phone (1402). It should be noted that this exanple is

possi bl e for poi ninlofth oPthesates vdsranhk|cliast rhs}toadmith,rfopaiangxle TiA& and|“Reti ty
rressa e e followng form Dear Sal.onen, your credit card was
used?! é?)ﬁ@ng’é’e‘n?) 1pfoE drangpisy fesPRhase qvgnt ‘?&B‘WB’? By AIFPHRINPIOSES repl v
a - to aa666) Thé BcdduhEhemSoraiativh B 5tdréd n Xﬁéﬁéba%)é@(é@?%o%ﬁ%hlchta%aﬁlebﬁﬁ% the
purchase or f- to report a fraud on your credit card In a case
wher e .t heroe¢ss é il Og amdydexscute cp@tgpl@n@l orinté¢rarittens'fragd chécklr(gLJmﬂ)xs thenptedllat or

transmtgs the purchase event i.n the a 14 The
30account ng{ iSRSPRE TSR TS Pretfe‘?‘(’)‘a ncPrecgy &S@e%é@g’e%f%%)m?"r%?% b\%‘iﬁ%ﬁ YCback
of fice peeclessies, thanAbeepoaded @dnsmitchitg c%ﬂﬁm@%@&ﬁrﬁmédﬂrhm Nfot BRar@panpl es
referring to figures 12 and 13. case where the client

res p%ﬂmdsbumphhmlied toothps dnseribeg ahove. samalsebe Cb@“é( for frewduilent eetisdist Thisrisia (1410)

t he rredlg,gtgncn 1hﬂfa?éd”§audhc%e§1é’1§rto@£9s.t o change the status of client's
When a possibly fraudulent use is detected (1612) the back office process

immediately changes (1614) the status of client’s credit card to a “hold” status (or
“pending” as described in the example and Fig. 7 above). This action is preferably
25 temporary and only valid through the investigation process of fraudulent use. During this - L
period credit cards are at hold status and invalid or inactive for any normal u'se. (e.g. o
paying). To change the status to “hold” can be done via several methods. One effective
way is to generate an artificial purchase or a temporary excess of credit limit on the credit
card account. It should be noted that the credit card is still valid but temporarily
30 unavailable. According to embodiment a confirmation message (1616) is sent to client’s

mobile phone which may take the following form:



31 credit card to a "hold" status (or "pending" as described in the exanple
and Fig. 7 above) 1412. This is a client initiated fraud check process.
This action is tenporary and only valid through the investigation process
of fraudulent use. During this period credit cards are at hold status and
invalid or inactive for any normal uses{i.e. paying). As told above to
change 5 the status as "hol d" can be done several of nethods. One effective

way is t e e an artifi s a tenporar ess of .credit
" on D VT SPhA 3P GruEkAE 1095 BORS e lenonty Do Bk e HE W sl ar o
is still of&abéulBittust ep@r @edit y‘arﬂl’waéalslea% PurohesO0eHdehrt 7 Mur VPO doBIY 2
confirmati on nessage (1414) is sent to client's nobile phone which nay take
t he for meyPs. Pleaspsey M. Sal onen, your credit card is on hold and tenporary
unavai | apl g on of fraudulent use. Your credit card was used
to purchgse o?ﬁ%g g%}i?}és on 27 Mar 2010 for 299 euros. Please reply a -
to confi emtb bendel thedrand add accept the paanesont VIS A raudoan&kxag¢ept the payment
on VI SA XXXX XXXX XXXX 123 In a case where the client responds
with ("A") confirmng the fraud (1416) the nediator or system behind it

wi |l change the s ¢ ! I tly
(1418). There nayhgreﬂézcﬁgé tﬁ%ﬁé&’ﬁ g%r?%n&@%ggé ?%%qﬁgﬁ%g% %%%(??lrdni?gg{ét he
20f r auduinediatarsae. systdmrbehimldsn phidls ehanige the dstaiusacduf tthca:rczlhtl sarid nva Ipreferably the

i ssuer wil |l ace and v new card tq client (1430

°case vVl L pranmeRhe iy T by SThfeb of mAte mstaeen g dsals) t he
systgm wnbésagaad}gﬁesfsige 1p% traforcoffirhing the Ahdul&GA LS. RV @R bhat@ihd\8ld fclfeeltcr edit
card as valid (1417) here may be still one or nore messages, round of

messagescasd iympsdandihe rssucfro‘rlllzeﬂwrmdmwwge & hew carddelclienti(@M3®f f r audul ent

use. After this pha t he .exi t|n C |va|da re use

i medi ately (1419)" i TG, g Shajhgnt & PS“@%FW}H @?d Lrancelling th ugn@?%?) g
nmoney i nsystegn meaaﬁgbenhe stdtes 6f i éredidiclsl P echcBPtihgt BeReedicastiiatagd. Wth
aid of the nediator and %namc Dialog Matrix_ as described herein this can

be handl @81%eFyergarexpsystihepagTtnorg Messecacgreds offmessrgealor mezsgagamlre@un ty

o> )| ey YE A EAATP Bl ke Sheehe s THESEREHGH: 410

sof t war evaalﬂm:idc;ahciiptbr qzepmmdaqu i(DER1i) OWithy aifli ofithid rpa@pBhugatad @avfehaigecan be
used within a nobil e phone. n this exanple the validation of use is

done by 3neynt @ﬁfnoeehﬁbihﬁéaiﬂ%dﬁ&rwlaewr%%caa%%qeé.qnist 10 Regepeirvaiash &flthf #idud
wher e pr&*r&ﬁ A aYatSY0ard" Bt THAY, 'm%rgxgi 'd%?érﬁ;eg herein this can F@ x%
| nvent 1 O no

figure 15 wherein according to a ment o e presen
open fr apuckily anikdwithsa highidegizeenf r&lhﬂnlanytamdlses&rapps ngpllpetsan%serytcanmsnemt h ab

h 1500 wh | b s t th d
Dhed paytit dfe Eliet T Beleb B el S bumor ameRa b i atcor
sends a W&l i dichiar RGP font Sofelh ey F pEcABR! H&H-Bh e wﬁﬁé@a) smhfar gﬁwaqoﬁpe

noted that this exanpl e i S possi ble for poi nt-ofsal e as wel I nt er net
shoppi nghatTae bg abgddwithin pesehilgeohene t ake, for instance, the foI | owi ng form
10

Referring to figure 17 wherein a mobile phone validation is presented

- according to-an embodiment of the invention. The actual shopping process starts with a ,v
25 phase'1 700 when a client buys a product or service with a credit card. In this example the
- sysfem, preferably a mediator, sends a validity message to client’s mobile phro_ne;or mobile
device (1702). It shonld be noted that this example is possible fef i)oint-ofisale as well as

internet shopping. The validity message may take the following form:

30  Dear Mr. Salonen, your credit card was used to purchase office supplies on 27 Mar 2010
for 299 euros. Please reply
a — to accept the purchase on VISA xxxx xxxx xxxx 123 or

r — to reject the purchase



Dear M. Sal onen, your credit card was used to purchase office supplies on
27 Mar 2010 for 299 euros. Please reply a - to accept the purchase on VI SA
XXXX XXXX XXXX 123 r - to reject the purchase or 15f- to report a fraud on
your credit card. In a case where the client decides to respond
either "A" or "R' (1504) the nediator Kgansnits the purchase event
information in the accounting process (1506). The accounting information is
stored in a database (1508) from which a back office processes 20can be
executed, for exanple as described with respect to figures 12 and 13.

In a casgn bber@séwhdrt ileNdlishe spuBss/ithi tAT arfd “R°0(11708 pthereddi@of fransetilsané use
of their credit card (1510) the nediator will send an information nessage
(1512) t @uechess egnt wiorpwipe ip Rsrscomntipgarpeesy €106 . Themgosopnfing iafqraation
initiated_frau . e | nf t n At form

of 25 D oy OB BREEEE SIS PRER'd BRTBERANEEE (TG GBust
credi § cabgtinubasibr disedtitinucay ftawd bheckingt &npas akarhple wliagai“Ralregon® easee wai t

for upcom ng instructiong or contact your issuer. 30After sending the
i nf or mat PHCHeEA g dtorHBe HafUens 1S ﬁ%ﬁ%eélﬁoﬁée sfaterpopdedgventsmmackipgaRs card

to a” ho'og'r'no%_rﬂsfeH&el(rﬂﬁeci' lﬁﬂe&cufrfg;ﬁd@%md&&eﬁ iR dahdd thgsys?efmmé&mﬂgwﬁmhe 7

above) 1514. sis aclient initiated fraud check process. This action is

t enpor ar yollrvdng ritapd phedle mesdage gnbgesy atithdthehdlieoy IThihé & systemi ipétatainfrasdcess
of fraudu) ent use. During this 33 period credit cards are at hold status
and i nvalFte¥*d©iacti ve for any nornmal use (e.g. paying). As told above to

changg the status wasen H8bgibl¢ FhubeleOn® SeIRAd Qf7 1Rk Bi& pbtas! i ve
way is to generate an artificial purchase or a tenporary excess of credit

i mit onptdierablyeds thecmediatorcgenstates an sforrhatiopempssagel (Y H4) ta kbentisedpbilecar d |

is still valid,but tenporarily 5Sunavajl able. . .According to enbodi ment a
conf i r maPPGI- HBe Wymag %fbe)ssal%n%aé’%?g‘eggﬁﬂf" s nobi | e phone which may take

the formof:- Dear M. Sal onen, your credit card is on hold and tenporary
unavai l abl e due to your information of fraudul ent use. Your credit card was
used to PercMastaleran; ewordingiq @y bapk officepragasses ohavgrmotioed that paur cridéiase

r epl Ys @ éar%i?w%zgé iﬁraﬁhﬁlgrﬁy g(l%tég Y%%.&%réditt Suré Wi eole ttegl%o;a'i’l y%ngv%%aﬁgc BRbsel he

paynent on XXXX XXX
wait for upcoming instructions or contact your issuer.

Before, during and/or after sending the information message the mediator

changes (1716) the status of client’s credit card to “hold” status (or “pending” as described

20 in the examplé and Fig. 7 above). This action is preferably temporary and only valid
through the investigation process of fraudulent use. During this period credit cards are at

hold status and invalid or inactive for any normal use (e.g. paying). To change the status to
“hold” can be done via several methods. One effective way is to generate an artificial
purchase or a temporary excess of credit limit on the credit card account. It should be noted

25  that the credit card is still valid but temporarily una\(ailable. According to an embodiment a
message (1718) is sent to the client’s mobile phone, said message may take the following

form:

Dear Mr. Salonen, your credit card is on hold and temporary unavailable due to suspicion
30  of fraudulent use. Your credit card was used to purchase office supplies on 27 Mar 2010

for 299 euros. Please reply

a — to confirm the fraud or

¢ ~— to cancel the fraud and accept the payment on VISA xxxx xxxx xxxx 123



I.n case the client responds with ("A") confirnmng the fraud (1518) the 15
nmedi at or or systembehind it will change the status of the credit card by
deactivating it permanently (1520). There may be still one or nore
nmessages, rounds of nessages or nessage pairs for confirm ng the fraudul ent
use. After this phase the old credit cgyd is invalid and the issuer wll
repl ace and provide a new card to client (1530). In case the client
responds with ("C') cancelling the fraud (1517) the system 20 will change
the status of the credit card by reactivating the credit card as valid

(1519). There maypg cabd WheRnge Qﬁeﬂ’ﬂ?&@oﬂ%%ﬂ&e@%”? QuA¥SniRg tHEERRANAT20)
nmessage pairs for confirmng the canceéellation of traudul ent use. After this

phase -t héhegrédistongr system belind i, Wil chwingd therstiatnealtithe craditiesnl hyndradiiatiag yt

(1521). Wth ai f [ ath issuers can save huge anmouni of noney in the
Cases wnbrepRu Pzl Trbdem.it MRrrs BRY mestiE S catte i ROTHEe A o o
of the n'ﬁﬁiss%’g@rpaﬁﬁ\(foﬂlv’dlﬂmn@n%?l‘@' Rahdibdnt ivse aafieeatd phad thebr brelifticardcan be
handl ed yeri; qui ckly and with a high degree of reliability and.security as
wel | as invaliépgd thenssuen witkreplage dnskprevidepmewntasd edieadd3fh this exanpl e can
be, for exanple, i I c 1 [ RSar I

application, pop- %g%s% ch Ehg%h%l}t rgﬁ)&gpg%tgép?ﬁcca? {:%fr?]ﬁ"% %’g?‘f aégﬁfﬁg) ﬂhseed
Wit hi n asysodn Ivell phhamge thaQdtatug lof sheexradiploard be reattivdiaid the @éditsardi & didide by
client's m)bil?1 phone or,imbile device with the possibility to informfraud
whi | e pr 6féi hdibgTedsay P! opsfoReiednessagasataupds ogmessages or messagegigs for

' ef e4d | NGodsBimbil Ot Cad it B FraBa BRI 4R AP Y Bhidlaht QRilifi BYGR R PH
according to arr enbodi ment of the I nvention. The actual shopping process
starts wvilll andoleade fGOG0 iwmesdiaciy|(l €21). Wts aid @ff thdbupeth desusre cem saveviiige a

credit card or .other . ment vehicle. |.n this exanple the system.
ot of er ab U PEGIRE 1 TEdReRs Wi iecireqt Fuds AEel Y I bEIGPTGS. ol o
phone (15@2) thd tediBRrafld PSmRAtEDiald}aMatil e8P &einthR R3S bEhendid very

point-ofsale as well as internet shopping. The validity nessage can, “for
exanpl e, quigkde & highf dédromiofigeliaiiy and sedDegy fovr theSeliemtehhe ymssages elithiscar d

was ed to purchase office suppli&s 27 Mar, 2010 10for 299 euros. Pl ease
opl o e BB, R SEFRRHEANS O i SRS aipenagon, Y RPare,

rej ect taplipaticnhasp-upnapptithtion of itnilkaseplikiohahithenChé agdd waERON@fbivet h,

for exanple, "A'" and "R" 15 (1604) the nediator transmts the purchase
event i nPlwgation in the accounting process (1606). The accounting
information is st i t aba ( . T om_\whi cle of fi rocess
(1610) may executgﬁfgﬁﬁéﬁ%g@ %? ?eﬁ% e%l%og%ceefrll eQif r%%é%cgﬁgg ll%ng}.le Ie%hﬁﬁlleg
exanpl e akbcidtbe witR'figuespBn'e ¢sSprefeeatdedone fr £inanad?lay ddédribed kny/thangplidation

imedi ately, into a fraudul ent use check. Also, the "A" responded events

mat 38 ngheE@Rt WoFe shresticely.nion s¥amplee Withfigspegt iond Rynawmig, Pigleg Matpx.tAyano

t hose desglLi e a f t BYRR'S isis a
syatom |G F PR el oy SRR Mk okl 6P kel ley o (UM e BRI B ) ot
use i s detlkipteemiessigck2dre stre thacksenfd ¢candirnpr @cefge amossiblat fedudulechbegasit(i1614)

the status.of .client's credif card to a "hold" status (ar "pending' as
descr | belieiebln et ahirEhihof peghes gowe om Sifeeitarly adirater g 25
t enpor ar;}ﬁn%qiarge iyis 4@l drHladeBLOHOR 1dBEr O VpHES BBl @R AERGE SRy Qff i &gyl ent
use. During thi's period credit cards are at hold status and invalid or

i nacti vedifaussednyitorspedt tadlee ¢xanplespabpivagye eTpectidaat gie laabletver diffigrent oeplhol d”

r i 1 ol TSt TP, 1t S0 Py SRE by apelifac ek IR PR RRR ¢
card acapihbe réduieb W4 gtefeerefoleshchhahbddifiesis 8€tin Baabvintagebhd to Mllideda but

tenporarily _ o
Dynamic Dialog Matrix with at least two, and preferably a plurality of, different reply

addresses which each message may originate from. In such embodiments, once a dialog is
30 initiated wﬁh a client the reply address used in any subsequent messages may not change.
However, as a client would be unlikely to know or predict the number which the original
message would originate from (in the case of a plurality of available reply addresses) a

moderate added level of security can be provided.



30unayai | abl e. According to enbodi nent a confirmati on nessage (1616) is
sent to client's nobile phone which may take the following form 35 Dear
M. Sal onen, your credit card is on hold and tenporary unavail able due to
suspi cion of fraudul ent use. Your credit card was used to purchase Ofice
on 27 Mar 2010 for 299 euros. Please rgply a - to confirmthe fraud or 5 ¢
- to cancel the fraud and accept the paynent on VI SA XXXX XXXX XXXX 123

In the case the cljent responds with ("A"') confirmng.the fr (1618) the
medi at or or syst_eﬁ*’]g‘_i%iﬂi’f’qe &F‘fl %K Ge‘ntWiat’?Pa’toug‘eo SYTRY % eg‘?'t’e S8 by
pr ef er abliysHigas tdsv atstie ienbeaihERedht Yof 1680dry JHAT GilMB¥aIRR Blel WhiliQN OF
nore nessages, rounds of 10 nessages or nessage pairs for confirmng the

f raudul esembiéng Afpeets afhdestaiphersnpl¢seinofudther enibodiownts. iThe iemembled pronddedhe

i ssuer wihl l.re Ina eeantdt rgvii e, netve\:/:cgrtd to ctl i ept 1633% 1 In
the case P8 EFPQRP A EALnNE P pates dut merghy o Q81T fe'efy AR te 52Pehe
syst esn Winhlichcirangedeheitist of the if¥entibe a6 b &tidle. oSk bFordfRAs) dREA 1@ dhWilcr edi t
card as valid (1619}. There may be still one or nore nessages, rounds of
nessages 'ePEHES saprtlasaimadifieations apd epmbinatigns o6 thadiselosed examples Mithgdul ent

use. Afteg ol exd St edi raJd i d . f use

i nredi at g%%%%?%?‘ﬁ% :S%ﬁ)gi 23? g#e P%lsééﬁ plglf/ %nt?)g'sgsésrg 15égir]]érs%ve léggd%{tlﬁb%et of
money i Nnicksagesasms imhey givehemboéithdnt eeaydsontte fdmomlilipleosdueces eSuichi makigie Wt h
aid of the nedi ator _and %nam’_c Dialog Matrix as described herein this can
be hand| ERFreRsmyy Re Sikfeyenadfl digit long nhmgRrsgdiffceant short Bunbgs. diffgreahypesefuri ty
as’ I L r Vi 0 L SApggs in

t hi \é\%exagrr%qrggggs:%u\é ea?é ° %re égxa%rrgl,% %@B% ngrpr%%}?aﬁ (lclzg(ﬁ{e)%lg%%nl e@%ﬁvat I on,
sof t war eaddogdsecat i on, pop-up application or sim.lar application that can be

used within a nobil hone. .. . Referring to figure 17 erein a
mobi | e phone val i h‘éﬁ’ f% “gﬂllgélé%‘ﬂléﬁe@ceé?ﬁ’a{eﬁGre’?IBaIQW ‘ié%ﬁ@git?ré 1eRifusige
i nvent i 0f crefifi @aRiCAndatciing Bidghgbe fbpae%%bﬁ& Bhére, Yhd O FdtanPRash +hEQR wien a

client buys a product or Service with a credit card. In'thi's exanple the
system fecegrarablypergusrotheapaymenserelisles which dire gqually spgmprietecior atitizaiomobi | e

phong. or i le device ((1702). It.shoul e, noted.tha hi s exanpl.e is
P pocfr o he Grel f¥edioh shen Y pROGSH fmifa &0 &Risiirirg Vel SR dies”
nessage #mfdrakirebtBankaddb@Wii pagpdl afaibactiOndadt. AMditiozal1 9 @RntsHRMY uef &didr card
was used to purchase office supplies on 27 Mar 2010 for 299 €uros. Please

reply a moregmgeideaeviedsdn place 19498 itoppmbigationwith amsbilextzleph@®. Suchr devigas
1214 L6 By Sy RELIGRS SIS, LB SRR eRblee o o o
account i laptoprconpater oidih@dke. The accounting information
20 Additionally, while the examples are described above with a set of interested
parties (i.e. the issuer, mediator, service provider and acquirer), one of ordinary skill in the
art will recognize that there may be one or more intermediaries not explicitly herein
mentioned but which do not affect or substantially destroy the underlying processes.
| Similarly, two or more of the parties described herein may be essentially the same entity
25  which performs more than one of the described tasks. Such modifications of the present
described system do not fall outside of the scope of the present invention.

According to an embodiment of the .present invention there is described
herein an implementation to manage and update credit card holder’s basic information such
as, for example, their address, phone number, mobile phone number, loyalty point system

30 and/or adding a new payment cards to the issuer’s system. As the number of different
payment cards and loyalty cards in people’s wallets increases differentiation under a

certain business segment becomes a more and more important role within, for example

service providers, banks, credit card companies and the like. According to an embodiment



can be stored in a database (1708) fromwhich a back office process (1710)
executes 5 continuous or discontinuous fraud checking. In this exanple al
the "R' responds can be placed straight into the fraudul ent use check. Al so
the "A" responded events matching one or nore predeterm ned rul es of
fraudul ent check may cause the systen1g$ continue with the follow ng fraud
check nessage process with the client his is a systeminitiated fraud

check pro 10Whe Slb| dulent use is detected (1712) the back
o1 oo pPbais iverar doly s 4 ove CRE A BimSiE B PuoloBEher it Pirdbne
nmessage Cdviehlent aleqiddemmc}s u§B§th| ﬂegsﬁmﬁpagw thé {s@id¥BA ey sa&ea R®ard ake
the formof: Dear . Sal onen, according to our back offic rocesses we

have not ﬁe@cauthﬁ:atwa}%udwéqgeem beswifiatedrdy eantaqtiagdal dient’y raglelhs p fer edi t
card mnll V- I e tions
or cont a&t BS 1%%@&%@%&?&@&5&% cﬂfé;aféis @a?xeo ‘l’J‘@)In% dfuﬁﬁ %or ggt%g?é ’S%Eﬁ%g‘i: Cho
i nf or srat lr@actmgs;ﬁa@emmedm Ba) prevanigashedkiddys Wéle stat us of client's
credit card to "hold" status (or "pending" as described 20 in the exanple
and Fig. 7 above). This action is preferably tenporary and only valid
through the invesiyaal Lamdi. a6ese AorniAf Yafi b ubdGed BTl Mbnddhlas DRMCA
credit cards are at hold status and invalid or ctive for any normal use
(e.g. payorigy.sinfitardbmmege t he status to "hol d" can be done via several

met hods. One effective way is to generate an artificial purchase or a
tenporary excess of credit Iimt on thé credit card account. It should be
not egy 2B8etdedtissfaexcredit card is still valid but tenporarily unavail abl e.
According to an enbodi nent a nmessage (1718) is sent to the client's nobile
phone, said nmessage nmay take the following form Dear M. Sal onen, your
credit c old and tenporary unavail able due to, s ichgn 30, of

fraudule Y%%Pn%¥ S Is af guigRatigSREming Bﬁ#@ﬁ3§§n PYi flieel® on 27
Mar 2010e)fdé¥1t18rﬁl9 patthesing Bbaﬁs r bevioror yb&r enf Barihewhithalithi®EerGice at O
cancel the fraud and accept the payment on VI SA ntxX )ouoc xxxx 123 37
In a cas®lisusePspeymen|carheany kesayondps. iceerdingato)ous aegisteivadolttherfollowing1720)
t he dla grzﬁor system behind it, wll change the status of the credit
card by |vat|ng it pernanently (1722). There may be still one or nore
nmessages, rounds of nessages or 5nessage pairs for confirmng the
fraudul ent use. After this phase the old credit card is invalid and the
i ssuer wNpmeyRikkadaloagly provide a new card to client (1730). In
a case where the client responds with ("C') cancelling the fraud (1719) the
systemw || change the status of the credit card by reactivating the credit
card as Xadress: (A7 Dit)e. 57T Nermijamy be still one or nore nessages, rounds of
nessages or nessage pairs for 10 confirmng the cancellation of fraudul ent
use.20fter this phase the existing credit card is valid and ready for use
i mredi at Bl ohe liddar): +3¥8 ubo giglzpf this path issuers can save huge anmount of
noney in the cases where the credit cards need only to be reactivated. Wth
the aid of the nediator and Dynami c Dialog Matrix described herein this can
be handl gd v§§% qui ckly a high degree of reliability and security for the
client. ages in this 15 exanpl e can be, for exanple, SMS, MVS,
e-nmail, @atﬁﬁgﬁffoﬁ@s@ﬁyﬁédr@eg sof tware application, pop-up application or

S|n1Iar appllcatlon that can be used within a nnblle phone.
25 — if the information is wrong

If the card holder replies with “C” the dialog can continue with a

confirmation which may take the following form:

30 Thank you for your reply. We want to confirm that associated to this mobile phone number
you have the following payment cards:

VISA xxxx xxxx xxxx 1234

Eurocard yyyy yyyy yyyy 4321



The nmanagenent of sent and received nessages fromthe exanpl es associ ated
with figures 9-17 is preferably done in a nmanner as described in the
application 20 herein, nore specifically, for exanple, with respect to a
Dynam c Dialog Matrix. As an exanple, in order to assure a high | evel of
security and reliable authentication, \Q‘gen mul ti pl e nessages are sent to a
user to confirmor refute a possibly fraudulent event it is preferable that
at | east two of the messages conme fromdifferent reply addresses. Mre
part i cul drifape sopliym byacpldageous if at |east two replies fromthe client in
any of tRhe ¢ialngke cads c%%gfég%ﬁqlmﬁ@t @ﬁ@ﬁ&t to the exanpl es above are
expected at at” least two different rep addresses. Furthernore, it certain
enbodi ment-sNonthy idformatmnatf ¢helemydsewre afcoagtthent i cati on nay be required or
preferred. In.such enpodinents . it can be advantageous to utilize a Dynam c
Di al og Mft'r'f\adﬁ/inf'ﬁ Céfrgo dlél‘gtth’ts\%ﬁ‘l?pthé’ﬁﬁ preferably a plurality of, different
~replygsaddresses which each nessage nmay originate from In such enbodi nents,
once a dialogis 30 initiated with a client the reply address used in any
subsequent nessagd§ theagard dbldehahgeses ldothervEX”, oa$AA. thet iacfatthewodialbgbwillubd | kel y

to know qr. .predict the nunber ich.the original nessage | d. orj gi nate
from (1 n BT d Somtel e JoRTe 1 G rRisise B s o8t e0d hoficl chitgs ac o
added | evet thd né&e aifbiniatios afesbieRhR bb 861 to thR&ard holder, such 2 | € the exanpl es
di scussed in relation to the figures 9-17 have been described as discrete
enbodi nents one of ordinary skill will realize the utility in conbining
aspegts 13 | her. enbodi nents. The exanpl es provi ded
here?ﬁ a?%uﬁﬁgjﬁggﬁgﬁgggﬁgﬁwbEg@ﬁh%nﬁ% nature but nerely to offer severa
di screte exanples 5 which are representative of the invention as a whol e.
Those of ordinary skill in the art will recognize countless nodifications
and conbi He ®Bf the di sclosed exanpl es wi thout departing fromthe scope
of the preseife 97XeRLiiAy As a further exanple to this, the nessages sent
in any give erbodi ment may come fromnmultiple sources. Such multiple

sour ces MHAyAbaxslxkfexent12B@ digit | ong nunbers, different short nunbers,
different. types of 10 addresses such as sonme com ng from A-subscri ber
nunbdt s EﬁﬁxgﬁHﬁwzéﬁyﬁéy¥¥%%venaiI addr esses. Furt hernore, while
the di scpghg, eppppl es are mainly directed to a client using a credit card
and receiving nmessages to a nobile phone, one of ordinary skill in the art
wi | | recogrit zenfirontbe opdated regrstiptigmariormagioncl es whi ch are equal |y

appropriate for utilization .15 with the present invention, such as but not
limted Fo, toqxggﬁlfy @5?’8@?“?6%5%% 8@{“{%8% ect transfers, direct bank :
debi ts, paypaldd inbrGueds widhis thi€kdlephoddi tionally, clients may use one or nore

nobi | e devices in place of or in conbination with a nobile tel ephone. Such
devi ¢&s can be, but are not linted to, a tablet conputer, a tablet reader,

an e-reader PDA |.a computer or the like. 20Additionall whi | e

t he exarr%g && bg)fi &% gggtr}ﬁelgg%ggg OVE Wth dgscgéfggl?o‘fenciaﬁi’gg? rﬁﬁ?rﬁftg‘gie(iia.se. t he
i ssuer, aesbthddlor dtecting efrquidalsnti@se afnagbent veadidle (OB cebiitodaed Nibyt &kd, |1 in
the art ¥VI [ recogni ze that there maé_ be one or nore internediaries not

expl i ci t Bk 8t Gherkndirest Banyieh Paynat Harrgotin otheriaternes based iepnsastipm| ather
destroy . ] yi p il ar Ly, [ of. ;t.he rties
descri be%;@ﬁ%é;‘@?ﬁ{d%‘;&%g %%%gﬁfb ?1 { T”§1° hléglglgér;émtg\r,]}?i ‘?;‘}regg{ 3&%’1 f:‘}%lo‘ﬁ“zf%%o %ﬁ@ % nore
t han2Sonecl@ht téreludise  iposdhascasidéor Spofchmeditfempald.grisy oding A&opipRteNablet,

descri bed . s stenhlfdlr% ot fall outsi Ee of the sco F of the present invention.
Accor di h_f’ £ affto OREN Gt HEPRFRLENCT | FRIBNYT-SAlChhelient| Bavaag cnpioed
herei N afhchiPing W8 PsItR Saill Qo PRBAARKANI sa&@%c%i\&ﬂgeﬂﬁémﬁ%ﬂ rig%hx%ﬁrv'vi tpés' c

i nformation such as, for exanple, thei'r address,” phone nunber, nobile phone
nunber , puwgtsse egoipmdusy spreduddcodndimoiddiengfic, peive,ppasment caed dember, t he

issuer's _system..As.the.nunber. of different payment cards and |qyalty cards
in peopl® e\ﬂgf?lg@g "ﬁeﬁ’?ﬁg%éo& Sl&?‘;?é?ffé)ﬁf’?té%’ Bﬁﬁ G’EEBY %St ref‘é'inﬁletiﬂg‘ieﬁé’ s
segnent AREAIERSN and/Bf 8 BRMINERLE theO ddNprotidiny Wetiifdtmaliok &% &iRer Vi ce
provi ders, banks, credit card conpanies and the |ike. According to an
enbodi me@e. the card issuer, an acquirer, a mediator, a responsible third party) either directly or

through at least one further entity (e.g. the card issuer, an acquirer, a mediator, a

responsible third party), said first entity checking at least some of the purchase information



39 of the invention, both adding a new card and conbi ni ng cards together
can be done in convenient nethod which uses a registration page of the

i Ssuer. After registration a secure and authenticated dial og can be
initiated by contacting to client's nobile phone, for exanple. The
managenent and update of cards can be ¢one during a dialog of accepting /
rejecting paynents or during fraud prevention checking as well.

As an exanpl e, contact. infgormatjon can_be updated.in_a manner as follows
(or in a29ngior dpeqthst math ?‘“‘%@Sé‘#ﬁ’é’?‘?“ops@%ran)@%@‘é@nﬁu‘ﬂ@&ba%K%éﬁ?or’tnﬁﬁl%n is an

aut omat i Y@ RAHE BBVSPHEM BBt RISHEId hedkRotrRleS) GeRIh ARG ifRW £h&SE NY

events or behavior on your ‘paynent card. Wthin thi's service a m suse of
paynent c¢efornatmn and/onpuoidiest. infgmation mpetsoneinr magips¢determvineld drand tchecking

Nor | ar GHIES 20 BRBAB OMEE 10 23 B8 FPoP ot piegegent GPgAinaon frthes ¢ (e
L e 8o oh o o s LR B0 B 0 s pmen |
conf i r mavelvalewh pe emporanlykinadtive (¢-8! geoaiatigefaoramifigel eveniitky groexcessrofyanedit
R R e
YYYY YyyyygerkBatihg sAfirst message (said first message may or may not be the actual first message
sent to a client but is herein in the context of the embodiment referred to as such)
10  containing at least one of; a portion of the previously stated information, an indication of
possibly fraudulent use of the payment vehicle and a selection of at least one choice to be
answered, sending the first message to the client’s mobile device, wherein the client
receives or is at least capable of receiving the first message with said mobile device and/or
an auxiliary device, said client chooses one choice of the selection and/or an appropriate
15  response and transmits an answer to the first message, wherein if the answer from the
client indicates fraudulent use, possible fraudulent use and/or otherwise not definitively
authentic use of the client’s payment vehicle further sending at least one second message to
said client’s mobile device for receiving a confirmation (e.g. of fraudulent use or authentic
use). Any of said methods or combination of methods may comprise one or more further
20  stepsrelating to changing the status of one or more payment vehicles (e.g. placing a card or
payment vehicle on hold, active, passive, deactivated, etc.). Any of said methods or
combination of methods rhay comprise further steps relating to temporarily, semi-
permanently or permanently blocking the payment vehicle. Furthermore, any of said
methodé or combination of said methods can be implemented by one or more processors of
25  one or more computing devices (e.g. mediator, server, computer, computing device, cloud),
wherein said one or more processors is controlled by one or more transitory or non-
transitory computer readable storage mediums having stored thereon instructions for
causing said one or more processors to perform some or all of the method steps referred to
above.
30
Example 2 - Use of the Dynamic Dialogue Matrix
This simple example deals with securing tickets on a morning flight

tomorrow. The system sends a series of questions as SMS messages requiring a short



Pl ease, confirmby replyingy - Yes, all the cards are listed wthin this
tel ephone n - No, the information of the cards are incorrect a - Add a new
card within this tel ephone 5 I f the card hol der chooses either
"N'" or "A" then a further dialog will be initiated to correct or conplete
the card information. In the case the gard hol der chooses "Y" the next

i nformati on nmessage can be sent to the card holder, such as: 10l ssuer X
Updat ed Regi stration |Information:, Jukka Sal onen Lanpitie.57, Nurmjarvi
VPSA sk BAsiamasster s Som e gt b e 50 OF WenThed o B mertagry, ¢ -
to confi hBed iR ndpekairad beaehtsdrirasliedno iif b ParfBdul 2 Reqlencé AnleRdbly sbhiRmdpdat ed
registration information a - to add nore cards within this tel ephone 20 An
enbodi nefifor tistanpe iHthe sasweritg opngueshomsiferss theidoagnbdlidhe ned quessiohir t her

characterized as methad for detectin ra of pa t.vehicle
(e.g. credit car d,% &bt OS%P%O,ned?urng% lgl}éﬁ ?Qﬁgﬁ’?ﬁzﬁﬁééﬂg‘?@ﬁg? gfl?eqpaypal
t ransact rae s@kdie berdd ttled follbwhrpSregudstsal Saditidanl, SMEhedssapebi | e banki ng based

transaction), which include one or nore of the follow ng steps; 25 client
conducting a purchase and/or a purchase attenpt (e.g. by using a conputer,

tablet, | Phone, ol e pionc., bAeINRhiAPRLEALL ARQr POiNt. O Sale)
pay Wt

client paying and/or attenpting to sal d paynent vehicle, seller
recei vi ng i nfor mati@u.innyoisweddw t h t he purchase (e.g. product, product
code, invoice ide?%{fier, rice, paynment card nunber, paynent vehicle

i dentification, simA%F iHFYERELion, part of any of said exanpl e pieces of
30 igformation ang/ Py, 8, conbisation therof) and providing the information
to a first entity (e.g. the card issuer, an acquirer, a nediator, a
responsi bl e thi r dlfpent ¢j theia K, dinseet Dy or through at |east one further

entity (e.g. the gard i r quirer, a nediator, a responsible third
party), saidlfirsgbﬁﬁfi%iﬂ%ﬁ@%%ﬂﬁgcat | east some of the purchase
information 41 alone or together with further information from an
accounti ng database (e.g. information about and/or derived from
predet erm ned frallpasherrnticketitlass):: deternmining if the further information
and/ﬂ{ pur chase ip%gy&g%ion neef s one or nore predeterm ned fraud checking

. . answer .
rul €s, wherein in response Y074 fraudul ent or possi bly fraudul ent

det erm nati on furBlaghess class , answer B

Economy class, answer C
Cheapest available, answer D
Sender: +358440844 011

20
Please choose:

- Window seat , answer A

Aisle seat , answer C
Sender: +358440844 034

25
Please select the meal:
Vegetarian, answer A
Beef, answer B
Chicken, answer C

30 Sender: +358440844 003
The answers received from the customer to the preceding questions and

several others were

“ A ‘ to question with ref. no +358 440 844 027



5 performng one or nore of the follow ng steps; changing the status of the
client's paynent vehicle to be tenporarily inactive (e.g. generating an
artificial event by an excess of credit linmit or an excess of an individual
purchase Iimt or other applicable nmethod or neans), generating a first
message (said first message may or may,pot be the actual first nmessage sent
to aclient but is herein in the context of the enbodi nent referred to as

such) 10 containing, at | east one_ of ; i f. the previously stated

i nfor mation, an ing)l c%’tqugﬁlo&wglbgeirbq %ﬁ)ﬁgo%{he(ﬂtl use of the paynent
vehicle and a sel e@;i@rqlggti@twilt@a&tnmgsg:‘tunmam be answered, sending the
first nessage to the client's nobile device, wherein the client receives or
is at |east capabl'® o quegionwitiyref. e 1358440 4M¥de with sai d nobil e device
and/or an auxiliary, dgvi %gdons‘giiﬂgreqldoepésgcw%ﬁne choi ce of the selection
and/ or an appropriate 15 response and transmts an answer to the first
nmessage, wherein i‘fA tfeequastioneritf redmot RE58c440e884 I7di cat es fraudul ent use,
possi bl e fraudul ent use and/or_otherw se not definitively authentic use of
the client's paynmeft’ 9EMEHIo8 Yith fhdie EERANS4AB30Beast one second nmessage to
said client's nobile device for receiving a confirmation (e.g. of

fraudul ent use or authentic use). Any of said nethods or conbination of

met hods may conpr Fsen gng the samocepfovidenean f0d sttehat thetwtomer dhosechangi ng t he

status of one_or.nore paynent vehicles (e.g. placing a card or paynent
vehi cl e on 'hoF}lf,ﬁrétc‘PW‘g“gfggg i ve, deacti vat e(f,‘Agtc.). Any of said nethods

or cegrbi nat.i ogh&bedBIARER (tARY: conprise furtheepsteps relating to
tenporarily, sem -pernmanently or permanently bl ocking the paynent vehicle.
Furt hernore, wmmydogfseshi d met hods or conbi nat i(®A) of said methods can be

i npl enented b e or .nore processors of 25 ong or nore conputing devices
(e.g. nediat o%?e(%g%rrlgféz}l, conput er, conputing 32@}’%, cloud), wherein said
one or noreppreacessors is controlled by one or nore transitory or
non-transitory conputer readable storage nmediuns having stored thereon
instructions for Habynpeytaghicnese & i thawradrip thecwisionres camansaver tharqueshensor al |
of t net hod e f 0 0 Exanmplie,2 - Use of the nami c
D al {(}'Sueml\?é'tyr(i@ér’ Biid bab gJqu%}lliosmgﬁQ%%E%mgﬂgﬁ%ﬁoreﬁg olgg g° %etrﬁle&rgu{ﬁfeﬁg%?flc ket s
on a nor ginnggé For@htantwwerdINMmO.thelHi8tefy Sdngifo 6ed i thvusfiid BforpfatiGiest i ons as SMS
messages requiri n% a short 42 response. Each nessage is_earmarked so that
its response can bBe pPRStIPRBgeSSYCtHEVREEs Higtts faed thote deeasiendlimgirike sent
or repliggh CRstbRePnlAbdrl ?}Hn@& off FRNGS, E‘éaﬂflfﬁﬁmb% lafe @8&9@8&"&%{ Rfand
instance, 1f the answer to one questlion ects the ctontent of the next
guest i ondnswers plsted o tee/-phion@umuseb rithi shohP nembeNAIB D78 1813 thakfrmosiest ed
the ticket. 5 The system sends the follow ng requests as individual SVS
s esIoebgas SR Do TR ASreTT FE HOHCAIP RO At GrEespPHOSE ahsgeRym
answer Ajumbers on the Y-axis. 7:30 a.m , answer B 108: 15 a.m , answer C |If
none of these is OK answer D. Sender: +358440844 027 Pl ease choose ticket
cl ass. 15First clAdditionarrsneity AaBlbsi anhsyed luamg semansovanalBsiEciontmymatiass,

answer %hce:ﬁlsef a Eé\:rset 02'1\1/ %;el ?‘nqjogﬂatla()rrlls \ell\gorut Dth§e1r1]1(cjllei\{r§:/ &%5%%3'9 %Iﬁiso%tl answers are
acceptable. If an answer does not meet the criteria, it is rejected. For example, if the service
25  provider asks the user to tell how many items are ordered, and the user answers "yes", then
apparently the user did not know what the question was and the message was not an

ansv;/er for the inquiry.
It is also possible that the service provider is actually a mediator and the
"real" service provider is somewhere else. In that case, only the mediator needs to have the
30 matrix-based system and the actual service provider communicates with the mediator using
either the mediator's matrix-system or other secure means like a crypto-channel. For
example, a car sharing system could be implemented in the following way: cars are located

randomly around a city. When a user needs a car, he or she sends a message to a mediator



20 Pl ease choose: Wndow seat, answer A Aisle seat , answer C Sender:
+358440844 034 25 Pl ease select the neal: Vegetarian, answer A Beef answer
B" Chi cken, answer C 30Sender: +358440844 003 The answers
received fromthe custoner to the precedi ng questions and several others
were 'Ato question with ref. no +358 440 844 027 43 D to question with
ref. no +358 440 844 011 A to question with ref. no +358 440 844 034 B to

question with ref..no +358 440.844 003 D to questio ith ref, no +358 440
50" 751 45 R G5 BF PHot h it chic MeiagE et Eiemsase Jeling dne s PSR ¢
ref. no 413aBrefQodftd fiRGBa Findbintddidfess N VRGN Mt GErREQNESRE caAMe b Bk RHYs t hat
t he custoner chose:
a message to y' telling that the rental period begins and asking the mediator to remotely
release the car's locks. This message is relatively reliable, because it is sent to the address
5 that the user only knows. Therefore it constitutes a valid reason to release the locks and
start billing. The communication between mediator and the car, on the other hand, is
invisible to the user and outsiders. The car can be equipped with special devices and
therefore remote commands to release the locks etc. can be éncrypted. Or, the
communication between the car and the mediator could also be implemented using
10 matrices. In either case, the mediator operates as a "firewall" between the user and the car
disabling outsiders from unauthorized usage.

Similar series of messages can be used in conjunction with the authentication
and verification as described above. For instance, if a software developer offers a 30-day
trial version of their software they can require that a user enters a mobile number to

15  activate the software. Then, based on a triggering event, a mediator can send a desired
message to the user. Examples of triggering events are that the developer asks whether the
installation succeeded, that the trial period is ending or has ended, that the user has not
used the software for a certain period of time or the user has recently used the software.
One example would be if the triggering event was that the trial period was ending the

20  mediator could send a series of messages as follows: |

You have downloaded a trial version of our software and the trial period has
ended.

Please reply if vou
A: did not have time to adequately test the software and would like more time,
25  B:would like to purchase a full version of the software or

C: would not like to continue using the sofitware.

By responding “A” to the message the user could receive a code to enter in to

the software which would give the user an additional period of time for trial. Because the

30 software is linked to the user’s mobile number from the initial activation, the mediator will
know when this period runs out that it has already been extended and may not offer that
option next time the trial period ends. Additionally, if someone else tried to send “A” to

the number from their own mobile number the mediator would know that they had not



tthe first norning flight(=A) , 10cheapest avail able ticket(=D) , w ndow
seat (=A) , beef for neal(=B) , and etc. It is inportant to note with the
matri x the custonmer can answer the questions 15in any order, and can even
fail to answer sone questions. If these are relevant, the system can urge
for an answer. If not, the system can pgoceed wi thout this information.
The above responses are shown on Figure 8 as a three dinensional matrix

wi th customer nunbers plotted the X-axisg, reply . nunbers e plott on
the . e S SeER e Tae BROY et b Ske nd ERYSbroden H tonbie wiathfber
0418 9791iRd % berchire d Rfilt varBIsh tHAUBE s M tdifond #ith SB” HAG (RAISHES SdBeE
plotted along the Z-axis corresponding to the reply nunbers on the Y-axis.

Addi t i onantherttogtedthropgh their mebiledevicaas drychadeaboie  Hithe psdrgeplies withe“Giat ri x
shel s, there n L.nfor l.on_ahout the jnquiry.an t . ki,nds .of
answer s tg}eg aasgggsp? g%'leses.ag%f &g‘%%ltgﬁg%\g rsuﬁyc%scoﬁic()i?babnséa’«?{ 1 Wger\é\gﬁ?e& #hﬁ,softf”qes

r ej ecs ed develdpeedaEphiae wHy thb @s@elid heewamtFo pufthastethe phsiuth EFERIMbR, fnel |

how many itens are ordered, and the user answers "yes", then apparently the
user di dTSUR TR OWAMWFAPORSAEC gErEadt MY it shamadialns craldsanba wade #ot Teaardivs wer
for t _he AL YA élﬁl,' éiﬁcf{h%%&ﬂ&sﬂlgﬁﬁerto!?gﬁe ﬁ&? iSR! C%e%%ﬁ'}’n"ax%etﬁ lxrlsedﬂa?(§rual 'y
a nedi ator and the "Feal " service provi der 1s sonewhere else. fAHat case,
only t hepreeditabtrer peegls with bthuembbie 3Gmibeitsrib seid aatlessygt ‘€In andle sbwaet ual
service rogﬂder copmuni cgt es wth the nedi ator using either the nediator's
mat ri x- sYSCERCHE IHTRET NsRCE B eSS 21TPREa FErh gt StheRams! do myrknexalipe, a
car WarWBﬁ:h%ﬁib%mh%%HhQaﬁede;vglﬁb%]ﬁ%&ﬁ thdimkfiged Ol | OWi ng way: cars are

| ocated randomly around a city. en a user needs a car, he or she sends a
-message to a nmedi An@mbodiment of the present invention is a method for authenticating a user

having a known address comprising the steps of; sending a first message to the known
address from a first reply address, receiving a reply to the first message from the known
address to the first reply address, sending a second message to the known address from a

15  second reply address, receiving a reply to the second message from the known address to
the second reply address, authenticating the user based on the received replies from the
known address, and wherein the first and second reply addresses are selected from a
plurality of available reply addresses. Additionally, the method in accordance with the
embodiment may further comprise the steps of; receiving a request to authenticate a user at

20 a known address prior to sending the first message, and sending the authentication
determination to the party that requested the authentication. A method in accordance with

the embodiments may also include wherein one or more additional messages are sent to the

. known address. A method in accordance with the embodiments may also include wherein
once a reply address is selected from the plurality of available reply addresses it becomes

25  unavailable for future selection as a reply address to the known address. A method in
accordance with the embodiments may also include wherein each reply address is
randomly selected from the plurality of available reply addresses. A method in accordance

with the embodiments may also include wherein at least one of the messages includes an
authentication question and at least one of the subsequent replies includes an answer to

30 said authentication question. A method in accordance with the embodiments may also
include wherein authenticating the user includes determining an authentication level based

on the number of thé plurality of available reply addresses and/or the replies to at least one

of the messages. A method in accordance with the embodiments may also include wherein



t.o ask where the nearest car is. The nedi ator sends a nessage telling the
car's location. That reply cones froma random address y'. \Wen the user
reaches the car, he or she sends a nessage to y' telling that the rental
period begins and asking the nediator to renotely release the car's | ocks.
This message is relatively reliable, bggcause it is sent to the address 5
that the user only knows. Therefore it constitutes a valid reason to

| he | d.start. billing. Th i cation het di at d
Lhe car, T bRENGEAEH 1 AREoRALy RO, AP dF QPR PelEesP HngnLt SHeSHES e cor

can be eeicRRQd iy Edhresping repBy | £88etBDEl ik RBEREBIE WiBTRICAPMRRAR hey

rel ease the | ocks etc. can be encrypted. O, the communication between the
car and ebe ingdudeavderan thedketven addressnphd petrastda peiting dfltmtplurebty. of repé t her
case, th [ r er at es a . "firewal |" between the user and the car
di sabl i ngd%g g?%%rteslgﬁjrogf?hoﬁﬁné%? ﬁglrl?nzeerﬂn}lg@eéﬁe. : Simlar series of
nessagies can be ugge@tten @bidimiedti oN tid tphesehe iRhieNtis CGAMbPRRE software
verification as described above. For instance, if a software devel oper

of fers a2agtyaliay whichagompsisss assogatingeqoh sofvermdistribign with arwngquer astivataen a
user ent 'Ien%ggp t4 af tware... Then, based on a
triggeri g%&éa)erg??lné redi aﬁgl}(} gignw}lgoggg %’X é%v&rageg v?rlealsssglgea?tbvapﬂré CL??S’I’ ?he
Exanpl esaafvation ggde ibethgeventts ar éddnhifiablehelecteinsd dpeice ardeSewhie ifformithm
instal lation suchce.eded iha{%t he trial period.is ending or has ended, that
the user™¥piEd fpfhedeptiiahle elsrromir deyise aad assqcigtine b jaslvasontqode voith thee user
has {gcepfehiifidbietlddaenROBENEE G0 BIS e%gﬁ&% u | b t 'fggoer' g
event was that the trinal p\eri o% vvasnen [ Sﬁ?l#e? éfgrsrégl %{tlg%@@du{tb s‘%nsé{aa
seri es ofingmpsrgesiudmgf tiel ansatiotogodraued dofunha@eedf shet ideatifistde sdla@mronfc our

software and the trial period has ended. \Please reply i fvou A did
ot - haveddnsreioaheritind Sioueal S RBNSHANAS SSTHISBY tp FIRESHOVED Sie, 25
B: woul didehti®abl OclBstf @8 i@ thfrnaN&. Si on of the software or C woul d not

like to continue using the software. . By responding "A" to the
message the user Aoother embaiimentzofdhripresent émtention is 4 systehefos ehtheati@tingiac h
woul 4 give the user an ditional .periaod of tine.for trial. Because the 30
sof tWar e'1's ‘T“l”%%ggmf“gnt g“&%%?‘“%“ﬂ@%ﬁ@%ﬂ?‘ﬁ%ﬁ ayailghle rrRIYjadfiiesses adBEdat i on,
t he nedi @t eéndingd meksagwy Mhvaty éfel of the pialith WISesy addRdes bimdaas f& eeavimgbeen
extended and may not offer that option next tinme the trial period engs.

Addi t i orf&Pligp, toj the Jepte Gdresiescand 4 santrelles wpafizyred to sertdea Austimessigeotn thhei r

own nobi u t ' that .they had not, 45 activated
any sof tllv{’g?h gl %ﬁrﬁés\ﬁoul %qﬁﬁéga}%ﬁ& g@%pe%éﬁgé)&gﬁf e‘%)?tderﬁglsa ¥ g’o@' nopp ?cﬁjéesﬁser
woul d | ifken tacseperrdciepbeadardstlahd we asthatticatie tHehaetibfed o ubadiveaspping férhh " B"

and t hen pgy and_pe aut henticated through their nobile device as described

abod. |the Raddressdp thedgphyiadfiresses t hen a series of messages constituting
a survey could beAﬁ}?(H%hit}% : g t . per. .determ ne
why the user did not nt %Q%E}%V%%JQ@ ?ﬁeﬁg’r@ng%ﬁ‘ﬁ%ﬁ‘%&%ﬁ %%#’%Ddr%é%ﬂd‘lvﬁﬁr eturn
for, or referanes porsraih ereferrtdiivarsans wiegrsof, biter vedicak are podsitde. Frkxample as a
reward ttﬁ%the’ ser . Agai Ny sbince thlga[cﬁgb”e ngﬂber f the user is tied to
the sof t&PE KB WRFATES: Cap AR fma S BEBYSPHe Hilgphons pldresidp deser ers
to send gBovesSiatsh heCan dritink A8coial HNRE SudeXel RRSR'TS. i

recei ve a reward. Furthelrn, o%_her user s do %%t know ggr%h?ga%)ggﬁhhgﬁber

t he 28of 2rpe adévekldpery messaging faahwenwdenyeessages are addrégsedndyablé mahibe of t he
present invention is nmethod, for.aythenti.catin user having a known

addr ess acc:%orlrlﬁl?in%?’ _ﬁgort?lgeg‘taélﬁlgd%?r;eoge isﬁg? éns?arnlcgg tﬁ%?&?ﬁ‘g IPBGIF%’E folin

addr ess irBEIéFﬂeﬂteﬁl Witk tﬁ@ﬂb%aﬁﬂg [§9&em 6CGRInE! Aboriht hEPhie bRt RRIHE hedouiESSage
fromthe known address to the first reply address, sending a second nessage
to the RABENTReTaioss thefspith adisopeebig apppnded alrime should motbe lingied toéld y t o

t he sec nthe known address to the second reply address,

aut hent ?geg%r?%;ée?%gni}gegghbased on the received replies fromthe known
addsess, and wherein the first and second reply addresses are selected from
a plurality of available reply addresses. Additionally, the nmethod in

accordance with the enbodi ment may further conprise the steps of; receiving
a request to authenticate a user at



20 a known address prior to sending the first nmessage, and sending the

aut hentication determnation to the party that requested the

aut hentication. A nmethod in accordance with the enbodi nents may al so

i ncl ude wherein one or nore additional. nessages are sent to the known
address. A nethod in accordance with the enbodi nents may al so incl ude
wherein once a reply address is selected fromthe plurality of avail able
reply adgqes it becones 25 unavailable for future selection as a reply
address to the known address. A nethod in accordance with the enbodi nents
may al so include wherein each reply address is randomy selected fromthe
plurality of gvailable reply addresses. A nethod jn accordance wth the
enbodi ment s!- né‘ymﬁ‘i 98 0? ﬁ?fﬁﬁa%ﬂ% gﬁ\é‘f‘ﬁﬁf&t“ﬂﬁ%l?%ﬁ%@ BanspgtonpLelyas lisel udes
an aut hent i cahh QR QUERDHIOUeAAE viith CRSIwPAGdREs Wﬁ?chsiébﬁ%%e{bt af fBbi &%

i ncl udes an answer to 30 said authentication question. method 1n
accordance wi secifieepagmizotivaimboe, saidayethbs compridinglthewheps ef:n aut hent i cati ng t he
user includes determnin n aut hentigcation | evel pased on the nunber of
the plurality of ’é?\‘/’%fi‘qnébﬁ%gﬁorrélﬁﬁe{/m’é‘é‘tﬁ L fansaqnen Viereid paymens velyelgmave ast
~one of the nmessagesef HAriRful@@nitireaccordance with the enbodi nents nay al so
i nclude wherein 46 the authentication is additionally based on the tine
bet ween sendi ng agEEIAga MEBFaERd@bYiSegt tchethecdientsspobidé dgvicebhsed ou thet hod
in accordance with fhe e dhﬁ@rﬂta%i”@’ al so include wherein the known
address and at | east a portion of ﬂﬁ plurality of reply addresses are

t el eghone or nobidaasippeaid Mewthes o bOAantibake aioBNdidewiat’s ldidIe fohE s bt
invention is a method of software activation which conprises associating
each software di SEPYHGEIESH with a uni que activation code, providing a user
who downl oads the ' ' [ ] Hon e he activation code
being sent to an (liec?i%{rﬁ"ly}?é gfb%ésg?%sgttgé%c%}%e |1 8(,1&r8%tcr°|n§\?ln h el%ﬁsgllglr?gtqun
related to the i dentdufenaddtite) adt r oni ¢ devi ce and associ ating the
activation code with thf: J10 i dgnti fi.able el ectronic _device to obtain a
fingerprint of - sdFHUPYRAIXUNItHS he PEROLIHY Ogé’i“é PRYREErYSRIGHR UhtH SRiddUsRiCiORe
actiqation code afpdriyBhiehtRELisFEmbDE .1 dentifiable el ectronic device and
aut hori zi ng subsequent activation of the software only to said user with
said identifiable electronic device information. Another enbodi ment of the

present inyention, is.a systemfo ut henticati 15 user, having a known
addr ess coéprl ﬂ%ﬁ?d'sg’ fﬁ%F‘iﬂ"F? Vi l%fc %?1 ABFEY g%l@“a’éf@be% €sS4s r?g]ﬁﬁ@df or
sendi ng messapss apavhing oFRessHle b pltekd ty of reply addresses a neans for

receiving replies to the reply addresses, and a controller configured to
send a first nessage to the known address froma first reply address, send

a second ssage it o .t he known address,from.a second reply addres nd to
aut %@nti cgg i n‘g eﬁheo(adgeachﬁ%aSH& “dﬁl PR YR Setegiing, aféﬁﬂ?@sq(ﬁéaﬁgﬁfadr ess
to the reply ragiglradases confirms the suspiof$d bPBaIMIAR aBi@ELREIGBY 88tindRingas been
described in considerable detail with reference to certain preferred

versions t hertBoIesPAShE thedirs!ireply addrespissinpel. semtgp teschirspreply adssessfeom s
known addres n..eNmi Lle han ddress._.as
oscri bed apanorBeRedaRLitildes SOLETICLo TRt | AUk MERIA0RBLL SRRy, |
Many online aablidwspsnseaptorbordirmayg amndjettihg thewaypicibs saghidhldgattivigs where
nmessages are addressed to the online account nanme or a derivative thereof.
In €ech instances, the present invention can be inplenented with the

nmessagi ng gy i t ot LS i cQun .
Therefore f'hzt ?E)Eiﬂﬁdt thﬁggdcaggiqg@ %lﬁﬁép%#gggs%ﬁgg%’ %ﬁlg)%%d&%o{)r E%pﬁei mted
to the pref erddidonamsessapss hebeisant todthie GhoklilRlevice ffronf aneetdraldreply adiréssy m ng a
fraudul ent transacti.on,. sai.d transaction invalving cl.ient hayi ng nobi | e
device with SORABHRIIGN AR PERE SSICPoR P ft5 S Igs?i“ycﬂ P%é%é%{epﬁfc
payment vehi gldresseahdtheek9ebl¢aamesssi ng the steps of; receiving and/ or
determ ning that a transaction via said paynent vehicle nmay be of a

frad@ul ent nature, generating a nmessage to be sent to the clients nobile

device basse.dAOIQletthp)g i géc@i‘(falngg w(i)fL ciarir(xﬂluéfj Hllrt%Qrt coi%ncgr;s\llr;gE %éterr_nining if a response

to the second reply address confirms the suspicion of fraudulent activity includes



10causi ng said nessage to be sent to the nobile device's address from a
first reply address, determning if a response to the first reply address
confirms the suspicion of fraudulent activity, and

tenporarily limting the usability of said paynment vehicle until said
suspi ci on 150f fraudulent activity is pgnoved. 2. A nethod in accordance
with claiml, wherein the first reply address is selected froma plurality
of possible r thod in_acc nce with clai

wher ei n det er%@g&ﬁﬂ%{?ﬁ? 1$es C(?)n%geto @‘oenﬁﬁg% ig?cs?flg repg a? Feutedds 88%6?‘}%% t he
suspi ci on of ftheaﬁtdmﬂre;actorﬂcrbplylaﬁglrelssnﬁbmcthsrrﬂbeileﬂmlad: adfireds. t he response to
the first ply a dress is_or |s not sent to the first reply address from
t he mobil e (ge\ﬁ rethgd it scerdaneg Bithicaimnyfurisperiaerisieg. [eterminiag an ashyneRidr ess
contains a va i of
Fraudul ont aotis: 15 PROBRrRRkbE Bred o e HsieSio B £51 KREphT Sy SRR
conprbsi ng, cagssages.one or nore additional nessages to be sent to the
nobi | e device froma second reply address, said second reply address being
selected fromthe same plurality of possible reply addresses as the first
reply addressa 3Rthold8indsdcerdiinbl R blailies ! #RERNS tad QetEHﬁnLt?lééE grfu&ﬁ&ond
reply address is or is not sent to the first or second reply 5 ress from
t he nobil e dewicbdendelcmniging if the rtﬁpﬂmeﬁodhﬁ meqmdomjlamddrc&s tchntainaianvadid
further conpr%§|rg dege m.ni ng an assurance . evel % he confirmation
based on the FERTTEIPTY FHETPITY "FeIMhEe SPHgPR o HayieE adiidtges. 7. A
nmet hggl in accordance with claimb5, wherein the determ nation step further
includes determning if the response to the second reply address contains a

val i d respdnsé mghebin assardanen Wih elein e}, edicraig thetrecendstsp @drqss isf sebegtid| ent
v i oostom thIRARO AR QNGRS M| Diafishl s bne $RETEMD dalfes HEE"

reply address I's selec e sane plur al

addresses as theexédptish of thelfitstadplfyaddress.t h t he exceptl on of the first reply
address. 159. A nethod in accordance with claim4, wherein the content of

t he one or nore nessages is chosen based off of the reply, or lack of

r epl fromthe nobile device to the first nmessage. 10. A nethod in
accotdance wi AHnethad i pecarfiecsi Withielaimnd.nivhepeinf theneontess éribe one or eor20f i r st

reply address;cQndds B JsbA L of’lt%te'rgﬂlg'yorj 198! bjfixeeﬁlyd oGl et e deviche

response
to the first message.

10. A method in accordance with claim 1, wherein determining if the response to the
20 first reply address confirms fraudulent activity includes determining if the response

1s a suitable response for the sent message.

11. A method in accordance with claim 1, further comprising the step of accessing the

mobile device’s address by sending a request to a third-party to retrieve said mobile

25 device address.

12. A method in accordance with claim 1, further comprising the step of accessing the
mobile device’s address by retrieving said mobile device address from a database
accessible by a mediator.

30



i's a suitable response for the sent nessage. 11. A nmethod in accordance
with claiml, further conprising the step of accessing the nobile device's
address by sending a request to a third-party to retrieve said nobile
25devi ce address. 12. A nmethod in accordance with claim1, further
conprising the step of accessing the npbile device' s address by retrieving
said nobil e device address from a dat abase accessible by a nediator. 49
13. A neth [ : Lt el adm 1 ' ] |, t he
usabi |1ty of SapeEeass ARl Mol S vlthah St BALALE e dafbiipor

conj uncti on wsdith psgneitnghivdd d dbhé ptiommes sficreandfit4n cénjuritiondvithseadimgrsdaince
with claiml1, further conprising the steps of sending one or nore nessages
to the npbileﬁH%VF§%%§ address and, based on at |east one reply to said one
or nore nessages, registering and/ or updating information about the client.
1015. A method according to claim 14, wherein updating the information
about. t he ¢l i di i all

2ndi ot by o paynehBd BERERARR: MoRE b Rrfrlid Qe Rpl b1 CAANGE,
non-transi t or yr morputwagasaa datxnebihediviky’ haddresy asd drasel dhetrledsn one spty tof

15i nstructions .for causing a processor to performthe steps.of .receivin
Endlor det oy et Aot TR FreseRe eamrg BSor BRUAE: PERREre as B of Ca

fraudul ent nagpu,e, - generating a nmessage to be sent to the clients nobile
devi ce based on the suspicion of fraudulent activity, 20- causing said
message to be sent to the nobile device's address froma first reply
address, determning if a response to the first reply address confirns the
suspici on db. Amaetbied esrording tovélayy 14nwherein updating the infotreatpar avoind the lclientt i ng

the usability. of said, paynment. vehicle until sajd suspicion 250f fraudul ent
Rtivity is 1smovaaned B MERUAPL LT WIS RGPS AP ORE Y Gt POBIEL SRR ¢ o
recei ve and/ ofggdetLiinigndiatabasel ransacti on via said paynent vehicle may be
of a fraudul ent nature,
16. A non-transitory computer readable medium having stored thereon a set of
15 instructions for causing a processor to perform the steps of;
— receiving and/or determining that a transaction via said payment vehicle may

be of a fraudulent nature,

— generating a message to be sent to the clients mobile device based on the
~ suspicion of fraudulent activity,

20 — causing said message to be sent to the mobile device’s address from a first
reply address,

— determining if a response to the first reply address confirms the suspicion of
fraudulent activity, and

— temporarily limiting the usability of said payment vehicle until said suspicion
25 of fraudulent activity 1s removed.

17. A mediator comprising a processor configured to:

— receive and/or determine that a transaction via said payment vehicle may be
-of a fraudulent nature,

30 — generate a message to be sent to the clients mobile device based on the
suspicion of fraudulent activity,



30- generate a nessage to be sent to the clients nobile device based on the
suspi cion of fraudulent activity, 50 cause said nessage to be sent to the
nobi |l e device's address froma first reply address, determne if a
response to the first reply address confirns the suspicion of fraudul ent
activity, and 5- tenporarily limt thesgsability of said paynent vehicle
until said suspicion of fraudulent activity is renoved. 18. A nediator in
accordance with claim 1

2. wherein said mediator, | bl e.of bgi
Nt erated w ¢ h actirebdmEet Pe Rk e MRy Riftias i “URRE 66 LRI

reply address,

— determine if a response to the first reply address confirms the suspicion of
fraudulent activity, and

5 — temporarily limit the usability of said payment vehicle until said suspicion of
fraudulent activity is removed.

18. A mediator in accordance with claim 17, wherein said mediator is capable of being
integrated with a telecommunications network.
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