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CLAIMS 

What is claimed is: 

1. A Byzantine fault tolerance algorithm-based blockchain consensus method, comprising: 

initiating, by a first consensus node of a consortium blockchain, a consensus proposal, 

wherein the consensus proposal comprises a first proposal digest, and the first proposal digest 

is generated based on a transaction set that needs to be proposed and a first newest block hash 

maintained by the first consensus node; 

generating, by a second consensus node of the consortium blockchain in response to the 

consensus proposal, a second proposal digest based on a second newest block hash maintained 

by the second consensus node and the transaction set; and 

detecting, by the second consensus node, whether the first proposal digest matches the 

second proposal digest; and 

if the first proposal digest does not match the second proposal digest, determining, by  

the second consensus node, one of the first consensus node and the second consensus node as 

a forked node and the other as a non-forked node, and skipping, by the second consensus node, 

consensus on the consensus proposal if the second consensus node determines that the first 

proposal digest does not match the second proposal digest, or otherwise participating, by the 

second consensus node, in consensus on the consensus proposal if the second consensus node 

determines that the first proposal digest matches the second proposal digest, wherein 

the first newest block hash and the second newest block hash are hash values of N blocks 

preceding newest blocks in distributed ledgers respectively maintained by the first consensus 

node and the second consensus node, and N is a positive integer. 

 

2. The method according to claim 1, wherein: 

the first newest block hash is a hash value of a preceding block of a newest block in the 

distributed ledger maintained by the first consensus node; and 

the second newest block hash is a hash value of a preceding block of a newest block in 

the distributed ledger maintained by the second consensus node. 

 

3. The method according to claim 1, wherein the first proposal digest is generated based 

on the first newest block hash and a first transaction hash of the transaction set determined by 

the first consensus node; and 

the consensus proposal further comprises the transaction set that needs to be proposed, 
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and the generating a second proposal digest based on a second newest block hash maintained 

by the second consensus node and the transaction set comprises: 

generating the second proposal digest based on a second transaction hash of the 

transaction set in the consensus proposal and the second newest block hash. 

 

4. The method according to claim 3, wherein: 

the first transaction hash is a root hash value of a Merkle tree corresponding to the 

transaction set determined by the first consensus node; and 

the second transaction hash is a root hash value of a Merkle tree corresponding to the 

transaction set in the consensus proposal determined by the second consensus node. 

 

5. The method according to claim 3, wherein the first proposal digest carries the first 

transaction hash, and before the generating a second proposal digest, the method further 

comprises: 

skipping the consensus on the consensus proposal if the second consensus node 

determines that the first transaction hash does not match the second transaction hash; and 

continuing to perform the step of generating a second proposal digest if the second 

consensus node determines that the first transaction hash matches the second transaction hash. 

 

6. The method according to claim 1, further comprising: 

participating, by the second consensus node, in the consensus on the consensus proposal 

if the second consensus node determines that the first proposal digest matches the second 

proposal digest. 

 

7. A Byzantine fault tolerance algorithm-based blockchain consensus method, comprising: 

initiating, by a first consensus node of a consortium blockchain, a consensus proposal, 

wherein the consensus proposal comprises a first proposal digest, and the first proposal digest 

is generated based on a transaction set that needs to be proposed and a first newest block hash 

maintained by the first consensus node; 

generating, by a second consensus node of the consortium blockchain in response to the 

consensus proposal, a second proposal digest based on a second newest block hash maintained 

by the second consensus node and the transaction set; and 

participating, by the second consensus node, in consensus on the consensus proposal if 

the second consensus node determines that the first proposal digest matches the second 
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proposal digest, wherein 

the first newest block hash and the second newest block hash are hash values of N blocks 

preceding newest blocks in distributed ledgers respectively maintained by the first consensus 

node and the second consensus node, and N is a positive integer. 

 

8. The method according to claim 7, wherein 

the first newest block hash is a hash value of a preceding block of a newest block in the 

distributed ledger maintained by the first consensus node; and 

the second newest block hash is a hash value of a preceding block of a newest block in 

the distributed ledger maintained by the second consensus node. 

 

9. The method according to claim 7, wherein the first proposal digest is generated based 

on the first newest block hash and a first transaction hash of the transaction set determined by 

the first consensus node; and 

the consensus proposal further comprises the transaction set that needs to be proposed, 

and the generating a second proposal digest based on a second newest block hash maintained 

by the second consensus node and the transaction set comprises: 

generating the second proposal digest based on a second transaction hash of the 

transaction set in the consensus proposal and the second newest block hash. 

 

10. The method according to claim 9, wherein 

the first transaction hash is a root hash value of a Merkle tree corresponding to the 

transaction set determined by the first consensus node; and 

the second transaction hash is a root hash value of a Merkle tree corresponding to the 

transaction set in the consensus proposal determined by the second consensus node. 

 

11. The method according to claim 9, wherein the first proposal digest carries the first 

transaction hash, and before the generating a second proposal digest, the method further 

comprises: 

skipping the consensus on the consensus proposal if the second consensus node 

determines that the first transaction hash does not match the second transaction hash; and 

continuing to perform the step of generating a second proposal digest if the second 

consensus node determines that the first transaction hash matches the second transaction hash. 
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12. The method according to claim 7, further comprising: 

skipping, by the second consensus node, the consensus on the consensus proposal if the 

second consensus node determines that the first proposal digest does not match the second 

proposal digest. 

 

13. A Byzantine fault tolerance algorithm-based blockchain consensus method, 

comprising: 

initiating, by a first consensus node of a consortium blockchain, a consensus proposal, 

wherein the consensus proposal comprises a first proposal digest, and the first proposal digest 

is generated based on a transaction set that needs to be proposed and a first newest block hash 

maintained by the first consensus node, wherein 

the first newest block hash is a hash value of N blocks preceding a newest block in a 

distributed ledger maintained by the first consensus node, and N is a positive integer. 

 

14. A Byzantine fault tolerance algorithm-based blockchain consensus method, 

comprising: 

receiving, by a second consensus node of a consortium blockchain, a consensus proposal 

initiated by a first consensus node of the consortium blockchain, wherein the consensus 

proposal comprises a first proposal digest, the first proposal digest is generated based on a first 

newest block hash maintained by the first consensus node and a transaction set that needs to be 

proposed, the first newest block hash is a hash value of N blocks preceding a newest block in 

a distributed ledger maintained by the first consensus node, and N is a positive integer; 

generating a second proposal digest in response to the consensus proposal based on a 

second newest block hash maintained by the second consensus node and the transaction set, 

wherein the second newest block hash is a hash value of N blocks preceding a newest block in 

a distributed ledger maintained by the second consensus node, and N is a positive integer; and 

skipping consensus on the consensus proposal if the second consensus node determines 

that the first proposal digest does not match the second proposal digest; or otherwise, 

participating in consensus on the consensus proposal. 

 

15. A Byzantine fault tolerance algorithm-based blockchain consensus system, 

comprising a first consensus node and a second consensus node, wherein: 

the first consensus node is configured to initiate a consensus proposal, wherein the 

consensus proposal comprises a first proposal digest, and the first proposal digest is generated 
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based on a transaction set that needs to be proposed and a first newest block hash maintained 

by the first consensus node; 

the second consensus node is configured to generate, in response to the consensus 

proposal, a second proposal digest based on a second newest block hash maintained by the 

second consensus node and the transaction set; and skipping consensus on the consensus 

proposal if the second consensus node determines that the first proposal digest does not match 

the second proposal digest; or otherwise, participating in consensus on the consensus proposal, 

wherein 

the first newest block hash and the second newest block hash are hash values of N blocks 

preceding newest blocks in distributed ledgers respectively maintained by the first consensus 

node and the second consensus node, and N is a positive integer. 

 

16. A Byzantine fault tolerance algorithm-based blockchain consensus apparatus, 

comprising: 

a proposal module, configured to initiate a consensus proposal, wherein the consensus 

proposal comprises a first proposal digest, and the first proposal digest is generated based on a 

transaction set that needs to be proposed by a first consensus node of a consortium blockchain 

and a first newest block hash maintained by the first consensus node, wherein 

the first newest block hash is a hash value of N blocks preceding a newest block in a 

distributed ledger maintained by the first consensus node, and N is a positive integer. 

 

17. A Byzantine fault tolerance algorithm-based blockchain consensus apparatus, 

comprising: 

a receiving module, configured to receive a consensus proposal initiated by a first 

consensus node of a consortium blockchain, wherein the consensus proposal comprises a first 

proposal digest, the first proposal digest is generated based on a first newest block hash 

maintained by the first consensus node and a transaction set that needs to be proposed, the first 

newest block hash is a hash value of N blocks preceding a newest block in a distributed ledger 

maintained by the first consensus node, and N is a positive integer; 

a response module, configured to generate a second proposal digest in response to the 

consensus proposal based on a second newest block hash maintained by a second consensus 

node of the consortium blockchain and the transaction set, wherein the second newest block 

hash is a hash value of N blocks preceding a newest block in a distributed ledger maintained 

by the second consensus node, and N is a positive integer; and 
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a processing module, configured to: skip consensus on the consensus proposal if the 

second consensus node determines that the first proposal digest does not match the second 

proposal digest; or otherwise, participate in consensus on the consensus proposal. 

 

18. An electronic device, comprising: 

a processor; and 

a memory, configured to store computer executable instructions, wherein the executable 

instructions, when executed, cause the processor to perform the following operation: 

initiating a consensus proposal, wherein the consensus proposal comprises a first proposal 

digest, and the first proposal digest is generated based on a transaction set that needs to be 

proposed by a first consensus node of a consortium blockchain and a first newest block hash 

maintained by the first consensus node, wherein 

the first newest block hash is a hash value of N blocks preceding a newest block in a 

distributed ledger maintained by the first consensus node, and N is a positive integer. 

 

19. A computer-readable storage medium, storing a computer program, wherein the 

computer program, when executed by a processor, implements the following operation: 

initiating a consensus proposal, wherein the consensus proposal comprises a first proposal 

digest, and the first proposal digest is generated based on a transaction set that needs to be 

proposed by a first consensus node of a consortium blockchain and a first newest block hash 

maintained by the first consensus node, wherein 

the first newest block hash is a hash value of N blocks preceding a newest block in a 

distributed ledger maintained by the first consensus node, and N is a positive integer. 

 

207. An electronic device, comprising: 

a processor; and 

a memory, configured to store computer executable instructions, wherein the executable 

instructions, when executed, cause the processor to perform the method according to any one 

of the preceding claimsthe following operations: 

receiving a consensus proposal initiated by a first consensus node of a consortium 

blockchain, wherein the consensus proposal comprises a first proposal digest, the first proposal 

digest is generated based on a first newest block hash maintained by the first consensus node 

and a transaction set that needs to be proposed, the first newest block hash is a hash value of N 

blocks preceding a newest block in a distributed ledger maintained by the first consensus node, 
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and N is a positive integer; 

generating a second proposal digest in response to the consensus proposal based on a 

second newest block hash maintained by a second consensus node of the consortium 

blockchain and the transaction set, wherein the second newest block hash is a hash value of N 

blocks preceding a newest block in a distributed ledger maintained by the second consensus 

node, and N is a positive integer; and 

skipping consensus on the consensus proposal if the second consensus node determines 

that the first proposal digest does not match the second proposal digest; or otherwise, 

participating in consensus on the consensus proposal. 

 

218. A computer-readable storage medium, storing a computer program, wherein the 

computer program, when executed by a processor, configure the processor to implements the 

method according to any one of claims 1 to 6following operations: 

receiving a consensus proposal initiated by a first consensus node of a consortium 

blockchain, wherein the consensus proposal comprises a first proposal digest, the first proposal 

digest is generated based on a first newest block hash maintained by the first consensus node 

and a transaction set that needs to be proposed, the first newest block hash is a hash value of N 

blocks preceding a newest block in a distributed ledger maintained by the first consensus node, 

and N is a positive integer; 

generating a second proposal digest in response to the consensus proposal based on a 

second newest block hash maintained by a second consensus node of the consortium 

blockchain and the transaction set, wherein the second newest block hash is a hash value of N 

blocks preceding a newest block in a distributed ledger maintained by the second consensus 

node, and N is a positive integer; and 

skipping consensus on the consensus proposal if the second consensus node determines 

that the first proposal digest does not match the second proposal digest; or otherwise, 

participating in consensus on the consensus proposal. 


