Process for the digital signing of a nessage Specification The present T
invention relates to a process for the digital signing of "a'nmessage and to

a systemrequired for practising this process. Digital. Si es, i.e.,
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in regard to costs. It turns out to be a shortcoming that the user must rely on the signature

software’s integrity and that the same is not deemed sufficiently safe.

Hardware-based processes are an alternative for generating digital signatures in a
computer. These processes for signing make use of special systems in which the display
component and the keyboard are coupled with the signature component by hardware in a way
such that the connection cannot be influenced. These systems are usually connected to the
computer via a galvanic connection, e.g., a cable to the serial interface. These systems have
their own display component which displays the message to be signed, and their own keyboard,
the so-called PIN pad through which the PIN is inputted for making the key available. The
secret key is usually not stored in the signing unit but rather on a chipcard which can be
introduced into the system. The signature proper can be generated on the chipcard (in the case
of chipcards with incorporated cryptoprocessor) or in the system. The above-described

hardware-based process forms a closed signing system consisting of the display component, the

e

keyboard, the reader, and the chipcard. T
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of chipcards wth incorporated cryptoprocessor) or in the system The
above-descri bed , hardwar e- based process forns a closed signing system
consi sting of the display conponent, the keyboard, the reader, and the
chi pcard. - -1 Hardwar e-based processes are significantly safer than
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ata, for example during the transmission from the display component , e. g., from the display,

to the signing component, e.g., the cryptoprocessor. Furthermore, it must be ensured that a
secret number (e.g., the PIN), which is required to trigger signatures, cannot be read from the
keyboard by other programs and does not become known to third parties.

Furthermore, the large-scale utilisation of the option of digital signing is limited by the
comparatively small distribution of signing units. In fields of the potential application of digital
signatures, e.g., in internet banking, therefore a costly infrastructure would have to be set up to
spread the use of signing units. Also the installation of signing units at the computer is
problematic. On the one hand, the units must be physically connected to the computer, yet all
the serial interfaces of a PC are often already in use. Alternative processes for incorporating
signing units in computers are likewise problematic, since for this purpose software drivers and,
sometimes, even additional hardware are required. Apart from this, for all signing units there

must be implemented special software components which allow the user to communicate with

the signing unit.
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probl ematic. On the one hand, the units nust be physically connected to the
conputer, yet all the serial interfaces of a PC are often already in use.
Al ternative processes for incorporating signing units in conmputers are
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transmtted yja a.co nication network to a signing unit and is to be
signed, wit hﬂ%ée?l’é'é’g%%i P‘t‘%i%‘& az¢ goleed thequel the Kachngs asgording teghe mgimi ng
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context of the present invention, digital signing of a nessage is

under st'884 siged beigg sraasmirted ito) thersigming wit vinedelephone aehvarkr Ima pegisalgdyand it s
cont ent i > ' . This.is effected b artial or full
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i nventi on, he rii e ShgRresent inysptions digal dgnipgpf amessage isnodengwodsisa whol e

or as thEceAuaNAtwAL H0d ves for being able to jdentify the
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g cryptographic check sum of this message into a signed message by means of a secret key and by

making use of an algorithm. In the context of the present invention, a signed message is
understood either as the message as a whole or as the signature proper. Signing serves for
being able to identify the user later on. In the context of the present invention, a signed
message 1s understood also as merely the electronically generated signature of the message. In
the context of the present invention, a message is understood as any kind of electronically
reproducible information, for example, numbers, characters, combinations of numbers,
combinations of characters, graphs, tables, etc. In the context of the present invention, a
signing unit is understood as a unit which can perform the signing of the message, i.e., which
comprises a secret key, a mathematical encoding procedure, facilities for dialog with the signer
or user, optionally the required interfaces, and a transmitting and recetrving system. This unit
can be composed of various elements, for example, of a chipcard and a reader or a chipcard and
a mobile radio telephone. In the context of the present invention, signing means are understood
as a component of the signing unit, including the secret key and/or the encoding procedure

and/or an interface with the two or one of the aforementioned components.
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the context of the present invention, a nessage is understood as any kind
of electronically reproducible information, for exanple, nunbers,
characters, conbinations of nunbers, conbinations of characters, graphs,
tables, etc. In the context of the present invention, a signing unit is
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r et r angBidied AsdoRiatdiahé BIGakEto BS sighINHMIHR sidnirf unit?Fardi age, . rhus,
the invention provides tha aon uﬂgl? ghed rresséag uélgt’ gar?irglggﬁa)g‘gﬂ?gﬁeb%ogﬁlegned
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nmessag erver. Th th recei ver associ ates the nessage to be signed with
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to be signed. The mobile radio telephone which is used in the preferred embodiment of the
invention can advantageously display a message to be signed and, when instructed by the user,
can effect the signing with the aid of the advantageously employed chipcard. The message
signed in this way is transmitted to the receiver and there optionally corapared with the original
message and identified as authentic. The signed message, which is optionally identified as
authentic, is then transferred to an addressee.

The invention also relates to an above-indicated process in which it is provided in
advantageous fashion to use a public-key process for signing, wherein the transmitter has an
associated secret key and the receiver has a corresponding public key associated with the secret
key. This procedure has the advantage of not necessitating the transmission of the keys.

In a further advantageous embodiment, the invention relates to an above-indicated
process in which the message to be signed, or the previously signed message, i.e., for example,

the signature, is transmitted between the receiver and the signing unit, particularly the mobile
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determ nation of the signing unit and, hence, of the user who has to sign
t he received nessage to be signed. The nobile radio tel ephone which is
used in the preferred enbodi nent of the invention can advantageously
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di spl ayprogrenggof ghamebilerradiogelopranatitccan bstensured mradivintageons Faskisn ok itig

di al og f or hagering t sk gni aperation. In a particularly preferred
enbodi n'%ﬁltn,t&{hlggfsrﬂ/aé% 't%ﬁ 0;5’:1}8 |t8g§mg°a§$6?: canngt bg yeogissd dram tieostsdde- t ype i n
whi ch the senrefurthketdr@fivec@tboliens bRk AfbrifertioRb€Grd | of the
nobil e radi o tel ephone and ien \(/:,hi ceﬁ this Igeyei S ac?ri \?gﬁsgﬁg‘ﬂgﬁﬁég“s‘* of a

secr et AYHbION, {t iscprerided@rinpnt thi accrétdicy oopiired dpradigrangéia e key pad et ed from

t he keymgm r%ﬁiottgl%pﬁrcl))n%i, | e radio tel ephone. By correspondi ng appropriate

It is provided in a further preferred embodiment of the invention that in one of the
aforementioned processes, the secret key is stored not only on the chipcard of the mobile radio
telephone but that there also the signing of the message is effected. In this way it is ensured in
advantageous fashion that the secret key does in no event leave the chipcard and therefore
cannot be used by unauthorised persons.

It is provided in a further preferred embodiment of the invention that the mobile radio
telephone is used not only for signing the message but, in addition, és the sender for
transmitting the signed message to the receiver.

The invention also relates to means for practising the aforementioned processes,
particularly mobile radio telephones and chipcards.

In a further preferred embodiment of the invention there is provided a mobile radio
telephone which comprises a key pad, display means, and chipcard means for reading and/or
writing of a chipcard adapted to be inserted into the mobile radio telephone, wherein there are

provided, in addition, signing means which are suitable, for example, for communicating with a
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progranmm ng of the nobile radio tel ephone it can be ensured in advant ageous
fashion that the inputted PINis transnmitted only to the chipcard and
cannot be recognised fromthe outside. In a further alternative enbodi nent
of the aforenentioned process according to the invention, it is provided
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t he rmbg')flceo [ Lgﬂioati el e ht%ne . whﬁr ein.there are praqvided, in addition,

si gni ng’ means whi CR ‘are & Ghipeay é’,c‘_""frg'r“gé?(gtﬁplf“_é‘fn“f’ﬂ OIS AthgSURE h a

I RN 505438fdingdto-the Glvem§dH. At AGHBUdLD ﬁlbé ﬁ’arfiaﬁaﬂ(ljﬂycﬁ}fﬁ{éﬂag?btﬁ!}gg)gﬁingeﬂf offiiderating

a signed nessage froma nmessage to e signed. gni ng neans are

advant ageenonhas dhesigningl meansofithe sigeipg pai cimworkpith il digormal abeeitlehs Whi¢hor a

PIN. In.a.particul arl dvant ageous . enfodi t of the aforenentioned nobile
radi o f%"é*%g%%‘ﬁéi?w?aty ‘f/féﬁep?%?)sf‘%‘gﬁ’olferﬁéﬁnrggr?é‘ tggaﬁi’lﬁbﬁﬁ]@é’rﬁéher‘éﬁb'@sréﬁ@ a

sof t wargleppsgRonNent at variance with the conventional software conponent of
a nobile radio telephone. In a preferred enbodinent of the invention, this
modi fi ed sof Thws; thequessoniamention is partiatilady hdvantaeows faghimakdiQvaisdb@d ng of

t he message after dialo ith the user. In a further enbodinent, the

o 11 68 Bl BT EOUB HEANETe SHTPRINETS BTGt o diCedraAiRG (e &1 he i nvent i on,
It ?] ea?xﬁ??{ggﬁ??&/ et%]???{/&i ﬁ)é’w%ﬁett Eé}ﬁg&@%ﬁ}%@g&oﬂiﬁ%gﬁ&h& FOhAGRAEL ig(l;ecq%rirce“d.ng to
In a further embodiment of the invention, the invention also relates to the chipcard for
mobile radio telephones, particularly for the aforementioned mobile radio telephones, wherein
the chipcard comprises signing means capable of storing the secret key of the user.
Advantageously, the signing means of the chipcard are additionally capable of generating a
signed message from a message received by the mobile radio telephone, i.e., from a message to
be signed. In the context of the present invention, the signing means of a chipcard according to
the invention are understood as means which store the secret key of the user and., in an
advantageous embodiment, also carry out the signing. The signing need not be carried out
directly on the chipcard but can be effected by a software component and/or hardware
component in the mobile radio telephone.
Other advantageous embodiments of the invention will become obvious from the
dependent claims.
The invention will be explained in detail with reference to the figures and the associated
exemplary embodiment.

The figures show:

Figure 1, the operational sequence of the process according to the invention:
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according to the invention. It is provided in a particularly advantageous
errbodi ment of the invention that the signing means of the signing unit can
work with additional algorithms which facilitate the display of the
nmessage to be signed on the display field of the nobile radio telephone.

Thus, thFiguer sinichbRied ithure B B Mdbile WA db kolehde AERBERY Po TRIN ARoABARS
avail able a systemin which only the software conponents have to be

nodi fi et i sghemasictigpresensatioarmfiacipicaxd avepidingtw theinveation. conponent s. No
di ficationzqof t har re i.sr ired. .In further odi nent of the

"ovent Lo -t REud DR TR Guliel ERMREh bhgotiaid e PERavites P il o

t el ephoseshom@birkedyl okdant, Armd ey eaf Wlﬁ:‘”@?@feh?i‘%eﬁ@p? g\%g)cgﬁg'b&ﬁg%}e%p{]}oa”es’

wherein the chipcard conprises signing freans capab storihg the secret
key of messaggsserver, Auohile eedaoiglphione ha sggdinnggsape®) andin ddireshé ptard are
additionaIIxAchablgﬁof geneaatin a si neﬂ’ne§sage,fron1a ness%gg

recei ved by TAESHSII © heigns t‘?e’feégﬁ&el?y “mat, torth FeCgVERS ddthehe aid didhai gned.
|0 Lhe Hidbaiking brdgdfin RcRTHed iR YRNTIAMind N° 3B A%k: TR @ PG d
according to the invention are understood as neans whi ch store e Secret
key of ménsagesavhidindto besigmed, imle ameagzge wehientimdiensend to the bilefadio RWphbhe
signin The signing need not be carried out directly on the chipcard but
can be efpﬁgﬁa@% eagﬁf’ge\&o ile-ghonsradio “&h&“@ﬁhqqaglﬁﬁﬁi%m@b@@n@moﬁm t he
mobi | e dnddindf! GREYAK; giﬁg f the inyention
wi | | becone obvious g%?ﬁ??Hg%c%g%gﬁ%gﬁgﬁg€g?§§8 ép§ﬁ%§%??1§?ﬁﬁa ° be

expl ai rieldphonede fan dxawipleby méams @fi datatstored i the geveR@r ANk iLalds BOFIMRM that
exenpl a %/ enbodi nent Th% figures show Figure 1, the operational sequence
of the ‘E aesesiation s silarted by sneapgof dafieprnf by the tramsmists 13pgether wigh Hiegnessage, t he

SCheraly e 3 ¥hE i Purl o kot SLERNRIS AR RLANGak b Aot o

and Figure 3, a schematiC represéntation of a chi
i nvention. Filgureciledsiewagd his dispdyedin thermdbilehadib tél@hol® 7GRN dighl,eth as a PC

havi ng text editor or a hone banking program a nessage 2 to be signed,
a recei VEPTEISHIRAAOR vl beicypiamgd H’sd%ai?i@éb% g@ﬁ@ﬁB@wmai@l&ﬁbFﬂgarer adAger
o1 gned 3 Snghe pRAaR. TS 18 0En R of B, SO ACEL TRERR s 10 PRESRRE b
signed upon instruction by the user and the signed message 9 is passed on to the receiver 5 or
to some other receiver. Transmission of the signed message 9 from the mobile radio telephone
7 to the receiver 5 is likewise effected through SMS. The receiver 5 is capable of comparing
the signed message 9 with the original message 3 to be signed and transmit it thereafter to an
addressee 11. Transmission to the addressee 11 can be carried out in any form.
Figure 2 illustrates a mobile radio telephone 7. The mobile radio telephone 7 comprises
a display 13, a transmitter/receiver 15, chipcard means 17, a key pad 19, and signing means 21.
The message 3 to be signed, which is transmitted from the receiver 5, is received by the
transmitter/receiver 15 of the mobile radio telephone 7 and, if necessary, passed on in modified
form to the signing means 21. The signing means 21 take care of the internal control of the
signing operation. The signing means 21 comprise software components for controlling the
display 13 so that the message 3 to be signed can be made visible. Furthermore, the message 3
to be signed is signed within the signing means 21. In order to be able to carry out the signing
operation, the signing means 21 must communicate with the chipcard means 17. Furthermore,
it s necessary that the secret key proper or the PIN is inputted to the signing means 21 via the
key pad. Ifthe PIN, which is usually shorter, i.e., which has fewer digits than the secret key, is

inputted by the user via the key pad 19, the PIN can - so to speak - activate the unwieldy secret
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honmebanki ng programincorported in the transmtter 1. The receiver 5
converts the received nessage, which is to be signed, into a nmessage which
can be sent to the nobile radio tel ephone 7, particularly by neans of a
nobi | e- phone radi o net, and through SM5, in an advantageous enbodi nent.

The recebveyr 00| . i REgy ile radio
(ol ephone B (e AL oBHaRgh By o Ry S R o A BN b Pk P Sepbizmy
al so bemsansy/2 Hezh ¢dahunitite withsthe ichipart 25324 bidizt@tbnblconbediton Bhe 9ot grsent by
t he traninitter 1 éﬂgether with the nessage. to be signed. These data are,

i n genef3pcardpaeans 3 fensethet thsrcoppraands Bf the sigiieoneass @ ionexecmaé and dai thed
nmessagegi3nd ' ' i radi o i hone 7 on a display.13.

The. prosrne HELAB; PATPrby) LR AR sabiuf Pl elE BRI Jinde et i
per t ai ninegng thatihgwhipcrd Médne 27 foiins ph Myéri@e bBSy ek Hfagthink meake1Shamed on the
di splay 13, the nessage 3 to be signed is being signed upon instruction by
the usefMBfAIdRe signed nessage 9 is passed on to the receiver 5 or to

some other r LVer: . Jra . SSi t.he signed nessa fromthe nobile

radi o teIepho&% g§SF8”{hgﬁﬁ%i§?§§?9 sthe ?fg%?%éagﬁnggégaPﬁFg%§ﬁ0§wB_ The

recei veiventigh. dapeiapasedibasiodllyar dongact pAe3 B 0BHoFRHHITE 2R %‘th‘?@wr i gi nal
esSsee

message 3 to be signed and transmt it thereaftér to an ad 11.
Tr ansmi 89Als 2% Theeseargt kewsrequirad for gandsatingthe isigtlebwessage Aisystéred in thEi gur e 2

illustr p | i 0 tel.epho The bile.radio tel ephope 7

conpri sglgﬁl%g di s%?’a;?/hﬁgg'p%)%r N ‘ﬂﬁ%?? PRLE fgg?ncf , g(afﬁ? pessge ﬁé‘hh% signed, 5
key padfol@xaple, by BRAMRGBAMETA Blocess] EheTBESHIENT 27 QriBe éfgﬁga |olle!
transmtted fromthe receiver E, i's regeivéggby {he tran gﬂ@? ré@EFV§% 15
of the PASHROMEMWHEHtS withthe blopeard 2 vik the Comtectgmd ity ,Othersdanemsireiqiredfbir fhe d
formto - Sighning, means .21. The signing nmeans 21 take _care of the

i nter na?ﬁéggtrlﬁnr ‘%I%%g hip ﬁ%rgszé i G&i ﬁgcongﬁeJt 15ROt rpavisin digue 3 deiihe sake of sisity se
sof t war 6f the rRReRAtasiohor controlling the display 13 so that the nmessage 3
to be signed can be nmade visible. Furthernore, the nmessage 3 to be signed

is signed within the signing neans 21. In order to be able to carry out the
signing operation, the signing neans 21 nust comrunicate with the chipcard

means 17. Furthernore, it is necessary that the secret key proper or the
PINis inputted to the signing nmeans 21 via the key pad. If the PIN, which
is usually shorter, i.e., which has fewer digits than the secret key, is

inputted by the user via the key pad 19, the PIN can - so to speak -
activate the unwi el dy secret LRN 505132/jrb -7 key for the signing
operation by neans of the operating system of the chipcard 25. The signing
means 21 can conmuni cate with the chipcard 25 via a bidirectiona
connection line 23. The
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chi pcard nmeans 27 ensure that the conmands of the signing neans 21 are
executed and that the signed nessage 9 is passed on to the
transmtter/receiver 15 via the signing neans 21. This nmeans that the
chi pcard neans 27 forman interface between the signing nmeans 21 and the
chi pcar@ijagnrs Figure 3 shows - in very sinplified, schematic form- a

chi pcard 25 according to the invention. It conprises basically a contact

pad 31, la neAogrypcessifdr tBY digitalkigning yd mgssaphwhichiidremated ik e comafimicali®y
required for enerating,the,si%ned message 9 is stored in the nmenory unit
27. The"¢ropt g’gﬁ SIBHYS MBI AN € 1s20 bs sieped, Whereip Hreoresitge thderisnsd ffer@smitddeo

si gned, theffih; ml- f,an RSA process. The nenory unit 27 or the
thels RNy LB HIRE RSl

cryptograp can comruni cate with the chipcard 27 via the

cont act2.pad ‘Ble pfdcharacedrdimnt ClaiarLivwiteih tHe diditng @€k atrhdbile @hdib hgepHohpcar d
25, e.g., a controller, are not shown in Figi:;e 3 for the sake of clarity
of the t-eprelbhPraceEsmecomigeso3nB one phthg prycsfling claims, avhsrair degndseagetth de

i 01 21 gl e i FRRSPAE Mo b et Mg SR SRLL OB

net wor Kk a signin S'to be sig

si gned ths rédedes Matd @kphéne ddRoki, gﬁkitiﬂﬂlaﬂﬂhﬁndbﬁlé-rﬁlié eIGMBRO Rt AR - mebile The
process according to Claiml, wherein the signing unit is a nobile radio

t el ephditdio telgphaneeaspocinted with deoiratsmitterothigwpessage isthentsignpd gcihd inmipile radiors
wher ei ssage to.pe signed is trangmtted froma transmtter to a
recei vgﬁ%%%ﬁ”?e@%%%“ﬁ?’@ﬁé&@% F‘S?Mg?iﬁg}ﬁ?f%@rfrom the receiver via a
tel ephofie neTNOptoceRachdrainads laiy andBbthk prdcadhe chhE MRS {'ﬁﬁmfl&g g)trgce‘gs

nmobil e radio tel ephone associated with the transmtter, IS nessage IS
t hen silgteed fon sighimgnpastitwanhagl peblict kelygmoxeseinandclr tierteansmittet kak anassedigedd
message, to.the receiver. 4. The progess accordi ng.to any one of the
precedi % (‘jreg KSY "?‘de’ &M%ﬁﬁé‘ﬁeﬁ has apffBT‘?SB"‘kcﬁ%g ?)‘f@‘@&% maffg%éa ¢85t ke gni ng,
particu.arl yTie préRbisarksiMinBt§ &Ry dnd Sft‘ﬁ@b%eaihgclrafn?s?mlte&e{hem 385 are
associ ated secret key and the Teceiver has a correspondi ng pu%al IC ﬁ<ey
mat chi riganshgtesleatetenkiby red@ive el the ooebdls ratic calghihnge bpmamys oinkee fortt Message

precedisrélc_kd&l J } wherein the nessages are transmtted between the
recei ver an ‘mobi l e radi o tel ephone by neans of the short-nessage

Sﬁ;\r/iaicﬁls,'( S?/isic')};e }?gc?‘ﬂgﬁ}&gg?@?ﬁ gﬁ‘fﬁﬁ’é S 8 pFeRe @Y cORR. Yhelehe pHBlefbesq%xﬂlgg,%@i s,
message is displayed by means of a display provided in the mobile radio telephone.
7. The process according to any one of the preceding claims, wherein the secret key
required for signing is inputted via keyboard means of the mobile radio telephone.
8. The process according to any one of the preceding claims, wherein the secret key
required for signing is stored on a chipcard of the mobile radio telephone and this key is
activated by means of a PIN adapted to be inputted via keyboard means of the mobile radio
telephone.
9. The process according to any one of the preceding claims, wherein the chipcard carries
out the generation of the signed message.
10. The process according to any one of the preceding claims, wherein the mobile radio
telephone generates the signed message and wherein the secret key is read from the chipcard.
11 The process according to any one of the preceding claims, wherein the mobile radio
telephone serves, in addition, as the sender for transmitting the signed message to the receiver.
12. Mobile radio telephone with a key pad, a display, and chipcard means for reading and/or

writing a chipcard adapted to be inserted into the mobile radio telephone, characterised by
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nmessage i s displayed by neans of a display provided in the nobile radio

t el ephone. 7. The process according to any one of the preceding clains,
wherein the secret key required for signing is inputted via keyboard neans
of the nDbiIe radi o teIephone. 8. The process according to any one of the

precedig secret ke U|re I Si n|n ored on
a chi pc ‘?é"{ﬂ%ézmﬁgrﬁ“ﬂa For T ENHOT lg?ﬁﬁi I%L& &v@i é‘ﬂi’

means afgnad Bf/&hcﬁﬂﬁmbﬁﬂm&@ab@g wautmawl(asywmﬁeﬁls i1)t ne. mobi | &

radi o teIephone 9. The process according to any one of the precedi ng

cl ai ns,!3wherldiermetile radip pelenhwne aeqardisg toGlaim Hé Jurmstaistdin thit thhelgmngned

TS0l s BPSERT AR IRE A ol PRl bR RSt ke

wher ei PINYe secret key is read fromthe chlpcard 1 1 . The process
according to any one of the preceding clains, wherein the nobile radio
t el ephdfte sk oldpcari l‘ﬁormwllmdloaslephmlesmdeﬂarl)oaccordmgum dny iong of Gmirgs yed

nmessage the rece radi 0 tele hone h a key pad, a

0 oot a9t G SRS B Thishe SiaherR (S deiraien SRR gDV ER A andapt ed
505152/, 1 ﬁ@?‘é&”’?%* e o s RO P B IR T

Si gned_lﬁre;sszi@e cm):arkirammrdmlgﬂgﬁgm (8 rhdractbesedsi gretheahipand (26) io;npr_ilsﬁs
communi catin car avi ng si n|ng nmeans : e

nobi | e wﬁmpéﬁﬁ P’Eﬁ &g%’%fr BESSALH (3‘:’2 OBhAHPSERES ngsh 1§ fgceivied bY he
S|gn|ngw,qggﬁsag%kgbﬁﬁﬁwghgn@ﬁ;gg%l lefih the key pad (19) for inputting a
secret key or a secret nu %%. 14. A chipcard for a nobile radio

t el ephone, particularly accordlng to any one of Clains 12 or 13,
characterised in that the chipcard (25) conprises signing nmeans (21) which
include a nenory unit (27) for storing the secret key required for
generating the signed nmessage (9). 15. The chipcard according to C ai m 14,
characterised in that the chipcard (25) conprises signing nmeans (21) which

generate a signed nessage (9) froma nessage which is received by the
nobi l e radio tel ephone and is to be signed. I RN 505132/jrb - 10
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