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present invention relates to a nethod and an apparatus for carrying out an
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In an over-the-counter transaction, a consumer hands over the requisite card to a merchant.

20  Subsequently, communications with a credit entity (for example, a bank) are carried out to
obtain authorisation from the bank and the consumer then confirms payment either by input
of a personal identification number (PIN), or by providing a signature to the merchant. Issues
for such a transaction include, for example, a need for the consumer to provide the requisite
card, a need for the requisite card to be undamaged to carry out the transaction, a need for

25 the merchant to input transaction details accurately, risk of “skimming” (capture of critical
payment information stored on a magnetic strip of a credit/debit card) and the like.

When using near field communications (NFC) for tap-and-go card transactions, only the
consumer handles the requisite card and correspondingly, the payment process is faster and

30 less likely to be compromised. However, once the requisite card is stolen, unauthorised use
can be carried out rapidly which causes substantial losses to either the consumer or to credit
entities. Furthermore, the use of NFC requires a reader device which is not readily available
due to both cost and lack of a standardised NFC protocol.

35 For over-the-phone or over-the-fax transactions, a consumer provides details of the requisite
card to a merchant in order for the transaction to be carried out. In such instances, the
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25  Another start-up company called “Kuapay”, requires the consumer to present a reference ID
on the smart phone to the merchant at the checkout, so that the merchant can capture the ID
and make a request to a server to request payment. The request will return to the
consumer’s phone and allows the consumer to approve. While this improves consumer
control of the transaction, loss or theft of the smart phone can lead to abuse of the reference

30 ID on the smart phone, and the method is not replicated easily to online or remote merchant
situations such as, for example, billboard advertisements, video messages and so forth.

Other alternatives like, for example, Paypal Here (RTM), GoPayment (RTM) and Groupon
(RTM) use a card-swipe peripheral device attachable to a mobile phone, so that the mobile

35 phone behaves in a similar manner to a mobile phone installed with the “Square” app.
However, these alternatives also expose a consumer to the risk of skimming.
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(RTM) use a card-sw pe peripheral device attachable to a nobile phone, so
that the nobil e 35phone behaves in a simlar manner to a nobil e phone
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the transaction being carried out. The at least one server of the trusted party may include a

transaction server and a payment server.

25 It is preferable that the digital payment reference is in a form like, for example, an
alphanumeric string, a barcode, audio signals and so forth. The digital payment reference
can include a merchant identity and an amount of the transaction. The digital payment
reference can be a payment token which includes a limit for the transaction amount and may
also include an authorization step to enable the transaction to be carried out.

30
Preferably, the transmission of the digital payment reference from the portable
communication device to at least one server of the trusted party includes input of either a

password or a PIN.



It s preferable that the processing of the digital paynent reference
i ncl udes recordi ng both successful and failed transactions. Simlarly, the
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The method can also include selecting a payment type for the transaction, the payment type
25 including data stored with either the consumer or the trusted party.

It is advantageous that tampering of the digital payment reference causes a failed

transaction, the tampering being carried out by malware.
30 Preferably, the consumer and the merchant are associated with the trusted party.

It is preferable that an aggregator consolidates at least two of the steps of the method such
as, for example, receiving the digital payment reference, receiving the consumer’s benefits
and restrictions regarding the transaction, receiving a desired payment type, receiving

35 confirmation of close proximity of both the merchant and the consumer and the like.



5 transceiver; and a processor configured to process provision of the usage
I nformation stored in the digital database for determning if the
“electronic transaction is at a stage to proceed on to processing by a
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the description being with reference to the acconpanying illustrative
figures. 25Figure 1 shows a first part of a process flow for a preferred
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present i nve 3 shows a third part of a process flow for
the preferred enbodi nent of the nethod of 30the present invention. Figure 4
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payment reference, a consumer’s benefits and restrictions regarding the transaction, a

desired payment type, confirmation of close proximity of both a merchant and the consumer
15 and so forth. The usage information may be transmitted from a portable communication
device installed with an “app”.

DESCRIPTION OF FIGURES

20 In order that the present invention may be fully understood and readily put into practical
effect, there shall now be described by way of non-limitative example only preferred
embodiments of the present invention, the description being with reference to the

accompanying illustrative figures.

25  Figure 1 shows a first part of a process flow for a preferred embodiment of a method of the
present invention.
Figure 2 shows a second part of a process flow for the preferred embodiment of the method
of the present invention.
Figure 3 shows a third part of a process flow for the preferred embodiment of the method of
30 the present invention.
Figure 4 shows a process flow being carried out in the server of Figure 2.
Figure 5 shows a system for the present invention.
Figure 6 shows an example of a process carried out by an aggregator of the present
invention. '

35  Figure 7 shows a schematic view of the aggregator of Figure 6.



Figure 6 shows an exanple of a process carried out by an aggregator of the
present invention. 35Figure 7 shows a schematic view of the aggregator of
- Figure 6. DESCRI PTI ON OF PREFERRED EMBCDI MENTS  The present invention
relates to a method and an apparatus for carrying out a transaction in a
manner DESCRIPTION @FSBREFERREDEEMBORIMENTS r egar dl ess of whet her the
transaction is 5Scarried out either in a physical or virtual setting. In a
preferred enbodi nent for the present invention, referring to Figure 5,
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a tablet computer, a desktop computer, a point of sale terminal, at least one server and so
forth.

The portable communication device 28 may be wearable and should be able to capture data.

25 For example, the portable communication device 28 may include a camera for capturing
visual indicia (for example, barcodes, QR codes, etc) and subsequently obtaining the data
embedded in the visual indicia using known software running on the communication device
28. The portable communication device 28 may also include Optical Character Recognition
(OCR) functionality to obtain data embedded in alpha-numeric character strings. Similarly,

30 the portable communication device 28 may include a microphone to obtain data embedded
in audio signals.

The enterprise device 29 should be able to transmit data, either by display of visual
indicia/alphanumeric character strings, or reproduction of audio signals. The display of visual
35 indicia/alphanumeric character strings can be carried out either on a screen or reproduced in
a printed form. It should be appreciated that a printer may be coupled to the communication
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35i ndi ci a/ al phanuneric character strings can be carried out either on a
screen or reproduced in a printed form It should be appreciated that a
“printer may be coupled to the communication 6 device 29 in order to
reproduce the visual indicialalphanuneric character strings in a printed
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provi d&®¥Mat | east some of a credit/charge/ debit/prepaid card(s) details
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subsequent sections of the description that the information stored |n the at least one server
26 will not be transmitted during the course of any transaction.
25
It should be noted that a combination of Figures 1 to 4 illustrate a method 30 for carrying out
an electronic transaction either in a physical or virtual setting. Reference will be made to the

appropriate Figure when describing various portions of the method 30.

30 Referring to Figure 1, there is shown a start of the method 30. The consumer 22 makes a $X
transaction for goods/services (32), and the enterprise device 29 of the merchant 20 sends a
token including the payee account identity of the merchant 20 (MID) together with an amount
of the transaction, $X to the at least one server 26 of the TP 24 (34). The at least one server
26 of the TP 24 receives the token and verifies that merchant 20 (36). The at least one

35 server 26 then generates an associated payment reference, R for the token (38) and
transmit the payment reference, R to the enterprise device 29 of the merchant 20 (40). The
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35server 26 then generates an associ ated paynent reference, R for the token
(38) and transmt the paynent reference, Rto the enterprise device 29 of

“the nmerchant 20 (40). The 7 paynent reference, Ris in a formsuch as, for
exanpl e, an al phanuneric string, a barcode, audio signals and so forth. The
pay nentpayreéetr referenceRR ialirs e fomtsudtess, fdreexiinDle, @agetpteanumietib slingaatbardodef t he

1 eachuBhioRlh ond sSR rRPPRRHERERAEG 1S, LBLbER Bk MR R i
be usedntamambsttheSrarisactonc 8Xt thehsuldbepprciatedithat treutokem isestorefdiat theiate.  The
paymente J et el gg&ggl 2&:’{9 &ﬁﬁﬁ?%ﬁ%@%ﬁ%{&%p hérﬁ“?éf%re%%@?ﬁ%ff@&'#ﬁ@d ?’c?géogé- 28 of

t he consurer e conveyance 0 can be carried
out 5 by refermnce teengibred tokemuatla subpequeont juactuext string into the portable
comuni cati on device 28 by the 10 consunmer 22, screen inmage capture using

t he portabl e communi cation device 28 by the consunmer 22, scanni ng visual

i ndi ci dhéi paymenDréferenae, Brisacapieyast toathe pertatde chmmumication elevicer@dhpt ttei on

devi ¢ , . ) ) o th |
o B Pler 52 0 308 MR o 8] T BRI bOReL B e B 0 <
that tlezapplet azineacinpuiof 8 dextatringeinta the2Bortabid edesupiatiom device 28 thef
a5 Shiricl o DR it RR ing ne WM PRt L ficTRe B MR B8 20
or i nsicahsumera22, sseanfiog cisuakindigia e ac b Sameat @23 2Dnfosmathlusimgntiei pastable

mbodi t -1 R ted
oo BERuRal6E el ANORICLALGAeP Y AfutPo%had UBhARanf | AyEner ot
20 whegomnmunication rdegice i2f bytthe conswhanf22end siot torthedt ishapprediate that thei nput

Chto t " : e ; . I
pr oxi PP R RGITEH R, 28 1fcfeE Soflbbrd Bepdtle of BRRAIRRo e Bafimtft 1 0%°
t has5 amoefatencé, Rhéhe sattwaretmay alsg beskrawrdasies dape. iThe woftateocauid: be @itherb] e
Commn'p?é”lﬁw'sfyﬂeg G4 Bginggf rﬁé)mﬁmeeor %sﬁeﬂleg Gt QWﬁE&LP@by the consumer 22.

In an alternative embodiment, R need not be generated by the TP 24. Instead, R is a
generated in the portable communication device 28 by a consumer version of the “app”
20 when a location of both the merchant 20 (obtained when the MID is input into the portable
communication device 28) and the consumer 22 are in close proximity within a
predetermined tolerance limit. It should be noted that the amount of the transaction, $X
should also be input into the portable communication device 28 to enable R to be generated.

25 In yet another alternative embodiment, R is generated by the merchant 20 on the enterprise
device 29. The enterprise device 29 is also installed with a merchant version of the “app”.
The merchant version of the “app” will have a specific MID of the merchant 20, such that
when the merchant 20 inputs the amount of the transaction, $X, the R which is generated
includes the MID of the merchant.

30
For illustrative purposes, an example is provided for use of the method 30 in a physical
setting. When the consumer 22 is at a point-of-sale counter of a merchant 20, a cashier at
the point-of sale counter with the enterprise device 29 sends a token to the TP 24 using the
enterprise device 29. Consequently, the TP 24 sends payment reference, R to the enterprise

35 device 29 of the merchant 20, and the consumer 22 uses the portable communication device
28 to obtain the payment reference, R from the enterprise device 29. Another example is
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'25I n yet another alternative enbodinment, Ris generated by the nerchant 20
on the enterprise device 29. The enterprise device 29 is also installed
"wWith a nmerchant version of the "app". The nerchant version of the "app"

wi Il have a specific MD of the nerchant 20, such that when the nerchant 20
i nput s ptdvidednionruseodf theemethads3in anyirtd!, setting. AViagn e iconsyenerr 22 dsl at ¢l udes
the M 3 I r r. , ] |

provi dg'ag %kowﬁse or Qﬁ%hne ?‘ﬁﬁ: a%ﬁd ﬁﬁ%"%ﬁ#y”\s%éa 'E@?@?ﬁg%\%ﬁgﬁm’?hgag?ﬁsumr
22 i s #te anlpe neraifant @0etocsrntt ertokén do rieg diPad# &g thec esterprise adevidee 29.

poi nt- t ghe TP
4. usi GorERUREP LR, 2 sanlst RafbRl RICERLH 1 el FnBRRRS vd el e

r ef Br emeschaRt 0, andehe gorsymeéra2 B8s theypartabizocapimunieatiosrdevicet2820 obtaiithehe
consu egportabl e comuni cation device 28 to obtain the payment
refergﬁé)gagﬁq;fr%geﬁctghg enterprise device 29. Another exanple is 8 provided
for use of the nmethod 30 in a virtual setting. Wien the consuner 22 is at a

ot o RERAAS o FiBlret whh 'S ABRFIRA e borkB SRR el iy dhFAR ey TRt
ent er pepftwarderoassedR t@mb@qudmﬂa}iontulseblworzmlosmmmsepayheﬁtst pelfp@sem:@ Rto
t h?? abP %g' ForfiRYibe € e?a%ggr t(?t h %ﬁ)ﬂt tc?q a%shﬁl%r CONYH®he gp?orfaﬁﬁes the

por nmuni cati on tain t aynent referenc
Ref er r comgmupicatien device ZB\MrcORflnrr@tloaMdh@downlaﬁ&déﬂk dbesecondrowipose ison

devi Cef&%n(oéﬂz}ﬂtcﬂgcl%ﬁ AR 8EESS Bérlegitstd%ooﬁégﬁlbpo SV $HBHEP5Y {h%?bl‘h”e for

two pur pose pur pose 1S ornatlon re I Ng to
t he tr hesefts |f9rn thep consune’Ing2) rivglude? fon qxa@pbordlmuet%ﬁmumrtmm irerctiemsce 28

fOr  CORfyfBL | i Rl ROSHIE"sefode Bom EERaRCHERDAR' BAPSY RrbiOTHRY

option e consuner s ts and restrictions wth
241% 46}estﬂd’q|en$)éore1hetogn$tonert P include ufes exaplen dimited paymentesptiops decausscolunt s

from Cﬁ{e?éddﬁﬁgﬁe[f%@g%f 1.mﬂ§a }S%krﬁ&?soepﬁé CbEE s8B! If baRK BPl?c‘Ess nd %B‘fbﬁr‘f—‘srﬁer om

certaln nerc AN restrictions for the consumner
i ncl udbendfits anst sesitictions iferi the dopsymemeandpa pbtained diyathe R 24 rmpm:ﬂwrdtpartles

prefer?%eﬁbeldsrqot,ggarg "E&MKsO %rh(?&%lr@qﬁﬁ %anmQr%HEntB%'nh%B‘?én fh’%oﬁ@i by

forth nefits an restri I ons e consumer can

t he TPbesarpresiatedithat fher berafits 4y assecidted syithf the pryarpacsoublaidestitycelr the

|s§bu ngo;r]gl?’; titions, merchants and so forth. It should be appreciated that
t he bene are associated with the payer account identity of the 20
consuner 22. At this juncture of the nmethod 30, the consuner 22 selects a

paynment,, t | 0 n L [
accor dsé‘.‘ltl txlgvﬁu[ﬂgﬁj{%g?éhé gﬁétggéoﬁtt‘]?d)éor{g%%poﬁ sﬁéaéo%?uﬁg%%éwbgﬁgmei on of
t he pagramsactioy K&0) based no lavgiableboptions mgam@arfcecyrnhdhe Iayertdesount identity of
the consumer 22. Selection of the payment type can include obtaining data from either the
25 consumer 22 (on the portable communication device 28) or the TP 24 (on the at least one

server 26), the data being for use in subsequent junctures of the transaction.

Subsequently, R and the payment type are transmitted to the TP 24 (52), and the consumer
may be required to enter a password/PIN (51) either before or after the transmission to allow
30 the transmission to be carried out. As described earlier, obtaining data from the portable
communication device 28 during selection of the payment type can minimise an amount of
data which the TP 24 will seek in the course of the transaction. This authentication
mechanism may reside at either the “app” or the at least one server 26 of the TP 24, and the
primary purpose is for ensuring that the person submitting R and the payment type is the

35 appropriate person.



" 25consuner 22 (on the portable comunication device 28) or the TP 24 (on
the at | east one server 26), the data being for use in subsequent junctures

-~ of the transaction. Subsequently, R and the paynent type are transnmitted to

the TP 24 (52), and the consuner may be required to enter a password/ PIN
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to be arrl d ou ribed earlier i ni table
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transaction. This authentication nmechanismnmay reside at either the "app"
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the corbaepaysbl B o8 3s500es Tt ipafer SEoRRNHELGONE cohdlii 32 1
ggyrrentantmpe payee dmglzxizl ldeﬁﬁceiof(tﬁf g):\ﬁﬂht R@ndmhlgmagmesswﬁle earebé npllzedém%d t 0
u
c?rzpie%nswﬁ R e o (AU o BRERE P PD” TS ”*iﬂfhoéﬁ. i) Wl
If t W h‘amtlaftrbu mdﬂ neaeti 'dbni t'aoglifeni |
T SRR vt BRI 5 Bt
paynentP ofta Il('ezﬁ%meq ep plRe ‘fé‘z? 9 ?g\ﬁ ure no% '? on gener at ed
(218) . gehetdted (ﬂﬂBpaf/trmnkno\Am processesdd dayry tdué pagmest fai (227hatire| psrbcess faI|S .
instituti 8nlfu(5and a rove é@fﬁ;d)@g n outcone is returned to the transaction
C

server 3¥da 8?‘#{5 A Fi9e] ‘notification is generated (230). For
exaspl e, an acqw ring bank of the merchant 20 issues a transaction

refere n er. . for a credit car 0 i nk. of

t he coﬂgﬁ}?e?ayﬂenébs P5°§ﬁ%ssed by m‘?d ﬁ%@hgégﬁgﬁl@ﬁ&ds edr ggﬁgy‘%d;?zgﬂaérﬁbl ng

of the cutdueneTiy returd@d ac dieau transactipn espaied 200ptogethers withiac suczess metificatisniner 22

issues a tr ferenc for_an.appropri.ate d L ta_C ] .

ror charEneEEP B30 drareanPiand weu BB R S The PR Pdhee df Flpiactd

gener atrefegeﬁcbmtﬁnmwsa oredit icachpayoment ﬁaﬁé.adtlon e paying bank btherensaroei 20 i s

suc essful . Both ess andfalure f| { n,the

s adﬁu&ﬁ Y q%igrés?%roap;zrggaj) egence oF c arg(lx’r%t oP the @5%&:@?’9 z°2t 8&&%1{,”3

prepaid deposit service of the consumer 22 issues a transfer reference for an appropriate
deduction to credit the merchant, and so forth. It may be possible to tag an indicator when
generating the success notification (230) to denote if the transaction is successful. Both
success and failure notifications are then stored in the transaction database 204 (232).

35
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o Subsequently, referring to Figure 3, the success/failure notifications are

transmtted to both the nmerchant 20 and the consunmer 22 (234). Once the

- success/failure notifications are received by the nerchant 20 (236), the
merchant 20 knows if the transaction was successful and the process ends
(238) . Sobsequendly,sreferrirggstof Eiglner® the suddessifailaresnatifieaticnscire ddnbmitteddo both
consungy 22 40) consuner he trans Lon was successful .
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precedl
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i nibhe precedl ng paragraphs. 25There may be checks to verify the paynment
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an ano sagct | S e n for
thetr SAeneft seR MER-BELUET g {Eof HoHeptiy 230 M Bt Rt e 1
is a ommrdﬁdnttmmaequwﬂy @tnllasrtbemaynnagt tokem $a obliaompdymnerd, tisnougth ﬂ'Pc241uTrber
of ,hns S t he
paflend 4 et mefel B Sobed B HEFROcHRY AahrkBN BRbsL FER PEPd TS
dat e/ t ipagmeot token. Y ransmisdien ofrtaesay.mem’tokéhfeora tmea portable norachdinicatioradeviaey er of

or ovi a@Sfig PaLRE 26 wA e o o7 of HREHERaAC 20 B AR O Hd R
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be tran S . . r e uner
22 has AP 2RERE 7 Sitedenbinl 22 BRERe 1 1R REting BartofRe
exaspl 4, heee hay beé checksuowerifynthe peyetenhtaken pridr todrapsmissiando ¢ae TH 2dut  a
transaction on his behalf. After the first consuner transmts 5 the paynent

token to the second consunmer, the second consunmer can use the paynent token
i n a ndheecaforteEntionst vanatibhds padicutady ysefuhgr aphinstantehof azfature pagmegnter

put -t necs i eliete Meiger o BBl AoBlnfeok R b Rielte BRGNS ou.
e v oo £ e 2 -
2erli o Jplbie .. i o Bnd G LS SRR R % BB A Ly eciBF 3 Pasuring o
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by the “app” whereby the consumer 22 is required to provide authorisation to enable

35 completion of the transaction.
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15 portabl e communi cati on device 28 to obtain R R is able to be obtained

using the techni ques described earlier, and it should be appreciated that

“this variation does not involve the nerchant 20 (and the enterprise device

29) at the juncture when the consunmer 22 is obtaining R Thus, this
var i at iHawingether atiditionah layersopaseagitaph aliteal asvdhe waymenhdolarocassaléd de shown

' Fi . T f tel ' t. W th
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| ocal | ghéwioin legurean i ntermedi ate entity paynent server, a consuner's nobile
deyjce, and so forth), and will not be accessible to parties involved in a
cofmerci al transaction, regardless of whether the 10 transaction is being
car r i edheaforiemeatipiedsinetiiodo30 vam beadarrisst outrwith THeussenof amaggregeios &@2zascess
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q . ; ; . - rio . : 0
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Once the aggregator 502 receives the usage information via a data transceiver 602, the
usage information is stored on a digital database 600. The data transceiver 602 can receive
and transmit data either wirelessly or via a cabled connection. The aggregator 502 also
35 includes a processor 604, to control all functions of the aggregator 502 and to process the
usage information stored on the digital database 600. Once the processor 604 confirms that
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CLAIMS 1. A nmethod for carrying out an electronic transaction involving
use of a digital paynent reference between a nerchant, a consuner and a
- trusted party, the nethod including: 5receiving the digital paynent
reference at a portable comunication device of the consuner;
t r ansmithe usaget inforrdatipnt ialdufyagnoeided frofnethe poetable contrnvnigatiot alelviee @8nmstallesht i on

devi ce ] ea ; r Sssi ng
the o taf aepieqoh i B6aréacRbos HEekbBL 6 RabY 3010 be inpt ¢ meoBWEFES

10par t wah pracaed pn deithetprecassesdescribedwithinepard to payntenheemet 2020g noti fi cati ons
to the nmerchant and the consuner of a status of the transaction being

carried out. 2. The nethod as clained in claim1, wherein the digital
paybentt steukl baeappiesiatad thaf or thme IFesEnt drivedtidér, amce the copsunmeTsnmits pgrtment an

o) oo G "B shaec 5 IRV e e ol SRR e
i ncl udée dxeta@rarhamred temstiorageziedicanhatean e astessed rematehemtlocaﬂy (fR0ég.Tame
et hod RSl AUE Rl b MenPlS Ol addobihers hBofk dUIEL Srd BHhY SRTIPRECD Of

t he di g| Srence t Pom orta corruni'ca o at
| east dmaeac;essxleie tofparties involséa dh |aa¢dnymen¢|:=il traesadtinputegafdiesst blewhethpatenor d

or 48 Pltn%'nsac%on Téqul Egr?gd?:ﬁk@t%glﬂfsgcaﬁ? \gﬂﬁal%ﬁm fT usahérﬁnéqtﬁ&ls%d ‘Q‘Egg ein

t hé at east one S ver rus party udes a ransac
server ohthe perinephinformation ean ocaur. H‘Utthen‘&@r‘aod nmcftarmwmdilread)amylseslexwﬁngpl ai ns

1to 5 f %) %L
recor Ay Hieh e eARTRERI Sisale ot yEhdzRbn RERHFRIR o6t RECIARSS G
cl ai ne@qun'@nylnﬁastruﬂureltal use thet preesantvvlmeereilqn tlin eadslitian L theo preshnt lnventlon
provides a convenient payment solution for consumers in a physical or virtual setting which
15 does away with a need to repeatediy provide pertinent details whenever a transaction takes

place. Finally, the present invention also enables the consumer to entrust a proxy to carry
out a transaction without any concern of the transaction being compromised in any manner.

Whilst there has been described in the foregoing description preferred embodiments of the

20 present invention, it will be understood by those skilled in the technology concerned that
many variations or modifications in details of design or construction may be made without
departing from the present invention.
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‘transaction is either successful or failed. 8. The method as clained in any
one of clains 1 to 7, wherein the digital paynent reference is

» received when the digital paynment reference is generated by either the

portabl e 35comuni cation device or an enterprise device of the nerchant.

9. The A& as clained in any one of clains 1 to 7, wherein the digital
paynment reference is received froman advertisenent for either a product or
a service, the advertisenent being in a formselected froma group

consi stli ng & mefhodrior caenying, out iad etectredic dransacdioa urtiotvingegkesof bdigitd) payimentret hod

as clai i e aj 7, f | nc Lag: {ing the

di gi t a|’£f§%§‘r‘%§ oBfech Y im@lengie égﬁ%éwedﬁhgéqé‘%ﬁ%ﬁér&r lrdIhdifoa Helliing: (% ¢ al
paybent ref eeceiving the digitalpayment seferépoé @b aoportaipe comminicatioradevid®obtheeyi ng
t he di %ﬁ mdpayment reference fromthe enterprise device; 11. The net hod
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2. The method as claimed in claim 1, wherein the digital payment reference is in a form

15 selected from a group consisting of: an alphanumeric string, a barcode, and audio signals.

3. The method as claimed in either claim 1 or 2, wherein the digital payment reference
includes a merchant identity and an amount of the transaction.

20 4. The method as claimed in any one of claims 1 to 3, wherein the transmission of the
digital payment reference from the portable communication device to at least one server of

the trusted party includes input of either a password or a PIN.

5. The method as claimed in any one of claims 1 to 4, wherein the at least one server of
25 the trusted party includes a transaction server and a payment server.

6. The method as claimed in any one of claims 1 to 5, wherein the processing of the

digital payment reference includes recording both successful and failed transactions.

30 7. The method as claimed in any one of claims 1 to 6, wherein the status of the
transaction is either successful or failed.

8. The method as claimed in any one of claims 1 to 7, wherein the digital payment
reference is received when the digital payment reference is generated by either the portable

35 communication device or an enterprise device of the merchant.
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12. The method as claimed in any one of claims 1 to 11, wherein the portable
communication device is selected from a group consisting of: a wearable mobile

communication device, a mobile phone, a tablet computer, and a notebook computer.

20 13. The method as claimed in any one of claims 1 to 12, wherein the portable
communication device is configured to process the digital payment reference to carry out at
least one task selected from: display information relating to the transaction to the consumer,

and check on the consumer’s benefits and restrictions with the trusted party.

25 14. The method as claimed in any one of claims 1 to 13, further including selecting a
payment type for the transaction, the payment type including data stored with either the
consumer or the trusted party.

15. The method as claimed in any one of claims 1 to 14, wherein tampering of the digital

30 payment reference causes a failed transaction, the tampering being carried out by malware.

16. The method as claimed in any one of claims 1 to 15, wherein the consumer and the

merchant are associated with the trusted party.

35 17. The method as claimed in claim 1, wherein the digital payment reference is a
payment token.
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20a processor configured to process provision of the usage information
stored in the digital database for determning if the electronic
“transaction is at a stage to proceed on to processing by a paynent server.
22. The apparatus as clained in claim2l, wherein the data transceiver is
configured to 25receive and transmt data either wirelessly or via a cabled
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20. The method as claimed in any one of claims 1 to 19, wherein an aggregator
consolidates at least two of the steps selected from the group consisting of: receiving the
10  digital payment reference, receiving the consumer’s benefits and restrictions regarding the
transaction, receiving a desired payment type and receiving confirmation of close proximity

of both the merchant and the consumer.

21. An apparatus for carrying out an electronic transaction involving use of a digital
15  payment reference, the apparatus including: |
a data transceiver configured to receive usage information relating to the electronic
transaction;
a digital database configured to store the usage information received from the data
transceiver; and
20 a processor configured to process provision of the usage information stored in the
digital database for determining if the electronic transaction is at a stage to proceed on to

processing by a payment server.

22. The apparatus as claimed in claim 21, wherein the data transceiver is configured to

25 receive and transmit data either wirelessly or via a cabled connection.

23. The apparatus as claimed in either claim 21 or 22, wherein the usage information is

at least one item selected from a group consisting of: the digital payment reference, a

consumer's benefits and restrictions regarding the transaction, a desired payment type and
30 confirmation of close proximity of both a merchant and the consumer.

24 The apparatus as claimed in any one of claims 21 to 23, wherein the usage
information is transmitted from a portable communication device installed with an “app”.
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