WD 02/ 067136 PCT/ US02/ 05330 SYSTEM AND METHOD FOR MONI TORI NG SERVI CE

PROVI DER ACHI EVEMENTS Rel ated Applications 5 This application clains
priority wo dos13&r ovi si onal Application Serial Nunber 6®@CAT@094330i | ed
February 20, 2001, entitled "System and Met hod For Mnitoring Service

Level s of an Application Service Provider"”, which is incorporated herein by
reference in its entirety. 10 Technical Field The present application

general ly rel ates to ¢VeTENMANPMEPHOPFOROMONPIORINGY over a networKk.
Mre specifically, the SERVECE ﬂﬂﬁﬁ?ﬁiﬂ&@}ﬁﬁﬁhﬁﬁl\tﬁ systems and et hods
er

for nonitoring service provi pertormance in network based service
hosting environnents. 15 Background Network based service hosting is a
busi ness nodel, in which one car@ated Ajplivationsof t ware hosting services,
e.g., application hosting services, to_other canpanies,. SO thag?t hose

conpani es nolhisAppicatien elaims rripsitn i UsoPratasiena AppHeatignaics 2Ll W¢ per f orm
busi nes i I h« | A H service
to be p@é%ﬁd@f%ﬁ%ggﬁgwuégp??%’g? ﬁ?@?ﬁdgﬂf}ﬁag{é@lgg%@?m&a%ﬁggfi ned in
a cont rigselsalf ad ogpitestioncdrviee Provider ivdicH Bvelorpagteéd bemeit by( teSirgtice.in its

Busi nesses that offers such services are typically referred to as service
provi def¥®Yn  traditional service provider business relationships, the
service provider's conpensation is based on flat fee arrangenents. Service
provi der custoners currently neasure their provider 25 in ternms of system
up-10i ne, bandwi dth, scal ability, Teebnical ¥iekhd probl em resol ution. Further,

it is anticipated that .in.the future servjc i der custoner.s W

measur e t hei FISHBFRGRIRIICRYON geng y6el,atef gqﬁlgglgﬁ{)ﬁvé?o%@wgégﬁpﬁggn %Jf%:fle time
reduct i QiwoGU NORRpediBEART iR PréiBat HPROIIN relBRs o §fsiont @AGNethddd foF der for a
service provider to convince custoners or Botentl al custoners that it has
sat i sf i mdnitoringssarvieet pra¥idesprafoirmprct is aptwark basgd BerviasdopldngenyilgPmERlsy j ce
quality, the 30 service provider is often asked to provide evidence that

t he services provided have been consistent with the SLA Wthout credible
evigdence, enforcenent of the SLA Rsdgesundli fficult, and thus custoners are

reluctant to stay in such business relationships or to enter it[}to such
busi ness r el Metwonshasgd service hosting is a business model, in which one company offers

software hosting services, e.g., application hosting services, to other companies, so that those
companies no longer have to support software and hardware used to perform business related
operations. In such a business relationship, the service to be provided and the quality of

20  service to be performed are defined in a contractual document called a service level
agreement (“SLA”).

Businesses that offers such services are typically referred to as service providers. In
traditional service provider business relationships, the service provider’s compensation is
based on flat fee arrangements. Service provider customers currently measure their provider

25  in terms of system up-time, bandwidth, scalability, security and problem resolution. Further,
it is anticipated that in the future service provider customers will measure their providers in
terms of, for example, cost savings, cycle time reduction, customer retention and supply
chain efficiency. In order for a service provider to convince customers or potential customers
that it has satisfied or can satisfy specified service tasks and levels of service quality, the

30 service provider is often asked to provide evidence that the services provided have been
consistent with the SLA. Without credible evidence, enforcement of the SLA becomes
difficult, and thus customers are reluctant to stay in such business relationships or to enter

into such business relationships.



WD 02/ 067136 PCT/ US02/ 05330 A need therefore exists for nethods and
systens that nonitor service provider performance and facilitate a

transl at i wo @foeaaeh performance to customer expectati ons. PCHIRIANIBE305 The
present application provides nethods and systens for nonitoring service
provi der performance in a conmputer processing environnent. According to one
aspect of the disclosure, a nethod for nonitoring service provider
performance A $esli Seehsie@xisthTer Methbasland sysletid éat chadnitot segviee pforideance
criteria and deploying at |east one data collection agent. Each deployed
dat a caerfornamne aad danilitate aixanslatied of spchpsrfoBRrangs o eWQIEIEXppEESon dat a,
and the 10 operation data fromeach of the data collection agents is

recei ved and aggregated. The nethod further includes determning a |evel
of service based on the perfornmance&unimhey i a and the aggregated operation
data. A systemfor nonitoring service provider performance is . also

di sél osed. Thee mrpsenbarplicAléanidreyidgs wethads msyatémsrfpwa%léw&w&f‘e criteria
and a g%gﬁge{%{%fo?@%&qh'agg#ﬁ{e?prdé@&ﬁhg]éVQS%%?qx @fdﬁlgct%l dn@%ﬂe@f‘oﬁﬁ@nt I'S

execut ran ect operation data, and the operation data
f r om eadikclesurd, hendhsdfor aldnitotin® sereige ptavides pedomianedisahstl@gdr EgamethodThe
nmet hod further |includes deternni ng a | eve f service Hased on t

[ |
per f or nfEdescdefinge RETRRRANCEIfE I E G Japlaying 3k feasti B daRos e g feent: %ﬁlﬁ abl e
stor agec}e@%&'e&.dﬂa%oﬁé&f&n%‘ggﬁlsi%%geguﬁé@ kS Mohi6l A& oRNEAGBERLIHH datd ankdiBé F UCt i Ons

for inp nting certain ed nmethods. The discl osed systens and
et 1o d sopereiohelatasfnam ieach ofith¢ data ngllextion pgqmoy is irengived and eggregaied| Bheof a

service oyi_der. . The ohject.s, featyres and.advantages.of the proposed
et hod e fdies nciie® LS RipeaTRi ohser Foreh e BT pa g e R RERRER o
t he pr etilgl‘a%%g KOPGSH AR data, WNEN taken in connection with the acconpanying
dr awi ngs. PBrief Description of the Drawi ngs For a nore conplete

under st andi ndy spéternHer mesitoringsdrdsenreviderpedfonmpanesds alse diseloseft elhe systew made

to the fol l.ow ng description taken in.conjunctionAMth [k nyi ng
i awi ngBEPREVHREHS Prie PRl e SurE i hARE B deliehiify SFEERAC
wheysei NdepRfYelidatdcBlidction a@eltli®etecica®s adhitdd dndtdoitdtdPetiondsapindrtle ser vi ce
provi der 'system Figure 2 is a block diagramillustrating a system for
noni t or dpsptionalaseirorn eaginefdhe fata coldestion agenby isveegtrediand a8gisEdethc G t h one

enbodi rrr%@tthog ffu&hré? in%ilusd%!c, 8§t91"’11%'11ing a level of service based on the performance criteria and
the aggregated operation data
Computer-readable storage media are also disclosed which include processing
20  instructions for implementing certain disclosed methods.
The disclosed systems and methods enable managing, metering and reporting service
levels of a service provider. The objects, features and advantages of the proposed method
and system are readily apparent from the following description of the preferred embodiments

when taken in connection with the accompanying drawings.

25
Brief Description of the Drawings
For a more complete understanding of the described systems and methods, reference
is now made to the following description taken in conjunction with the accompanying
drawings in which like reference numbers indicate like features and wherein:
30 Figure 1 is a block diagram illustrating an exemplary service provider system;

Figure 2 is a block diagram illustrating a system for monitoring the performance of a

service provider in accordance with one embodiment of the disclosure;



-2 WD 02/ 067136 PCT/ US02/ 05330 Figure 3 is a block diagramillustrating
conponents one enbodi nent of the data director of Figure 2; Figure 4 is a
functi onawolkoeki3ei agram of a process for nonitoring serviPCad/ysovidder
performance including service |evel nmanagenent and service netering

met hodol ogies in 5 accordance with one enbodi nent of the present

di sclosure; Figure 5 is an exenplary flow diagramof a service nmetering

met hodol ogy ﬁigﬁre 39 RiblRki dibrarh §IIREEASY ERRsRchts ofe SRAbYHIERNPEOME deta | N
accordance wiTh one enbodi ment of the disclosed nethod; and Figure 6 is an
exenplahymWenﬁFhmeihrchy of one enbodi nent of a service level 10
managenent i catign. .Detail ed,.Descri-pti ! 1] : r
service proa?qg'éﬂ?%s‘%%é“rﬁuf’ﬂ%ﬁ’ l?cﬁ(ﬁ%ﬂe@ Osfgﬁ)\%(lg)cggﬂog\}/ﬁeoﬁltgﬁfﬁ%%eg@ﬁgﬁ ) seielrzi ce
net er i Ngrdndaktelihdlidingp@vice dviebmanddeaiencaid wevicahersing metodologeed it 0 set up
15 a service provider relationship with customers, nonitor the achi evenents
of hjt5he aggordpuce Withhonererbagimentiad the nresenbdistlofiist oner s based on t he

achi evement s. ' [ - A ' system
accor di ng o Eie gy 8h MR Sy Mo e Bl ¢ o e R SRR e =V

net wo (r]I km&a'a?ilihégm I;!érﬁﬁmpjliwdfwewid%(mbpﬂdesinmi:ccﬁdmwivﬁtﬂ oreenibutdenegtof der vi ce
provi der.s 's), application service providers (ASP's) and managenent
se&vi ﬁe‘hfﬁl‘éﬁ‘?ﬂé@rﬂ?d(’ WBE s). 20 The relationship between t%le servi cegprovi der
and the cust i ' QEQM : {ATalTYa¥ ivd | evel

agr eenent (éﬁgﬁe é'&?]agﬁ%rﬁ@ C%Iﬁltr}?g%?hgg’t% V\gée%%a sgﬁt\s/?%es'%giléc;évli%ggr and a

c usttOo memanagamentdppliced®nt he servi ce or services to be provided and the

| evel at which such service is to be provided. That is, the SLA defines the
rights and responsibilities of the service provider and the custoner
regarding the service to be proyédaed Déseriptioncal |y, in the service provider
system according to the present disclosure, the service provider agrees to
provi de cer tEigwedpeen tkauplhesendceqirosidendystem thaidnelhdessgstioneyelagrees to

o ovi dduanagpgn csyics SRl b ER S Ride ot 865 by Prof il BB HTUbY
congi t i PRsvies pRRIRE tdlaRhship KAAVMsREeSE MOnfer the vehicRdtheed 6fMBSsdr&lceB) , that
define the |l evel of service the service provider 30 agrees to prqvide to

the cusprovider arghtherpilléng effcugigaterdtseten (hegchifrmicnss wet by b6 sprisFirIeYddy st em
avai | abhllel ste}/vigen;groglcdgre ésysé{elljrll étécg}/dinga‘{aqhgg}egén? AisBRIE A Gg umiiela ﬁ)p&)ﬂ%é or mance

of the
of network based service provider. Examples of such include internet service providers

(ISP’s), application service providers (ASP’s) and management service providers (MSP’s).
20 The relationship between the service provider and the customer is defined by an
agreement known as a service level agreement (SLA). An SLA is a contract between a
service provider and a customer that outlines the service or services to be provided and the
level at which such service is to be provided. That is, the SLA defines the rights and
responsibilities of the service provider and the customer regarding the service to be provided.
25 T‘ypically, in the service provider system according to the present disclosure, the service
provider agrees to provide certain specified levels of service, and the customer agrees to
compensate the service provider based on the level of service actually provided.
Within or associated with an SLA is a list of one or more conditions or objectives,
known as service level objectives (SLOs) , that define the level of service the service provider
30  agrees to provide to the customer. Examples of such objectives include service provider
system availability and accessibility, and metrics associated with the performance of the
services to be performed. The SLO are generally based on the level of service desired or

required by the customer and the levels of service that the service provider is able or willing
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services to be perforned. The SLO are generally based on the |evel of
service desired or required by the custoner and the |evels of service that
the serviwe qpnemdeler is able or willing -3 WD 02/ 067136 PETTuS02635830 to
provide. It should be noted that the SLOs may vary dependi ng upon the
service being provided and possible the terns of the SLA. Referring nowto
Figure 4, the nmethods and systens disclosed herein enploy nethodol ogies
for Serté!;;)?&fichee.\’lﬂ;hdﬁl’d‘@egﬁdfé‘d‘ihaﬁfh_@ S EIs\h &Ly arp HEfnatgWpos theoRivibebdised to 5
nonitor the performance of service providers in relation to a service |evel
agr eemgmovided whnassiblelthy trmagf bedddt. (SLA) is a contract between a

client/tena nd a servi.ce provyi \: i to be
provi ded angietf%@mél’}gr'ﬁ? ;;:ll%ufre '? hteeéncel’ﬁloldcsftél&?g sgegﬁ derlg(;c?/(?s gglgf)e?{a %Iﬁbsl%%r ovi der.
The methaHsdAGElesSHs k@i e d8eTmahR@niker fidrebade hetetihg Whichdtah de ussiytot ype of
network based service provider. Exanples of such jnclude internet service
pr ovi denenitor g peyformancefiseryiaeinsovides vi RUFR &Y R geVice (ovshagseey: Managenment

"ol at | OEey O R dRlERIsr A6 r ot (EVRENH LEGURLAN! H0a SrPOPRTREL | e

t he Sertmitaemitlley ele sobjiectoibegsovid@bind thequdliteol the aérvidejte bt proysdeddSU® are a

| i st of operation conditions that defjne the ual.f'.%y of servicges tokbe
provi deuovider, dthegacthegds apd sysieras desprbed harein Gpn be ytilized focaqydypy ‘P@neé‘ﬁaf

per f or - VEESS, b i REABCseribEpolAeAY @seyer al |y based
on the@gﬁﬁe%?é@gﬁil%g; e |1%§%ﬁg§?ﬂr§l§g§i red by et he pcusteorr(gsr gﬂd the | evels
of 19er wippHcdtivatsetvive psevidérs ¢ASP By ardtbmanagembhtesenricaprovidag MSHEs)ovi de.  The

SLO formthgibfa\s.i s, for .a SLA between the, ser i.cef'li]ﬁiorovi der and t(pt cust oner
(410). The SiaRdBRhGREvienRoyidghT Sosmern Elhaptim Tty tordee Bpvibatifer o
provi des, @k E)g)\@/‘qallg:’&%feﬁﬁﬁ{e th€IGVRE NGvEIThj SRV @D55.0SRich L RVeldRectilVepi cal |y,

the service provid i's obligated to 20 provide certain specified |evels
of ser (StO) aemallistioé operstiamemditons Biat definsdhe aualidy of srsvisestoibe@reyidsd der based

on the | evel .of service ac Ily provided..ln-.order. t ' jvely eval uate
Che. | eVl 61 FEergres: BF st pod e R bR oreRtiPaiiied e R RN B!

pr ovi deferRRfled UBROSEO afteddnemlig basdd of the asl dffseBideadcavieed o requiesl orthteria in
accordance with the SLO and SLA (415). Typically, the performance criteria

i s desiaystether andthedersly of servage thatdhe sesyispraiovider israls raviliing 19 pioYidSel  of

servi ce aﬁg;ﬁ}eg%(](gg(lfnqys\fh?\ygsg oafr!a Llﬂm) htergg &%Jrgvidgxoind'%@m%cﬁnert P.e

cust oner e rcewtnin a parti cul ar maxi nmum r esponse I e, Ofr
the CUSHOEEITHESLA BEfuRS thd figts anl reg@nsibHitesof the saviegsbtier dnditha  mi ni mum

anount of tine per day. Further, the perfornance criteria ShOLﬂlid tlgg
desi gnewgistoger regarding the service to be provided. Typically, the service provider is obligated to
20  provide certain specified levels of service, and the customer is obligated to pay the service
provider based on the level of service actually provided.

In order to objectively evaluate the level of service provided by the service provider,
the service provider and customer define a set of quantifiable performance criteria in
accordance with the SLO and SLA (415). Typically, the performance criteria is designed to

25  ensure that the customer is provided with a level of service above or below a certain
minimum threshold. For example, the customer may request service within a particular
maximum response time, or the customer may request that an application be accessible for a
minimum amount of time per day. Further, the performance criteria should be designed to
include events or conditions that can be documented or otherwise verified so that the

30 customer and service provider can be satisfied with the service provider — customer
relationship.

Once the service levels and performance criteria have been defined, a service

monitoring procedure is implemented (420) and the service is monitored, accordingly (425).
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i nclude events or conditions that can be docunented or otherw se verified
so that the 30 custoner and service provider can be satisfied with the
servi ce pwovi2eridé custonmer relationship. Once the servi eeTeozh3and
performance criteria have been defined, a service nonitoring procedure is
i npl enented (420) and the service is nonitored, accordingly (425). -4 WO
02/ 067136 PCT/ US02/ 05330 The service is nonitored throughout the term of

the SLARREREL ¥eaflofel tioB¥hdRt tHelterm BEhE SLABGEGINERZEEIn dew 48fhe. Once the
actual level of service is determ ned, the service provider may be

r enunemetiotnias edteon ($HB. Wuicatheofctuahlevelafsprvice iadetgapingd dhe seryige SLA (435).

Referring .now to Figure 5, .a flow,di agram,of F er\W . enent 5
net hod (ﬂr%@@eri ¥y ecrga‘&‘gfzf@ge%af# ?ﬁrq\{ge B g‘lgg Shire e (1:(%0 gsu&fe\eﬁn%%lllléﬁl\séﬁl“ Vi Eegg evel
nmanagenment  RezéHagdabeay Fighié s Bew dbgrinipf @eReived 10wl tanegdmdat e based
service | evel manager) defines the performance criteria (505) fromthe

SLAS Theetbedologyein aggastianeg iddethe ntesens giscloguneo d he servicsdens! mapagemfdt i ons of
bl ocks 4Q05-415 | ti ¥ : . : o
e e T

perforr?é rra m a vari et trics that
may 10 thep&iirtaf@s drivetie(508) from thaSLAaNThd isemite, leteh enapagdnomtrappdeaten t eri a may
relate, for exanple, to criteria_assaociat e&gyvi éh ? specifi.c grﬁﬁg of

users, PrigEms thedmgtiony el Hacks 405rHS; waulbpe i dedined pes %"’%ﬁ‘ﬁ? FREPRONDC The
servic ' ' ' - ' bl ocks

120- 438 T B e B e b P appl | cat i on

i ndludaesene performareedat ane éfbaiimbmcthe parfamemcs ctitesin mayaedis fayesample,

t hr oughout, t he systemto be ni toreg (6510 . .Ealchbdata ﬁ-ﬁ"l l.ecti on agent is
conf i guP SHterig apsRiatesrWitha SREFHICATPENOYSCLy 2 Pagiclan busness GHICHAROLY st em based
on the Qéifi‘?h%fﬁﬁﬁﬁorﬁ” teria, and collect operation data for use in
evaluating t system performance (515). Throughout the termof the SLA,
each data cdlHesetvicermeigeng sqfbyarodpmmhtign parfoums the Rinetians odblosks 420-db%r at i on

data taq,a data director, 215, . discussed.in greater detail w.th erence
to Fi gd}l‘és@?e%bﬂ%&g’t“? Cgpﬁé%rvﬁﬁéne ?j’dﬁgegﬁgfvégeq‘lpﬁgcﬁbolnlné@f%é oper gfo ?%é\aq%at a
(528) . cONEctRAALERS tHIR bRl dePBys@ iHr¥vehBuedRp bystath tObe Mmbattyee $510)eEpel dava mance
of the service by applying the performance criteria to the a%%{egated
oper at | coHedmnageBasyonfignrediovagniter 8 oppration ef g1 least p godivndhesyskim pasgd) . The

application of. the performance,criteria . tion data
mgf/) be oé'ctggﬁf)rlf(?rgﬁgﬁé)frhte’aﬁfngf &éecﬁ Bé%%trlono(ia?a\'/\g)egsﬁglgééﬁgllqﬁggghﬁ%? ﬁéﬁnat ure of
25 t he_ @%gﬁﬂﬁk%ﬂ P ghjughsutdhd Rra Y diaBIOA, dacl detx asiidction iagerit periadjgalygat ed
operation data

transmits the collected operation data to a data director 215, discussed in greater detail with
20 reference to Figure 3, which receives and aggregates the collected operation data (520).

The service metering software application analyzes the performance of the service by
applying the performance criteria to the aggregated operation data (525), and a value of the
service is determined (530). The application of the performance criteria to the aggregated
operation data may be accomplished in any of a number of ways depending on the nature of

25  the aggregated operation data obtained. For example, if the aggregated operation data
represents an average of operating values, it may be compared to a minimum acceptable
average defined by the performance criteria. In another example, if the aggregated operation
data represents the presence or absence of an unacceptable operating condition, the
aggregated operation data may be tested in accordance with the performance criteria.

30 The value of the service may be reported to the service provider and/or the customer
in a number of ways. For example, the service provider may receive the value of the service
and may incorporate the value into a billing statement provided to the customer.

Altematively, the value of the service, the performance criteria and/or the aggregated
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represents an average of operating values, it may be conpared to a m ni num
acceptabl e average defined by the performance criteria. |In another
exanpl e, wbD o2loe71aggr egat ed operati on data represents the POTASO2CIB30Or
absence of an unacceptabl e operating condition, the aggregated operation
data may be tested in accordance with the performance criteria. 30 The

val ue of the service maybe reported to the service provider and/or the
Cust OMBYperdtidn Aafd Wi LBe iDtorpBded iR a IR¥EBPY BeporitBatSRiy/beE Propiden itslBsth Mgy
receive the value of the service and may incorporate the value into a

bi | | i nepenties mraeider 3nddhe destomer. t he customer.  Alternatively, the val ue of
the service, the performance criteria and/or the aggregated -5 WO 02/ 067136
PCT/ US02/ 05330 operation data nay be incorporated into a hardcopy report

t hat meYpdegidy Evidacheho both the service provider and the custoner

OQperating Environnent 5 Referring now to Figure 2. a bl ock di.&gr am of an
exefpl ary sdisfPEBEZHOBP dagurs ¢st Rierk figeramhed auemplars soiics PRYadsT gasiem

per f or i, S.: j . ] erp.d ository
e O Rl S CEfloyCEPBE Rkl d RIS TunRENSB8 cftionidacs
appl i catatorep@Sry 238, acervinerieva rentgenoang hppivat@p24S and emerviveegpteringon bus
230. The service |evel mapagepent_ appli.cat.ion, 245, stor d/ or .retrieves
dat a dePPHFaign2R8 ﬂ%"éFQ‘inEEmfcé&éH‘EOl‘éh AR Faten mé%gfr‘?}fo@ebqsgégi CB%t9 ves and

per for %%ﬁﬁ%&ﬁ’éﬂt BIRaABHLHS stbfe@ Thd/BerctRh@s d4t8ROZAhONE £RRee BN
application i ntegration bus 230 of the system 200 is capable of storing
i nflér medgraement senviterletal pbjettigesiand perferniapee ¢niteria o angdfdrdtom dfe ditas par at e
sources including, for exanple, the data repository 235, and billing
appl i cdEPBHORAH’>- The application integration bus 15 230 is an

i nfrastruct ung dpBatatforGhielaabe BusBUBMhEsstean2 el \wasiblsbf fiemgnt conput er
progranms in a consistent and reliable manner. An exanple of a suitable
appl i canfoymation qndtretoiaving snfogmatineranaa cariety of Sispoateesouegsp nckuging for

formerly kn as,Jasm.ne: ».- manufact ur b ter: of|

| nt er na ngelmerf%f(% TepLOR ¥ aﬂ@%@%ﬁ' ?gpﬁgﬂle&ﬁszé‘rggﬁ?% aﬁ@tl%r%?fr?\gdtg%gﬁ?nc% % on
25Q 5 nci3edean GifRs@hctHRtRat dadiBtakd cb@iunati agbstiveer?iffercd compitenmopiaars t he
metrics associated with the performance criteria and col ] ect system

oper at i 18 cogsistant audapliabla mannsr| AstexampPREEasunete application njegrafjonrtys dht
t echnol t | | .dat a :accorgi .N L For
el hE5A CotonREbiR BoiBLeR St REAGh M il by

wor kst atéoputehisseciates Titemateia o) lslandib,¥Nevaderit. 205 may nonitor an

The service metering application 250 includes one or more data collection agents 205

20 that monitor the metrics associated with the performance criteria and collect system operation
data. Each data collection agent 205 may utilize different technology to collect data
according to predetermined metrics. For example, a data collection agent 205 may monitor
CPU usage of a workstation while another data collection agent 205 may monitor an
application’s failure rate. Data collected by one agent can be used for one or many metrics.

25  The amount of operation data collected by the data collection agents 205 is scalable based on
the number of data collection agents 205 associated with the system. Data collection agents
205 may be deployed when the system is originally configured, or may be added or removed
dynamically during operation of the system.

Each data collection agent 205 of the service metering application 250 may be

30  configured to monitor a specific component or group of components in the service provider
architecture. Examples of the categories of components that may be monitored include, for
example, applications, platforms, operational components and/or network components. There

may be sub-categories of components for which metrics are monitored that are different from
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application's failure rate. Data collected by one agent can be used for one
or many netrics. 25 The anmount of operation data collected by the data

col | ecti owoagmontise 205 i s scal abl e based on the nunber of pdatisozaisBect i on
agents 205 associated with the system Data collection agents 205 nay be
depl oyed when the systemis originally configured, or nmay be added or
renmoved dynam cally during operation of the system Each data collection

agent 205,Qt dbRRed Bl kit AR BlBY . FRPkkiAble Otherd 2ayBeyseReraBubcaitddogies Rd t 0
nonitor a specific conmponent or group of components in the service provider

ar chi t etbe appicaticmmategsryosudhtae ap &t mgd silepackiage anpdi sibspackage, ARgn be

noni tored includ faor exampl e.a i.catiens ar ti
conpone%f%mﬁwgl%&aﬁ%’t%fl © g@%o?&ﬁtgghm’cﬂ er geacgacgﬂeggentysoﬁg-ﬁ l?:—ac? tgg%r?ieég&o
conponenk sert/RRe ny&?érﬁig agsgtidsdti@ﬁ 230 € FRitddpplcitivatspedific dictier @hichfniayonlg WO
02/ 067136 PCT/ US02/ 05330 or nore detailed than the basic category. For

exadpl eye avadatde fraln deardewlartype eiappbigati®fori es in the applications category,
such as an Eqnmil s -@CE n - £HOdNt i ng
package, to%}}%@ eéa%ltégv(\i/:g ggcggq ?%f}{é:%glﬁ%g&og%g gggltieé:gé?g&élrt@subgcat egory
enabl esforwirded e VdLLdit@ieri18g Tap dhiachdeton 2 PSctivesnbniopeoratiap fith daii the
specific nmetrics, which_may onl

. y 5 .be available froma particul a pe of
appl i cafarepllertien agsais05 opFrépams 26 dnilidldpwd opgate ﬁ%grsaaéw&rangr&%efaﬁf éLby

col | ethoPEﬁQﬁQfﬁet%Q? is forwarded to a data director 215. The data
director recelves the operation data fromthe data collection agents
205,0 per f or nim additionitd hgdregating ltheodpedaioa datpgdagdireanr 2ifdmge akse agdarcciSa®  f or

ti | tri . 0 | dditi t t th i dat a, dat
i r ect oft OB A SpalsVPREHS WD SRongRE CDRG B PURATP IS RP R Aot o of her
conponeRtdce ﬁvﬁhnﬁﬁgghédtiagﬁli(%ﬂgﬁ b4t TROredABc18M 8418 may ALV thesugh e

managenent application 245, e redirected data may pass through t he
appl i cadppticationtieggatipohuh2f), 28May be trapymilted ta athéndi narty dntegrator 285 thropels t y

|t o f abbexeriRle R dh prsk e ferbeanadsy i@ rRey ob dud WeSERE bRBsEPERes
conffsl g%ﬁﬁég‘éﬁeﬁ%ﬁl%bhﬁ%l}faﬁ&l @a@hﬁugntblda@atdoqxectﬁﬁﬁgbﬁg?) nzb@ Svivdid iepatkegepackage

and provi des feedback to a managenent system regar the status of
conponeandgrovities fetdhagk foaa mdnagesteahsyisien) isgaling the pigius od sempeRentset or 215, but

o er et v TSRO P LA 0SS Wbl P05
The i | | asbddahests s igdmddrmnbRanasdievdtd disdctdri2es dependfy @l the atimbe2dfblabas its
own err(%(l)lre?trio);l gg%%lt% 2?)2 ?mc% ch% vf/ooriloizi.o [Fiqg 1 luitrrrglecll S}i/s?e;[n? rfl\llr?hle:r 21?0%{15% glttt g dgtgt a
20  director 215 has its own temporary database 220 for storing small interval aggregated data
The service metering application 250 can operate in a standalone mode for limited
data-gathering for a service provider, or it can work in an integrated data feed mode for other
products such as billing application 240 and service level management application 245. The
service metering application 250 may include an interface to pull data from the data director
25 215 for batch processing or in a register callback mode to push data out to a requestor for real
time events.
For billing application 240, usage data or billable data may be available from different
sources. In one embodiment, the output is in XML to provide a flexible data exchange
format. For service level management application 245, initial aggregated operation data may
30  be available for to evaluate the SLA. Certain SLO violation events may also be available.
In the illustrated embodiment, the service metering application 250 is well suited for

an ASP aggregator because data can be transferred from multiple ASP’s to the aggregator in
XML format through the application integration bus 230. The service metering application
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The service netering application 250 can operate in a standal one node for
limted data-gathering for a service provider, or it can work in an

i nt egr at edodameriBeed node for other products such as bil lPcmgsappdsdecat i on
240 and service | evel managenent application 245. The service netering
application 250 may include an interface to pull data fromthe data
director 25 215 for batch processing or in a register callback node to push
dat a OLﬁSOté?soainEl‘ﬁGé@téé}Qﬂletho h8ipla clichiRRer@y et dualifyosf sbivide grovidePbycat i on 240,
usage data or billable data may be available fromdifferent _ sources. In
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service neter application 250 is well suited for an ASP aggregator
becduse dat aThfagﬁt%@lbﬁ@ﬁﬂaéﬁef 260 € DSnMaster’) i 2syatsm gompeneRkthy regator in

XM f or nat 0

e e g S S R e g
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service provider, such as, for exanple, :user res onse tine a ?ﬁ%@f‘

accessil§pgtiapy datqrﬁ@lle%rms(bésqﬁieqneqqnﬁga%ﬁ Foa 2 coI BB HIRAnASE

sanpl e ﬂtﬁd&&%ﬁﬂbe%v Jhgaédiﬁctopﬁﬁfi%fﬂl&ﬁ%reﬁ-@ §DUM'§&t@r PapeAlpRfispge. 5 The
data co ctor master Master™) 1s a systemconponent that is

r eslfonssigle DihMasten2G0ois |1Hngstnam1uesgtssmi mapnindhedednors thayl oredCMasga260¢0 t he
data director 215 The DIFCJ l\{fster 260 reports heartbeat information to the
dat a di%sempiodates highe workload. o ¢ stop or reset any data collector 205
based on conpeREHrPInok BMFigure BNfheekis Aus@BtclRARE dethed Olew! dT8he gk direldtsrect or
230. Every data collector 215 is nonitored by a DC Master 260. Al though a
10 si ngdiés. Dﬁ:tm%sirat@ﬁﬁnb@hmbntuéata diredior b1551§l€1!1é¢ﬁ Iﬂrﬁyp sere P, e Sceipan one
DC Mast r acconmodat oad, Re L ure 3,
there i lfgflg%‘fréﬁo‘hmﬁﬁ?‘ggr g’a?aﬁllrgg STV eWw @mf‘%gea% té+ r?%c‘:&}tg g\rélerbgrlgh & In the
i1 1ust rﬁimﬁilt@t@p@ahﬁaﬂkau&a&zah dhtﬁ%@ﬂ&moﬂlaéeﬂt@ﬁ;izweﬁd/bﬂ Tied perty iteg@or CG
Script 310 and configuration manager 315. HTTP server 305 may be
convent3Zmal web server, and 15 it facilitates communication with data

et o8 ORISR R yoBUF  FopetR oyt on

management application 245 and billing application 240 received via the application interface

bus 230. Configuration manager is further responsible for managing the aggregation of
20  operation data and the transfer of raw and aggregated operation data to the data repository
235.

The aggregation and transfer of operation data is actually performed by CGI script 310 at
the direction of configuration manager 315. The CGI script 310 further handles data requests
to and from the service metering application 250, and maintains the integrity of the data

25  repository 235 after every interval, for example, deleting outdated data.
External access to data repository 235 is also managed by configuration manager 315.
An authorized party, such as third party integrator 225, may request access to the data
repository via configuration manager 315. Such access may be provided via an HTTP or
other communication means, and may be subject to certain security procedures, such as

30 providing a login ID and password.

Service Level Management Overview




managenent application 245 and billing application 240 received via the
application interface bus 230. Configuration manager is further

responsi bwe ckms718@nagi ng t he aggregati on of 20 operati on catrasawdsBhe
transfer of raw and aggregated operation data to the data repository 235.
The aggregation and transfer of operation data is actually performed by CA
script 310 at the direction of configuration nmanager 315. The CA scri pt

310 further pandhgs 1@%1%@@%&&% @tian 944 sUkihal £rh\sbsRcPebaadmg
application 250, and maintains the integrity of the data 25 repository 235
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envir Orﬂmﬁbft&m@g pﬁmbgﬁﬁhmmgea&[ttacoin&ntﬁerﬂgs;ﬁckﬂgeehangee,sdeﬁnd newasgact i ons,
not just of systemresources. |t also provides rol e-based views to
i nterf e@@éwrtaiowmearalprﬁmoaaﬁ%ﬁ ﬁ%thepsé{FtF@P ArPpeeleLiiigiess activities, the

service |ev h %H%QIIVI(%RQ\Lél ﬁ%b&ﬁé it fcb 161?%%e§@1qec5to%bl§/tt§'a%n9t‘95' ness

obj ects, suc r exanp cont tween a custoner and a service
pr avi desf.aspdees c&mslemeﬁprowdaﬂ éb\\mnamméﬁél am&mtnffstsraatlmberbﬁfea@x%srﬁﬂma to
create custom zed SLA of ferin ackage hand e t he ntr and of fering
packagdisehapyasof dewi fer W@W%"sgr”ge glﬁg"e? P on Veégg a§s%r from

the sysham m?gsp%%c%laﬁ{ 2 }%rla'd%ﬁﬁed ffhe Adptfer b%%l&x?rﬁ!étﬁfé df@H@éerﬂB@&Q@lﬁE nt

application signed to apply to a vari et of aspects of a service
provi demiimgbmsitrapplcativded thatinsupporte hegntistion nﬁthbéﬂfoflfﬁmeu\ﬂ@%Pmr’@m

user's jnt _of view For a ser. c defin

Ser Vi ce‘PeP’é?FeF hegise c@n hgye hr‘?%} g?’ﬂ‘g‘il’ 96%'&‘81’:‘@? rSRELS ﬁgeéi?‘ ”Pncﬁ I&% Anot her
exgmpl alyyn @feagéi{/face Wvel g&%lss €4l efmé,efeed and @iéﬁﬁﬁ)ﬁ%ﬁ&ep@l@ﬁé i Yaf dnBthet fathat i t
supports négotiation o he SLA. I'f the service provider desires, the user

can haviethahe fsereuiongrt ¢p eltiphecantriaets foredi Eergaicyssr ROUPIRES, O RUSINGHE | udi ng, for
15 exanple, service |level goals, legal terns, fees and operation
excepti ﬂ%t Of¥et another feature is that a user can sign up multiple

contracts fofrofli { {@hiARtratess ot 0FPieRYthe aPplidati®h BEFPIts management of users
and user groups. SLA contract administration and management is also supported, enabling a
20  service provider to offer many different contract templates. The service level management
application further supports branding, enabling a service provider to brand all the SLA GUI
and reports with a customer’s identity.
The service level management application handles a variety of SLO syntax and logic.
In addition, the application components are self-managed, with detailed logging and
25  “progress pointers” built in. In case of system failure, the system can recover and continue
the data processing without losing any data.
The described service level management application is designed to fulfill the need for
a service provider to provide a precise SLA offering to its customers. The system supports
the end-to-end operation of this business offering. The application interfaces with a service-
30  metering software application to gather usage, performance and operation information,
preserve objective service level data, and process the SLO’s based on the contract. The

application also interfaces with the customer of the system to present a precise SLA statement

through reports.



functions. Froma admnistrator's point of view, the application supports
managenent of users and user groups. SLA contract adm nistration and
managenernwoi®/0af13e@ supported, enabling a 20 service provipdaruoosBé er many
different contract tenplates. The service | evel managenent application
further supports branding, enabling a service provider to brand all the SLA
QU and reports with a custoner’'s identity. The service |evel managenent
appl i cation hanglpfsatRn\igkdaible R6mILferp WAl ¥ertidd ptovitiet setup,to afdkirémely t he
application conponents are sel f-managed, with detailed |ogging and 25
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custoners. The system supports the end-to-end operation of this business
offéering. The application interfaces with a service 30 netering software
appl i cag iQr @ BF %gigge per formance and operation infornmation,

pr eseraiuﬂg%alEe o _Jce | evel data, and process the SLO s based on the
contract. The nuappt ofdifferent @ndiguiatibey 4rapessible bisetl loa tharioofthe ofert Abe syst em
to present. a precise SLA statenment thrqugh reports..-9 02/ 067136
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conpl ete data proc ihg. 5 | e- based SLA processing A nunber of
differ %Aggﬁggﬁﬁtgﬁ%ﬁéﬁ@gg’ ﬂb&i\?’lﬂrésﬁ%%de’& "the role of the user. The
service | evel managenment application processes the related information, and
presents the SLA reports. The application supports a number of business
rel at i cshitpgedobogsemg dngmevi ce 10 provi der and, for exanple, an end-user,
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; ¢ { rocessi'ng Engine The
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0

service metering database locally or remotely.

In a larger environment, it is possible that a single computer will not have enough
throughput to complete schedule tasks. The application enables partitioning of the contract
data and assigning some data to a distributed SLA engine for processing. A single contract

20 and service definition database may serve this distributed environment so the system does not
need to perform difficult synchronization functions among multiple databases.

The SLA engine is designed to process the user subscribed SLO’s in near real-time
fashion. Shortly after an SLO violation occurs, the application generates an event. Further,
the transactions and processes performed by the SLA system may be audited and archived.

25  Inthe SLA components, the transactions and processing logic is logged in persistent storage
before they are processed. Then the process will “sign off” each completed task. This
provides the system with a “pointer” of what needs to be processed next. This enables the
system be able to recover from a failure without losing or redundantly processing important
information.

30
Provisioning

In some cases, it may be necessary to periodically update the SLA. SLA provisioning

can be achieved easily by changing data in the service definition and subscription data tables
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15 any size. Typically, the application will be deployed to a single

machi ne, whi ch accesses the service netering database locally or renotely.
In a | argeo emeidennent, it is possible that a single conpararsonniado not
have enough throughput to conpl ete schedul e tasks. The application enabl es
partitioning of the contract data and assigning sone data to a distributed
SLA engine for processing. A single contract 20 and service definition

dat abasghibRYorit&ih \ifihifbss S BbtticH ROnEMOrePMiERbodisted HiteFdicdMTHOEs not

need to performdifficult synchronization functions among nultiple

dat abagwevisithed dlangeswillieke effest inmediatehfofpwingdhe ehngeas o aBQBSEWPElSd SLO s
in near,real-tine fashion, ,Short.l f .Sl O violation occurs, the

appl i catpf §§A§éﬂ‘élf‘”8fuél§c iy eeecehﬁf\fedll—'%%tr%é'trtﬁe ?I%’é ‘ransactions and processes
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conmponents, the transactions and processi nﬂ@l ogic is | og{gechqir per si st ent

st oPagethe pvisianingeRerations g the s3sREHIONPREY, of His DI RUSLON{AGY Tat gﬁmof f' each
conpl et o j - j BN oTal! . needs to
be pr oddabdihe s dsonBd fPhe npR SHERETI S nRRIEN! Bt ol HRE 2

fai | ur S/ intedrict cdl@gativg, tiresheliivatiastdnd sprviceansiittgingnfbe sawtce lével or mati on. 30

Provisioning |In sqgne cases, .t e necessary to periodically update the
SLA. SLIRAnResmreiapRlieaiion 24p 190@%@[1?‘&0&39@8& C§° %%eschangi ng data in the
service definition and subscription data tables -10 WD 02/067136

PCT/ US02/ 05330 which contain definitions of netrics to be nonitored and
asslici af@drati Beeak Pamgss. The provi sioned changes will take effect

i mredi ately follow ng the chapges. I.n another words,. .the SLA provisioning
can be achi eé/%'f?“? ﬁ\{rlaé‘g?seéwlﬁsng’%’éwl&rf%a?g?sé%m? s g%cgg;mg f’?fggmf’ﬁgwng
correl aigitldd, SorftaBt A or pekiodntyterfeet RESIL R refot driEBh@AR BEforda bhitract

provi sioni ng operations at the expiration point of the previous contract,

rat her peniad expiegsl doeactoromedplic sech dwengesadie seivids leved maapgesesat pprdtcatiomhgag

situation mght also l.y.,,t.o .t he L tric | 2t i oy 1 Ok old

val ues,reélﬁ%lrggfcme{:‘zbrﬁ%g&%tr ihge ﬁgirgr‘%/ir%aék? tél\%}g‘%&l{%%}rﬁ)ggogﬁ%en‘l[%%% lication
24551 s SIbARoMPact bhd éthitin OF theQfewt diRS VE@SES appllRati@njdredtesthe adpoReioit s
Certai n changes, such as, for exanple, changes in the subscription

cont entreyiews fh contragtseivigetlpe, baseshen thebreakipaint, the apriicetion way seagreiefWan SLA
report ol @eRak ro?&tltcgl%fesq "ofe BoriROuLA T before the change and one for the detail after the

change. If necessary, both outcomes may be pro-rated based on the time to reflect the true

values of the monitored result.
20
Time Zones

The service level management application handles multiple time zones driven by an
SLA contract, thereby supporting all users in a consistent way regardless of geography.
Since a service provider often provides services on a global network, its service may span

25  several geographic locations and operational models. It is possible that a service provider
will have a user using the service from any country in the world.

There are many possible approaches to handle time zone issues based on a user’s
geographic location. One embodiment of the service level management application
synchronizes of the interval timestamps to GMT time. Then, based on the service provider

30  “base” user’s time zone, the service provider performs all the necessary clock calculations.

For example, assume a user of a service provider signs up a main location in New

York. Assume further that there is a single contract with an SLO that only requires

monitoring between 9 am and 5 pm EST. When this user travels to the west coast and
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period expires. To accommodate such changes, the service | evel nmanagenent
application can register a proper "break point" in the cal endar that narks
t he termwati2zmn710é t he existing 15 SLA/contract and start ipeg/@s02/0$380 new
one. Wien the application generates the reports, or reviews the contract
service |l evel, based on the break point, the application may generate two
i nsi stences of outcones: one for the detail before the change and one for
the detaplesaf heberli2E prm%e sérfvw@%?cﬁﬁééi‘rxﬂay sﬁﬂtﬂs@%@rm_ﬁcd@)’thg%a@r o-rated
based on the time to reflect the true values of the nonitored result. 20
Ti me Zowest tifhezaerty ppaaledisddginmmgaydivef vasther dha yseniskahdllggsipgthd pl e ti ne
zones driven. b SLA contract, thereby supporting all users in a

consi st¥h{! W@&nﬁr&%"@g% Wt geography. Since a service provider often
provi des services on a global network, its service may span 25 several
geographi c | ocations and operational nDdeIs It is possible that a service

pr oV de@pereiidn Ohtage:Exclusier usi ng the service fromany country in the world.
There are My 838! B8 ABALOAGRSRL DR Red L BRIk ARMER RS SlliE 2

user's geog cat 1 on managemnment

appl i Cadsidhﬂveekyﬁu?s%ﬁfhbﬁ&@soﬁféﬁ@tag@tlﬁppﬁis duting sicsepsclided@dfiots, ke Then,
based on the service provider 30 "base" user!s tine qu t he service

pr ovi deravpidbilgynealaylptionsay eedidsdhgseqiegets indhe eAleplatigpsiorma, exanpl e,
assunme a user of a service provider signs up a nmain location in New York.
Assume further that there is a single contract wwth an SLO that only

r equo r@ppﬁﬂrGifmhinlwnd)SL@e&ntaﬁ amand 5 pm EST. Wien this user travels to
the west coast and - r%ﬁp 02/ ]] 6 PCT/ US02/ 05330 accesses the service
provi der, tHh#& 8t Gis€e a9 gt 2%8}‘ %11 base performance on the east
coast tinme zone t: haEs gnuser is
actual Iy using thgsopgz)ﬁkiem%tﬁclﬁg:vﬂlgﬁg% &?!lor%g@;lgpte 19 earsgdtpl on CQut age
Excl usi on ThigntssalT ce | eveI rranagenent appl i cati on handl es schedul ed
operation o suc eken d hol i day an. .ou happens
duri ng thosggégngﬁgﬁ SF? nt? e Wi &EN?XB?VFﬁﬁa ﬁg 8ﬁPa?Vﬁﬁ%§g§ excl ude
those PRbIAGS, Wwith iﬂbﬁle@%b&‘dﬁ@ﬁ HPRnd &G PérthisldatSUPHOEKanle, @MRANMGMSL B Synt ax

I n nost cases, an SLO mi ght | ook Iike:
defined as:

“For App [A], metric [M] will not [operator] than [threshold] based on
[interval]” AND “When this situation happens [T] times in [interval]”
Another example of an SLO violation definition 1s:
20 “For App [A], metric [M1] will not [operatorl] than [threshold1] based on
[intervall]” AND “For App [A], metric [M2] will not [operator2] than
[threshold2] based on [interval2]”
The SLA engine is able to handle both cases. Further, the engine is able to handle any
practical number of layers of thresholds and interval checking.
25

Flexible offering packaging

The service level management application provides a service provider administrator
the ability to build customized SLO offering packages by grouping metrics, and assigning
SLO thresholds and values. The application further enables an ASP to create bundles and
30 pricing schemes to fit the service provider’s business goals. In an extreme case, the service
provider can even offer a “free form” SLO Packages that gives the service provider user full

flexibility for negotiation.
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"For App [A], netric [M wll not [operator] than [threshol d] based on
[interval]" In sone cases, the statenent above will sinply serve as a
"first stwp'o2ob7ithe SLO 15 viol ation, with another oper at ipam/chopessdent upon
this state. For exanple, a violation may be defined as: "For App [A],
metric [M will not [operator] than [threshold] based on [interval]" AND
"When this situation happens [T] tines in [interval]" Another exanple of
an SLO wi.ghatdaasugefinition is: 20 "For App [A], netric [M] wll not
[operatort] than [thresholdl] based on [intervall]" AND "For p [Al,
netric [M2] Sdpatat;mEUl§ apevailabtefor diffenent usdre eSthid syslenh depanrdig qni theigr val 2] "

The SLA engi.ne is. able to handl.e th cases. F A | | le to
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andll(I hedisglbed mdihsd amlysystemciatiude doméxatiple, b lviolsteomviepert thay edntams defertent
application, 5 Reportjing The disclosed neth d system support. web- based
SLA repuetidhg S ditationnand measuph s %%Sea%gﬂéﬂ%}i EPORt T eeribds

appl | Catlfl'n'e%@A HB5ta sril?%‘zé’&gxﬁra@{ FerfifRciVERAd 8 PedbmidBe APt AhatProa@edidedsils of
interval to report the service |level to the subscribers. Reports supported
by the performance based on measured data values. Figures 7 and 8 illustrate examples of the types

of reports that are supported by the disclosed system.
15
SLA System Capacity

According to the described SLA engine, the SLO/metric processing capabilities may
be extended by applying additional service-metering packages. Each service-metering
package may define additional monitor technologies and supported metrics. A well defined

20  metric definition document is also supplied by each additional service-metering package,

which can be applied to the SLA system.

Service Metering Overview

In one embodiment, the service metering software application 250 is responsible for
25  performing the the functions of blocks 420-435. The service metering software application
250 enables a service provider, and its customers, to gauge the usage and performance of its
system. The service metering application 250 also provides substantial data for quantitative
analysis, which reflects the activity of the system. The service metering application 250 may
employ any data collection technique(s) which allow the application to gather useful
30 information from a variety of sources and from different applications.
The service metering application 250 may include a number of pre-defined SLO’s to

reflect the type of data collected throughout the system. It can be used by ASP aggregator to
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10 di scl osed nethod and systeminclude, for exanple, a violation report

that contains details regarding SLO violations and neasured data val ues;

an SLA Cowbreamb7iseport that describes the SLA from a si ngica/cozbizact
perspective; and a performance report that provides details of performance
based on neasured data values. Figures 7 and 8 illustrate exanples of the
types of reports that are supported by the disclosed system 15 SLA System

Capaci t 341 AFAOhdtAd ffotn h@igle ASP D gtlcaBlAsBedisae as Vareficalioh kol foe apliogtessi ng
capabilities may be extended by appl ggng addi tional service-netering

packageand teaetifystbe qiadldy pbsasyicesproyided By SericedEevider addi ti onal nonitor

t echnol ogi es,and_suppoy.t.ed tri: el | i L Bhd i on
docunent i ssg esS&er‘&‘gfg‘F{eEBgB rmhecéllé?ié %%g\lnt\éﬁlg ﬁsa%qédes%r?ec%a??m Iee:c]flgrbg%gl'(tzzg%e,
whi ch ca deatagipddtad150 ThbdatalcdllsyivhagentGy 05 arlldetteshnolpgdDtepathaw | n one
enbodi nent, the service netering software application 250 is res onsicpl e
for 5 25infemebem{argulfiplemeini¢s inelifdipgsiop exampleirsalione auents, rapsaciiqn dataan
neteri n[gwsd)d{tg ware application 250 enables a service provider, and its
custoners, 10 gauge the usage and performance of its system The service
met eri ng appCineaitiypmadperaics prqvidevs desgesthbis theits adcodhngtd oflatfeanMithat i ve
anal ysis, which reflects the agtivi of the system The.service nmetering
i 3 t?lgﬂ'evgﬁ ow

appl catth_P éﬁSC_EiQBd FRAYICC BIFEAIENE aﬁﬂl)’/ca&%é%g’cﬂ eeets QVidsEmay lfge(r?}tl%
the appld (ﬁ??%}éﬁ’r&rﬁ& ;%IAGS& tdeediieht. %r'e%ﬁﬁﬁ?ﬁ 5Q0ick bRIVider gyl Bhdgey (B4 CeS

and from ent ‘applications. The service netering application 2 may
i ncludeofaime moetbendf trameaddiens, tadchtiShbronunder pEbytestransfrerady Jopeskllyat a
col l ected throughout .the system.,lt.can be

. d SP -13
0 03 G ORI PEERUED B Sa3e ratidq it Brme ot hiae PG PSRy, oo

al so beyissebhies r¥&hiddnC ah tRfubRe) tistoRlersfm8y Wwidhito ndashrt thereprovMedshe qual ity
of services provided by a service provider. The service netering

appl i cateironoXB6t sangigacysleaimé eslvetiom endieustoreds|rplesti¢mmndsyopty che®  and a dat a

director..215. The dat.a co] l.ectign e LNE . gat her
S | nf or SEFIBY-{ L SN BrSHAE ehfLelAn2id Sans 2 sbR e By E O AR, hin

everyg s,p&gﬁpﬁﬁpﬁ&&ecg@@ﬁep@@ectﬁmsdat a. Currently, many service providers
charge their clients according to a flat fee. Wth the described service

met eri ng appFicexemplerg sgvics levst yiapegemng veitige melgring apdicainsgpeble he | evel

management and metering of system resources according to certain categories, such as, for
example, application, platform, operation and network.

Although the disclosed systems and methods have been described in terms of specific

20 embodiments and applications, persons skilled in the art can, in light of this teaching,

generate additional embodiments, including various changes, substitutions and alterations,
without exceeding the scope or departing from the spirit of the disclosure. Accordingly, it is
to be understood that the drawing and description in this disclosure are proffered to facilitate
comprehension of the systems and methods, and should not be construed to limit the scope

25  thereof.
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of quality service provided to its client. For exanple, a service provider
may charge by usage 10 of tinme, nunber of transactions, duration, or nunber
of byt es woanmbHaBé ed. Typically, custonmers neasure their pearisozes3ps ovi ders
in terns of uptine, bandw dth, scalability, security and problem
resolution. In the future, custoners may wi sh to neasure their providers in
terms of cost savings, cycle-tinme reduction, and custoner retention and
supply #hai @ cl6hid &t ency. The service netering application 250 enables a
service provider to match up with 15 present and future custoner
expectations. The exenplary service | evel manage and service netering

applications, enapl nmanagenent .and neter.i resources accordi ng
to cer ?tli n c%t‘%“gﬁ?qefé’é ,mogﬂgﬂn%iéw¥%?rovg?5 er{f‘%:rn%égefﬁé?%%ﬁ}ng% pl at f orm
oper ati on angtfigigitormdhdeneitgty; t he di scl osed systenms and net hods have been

described in terms of specific 20 enbodiments and applications, persons
ski 139 ed in tdepleying &denst one datyenllegion 3gestit eachi ng, generate addi ti onal

enbodi nents, _in ' ri - i1t Uty Hherations,

W thout - exoeir Ay HER 4ig shtRoR ABR S moRiRkla b A apefen Bt 2y OF s e
Accor di ngl y, retdiving the epebionrider fsérh@dct dwa célleetiolt agdnng and description in
this disclosure are proffered to facilitate conprehension of the systens

and met hods, 388FEaERS e @PREHiondatdonst ued to linmt the scope 25 thereof.
-14 WO 02/ 064136, f /21%?695%?@19? balbabn R ﬁ‘elrﬁa'rﬁﬁﬁi:.e'cﬁlteri']a arﬁtﬂ@&ég?ggafté?ir

nonitoring service provider perfornmance, conprising: defining performance
criloer i @erdiioflejataoyi ng at | east one data coll ection agent; executing each
data collection agent to nonitor and collect operation data; receiving the
operation data fromeach data coll ection agent; aggregating the operation

data; deter il Rgmdd beMsim QfwiRRsN hfeg,e%ﬁﬁﬁm@ Rritetf iPSSal IEBREE o Flie €r i @ and
the aggregated 10 operation data. The nmethod of claim1l wherein the

per f or namoleer of date cobecition ggeritabl e based on the number of data col | ection
agents. 15 3. The nethod of claim1l wherein the performance criteria
includes criteria associated wth a group of users.

15 3. The method of claim 1 wherein the performance criteria includes criteria associated

with a group of users.

4.  The method of claim 1 wherein the performance criteria includes criteria associated
with a business function.

20
5. The method of claim 1, further comprising deploying at least one additional data

collection agent.

6. The method of claim 1, further comprising removing at least one data collection agent

25  from service.

7. The method of claim 1, further comprising converting at least a portion of the

operation data based on a regional time zone associated with the portion of the operation data.

30 8. The method of claim 1 further comprising exporting the aggregated operation data to

a third party integrator.
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4. The nmethod of claim 1l wherein the performance criteria includes criteria
associated wth a business function. 20 5. The nethod of claim1, further
conpri si ngodepbTigé ng at | east one additional data coll ectrcarvsagessso 6. The
met hod of claim1, further conprising renoving at | east one data collection
agent 25 fromservice. 7. The nmethod of claim1, further conprising
converting at least a portion of the operation data based on a regional
time zoye aspRChathedoftihin BNRrtAeY ihElafingfgehditingpepealished thedrface f3Gh8. The
met hod of claim 1 further conprising exporting the aggregated operation
dat a t ;ggregetedrogerssipn datant egrator. -15 WO 02/ 067136 PCT/ US02/ 05330 9. The
nmet hod of claim8, further including generating a published interface for
the aggregated operation data. 10. A system for nonitoring service
provi deyo. per A @ystanider memitinigsendce providesgesfobmandaetomprixingrer f or mance
criteria; neans for nonitoring and collecting operation data; neans for
recéi vi ng opaeasiferdedining peroRRangestiteliigr egat i ng t he operation data; and
means for de Q) . Vi i . . on the performance criteria
and the " 10 EUPL PG RrhE R Bl XbERRAAS

means for receiving operation data;

means for aggregating the operation data; and
means for determining a level of service based on the performance criteria and the

10  aggregated operation data.
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