METHOD FOR IMPLEMENTING CIRCLE STORE IN THE AIR AND
DEVICE THEREOF Technical Field The present invention relates to the
e-banking field; and more particularly, the present invention relates to a
method for implementing circle store in the air by means of a mobile
VMIIDTHODAOR JSYIECEMINGIRAEORIE PRSP ARE PELTRIRIGR R DEvicE
device thereof- an SIM card that supports the circle store business.
Description of Related Art  IntrodUgtitrRp@d eomputers and
communication technologies has led to revolutionary changes in the
financial sector. On basis of the banking electronization, banks now also
rovide their clients with various value-added financial information
TechmeatEield representative one of which is digital money.  Digital money
i%ﬁ\egerrée&%l 'gg(/m %)f vari LJ[S elec roni_ payment means that allow for
repeated vallie St8fiRd ARt Hi8p: erﬁi’rﬁ‘,ﬂ%éoﬁﬁlﬁb v RCReardigiealarly, the present
: e it} oney to a bank, and the issuer converts )
o of e B kol SA G T el S harts Bb Gorea o o mobit
Comgl_ﬁi_ﬁ’ém raedidngueh thenaldsk iIpaR-elette Magnetic 9na té%%&cfg Wereof — an SIM
igital money has the following transaction process a sum of money from

cardalaamipacaeth i citcipgidrethas digital money and transferred from the
bank account to a digital money account, and then transactions can be

DeserimdioripbBtatrthAhe digital money without involvement of the bank.
Currently, the main storage media used as digital money carriers are
VAHGAUCEL R LR PR a8¢hecpspimgapoblicerhnsiogredCheardis] to revolutionary

Chanorgse-ic%n{ys-lD. (‘lardst, an edic%%etg PBOC electronic
558D 0Ok AR oMTE PlurdB s RE A g SiF SHRIFZatPes barkyappy also provide

theiCORVRDISHE UMEsRviNg.and safe; However, as more and more industries,
and fields are adopting the srﬁartné%\nr%fg? érrlr%%rr]tnélg?djs TOI6Yy JsEmgientative one of
whic@$0dn&taashagin number, which causes inconveniences to the users in

bringing so many cards with them. Furthermore, when contactless smart
darglsabneoswyifred gamstip ke reards mayseer ensap radiofaguaneyitRFror repeated

field to cause conflict ,
value storing and prepayment, according to which a digital money holder pays traditional money
to a bank, and the issuer converts information of the equivalent cash value into a digital signal to
be stored in a storage medium of the holder in an electric, magnetic or optical form. Digital
money has the following transaction process: a sum of money from a bank account is circle
stored as digital money and transferred from the bank account to a digital money account, and
then transactions can be made directly with the digital money without involvement of the bank.

Currently, the main storage media used as digital money carriers are various smart cards,
such as the popular public transport IC cards, one-campus-ID cards, and dedicated PBOC
electronic passbooks/electronic purses. Transactions using smart cards are very convenient, time
saving and safe. However, as more and more industries and fields are aaopting the smart cards,
smart cards hold by users are also increasing in number, which causes inconveniences to the

users in bringing so many cards with them. Furthermore, when contactless smart cards are

swiped, multiple cards may enter a same radio frequency (RF) field to cause conflict
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therebetween, thereby increasing the risk and convenience in use of the

cards. Mobile phones have gradually become mobile information

terminals that are carried about by almost everyone. As a kind of smart

cards, SIM cards within the mobile phones may be used directly to
therebeognizalisers identitigsththaiefatecdnvihecfultire uitlds possiblesfor digital

money to be integrated with such mobile communication devices as

nmdpiiéepionestund prrkolal digtak assistaméoPBiks) torsaivds thetcasharried about

flow problem in future e-commerce. In this way, a user only needs to carry

by 4ot KEFH6ile Phonatst POR S vgﬁ%u%l%ﬂa?ﬁgéetm@wﬁ@nrg@m@ phones may be

Rp] which renders the transactl ferand& re convenient.
“*e%?%oor Pﬁa%ei Aot TS STty and S, Wlffent moBfesile for digitl

m n.Aeviges inciuding 5@&%%99&%&!%&“& ynable 19 ety 1 ersonal

|mplement e fundamental digital money function of impl ementlr?g circle

digisdDEesirihe @D B FsSLIMMARN OFwTiHEIMY ENTHEN - cofmeRIECtVE this way, a
of the present invention is to provide a method for implementing circle

useistorly imetide @irchynieans bfranmbbdebammuBioatifon device staglaatcds when going
mobile ghone By implementing circle store in the air in a safe and
shoppiggy wgy&ﬁwmﬁéﬂsmwﬁéw@n ARhtRSvicfepsinigthoblile fortunately, for reasons

mmunlca devices such as mobile phones as a digital money tool.

of S&r?&fh"‘é’rdoﬁi VS SRS LBA ﬂwv%%wa}ﬁm&Oﬁlr&meaﬁngwlearmha@ phones are
S“u%%tf% 8%@1%% 18‘}#2{13%%?%&191 nn%f? hogr?c:s' ung (r)g Isf IP 1en¥ent1ng circle

device that ensure met |mp ementing circle StOre i
storhg @ik 40 this end, the present invention adopts the following technical
solutions: An SIM card for implementing circle store in the air, being
BRIRRSOEMa®In@FTHE The BNIrtand has an SIM module for telecom
businesses and a payment system environment module for digital money
bésﬂ ey eWwhieotsa SIVERIOHE e hars | a8 [vhTFdolddioy 8MiMgrhenttigrircle store in
payment system environment module comprises a payment system

the R eREACCAG00) GBI 40T e i At B@fifition DY mplementing
s T -
communication devices such as mobile phones as a digital money tool.

Another objective of the present invention is to provide an SIM card that supports circle
store businesses. This mobile phone SIM card is the key device that ensures safety of the
method for implementing circle store in the air.

To this end, the present invention adopts the following technical solutions:

An SIM card for implementing circle store in the air, being characterized in that:

The SIM card has an SIM module for telecom businesses and a payment system
environment module for digital money businesses, wherein the SIM module has a SIM Tool Kit
(STK) function;

The payment system environment module comprises a payment system environment
catalog module and at least one application definition module, wherein elementary files related

to respective applications are configured in the at least one application definition module, and
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information of the application definition module is stored in the payment

system environment catalog module, wherein the SIM module is

configured to communicate with the payment system environment module

via the STK. Preferably, the SIM card has a contact interface and a
infore@ntactiesscingiiaseonieigindhnendii smodue-fomtehecormhesingseas environment

implements telecom business communications via the contact interface,
catal%mbawﬁm%ﬁ@&%wmem AIBEHEIE 9 e peantdigital m@mébe payment
busi ness co (?u atio j vgar Qe contactless interface. Preferably, the

i0

system environme € vid
Y apﬁilca ion definition modulé at least comprises an application definition

metgfortplestronic-puiselelesionit: Rass ok RUSIRCSSRS iftafRralYerein the
the SIM module for telecom businesses is one of a SIM card, a UIM card,

SIM arrmﬂmaf@f Oelacg| vusinaspag thopl forcipleleraming sincks storenimrtivetmins via the

Comac zaﬁr:g?nr%% ted by the aforesald SIM card, Wh%%n the SIM card is

|nsta & EMPSThicaTan EhWiRAT he Mthisq Bagrents digital money

busirRREAGIBHEEEhiRABR: the Contbpddemaithe mobile communication terminal
initiates a circle store operation, inputs a transaction amount, and sends a
Ewelierdtbrethvitimbatorninsiinsiion tydubard bperatosystem wigptivet®T Kiefinition

n r the card operation.s ste rns the corresponding data, a
mod s ST TG L L A G SEHRETiFe STK 1o 2 semer: . (2)

aftgeraneivingsie Iﬁwglﬁesmreer@&%@%sﬁh&%@gm% ARENIQME! PEIFONSa, 2 PIM

an authentication, deducts the circle store fund from the corresponding
card gceddiMind sends a command short message of performing the circle

store to ‘35?1 %ng SIM ard :F’;%:)aiftert the, Slgl%/l card receives the command

SR G BIBRAGRRIFEL e B8 6T ot e SR FREHIER IR e eforesaid
SIMSERd b\%ﬂg%é-ﬁk% t@ﬂ@%&@ﬁ@sQH%@%Q%M%%&@%%‘E&@&H&P&%% the method

system perfouns an authentication adds money to the electronic purse’

beingrblarettemscthe derresponding data to the STK, which then sends a circle
stare result short message to the server;

(1) a holder of the mobile communication terminal initiates a circle store operation, inputs a
fransaction amount, iand sends a circle store initialization instruction to a card operation system
via the STK; and after the card operation system returns the corresponding data, a circle store
request short message is sent by the STK to a server;

(2) after receiving the circle store request short message, the server performs an
authentication, deducts the circle store fund from the corresponding account and sends a
command short message of performing the circle store to the SIM card;

(3) after the SIM card receives the command short message of performing the circle store, a
circle store instruction is sent by the STK to the card operation system; then the card operat‘ion
system performs an authentication, adds money to the electronic purse and returns the

corresponding data to the STK, which then sends a circle store result short message to the server;

(4) after receiving the circle store result short message, the server authenticates it and saves



(4) after receiving the circle store result short message, the server
authenticates it and saves the authentication information.  Preferably,
in step (1), the circle store request short message is re-sent manually to
ensure that it is received by the server.  Preferably, in step (1), when

the theneditsds sendingdhsncircle store request short message, information of
the previous circle store is added into the data so that the server can
cnfikmithe nestdp of théxdastdransactioguest Hrefarablypthe irfesmationuafly to ensure
the previous circle store comprises any of the following: the result of the
that gsis tregeserstionthiheeseial number of the last on-line transaction, date and
time of the last transaction, balance of the last transaction and

abTREHH O S hhriRess e PAdt traisadingnthe cpriseaptyrqansas short message,

. (2), If the server does not receive.g:odgﬁir ation information from the mobile
S oAt AT S ST i B, e Bl REFEf gt (e

resu€35896. Qf RELREMING the circle store will be re-sent automatically.
Preferably, in step (2), if the server receives a repeated packet, then the

sefvelatects ihatransaciomstptesiiuihecepasted RasketindicatenthBliowing: the
the transaction has been completed. If it has not, the circle store

reswgoniriandsshansangssape isrid-sentyathethvidest ihelirpeatedcpagkeiss and time of the
ignored.  Preferably, in step (4), if the server receives error infotmation,
lastatsasREH P s amecwil Bbetdikeh wanedationrsadhevamoisitveditfethation of the last

transaction.

Preferably, in step (2), if the server does not receive confirmation information from the
mobile communication terminal within a predetermined time, the command short message of
performing the circle store will be re-sent automatically.

Preferably, in step (2), if the server receives a repeated packet, then the server detects if a
transaction status in the repeated packet indicates that the; transaction has been completed. If it
has not, the circle store command short message is re-sent; otherwise, the repeated packet is
ignored.

Preferably, in step (4), if the server receives error information, a backoff measure will be
taken to reimburse the amount deducted.

Preferably, when the card operation system is executing the instruction issued by the STK,
the write operations on the non-volatile memory are either all successful or all keep the values
unchanged.

Preferably, when the SIM card is performing the circle store in the air, a contactless
transaction may be made in the interval between completion of step (1) and commencement of
step (3), and the flow process of the circle store in the air ceases when the contactless transaction
is being made.

Preferably, an MAC authentication code is calculated according to content of the
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Preferably, when the card operation system is executing the instruction
issued by the STK, the write operations on the non-volatile memory are
either all successful or all keep the values unchanged  Preferably, when
the SIM card is performing the circle store in the air, a contactless

uplittRiisaatiaik Kayesnase ihthe iiervel REIVELS ComRIStion ef ﬁtﬁf?egci)cation code is

and commencement of step (3), and the flow process of the circle store in
senthepethceasksmifelidhingdrtabtiassdsensaction is being made. Preferably,
an MAC authentication code is calculated according to content of the
uﬁﬁ%@mmwmﬁiﬁh@%@é}s ehdpancotrespomdmgikey, send thecMAS located at a
aythentication code is sent together with and following the short
Speﬂ?é%f%ifé@.n N 8f6aef o taiHEespkElsFiRalcRissRpslitlesiratichrassa direlectbod for

impgg%reenpl'lmachin?s located at a sgecific locatign.in case of a traditional

Slectontt pAssBOOK/SISctrBhic pUFEE the %Sﬁqm‘?ﬁe‘}ﬁm@ed%& as a mobile
pho§50{§sHPcm:% air mé %@Qng M@ﬁ)&%@ LA@&%%I]@PSQ eexvlzcirecﬁeugt%r%so% rpeggrllecompletely

phone disclosed in the present invention may accomplish a circle’store

throope At ITEOMRPIe! Y tiieuahibeREK RLigolithe Mabie RAOPSent to use.
thereby making it more convenient to use. BRIEF DESCRIPTION OF THE

BRIGFVIHESATRVPH\WBNGFF THEE. SRR VANEG Y I F WS 0N THET, IIFCAVWESRDS
invention will be described in more detail with reference to the attached
drisRigSteidbe rrsenneRNtinarest] Whelesieribed Fignbis desaheméticeference to the
it vieé: |Pf a basic framework of a dual interface telecom smart card with a
atta

LY R shenheg mans hrasehntiheesition;

Fig. 1 is a schematic view of a basic framework of a dual interface telecom smart card with
a payment function used in the present invention;

Fig. 2 is a schematic structure of another implementation of the dual interface telecom smart
card shown in Fig. 1;

Fig. 3 is a basic flowchart of a circle store transaction process; and

Fig. 4 is a schematic view of a communication protection mechanism adopted in the circle
store transaction process.
DETAILED DESCRIPTION OF THE INVENTION

For financial businesses, safety of transactions is always the primary concern. Therefore,
mobile communication devices serving as digital money carriers shall be retrofitted in two
respects: one 1s to enhance the safety thereof to meet the strict requirements on transaction safety
when the mobile communication devices are used directly for financial businesses; the other is to
simplify relevant operations in consideration of features of the circle store business, thereby
facilitating implementation of the circle store in the air through limited operations.

To meet the above requirements, SIM cards of mobile phones used for the circle store in the
air are in form of a dual interface telecom smart card with a payment function. The dual

interface telecom smart card with the payment function, which is the key device for
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Fig. 2 is a schematic structure of another implementation of the dual

interface telecom smart card shown in Fig. 1; Fig. 3 is a basic flowchart of

a circle store transaction process; and  Fig. 4 is a schematic view of a

communication protection mechanism adopted in the circle store
imptransatiothpracessst e e TAhE BrDiE o FHRII M QR T ElN VEN TN ces: namely, a

For financial businesses, safety of transactions is always the primary '
Conméémf?%mfb@%@bﬂes@dmmmm@eﬁi&péslse]’adﬁ@:ﬁsdggﬂa&onnecﬁon via an

money carriers shall be retrofitted in two respects: one is to enhance the
AU T RBRESE I TRRSHNFY striEReetpiiash éres lopetrans detisnuspifety witieran SIM card
co tpn% ohile cdommunication gi%/ic s are used directly for financial o

U&hesSe9HB SHHEMS 108t pﬂi\?‘?‘éﬁe%ﬁf‘&ﬂ%‘ﬁﬂ?&ﬂé‘?ﬁ‘&ﬁ@f&%ﬁﬁ“@p functions

: t ircle s iness, thereby facilitating implementation of ,
e orE 4 e o g e 0B g Vo Gk e Ayl it tht
supfRAYiBMaNts. RIVFERIESO ekt e phRRas s el Ihthg grqlesiore, rl‘lg:hgurse and the

air are in form of a dual interface telecom smart card with a payment
molfilagisshoTheadal iinteciaeadeleeomistmarheand withthe payment function,

which is the key device for implementing the circle store in the air in the

phsembirlventobashastwtinteffdvednaaimelfae coktach interface@nd@ the payment

contactless interface that accomplish electrical signal connection via an
funchigp il ecdiaiisdda s ek ihrisésainadeiiarfice Mashbeguibped . to enable
ﬁna\ﬁ/(i;tlhlaan %IMtcard ,co[nmonl f_OLfélq in current mobile phones to implement )

oDl R I RE O Rin B RS SHRRIGI Ry ek Sy AR thieEdReaktiesn smart card is

' -h ' ' functional unit that supports digital ..
e oo S8 i) t B IR RRB S Do ggiona siv
car@g- thednahile-passhook cap.be dmpiomented fhpugh hemapile Bt}gcnﬁie aforesaid

Hereinbelow, a basic structure of the dual interface telecom smart card
fungtiithzthenpiermenphuctiongivillhendescribieshin detalliwith refeseacgihbieally by the

1. As shown in Fig. 1, to enable financial applications including the
conggiigpeiitcpiarseyine baapiesHeseteideomssmantredmhis further provided

'thEa payment system environment module in addition to the traditional o
VSV]:IM Card TOP BT S ST BaS  eRp Syt roenisrirmen s il Main File)

g WIS SR S e e
via GROQCIESSINGHALH iS-RPWRIEH Mvironment module, a payment system environment
catalogue module and a plurality of ADF (Application Definition) modules are included, in
which the payment system environment catalogue module specifies what payment applications
the payment system environment module can support. In the dual interface telecom smart card
with the payment function, each concrete payment application is provided with one ADF module
where various EFs (Elementary Files) related to the corresponding payment application are
configured. Each of the ADF modules is configured in the payment system environment
module, with respective information being stored in the payment system environment catalogue
module.

As shown in Fig. 2, the payment system environment module also has another

implementation, in which the payment system environment module is integrated with the MF
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In Fig. 1, the payment system environment module is separate from the
MF (Main File) module used for telecom businesses, and communications
therebetween may be accomplished via the STK. In the payment system
environment module, a payment system environment catalogue module
modai] a PharalimeirAREs(ARplsationRefiniian imodyles rrednclidedri® odules are
which the payment system environment catalogue module specifies what
conpaymentiapplicatons thstgaymeninsysie Mg eisment module can
support. In the dual interface telecom smart card with the payment
fliedien, ledefedorerite gayimiatar fsplitationis previdedinith ene XDFCC module, a
DF madule where various EFs (Elementa(r_:‘%giles related to the _
Corresponiing plymielieappiasitn s EdhgurasluzaardohenkaBimetional modules

modul S, conflgured in the {)?g/qrg g(?ﬁsteg‘u enyironment module, with

that r%uspppeoc ive Information Being s ore 1fn &P ayhk %%’/stfé’rﬂ}gﬁvW&)thrﬁ%tMF module,
conGARIOYURRAGHGuendls SRR 1FGLo i RAYDENt %Sﬁ%ﬁq ard communication

environment module al5o has another implementation, in
funcpiRyE SN RS teMHeyireRmentmessaiisiniegrate d Wit e MEHDQAWS  dinary skill
The payment system environment catalogue module and the ADF
in themoolutesmaraioarinddteddnithsthvél jpayieirgystam@meiarment module
respectively.  Further included in the dual interface telecom smart card
die 8t ERgeat mavenson, Difte GsWeativgulé R DRoTelecome modtileyrad as per the
SpecfI%ZKEY module and the like functional modules that support telecom

EihenseY. HReLerSHctSHF RTINS BseRnks WitRiHeaMt igdelBeople’s Bank of
ChifO | a subscriper identity module for telecom businesses. As a . _
ng%ar?(ljgakr)gf %’orsnom6sr’1i(§)3tiglne ?L{J]rﬁ:%&ﬁlé m&{ﬂsee%f e &RI%aPy, TR sais;selectronic
pursBlreRghyrILkaaupLLoihase:- ol padinan shillin Hg.communigation field.
and thus will not be further described herein.  In the present invention,
thed ekpeotiverAD ereadylenatecerntigy eraspalhenSRasHIcAoNs Ak ment digital
Electronic Purses/Electronic Passbooks promulgated by the People's
mongupk o ShinaviP BOO)tsvleas taneetparticdtas diansassiagespect of

implementing electronic purses/electronic passbooks in smart cards as
spedtiealim o spaisheaionsionsT etk mrsrrsslesidconnshiaresadthe card via

with t ayment functign may, implement digital money services by way )
the ¢ r?&%%(%legtse{%%esfé%tigﬁs %a?ﬁfh%&ﬁé’?éﬁ%é?wmm Chsdlst figd 1s redirected

autord . initial Of1 tlo 3 | 'courst d;
t M@%ﬁ?tﬂ@%ﬁ%@@%g@é%f%vﬁ C%gﬁ? 5o tlgrﬁgge}fa. a&%essesa’ 6[%%%[?“1“3] may

via the contactless interface of the card, and when being powere
also GRrd is sedvesiad autamatically e %Iﬁ@ﬂf@?%ﬂ §¥R’f@oﬁﬂx‘@ﬁ?ﬂmgﬂ%._ The terminal

module DDF. Of course, the terminal may also send a Select instruction to
maysédecttine payinaiiisy stepoeavisoninrentibdutadibaeiepaiRadinaystem environment

determine applications supported by the card by reading the payment
catalggiemodhlvirandibat celetotDE neddifferanadnhbrasetsohADEstbE Sifferemstruction.

3$pflicationsthrough the Select instruction.  If it is desired to perform the

eé{rdﬁié%&%/&eeﬁéﬁf&pgﬁb%e,%faﬁmic}éﬂéﬁfs{?réreaﬁtawéhsqlerﬁﬂnmation, the
D 1 L A
transapesificationsefdlegienic RusRS(EISFHONC F398BRNSst the same as that specified
in the PBOC Specifications of Electronic Purses/Electronic Passbooks.

Apart from performing common electronic purse/electronic passbook transactions in the

contactless transaction approach as described above, the dual interface telecom smart card with
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Apart from performing common electronic purse/electronic passbook
transactions in the contactless transaction approach as described above,
the dual interface telecom smart card with the payment function may also
support the STK function in a mobile phone or transactions in the air via

the FtAsheshmessages Nawwith e eicclesiors i thednasiAnesAmREctions in the
steps of using the dual interface telecom smart card with the payment

air VvidnitioeHerimplement theseircleistoeecinctbataie by meansuobdatasiiet steps of using
messages will be described in detail.  As shown in Fig. 3, the whole

the dirtlersidrecttalesactionproeetsvehthisptiyeensHontc messagepicamsrmissiomsle store in
in total  Initially, a holder of the mobile phone initiates a circle store

the @pyaaemireiiiamdiire prvaecandlifsuis e dssdersétbassword.
Subsequent to the authentication; the user inputs the transaction amount,
<ehdRABifBId Sore "i%‘?ti‘é{ 2atiGR %ﬁﬁ?ﬁ%ﬁ&l’fﬁafﬁ‘é"b&%’?ﬁéﬁ’%&?ﬁ%@S? tiﬂ?” fmessage

card.b ~org{ani%ing relevant data via the STK, so as to initialize a circle
fransmissions urtota

store process. After the operation system of the card returns

CRfteERoRdina daln HbesTik IRARIZEEAe ey ML AalR ANG,SERLS ShaHE!Robile phone

store request to the server, which is called as the first short message.

and Duising thewvadtingrpracessrdhe seeeqiaytmantaiiyiesanddbis shertuser inputs the
message to the server if he or she feels that the waiting time is too long.

trantdpornrecwivingsting fiest shiersiwreswegs frsiont ireduahihterfaceotelatom system of the
smart card with the payment function, the server validates MAC1

cardgpeoFamy tactHacyarespoitntedath; gertatBytINC2 aheluarcRsapfss.  After the

circle store funds from,the corresponding acgount., T the server sends
PR} A B1 PRFOTHIRGHEE CLie EROTED SHI-olhs) Ttk e Bl vant data and

£ ith Qn; ichyi I tH,.
T e B D e

wai%%?g&gsz%mﬁsgpﬂ{%nh@fnmyFH%@@FEQ%Wi%ﬁ@fﬁtﬂ"@%@@é 8N or she feels

associated keys. The authentication code is appended to the end of the
thatdedanaliorg messageslidagnsure accuracy and integrity of the whole data

short messages. If the content of the short messages needs to be

eHepyptesti cog dbp bintl lepenegrptionitspe tad chg nayréise tskepupfomaedeard with the

on each of the short messa es.q If the server fails to receive

Py tSHHHRATEHHrRSATAYEN O e Yol RORE Svithifa CBFEaRP Pl ate, generates

MaEE Pt message may be re- en’}fssﬁ‘o’%r%é'”Qgrsre‘%hgpﬁ%m%%w&&%meﬁaen the server
maya?lepengl on prac]trlcal needsljl. n this case, a pré)b em arises: as the

sen&rsdtMW%@@Q&MMQ@Y@&%mmm to the dual interface telecom smart card with the

payment function, which is called as the second short message.

The aforesaid MAC authentication code is calculated according to the content of the uplink
and downlink short messages and associated keys. The authentication code is appended to the
end of the data short messages to ensure accuracy and integrity of the whole data short messages.
If the content of the short messages needs to be encrypted, corresponding encryption operations
may aiso be performed on each of the short messages.

If the server fails to receive confirmation information from the mobile phone within a
certain period, this short message may be re-sent several times (the number of times may depend

on practical needs). In this case, a problem arises: as the first short message may have been
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re-sent several times, it is highly possible that the server will receive a
repeated packet within the permissible storage time (e.g., three days) in
the short message center. The server shall store records of the
transaction short messages for each card according to the serial numbers,

re-sBRGWREN identical trangaclionsbertmessagdes @lisg.dhey Mgﬂg%cd gacket within the

considered as repeated packets, and then the server will detect if th
perttasidAc it statiaofdhis thansastiondindicatesthakingtansactiombasrver shall store
been completed. If it has not, the second short message will be re-sent;
recthtenivide, thisrepeatdtpackehndl be igmdredrd acAftelithetculdt intesfacembers, and
telecom smart card has received the second short message, the STK
whegyidimpedd FersasHOR SR MepsRg Al egrdlexioill hestrnsiidnad ahecpeated packets, and
eration system of Iggwcard. The operation system is responsible for

0 : resp .
then, i, S EB o S RTAC DS HEPSHRERE G e b SR uFHBER By Tt the transaction
h i oney:to the electronicpurse, updating a list of the transactionsin .~ .
o B R L R e B, i
repd AR CRRIBHARIPYSIRMLIERUNS corresponding data and a status word to the
STK, and the STK then organizes relevant data to send a circle store
restilt dhdetiraberbliahis galledad the 1bidvneasage oA thististice, the STK
last short message, the dual interface telecom smart card has no way to
orgkmosw icthisughdrteraedsagésis lostleTuwosolvstietprolletn affthratghoststem of the card.
message loss on rare occasions, the STK may, when sending the circle
Thesppraciiusstqanes irspenvh s dalenferearRiPdnsabtioncanrnto gtibe on-line serial
atabthe[- re(?éllt of the last ani?ction, the serial number of the last on-line
a1

PPEhsActiof, ditd MM E B ¢ _étfggict%%%sc‘ﬁ%‘?ﬁ“&&ér%&% Bf the Fagpactions in the air
andtrgg§§8ﬂgg %gxdﬁlé{n%mzlz%%&%ég{f&gn%Rmeft}\tgx? Ias?ggé%r\]rvsaa}gglo.?he()f peration system

course, some adjustments may also be made to the aforemeritione

retuffo Nt ndhasesMtof thedasieircle Storerso that theSavelfaloanizes relevant
confirm the result of the last transaction.  After receiving the third short

datanessage, thesenrerauthenticatesand seies theattangsackiothird message.  As this is
authentication information. If an erroneous status word is received, the

the desiahafiimeice ss.coasbpb i tratkeiPmeasutetoirbimbarsethe nosuit this short
deducted.  During the circle store in the air; a contactless transaction

MEHALS B ke 1) e Tha MeblrR Ot SRS msre e dars the ftervegesions, the STK

mﬁevgprgfg the mobllep gg%rh%)ls er  initiates the circle store

et\iveen thda ti ClI . :
ma}gpvérlgﬁgﬁnaﬁ%gthe fime when the-dual interface eI BESRSh AT 47y ransaction, add to

the @4BCUIET NG ClFciR.StRte,SAMMARCHD {5 CASEHIS PIRCSSS QbR acrion, date
store in the air ceases and, when a next circle store is initiated, the server

andwithbe Motfiae, tranfstlesstal shert MRS SR 68 RH SR MMNIGAHON ARG rmation of
is likely to occur during the circle store process, short messages are

the Uaveliablectence){ocensuresuccelsiuhcomphation sof tramsabtionsha aforementioned

. _special communication protection mechanism is adopted in the present

InfqHYaRHoIRIARCSIEWh Gh tRRylagt thslestara Ui dhtiohpreteetiornmerhiamigm result of the

primarily comprises: 1. when the circle store request is initiated, a

MAMIAHPE:sending approach is adopted to guarantee receipt of the

reguest by.the server; . 2. when the circle store instruction is executed, .

o e s S IR RO R TRy ronsacion

autkee@VE dhWithinaGsttainePeliQfoneous status word is received, the server will take a

last

corresponding backoff measure to reimburse the amount deducted.
During the circle store in the air, a contactless transaction may be made by the dual

interface telecom smart card in the interval between the time when the mobile phone holder

_9.



3. when the circle store result is returned, the result of the last transaction
will be carried when a next transaction is initiated to conclude the last
transaction.  When the operation system of the card is executing the
instruction from the STK, a power-off protection mechanism shall be
initRAA0IR dR-RthesWards 8 WhitepPeIRIonHAD the wg-y&@p{ge@g{&m smart card
(e.g., EEPROM) in this instruction are atomic operations, which are either
exealtsuteassild abeallkeapdhe vaiugsswachanggdoddi &t ke iSiRMYstore in the air ceases
responsible for organization of data and receipt/transmission of data short
andpydysageext nitbis way itheicitett Stosertransatiensiiifitde air can be surely
terminated in case the mobile phone is powered off or running out of
POV Y HHIBEEES T FRTPIBHNTRING tienshiole istbikelin thewivr duBiog the circle
example, in.case the mobile phon powered off after sending the first

[
SlOrS BT Friss sHYE! MG S3&tutith H?E?Téa%]&veﬁg@ﬁcc@sﬁlﬂ?%émcessm completion of
ondli t will be deducted and an instruction of implementing. .
B e i
As m&@l&/ﬁﬁﬁ@e45,%9GQﬁiﬁ%ﬂié@&%%Q@c&h%d'?ﬁy&&%?ﬁn%‘{&%gg padhe
circle store from the server end), the operation system of theé card wil
detejintnettibatindctransaciiopnspriocessade dnderay, Ao @ALHYSIIS adopted to
word and associated information (the serial number of the on-line
guarpatsaction! tHahdatsraesd timeeokthertransaction, and balance of the
transaction) as the - 10 - last item in the transaction-in-the-air record, and
retuPHS I e AiEFIStaters WSHCHRBHtHE ST Getraditnatersérfematidrtheill be re-sent
error Statlﬁ word angallhe transaction record, according to which the

ey AR Bl et B R TRE Yrah SAHHBA PHRPdRFEterface telecom

server end determines
S rel i u o|s the preyio eduction of the . )
e R e TR BL g o e o

wheeaiGaith-dhepaymenifuncionih bagedendhe hasicframework of SIM
cards. However, the present invention is not merely limited thereto. When

the fmdditionaiqpayonentssysterfi ervicamentraadidle oidhgMesRiM from the STK, a
invention is used, VIM cards for CDMA systems, PIM cards for Personal

PongAE NS Opstespkanisivhelrbe fortfiadre BO tystemsianbetheilikesanions on the
all the method disclosed in the present invention to implement the

S
nongy éJF&’ ST EAr. TReTHAHAR TS iRTIaRtcmig siranicstaretipievaich are either
a [ i thr éq,i closuedcirgit(be presen ipvention have be o

B e T e e o DX e g o gzeniation

descri ove In deta r ordinary sKill'i

of @hanaes thergtonuithiauAspartingfromdhe spidtfthe pregen i%’,quoncircle store
on an

4 : . ) C
shall constitute infringement on the scope of the present inventi be

trankiahlerto eothesgondingdegatrespomsiaiiies. case the mobile phone is powered off or
running out of power during the process of implementing the circle store in the air.

For example, in case the mobile phone is powered off after sending the first short message
and execution in the server is successful, the corresponding amount will be deducted and an
instruction of implementing the circle store be sent. ~ When the mobile phone is powered on
again and receives the second short message (the instrﬁction of implementing the circle store
from the server end), the operation system of the card will determine that no transaction process
1s under way, store an error status word and associated information (the serial number of the

on-line transaction, the date and time of the transaction, and balance of the transaction) as the

- 10 -



MCSLLP CLAIMS 1. A subscriber identity module (SIM) card for
implementing circle store in the air, characterized in that:  the SIM card
has an SIM module for telecom businesses and a payment system
environment module for digital money businesses, the SIM module
lastineiddineha SIMaleh KL (RO fnetions 8Adurnthe PEYRICL YIS  Then the STK
environment module comprises a payment system environment catalog
sendnodube andeatdedstoneapplicatandefinitienimeddewbesrin RIQMERIAY which the
files related to respective applications are configured in the at least one
servgpphieditioridefinitiothmothsleframddnforniatite ofithe atttlefistongecom smart card is
application definition module is stored in the payment system environment
unspcaeiiy bitre ch Bl Mare s adwsinne fishe safRjured to communicate

ith .the payment system environment module via the STK. The SIM card )
a8 T e HRGCIIE SorE TR 8 SRR P he pasmment function

18 bg%r %Bt%gggsig Fpﬁﬁewﬁll}eo§ %ra(;cﬂas g\Q,Q\t,%g tt éf]éltr%sc %tairﬁ(\jfe%tion is not merely

contactless interface, wherein the SIM module for te usinesses

limimplgments telecamiRuaiNgssGP PIIHNCAUONS Mg N Gantact INIeHAcss e present

and the ent system environment module implements digital money
invduisimésssedninvhications iDVa contastieBbvinterfiacer PBERIVIEHEII/ne Systems,

implementing circle store in the air as claimed in Claim 1, characterized in
USIMagardstier apphiedtonydsfinition thodile edredbusompniseb@ahdglicationthe present

. definition module for electronic purse/electronic passbook businesses.
mvention to implement the circle store in the air.

The method for implementing circle store in the air and the device thereof disclosed in the
present invention have been described above in detail. ~ For those of ordinary skill in the art, any
obvious changes thereto without departing from the spirit of the present invention shall constitute

infringement on the scope of the present invention and be liable to corresponding legal

responsibilities.



The SIM card for implementing circle s ore in the air as claimed in Claim
1, characterized that: MCSLLP 5. A method for implementing circle store MCSLLP
in the air, which is implemented by the SIM card as claimed in Claim 1
wherein the SIM card is installed in a mobile communication terminal,
CLetiangcterized in that: (1) a holder of the mobile communication terminal
initiates a circle store operation, inputs a transaction amount, and sends a
L. cifclstorecinitializationdinstitidtiommto fcandleperationisy stemeMiatthRe® daracterized
and after the card operation system returns the corresponding data, a
ciftiB&iore request short message is sent by the STK to a server; f(2)
after receiving the circle st equest short message, the server performs
an auEt eee%l(k:ﬁ'zg%ﬁg, 3‘5’3 uCts il‘?\edrcllgrlgfgﬁseto?%r RS HST HE E5FrepbrtiiRgyment system
agearhand:sends & CammandRRosk 18ssagde,olperiarming, (e Grele i ool kit
store to the SIM card;  (3) after the SIM card receives the command
shorKiressage ofiperforming the circle store, a circle store instruction is
sent by the STK to the card operation system; then the card opc_aration
systemepgifoiens ajsauthantication: addsmoay o he.IeChOniC BUISE cnvironment
and returns corresponding data to the STK, which then sends a circle
stefdaesuitghendmeksagentoatii®enredsfini(d) aftenreceivieg hengiteley files related
store result short message, the server authenticates it and saves the

alithEREEA O RISHAEtIGH: 6" THEIhEHBE TolTiplememitiralsiorddn module, and
thﬁf&%@t‘?’oﬁ'%m%damlgaﬁl%g ’agp ?‘crz%:otr? i 1911 poxtlhr%gdule is stored in the payment system

environment catalog module, wherein the SIM module is configured to communicate with the

payment system environment module via the STI.

o

The SIM card for implementing circle store in the air as claimed in Claim 1, characterized in
that: |

the SIM cara has a contact interface and a contactless mterface, wherein the SIM module
for telecom businesses implements telecom business communications via the contact interface,

and the payment system environment module implements digital money business

communications via the contactless interface.
3. The SIM card for implementing circle store in the air as claimed in Claim 1, characterized in
that:
the application definition module at least comprises an application definition module for
electronic purse/electronic passbook businesses.
4. The SIM card for implementing circle store in the air as claimed in Claim 1, characterized in
that:

the SIM module is one of a SIM card, a UIM card, a PIM card or a USIM.



in step (1), the circle store request short message is re-sent manually to
ensure that it is received by the server. 7. The method for implementing
circle store in the air as claimed in Claim 5, characterized in that:  in step
(1), when the STK is sending the circle store request short message,
irfortiationcofntemavioasicitelsatore feeaddedhintotheplatacsadtat feSIM card as
server can onfirm the result of the last transaction. 8.The method for .
Bl eH’tiﬁbmgi‘réfeVQ}%qﬁktﬁé% S iaiREAE Clafnme bR sotereeion terminal,
that, MGSLLP 4 .the information of the previous circle store comprises

any of the following: the result of the last transaction, the serial number of

the) lastoaitlineteansagtanndataiant ineefthejaskiransaction, bajanse inputs a
of the last transaction and authentication information of the last transact

MCSLLP

tranggr QoM freamethiod fordimplenie ating icitele storeiintthetiair @saclaiin@diition system via
h g;aim 5, characterized in that:
(]

K; and after the card operation system returns the corresponding data, a circle store request

short message is sent by the STK to a server;

(2) after receiving the circle store request short message, the server performs an authentication,

deducts the circle store fund from the corresponding account and sends a command short message

of performing the circle store to the SIM card;

(3) after the SIM card receives the command short message of performing the circle store, a

circle store instruction is sent by the STK to the card operation system; then the card operation

system performs an authentication, adds money to the electronic purse and returns corresponding

data to the STK, which then sends a circle store result short m essage to the server;

(4) after receiving the circle store result short message, the server authenticates it and saves the

authentication information.

The method for implementing circle store in the air as claimed in Claim 5, characterized in

that;

in step (1), the circle store request short message is re-sent manually to ensure that it is

received by the server.

The method for implementing circle store in the air as claimed in Claim 5, characterized in

that:

in step (1), when the STK is sending the circle store request short message, information of the

previous circle store is added into the data so that the server can confirm the result of the last

transaction.

The method for implementing circle store in the air as claimed in Claim 7. characterized in

that:



in step (2), if the server does not receive confirmation information from the

mobile communication terminal within a predetermined time, the MCSLLP
command short message of performing the circle store will be re-sent
automatically. 10 The method for implementing circle store in the air as
cléimedoimalainy Sthehaeatteriged drsthatcomim stepn@hfifithdd@ver: the result of the
receives a repeated packet, then the server detects if a transaction status

lasj irinsar pRdRsd PRERBIRRIICAIRS HiaeTHE  SRREEtOR Ras Brbiteompletad; transaction,

baﬂlﬁ%@&%}?oﬁa r'{e: circ%e s.tor comma d shqrt message is re-sent‘;(otlherwise,
e Tonoatad okt e o ST b ARt irtle
9

. store indhe Albasgrimeddn Glailskrehaiacterized in that; instep g‘pdlgracteﬁzed in

the server receives error information, a backoff easure will be taken to

refmburse the amount deducted. 12 The method for implementing circle

store in the air as claimed in Claim 5, characterized in that:  when the

cdfd SpRritlori’syte i S xOcting thefHstrieabzied By theisT Kiothethe mobile
write ogerat;ons 0 a.trﬂon-vola ”ﬁc memory are either all successful or all

[ .
e R T PR R L ABIEHRShAY CRETs ot prformine

Cmﬁgélﬁnﬁwe values unchangéd 1
thdRitBR atras/alaimeddn Glaimkiegharacterized in

10. The method for implementing circle store in the air as claimed in Claim 5, characterized in
that:
in step (2), if the server receives a repeated packet, then the server detects if a transaction
status in the repeated packet indicates that the transaction has been completed; if it has not, the
circle store command short message is re-sent; otherwise, the repeated ;Sacket is ignofed.
11. The method for implementing circle store in the air as claimed in Claim 5, characterized in
that: -
in step (4), if the server receives error information, a backoff measure will be taken to
reimburse the amount deducted.
12, The method for implementing circle store in the air as claimed in Claim 5, characterized in
that:
when the card operation system is executing the instruction issued by the STK, the write
operations on a non-volatile memory are either all successful or all keep the values unchanged.
13. The method for implementing circle store in the air as claimed in Claim 5, characterized in
that:
when the SIM card is performing the circle store in the air, & contactless transaction may be
made in the interval between completion of step (1) and commencement of step (3), and the flow
process of the circle store in the air ceases when the contactless transaction is being made.

14. The method for implementing circle store in the air as claimed in Claim 5, characterized in

-4 -



that:  when the SIM card is performing the circle store in the air, a

contactless transaction may be made in the interval between completion

of step (1) and commencement of step (3), and the flow process of the ~ MCSLLP
circle store in the air ceases when the contactless transaction is being

mdbi&: 14 The method for implementing circle store in the air as claimed in

Claim 5, characterized in - 14 - MC SLLP that: an MAC authentication

cod® MG cHIRTBLCALYD Iy I RS IR SFtREtsIiarantRRilink BRoRink/downlink short

nRessage %ncqn gochrlgls#)ol?din%l ey aREIt e I\Q C authentication code irs .
sent together wit an glloe\mngt eeéhof} mze‘%s%léﬂe%%mn COd% is sent together with and
following the short messages.



