AUTH25- SG - 1- VALI DATI NG AN AUTHENTI CATI ON CHI P USI NG A SECRET KEY

TECHNI CAL FI ELD This invention concerns a nethod and systemin which an

aut henti cation chip having secret information stored within it, including
secret data stored in nmulti-level flash menory, is protected from
unauthorisgﬂ_nDdification of values stored in the flash nmenory. BACKGROUND
ART 1 Intfodtid on Manufacturers of systens that require consunmabl es, such
as a laser printer that requires toner cartridges, have struggled with the
probl em of authenti cati ng consunables,_{o varying | evel s of success. Mbst
have resorted to specialized packagi ng. However this does not stop hone
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manuf act ured substitute consumabl es from damagi ng the base system For
exanpl e, PESHNICALFEIEd i nk may clog print nozzles in an ink jet printer.
2 Scope Authenh%gg&&gg is an extrenely |large and constantly growing field.
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an aut hentication code and circult %&? TEr9 designed to prevent copying.
The chip is manufactured using the standard Fl ash nenory nanufacturing
process, BAGKGROUNWAR®t enough to be included in consumabl es such as ink
and toner1 carkibgigas, Once programmed, the authentication chips are

conpl i ant mﬁtqwthg NSA export guidelines since they do not constitute an
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example, poorly filtered ink

may clog print nozzles in an ink jet printer,
2 Scope

Authentication i
, ntication is an extremely large and constantly growing field. This invention i concerned
with authenticating consumables. In most cases, there is no reason

: to prohibi .
third party product, p it the use of consumables in 5

The inventi icati i
tion concerns an authentication chip that contains an authentication code and circnif

specially designed to prevent copying. The chip is manufactured using the standard Flash memo
‘ - Ty
manufacturing process, and is low cost enough to be included in consum

abl i
e es such as ink and toner

On L .
Ce programmed, the authentication chips are compliant with the NSA export guidelines since

they do not i i i
¥ do not constitute an encryption device, They can therefore be practically manufactured in the USA
{and exported) or anywhere else in the world,

3 Concepts and Terms

This part discusses terms and concepls that are referred to

throughout th i
document, gh ¢ remainder of the

3.1 Symbelic Nomenclature

The following symbolic nomenclature is used throughout this document-



F[ X] Function F, taking a single paraneter X F[X, Y] Function F, taking
two paraneters, X and Y X | Y X concatenated with Y X AY Bitwse X AND Y
Xv YBitwse XORY (inclusive-OR) X (r)Y Bitwise X XOR Y (exclusive-OR
~X Bitwi se NOT X (conplenment) X <- Y X is assigned the value Y X <- {Y, Z}
The domain of assignnent inputs to Xis Y and Z X=Y X is equal to X#Y Xi s
not equal AY'§?58UX Decrenent X by | (floor 0) fix Increment X by | (rodul o
register length) Erase X Erase Flash nenory register X SetBits[X, Y] Set
the bits of the Flash nmenmory register_X based on Y Z <- ShiftRight[X Y]
Shift register X right one bit positiofn, taking input bit fromY and

pl aci ng tMleamearybifsnﬁHahZN@fne%ciﬁ?@l c Terms A nessage, denoted by M is
pl ai nt extq—TFhe—process—of transform ng Minto ciphertext C, where the

C T oo

subst anca of M $¥EPfk dden,|is called encryPescoptionThe process of f|ransforning

C back intfeXIM,is called dleﬁdsmbphm}galgﬁ@ggarr IR, ko the—eneryptioq function
as E, andy ’]Qv]]ueuypti oft 'li'tmc we have the follow ng ijdentities:

E[M = C = M _Ther ef of tlo?ﬁ’éakf”éI‘WWaﬁ‘&ﬁﬁSMi“ty is true: D[E[M] = M
3.3 symmetlic Orypt ogr aphyX fnsymrrelwiln@ encrypi1on al gor i Thmis one where:

t he encrygiien function cgl 1sc gkey—Kl,—th ne¢tion D
relies oph_key K2 K2 cdn ?rwdfromKl and K, can be derived from

K2. AUTHZ§"9%3-3 I n nost BsWtORSC(mh@w-okhns K, equal's R2—Hpwever, even
ev-can be derived frojnthe other,

if Ki doeggwpl equal K2, oRe—k
a singlelkey K can suffj %l%ﬁéx%dﬁ%%f%uéwgp#hm definition. Thug: EK 4] =

C =X Bitwise NOT X (complement)

XeY Xis éssigned the value Y

X« Y, Z} The domain of assignment inputs to X is Y and Z

X=Y Xisequalto Y

XzY Xisnotequalto Y

Ux Decrement X by 1 (floor 0)

mx ‘ Increment X by 1 (modulo register length)

| Erase X Erase Flash memory register X
SetBits[X, Y] Set the bits of the Flash memory register X based on Y
Z «- ShiftRight[X, Y] Shift register X right one bit position, taking input bit from Y and

placing the output bit in Z

32 Basic Terms
A message, denoted by M, is plaintext. The process of transforming M into ciphertext C,
where the substance of M is hidden, is called encryption. The process of transforming C back into M is
called decryption. Reférring to the encryption function as E, and the decryption function as D, we have
the following identities:
EM]=C
Di{C]=M
Therefore the following identity is true: D{E[M]] = M
33 Symmetric Cryptography

A symmetric encryption algorithm is one where:

. the encryption function E relies on key K,
. the decryption function D relies on key Ko,
. K, can be derived from K, and

. K can be derived from K,.



DK[C] = M The security of these algorithnms rests very much in the key K
Know edge of K allows anyone to encrypt or decrypt. Consequently K nust
remain a secret for the duration of the value of M For exanple, Mnmay be
a wartime nessage "My current position is grid position 123-456". Once the
war is over the value of Mis greatly reduced, and if Kis made public,

t he know 58555'%? the conbat unit's position may be of no rel evance

what soever. O course if it is politically sensitive for the conbat unit's
position to be known even after the wap,_ K nmay have to remain secret for a
very long time. An enornous variety of symmetric algorithns exist, fromthe
t ext books of afmnoenyminetﬁaﬂgqutm{s,h{l%{gigKtz_q{{,%g‘gmevse;llialbgﬁ?g(}r{g%el&?%i‘%orlthm;.

Many of thes e re, Ln that nodem cryptan f et (see
Section 3.8) %c%%&sdﬁﬁ%ggg?&ffgmﬁw RoY K gansp s pr thamathymativel defietitontThoshat K can

be derived. The security of the paEtiMgalcar symretric algorithmis a
function of two things: the st renglt)KCPiM the algorithmand the | ength of

the key [78]. strength of an algorithmis difficult to quantify,
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technol ogy. 1Tis A ERalbe gt keyivalk bestgund Howe ltowiorgkes tB68 drd, BB Biore keyPES
Bl owf i sHevAlgTteREd SBherdlare RKES, it will take 2 maximum of N tries, If the key is N bits long, it will

take a maximum of 2V tries, with 2 50% chance of finding the key afier only half the attempts (2™"). The
longer N becomes, the longer it will take to find the key, and hence the more secure it is. What makes a
good key length depends on the value of the secret and the time for which the secret must remain secret
as well as available computing resources.

It 1996, an ad hoc group of world-renowned cryptographers and computer scientists released a
report {9] describing minimal key lengths for symmetric ciphers to provide adequate commercial
security. They suggest an absolute minimum key length of 90 bits in order to protect data for 20 years,
and stress that increasingly, as cryptosystems succumb to smarter attacks than brute-force key search,
even more bits may be required to account for future surprises in cryptanalysis techniques.

We will ignore most historical symmetric algorithms on the grounds that they are insecure,

especially given modern computing technology. Instead, we will discuss the following algorithms:
. DES

. Blowfish



| DEA 3.3.1 DES DES (Data Encryption Standard) [26] is a US and

i nternational standard, where the sane key is wused to encrypt and decrypt.
The key length is 56 bits. It has been inplenented in hardware and
software, although the original design was for hardware only. The original
al gorlthm used in DES was patented in 1976 (US patent nunber 3,962, 539)
and has m%@%’ssé&pl red. During the design of DES, the NSA (National Security
Agency) provided secret S-boxes to performthe key-dependent nonlinear
transformations of the data block. Aftgr differential cryptanalysis was

di scovered outside the NSA, it was revealed that the DES S-boxes were
specificadly doesigned to be resistant to differential cryptanalysis. As
described in [ %L usi ng 1993 technol ogy, a 56-bit DES key can be recovered
by a custom eS|gned $1 mllion machine performng a brute force attack in
only 35 ¥t d2ES For $10 nillion, the key can be recovered in only 3.5

m nutes. DES irgg tg and wi|l becone less so in the

future. A vari ar?gb%?ﬂDég{& aIm? Ggli% TRl afﬁge‘?’%m%ft@ld%réd’@?fé‘h“'*b"@tekﬁef@lw res 3
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Dis[Exa[Di[Cl]] =M

The main advantage of triple-DES is that existing DES implementations can be used to give

LZ._,

more security than single key DES. Specifically, triple-DES gives protection of equivalent key length of
112 bits [78]. Triple-DES does not give the equlvalent protection of a 168-bit key (3x56) as one might
naively expect,
Equipment that performs triple-DES decoding and/or encoding cannot be exported from the
United States.
3.3.2 Biowfish

Blowfish is a symmetric block cipher first presented by Schneier in 1994 {76]. It takes a
variable length key, from 32 bits to 448 bits, is unpatented, and is both license and royalty free. In
addition, it is much faster than DES,

The Blowfish algorithm consists of two parts: a key-expansion part and a data-encryption part.
Key expansion converts a key of at most 448 bits into several subkey arrays totaling 4168 bytes. Data
encryption occurs via a 16-round Feistel network. All operations are XORs and additions on 32-bit
words, with four index array lookups per round.

It should be noted that decryption is the same as encryption except that the subkey arrays are

used in the reverse order. Complexity of implementation is therefore reduced compared to other
algorithms that do not have such symimetry.



-5- [77] describes the published attacks which have been nounted on

Bl owfi sh, although the algorithmrenains secure as of February 1998 [79].
The major finding with these attacks has been the discovery of certain
weak keys. These weak keys can be tested for during key generation. For
nore information, refer to [77] and [79]. 3.3.3 RCS Designed by Ron Rivest
in 1995, ﬁﬁ@mf#ﬂ] has a vari abl e bl ock size, key size, and nunber of
rounds. Typically, however, it uses a 64-bit block size and a 128-bit key.
The RCS5 algorithmconsists of two partg:. a key-expansion part and a

dat a-encryption part. Key expansion converts a key into 2r+2 subkeys
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334 IDEA

Developed in 1990 by Lai and Massey [53], the first incarnation of the IDEA cipher was called
PES. After differential cryptanalysis was discovered by Biham and Shamir in 1991, the algorithm was
strengthened, with the result being published in 1992 as IDEA. [52].

IDEA uses 128-bit keys to operate on 64-bit plaintext blocks. The same algorithm is used for
encryption and decryption. It is generally regarded as the most secure block algorithm available today
[78][56].

The biggest drawback of IDEA is the fact that it is patented (US patent number 5,2 14,703,
issued in 1993}, and a license nmust be obtained from Ascom Tech AG (Bern) to use it
34 Asymmetric Cryptography

An asymmetric encryption algorithm is one where:

. the encryption function E relies on key K;,

| . the decryption function D relies on key K,,
. K2 cannot be derived from K, in a reasonable amount of time, and
. K1 cannot be derived from K, in a reasonable amount of time.

Thus: Ex[M]=C



Thus: EKI[M =C AUTH25-SG -6- DK2[C] = M These algorithns are also called
publ i c-key because one key K, can be nade public. Thus anyone can encrypt
a nmessage (using K,) but only the person with the correspondi ng decryption
key (K2) can decrypt and thus read the nmessage. I n nost cases, the
follomnng identity also holds: EK2Z[M = C DK [C=M This |dent|ty i's very
|nportantlﬂggﬁﬁ%e it inplies that anyone with the public key K, can see M
and know that it canme fromthe owner of K2. No-one el se could have
generated C because to do so would ioglLy know edge of K2. This gives rise
to a different application, unrelated to encryption - digital signatures.
The property of not bei ngeahkasto derive K, fromK2 and vice versa in a
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years [ 3@}pantdd 1994 a 129-digit nunber was factored %]n According to

Schnei er, you . eed a 1024-bit nunber to get the level of security today
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s tirgs, 34 3¢
his key l4 in 1990: ests 1628 bits or"?‘uef Sﬁl securi t
| ast i né tﬁ??m ﬂﬁ?mg%"%’%ﬁ%’ﬂ“ﬁ e tf“%?r‘m:h%g"d“@eewblﬁ by *P%fgtrqdh@omftfatsrer 2015 Y

[ 69]. Scirreres ey @g@@t‘@ <@ OUE scehiity of asmenatr@qigotitnds is Pasat Géle difBcuy Sget agai nst
COr por at ¢fowsprétiths M @mE) f@atn&nl%ﬁtdnbre %Qéﬁca[lgg e 1 Mls tI% al§e M%pré&égt d’gﬁ‘i"ap hy was

i nvent e d Hel | man J[g ly by
~ Merkle ?5 i:n]n%g) %Q&e@ﬂﬁﬁ h?fa QGWW ?f%?ﬁted?fdn f’r@laéﬁ“&aﬁe@nﬁe@ﬂmﬁ%fconcepts (US
pat ent sonmctze@towehaamomm&nmgsunnda%em@aft@me&atex hé Sbidn) 1997. A
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hybrid B b S12.046 I transmt a metric session
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al gori t AR Ray &8 Rt @Wf‘fidﬁ‘stkﬁ‘rlﬁth@ﬁm?@@ymslé?(ehct juggests K628 bindomEghunber i s

sinmply pastrity lasting unul 2005, and 1884 bits for high security lasting until 2015 [69]. Schneier suggests 2048
bits are required in order to protect against corporations and governments until 2015 [80].
Public key cryptography was invented in 1976 by Diffie and Hellman [15][16], and
independently by Merkie [57]. Although Diffie, Hellman and Merkle patented the concepts (US patent
numbers 4,200,770 and 4,218,5 82), these patents expired in 1997.

A number of public key cryptographic algorithms exist. Most are impractical to implement, and
many generate a very large C for a given M or require enormous keys. Still others, while secure, are far
too slow to be practical for several years. Because of this, many public key systems are hybrid - a public
key mechanism is used to transmit a symmetric session key, and then the session key is used for the
actual messages.

All of the algorithms have a problem in terms of key selection. A random number is simply not
secure enough. The two large primes p and q must be chosen carefully - there are certain weak

combinations that can be factored more easily (some of the weak keys can be tested for). But



secure enough. The two |arge prines p and g nust be chosen carefully -
there are certain weak conbinations that can be factored nore easily (sone
of the weak keys can be tested for). But AUTH25-SG -7- nonet hel ess, key
selection is not a sinple matter of randomy selecting 1024 bits for
exanpl e. Auq;onsequently the key selection process nust also be secure. O
the practi Cat™K| gorithnms in use under public scrutiny, the follow ng are
di scussed: RSA DSA ElGanal 3.4.1 RSA The RSA cryptosystem|[75], naned
after Rivest, Shamir, and Adl eman, is.fihe nost wdely used public key
cryptosystem and is a de facto standard in much of the world [78]. The
Se(r:rtl; rity dm;ﬁethésﬁ, @Emlﬂﬁimﬁdﬂﬁplfﬁﬂjeﬁﬁfrdﬁ_ﬂ&ﬂy Q%efztfnigqgﬂfttb;fs @ifl_ eﬁﬁrﬂ;ﬁéo” ng | a;ge
nunbers t t 0 rimes (p and q). ere are a number
of restri c?%e%l%éﬁéﬁl{gﬁsgg&gngrr%éﬁsﬁ%‘ﬁsE%ﬁgbpseéﬁa q. They should both be Iarge,
with a sim | arPffirBeicalglkomhnsin upandenpiblibertiyobefollovionee dsedkdier (ot herw se p
= g = '/lpqg). RsA addition, many authors have suggested thatp and g should
be strong pri R [ 56] . The Hell man-Bach patent (US patent nunber
4,633, 036) covers a nethod for generating strong RSA primes p and g such
that n =+pq amiGafgictoring n is believed to be conputationally infeasible.
The RSA aglgorigkhm patent was issued in 1983 (US patent nunber 4,405, 829).
The patent expires on Septenber 20, 2000. 3.4.2 DSA DSA (Digital Signature
Al gorithn) i st A GEIorEeEnl e SrgriadeRevepaitemipfand hdétenBingh fhainoSivgiagtiss e
- St andar dpt(bms&)fcz[;@%stenﬁsndiemmstdn&ar&iﬂ%%of%u)d&?ﬁ&}fOr general i zed
encryption. 'ﬁ"lfeasgc%tﬁ,h 4{%08 ared to RSA, _DSA1s 10 to 40 tines slower for
signature verifica oﬁ{%A ndyge feggnirotidditfioviiy ef factoriag layepoumbers dhetin g
al gor i t hi#f pradst oSpvomrives (B g3 Tire arbBAIbenof gariaiont dnalft gékdiaSof And 4[ ndi ng two
primes prignshotld 5856 h-hatinfla Shid 1 ding. to Schnejer [78], a
1024-bi tp,val ue is re%ﬁli red f%a%glﬁlgoﬁgc’f%%sr’%?%%ka%césgtﬁroﬁawt%ﬁgﬁe%‘?eﬁ% DSA
st andar d” ‘[qggﬁadﬁfB‘é’smﬁ’éﬁa“‘b‘é?frﬁV‘IS“%Ftﬁfb@atBﬁndmShwldgﬁ@lstr‘tnhamas@ﬂ Thets (p nust
al 50 be Hellmai-Bic b@enofUSGéredd nbriitior 4,393936)50/eR Y G RHEBE RIS ¢ Ltlgaggl%% Blgori thm
and has ng,]dgggﬁ&atqlllgj %gdfgc\{angt F%tent %US at ent gs 231,688 granted in
1993). However, according to° RFSTEL] e corpatirshly phedhlt and any forei gn
count erparts REPA pesritimseateat was issucdindP$3E(UB @aténonumberet, 405,890 The guyie W i tt en
per m ssiegyiref sr¥dptanbenry2g0ayTeNt  of royalties to the U.S. governnent.” In a
nuch strgngerdecl aration, NIST states in the sane docunent [61 ] that DSA
does not infringe third party's rights:
DSA (Digital Signature Algorithm) is an algorithm designed as part of the Digital Signature
Standard (DSS) [29]. As defined, it cannot be used for generalized encryption, In addition, compared to

RSA, DSA is 10 to 40 times slower for signature verification [40]. DSA explicitly uses the SHA-1
hashing algorithm {see Section 3.6.3.3).
DSA key generation relies on finding two primes p and ¢ such that ¢ divides p-1. According to
Schneier [78], a 1024-bit p value is required for long term DSA security. However the DSA standard
[29] does not permit values of p larger than 1024 bits (p must also be a multiple of 64 bits).
The US Government owns the DSA algorithm and has at least one relevant patent (US patent
5,231,688 granted in 1993). However, according to NIST [61]:
"The DSA patent and any foreign counterparts that may issue are
available for use without any written permission Jfrom or any payment
of royalties to the U.S. government."
In a much stronger declaration, NIST states in the same document [61] that DSA does not
infringe third party's rights:
"NIST reviewed all of the asserted patents and concluded that
none of them would be infringed by DSS. Extra protection will be
written into the PK1 pilot project that will prevent an

organization or individual from suing anyone except the



KIST reviewed all of the asserted patents and concluded that none of them
woul d be infringed by DSS. Extra protection will be witten into the PKI

pilot project that will prevent an organization or individual from suing
anyone except the AUTH25-SG -8- governnment for patent infringenment during
t he course T?If the project. " It nust however, be noted that the Schnorr

aut hent i cat'i on al gorithm[81] (US patent 4,995,6082) patent hol der clains
that DSA infringes his patent. The Schnorr patent is not due to expire
until 2008. 3.4.3 El Gamal The El Gantagk.scheme [22][23] is used for both
encryption and digital signatures. The security is based on the
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Using a copyright text (such as a haiku) as the password is not sufficient, because we are
assuming that anyone is able to copy the password (for example in a country where intellectual property
is not respected).

The idea of cryptographic challenge-response protocols is that one entity (the claimant) proves
its identity to another (the verifier) by demonstrating knowledge of a secret known to be associated with
that entity, without revealing the secret itself to the verifier during the protocol [56]. In the generalized
case of cryptographic challenge-response protocols, with some schemes the verifier knows the secret,

while in others the secret is not even known by the verifier. A good overview of these protocols can be
found in [25], [78], and [56].

Since this document specifically concerns Authentication, the actual cryptographic challenge-
response protocols used for authentication are detailed in the appropriate sections. However the concept
of Zero Knowledge Proofs bears mentioning here.

The Zero Knowledge Proof protocol, first described by Feige, Fiat and Shamir in {24] is
extensively used in Smart Cards for the purpose of authentication [34][36]{67]. The protocol's

effectiveness is based on the assumption that it is computationally infeasible to compute square roots
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because?’&s not even used by F. However the output from F will be different for different

implementations. This kind of F is therefore not of interest.

In the scope of this document, we are interested in the following forms of one-way functions:

. Encryption using an unknown key
. Random number sequences

. Hash Functions

. Message Authentication Codes

3.6.1  Encryption Using an Unknown Key

When a message is encrypted using an unknown key K, the encryption function E is effectively
one-way. Without the key K, it is computationally infeasible to obtain M from EK[M]. An encryption
function is only one-way for as long as the key remains hidden.

An encryption algorithm does not create collisions, since E creates EK[M] such that it is

possible to reconstruct M using function D. Consequently F[X] contains at least as many bits as X (no

information is lost) if the one-way function F is E.
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unknown key K, the encryption function Eis effectively one-way. Wthout
the key K, it is conputationally infeasible to obtain MfromEK[M. An
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random nunber Thenae alxge minkbat of gescoatemodwittadrfiong odes®m dutbdr #@ratorsBl um Bl um
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successi fddmllédhs of a fair coin ". They defined the x2 nod n generator |
10], nore The majority of random number generators produce the i random number from the i-J™ state -

the only way to determine the i number is to iterate from the 0® number to the /2. If i is large, it may not
be practical to wait for { iterations.

However there is a type of random number generator that does allow random access. In {101,
Blum, Blum and Shub define the ideal generator as follows: ”... we would like a pseudo-random
sequence generator 10 quickly produce, from short seeds, long sequences (of bits) that appear in every
way to be generated by successive flips of a fair coin”. They defined the x* mod n generator [10], more
commonly referred to as the BBS generator. They showed that given certain assumptions upon which
modern cryptography relies, a BBS generator passes extremely stringent statistical tests.

The BBS generator relies on selecting n which is a Blum integer (1 = pg where p and q are large
prime numbers, p # ¢, p mod 4 = 3, and ¢ mod 4 = 3). The initial state of the generator is given by xg
where x, = x* mod #, and x is a random integer relatively prime to #. The i pseudo-random bit is the
least significant bit of x; where:

X;- sz mod n
As an extra property, knowledge of p and g allows a direct calculation of the i number in the

sequence as follows:
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to fix 6d3.6.3 Hash Functions

Special one-way functions, known as Hash functions, map arbitrary length messages to fixed-
length hash values. Hash functions are referred to as H[M]. Since the input is of arbitrary length, a hash
function has a compression component in order to produce a fixed length output. Hash functions also
have an obfuscation component in order to make it difficuit to find collisions and to determine
information about M from H{M].

Because collisions do exist, most applications require that the hash algorithm is preimage
resistant, in that for a given X it is difficult to find X, such that H{X,] = H[X;]. In addition, most
applications also require the hash algorithm to be collision resistant (i.e. it should be hard to find two
messages X, and X such that H[X ] = H[X,]). However, as described in [20], it is an open problem

whether a collision-resistant hash function, in the ideal sense, can exist at all.
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recently, collisions have been found. This means that MD5 should not be used for compression in digital

signature schemes where the existence of collisions may have dire consequences. However MD35 can still

be used as a one-way function. In addition, the HMAC-MDS3 construct (see Section 3.6.4.1) is not
affected by these recent attacks.

3.6.3.3 SHA-1

SHA-1 [28) is very similar to MDsS, but has a 160-bit hash value {MD5 only has 128 bits of
hash value). SHA-1 was designed and introduced by the NIST and NSA for use in the Digital Signature
Standard (DSS). The original published description was called SHA [27], but very soon afterwards, was
revised to become SHA-1 [28], supposedly to correct a security flaw in SHA (although the NSA has not
released the mathematical reasoning behind the change).

There are no known cryptographic attacks against SHA-1 [78]. It is also more resistant to brute
force attacks than MD4 or MD5 simply because of the longer hash result.
The US Government owns the SHA-1 and DSA algorithms (a digital signature authentication

algorithm defined as part of DSS [29]) and has at least one relevant patent (US patent 5,231,688 granted
in 1993). However, according to NIST [o1]:
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RIPEMD-160.

RIPEMD-160 is in the public domain, and requires no licensing or royalty payments.
3.64  Message Authentication Codes

The problem of message authentication can be summed up as follows:

How can A be sure that a message supposedly from B is in Jact from B?

Message authentication is different from entity authentication (described in the section on
cryptogtaphic challenge-response protocols). With entity authentication, one entity (the claimant) proves
its identity to another (the verifier). With message authentication, we are concerned with making sure
that a given message is from who we think it is from i.c. it has not been tampered with en route from the
source to its destination. While this section has a brief overview of message authentication, a more
detailed survey can be found in [86].

A one-way hash function is not sufficient protection for 2 message. Hash functions such as MD5
rely on generating a hash value that is representative of the original input, and the original input cannot

be derived from the hash value. A simple attack by E, who is in-between A and B, is to intercept the
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. Hardware/software requirements - keyed one-way hash functions are typically far less complex
than their encryption-based counterparts; and
. One-way hash function implementations are not considered to be encryption or decryption
devices and therefore are not subject to US export controls.
It should be noted that hash functions were never originally designed to contain a key or to
support message authentication. As a result, some ad hoc methods of using hash functions to perform
message authentication, including various functions that concatenate messages with secret prefixes,
suffixes, or both have been proposed [56] [78]. Most of these ad hoc methods have been successfully
attacked by sophisticated means {42]{64][65]. Additional MACs have been suggested based on XOR
schemes [8] and Toeplitz matrices [49] (including the special case of LFSR-based (Linear Feed Shift
Register} constructions),
3.6.41 HMAC
The HMAC construction [6][7] in particular is gaining acceptance as a solution for Internet
message authentication security protocols. The HMAC construction acts as a wrapper, using the

underlying hash function in a black-box way. Replacement of the hash function is straightforward if
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fol | owi ng def ﬁi ti g@ée:se“%kgsp{%éiW MERffEE i on (e.g. MD5 or SHA-1) n =
nunber of bit adut plr3sirearedds(temeg. 160 for SHA-1, 128 bits for MD5) M =

the data,to wyjgh Uﬁ%d\{p}%fe [on is to be applied K = the secret key
shared by the ;Emwo parti gsat &Jaﬁgﬁc?g): Ox36 repeated 64 tinmes opad = OxSC

i
repeat ed 64 tﬁW@HﬁoméaﬁﬂgWithm is as follows: 1. Extend K to 64
byt es by lappeBgeRE 8ONRBY Apeddrg 00 boRcko @ el or®. XOR the 64 byte string

created hn (1 i i 3. e data stream Mto the 64 byte string
created ib'n (2 oF] .e%i\%)%?%nﬁcf%g?ﬁzﬂs“imggﬁ% generated in (3) 5. XOR the 64

byte string cPregiddara stigag M todieohbidperhereatépipéid the H result from (4) to the
64 byte &tringppleswlid siehnf fetdRiddd 3)7. Apply H to the output of (6) and

output t P,e r e&Hl(tthe 64 byte string created in (1) with opad

6. Append the H result from (4) to the 64 byte string resulting from (5)
7. Apply H to the output of (6) and output the result
Thus:

HMAC[M] = H[(K ® opad) | H{(K @ ipad) | M]]
The recommended key length is at least » bits, although it should not be longer than 64 bytes
(the length of the hashing block). A key longer than # bits does not add to the security of the function.
HMAC optionally allows truncation of the final output e.g. truncation to 128 bits from 160 bits.
The HMAC designers' Request for Comments [51] was issued in 1997, one year after the
algorithm was first introduced. The designers claimed that the strongest known attack against HMAC is
based on the frequency of collisions for the hash function H (see Section 5.5.10), and is totally
impractical for minimally reasonable hash functions:
As an example, if we consider a hash function like MD5 where the output length is
128 bits, the attacker needs to acquire the correct message authentication tags
computed (with the same secret key K} on about 264 lmown plaintexts. This would
require the processing of at least 264 blocks under H, an impossible task in any
realistic scenario (for a block length of 64 bytes this would take 250,000 years in a
continuous 1 Gbhps link, and without changing the secret key K all this time). This

attack could become realistic only if serious flaws in the collision behavior of the
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There is no need for the attacker to crack the encryption mechanism other than to know which nessage
to play to B (while pretending to be A). Consequently messages ofien include a random number and a
time stamp to ensure that the message {and hence its encrypted counterpart) varies each time.

Random number generators are also often used to generate keys. Although Klapper has recently
shown [45] that a family of secure feedback registers for the purposes of building key-streams does exist,
he does not give any practical construction. It is therefore best to say at the moment that all generators
are insecure for this purpose. For example, the Berlekamp-Massey algorithm {54], is a classic attack on
an LFSR random number generator. If the LFSR is of length , then only 2# bits of the sequence suffice
to determine the LFSR, compromising the key generator.

If, however, the only role of the random number generator is to make sure that messages vary
over time, the security of the generator and seed is not as important as it is for session key generation, If

however, the random number seed generator is compromised, and an attacker is able to calculate fature

"random" numbers, it can leave some protocols open to attack. Any new protocol should be examined
with respect to this situation.
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a given input, an attacker could sinply record the nessages and play them
back to fool B. There is no need for the attacker to crack the encryption
mechani s OtHer than to know whi ch nmessage to play to B (while pretending
to be A). Consequently nessages often include a random nunber and a tine
stanp to ensure that the nessage (andihence its encrypted counterpart)
vari es each time. Random nunber generators are also often used to generate
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The attack styles and the forms they take are detailed below.

This section does not suggest solutions to these attacks. It merely describes each attack type,
The examination is restricted to the context of an authentication chip (as opposed to some other kind of
system, such as Internet authentication) attached to some System.
3.8.1 Logical Attacks

These attacks are those which do not depend on the physical implementation of the

cryptosystem. They work against the protocols and the security of the algorithms and random number

generators.
3.8.1.1 Ciphertext only attack

This is where an attacker has one or more encrypted messages, all encrypted using the same
algorithm. The aim of the attacker is to obtain the plaintext messages from the encrypted messages.
Ideally, the key can be recovered so that all messages in the future can also be recovered.

3.8.1.2 Known plaintext attack



aut hentication part of the chip can cone under physical attack. Physical
attacks cone in four main ways, although the formof the attack can vary:
Bypassing the security chip altogether Physical exam nation of the chip
while in operation (destructive and non-destructive) Physi cal
deconposition of chip Physical alteration of chip The attack styles and
the forms"{H&% ake are detailed bel ow. This section does not suggest
solutions to these attacks. It merely describes each attack type. The
exam nation is restricted to the contegxt. of an authentication chip (as
opposed to sone other kind of system such as Internet authentication)
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added ability to modify subsequent chosen plaintexts based upon the results of previous experiments.
This is certainly the case with any system / authentication chip scenario described for consumables such

as photocopiers and toner cartridges, especially since both systems and consumables are made available
to the public,

3.8.1.5 Brute force attack

A guaranteed way to break any key-based cryptosystem algorithm is simply to try every key.
Eventually the right one will be found. This is known as a brute Jorce attack. However, the more key
possibilities there are, the more keys must be tried, and hence the longer it takes (on average) to find the
right one. If there are N keys, it will take a maximum of N tries. If the key is N bits long, it will take a
maximum of 2V tries, with a 50% chance of finding the key after only half the attempts (2™'). The longer
N becomes, the longer it will take to find the key, and hence the more secure the key is. Of course, an
attack may guess the key on the first try, but this is more unlikely the longer the key is.

Consider a key length of 56 bits. In the worst case, all 2°° tests (7.2 x 10" tests) must be made
to find the key. In 1977, Diffie and Hellman described a specialized machine for cracking DES,

consisting of one million processors, each capable of running one million tests per second [17]- Sucha

machine would take 20 hours to break any DES code.



chosen pl ai ntext attacks since the cryptanal yst can logically pretend
he/she is the system and thus send any chosen bit-pattern streans to the
aut hentication chip. 3.8.1.4 Adaptive chosen plaintext attacks This type of
attack is simlar to the chosen plaintext attacks except that the attacker
has the added ability to nodify subsequent chosen plaintexts based upon

t he resul #§H&¥%r evi ous experinments. This is certainly the case with any
system/ authentication chip scenario descri-bed for consumabl es such as
phot ocopi ers and toner cartridges, espgcially since both systens and
consunmabl es are nade available to the public. 3.8.1.5 Brute force attack A
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quantum computer, 2*! tests are required to crack a 160 bit key.

3.8.1.8 Purposeful error attack

With certain algorithms, attackers can gather valuable information from the results of 2 bad
input. This can range from the error message text to the time taken for the error to be generated,

A simple example is that of a userid/password scheme. If the error message usnally says "Bad
userid”, then when an attacker gets a message saying "Bad password" instead, then they know that the
userid is correct. If the message always says "Bad userid/paésword" then much less information is given
to the attacker. A more complex example is that of the recent published method of cracking encryption
codes from sccure web sites [41]. The attack involves sending particular messages to a server and
observing the error message responses. The responses give enough information to leam the keys - even
the lack of a response gives some information.

An example of algorithmic time can be seen with an algorithm that returns an error as soon as
an erroneous bit is detected in the input message. Depending on hardware implementation, it may be a

simple method for the attacker to time the response and alter each bit one by one depending on the time



i s thought possible to extend this to 6 qubits (with 64 sinultaneous
coherent states) within a few years. Unfortunately, every additional qubit
hal ves the relative strength of the signal representing the key. This
rapi dly becones a serious inpedinment to key retrieval, especially with the
| ong keys used in cryptographically secure systens. As a result, attacks
on a crypt'B8Pahi cal |y secure key (e.g. 160 bits) using a Quantum Conput er
are likely not to be feasible and it is extrenely unlikely that quantum
conmputers will have achieved nore thaw-50 or so qubits within the
commercial lifetime of the authentication chips. Even using a 50 qubit
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shares your bﬂege%%@cks made against the chaining nature of hash functions. They focus on the
compression function of a hash function. The idea is based on the fact that a hash function generally

takes arbitrary length input and produces a constant length output by processing the input # bits at a time,
The output from one block is used as the chaining variable set into the next block. Rather than finding a
collision against an entirc input, the idea is that given an input chaining variable set, to find a substitute
block that will result in the same output chaining variables as the proper message.

The number of choices for a particular block is based on the length of the block. If the chaining
variable is ¢ bits, the hashing function behaves like a random mapping, and the block length is b bits, the
number of such b-bit blocks is approximatety 2° / 2°. The challenge for finding a substitution block is that
such blocks are a sparse subset of all possible blocks.

For SHA-1, the number of 512 bit blocks is approximately 2°'%/2'%°, or 2**. The chance of
finding a block by brute force search is about 1 in 2%,

3.8.1.11 Substitution with a complete lookup table
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Most algorithms were strengthened against differential cryptanalysis once the process was
described. This is covered in the specific sections devoted to each cryptographic algorithm. However
some recent algorithms developed in secret have been broken because the developers had not considered
cettain styles of differential attacks [91] and did not subject their algorithms to public scrutiny,
3.8.1.14 Message substitution attacks

In certain protocols, a man-in-the-middle can substitute part or all of a message. This is where a
real authentication chip is plugged into a reusable clone chip within the consumable. The clone chip
intercepts all messages between the system and the authentication chip, and can perform a number of
substitution attacks.

Consider a message containing a header followed by content. An atiacker may not be able to

generate a valid header, but may be able to substitute their own content, especially if the valid response is



the date as the address. |If the test code is a pseudo-random nunber using
either the serial nunber or the date as a seed, then the clone
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the system would send out a "disable" message. However the new micro-controller would simply detect
this message and not pass it on to the consumer’s satellite TV system.,
3.8.1.17 Garrote/bribe attack '

If people know the key, there is the possibility that they could tell someone else. The telling
may be due to coercion (bribe, garrote etc.), revenge (e.g. a disgruntled employee), or simply for
principle. These attacks are usually cheaper and easier than other efforts at deducing the key. As an
example, a number of people claiming to be involved with the development of the Divx standard have
recently (May/June 1998) been making noises on a variety of DVD newsgroups to the effect they would
like to help develop Divx specific cracking devices - out of principle.

3.8.2  Physical Attacks

The following attacks assume implementation of an authentication mechanism in a silicon chip
that the attacker has physical access to. The first attack, Reading ROM, describes an attack when keys
are stored in ROM, while the remaining attacks assume that a secret key is stored in Flash memory.

3.8.2.1 Reading ROM



It may be that there are problens in the authentication protocols that can
all ow a bypass of the authentication process altogether. Wth these kinds
of attacks the key is conpletely irrelevant, and the attacker has no need
to recover it or deduce it. Consider an exanple of a systemthat
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trusted chip to interrogate a trusted authentication chip in order to obtain the "correct answer". If this is

50, a clone manufacturer would not have to determine the key. They would only have to trick the system
into using the responses from the system authentication chip.

The alternative method of usurping the authentication process follows the same method as the
logical attack described in Section 3.8.1.16, involving simulated loss of contact with the system
whenever authentication processes take place, simulating power-down ete.

3.8.2.4 Modification of system

This kind of attack is where the system itself is modified to accept clone consumables. The
attack may be a change of system ROM, a rewiring of the consumable, or, taken to the extreme case, a
completely clone system.

Note that this kind of attack requires each individual system to be modified, and would most
likely require the owner's consent. There would usually bave to be a clear advantage for the consumer to
undertake such a modification, since it would typically void warranty and would most likely be costly.

An example of such a modification with a clear advantage to the consumer is a software patch to change



Once the circuitry has been analyzed the inner workings of the chip's

al gorithm can be recovered. Lucent Technol ogi es have devel oped an active
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register change over time will reveal the exact value at time ¢+#, and if the data is part of the key, then

that part is compromised.
3.8.2.8 Viewing the keys using an SEPM

A non-invasive testing device, known as a Scanning Electric Potential Microscope (SEPM),
allows the direct viewing of charges within a chip [37]. The SEPM has a tungsten probe that is placed a
few micrometers above the chip, with the probe and circuit forming a capacitor. Any AC signal flowing
beneath the probe causes displacement current to flow through this capacitor. Since the value of the
current change depends on the amplitude and phase of the AC signal, the signal can be imaged. If the
signal is part of the key, then that part is compromised.
3.8.2.9 Monitoring EMI A

Whenever electronic circuitry operates, faint electromagnetic signals are given off. Relatively
inexpensive equipment can monitor these signals and could give enough information to allow an attacker

- to deduce the keys.

3.8.2.10 Viewing I4 fluctuations



an el ectron beam the keys could be recorded as they are read fromthe
internal non-volatile nenory and | oaded into work registers. These forns
of conventional probing require direct access to the top or front sides of
the IC while it is powered. 3.8.2.6 Direct viewing of the non-volatile
menory If the chip were sliced so that the floating gates of the Fl ash
nmenory were8RBosed, without discharging them then the key coul d probably
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net effect is the same as a clock glitch - introduction of error in the execution of a particular instruction.

The idea is to stop the CPU from XORing the key, or from shifting the data one bit-position ete. Specific

instructions are targeted so that information about the key is revealed.

3.8.2.14 Overwriting ROM
Single bits in a ROM can be overwritten using a laser cutter microscope [1], to either 1 or 0

depending on the sense of the logic. If the ROM contains instructions, it may be a simple matter for an

attacker to change a conditional jump to a non-conditional jump, or perhaps change the destination of a

register transfer. If the target instruction is chosen carefully, it may result in the key being revealed.

3.8.2.15 Modifying EEPROM/Flash
These attacks fall into two categories:

. those similar to the ROM attacks except that the laser cutter microscope technique can be used
to both set and reset individual bits. This gives much greater scope in terms of modification of
algorithms.

. Electron beam programming of floating gates. As described in [87] and [32], a focused electron

beam can change a gate by depositing electrons onto it. Damage to the rest of the circuit can be



key. Attacks such as these have already been used to break smart cards
[46]. 3.8.2.11 Differential Fault Analysis This attack assunes introduction
of a bit error by ionization, mcrowave radiation, or environnental

stress. In nost cases such an error is nore likely to adversely affect the
chip (e.%H cause the programcode to crash) rather than cause beneficial
changes WHITEAS%woul d reveal the key. Targeted faults such as ROM overwrite,
gate destruction etc. are far nore likely to produce useful results.
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includes BIST (Built In Self Test) and scan paths. Quite often the scan paths and test circuitry includes

access and readout mechanisms for all the embedded latches. In some cases the test circuitry could

potentially be used to give information about the contents of particular registers.

7 Test circuitry is often disabled once the chip has passed all manufacturing tests, in some cases
by blowing a specific connection within the chip. A determined attacker, however, can reconnect the test
circuitry and hence enable it.
3.8.2.19 Memory remanence

Values remain in RAM long after the power has been removed [35], although they do not
remain long enough to be considered non-volatile. An attacker can remove power once sensitive
information has been moved into RAM (for example working registers), and then attempt to read the
valtue from RAM. This attack is most useful against security systems that have regular RAM chips. A
classic example is cited by [1], where a security system was designed with an automatic power-shut-off
that is triggered when the computer case is opened. The attacker was able to simply open the case,

remove the RAM chips, and retrieve the key because the values persisted.



menory. 3.8.2.16 Gate destruction Anderson and Kuhn described the runp
session of the 1997 workshop on Fast Software Encryption [1], where Bi ham
and Shamr presented an attack on DES. The attack was to use a | aser

cutter to destroy an individual gate in the hardware inplenentation of a
known bl ock cipher (DES). The net effect of the attack was to force a
particular bit of a register to be "st@@k". Bi ham and Shamr described the
effect of forcing a particular register to be affected in this way - the
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25 ﬂrst secret key, in the trusted authentication chip;
passing the encrypted random number and signature from the trusted authentication chip to an
untrusted authentication chip;
decrypting the encrypted random number and signature with a symmetnc decryption function
using the first secret key, in the untrusted authentication chip;
30 calculating a signature for the decrypted random number using the signature function in the
untrusted authentication chip; '
comparing the signature calculated in the untrusted authentication chip with the signature
decrypted;
in the event that the two signatures match, encrypting the decrypted random number together
35  with a data message read from the untrusted chip by the symmetric encryption function using a second
secret key and returning it together with the data message to the trusted authentication cl:up, -
encrypting the random number together with the data message by the symmetric encryption

function using the sccond secret key, in the trusted authentication chip;



3.8.2.20 Chip theft attack If there are a nunber of stages in the lifetine
of an authentication chip, each of these stages nust be exam ned in terns
of ram fications for security should chips be stolen. For exanple, if
information is programmed into the chip in stages, theft of a chip between
stages may allow an attacker 5 to have access to key information or reduced
efforts for attack. Simlarly, if a chi2p-is stolen directly after
manuf act ure but before programm ng, does it give an attacker any |ogical or
physi cal advantage? 3.8.2.21 Trojan horse attack At sone stage the

aut hent i cat i on cestriapeg tha fyp vistions pisha randemadumper preppigdiogatier widhihe Blamsessze an

att acker tmli,glme@n@i@,@m@g{m&@mtﬁ&ggﬁh&r&%hi p and adds it to the pile of
chips to be proqganne . The attacker 1 i

.has especi al built .the clone
chip so that i tTHFEERE A BeKERws TP popsidREe fep ‘“g"&fh%fé'ﬁ‘t“f’%%{‘r‘ﬂaé‘ %€hi p, but
w | | gi veddtdveeskegytodeitalitio t he attacker when a special attacker-known. command
i's issyed to thg. CRL B, i%n'n?ﬁz‘g(nﬁglst 4 DBeALLRE KB anl U b AYEARGE §SakO the chip
~after the progrannlngrﬁas aken pface, as we as p%y5|ca access’'to add
the Trojan- horse authentication chip to the genuine chips. 15 SUWARY OF
THE | NVENTI ON 20 A nethod for validating the existence of an untrusted
aut hentication chip iss provided. The nethod includes the steps of
generating a secret random nunber and cal culating a signature for the
random nunber using a signature function, in a trusted authentication
chi p; encrypting the random nunber and the signature using a symetric
encryption function.using a 25 first secret key, in the trusted o
aut henti cati on chip; passing the encrypted random nunber and signature from
the trusted authentication chip to an untrusted authentication chip;
decrypting the encrypted random nunber and signature with a symetric
decryption function wusing the first secret key, in the untrusted
aut henti cation chip; 30 calculating a signature for the decrypted random
nunber using the signature function in the untrusted authentication chip;
conparing the signature calculated in the untrusted authentication chip
with the signature decrypted; in the event that the two signatures match
encrypting the decrypted random nunber together 35 with a data nessage
read fromthe untrusted chip by the symmetric encryption function using a
second secret key and returning it together with the data nessage to the
~trusted authentication chip; encrypting the random nunber together with the
dat a nessage by the symmetric encryption function using the second secret
key, -in the trusted authentication chip; 28 conparing the two versions
of the random nunber encrypted together wth the data nessage




using the second key, in the trusted authentication chip; in the event that
the two versions nmatch, considering the untrusted authentication chip and
the data nessage to be valid; 5 otherw se, considering the untrusted

aut hentication chip and the data nessage to be invalid. AUTH25-SG - 29-

BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1 is a data flow diagramfor single
chip aut fif3S&tion. Fig.2 is a data flow di agram for double chip
authentication. Fig. 3 is a data flow diagramfor Protocol P 1. Fig. 4 is
a data flow diagramfor Protocol P2. -26i.g.5 is a data flow diagram for
Protocol P3. Fig. 6 is a data flow diagramfor read authentication using
Pr ot ocol KRIEF DESQRIPTION OF That BRAWIMGSET agr am for read aut henticati on using
Prot ocol C2. -ig. 81 a.data.fl.o i.agram f.or read authentication using
Protocol Co. P e el iP gl it ALARARARY [ R0 o e LFeR
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unaut hori sed Tiddfi ' p Blagkdpgragof ydeckdlier BEST MODES OF THE | NVENTION 4
Requi renment s [Exd. st i B@irciDLibtrdnOsTS tinpetdoection Gl em of aut henti cati ng
consunmabl es hayve.fypical l.v relied aon ts.. cover] hysi.cal. packagi ng.
oevor o hi's. diei UReSR) Ao el R RAOE o RSt LSRR W ohap 1201 10
count ri egetggtipmlingegieilhdust ri al property protection. Consequently a nuch
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therefor%e bui It int q.an aut hentication chip that is enbedded in the

consumablPEVEAT AT BWE a systemto authenticate that consumabl e securely and

easily. Limt iFiggM is a circuit diagram of the normal FET implementation of a CMOS inverter.

Fig. 15 is voltage/current diagram for the transistors of the CMOS inverter of Fig. 14.

Fig. 16 is a circuit diagram of the FET implementation of a non-flashing CMOS inverter.
Fig. 17 is impedance diagram for the transistors of the CMOS inverter of Fig. 16.

Fig. 18 is a flow diagram of a method of protecting the authentication chip from unauthorised

modification of values,

BEST MODES OF THE INVENTION
4 Requirements

Existing solutions to the problem of authenticating consumables have typically relied on patents
covering physical packaging. However this does not stop home refill operations or clone manufacture in
countries with weak industrial property protection. Consequently a much higher level of protection is
required.

The authentication mechanism is therefore built into an authentication chip that is embedded in
the consumable and allows a system to authenticate that consumable securely and easily. Limiting
ourselves to the system authenticating consumables (we don't consider the consumable authenticating the
system), two levels of protection can be considered:

Presence Only Authentication:
This is where only the presence of an authentication chip is tested. The authentication chip can

be removed and used in other consumables as long as be used indefinitely.



ourselves to the system aut henticating consunmabl es (we don't consider the
consunmabl e authenticating the system, tw |levels of protection can be
consi dered: Presence Only Authentication: This is where only the presence
of an authentication chip is tested. The authentication chip can be
renoved and used in other consumabl es as |ong as be used indefinitely.
AUTH25- SGYTEESCconsumabl e Lifetime Authentication: This is where not only
is the presence of the authentication chip tested for, but also the

aut hentication chip nmust only last th&0lifetine of the consunable. For the
chip to be re-used it nust be conpletely erased and reprogramed. The two
| evel s ofCopswtabbiifettmeatidhaseatinf f erent requirenents. We are primarily
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bei ng used i | i d. phot ocopi er.. For Pres e Only authentication, we
must be é?grﬁtflégrhfﬁ” gseétﬁﬂlﬁ%‘ P I Ep eiacg" physically present. For
Consumabhé Li Asthemtizathaxt henti cati on we al so need to be assured that state

data actual l'y Iﬁ%ﬁlenufcﬁtﬁﬁr}eﬁmm@ﬂg gy I‘?&Eﬂc@@n@ L’Hdeon&&leé ]ﬂ@hm& t has not been
altered en route. These |Issues cannot be separated - gﬁbeen
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secunty method that has not been scrutinized by security experts. The primary requirement therefore is to
provide authentication by means that have withstood the scrutiny of experts.
The authentication scheme used by the authentication chip should be resistant to defeat by

logical means. Logical types of attack are extensive, and attempt to do one of three things:

. Bypass the authentication process altogether
. Obtain the secret key by force or deduction, so that any question can be answered
. Find enough about the nature of the authenticating questions and answers in order to, without

the key, give the right answer to each question.

The logical attack styles and the forms they take are detailed in Section 3.8.1.

The algorithm should have a flat keyspace, allowing any random bit string of the required length
to be a possible key. There should be no weak keys.

The examination of a solution to the requirement of authentication is examined in Section 5.

4.2 Data Storage Integrity



t he key, give the right answer to each question. The | ogical attack styles
and the forns they take are detailed in Section 3.8.1. The al gorithm should
have a flat keyspace, allow ng any randombit string of the required |length
to be a possible key. There should be no weak keys. The exam nation of a
solution to the requirenent of authentication is examned in Section 5.

4.2 Dat a 8P aFe Integrity AUTH25-SG -31 Al though aut hentication protocols
take care of ensuring data integrity in comruni cated nessages, data
storage integrity is also required. Twp.kinds of data nust be stored within
the authentication chip: Authentication data, such as secret keys
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Consumable state data can be divided into the following types. Depending on the application,

there will be different numbers of each of these types of data items.

. Read Only

. ReadWrite

. Decrement Only

Read Only data needs to be stored in the chip during a manufacturing/programming stage of the

chip's life, but from then on should not be allowed to change. Examples of Read Only
data items are consumable batch numbers and serial numbers.

ReadWrite data is changeable state information, for example, the last time the particular
consumable was used. ReadWrite data items can be read and written an unlimited
number of times during the lifetime of the consumable. They can be used to store any
state information about the consumable. The only requirement for this data is that it
needs to be kept in non-volatile memory. Since an attacker can obtain access to a
system (which can write to ReadWrite data), any attacker can potentially change data
fields of this type. This data type should not be used for secret information, and must
be considered insecure.

Decrement Only data is used to count down the availability of consumable resources. A photocopier's

toner cartridge, for example, may store the amount of toner remaining as a Decrement



nunber of tinmes during the lifetine of the consunmable. They can be used to
store any state information about the consunable. The only requirenent for
this data is that it needs to be kept in non-volatile nenory. Since an
attacker can obtain access to a system (which can wite to ReadWite
data), any attacker can potentially change data fields of this type. This
data typéVYBR&EFd not be used for secret information, and nust be

consi dered insecure. Decrenment Only data is used to count down the

avai lability of consumabl e resources.3A photocopier's toner cartridge, for
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Regardless of the authentication scheme used, the circuitry of the authentication part of the chip must be

resistant to physical attack. Physical attack comes in four main ways, although the form of the attack can

vary:

. Bypassing the authentication chip altogether

. Physical examination of chip while in operation (destructive and non-destructive)
. Physical decomposition of chip

) Physical alteration of chip

The physical attack styles and the forms they take are detailed in Section 3.8.2.

Ideally, the chip should be exportable from the USA, so it should not be possible to use an
authentication chip as a secure encryption device. This is low priority requirement since there are many
companies in other countries able to manufacture the authentication chips. In any case, the export
restrictions from the USA may change.

The examination of a solution to the requirement of manufacture is examined in Section 10.

5 Authentication
Existing solutions to the problem of authenticating consumables have typically relied on

physical patents on packaging. However this does not stop home refill operations or clone manufacture
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aut henti cation, chi uire nt| t| 0 rrocess, in all cases
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Wiet her %ﬁn&gﬂi&l p%csg,“pall cases the system authenticates the consumable. Certain protocols will work

with either one or two chips, while other protocols only work with two chips. Whether one chip or two

authentication chips are used the system is still responsible for making the authentication decision.
5.0.1  Single Chip Authentication '

When only one authentication chip is used for the authentication protocol, a single chip 10
(referred to as ChipA) is responsible for proving to a system 11 (referred to as Systenr) that it is authentic.
At the start of the protocol, System 11 is unsure of ChipA's authenticity. System 11 undertakes a
challenge-response protocol with ChipA 10, and thus determines ChipA's authenticity. In all protocols
the authenticity of the consumable 12 is directly based on the authenticity of the chip associated with it,
i.e. if ChipA 10 is considered authentic, then the consumable 12, in which chip 10 is placed, is
considered authentic. The data flow can be seen in Figure 1, and involves a challenge 13 issued from the

system, and a response 14 returned by the chip 10.
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Al t hough the authentication chip, can Coﬂéﬂﬁn state i nformation, the
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one or ent| cation chip .1 Protocol P1 Protocol Pl is a double
chip proﬂréol P("F‘W@}Péut hent i catl on ch| ps are required). Each authentication
chi p cont ai nspiotaen] PDis l amible@hiy aloté&s (two authentication chips are required). Each

authentication chip contains the following values:
K Key for Fx[X]. Must be secret.
R Current random number. Does not have to be secret, but must be seeded with a
different initial valve for each chip instance. Changes with each invocation of the
Random function.
Each authentication chip contains the following logical functions:

Random]j Returns R, and advances R to next in sequence.

S[X] Returns Sg[X], the result of applying a digital signature function S to X based upon the
secret key K. The digital signature must be long enough to counter the chances of
someone generating a random signature. The length depends on the signature scheme
chosen (see below).

The protocol is as follows:
1. System 21 requests 30 Random[] from ChipT 23;
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system. The Random function does not strictly have to be in the authentication chip, since

System can potentially generate the same random number sequence. However it simplifies the

design of System and ensures the security of the random number generator will be the same for

all implementations that use the authentication chip, reducing possible error in system

implementation.

Protocol P1 has several advantages:

. K is not revealed during the authentication process
. Given X, a clone chip cannot generate Sg[X] without K or access to a real authentication Chip.
. Systemn is easy to design, especially in low cost systems such as ink-jet printers, as no

encryption or decryption is required by System itself,

. A wide range of keyed signature functions exists, including symmetric cryptography, random
number sequences, and message authentication codes.

. Keyed signature functions (such as one-way functions) require fewer gates and are easier to
verify than asymmetric algorithms).

. Secure key size for a keyed signature functions does not have to be as large as for an
asymmetric (public key} algorithm. A key length of 128 bits provides adequate security if Sisa
symmetric cryptographic function, while a key length of 160 bits provides adequate security if S
is HMAC-SHAL

However there are problems with this protocol:
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aut henti cati on, ChI(PS in order to keep the key secure. This nmeans that each

Syst em r BHHFRE STyt hent i cation chip and each consumable requires an
Protocol P1 must be implemented with two authentication chips in order o keep the key secure,

This means that each System requires an authentication chip and each consumable requires an
authentication chip.
5.1.2 Protocol P2

In some cases, System may contain a large amount of processing power. Alternatively, for
instances of systems that are manufactured in large quantities, integration of ChipT into System may be
desirable. Use of an asymmetrical enctyption algorithm allows the ChipT portion of System to be
insecure. Protocol P2 therefore, uses asymmetric cryptography.

For this protocol, each chip contains the following values:

Kt ChipT only. Public key for encrypting. Does not have to be secret.
Ka ChipA only. Private key for decrypting. Must be secret.
R ChipT only. Current random number. Does not have to be secret, but must be seeded

with a different initial value for each chip instance. Changes with each invocation of

the Random function.
The following functions are defined:
E[X] ChipT only. Returns Exr[X] where E is asymmetric encrypt function E.
D[X] ChipA only. Returns Dy AJX] where D is asymmetric decrypt function D.

Random(] ChipT only, Returns R | Eg[R]. Advances R to next in random number sequence.
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“The data flow can Eéz setg 1 ure 4: Protocol P2 has the follow ng
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software or in Ins& art of System Only ChipA (in the
consunable) i sSireHur Kedind beebeam@e%fmeé e pafigreie gHn insqqpep hardware, &

as part of System. Only ChipA (in the consumable) is required to be a secure authentication

chip.
. IfChipTisa physical chip, System is easy to design.
. There are a number of well-documented and cryptanalyzed asymmetric algorithms to chose

from for implementation, including patent-free and license-free solutions.
However, Protocol P2 has a number of its own problems:

. For satisfactory security, each key needs to be 2048 bits (compared to minimum 128 bits for
symmetric cryptography in Protocol P1). The associated intermediate memory used by the
encryption and decryption algorithms is correspondingly larger.

. Key generation is non-trivial. Random numbers are not good keys.

. If ChipT is implemented as a core, there may be difficulties in linking it info a given System
ASIC.

. If ChipT is implemented as software, not only is the implementation of System open to

programming error and non-rigorous testing, but the integrity of the compiler and mathermatics
primitives must be rigorously checked for each implementation of System. This is more
complicated and costly than simply using a well-tested chip.

. Although many asymmetric algorithms are specifically strengthened to be resistant to
differential cryptanalysis (which is based on chosen text attacks), the private key K, is

susceptible to a chosen text attack
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for a di mco?‘pog'ated into a software System or be included as an ASIC core). Symmetric encryption can

therefore be safely used.

Protocol P3 therefore uses 2 sets of keys. The first key is used in ChipT to encrypt R and the
signature of R. The encrypted R is sent to ChipA where R is extracted and verified by ChipA. If the R is
valid, ChipA encrypts R using the second key, and outputs the result. The System sends the output from
ChipA back to ChipT where it is compared against the known R encrypted with the second key.

For this protocol, each chip contains the following values:

K; Key for encrypting in ChipT and decrypting in ChipA. Must be secret.
K Key for encrypting in ChipA and ChipT. Must be secret.
R Current random number. Must be secret and must be seeded with a different initial

value for each chip instance. Changes with each successful call to the Test function.
The following functions are defined:
E[X]} Internal function only. Returns Ex[X] where E is symmetric encrypt function E.
D[X] Internal function ChipA only. Returns DgfX] where D is symmetric decrypt function
D.



random sequence of bits by the attacker. The solution is to encrypt both R
and R s digital signature so that ChipA can test if Rwas in fact

generated by ChipT. Since we don't want to reveal R, P3 nust be a Double
Chip Protocol (ChipT cannot be incorporated into a software System or be

i ncluded as an ASIC core). Symmetric encryption can therefore be safely
used. ProvoeobcP3 therefore uses 2 sets of keys. The first key is used in
Chi pT to encrypt R and the signature of R The encrypted Ris sent to

Chi pA where Ris extracted and verifigg_by ChipA If the Ris wvalid, ChipA
encrypts R using the second key, and outputs the result. The System sends
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initial value for €éach chip Tnst ance. Changes with each successful call to
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t he decrypted
its own Egs[R] and compares it against the input value. If they are equal, then ChipA is

considered valid and a 1 is returned 55 to System 21. If not, ChipA 20 is considered invalid and
0 1s returned to System 21.

The data flow can be seen in Figure 5:

Protocol P3 has the following advantages:

. K and K, (the secret keys) are not revealed during the authentication process

. The time varying chalienge R is encrypted, so that it is not revealed during the authentication
process. An attacker cannot build a table of X, Ex[X] values for K, or K.

. An attacker cannot call Prove without a valid R | S[R] pair encrypted with K. K is therefore
resistant to a chosen text attack. R only advances with a valid call to Test, so K, also not
susceptible to a chosen text attack.

. System is easy to design, especially in low cost systems such as ink-jet printers, as no
encryption or decryption is required by System itself.

. There are a number of well-documented and cryptanalyzed symmetric algorithms to chose from
for implementation of E, including patent-free and license-free solutions.

. A wide range of signature functions exists, from message anthentication codes to random

number sequences to key-based symmetric cryptography.



. two match, ChipA returns 53 EK2[R]. Ot herw se Chi pA returns 0; 5. System 21
calls 54 ChipT' s Test function, passing in the returned EK2[R]. ChipT 23
generates its own EK2[R] and conpares it against the input value. If they
are equal, then ChipAis considered valid and a 1 is returned 55 to System
21. If not, ChipA 20 is considered invalid and O is returned to System 21.
The dat a #T'Bw €an be seen in Figure 5: Protocol P3 has the follow ng
advant ages: K1 and K2 (the secret keys) are not reveal ed during the
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buil d a teabl e spfatite fulsdfions| an¥ SR Sic b@fypKdn alporitids requiva frlet ek @d agamiroto cal |
Prove w thout a v&lid R L. ShRlLapair encrypted with K1. K2 is therefore

. veri A1 ASYINIIE 0 : .
resistant to a ch]osen ex ack. R only advances with a valid call to

Test, soe*Kl alSsarerkoy sizedarspuptiidrneyition dpee o Bavptothe it large 25 A len 2sypeffiem | s easy

to design, espgfiidlelighfnh MmERSim t) 5 §RBanSrEe AprdpRdte JelkitiTod sih@itic as NO
encryption or decryption is required by Systemitself. There are a nunber
of wel | - docun&ft¥®8°and crypt anal yzed symetric algorithns to chose from

for i npl ement aloiwenar, Biotokgl P hes la uahhtregofjtatengrotilgnse and | i cense-free sol uti ons.

A i de Tange Qi ARgt HE L1l MOGHPIS RSk Ruiok 19T MIPS SRYQNE GRS wal | on
codes to random  Runber sequences to key-based synmetric cryptography.
AUTH25- SG - 40nosfigplatomedcapigriicensa ducdneptealmtief'?? ¢ encryption al gorit hns
rseq uire kﬂ ever rgsh8ise Ak Béstn RASHRA albQithe, eyl deferdtidein asgbm@sﬁctafeh.a*hainlgwdi t hns.

ecure key size for s trjc encryption daoes n aye tg .arge as
for an asym‘ref’ﬁe%“m% ﬁé’SNHF%' Jﬁ%eﬁ% A Sig?rtl mgm “rsﬁdﬁ{:enn%lr?]\{(gfg ffggi)t?ltsasg“%gn

provi de appropletrdtrs security for symmetric encryption. However, Protocol
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to save cost amkingthaiupae eopisk i by chiff required for Protocol P1.

. Protocol P3 authentication chips could not be exported from the USA, since they would be
considered strong encryption devices.

5.1.4  Additional Notes -

5.1.4.1 General Comments

Protocol P3 is the most secure of the three Presence Only authentication Iﬁrotocols, since
nothing is revealed about the challenge from the response. However, Protocol P'3 requires
implementation of encryption, decryption and signature functions, making it more expensive in silicon
than Protocol P1. In addition, export regulations imposed by the United States make this protocol
problematic.

With Protocol P2, even if the process of choosing a key was straightforward, Protocol P2 is
impractical at the present time due to the high cost of silicon implementation (both key size and
functional implementation).

Protocol P1 is therefore the current protocol of choice for Presence Only authentication.
Eveatually, as silicon costs come down with Moore’s Law, and USA export regulations are relaxed,
Protocol P3 will be preferable to Protocol P1. When silicon costs are negligible or tight integration is
required, Protocol P2 may be preferable to Protocol P1, but the security protocol of choice would still

remain Protocol P3.



design/test, two chips still need to be manufactured, reducing the
econom es of scale. Unfortunately, ChipA nust contain both encrypt and
decrypt, meking the consunable authentication chip the |arger of the two
chips. Both chips nust also contain signature functions, making them nore
conplex than the chip required for Protocol P 1. Protocol P3

aut hent i ¢HI'81%chi ps coul d not be exported fromthe USA, since they woul d
be considered strong encryption devices. 5.1.4 Additional Notes - 5.1.4.1
General Comrents Protocol P3 is the ndét secure of the three Presence Only
aut hentication protocols, since nothing is reveal ed about the chall enge
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aut henti cati ngg%?b I{L :I:ck ! \iheﬁga'lep;ﬁne xln P%ﬁa'llrlerduullést}%mﬁ %ﬁﬁmh gudleﬁtlc\éf?(ln cgip It is

t heref ore pos one nmnufacturer to insert a real authentication
chip into a cla&ﬁléggyéﬁéhgbﬁ%‘?kéfsC*FHé‘Ff%PEéPSéhef%e g thegniddn 8| RORF-UP | n cases
where state dmﬁlradﬁoﬁhewembﬁyeﬁcewﬂuds hﬁm&i&&hﬁﬁtﬂeﬂahﬂoﬁﬂmﬁiﬂmﬂtﬁ ofrimeenginy.p 1 S

conpl etely e pglalelil exammes re%lgé?sr}}‘]o&a%t Ghe mﬁegﬂllﬁgreﬁtggggsfﬁﬁegdlﬁge&x&l e a valid

consunabl e i nto nore difficult by
nel di ng t he amqh@hﬁptémwaw rediesss O@mb@aqswbdm@brﬁ%&hmﬁla@h@“ﬁﬁwhleawhﬂﬁac kagi ng,
but it would rﬂ&ﬁ/wﬁfe%ué’s@f:é.n'bka siRBEAb P Hemory mateeaﬁﬂﬁes?daﬁﬁlﬁcr&i&ﬁbﬁc]ﬁiﬁt ais

witten to thﬁgﬁgh@@a' catﬂgl on Ch'a?nbxf%lx Qlwgysa - esha?%wef)'g[{] % used

up, or conple oes’'n Ruf act ur er
from using théothplbg:gssba@Idatmcpfaclkpotm@qﬂecateﬁe cl one rranuf acturer builds a

chip that has bﬁtc'ﬂ%@ih b&h‘th@s% @ztsias?ﬁtoi'deﬂo &3l $Vstem into thinking its data accesses were

successful, ChipE still requires a real authentication chip, and in the second case, a clone chip is required

in addition to a real authentication chip. Consequently any of these protocols can be useful in situations
where it is not cost effective for a clone manufacturer to embed a real authentication chip into the
consumable,

If the consumable cannot be recycled or refilled easily, it may be protection enough to use a
Presence Only authentication protocol. For a clone operation to be successful each clone consumable
must include a valid authentication chip. The chips would have to be stolen en masse, or taken from old
consumables. The quantity of these reclaimed chips (as well as the effort in reclaiming them) should not
be enough to base a business on, so the added protection of secure data transfer (see Protocols C1-C3)
may not be useful.
5.1.4.3 Longevity of Key

A general problem of these two protocols is that once the authentication key is chosen, it cannot
easily be changed. The effect depends on the application of the key. In some instances, if the key is

compromised, the results are disastrous. In other cases, it is only a minor inconvenience.



as a piggyback. The attacker's chip (ChipE) is therefore a
man-in-the-mddle. At power up, ChipE reads all the nenory state val ues
fromthe real authentication chip into its own nmenory. ChipE then exam nes
requests from System and takes different actions depending on the
request. Authentication requests can be passed directly to the real

aut hent i ¢4T81%chi p, while read/wite requests can be sinulated by a
menory that resenbles real authentication chip behavior. In this way the
aut hentication chip will always appead2fresh at power-up. ChipE can do
this because the data access is not authenticated. Note that in both these
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R Current random number. Does not have to be secret, but must be seeded with a

different initial value for each chip instance. Changes with each successful
authentication as defined by the Test function.

M Memory vector of authentication chip. Part of this space should be different for each
chip (does not have to be a random number).
Each authentication chip contains the following logical functions:

. S8[X} Internal function only. Returns Sg[X], the result of applying a digital signature function
S to X based upon either secret key K or K;. The digital signature must be long
enough to counter the chances of someone generating a random signature. The length
depends on the signature scheme chosen (see below).

Randoml|j Returns R | Sk [R].



aut hentication chip, as well as ensuring that the authentication chip lasts

only as long as the consunmable. 1In addition to validating that an
aut hentication chip is present, wites and reads of the authentication
chip's nmenory space nmust be authenticated as well. In this section we

assunme that the authentication chip's data storage integrity is secure -
certain paresS®f nenory are Read Only, others are Read/ Wite, while others
are Decrenment Only (see Section 7 for nore information). Three protocols
are presented. Protocols C 1 and C3 f&juires two aut hentication chips,
while Protocol C2 can be inplenented using either one or two
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contains the ons: I nternal function only.
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produces R | %Iautilﬁllcaa&pbréc@(ﬁﬂfﬂﬁaﬁldf%aﬂﬁdﬂoh@ System 3. System 21 calls 62

Chi pA' s 5 ead If%ﬂxcglxs authen%c an%I nng, Il\q tﬁ% wn%e suLcelded Otherwise it failed.

The data flow for read authentication is shown in Fig. 6.
The first thing to note about Protocol C1 is that Sg[X] cannot be called directly. Instead Sk[X] is
called indirectly by Random, Test and Read:
Random([] cails Sx,[X] X is not chosen by the caller. It is chosen by the Randdm function. An
attacker must perform a brute force search using multiple calls to
Random, Read, and Test to obtain a desired X, S¢;{X] pair.
Test[X,Y] calls Sg[R | X] Does not return result directly, but compares the result to Y and then returns 1
or 0. Any attempt to deduce K; by calling Test multiple times trying
different values of Sg,{R | X] for a given X is reduced to a brute
force search where R cannot even be chosen by the attacker.
Read[X, Y] calls Sx;[X] X and Sk [X] must be supplied by caller, so the caller must already know the
X, Sg1[X] pair. Since the call returns 0 if Y # Sg[X], an attacker is
able to use the Read function for a brute force attack on K.
Read[X, Y] calls Sio[X | M], X is supplied by caller. However X can only be those values already
given out by the Random function (since X and Y are validated via
K,). Thus a chosen text attack must first collect pairs from Random

(effectively a brute force attack). In addition, only part of M can be



4. ChipA 20 returns 63 Mand SKZ[R I M; 5. System 21 calls 64 ChipT s Test
function, passing in Mand SK2[R | M; 6. System 21 checks response 65 from
Chi pT 23. If the response 65 is 1, then ChipA 20 is considered authentic.
If O, ChipA 20 is considered invalid. To authenticate a wite of Me", to
Chi pA' s nenor 1. Systemcalls ChipA s Wite function, passing in Me,;
2. The ad‘f’ﬁ'@ﬁgﬁcatl on procedure for a Read is carried out; 3. If ChipAis
authentic and Moe. = M the wite succeeded. O herwise it failed. The data
flow for read authentication is showm44n Fig. 6. The first thing to note
about Protocol O is that SK[X] cannot be called directly. Instead SK[X] is
called indirectly by Random ufesta chosn Reathck Reagdarddf MoafdnganSi¢adpoly) X i s not
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expensive than CthA (since a system must be obtained for each ChipT). Similarly, there should be a
minimum delay between calls to Random, Read and Test so that an attacker cannot call these functions at
high speed. Thus each chip can only give a specific number of R, Sk,[R] pairs away in a certain time
period. For more information, see Section 7.

The only specific timing requirement of Protocol C1 is that the timing for good inputs must be
the same regardiess of the input value, and the return value of 0 (indicating a bad input) must be
produced in the same amount of time regardless of where the error is in the input. Attackers can therefore
not learn anything about what was bad about the input value. This is true for both Read and Test
functions.

Another thing to note about Protocol Cl is that reading data from ChipA also requires
authentication of ChipA. The System can be sure that the contents of memory (M) is what ChipA claims
it to be if Sgo[R | M] is returned correctly. A clone chip may pretend that M is a certain value (for
example it may pretend that the consumable is full), but it cannot return Sgo[R | M] for any R passed in
by System. Thus the effective signature Sy,[R | M] assures System that not only did an authentic ChipA
send M, but also that M was not altered in between ChipA and System.

Finally, the Write function as defined does not authenticate the Write. To authenticate a write,

the System must peiform a Read after each Write.



The second thing to note is that two keys are used. Gven the small size of
"M (256 bits), two different keys K1 and K2 are used in order to ensure
there is no correlation between SKI [R] and SK2[R M. Kl is therefore used
to help protect K2 against differential attacks. It is not enough to use a
single |longer key since in practice, Sis likely to have Iimtations on
key Iengf"HT"%?'%? exanple, if Sis HVAC SHAI, the key length is a maxi mum of
160 bits. Adding nore bits to the key adds no protection). It is therefore
safer to protect K2 fromdifferentiat4attacks with KL.Oherwise it is
potentially possible that an attacker via sone as-yet undi scovered

t echni que, coUdhgte detoer hisikadiahageevitleRbtot Ci:he | i mted changes in M to
particul ar Jpi onbj j i : culate SK2[ X | M based on SKi
[ X]. As gn Iglcf%idegz %@gﬁﬂaggﬁfﬁgﬁga‘%%ﬁtﬁ%)%ﬂgrr?g&mst functions in ChipA should
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must use ingfpances of Chi pT, each of which is nore expensive than Chi pA
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certain yglue (for exanple it may pretend that the consumable is full),
but it cannot return SK2[R I M for any R passed in by System Thus the
ef fective si ghetseRraty sipirpiotoggl depsnds prtbe W?f%SFMfChW“%ﬁ? %"%F‘d’fﬁﬁveéut henti c
Chi pA saegkt Mallbutenal so that Mwas not altered in between Chi pA and System
Finally, the it ,on fi . L G Wite. To
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Protocol C1 must be implemented with two authentication chips in order to keep the keys
secure. This means that each System requires an authentication chip and each consumable requires an
authentication chip.
5.2.2 Protocel C2
In some cases, System may contain a large amount of processing power. Alternatively, for
instances of systems that are manufactured in large quantities, integration of ChipT into System may be
desirable. Use of an asymmetrical encryption algorithm can allow the ChipT portion of System to be
insecure. Protocol C2 therefore, uses asymmetric cryptography.
For this protocol, each chip contains the following values:
KT ChipT only. Public key for encrypting. Does not have to be secret.
KA ChipA only. Private key for decrypting and encrypting. Must be secret.



sequences, and nessage authentication codes. Keyed signature and one-way
functions require fewer gates and are easier to verify than asymetric

al gorithns). Secure key size for a keyed signature function does not have
to be as large as for an asymmetric (public key) algorithm A mninum key
size of 128 bits provides appropriate security if Sis a symetric

crypt ogr @¥fiie®SCuncti on, while 160 bits provi des adequate security if Sis
HVAC- SHAT. Consequently, with Protocol C, the only way to authenticate
ChipAis to read the contents of ChipW-s nenory. The security of this
protocol depends on the underlying SK[X] schene and the domain of R over
the set dt all Systemnslonhl ChiengmdSKhvdbec Boesibet haveyo teagoea bt npstbe sgededf unct i on,
there is no advant agg, dekdPh AR, fof calchip AAAUEG fhdes GRGLMRLEQI The keys
for asymmetric al gori tah_ms_ need to be lon er_and the encryption algorithm
is nore expensive i#thegticatiopps defimel By helggselon second protocol for use with
asymretrim al gori t Memory vdtopdadntidaton chipEPapior B spscathadtbeditfeaaeorahchPr ot ocol
Cl is that the val u<=}:u.f9re r%tkg,el%r%gmpanglourlimn eshe protocol. Consequently R,
SKI [R| pairs can baPdoiT ELEa ana anal yzed in a form of differential
attack. |t wouThdretino ppinidf wrifititeanythingin fhe Read fpriehuawince gpyonesan YR %% ani t h
Prot ocol fBlic 1BY. @bReRAkn(Fihe MR vink Bmtt¥R! LrRALRAI W th two aut hentication chips
in order keep th ke{x@s,secpx. Tﬁ’uﬁé( anE.that %%%Q System equi res an
aut hent i c&¥lon chi plgtéﬁ'ﬂ A TS RREK ) PRGET ™K SYPRERTTREE i on chi p.
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AUTH25- SG - 46- R ClumpT iodtestiveluttiont random nunber. Does not have to be
secret, buyt. t be;seeded Al i -1 e for each chip
i nst ance. wéﬁ‘g#ges \;e\)v?cﬁﬁg%ehmé%g%g?g ﬁat&g%gtlgﬁt%%%ﬁtgﬁ%g defined by the
Test functi on. Thivpuiedesy |risdr EpT, hileibe sapiterbs & srChindi Povinedrin GirTias €€ space
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Protocol C2 requires that Dy [Exr[X]] = X and Dg{ExalX]] = X.

To authenticate ChipA and read ChipA's memory M:

Systemn 21 calls 70 ChipT's Random function;

ChipT 23 produces and returns 71 Ex[R] to System;

System 21 calls 72 ChipA's Read function, passing in Ex[R];

ChipA 20 returns 73 M | Ega[R | M], first obtaining R by Dxa[Ext[R]];

System 21 calls 74 ChipT's Test function, passing in M and Exa[R | M];

ChipT 23 calculates Dg[Exa[R | M]] and compares it to R | M.

System 21 checks response 75 from ChipT 23. If the response 75 is 1, then ChipA 20 is

A T o R

considered autheatic. If 0, ChipA 20 is considered invalid.

To authenticate a write of My, to ChipA's memory M:
1. Systeﬁ calls ChipA's Write function, passing in Mpey;
2. The authentication procedure for a Read is carried out;

If ChipA is authentic and M., = M, the write succeeded. Otherwise it failed.

The data flow for read authentication is shown in Figure 7:

Only a valid ChipA would know the value of R, since R is not passed into the authenticate
function (it is passed in as an encrypted value). R must be obtained by decrypting E[R], which can only



public key. Consequently the follow ng functions are defined: E X] Internal
function only. Returns EK[ X] where E is asymmetric encrypt function E

D X] Internal function only. Returns DK[X] where D is asynmetric decrypt
function D. Randoni] ChipT only. Returns EKT[R]. Test[X, Y] Returns 1 and
advances Rif DKT[R 1 X] =Y. Oherwise returns 0. The tine taken to

return O A¥tEFSBe identical for all bad inputs, and the time taken to return
1 nust be the same for all good inputs. Read[X] ChipA only. Returns M
EKTTR 1 M where R = DKA[ X] (does not47est input since ChipTis
effectively public). Wite[X] Wites X over those parts of Mthat can
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requi res that gRALES X fom%gadadan%-g[ EKA[ X]] = X. To authenticate ChipA
and read Chi pA s nenory it em % cal | 0 Chi pT's Random functi on;
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2. Chi pT*23 p#%dﬂ}&@éfe'éﬁﬂ ‘1—‘%]"'“‘&“'6**0@950?"@% 3. System 21 calls 72
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II\/],firstot In b KT T's Test
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M] and corrparpgsoiisbfstmOﬁllyIChMAlyreq@yéfpém*@W@Wé’elkt?;at}oéslﬂbnse 75 from ChipT
23. 1T tRe responef,ad bﬁpA cordAAENRFEAN RA, AbnbeSestifpRBhifetadcalhbRnt ic. | f O,
Chi pA 20 is conS|dered invalid. To authenticate a wite of Me,,, to Chlp
A's menory M 2 Kgystemcalls ChipA's Wite function, passing in Me,,;

2. The aut hent[f(ﬂ'ﬁﬁl'l1§)£1p1‘@ﬁ@ﬁ(ﬂﬁii)8ﬁtﬁfﬂﬁ§ca@t&%j§nI s carried out; 3. If ChipAis

authentic and o The dat a

flow for *read T% ‘%’gﬁ?wel%oc“mﬂl%%n&??%ﬁg%% Q’?'[‘M%i‘i ayl/éogth%/ng}olcgg%hl pA woul d

know t he val u@Omﬁor@lpignm@@mnflsdwtelﬁﬁgﬁéthfiﬁeoff‘leH‘é““&BR henticate function

(it is pgssedghd iPSs@h S Y4k so4Rd: @ﬁbAr&&J&%‘%@rebﬁec@@b@mmw «Laerypting

E[R], which can onl'y AUTH25-SG -47- be done Lﬁqifl g 5} F S é: t key KA. Once
PEYP “'CF at 86

obtai ned, R mAstr Hevafpehie dntedrrm antherigh v d8d.  Chi pT
can then veri RpM isalf wbh@ssdRCatedicdtion proofol. EKA[ R | = R |1 Mand hence Chi pA

I S valid. S I%lc(;m.rever, PmoKéACZ Easan&be;gf]d%am&. Pr ot OCO' C2 has the follow ng

advant ages:

All authentication chips need to contain both asymmetric encrypt and decrypt functionality.
Consequently each chip is larger, more complex, and more expensive than the chip required for
Protocol C2.

. For satisfactory security, each key needs to be 2048 bits (compared to a minimum of 128 bits
for symmetric cryptography in Protocol C1). The associated intermediate memory used by the

encryption and decryption algorithms is correspondingly larger.

. Key generation is non-trivial. Random numbers are not good keys.

o If ChipT is implemented as a core, there may be difficulties in linking it into a given System
ASIC.

. If ChipT is implemented as software, not only is the implementation of System open to

programming error and non-rigorous testing, but the integrity of the compiler and mathematics
primitives must be rigorously checked for each implementation of System. This is more
complicated and costly than simply using a well-tested chip.

. Although many asymmetric algorithms are specifically strengthened to be resistant to
differential cryptanalysis (which is based on chosen text attacks}, the private key K, is
susceptible to a chosen text attack

. It would be preferable to keep R hidden, but since KT and in fact all of ChipT is effectively

public, R must be public as well.



KA (the secret key) is not revealed during the authentication process

G ven EKT[R], a clone chip cannot generate R without KA or access to a real
Chi pA. Since KT m KA, ChipT can be inplenmented conpletely in software or
in insecure hardware or as part of System Only ChipAis required to be a
secure aut hentication chip. Since ChipT and Chi pA contain different keys,
i ntense tUB1?PHY of ChipT will reveal nothing about KA. If ChipTis a
physi cal chip, Systemis easy to design. There are a nunber of

wel | - docunent ed and cryptanal yzed asydfietric algorithms to chose fromfor
i npl enentation, including patent-free and |icense-free solutions. Even if
System coul d IPectsceMizraetlensicatibhaips GhildmAt eerpeest fomithy ES Al isinesditea showldb<Chi pT,

Chi pT could neyver ) oron ©ULA since KT m KA. The attack would have to
be directed at tﬁeregﬁrg}t{%r%%@tcself,to bypass _t he auth
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privat e kigys alfdhdbi seqicdGoe pitsichidl@be sobsaued &8 @ tifferent tanduint @ience bf bitnbyithd be
preferabla gy keep R hidden, but since KT and in fact all of ChipT is
effectively 'public, R nust be public as well. AUTH25-SG -48- Protocol C2
aut hent i cat i oFheseluper ie@eﬂ%mh@@lg@d&wlwwmﬂsﬁﬁ thi Shipy san test i B avag B&G woul d
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not enough, since ChipA must recover R and R’s signature. Symmetric encryption can therefore be

safely used.
Protocol C3 therefore uses two keys. The first key is used in ChipT to encrypt R and the

signature of R. The encrypted R and signature is sent to ChipA where R is extracted and verified by
ChipA. If the R is valid, ChipA encrypts M | R using the second key, and outputs the result. The System
sends the output from ChipA back to ChipT where it is verified against the known R encrypted with the
second key.

For this protocol, each chip contains the following values:

K, Key for encrypting in ChipT and decrypting in ChipA. Must be secret.
K; Key for encrypting in both ChipA and ChipT. Must be secret.
R Current random number. Must be secret and must be seeded with a different initial

value for each chip instance. Changes with each successful call to the Test function.
M Memory vector of authentication chip. Part of this space should be different for each
chip (does not have to be a random number).
The following functions are defined:

E[X] Internal function only. Returns Eg[X] where E is symmetric encrypt function E.



based on good or bad inputs. The time taken to return a value if the input
is good nust be the sane regardless of the value of the input. The sane is
true if the value is bad. The tine taken to process good and bad inputs
does not have to be the sane however. Attackers can therefore not |earn
anyt hi ng about what was bad (or good) about the input value. This is true
for bot hAREEHS&Nnd Test functions. 5.2.3 Protocol C3 Protocol C3 attenpts to
sol ve one of the problens inherent in Protocols C| and C2 in that pairs

of R, FKT[R] can be gathered by the at2acker (where Fis S or E). These
pairs can be used to mount a limted chosen text attack on K2, and can be
used for pgkif f er ent iradmad Aadips CipHOEnbKReturhd Di[X] wheedkh gmenctlie deonmbfuectiot 0 pass

t he chosen random punber R from Chi pT to Chi pA without the internediate
System knowi ng the value of R Protocol C2 cannot do this since ChipT is
publ i ¢ afilhence RItemaprctigeetinRemmnSXH dedisi siewaporcler X Rhy Seialy ol it is
not enough to si NPhystPaBse Abugh RCoN:r & cNeates bidbm@he RndrinChiapdhm(sipBatira
Protocol C2), sin random sequepce of hits ] tituted for a
di fferent random sg§ﬁﬁ%sa%?é%?r¥Sszeﬁggis%mmegr[cteﬁ%ﬁ’g%’q’lfl%gwi% Estaﬂl onis to
encrypt both R and sdsfeciay gictitl is HMga$ikle so that ChipA can test if Rwas in
fact gepgkRtfd DY chbr bl RILACE, WEsEGN't want to reveal R C3 nust be a
Doubl e Chi p_Pr ot oco%ﬁi IAG)J’ICRT ca ngtd bee%r}ﬁ%@p%itfgig nt%re%;u?s%”rt‘l’é@i&% System
or be i ndtded as SHPALOCREYPY) e ANREGEY! GrEE Wely T UNCETOR TS - not " eénough,

si nce Chi pA nust r ekauveruR tGandt He identidalforlbrdinpuBy Fhswime takendpes gt hustpec an
Lherefore 3e sgegﬂntggwallggogkg&gl (Cj:?, Lherefore uses two keys. The first
ey is used in i pT to encrypt 'R and the sign he encrypted R
and signBea$id is s HPAP%Y-éﬁkﬁ%E%@%°ﬂFPmE‘1é§H“%53% Eﬂﬁ’ﬁ‘ﬁgl géirﬂr%ed by Chi pA.
If the R is valid, oGhivxAreain 0y PieSimbkakenRo tegimpmishie idredoifor dléyd inmsdThgut put s
the result. The Sy ends t I ) Chi pT where it
is verified agai nsﬁ&igﬁfgnﬁonqmﬁ. %@ﬁﬁ%&%gaﬂ?ﬁ%ﬁéléshg%giﬁ%tpkey. For this
prot ocol , eachhomitgoldenrhsficteneatBI9%wi ng val ues: K1 Key for encrypting in
Chi pT and decgypiui2ngalls B0 ChipTyRanddasindien;secret. K2 Key for encrypting in

bot h Chi E)A a”S@%&frlmMﬁﬁ%ﬁﬁﬁﬁgqr?,%sFm%-C‘”re”t random nunber. Muist be

secret afd nust” b€ seeded” o frerent initial value for each chip
i nst ance3- Chabytem 2hicail 82k 'skeed Bagionpaseing in BxdR {HBILTest function. "M Menory

VECL or ﬁ%i. at(JéI BEpA hERE BE,gﬂRi;QER]j?arrdtcalaﬁatésffthswnrgﬂap@seah@m:ﬂddb@ypﬁhj ghid fRf :ment_ f or
each chip (does not_have to unber).. e fal)l owing functions
are defined: BX nqhg’%r%gfet‘frﬂfﬁggﬁé??@ﬁ?ﬂb&ﬁ&‘sﬁfz %’ngE g\ls]\here Eis
symet ri & encBystn 21 oalls 84 ChipTEs T IT4AEG:, RSuedothe Biuded MrpdEnl | RIUFRT8n Chi pA
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ChipA 20 is considered valid and a 1 is returned 85 to System 21. If not, ChipA is invalid and {

is returned 85 to System 21.
The data flow can be seen in Figure 8:
Protocol C3 has the following advantages:

. K, and K, (the secret keys) are not revealed during the authentication process

. The time varying challenge R is encrypted, so that it is not revealed during the authentication
process. An attacker cannot build a table of X, Ex[X] values for K, or K,.

. An attacker cannot call Read without a valid R | S[R] pair encrypted with K,. K is therefore
resistant to a chosen text attack. R only advances with a valid call to Test, so K, also not
susceptible to a chosen text attack. It is true that the Exy{R | S[R]] values can be collected by an
attacker, but there is no correlation between these values and the output value from the Read
function since there are two unknowns - R and K.

. System is easy to design, especially in low cost systems such as ink-jet printers, as no

encryption or decryption is required by System itself.



S[X] Internal function only. Returns S X], the digital signature for X. The
digital signature nust be |ong enough to counter the chances of soneone
generating a random signature. 128 bits is a satisfactory size if Sis
symmetric encryption, while 160 bits is a satisfactory size if Sis

HVAC- SHAT. Randoni] Chi pT only. Returns EKI [R | SIR]]. Test[X, Y] ChipT
only. Retiff%%4 and advances Rif EKZ[X | R Y. Otherwi se returns 0. The
time taken to return O nust be identical for aII bad i nputs. The tine
taken to return 1 nust be identical -f0r all good inputs. Read[ X[ ChipA
only. Calculates Y| Z fromDKI[X]. Returns MI EKZ[M1 Y] if S[Y] = Z
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all good i nputs. € protoco aut entl cation is as follows: 1. System
21 cal | s*80 CHi i mnRafsise fmetiopyprists Jronapisyige pheptisptigp Fpéiessammrn[ RI SIR] -
to System 21; nﬁnbe%é%ﬁ&&gjgeyc@lséd§yxﬁ2eugﬂr}%gﬁpﬁead function, passing in EKI[R
I S[RI]; 4. ChipA 20 decry ts EMR | V\%‘ngh cal cula esd ecasw\,\g‘ S| Rl
based up&n thégafé?f?%‘ff@%f ! SYpmefrif ghenp ?‘Bjﬁ“ﬁ%ﬂﬂ“&%“a FAPGEBY M EK2[ M
| Rl. O herw seifihaéynibticataonites.0; 5. System 21 cal | s 84 Chi pT' s Test
funCtl On pas cuggeynsmtelgcgs ellﬂ‘gcréaggégbmgs ﬁ%Molbe g]ar qu'fé?ln ?K‘ﬂmgﬁaer at €s I tS

own EKZ[MI conpare nst the I nput va are equal ,
then ChipA 2@11#%@ keQmepifhep- e"dm\mwfé%ﬁﬂacafpr@d? %&PW%%FG%‘S%HSE}}%‘E“@% 21. If
not, Chi pA iSehciyidd d and O is returned 85 to System 21. The data flow can

be seen in Fi . 41 gllowi ng advantages: K, and K2
(the secret kgtjjgﬁw F@toﬁoégsgaé\?g‘é%rmsoméo fie” aut henti cation process The

time varying éhbdublethgearRe lame evntheygfmentiablesanctipnstforibtangd § theshoieefBanddds dur i ng

the authenti Cﬂ&ﬂmal PREE TS licMRindileaCkent fasaal build a table of X EK[X]
val ues for K, or An attacker cannot call Read I S[R]

al i
pair encfypt eEPeRﬁf“i‘?ﬁ qethe choser; sgerypiigp @lpsitns k ?yeg§?e§‘1n§?ﬁan¥’m%°°§1p§%8§ér ﬂ%‘{d attack.
R only advancefseMitinfla goodt Bdyidepedsloh the algdrétlah peigousdd, Cadam(kemetteweéqfsrca@pm ble to a
chosen text attack, It is true that the EKI[R I S[R]] values can be
collected by a attacker, but there is no correl ation between these val ues
and the eut pulfGhighued Shiglhare ivanres afthe famA aytheaticatqnriig. cerieiia TR &R % knowns -

R and K2. Sy @Bﬂaric%n&@s%dtiébq@eﬁh@anah@scmﬁeeqaelnilyeawbhlpewa@asmorsgmtpems such as

ink jet prlnters as n ryption System
| t S el f AUTHZ%I rc benmxﬁ{garnghe acrﬁlg e UII'G rg’ro%cgli%tl W?Fh O}éﬁd@ﬁ%ﬁ]’}’éﬁgﬂacn%aﬁy

cr ypt anabk y z edIfshepmebénti¢agoradhipoy lireldqm;ltottwo cHips aesa e agshand reduce complexity of

design/test; two chips still need to be manufactured, reducing the economies of scale.
Unfortunately, ChipA must contain both encrypt and decrypt, making the consumable
authentication chip the larger of the two chips. Both chips must also contain signature functions,
making them more complex than the chip required for Protocol C1.

. Protocol C3 authentication chips could not be exported from the USA, since they are considered
strong encryption devices.

5.2.4  Additional Notes

5.24.1 General Comments

Protocol C3 is the most secure of the three Consumable Lifetime authentication protocols, since
nothing is revealed about the chailenge from the response. However, Protocol C3 requires
implementation of encryption, decryption and signature functions, making it more expensive in silicon
than Protocol C1. In addition, export regulations imposed by the United States make this protocol

problematic.
With Protocol C2, even if the process of choosing a key was straightforward, Protocol C2 is

impractical at the present time due to the high cost of silicon implementation (both key size and

functional implementation).



for inplenentation of E, including patent-free and |icense-free sol utions.
A w de range of signature functions exists, from nessage authentication
codes to random nunber sequences to key-based synmetric cryptography.

Si gnature functions and symmetric encryption algorithns require fewer gates
and are easier to verify than asymetric algorithnms. Secure key size for
symetri ABHESPpt i on does not have to be as large as for an asynmmetric
(public key) algorithm A mninmmof 128 bits can provide appropriate
security for symmetric encryption. H#mever, Protocol C3 has a nunber of
its own problens: Although there are a | arge nunber of avail able functions
for E and S, theo®hOl & eeeforefheangentproscol sigheiterfonficalumatBoiistimegulientgationcensi ng
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how likely modifications are to be made. Adding such logic to System (for example in the case of a small
desktop printer) may be considered not worthwhile, as the System is made more complicated. By
contrast, adding such logic to a camera may be considered worthwhile.
52.4.3 Clone Consumable using Real Authentication Chip

It is important to decrement the amount of consumable remaining before use that consumable
portion, If the consumable is used first, a clone consumable could fake a loss of contact during a write to
the special known address and then appear as a fresh new consumable. It is important to note that this
attack still requires a real authentication chip in each consumable.
5.2.4.4 Longevity of Key

A general problem of these two protocols is that once the authentication keys are chosen, it
cannot easily be changed. In some instances the compromise of a key could be disastrous, while in other
cases it is not a problem. See Section 5.1.4 for more information.
5.3 Choosing a Protocel

As described in Section 5.1.4.1 and Section 5.2.4.1, Protocols P1 and C1 are the protocols of
choice. Eventually, as silicon costs come down with Moore’s Law, and USA export regulations arc
relaxed, Protocols P3 and C3 will be preferable to Protocols P1 and C1.

However, Protocols P1 and C1 contain nuch of the same components:



Protocol C is therefore the current protocol of choice for Consumabl e
Lifetinme authentication. Eventually, as silicon costs cone down with
Moore's Law, and USA export regul ations are relaxed, Protocol C3 will be
preferable to Protocol C. Wien silicon costs are negligible or tight
|ntegrat|on is required, Protocol C2 may be preferable to Protocol C, but
t he securf¥°BFot ocol of choice would still renmain Protocol C3. 5.2.4.2
Variation on call to Test[] If there are two authentication chips used, it
is theoretically possible for a clonesSganufacturer to replace the System
aut hentication chip with one that returns 1 (success) for each call to
Test. The Systtetnreqoiadredd@sd wiitoscedsh)i S by cal | i ng Test a nunber of tinmes - N

times mnth a n sult to be 0. The final
tine that Tesﬁ%gs&%%%%@gﬁghﬂguggg e?é?ﬁ%%ehgégﬁﬁg from Chi pA is passed, and
the return vaoteeguic radom pesber fenatign 8sttioaAitt hen ari ses of how nmany tines to
call Test. Th@r&&ﬁﬂ@&edﬁfms@aﬁ&ddﬁmﬂﬂﬁe@ KD W'eﬁ Bﬂééﬂib mEfmd] Bk machGik ke hi P
manuf act urer cannot know t he nu @gﬁ E ngﬁﬁ%f System has a cl ock,
bits frorh t he 2cREaRRFHRIoR ©&ED e&“ BPH eél V' false calls to Test
shoul d ba nadaqbﬁmmakmmmﬁm¢JM$¢wmurned val ue from Chi pA can be used. In the
| atter case, cke 0 L EW. I mto permt a clone
Chi pT to V|ewtsﬁemr"“émaftm1 v%fue %%ﬁ?@ﬂnai%kﬁ§§m§ﬁ @ﬁ know whi ch hash
value is the @oreeld! opiyecquifel minjpnl shangeg s %Pt‘)@bﬁlr Yés mareseprrd t918° B§dt em can
be conpl gf 81 pYactsSMERSRENDONS; A6hQHRESY S tBibell (MdtocollOS 3t iBéreftre €id pfoddcol of

aut henti cated consunables - this is the |limt case of remnrlng and changi ng
the Systé ¢ Eor this reason, the variation on calls to Test is optional,
dependi ng on Khen$@§mampkfheMCbhgmeMW$O%mmdﬁhﬁmmﬁwwéwyﬂww@mﬁwéat|ons are

to be na%ctlda‘%xﬁﬁne%lﬁpﬂorle @éﬂiﬂ%exteora&}é@oﬂﬁké lfh@ﬁttrﬁi&@srﬂﬂhe aﬂp‘ﬂcabi&@heﬁ@ﬁ@eeOf a smal |
desktop printe consi der ed mis nmade
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consi der aganadvabdagehi | e. 5. 2. 4.3 Cl one Consunmabl e usi ng Real Authentlcation
Chip It is inmportant to decrenent the anobunt of consumabl e remaining before
use that consumable portion. If the consumable is used first, a clone
consunabl e could fake a | oss of contact during a wite to the speci al
known address and then appear as a fresh new consunmable. It is inportant to
note that this attack still requires a real authentication chip in each
consunmable. 5.2.4.4 Longevity of Key A general problem of these two
protocols is that once the authentication keys are chosen, it cannot
easily be changed. In sone instances the conpronm se of a key could be

di sastrous, while in other <cases it is not a problem See Section 5.1.4
for nore information. 5.3 Choosing a Protocol As described in Section
5.1.4.1 and Section 5.2.4.1, Protocols P 1 and-Cl are the protocol s of
choice. Eventually, as silicon costs cone down with More's Law, and USA
export regulations are relaxed, Protocols P3 and C3 will be preferable to
Protocols PI and C. However, Protocols Pl and C contain nuch of the sanme
conponent s:



AUTH25- SG -52- both require read and wite access;
i npl ementation of a keyed one-way functi on;
nunber generation functionality Protocol

as wel |
t o enabl
FKZ[ X]

FKZ[ X] Protocol
nore secure and can be used

both require
and both require random
Cl requires an additional key (K2)

as sone mnimal state machi ne changes: a state machine alteration

eUFlgl X] to be called during Random a Test function which calls
AV823P8 nachine alteration to the Read function to call FKI[ X] and
Cl only requires mniml changes over Protocol Pl. It is

in all pPaces where Presence Only

authentication is required (Protocol Pl). It is therefore the protocol of
choi ce. @ablep. SuhmtaryfSyobaic Nompachfmte C| bot h make use of keyed signature
functi ogs;—ttie cthoice of ——function]is exant ned I n [nor e[ detfai | |here. Table 2
outlineg the attributes of the|app]icable ¢hoices [(see| Seckign 3.3 and
Section|3.6 for nore information).| Thejattri buft &s are~phras§d so that the
attributte is seen as an advantage; AU[H25: SG | &3-| Tab| e 2. SSummary of
Synboli¢ Nomenclature 0 O cay QP+ ¢) U Wag|[wRQ ag xgx | Free of
patents|? ? ? ? ? ? Random ke} gengation ? 2 2 |GG3n p& exgorlted fromthe
USA ? ?|? ? Fast ?2 ?2 ? ? Pre1ﬁre§quyS (@ts%far&gusgin 168 128 128
128 512|128 160 160 this appl{cat a Bl )g Ssiszg Ebi tg 6& 64 64 64 256
512 512|512 Cryptanalysis Attack-Ffee|??| % 2| % |(Apalt™ firdm|weak keys)

Free of patents ? ? ? 7 ? ?

Random key generation ? ? ?

Can be exported from the USA ? ? ? ?

Fast ? ? ? ?

Preferred Key Size (bits) for use in 168 | 128 | 128 | 128 | 512 | 128 | 160 | 160

this application a

Block size (bits) 64 |64 |64 |64 |256 512 |512 512

Cryptanalysis Attack-Free ’ 9 9 9 9

(apart from weak keys)

Output size given input size N >N {>N |=N |=N | 128 | 128 | 160 | 160

Low storage requirements ? ? 7 ?

Low silicon complexity ? ? ? ?

NSA designed ? ?

2 Only gives protection equivalent to 112-bit DES

An examination of Table 2 shows that the choice is effectively between the 3 HMAC constructs
and the Random Sequence. The problem of key size and key generation eliminates the Random
Sequence. Given that a number of attacks have already been carried out on MD5 and since the hash
result is only 128 bits, HMAC-MDS3 is also eliminated. The choice is therefore between HMAC-SHA1
and HMAC-RIPEMD160.

RIPEMD-160 is relatively new, and has not been as
extensively cryptanalyzed as SHA-1. However, SHA-1 was designed
by the NSA.

SHA-1 is preferred for the HMAC construct for the following reasons:
SHA-1 was designed by the NSA;

SHA-1 has been more extensively cryptanalyzed without being broken;
SHA-1 requires slightly less intermediate storage than RIPE-MD-160;
SHA-1 is algorithmically less complex than RIPE-MD-160;



Qut put size given input size N >N >N > N >N 128 128 160 160 Low storage
requirements ? ? ? ? Low silicon conplexity ? ? ? ? NSA designed ? ? Only
gi ves protection equivalent to 112-bit DES An exani nation of Table 2 shows
that the choice is effectively between the 3 HVAC constructs and the
Random Sequence. The problem of key size and key generation elimnates the
Random &Eg#ehR€e. G ven that a nunber of attacks have already been carried
out on MD5 and since the hash result is only 128 bits, HVAC-MDS is al so
elimnated. The choice is therefore bsgween HVAC- SHAI and HVAC- Rl PEMD 160.
RI PEMD- 160 is relatively new, and has not been as extensively
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desi gned by the NSA, SHA-1 has been nore extensively cryptanal yzed w t hout
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Syst ens. and unpredictable across all chips. The question therefore arises of how to generate subsequent R values
in each chip. -

. The base case is not to change R at all. Consequently R and Fg,[R] will be the same for each
call to Random([]. If they are the same, then Fi[R] can be a constant rather than calculated. An
attacker could then use a single valid authentication chip to generate a valid lookup table, and
then use that lookup table in a clone chip programmed especially for that System. 4 constant R
is not secure.

. The simplest conceptual method of changing R is to increment it by 1. Since R is random to

. begin with, the values across differing systems are still likely to be random. However given an
initial R, all subsequent R values can be determined directly (there is no need to iterate 10,000
times - R will take on values from Rq to Ry+ 10000). An incrementing R is immune to the
earlier attack on a constant R. Since R is always different, there is no way to construct a lookup
table for the particular System without wasting as many real authentication chips as the clone
chip will replace.

. Rather than increment using an adder, another way of changing R is to implement it as an LFSR
(Linear Feedback Shift Register). This has the advantage of an aftacker not being able to
directly determine the range of R for a particular System, since an LFSR value-domain is
determined by sequenﬁal access. To determine which values a given initial R will generate, an

attacker must iterate through the possibilities and enumerate them. The advantages of a
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5.5.1  Brute force attack

A brute force attack is guaranteed to break Protocol C1 (or in fact, any protocol). However the

length of the key means that the time for an attacker to perform a brute force attack is too long to be

worth the effort.

An attacker only needs to break K, to build a clone authentication chip. K, is merely present to
strengthen K, against other forms of attack. A brute force attack on K, must therefore break a 160-bit
key.

An attack against K; requires a maximum of 21 attempts, with a 50% chance of finding the key
after only 2" attempts. Assuming an array of a trillion processors, each running one million tests per

second, 2" (7.3 x 10") tests takes 2.3 x 10** years, which is longer than the total lifetime of the



collected R F[R] pairs. The 160-bit seed value for R can be any random
nunber except 0, since an LFSR filled with Os w Il produce a never-ending
stream of 0s. Since the LFSR described is a maximal-period LFSR, all 160
bits can be used directly as R After each successful call to Test, the
random nunber (R) nust be advanced by XCRing bits 0, 2, 3, and 5, and
shifting AYRESSEsult into the high order bit. The new R and correspondi ng
FK, [R] can be retrieved on the next call to Random 5.5 Hol di ng Qut

Agai nst Logi cal Attacks Protocol Cl i-s6t-he authenticati on schene used by
the authentication chip. As such, it should be resistant to defeat by

| ogi cal ra&se. TR alreﬁarduh@l(!ﬁfn’fﬂﬁ&ipeﬁﬁnal/@l‘dpﬂms1ntﬂgpp®sld Gfverif these ere alhcorreotdbcol C
have been i.oned . C i pe of
attack i A"t ntk\Xn% fe e %?née téeﬁﬁ ﬁrg%rlégtgﬂc%o %ég&ilﬁaﬁﬂ&emlg&%%% attack A
brut e foraekdeseritek Fpr@aeg iftheamnudestire of opsrtaliRn popcstsers reoress 2 pessibifify 1§ Beqec oy

pr ot 0COol )uandckhRMAT thd tlﬂﬁ'e tale® R Rin@e kb1S stiQhgErIRA the tdiatifetikeof then@ivdrer an
attacker to performa brute force attack is too long to be worth the
effort. Ariat tEErse Bk 2Ehds to break K2 to build a clone authentication
chip. K, is ndriethyorgicdlyenisiblechat mitatieskyg tévsinpk seryehriey” Bripré siveopighof  at t ack.

A brute f eCdnd %&f&&yﬂ&mﬁg iR, ad S8R At Sbchk @@-Keyal" wlsGOrd&itital tolfi@ybrutearecat t ack

‘agai nst fequires a maxi qym of 21fi0 e 50%.ch of
finding taH@kHWbe%.be‘éel’ wlbe]:ﬂ%/ BiiCEgLS g’[uftgﬁﬁf‘%tb tnp %?ﬁ/ VY'Ilance o?success 18 ob?glgf trillion

processors, earhchaue$dRgnoncsimily fucoing the styn ferist Eser@éndFor 2@5’9“5@17, g x 10")
tests tak Qi SRN L QRGN tbaﬁ@klﬁéa% i rﬁrl ih iné ﬁ'&dem? of

t he AUTHf gé f:é%%eor}e ry(r-;%et IlI'\Ql‘girng%agr gtatar ogﬁ leO m léHt g 1 g

conput er $ay i O@hé%r{TSdt Thesghange pf sopprog é“eéééqgéheé}“f“”“&‘i?ﬁ?i’ec tpéay of ﬂhe % 82 ’tqtl ack

(e.g. Vi ant'Mewlidhtiedomgdrible tb hwoqaemerdnarsmg sxaglyithelsarddOatddB@ Bromiaghecesfal theer t han t he

trillion- processor, . attack mﬁi&;l bed. Further, if the manufacture of one
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and on K, by monitoring calls to Read and Test. However, given that all these calls also reveal the -
plaintext as well as the hashed form of the plaintext, the attack would be transformed into a stronger form
of attack - a known plaintext attack.

5.55 Known plaintext attack

It is easy to connect a logic analyzer to the connection between the System and the
authéntication chip, and thereby monitor the flow of data. This flow of data results in known plaintext
and the hashed form of the plaintext, which can therefore be used to launch a known p_laintext attack
against both Ky and K.

To launch an attack against K,, multiple calls to Random and Test must be made {(with the call
to Test being successful, and therefore requiring a call to Read on a valid chip). This s straightforward,
requiring the attacker to have both a system authentication chip and a consumable authentication chip.
For each K;: X, Sxu[X] pair revealed, a Ky: Y, Sga[Y] pair is also revealed. The attacker must collect

these pairs for further analysis.



atons in the Earth i.e. extrenmely unlikely. 5.5.3 Quantum conputer attack
To break K2, a quantum conputer containing 160 qubits enbedded in an
appropriate algorithm nust be built. As described in Section 3.8.1.7, an
attack against a 160-bit key is not feasible. An outside estinmate of the
possi bili t¥ of quant um conputers is that 50 qubits nmaybe achi evable within
50 year s AVTE¥8A using a 50 qubit quantum computer, 2110 tests are required
to crack a 160 bit key. Assuming an array of 1 billion 50 qubit gquantum
conputers, each able to try 250 keys-i5fi-1 m crosecond (beyond the current
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The only values that can be collected by an attacker are HMAC[R] and HMACIR | M]. These
are not attacks against the SHA-1 hash function itself, and reduce the attack to a differential cryptanalysis

attack (see Section 5.5.13), examining statistical differences between collected data. Given that there is
no differential cryptanalysis attack known against SHA-1 or HMAC, Protocel C1 is resistant to the
adaptive chosen plaintext attacks. Note that Protocol C3 is not susceptible to this attack.

5.5.8  Purposeful error attack

An attacker can only launch a purposéﬁﬂ error attack on the Test and Read functions, since
these are the only functions that validate input against the keys.

With both the Test and Read functions, a 0 value is produced if an error is found in the input -
no further information is given. In addition, the time taken to produce the 0 result is independent of the
input, giving the attacker no information about which bit(s) were wrong.

A purposeful error attack is therefore fruitless.

5.5.9  Chaining attack



K,). 5.5.7 Adaptive chosen plaintext attacks This kind of attack is not
possi bl e against K,, since K, is not susceptible to chosen pl ai ntext
attacks. However, a partial formof this attack is possible against K2,
especially since both Systemand consumables are typically available to
the attacker ét he System may not be available to the attacker in sone

i nst ancedV"Euth as a specific car). The HVAC construct provides security
against all forms of chosen plaintext attacks [7]. This is primarily
because the HVAC construct has two secBet input variables (the result of
the original hash, and the secret key). Thus finding collisions in the
hash function Antfﬁnerhbfqmgngathécaswp@ﬁﬂlatalpmmaetq@hSSé@,drleth%Ve@J'blﬁCks §ar der t han
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hashed i per@ueho seveyoat bildldaks, or the input variables can sonehow be set.
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that is H@ﬁhh&ﬂ-onl%%Qf:M|areGhe-u§ﬁ§1d|m§S&HJagly@&tsanQﬁﬂiibtﬂafe ceingiifarlonsi gnat ur e.

The Syst go%u%qea&e wmﬁd Qavgg updaEc a rcal c%lﬂs.sllgnable before attempting to find a collision. The alternative

is a brute force attack search on the Test function to find a success (requiring each clone consumable to

have access to a System consumable). A brute force search, as described above, takes longer than the
lifetime of the universe, in this case, per authentication.

Due to the fact that a timely gathering of a hash value implies a real consumable must be
_decremented, there is no point for a clone consumable to launch this kind of attack.

5.5.11 Substitution with a complete lookup table

The random number seed in each System is 160 bits. The worst case situation for an
authentication chip is that no state data is changed. Consequently there is a constant value returned as M.
However a clone chip must still return Sg,{R | M], which is a 160 bit value.

Assuming a 160-bit lookup of a 160-bit result, this requires 2.9 x 10* bytes, or 2.6 x 10%
terabytes, certainly more space than is feasible for the near future. This of course does not even take into
account the method of collecting the values for the ROM. A complete lookup table is therefore
completely impossible.

5.5.12 Substitution with a sparse lookup table



be incorporated into the response froma valid authentication chip. Since
the authentication chip nmust respond with HVACCR I M, but has no control
over the input value R, the birthday attack is not possible. This is
because the nessage has effectively already been generated and signed. An
attacker nust instead search for a collision nessage that hashes to the
sanme val #8TH2&#@l ogous to finding one person who shares your birthday). The
clone chip nmust therefore attenpt to find a new value R2 such that the hash
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business in such a situation is consequently in the refills.

The time and cost then, depends on the size of R and the number of different values for M that
must be incorporated in the lookup. In addition, a custom clone consumable ROM must be built to match
each and every System, and a different valid authentication chip must be used for each System (in order
to provide the full and partially used data). The use of an authentication chip in a System must therefore
be examined to determine whether or not this kind of attack is worthwhile for a clone manufacturer.

As an example, of a camera system that has about 10,000 prints in its lifetime. Assume ithasa
single Decrement Only value (number of prints remaining), and a delay of 1 second between calils to
Read. In such a system, the sparse table will take about 3 hours to build, and consumes 100K. Remember
that the construction of the ROM requires the consumption of a valid authentication chip, so any money

charged must be worth more than a single consumable and the clone consumable combined. Thus it is



System This can be acconplished by |loading a LFSRwith the current result
froma call to a specific System authentication chip's Random functi on,
and iterating sone nunber of times into the future. If this is done, a
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There are no known differential attacks against SHA-1 or HMAC-SHA-1[56][78]. Even if this
does not change by the time Protocol C3 can be affordably included in an authentication chip, a move fo
the Protocol C3 will eliminate this attack, and is therefore attractive.

The following is a more detailed discussion of minimally different inputs and outputs from the
authentication chip based on Protocol C1.
5.5.13.1 Minimal Difference Inputs

This is where an attacker takes a set of X, Sg[X] values where the X values are mtmmally
different, and examines the statistical differences between the outputs SK[X} The attack relies on X

values that only differ by a minimal number of bits.



cost of the consumabl e and authentication chips, the longevity of the
consunmabl e, the profit margin on the consunable, the tine taken to
generate the ROM the size of the resultant ROM and whet her custoners
will cone back to the clone manufacturer for refills that use the sane

cl one Chl@ % 5.5.13 Differential cryptanalysis Existing differential
attacks e egwly dependent on the structure of S boxes, as used in DES
and other simlar algorithms. Al though other algorithnms such as HVAC- SHAL
used in Protocol O have no S boxes,-6dn attacker can undertake a
differential-1ike attack by undertaking statistical analysis of:
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- SK[ X] e attac Ies on m hi nal nunber
of bits. P%@Fﬂ*z'sKS@om@n aq%ésbatﬁ@ﬁ%ﬁhqrﬁ@ﬁhwpg% cande gﬁerﬁféwﬂwal&bt ain
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random numbers. The Decrement Only parts of M mean that for an attacker to try a different M, they can

only decrement those parts of M so many times - after the Decrement Only parts of M have been reduced
to 0 those parts cannot be changed again. Obtaining a new authentication chip provides a new M, but the
Read Only portions will be different from the previous authentication chip's Read Only portions, thus
reducing an attacker's ability to choose M even further.

Consequently an attacker can only gain a limited number of chances at choosing values for Y
and M.
5.5.13.2 Minimal Difference Outputs

This is where an attacker takes a set of X, Sg[X] valnes where the S¢[X] values are minimally
different, and examines the statistical differences between the X values. The attack relies on S¢[X] values

that only differ by a minimal number of bits.



chip, the attacker nust call Randomnultiple tines, recording each observed
pair in a table. A search nust then be nade through the observed val ues
for enough mnimally different X values to undertake a statistical

anal ysis of the SKI [X] values. K2 Wth K2, the attacker needs to
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changeabl e part of Mcan be chosen t62a |limted extent by an attacker. The
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5.5.16 Bypassing the authentication process

Protocol C1 requires the System to update the consumable state data before the consumable is
used, and follow every write by a read (to authenticate the write). Thus each use of the consumable
requires an authentication. If the System adheres to tﬁese two simple rules, a clone manufacturer will
have to simulate authentication via a method above (such as sparse ROM lockup).

5.5.17 Reuse of authentication chips

As described above, Protocol C1 requires the System to update the consumable state data before
the consumable is used, and follow every write by a read (to authenticate the write). Thus each use of the
consumable requires an authentication.

If a consumable has been used up, then its authentication chip wiil have had the appropriate

state-data values decremented to 0. The chip can therefore not be used in another consumable.



undertake a statistical analysis of the X values. Gven that this requires
nore work than a mninmally different input attack (which is extrenely
limted due to the restriction on Mand the choice of R), this attack is
not fruitful. 5.5.14 Message substitution attacks In order for this kind of
attack to be carried out, a clone consumabl e nust contain a real

aut hent i A4tH28%¢ chi p, but one that is effectivel y reusable since it never
gets decrenented. The clone authentication chip would intercept nessages,
and substitute its own. However this-éatack does not give success to the
attacker. A clone authentication chip nmay choose not to pass on a Wite
command t o t helofeeat this anly hddtrive fat dutianticdtiop chifdoiwelcdd Decleaes Gnbyalefy devts. IRead
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wite byF& %S{%(}fdgr c&%&ﬂﬁﬁk %]tﬁl% Srchlgtﬁ)nvflfcetw]?sl ‘it hl;r Scfaah dkkamingd the

consunab requi res an aut hentrcation. | yst e adheres to.these two
si npl e r exthegtication@} a5y daagenn QST wihnqt l"’orkl*f’éﬂ}@efl?)w  SPHEPHPEC W EBAY P cat i on
via a nethRceabose:, §18d6Hieas caba irseidRDyhlaaiby pplacibg the JyfteiReubmti@fion chip

aut hent i gatJ o, Gl 2y A% JESSELASC ARAR .., FLOhOE I Ehof AL SRcblicoy st em 1 0

updat e t e eonstunta ore & 'consunabl e 1s used, and follow
every wr fauese By Sestemaepy b pregremmwémeﬁt&@reaIWérswqeélég Testfipslons i@ ddynos ¢ he
consumabl e r e%&@&y@ﬁm@ﬂﬁrb@@%ﬁ claatgmeﬂaﬂmg Jf high CQREILTARMEL IR aseeeAtised up,

then its_authenticati on hav e dat a
val ues dBERYRHeRiE Iiagmdm g"gwwmtecg%{]h%?%er e{‘[ B’ roéﬁﬁg Hgﬁéﬂgg% 23 §ah/%gﬁot her
consumabHeweval ibiR50QIB onB3oss pysiele. tlﬁamione npnyfagihtey wiplodaroghyeg dofegpnsumables

aut hent i ¢atH Qikef MRS b l%@bystkﬁl e %@ge@lﬁ&%g@abﬂm&%@m bboe GRilitykrdl), teh@se is no
state data decrenented w each %J f‘g}lté there is noé} i ng st oppi ng the reuse
4

of the clFg® meelyt §C°FF§3“°ef ?ﬂé‘ ﬂﬁﬁé’?eﬁse& RS HBPREE €sence-Only
aut hent i cat i o tigrvase Gonspenintibdd@aiting, etch s canlsetde, prdyeridopr-key, or some other

similar situation, the omission of authentication in future systems is trivial and without repercussions.

This is because the consumer is sold the entire set of System and Consumable authentication chips at the
one time.
5.5.19 Garrote/bribe attack
This form of attack is only successful in one of two circumstances:
. K;, K, and R are already recorded by the chip-programmer, or
. the attacker can coerce future values of K, Ky, and R to be recorded.

If humans or computer systems external to the Programming Station do not know the keys, there
is no amount of force or bribery that can reveal them. The programming of authentication chips,
described in Section 9, (and in [85], which covers the process in more detail) is specifically designed to
reduce this possibility.

The level of security against this kind of attack is ultimately a decision for the

System/Consumable owner, to be made according to the desired level of service.



Protocol C allows both. The bottomline-is that if a consumabl e has
Decrenent Only data itens that are used by the System the authentication
chip cannot be reused w thout being conpletely reprogrammed by a valid
programm ng station that has know edge of the secret key. 5.5.18 Managenent
decision to omt authentication to save costs Al though not strictly an
ext er nal A&t#%Y%k, a decision to onmit authentication in future Systens in
order to save costs will have widely varying effects on different markets.
In the case of high volune consumable&i-it is essential to renenber that it
is very difficult to introduce authentication after the market has

start ed as syateenmmpler egtdompag may tvisk mikegpatredrd obaiayraipivesctyid, 4o thahwt work with
ol der E&&H@QJ Hestd ﬂelvlkeyltja bgfn&:fé%r%lrga{} HMe%?Ms%ﬁows'ﬁe pbt%ntfafmﬁﬁrgﬁisézﬁl to

di sconti authentication at any s gq as ol stems w | not work
with thethpeire kﬁhéﬁﬁbweﬁll?ve%a%ﬁac}%ﬁg% vifr any Pﬂhﬁt fﬁ*él fé&f&fﬁa’“&‘ﬁ%&m Bl der
Syst ens Q@Bndﬁﬁldw&dh%bldsuﬁhdaye lakd for g ndwWyoarseqificagicnge kdp @aBystiningyblvent i cat i on

chip bya SteciT\B tha fﬁr}&nepket &?ftt ra;@x%gsécg%m n%ggerg %gﬂlg;ﬂl%rﬂgne tl@:ir%% If%%ns but whose

Test fun®PBR” al ways succe e programred to
t est f or toggthepfoperysss. Hine ccowd lSrk@ﬂFTé‘S*tlchfk@rvé Pfie@m a peftieplag PﬁrttheEFd%\ﬁ? wafe ket any

form of Qfdf%x?a@f(éypﬁould &ﬂe%&ﬁﬁm RLtOrHu 1 oQBermllgﬁhvé/t@ Lr]diiﬁ&: ma&uam&k:&ﬁ%ﬂ dipal nost
certain. t he pat.en copyright protection, the

pr obabi | ?“ldgﬁg'gcﬁr'ﬁ‘fyéédﬁis RS ia s@“%;? Cgé 8%y 50% However, this is not the
only | 0ss posBy iyiniast, lnfa canswhableaudhmnupriact ik eartridger e oo kerpombjoRtiownis sied fre
consunablieg, . MVg b GANSRGesATRY lftng bicﬂ@p @ﬁék%ms(l@ptghcrﬁ& ﬁgﬂﬁﬁh Wazzles in a

printer dué to poor quality ink Qf h AL ket acceptance, and
t he expeﬁ’@@eﬁﬁf%?lfeéfrff‘?mf‘ré 5P &¢ %’é?"sb‘@e °§ﬁ‘f"’f |38%1 ¢ pIS‘rli"a'f1 W ®hse of a
speci al i mﬁbpmrralcmg;masmethhasnlacaﬂadgés:ancekﬂlgeskey@ﬂosfdumofectwpmdb@ycanbv some

ot her 'ﬂr m§ﬁutfz1'§lfa}e} SBud Ehgr@fogrﬁe%%'bg&u;ggfﬂélﬂgﬁﬁﬂﬁﬁaﬁﬁi ih QerhiParksUiidq Syst ens
is tr|V|a F eper cussi ons his is use the cons ner is sold
the enti ?eéa’%@f‘nbéﬁfsvglFé}ﬁté%ﬁh@ﬁﬂ%‘lﬂ?éllﬂ’@O‘aﬁﬂs frameridher by “l“B?m&t one

time. 5. hayld rdgaited lcase ficickip p@iriuading dthios néedribakloaked.ack is only successf ul in
one of two Ci Lo GH RS S s, ot & 56262 B0PrdBoAICE 3B GRAVo KEARLAGRRY b De

chi p- progr ammer ¢An coerce future val ues of Ki K2, and R
to be redomgerticaton PWEPﬁeamte@tﬁ‘r ltk‘éew&a?keaﬁa‘%‘*y%‘? RREVERERYAEE PT theFhiph SCBICHR ammi ng
Station @Igldmg foknerdadidie keys, there is no amobunt of force or bribery that
can reveal hﬁ@ CT programn ng of authentication chips, described in
Section 9, (a AR whi ch covers the process in nore detail) is

speci f i CBiemgchdaisn @ns@en@ahm@dhrcf@/lﬂﬁsg%els@ﬂm Ia?tlﬂglon kel | evel of security
agai nst $his fqme it @tk is ultimately a decision for the

Syst em Consunmabl e owner, to be nade according to the desired | evel of

‘servi ce.* AUTHHASEHALR [Mdt) exanpl e, a car conpany may wish to keep a
record of allTHeus etmted thelMACSEHAS algbilitab inggreater detail than covered so far, and

describes an optimization of the algorithm that requires fewer memory resources than the original

definition.

6.1 HMAC
The HMAC algorithm is described in Section 3.6.4.1. In summary, given the following
definitions: :
H = the hash function (e.g. MDS5 or SHA-1)
f = number of bits cutput from H (e.g. 160 for SHA-1, 128 bits for MD5)
M = the data to which the MAC function is to be applied
K = the secret key shared by the two parties
ipad = 0x36 rcpeatéd 64 times
opad = 0x5C repeated 64 times

The HMAC algorithm is as follows:
1. Extend K to 64 bytes by appending 0x00 bytes to the end of K



person can request a new key to be nmade for their car. However this allows
the potential conprom se of the entire key database, allow ng an attacker
to make keys for any of the manufacturer's existing cars. It does not
all ow an attacker to nake keys for any new cars. O course, the key

dat abase itself may also be encrypted with a further key that requires a
certai n MYA3&PCof people to conbine their key portions together for

access. If no record is kept of which key is used in a particular car,
there is no way to make additional keéys should one becone |ost. Thus an
owner will have to replace his car's authentication chip and all his
car - keys.2, Thi sXxOrsthéWatbyh ecitssate ny( Dewithaghdsi t uati on. By contrast, in a
consunable such a RLin 213 f e one key conbination is used
for all Sy ste ﬁda e?“%@%?%na %&&E%grténgy if no backup of the keys is
kept, thére |gﬂmbHﬁmﬁaﬁﬁmmgﬁwmkﬁéﬂﬂedge of the key, and therefore no attack

i's possihle. myﬂ4gstﬁﬁ)g@@&liﬂﬂlﬁhﬁql¢&dl on |s not desirable for a
gat

consunable such a ince if is lost no nore
consumablfes c4RPH the Fg?ﬁkgﬁh Ur e malm %§§%erefore keep a backup

of the k@&y |an@pllyrﬂttpthnoutmltsfé@elmhdrutlpathet@?mt\/\here a certain nunber of people
must togeg{her conbine their portions to reveal the full key information.
This nmay be required if _case the chip ? tation needs to be

rel oaded. In any case, nBNeCH!THEEE %p é% E@‘i@ i nst Protocol C
itself, $nnggsmg1ayﬁmmﬁsﬂm@yHNMmhmeai*ﬂHAﬂhe authentlcation process.
Instead,6 § attack agai nst the programm ng stage of the chips. See
Section ®9 an for nore details. 6 HVAC- SHA1 The nechani sm f or

aut henti cati ofh¢ %‘MH@SW@W’F dascrsd int thirRontaes o tr pshingplgorfims in Seqipls. sHAT
(R K1), 3813, alﬁh’lé&&lpﬂféﬁszeﬁlEédhn{M] R hlgdhtiud isR@brhareeddigienes t he HVAG SHAT

al 9 QI’ I th m in g%ne?% glt c nstan?s a{%‘}eﬁ?eﬁ al}clq'ilgle 5 elqler% (a)reIS%Eﬂstax?tMed tg %ﬁfxie%%hﬂrﬁ'lg

optim zation requires fewer nenory resources than the
originalvmﬂékﬂmmmwawm4@¢mwﬁwwﬁmmhe HVAC al gorithmis described in Section

3.6.4. 1. [FoE9To e cidyespA-ie folrow ng detlnltlon§A H = the hash

funCtlon (p ﬂ NMD5S_or QHA-1\ [ nlln‘hnr n'F hitc n||+n|t fromH (e g 160 for
SHA- 1, 12disikGhajning o M = ARSI CONSEP i ch the MAC function is to be
appl i ed K ttheosenmsetokey shafed by tiheotoaezpdsties | i pad = 0x36 repeated

64 tinmes opat —~q§§g ~Lepeated 4 times JhepbiMie agorithmis as foll ows:
| . Extend t 8ﬁ ytes by appending xQO hytes to.the end of K AUTH25- SG
h3 0x98BADCFE »3 0x8F1BBCDC
h4 0x10325476 y4 0xCA62C1D6

h5 0xC3DZ2EL1F0

Non-optimized SHA-1 requires a total of 2912 bits of data storage:
e  Five 32-bit chaining variables are defined: H;, Hy, H,, Hy and Hs.
o  Five 32-bit working variables are defined: A, B, C, D, and E.
s  One 32-bit temporary variable is defined: t.
e  Eighty 32-bit temporary registers are defined: Xy
The following functions are defined for SHA-1:



-65- 2. XOR the 64 byte string created in (1) wth ipad 3. Append data
streamMto the 64 byte string created in (2) 4. Apply Hto the stream
generated in (3) 5. XOR the 64 byte string created in (1) with opad 6.
Append the Hresult from(4) to the 64 byte string resulting from(5) 7.
Apply Hto the output of (6) and output the result Thus: HVACCM = H (K O
opad) | HUIRSES ipad) | M] HVACSHAL algorithmis sinply HVAC with H =
SHA-1. 6.2 SHA-1 The SHAT hashing algorithmis described in the context of
other hashing algorithms in Section -366.3.3, and conpletely defined in
[27]. The algorithmis summarized here. Nine 32-bit constants are defined

i n Tabl 4 Bbleﬂmﬁoﬁommed&mst ant s used to initialize the |chaining

vari abl es—and—therepre 4 additive constants.— Tabte 3. _gonstants used in
SHA-1 Ini ?’l ar Chal nijing c\/’é’ltues Addi tive Constants hi 0x67452301 yl-
Ox5A827939mendat@e FFCDABS9 y2 Ox6EDOEBAL h3 Ox98BADCFE y3 Ox8F1BBCDC h4
0x10325476 y4 OKCAG dildxﬁonﬁguu@gumElFO Non- opt| m zed SHA-1 requires a
total off-2912 hits gf t—ehatntAg variables are
defi ned:| *H1Y H2, HB, lﬁﬂﬂ‘ﬁé’ﬁfﬂ"%@){tgéﬁ\?‘?gﬁgbﬁp?ﬁ%r king varilabl es are defi ned:
A B, C|i3, vand E. (mef)&z-wm/\tz)terrpor ary var'i abl. e is deflined: t. Eighty
32-bit ttenporary—+e th—Xo—79—Tthe—foltogw ng functions are
def i ned |ffor : Lﬁ"lﬂé@"%’&ééw | e 4. Functions used in SHA-1 Synbolic
Descri ptiingn ¥, Komencl|at @rved# Addition nodulo 2 X << Y Result of rotating X

oancnh 2 hi ¢ AAact ta ~Arm e £ L L. \NL "7\ £ LA\ y \ZA=Z\
left threwgh bt pestthons (D adnd e % e to bo a multiple of 512 bits

and initializing the chaining variables .5 with hy_s. The padded message is then processed in 512-bit

Y rrs

chunks, with the output hash value being the final 160-bit value given by the concatenation of the
chaining variables: H1 | H, | H; | Hy | Hs.

The steps of the SHA-1 algorithm are now examined in greater detail.
6.2.1  Step 1. Preprocessing

The first step of SHA-I is to pad the inplit message to be a multiple of 512 bits as follows and to

initialize the chaining variables.

Table 5. Steps to follow to preprocess the input message

Pad the input message Append a 1 bit to the message
Append 0 bits such that the length of the padded message

is 64-bits short of a multiple of 512 bits.

Append a 64-bit value containing the length in bits of the
original input message. Store the length as most

significant bit through to least significant bit.

Initialize the chaining variables Hy« hyp, Hy " by Hy ¢ hs, Hy < g, Hs < s

6.2.2  Step 2. Processing
The padded input message can now be processed.
We process the message in 512-bit blocks. Each 512-bit block is in the form of 16 x 32-bit

words, referred to as InputWordy,;s-
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initializing the chaining variables H -5 with h, 5. The padded nessage is
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Table 5. Steps to follow to preprocess

age
ts short

)peﬁg a 24 bit value containing the length in

bits of [the original input nessaﬁe*mEW%Wé the length as nost significant
bit thr qgﬁmggmgﬁésg Signifticapt=Rid79 InitialTze the chaining variables H
F hl, H2 %3 1-4 F h4 H5 é% % 2 g 15 Processigg The
padded |nput nessage can now|be p?b%é ﬁ%XSﬁ@ pf% ééé he nessage}in

512- bi t | Ini@dikSworlb@Chridbks - DI t lAI@Gﬂf,BéHzICI—hQ bermef-#6 x 32-bit |words,

r ef er r e¢—to—as—nput\Wordals—1AUHRE-—SG Table—-6—Steps—to—+oHow for
each 51281 bl ock (1 nput VWor g6°+E ml%bpy the 512 input bits into XO 15
Forj=0O to 15 Xi = | nput Wordi ExpaﬂdAXd)iﬂBL@ﬂD+X&6Xﬂ@nFor j=16 to 79 Xi F
((X_3 (r) Xi-5 (r) X1.14 (r i rking variabl es A
S B e CF bk dua, EoR e g CBLIEE M0 o A A
5) +f (B, CRDIB+X] +yt) E<- D, DIFE €83 (30), BFA AFt Round 2 For j320 to 39
te- ((A"$) +h(B, C D) +E+Xj +y2) |E4- O DiraG s§4n{BC( B0 £ B4y AM-

E«D D« CC+—(B«30),BA At

Round 3

Forj=40to 59 t
t< ({(A«S)+g®B,C,D)+E+Xj+y;)
E<D,D«CC+—B«30),BA At

Round 4

For j=60 to 79
te—({(A«S)+hB,C,D)+E+Xj+y)
E«DD«CCe—(B«30),Be—A At

Update chaining variables

HI(—*H1+A,H2(—H2+B,
H3(—"H3+C,H4<—H4+D,
Hs« H;+E.

The bold text is to emphasize the differences between each round.

6.2.3  Step 3. Completion

After all the 512-bit blocks

of the padded input message have been processed, the output hash

value is the final 160-bit value given by: H; | Ho | H3 | Hy { Hs.

6.24  Optimization for Hardwa

re Implementation

The SHA-1 Step 2 procedure is not optimized for hardware. In particular, the 80 temporary 32-

bit registers use up valuable silicon on a hardware implementation. This section describes an

optimization to the SHA-I algorithm that only uses 16 temporary registers. The reduction in silicon is

from 2560 bits down to 512 bits, a saving of over 2000 bits. It may not be important in some

applications, but in the authentication chip storage space nmst be reduced where possible.

The optimization is based o

n the fact that although the original 16-word message block is

expanded into an 80-word message block, the 80 words are not updated during the algorithm. In addition,

the words rely on the previous 16 words only, and hence the expanded words can be calculated on-the-fly



Round 3 For j=40 to 59 t tt-((A<< 5)+g(B, C, D) +E+Xj +y3)

E4- D, D<-C, C4- (Bu30),B4-A A4- Round 4 For j=60 to 79 t -((A<<

5)+h(B, C, D) +E+Xj +y4) ED, D<-C, C4- (B<(30), B4- A, A4- Update chai ning vari abl es
H <- In+ A HFH + B, H3<-H3+C H4AFH4+D, H5 F H5 + E_ The bold text is
to enphasi ze the differences between each round. 6.2.3 Step 3. Conpletion
After al AVtHReS%12-bit bl ocks of the padded i nput nessage have been
processed, the output hash value is the final 160-bit value given by: H, |
H2 1 H3 1 HA 1 H5 6.2.4 Optim zation-60+ Hardware |nplenmentati on The SHA-1
Step 2 procedure is not optimzed for hardware. In particular, the 80

t enpor ar Yurdkg probusiing; BYing bwesket SIS wopls kakha dipkearg ickerepon Wareqirhatatvar e

i mpl enentg %8@0 ke%ﬁ“a%k &%& 1stglev§e aq'é L?qéusﬂ'@ buggé éfﬂat% éa%r]a l‘é@e ﬁntﬂﬁnt%HA |

al gorithm mthat o uses terrpor y redisters. The reduction in silicon
is froms2880 bits down to 512 bits, a saving of over 2000 bits. It may not
be inportant il{@théir@ﬁ&nde%l){ﬂyia%&téieoﬂﬁe,;, Yadiise & bit @@ et doen thiangit theoireratibisp St or age
space nu ere p he. Opt i M.z on the fact
t hat al t%ﬁ&a}’i‘b? ﬁcg’ ‘;{g A ngd 3 r?flsr%%‘éq}amhcrq% !:J’i'lg i he%QmLﬁn%’i‘& llglﬁt 0 an
80-wor d m@sdgéldmeommpdater&e 18@%#@3'31“&]9199 ﬁqcftthem?fera%d/emﬂlﬂreﬁgﬂ‘ieﬁé= egthdori t hm
I'n addi t k@R repisht R1 WRHGESs hGbYenOith BRpASRY) kS HeloWe ofl fhe BIRdhm. and  hence t he
expanded vvor(%s can be cal cul ated on-the-fly AUTH25-SG -68- during
processing, as long as we keep 16 words for the backward references. W
require rotating counters to keep track of which register we are up to
using, but the effect is to save a |large anmount of storage. Rather than

index X by a single value j, we use a 5 bit counter to count through the
iterations. This can be achieved by initializing a 5-bit register with
either 16 or 20, and decrenenting it until it reaches 0. In order to

update the 16 tenporary variables as if they were 80, we require 4 indexes,
each a 4-bit register. Al 4 indexes increnent (wth waparound) during
the course of the algorithm AUTH25-SG -69- Table 7. Optim sed Steps to
follow for each 512 bit block (InputWrdo_15) Initialize working variabl es
A<- Hl, B<- H, C<- H3, D<- H4, EF H5 N, F 13, N2<- 8, N34-2, NdFO



Round O Do 16 tinmes Copy the 512 input bits into X0_ XN4

= {I ~nput . Wor dN4

IS[RNI, ' 1IN2, ~1~3)optional frNd4 Round A Do 16 tines rtl t <- ((A" 5)
+ (B, C D + E+ XN4 +yl) [RN,, RN2, RNR)optional |N4 ,
E<-D, D<-C,CF(B"30),BFA A<-t Round IB Do 4 tines XNd <- ((XNI O XN2 e XN3 O
XN4) a 1) N ((A<< 5)+f (B, C, D)+E+XN4+3,i) RN,, RN2, RNs, R4 E <-
D, D<- C, C&UTHEES&< 30),B<- A AFt Round 2 Do 20 tinmes XNAF( (XN eXN2eXN3(D
XNd)al) t <- ((A"5)+h(B, C, D) +E+XN4+y2) RN,, RN2, RN3, RN E<-D, D<-
C, C<-(B<< 30),B<-A AFt Round 3 Do 20¢dines XN4 <- ((XNI (D XN2 e XN3 (D
XNM) 01) t < ((A" 5 +9g(B C D +E+ XM +y3) RN, R\2, R\3, RW
E<- D, D<f ﬁbQ%( Bﬁﬁné%@}smﬁfo f&nchor dR&uﬂd bl blb¥X (ﬁﬁxtwme@ XNA<- (( XNLeXN2(]D XN3(B
XN4) 01) P (( N e B\ o 1WA 1\ AN WRNS—RM—
EFD, D<- Q] @gal(zgké{ﬁng Eéaé’aﬂ"SAFt ﬂbdﬁt%“c‘?fa?ﬁ ﬁ’gD\f‘ BTEs H < H +]A H <
H2 + B, H3<- H3+C, H4<- H4+D, N—E—F}NL-B-PSENTM lipd—ob text is to enphasi ze the
differen "‘ etween—each—+ot - /-\\unlLJ SG—=70=—The—+tncrenmenttng—of] N1, N2,
.and N3 dy ?“ﬁg Rounds 0 and |EJI S optl onal. A software inplenentat|i on woul d
not incr eﬁmtthwhkmutbltsmwexu takeﬁwtfheutwaf@&at the end of the 16 |tines
t hr ough ,r;e Ioop, all 4 count ers[mthbm\I}goh&;lanri gi nal val ues. Designers
of hardware mav._wi sh to incnenment al P
) Round 1A Do 16 times
te ((A«5)+1(B,C,D)+E+ Xy +yD) [N, (N,
ﬂANﬂ]opﬁona[ ﬂN4
E<DD«CC«B«30),B-A At
Round 1B Do 4 times
s < ((XN1 @ XN2 @ XN3 D XN4) « 1)
t(—((A(<5)+f(B,C,D)+E+XN4+J,;)
N, N, NG, 1N,
E«DD«CCe«(Bu«30),BA At
Round 2 Do 20 times
Xpa — (N1 ®XN2 S XN3 D XN4) « 1)
te—((A«3)+hB,C,D)+E+XN4+y,)
Ny, TN, NG, N,
E«DD«CC«+ (B«30),B—A At
Round 3 Do 20 times _
XN4 - ((XN1 @ XN2 & XN3 & XN4) « 1)
t ((A«5)+g(B,C,D)+E+ Xy t+ys)
Ny, N, 1IN, TN,
E«DD«C,C«(B«30),B—A At
| Round 4 Do 20 times
X < ((XN1 D XN2 & XN3 & XN4) « 1)
t ¢« ((A «5)+hB, C,D)+E+ Xng + yq)
fiNg, N2, N3, 1IN4
E«DD«CCe«(B«30),B—A At
Update chaining variables H, «H +A H; « H;+B,
H3(—H3+C,H4'(_—H4+D,
Hs(—H5+E

The bold text is to emphasize the differences between each round.



counters together to save on control logic. Round O can be conpletely
omtted if the caller loads the 512 bits of X0-15. 6.3 HVAC-SHAL In the
aut hentication chip inplenentation, the HVAC-SHAI unit only ever perforns
hashing on two types of inputs: on Rusing K, and on RI Musing KZ. Since"
the inputs are two constant |engths, rather than have HVAC and SHA-1 as
separ at e P EFes on chip, they can be conbined and the hardware

optim zed. The HMAC- SHAT test cases described by Cheng and denn [14] will
remain valid. The padding of nessages7on SHA-1 Step 1 (a 1 bit, a string of
O bits, and the Iength of the mnessage) is necessary to ensure that

di fferent nessmag@sreméntihg dTl, N, 6k Ni dueingShoueds@fabderA ipaglidnahgh soBrance we only
deal W B 2o d RS RluaTEIRAGE téﬁ%u%meﬁ%%spgh%@ 2R eﬁ@&%a@am@wgamaddl tion,

t he optlm‘% version of m s used, where onl 6 32-bit
words  areopipiddotntsrs wﬂémuawmwﬁwad%eswrf@é Bardpgreppsy vish &y iRcrogent afléaded
directly Cmﬁte;sh@ge@attdmez&%dﬂmg‘gusl—m1 hardware. The Nine 32-bit constants -

hli 5 and are still he fact that they are constants
is an ad\%PﬁdLa}) ]?e(f?m‘ﬂ%{?lﬁ ﬁ%‘fag%oﬁ |o%$J %?j'\?vare optim zed HVAC- SHA- 1

requires 6 totIﬂIIA@SHM)M bi ts of data storage: Five 32-bit chaining

variabl es are gt &ﬂ&féﬁ’matldh chi lel?@ntatiﬁ'f} t@Wk@SHAFhM&n@%V&?b&fommlﬁﬂﬁg
vari abl es are defjned 32-bit vari

t enpor ar ¥ StSYREHRYE RH "f‘er’l‘él‘i“g ?bas"‘ﬁ piR ﬂgﬂ?"f‘gl%@gmcg the “@’i@ B HSP %f‘ g tcl)l? ar y
var i abl e ritigr dlef laneMAC and SHAXt @erpaBR ciyities dnehipohexcan heegitited pel deprherdget i ned:
X015 TR0l ARG éi@AlStgs?fa'séQ B3cf1RE6) R, hEIcA! @RSl Rialh Dial WO  ypes of

calls to the case Q ucin e keyed hash
of R using Kl Thiwéd"eﬁqf@iﬂﬁ%aeswﬁﬁdtl éé%tbé‘t Rstrigg of 0 b 'é*p ?vggﬁﬁ?‘g &tfth of 160
bits. V‘én@a&gemeﬁc&ﬁ@m chisBlé Ehabdiffadnt ageagefwill hitdook B bangafidr pgidipe. Soesed ng.

Rat her th toRBhdosOf the SHA-1 algorithm we

| oad XO_ i y |re§1tdzl , (fgsg e gﬁia@(ﬁnr%cgl{%co % °

ere oun of the optim zed Process
Bl ock (Step 2y fimsms szptmrmévqa%@méeé’dé ltaéﬁk%témb%rv“tdh\éhefe&ﬂyawm W¥ps:
AUTH25- S@euded for aRbiry StorafeaNied @trégi@rshlfeRoadid dire&ly@p thDes@idep HMaKT-SMK1i on |
Process 5 ér%? ipad Xp_ <- K, O 0x363636... 2 X5.,5 <- 0x363636... 3
4

H5..h 52" ocess Block 5 Process R X0A F R
= The Nine 32-bit constants &, s and y,_, are still required, although the fact that they are constants

is an advantage for hardware implementation.
Hardware optimized HMAC-SHA-1 requires a total of 1024 bits of data storage:

. Five 32-bit chaining variables are defined: I;, H,, H;, H, and Hs.
. Five 32-bit working variables are defined: A, B, C, D, and E.
e _  Five 32-bit variables for temporary stofage and final result: Buff160,5
. One 32 bit temporary variable is defined: t.
. Sixteen 32-bit temporary registers are defined: Xy 5.
The following two sections describe the steps for the two types of calls to HMAC-SHAL.
63.1 HI[R K]

In the case of producing the keyed hash of R using K;, the original input message R is a
constant length of 160 bits. We can therefore take advantage of this fact during processing, Rather than
load X,. 5 during the first part of the SHA-1 algorithm, we load X5 directly, and thereby omit Round 0
of the optimized Process Block (Step 2) of SHA-1. The pseudocode takes on the following steps:



6 X5_,5 F 0 7 Process Block 8 Buff1601_5 t- H1.5 9 Process K O opad X0, +-
K, $ OxbC5C5C... 10 X5 15 +- Ox5C5C5C... 11 H,-5 F h, 5 12 Process Bl ock
13 Process previous H x] Xp4 F Result 14 X5.,5 <- 0 15 Process Block 16
Get results Buff1601.5 FH _5 6.3.2 HR M K2] In the case of producing
the keyed hash of R1 Musing K2, the original input nessage is a constant
| engt h of\VT44%°] 256+160) bits. W can therefore take advantage of this fact
during processing. Rather than load Xo 15 during the first part of the
SHA-1 algorithm we |oad Xo_15 directfly, and thereby omt Round O of the
optim zed Process Block (Step 2) of SHA-1. The pseudocode takes on the
.foIIomﬁngnm&map&mmﬁ@ﬁﬁﬁﬁiﬁG 72- Table 9. Calculatlng H[R Il M K2] Step
Descri pt on Acti-on Process KOtpat < K200x363636 2 X5-15 F
0x363636, 2P 3 111, é’“é’“*"h"i‘ 5 4 Process |BraM 5 Process RIM[X0. 4FR 6 X5-12
<- M 7 XI3-15 <- |GroBsfk &0ps®s Bl ock 9 Xierpa® $4362836.0 Process K O opad X0-4

<- K2 O Q?SCSuop T H1—X5=15—F fkfﬁfﬂ%g?___:%gjf%_ﬁ—z__ﬁi_ﬁ 13 Process
Bl ock 14 Processiprevi ous H x] X0, E|félp 15 E Q

3 His hys

4 Process Block

5 Process R Xpa ¢ R

6 X550

7 Process Block

8 Buffl60;_5 «— H1.5

9 Process K @ opad Xoa — Ky & 0x5C5C5C...
i0 X5_15 <« 0x5C5C5C...
11 His < hys

12 . Process Block

13 " | Process previous H[x] Xou < Result

14 X5-|5 «—0

15 Process Block

16 Get results Buffl160,.s « H;

632 H[R|{M,K;] _
In the case of producing the keyed hash of R | M using K, the original input message is a
constant length of 416 (256+160) bits. We can therefore take advantage of this fact during processing.
Rather than load X5 during the first part of the SHA-1 algorithm, we load Xq.15 directly, and thereby
omit Round 0 of the optimized Process Block (Step 2) of SHA-1. The pseudocode takes on the following

steps:



16 Process Block 17 Get results Result 4- H -5 7 Data Storage Integrity
Each aut hentication chip contains sone non-vol atile nmenory in order to hold
the variables required by Authentication Protocol C. The follow ng
non-vol atil e variabl es are defined: AUTH25-SG -73- Table 10. Non vol atile
vari ables required by Protocol O Variable Nane Size (in bits) Description
M 0..15] A86>%¥8 words (each 16 bits) containing state data such as serial
nunbers, nedia remaining etc. K, 160 Key used to transformR during

aut hentication K2 160 Key used to tr&dsform M during authentication R 160
Current random nunber Access 32 The 16 sets of 2-bit AccessMdde val ues for
M n] Nbde[O 15] Checksun1160 S[K I K2] Used to verify that K, and K2

aon

have not E%hcﬂﬁn | —MmTicks—32—Fheimmomrnomber of cl ock ticks
bet ween lild s 5v Eased functions SIWitten 1 If set the secret key
inforrratlsmn (I{),e;%rm?n and R) haq As8em witten to the chip.[If clear, the
secret MmN ONEEILOE 4 not™ been W i T RPo¥6isss [ STrusted 1 if set, the RND
and TST |[functlions can be call ed, but_RD and VWR_functions-icannot be call ed.
| f clean?2 the RND and TST functi|éhs <c88¥%be called, but| RD and WR
functiofg can be calted. Total [jjT% 1992 Note that 1T thesje variables are
in Flash . nemmry, it is not a sinple matter to wite a newvalue to replace
the ol d.|4The {menory nust be erag&®PssPYfX and then the appropriate bits
set. Thi[s has an eTTect on thelalgorithns used to change |Fl ash nmenory
based vartable pﬂuup.p, Hrash—rerory—cannot—easity e used as shift
registeré. TcTﬁﬁﬁEFé a Fl ash nenég Jgrlable by a general Joperation, it is
necessaify to| foll ow these step<x3L¢—REad the entire N b|t value into a
gener al purpgse register—2- “’r‘u.uwfhc operat+on—on—the general purpose
regi ster; 1315 4

8 Process Block

9 Temp < H 5

10 Process K @ opad Xog ¢ Kz @ 0x5C5C5C...

11 XS-IS — OXSCSCSC. .

12 His < bys

13 Process Block

14 Process previous H[x] KXoy < Temp

15 X5_15<—0

16 Process Block

17 Get results Result < H 5

7 Data Storage Integrity

Each authentication chip contains some non-volatile memory in order to hold the variables
required by Authentication Protocol C1.

The following non-volatile variables are defined:



3. Erase the Flash nenory corresponding to the variable; and 4. Set the
bits of the Flash nenory | ocation based on the bits set in the

general - purpose register. A RESET of the authentication chip has no effect
on these non-volatile variables. 7.1 Mand Accessnode Variables M 0]
through M 15] are used to hold consumabl e state data, such as seri al
nunber s, ABREE$E nunbers, and anount of consumabl e remai ning. Each M n] "’
register is 16 bits, making the entire M AUTH25-SG -74- vector 256 bits (32
bytes). Cients cannot read fromor witten to individual Mn] variables.
Instead, the entire vector, referred to as M is read or witten in a

single |C%§1@ho %EM1cvMa%§keQﬁeJ@&dotw@1m the RD (read) command, and
witten tlovia the WR (witel command—The—egmrands—onty—succeed if Ki and

K2 are bdt'Hrable Name (g | WS Githiesl 1) and the attfientlcation chiplis a
consunmablievpoorsi t r ust ed chi psq 1 sTr U$4 eadsteQh i6b¢ds)tch@ughgﬂtﬁt€rrh?8@bm ain a

nunber off different data types, t1§%eﬂhlﬁjrr%grs%h§§rénﬁuﬁn§@ﬂcr wite
permSSi ns. Fach data tVDF‘ can al ways e _read Ong n r‘| iept menory, t he

256 bits [dan be interpfeted® n a1§GW§flt€H’t‘5’§f@ﬁﬂ%9“rt“ﬁé“ﬂFP‘i‘cé?ﬂn The entire
256 bits Mare reag at " qee 1 MPKEJ\RERA Garkbhorri W daiiglabibénicaiorouny s f or

reasons d s—descr+bed i —Tthe—different—mite

per mi ssi cr‘% are outlined i 1% Tabl ¢ C‘iriem”‘f“dﬁ?‘émﬁdT Wite Perm ssions Data
Type Accdsscdbde Read Onl y3Xan neVierlsbes ofZivittreressMedRebdyiel M@l Can al ways be
witten t‘i{o@@@[%fm”t Only Can only be witten to if the new val e is | ess
than the |0 Decrement . Only values are typically 16-bit-{or 32-bit

e t
val ues, "Qthedkanm be any mul*fq pl e 3$[K16KZBJ|L{S§“°"Fd‘fyaﬂfwi%ﬁavfﬂ% prot ecti on
required|for witi ng, a 2-bit acc=s&nmﬂ@emmue is defined for gach Mn].

The fol | gwi-rg—-table—deHnesjhe—+n G lretn GRCESS node
bit- patteM‘.m‘ikébl e 12.] Bi ts3 I n Th: nﬁmﬁb{ﬂﬁgﬁ% é(’:)fjtclloon taker? ‘aur. ng Wite
command Q0 RW ReadW i tle The new 13t0t¥F!t-ba9@IfHé“?“§ always witten fo Mn]. 01

MSR DecCr €Tgiffiadd Tty T1e MeW 16~ bi U] HadUkt secret QY iNforlatisnf® D KE,@nd¥p)n] i f it

(Most Significant is lless than thge ue currentl This is
Regi on) dsed for access to the Ms lt‘asg‘fe@ﬁ‘?"ft?né%lﬁfCbi%lgcg%rgﬁ‘%%emt Decr enent
Only nunjer. 10 NVSR Decrenent On| ipfofrhigion B @othesywii@eryict val ue i $ only

wri tten tgt—H——the MstySronT AL e Ry kT GAboA caPbddaudel 1 {ten. The
NVSR access .
but RD and WR functions cannot be called.

If clear, the RND and TST functions cannot be

called, but RD and WR functions can be called.

Total bits 962

Note that if these variables are in Flash memory, it is not a simple matter to write a new value to
replace the old. The memory must be erased first, and then the appropriate bits set. This has an effect on
the algorithms used to change Flash memory based variables. For example, Flash memory cannot easily
be used as shift registers. To update a Flash memory variable by a general operation, it is necessary to

follow these steps:

1. Read the entire N bit value into a general purpose register;

2 Perform the operation on the general purpose register;

3. Erase the Flash memory corresponding to the variable; and

4 Set the bits of the Flash memory location based on the bits set in the general-purpose register.

A RESET of the authentication chip has no effect on these non-volatile variables.

7.3 M and Accessmode
Vatiables M[0] through M[15] are used to hold consumable state data, such as serial numbers, batch

numbers, and amount of consumable remaining. Each M[n] register is 16 bits, making the entire M



32 bits and nore
Only The new 16-bit val ue
of access node bits for

Regi on) node allows multiple precision val ues of
(multiples of 16 bits) to decrenent. 11 RO Read
is ignored. Mn] is left wunchanged. The 16 sets
the 16 M n] registers are gathered together in a single 32-bit AccessMde
register. The 32 bits of the AccessMode register correspond to Mn] with n
as fol | oNg™H2A9TH25- SG - 75- MSB LSB 15 114 113 112 11 110 98 7 6 543 2 1
0 Each 2-bit value is stored in hi/lo format. Consequently, if MO0-5] were
access node MSR, with M 6-15] access7gmmde RO, the 32-bit AccessMde
register would be: 11-11-11-11-11-11-1121-11-11-11-01-01-01-01-01-01 During
ex gc uti gﬁbcﬂf 258 bMR31 Wids). Ellent QifNRRAEhd ﬁAﬁ@ﬁﬁ&Mﬂ eefdiiduniv@)ariibirednsfeat, theach M n],
and a deci si er the.n alue will replacetheold
The Acce¥ERp§e” npﬁr%tme?sﬁs‘sr\é\%tormummat%néﬁ%ﬁw%@?ﬁ |ycat| on chip's SAM ( Set
Access Mbde) Nh@mmmduswaem@ha@)qomﬂl[ée@}de‘ﬁémtothyWﬁﬁ&P?qu $heyynsi gned,

so any DegfeRmRhly Rbad ¥&| HRK, ba8bth dErRAUEIVEHREIR] dn¥ Be haRERSHNIEH she shifted
into a positive ran a consunmable with a Decrenment Only

data i te??r“?“&ﬁb‘&“‘ﬁf““q%{()ch{péf%’@“w(i have the r ange shifted to be 0 to 100.
The System nuBfoughé may aineinpmenbet bisliffepanpdataQyren thiDdifaonlp@ithegy waB0 t o 50. Note .
that nos u@s%c}ng@iﬁc%%atgtyﬁ 'éﬁzg}:s%g re&dl bﬁcelﬁaﬁﬂ%nﬁfyethé\b%@u&an §QuetpRe® 1S no

range shitt required Decr enent data items, afngfﬁi e data in

or der fI‘BWWtCh%?‘dWIdTCICE%fTh‘E(Blmleég.%]fﬂs Og%@ﬁ'l‘ F&%’ﬁ"?“ﬂ%ﬂsﬁﬁa °d% ties from
M n] onWaiidints 50 Rasaee ScBurlth dadefobibedtimBectmst TigidfRichi vedrderniiiohs asoullsedoned i n
M n]) shf)a%leq be set to MSR The remaining registers (Mn+l], Mn+2] etc.)
shoul d thelr access nndes set to NVBR 1f erroneously set to NVBR,

with no ciisfé‘tilaWé&Pmsqﬂ@gl on, each NVBR region will be congi der ed

i ndependentIpgd Rgt €afl 0f being a Nl T A« #eusI on corrparl son. |Exanpl es of
all ocati na—M-an AccessMode bits-can—be foundin 7.2 Kr K, is

ot Q
t he 160- b?'%ea%BElret ke i cation

§a’lféeé‘ﬁb?8mfeflé°nsf orm R during the authent
pr ot ocol a:mm‘daysw\ungnw th K2, Checksumand R wit

RehdWste p! rog

aut hent i

of K, are
nunber ,

be kept s;g%érdeé

RND and RD
phi l e RD req

ment '(b'Pts’r

P Cadnly o aritientty [l né\{z' { RIS B (C VR
nts cannot directly read K . The conmmandg

DRgEicr el YeliozarpapisallR)o- ‘S}éfF%zP“ VaHes AUty o
Jbéﬁs}nﬁmpl}ﬁpfﬁmhs [ X] pair as input. K, is

keyed one—way

ot
JII\JLIUII 1

h the
Since K, nust
t hat make use
a random
used in the
r ogr anmed

‘To accomplish the protection required for writing, a 2-bit access mode value is defined for each

M[n]. The following table defines the interpretation of the 2-bit access mode bit-pattern:

Table 12.
Bits Op Interpretation Action taken during Write command
Ob RW ReadWrite The new 16-bit value is always written to M[n].
01 MSR Decrement Only The new 16-bit value is only written to M[n] if it
(Most Significant is less than the value currently in M[n]. This is
Region) used for access to the Most Significant 16 bits of
‘ a Decrement Only number.
10 NMSR | Decrement Only (Not The new 16-bit value is only written to M[n] if
the Most Significant Min+1] can also be written. The NMSR access
Region) mode allows multiple precision values of 32 bits
and more (multiples of 16 bits) to decrement.
i1 RO Read Only The new 16-bit value is ignored. M[n] is left
unchanged.

The 16 sets of access mode bits for the 16 M{n] registers are gathered together in a single 32-bit

AccessMode register. The 32 bits of the AccessMode register correspond to M{n] with n as follows:



wi th a physically generated random nunber, gathered from a physically
random phenonenon. Kr nust NOT ‘be generated with a conputer-run random
nunber generator. The security of the authentication chips depends on K,
K2 and R being generated in a way that is not determnistic. For exanple,
to set KI, a person can toss a fair coin 160 tines, recording heads as 1,
and tail 8uiags-8E Kl is automatically cleared to O upon execution of a CLR
command. It can only be programmed to a non-zero value by the SSI command.
7.3 K2 AUTH25-SG -76- K2 is the 160-by4- secret key used to transformMI| R
during the authentication protocol. K2 is programmed along with K,
ChecksurrM@gd R vm'th the authentication chip's SSI (Set S(-:BSBet | nf or mati on)
comand pee must+—bekept—seeret—retHentsreanmot—directty . The
commands lihaf ak3e U2 boH %S Rb*and 'TSTC RDr et irnk’a %u ART: 2[IM |
X] where X was passed in as one of the paraneters to the RD function. TST
requires an MEacBR[tMlte iRjtorgiin hiflaforiat Signsequenityelf MIGS\waes sefstsatcAedSRréth t he
]?Ut htentl %&N}A%Qcc&@ingde%{d?h@ﬁ b&méclasfanodelfé’glslte'ﬁwblﬁ&@ in the keyed one-way hash
unction

T. As 'such it sh vvlthaphysmally
generated random number 11 Hdéﬂéﬂé&??’rg' B 592‘°§§Wy random phenonenon. K2
nust NOT be gmresa‘nﬂdnmiat\HRawme)wm@d;A:QMSM@n@bmmm@fOf gendbeeta The
securl tyge% smﬁﬁ?da%‘?o%&ﬂérﬁ@%&v?ﬂ{[ égﬁﬁe@ﬁll Qﬁﬂ&%l@n K,, K2 and R being

generate 'S no etermnistic. For | e set K2, a
person can to§§e*"af°@fswf‘tdeﬁ%is‘ﬁrliﬁu%ﬁgﬂ’ééuth‘?“gi?ﬁ?nd’ﬁﬁésﬁ@g%ém ?ésf& 8nd tails as
0. K2 iscomstaggatically cleared to O upon execution of a CLR conmand. It can

only be pr 00T QUTEG: o 110, 200Gk R afh HEnhed, Bn5Bber GRATBHANaluds e Checksum

The Checksum register i't number used Q verlfy that K, and K2
have not repewmezatiteamens muphpe gifted inteanesive rage FRSGHRS 2 FPSYREATEY al ong with
K, K2 aﬁér&ewdm&ﬁae@ﬁhwtsoeﬁamlﬁhaltmarSngSShfte(iﬁetteOtcSHmr'ﬁts Sysefror mat i on)

comand. ke anhe tly read
Checksurﬁ““sf 8“’8%%?&%?1”“%6%? OOa & loge0 t?)f&g fs%ltﬁdr?ﬁggrt%cegny tltt(;'glltgfl trrglﬁe ﬁse of

K, and K@ngeswamgssmmlsnmlgcahﬁreﬂslled Bef ore cal cul ati ng any reveal ed val ue
based on E OForIﬁ%génd%r@rﬁ%%meﬁg aﬁng@tﬂl@ldﬂn bi@er ﬁ%ﬂlhﬁ‘ddﬂs@hﬁehna!ﬁdbaﬁorfpar ed

agai nst the store ec I he checks 160- bi t
Vol e S FEBERIF o i ey TEGHaH e HUpt ErEyeioaf 1 el 001
full rmul mlM[h]evlehIdEésaStthal Tresengininghadislse (M[rs“é};iM[IUﬂ] ﬁttch)éh‘ﬂﬂéirfiafq RAFGH process
instead Qf efgé%m subset used to represent valid values. Checksumis

aut omati ca cleared to 0 upon executi f a CLR can only be
pr ogr anmed tolfén?i’ﬁ??ﬂiéertf?wffigé“%wztw&‘a‘gg‘l&g I\E—’?%‘ci Hbustrat es the

use of Chrdlsdindt@ndtriibsrad dideidy mpaiipiccisibn @mpufsorval ues stor ed in the
Examples of allocating M and AccessMode bits can be found in Section 9.
72 K )
K, is the 160-bit secret key used to transform R during the authentication protocol. K, is pro grammed
along with K,, Checksum and R with the authentication chip’s SSI (Set Secret Information) command.

Since K; must be kept secret, clients cannot directly read K.
The commands that make use of K, are RND and RD. RND returns a pair R, SK;[R] where R is

a random number, while RD requires an X, Sk;[X] pair as input.
K, is used in the keyed one-way hash function HMAC-SHAL. As such it should be programmed

with a physically generated random number, gathered from a physically random phenomenon. X; must
NOT be generated with a computer-run random number generator. The security of the authentication
chips depends on K, K, and R being generated in a way that is not deterministic. For example, to set K|,
a person can toss a fair coin 160 times, recording heads as 1, and tails as 0.

K, is automatically cleared to 0 upon execution of a CLR command. It can only be programmed
to a non-zero value by the SSI command.

7.3 €]



mul tilevel flash menory. The first step 100 involves using SSI to store
Checksumalong with K, K2 and R These can only be accessed by RND, RD, .
and TST Checksumis stored in the Checksumregister 105. K, K2 and R are
stored in the internediate states of the nulti-level flash nmenory 106
between the m ni mum and maxi num vol tage | evel states. Before cal cul ating
any revedlUédeSvEl ue based on K, or K2 a checksumon K, and K2 is calcul at ed,
by cal cul ator 107, and conpared, in conparator 108, against the Checksum
value stored in register 105. 7.5 R.ggd IsTrusted AUTH25-SG -77- Ris a
160-bit random nunber seed that is programmed alaong wwth K, and K2 with the
SSI (Set Secrsgtis ttmtfs%imt:ieaa)/ us@@mﬁmmﬁt |dmsngtmaumaumﬁbmprbtecompts secret,
since it is v o.calle i.a_t nmust be
changed o”ﬁ‘igi/ag“g‘ ggﬂné éhclkscua |on v meautpe%tclfa ﬁ%@ﬁi’f’(g&gﬁc&?c \érggeuﬁﬁ val ue
by a cal lcemmar. $1@eﬁs@ubtbh}teptﬁg=r€th beﬂ$$ﬂhﬂefd#m&hdﬂa‘i’6z ensure that the R fromthe

previous call ﬁhgcdﬁmgnmataaaqseotfﬁzgamaatmtmmaﬁzhwMFQm Malxmehdnnxthe
non-trusted authenti c |on chip ﬁlcﬁﬁj% B]Lo,?é. alol @I lrasg)nnlluy used in
Crusted dt FEHE PAPTegh &Pﬁ‘ﬁ%‘m(s@t BTy obtep il regres gt o e cyi ster

t hat det eshete Res:s wheicd &pm dre ambdntidalien cAips REBthincERi on Chl pis a trusted chip

(ChipT): If tlb% d_J ﬁl fﬂ§f(e§'gi Jab t.va)lr I%sl?ﬁﬁ@ttort I@l@A@%‘Hﬂl'ﬁss%n@h&Qﬂﬁgroﬁ'&nﬂ@i a
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trust ed. Megfzﬂf-&dmﬁ.)a aniputeSun rﬁmatnuanagaamtThbe:cw dfdte afithanticalRd and WR

functiong, @[tga?s o%qé 'Keqnd rggagg%m%tamﬂﬁam{t detémﬂﬁc £Q eCalple, BNPxQr TST on

t he consu return 1 to a function
such as ?atrsonaeﬁutoaa@aﬁgtlé?ﬂmvalrtferd%twamy aﬂf’rﬁi‘*aﬁgn usted bit has the added
advant age of H@Mﬁbﬂgxctti}elem(amp@fexa\:@nIoamtatdamnﬁm,{ta]n oplgibe prograixtali nabl e
by an attack Y&l & tteSéI rral Q@ﬁi n the integrity of the Authentication

prot ocol . ”%rf’ i t)/(lt ,[Rl pairs, an attacker requires a System
aut hent i Gat i orChsﬁqSlptl which is nore expensive and |l ess readily avail able
than the consuBbkBGum BB iR f00bitlnbi@bk &3 W SagthbiK, s 16 heve@aibedh att@ed by the

CLRco nd are both witten to, hy S f

The 1sT §fré1§‘a%f:’%/c‘be§lﬁmﬂﬁlp§}’g§’5’fm‘%§ orll% & zantbﬁ{o‘?'tfalz&eileragglgrg%a longﬂl‘ ue% 3 ﬁslggmjl a
t he SSI (Smmmmétﬁn}msma@esum@hm rhugt Hgdeeps segrgt, Flignts PR dipeathercadso this i s
quite reajﬁ&@gm e) R IS changed via a 160-bit maximal period LFSR W th

taps on bits and 5, i s chan nl.y b essf call to
TST (where 1 |T§° ?"g’t"tﬁ?‘ﬁgﬁﬁm Nﬁﬁﬁ HEFIEST 16 yg]Fﬁ gly&%%lf?haé‘g%tg 0 he tR%\rl%t ed
Chi ps use@ab, ind TSY Henscalciting Ay rekded wdlubhbasel on lKeperg a checksum on K; and K, is

calculated and compared against the stored Checksum value. The checksum calculated is the 160-bit

value S[K, | K]
IfK; and K, are stored as multilevel Flash memory, the full multi-level Flash values should be

used for the verification process instead of just the subset used to represent valid values.

Checksum is automatically cleared to 0 upon execution of a CLR command. It can only be
programmed to a non-zero value by the SSI command. 7

Fig. 18 illustrates the use of Checksum to unauthorised modification of values stored in the
multilevel flash memory.

The first step 100 involves using SSI to store Checksum along with X, K, and R. These can
only Be accessed by RND, RD, and TST

Checksum is stored in the Checksum register 105.

K, K; and R are stored in the intermediate states of the multi-level flash memory 106 between
the minimum and maximum voltage ievel- states.

Before calculating any revealed value based on K; or K; a checksum on K, and K; is calcuiated,
by calculator 107, and compared, in comparator 108, against the Checksum value stored in register 103.

7.5 R and IsTrusted



| sTrusted bit set during programm ng, and authentication chips used in
Consumabl es (Chi pA) should have their IsTrusted bit kept clear (by storing
O in Rvia the SSI command during progranm ng). There is no command to
read or wite the IsTrusted bit directly. The |ogical security of the

aut henticati on chip does not only rely upon the randommess of K, and KZ
and the SUM&AgPh of the HVAC- SHAT algorithm To prevent an attacker from
buil ding a sparse | ookup table, the security of the authentication chip

al so depends on the range of R over the-lifetinme of all Systens. Wiat this
means is that an attacker nust not be able to deduce what values of R there
are in producesa asichitiaitien enbysteni: is Aogeuondd dRng oK ot ¥, pitobr $ified with a
physi cal lgy, g%ﬂ@fm@tﬁfﬁw%oﬁ]doegﬂm é'to &%Eﬁ%cﬁﬁs&&%% GveR BYe3) 6 ik vih @gdom
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generatevﬁwg—)i&‘iaﬁe 78- an R for use in a trusted Systemchip, a person can

toss a fair gill Pﬁe? Qunrlg trlp3 ST goecgrgdq rgurgﬁiatgﬁeﬁon}ige Ergqous ha%l %ﬁNﬁ%«a&sedo is the

only non-vali frus sTrusted bit
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cannot direct "%ﬂ?é%é%ftﬂ%grﬁlw%ﬂ%ﬁnﬁﬁsWh? s re’1<'§1’d£‘:‘au{hbm’](%1 fe%'ad via the
CLR comamnsgled chipiiCiggT):al so clears K,, K2 and R). Wen the authentication chip
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command (regardless o ue witten t he itten bit is set
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i nterpreted a?furfé@dns&hfa@rs@l-ﬁdaZenZtaIMvadﬁha@here are two mechani sis for
preventing an cker . from ati n I II

functions in ér%%#i Tted;‘i’gﬁ‘?sélé? g%g Vraretage%ffe “r°‘n%’ | S C%Ongaﬂa -E’fsgﬂﬁg? har dwar e
conponenibthitvble by peaterkes yet 5l maintpinethevateersy ofdhe Authorticasion patorthfogbtain V@'geed nor e
than a p%r&t%' Elnaqxjé aﬂﬁﬁbﬁmalﬁrgs aggystgig alVidZd catichRBip Sﬁﬁ,@rkdnoré@Q&lﬁf?d alekss t he

32-bit MAhTicks register, which is used to speci fy the m ni nrum nunber of
cl ock ti &gedily aygilagle GCQPSH’Bg’éeSbet ween calls to key-based functions. The
M nTi cks vari @bih® dndthe IsEastaibittae cGaneil @ Otbly¢he CLR commandsFdhey 48} hoth writkn othgn be set

via the msuu(g%@% %;m,ﬁm) THE ?mmﬁ@b% J;lg s‘?w g;pﬁg,tstonﬁg m&&s sckPvaibin i€ANT ai Ns

the bit pattern resent S cks a g e set. The
pract i caltheéﬁlfcéﬁlf“a‘?déRFﬁ%i e%ﬂ‘i“”‘%‘f’l‘%l@é@hdclafﬁl{étﬁtﬁfo fhr‘fd?‘ﬁl&%’@as? @% [ B e

M nTi cks wa@smmﬁandxhﬁl ;SM]’d IEASR Gitith @ps @ity 0,93, 8nd, sisl)is chhngedaaltyiby ik orgestfllere is no
function_ sféndg(ge ‘Plsaé w a caller toread the current value of this

regi ster? W i cks depends on the operating clock speed and

t he notion of Amhgttlcz@gxn@gpp tlgstined to be trusted Chips used in Systems (ChipT) should have their

IsTrusted bit set during programming, and authentication chips used in Consumables (ChipA) should
have their IsTrusted bit kept clear (by storing 0 in R via the SSI command during programming). There is
no command to read or write the IsTrusted bit directly.

The logical security of the authentication chip does not only rely upon the randomness of K and
K, and the strength of the HMAC-SHA] algorithm. To prevent an attacker from building a sparse lookup
table, the security of the authentication chip also depends on the range of R over the lifetime of a//
Systems. What this means is that an attacker must not be able to deduce what values of R there are in
produced and future Systems. As such R should be programmed with a physically generated random
number, gathered from a physically random phenomenon. R must NOT be generated with a computer-

run random number generator. The generation of R must not be deterministic. For example, to generate



a reasonable tine between key-based function calls (application specific).
The duration of a single tick depends on the operating clock speed. This
is the maxi mum of the input clock speed and the authentication chip's
clock-limting hardware. For exanple, the authentication chip's :
clock-limting hardware may be set at 10 MHz (it is not changeabl e), but
the i npufVEi?eek is 1 MHz. In this case, the value of | tick is based on 1
MHz, not 10 MHz. If the input clock was 20 MHz instead of | MHz, the value
of 1 tick is based on 10 Miz (since thg-clock speed is limted to 10 MHz).
Once the duration of a tick is known, the M nTicks value can to be set. The
val ue f 0&an Midd hieGKStrusted Sfsted chib, i paisdh canitaid@faindoint 16E #ises regulingdehdt ® 1 pads bet ween
calls to the Kk ed RD,. an | -tinme
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the cost of a nd duces effective ket ne
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details J;mnﬂa& ué'to RQRR SRR %&B%ﬁé}l%%ﬁ@%&a&% vhifdth AL | on of
Pr ot ocol Cl he authentication chip defi ned here. as conm[Jm cating to

Syst em vﬁsﬁceafh"s%\iq fgpetipgpnly i3 £18)- é‘éadﬁmﬁ? mcmﬁ"lf?ﬁ%‘%r%‘ﬁtd&l Palpv el ored: iy al

mat t er tibe deddcnduedt thixgedise®l ent chi p that operates over a w der interface

(such as 8, 1 Q@ué’:%hﬂhﬁa& 82’5’%5'“ om; ﬁgdx&kgﬁéd A8 e Qaﬁm?oﬂ%t cgmtqg@ The
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|nterpretat|on can, epen on t he current val ue of he
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depends on the operating clock speed. This is the maximum of the input clock speed and the
authentication chip's clock-limiting hardware. For example, the authentication chip's clock-limiting
hardware may be set at 10 MHz (it is not changeable), but the input clock is 1 MHz. In this case, the
value of 1 tick is based on 1 MHz, not 10 MHz. If the input clock was 20 MHz instead of 1 MHz, the
value of 1 tick is based on 10 MIIz (since the clock speed is limited to 10 MHz).

Once the duration of a tick is known, the MinTicks value can to be set. The value for MinTicks
is the minimum number of ticks required to pass between calls to the key-based RD and TST functions.
The value is a real-time number, and divided by the length of an operating tick.

Suppose the input clock speed matches the maximum clock speed of 10 MHz. If we want a
minimum of 1 second between calls to key based functions, the value for MinTicks is set to 10,000,000.
Consider an attacker attempting to collect X, Sg,[X] pairs by calling RND, RD and TST multiple times.



The foll ow ng operations are defined: AUTH25-SG -80- Table 13.
Aut henti cation Chip Commands 00 Description Op' T' F-CLR Input Qutput O -
Cl ear 001 [160, 160, 160, 160] - Set Secret Information 010 0 [160, 160]
[ 256, 160] Read M securely 010 1 [160, 160] Random 011 0 1 WR [256] - Wite
M Ot 1 1 TST [256, 160] [1] Test 100 O 1 SAM[32] [32] Set Access Mde
101 - 1 @&TH2s-5¢1] Get IsTrusted 110 - 1 SMI [32] - Set M nTicks Opcode b
| sTrusted value IsWitten value d Menonic [n] = nuner of his requied for
paraneter Any conmand not defined in_this table (for exanple opcode 111) is
interpreted as NOP (No Operation). This is is regardl ess of the |IsTrusted
or |sWi qittgéryfﬁ@icﬁ&alu@@gbé éu%#h&@ﬁ&m&ﬂlytaﬂiﬂﬁ@deeeﬁbhEto ToTdN eSO, thehenhpW i t t en
= 0. Note that the opcode or an D are he opcodes
for WR affeHest sceqidde °3?fitﬁ§ff’ ge“Srﬁﬁgl Ba“'séo"ﬁ re%lmgli E'?Gﬁ %P?dfr ag%haen%g%lé%de will
depend omeqhifee morsithae ihiyeay in @eack fequitive 2f‘$¢¢w@deqblret5 ?(421‘510 pesrheysipgse S8l i tten i s

1) . \er ThU81 BfoPiHips were Ghel Ahakin KRR AR chhiiidl Ripciwhilih o8 ocal | ed.
Wher e thgh&) tzsgglérttﬁrsted bl'f) |spssete RNSl a%jacTST furﬁcr?%ns W Icl be call ed. The

two set s Bf ‘Ebtﬁl‘?ﬁﬁﬂgﬂ‘aﬁt%raW‘f‘lﬁﬁ‘anei}ts -excl usi ve between trusted and
non-trusted awiheghideatd, orshai paotedind teMinBasearopc odedoedforag etickehi s

rel ationg h*% seﬁg%alﬁac% o dot8nc% elosm@ﬁ‘ s ho? st%%:ﬁﬁeq uén{% ﬂﬁ;p?e' dystiflcHifdén Subsequent

sections. Sone a gorl ns are SpeCI i call % desi e because
Fl ash menwplel BeweysdirBiekslats makienpfigsk ehiiateost PR LN 617 SRS S PE 2var i abl es.
8.1 CLR diffeleleARpark 60 Is rantibyin Rad-&alit data). Tn INeA @ lavGibaniffesntiabhttack, mtmmally

different inputs are required, and this can only be achieved with a single consumable (containing an
effectively constant part of M). Minimally different inputs require the attacker to use a single chip, and
MinTicks causes the use of a single chip to be slowed down. If it takes a year just to-get the data to start
searching for values to begin a differential attack this increases the cost of attack and reduces the
effective market time of a clone consumable.
8 Authentication Chip Commands

The System communicates with the authentication chips via a simple operation command set.
This section details the actual commands and parameters necessary for implementation of Protocol C1.

The authentication chip is defined here as communicating to System via a serial interface as a
minimum implementation. It is a trivial matter to define an equivalent chip that operates over a wider
interface (such as 8, 16 or 32 bits). '

Each command is defined by 3-bit opcode. The interpretation of the opcode can depend on the

current value of the IsTrusted bit and the current value of the IsWritten bit.

The following operations are defined:



The CLR (Clear) Command is designed to conpletely erase the contents of all
aut hentication chip nenory. This includes all keys and secret information,
access node bits, and state data. After the AUTH25- SG -81- execution of the
- CLR command, an authentication chip will be in a programmable state, just
as if it had been freshly manufactured. It can be reprogrammed with a new
key and nreuEe: A CLR conmand consists of sinply the CLR command opcode.
Since the authentication chip is serial, this must be transferred one bit
at a tinme. The bit order is LSB to MSg)for each command conponent. A CLR
command is therefore sent as bits 0-2 of the CLR opcode. A total of 3 bits
are tra Sﬁaggﬁggummgatlmlp@m@fcan be call ed directly at any time. The
order of lerasure is_inportant—SIWittensmust begleatedofirst=—ito disable
further ddM's|fo k% e$s fun®PFons (<ucf‘f"t£s RND, ‘P§slc.np and WR). |f
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chosen teX0atackl TH® CLRUSHBHRING is i mptsrkht ed RtV S©HEYS ol | owi ng
steps: Tahhel {4 | Stepsp M| CCR command St ¢mwoA&b) Of Ra:ldoEr ase SI Witten,
| sTrusteq,— K| K2 _RI M 2!Erase AccessMide—M-ATFH€E \Wme thee—the—¢hi p has

been clear®@l | ¢ ils! red’ﬁ% f Fzs?]eprogranm ng and reuse. bl ank chip is of no
use to anaitackery dimce ajasbasgh t hey czﬁri creat ¢ Tasty val ue for| M (M can
be read firampaawitteh—to} key-based lulun‘ rovi de an

i nformati olﬁba 0 .1.ang S%dvm}ﬁ?] be iyncorre-c [ﬁ] is E%Acheps{!ﬁ&ﬁe&y_to Congumg
any i nput| iparpnetler BIAE i{-CLR i s call ed [ﬂor any |&5t8EEsSt her~ fthan CLR
An at t ackero W It S i¥Fay@2f 0 RESET 1 he Chi p. Th@erMiases f or cal ling CLR
is to engure thatialll sectet informati-efi—has—been—destroyed;
chi p usel|ess t Pr4efeat t acker. 8.2 SSI - Set Secret |Infornation I nput : K1,
K2, ChecKsum R= [sifi@edxatus, 160 bits, 160 bits, 160 bits] Qutput:
Changes: {K,, Kz, GksHm R SIWitten, IsTrusted The SSI (Set [Secret

I nformatijon) command 1s used to | oad the K1, K2 and associ ated Ghecksum
vari abl e,j the R viiepegsice, and to set SIWitten and IsTrusted fla
| ater caljls toeRND [H]S'IhumEina@d:qm&Mommads An SSI cormand conssi sts of

t he SSI - ode pe stored in
the K, nﬁcoﬁxyr{%mgde% %91'111% Gl $for ébﬂ;ﬁ@op‘;&ﬁ llallﬁshrﬁ xbt@@és'l\@? (N@l pis
serial, thls ranstferred one at a ti

is LSB
to MBE f@per@mﬂwmadwﬁf)@ﬁ@ﬁwstedmlsgfgﬁere@wﬁﬁﬁ%@gdei wermrs Rt ' o
bits 0-2safwnbdhewasn=apcode, followed by bits 0-159 of the

Note that the opcodes for RD and RND are the same, as are the opcodes for WR and TST. The
actual command run upon receipt of the opcode will depend on the current value of the IsTrusted bit (as
long as [sWritten is 1). Where the IsTrusted bit is clear, RD and WR functions will be called. Where the
IsTrusted bit is set, RND and TST functions will be called. The two sets of commands are mutually
exclusive between trusted and non-trusted authentication chips, and the same opcodes enforces this
relationship. |

Each of the commands is examined in detail in the subsequent sections. Note that some
algorithms are specifically designed because Flash memory is assumed for the implementation of non-
volatile variables.

8.1 CLR - CLEAR

Input; None

Qutput: None

Changes: All

The CLR (Clear) Command is demgned to completely erase the contents of all authentlcatlon

chip memory. This includes all keys and secret information, access mode bits, and state data. After the



new value for K1, bits 0-159 of the new value for K2, bits 0-159 of the new
val ue for Checksum and finally bits 0-159 of the seed value for R A
.total of 643 bits are transferred. AUTH25-SG -82- The K1, K2, Checksum R,
SIWitten, and IsTrusted registers are all cleared to 0 with a CLR
command. ;S[P@%gs%an only be set using the SSI command. The SSI command uses
the fl ag itTten to store the fact that data has been | oaded into K1, K2,
Checksumand R If the SIWitten and IsTrusted flags are clear (this is the
case after a CLR instruction), then-KBl- K2, Checksumand R are |oaded with
the new values. If either flag is set, an attenpted call to SS|I results in
a CLR comzemtionséihn GLB xesunpnd dn austiepticatiop ghiy wilkbe it a paveresymablp stafey justas Hitdetis cl i ent
woul d  atgeeRkn RaBARIE e Qhoghdifnct AEOMBWaREshdWutaout cal ling CLR first.
The SSI conmmand ﬁ%so sets the I'STﬁéﬁ}Sth- fla dﬁggn ing on.the value for R
£ “Sd FRPPHSRS

If R =0, then{Hcommppcpesyigp PR RETRt Sirds

| sTr ust eckerigbniis mst @ttrafkferded otRbitptQ, tinte }éha bit brderdHiSP ¢ MSB &opash echemadd t r ust wor t hy,
a_nd ther eJOQlf)Cﬁl@lltSJéE@EO%&h@isﬁl@lrefol“e%en:l‘as dNeb.8 oftﬁ@@Lﬁ&@od@.@i {oiam;}@fts arré1_e I_STI’ ust ed
bit only occurs during the SSI' command. |f an authentication chip is to be
reused, tHFERIR command nust be called first. The keys can then be safely

repr ogr ammed Vih: LR RonbiEind carmserediiel dimaly af angshe.st at e i nformation | oaded into M

ing the SA THE ol S, b R Lh th
using the Mh@@,qﬁr\aé%r%a%ﬁ&g%ém_ é}@n&gﬁ&mg& 163t ﬁmbgfﬁﬁmr%glf\m i Lhe

foll ow ng steps: sin command Step Action g 2 K, F
Read 160 astessduicrioppfsadhiagRiD, TSTIBD and WRald the doeepode tits g pleqriddpbre IR RK sum <-
Fe$d 160 ablatfta‘élief' Edgﬂgi&ﬁdv@ﬁﬁwerftsdifﬁomg tﬂ@@laxl&ibgeﬁx clesired Jh:ﬁﬂnia&iﬁﬁlattﬁl\)/([]l, E(rRi[yO) ]
sTrusted <- itten . .- Read | X , = [160 bits,
160 by t o el st etk e i ohyaion g RS iblen ot LT 2 LT, 21D
(Read) conmmandihe STR swenands dnmencotey witetheifolleyanasitptr e 256 bits of state data
(M from m@c%gﬁml cation chip. Onfy a vglid authentication

chip will}l+respondcorrectly to the-RD request—TFhe—-eodtput bits fromthe RD
command can BL fed as the i nput bi*¥%% o the TST commard on a
1 Erase SIWritten, IsTrusted, K|, K5, R, M

2 Erase AccessMode, MinTicks

Once the chip has been cleared it is ready for reprogramming and reuse. A blank chip is of no
use to an attacker, since although they can create any value for M (M can be read from and written to),
key-based functions will not provide any information as X, and K, will be incorrect.

It is not necessary to consume any input parameter bits if CLR is called for any opcode other
than CLR. An attacker will simply have to RESET the chip. The reason for calling CLR is to ensure that
all secret information has been destroyed, making the chip useless to an attacker.

8.2 SSI - Set Secret Information

Taput: K4, K3, Checksum, R = [160 bits, 160 bits, 160 bits, 160 bits]
Qutput: None
Changes: K,, K3, Checksum, R, SITWritten, IsTrusted

The SSI (Set Secret Information) command is used to load the K, K; and associated Checksum
variable, the R variable, and to set SIWritten and IsTrusted flags for later calls to RND, TST, RD and
WR commands. An SSI command consists of the SSI command opcode followed by the secret
information to be stored in the K, K;, Checksum and R registers. Since the authentication chip is serial,
this must be transferred one bit at a time. The bit order is LSB to MSB for each command component.

An SSI command is therefore sent as: bits 0-2 of the SSI opcode, followed by bits 0-159 of the
pew value for K,, bits 0-159 of the new value for K, bits 0-159 of the new value for Checksum, and
finally bits 0-159 of the seed value for R. A total of 643 bits are transferred.



trusted authentication chip for verification, with the first 256 bits (M
stored for later use if (as we hope) TST returns 1. AUTH25-SG -83- Since
the authentication chip is serial, the conmand and i nput paraneters nust be
transferred one bit at a tinme. The bit order is LSB to MSB for each
command conponent. A RD command is therefore: bits 0-2 of the RD opcode,
fol | oned ABY'BPEs 0-159 of X, and bits 0-159 of SKI[X]. 323 bits are
transferred in total. X and SKI [X] are obtained by calling the trusted
aut hentication chip's RND conmmand. TB2-320 bits output by the trusted
chip's RND conmand can therefore be fed directly into the non-trusted

chi p's RD comTmaak,, KyiChdrkna, ReEdrifensand hfssedriegisers ae Yeclesedoddvihy CBst em The
RD com‘ra@gmﬁ,%g %}l%nprﬁyyess@tqsxﬂé‘tﬁé‘ssﬁ@&mﬁéﬁh' owi ng conditions have been net:

SIWitte catl ng . K2 cksum and R have been set up via
the SSI  comdheiSSIsemmang usry fhe fasFWritenitqyarede frghat foie bathepr Ipadedipie Ko Mast ed
since it ch&kfatanPRMME $18Gittt0ang BTRKEL Bags draclehd Mhisi b edse SeUETTCieStuction),

addition, c it f r to reach
o once TRk R R o P i@ hAP MG TSt RRITRL ﬂl"“{ﬁﬁg‘ﬁ’%ﬁ%ﬁ Bo ensure

t hat a miSHlreayl mpﬁiamenlxanébmxgeecwei fiege gnly a1 4tgcker o aREyOnOpTdent would

M nTi CkSMttebmgeh@%obﬁ@&naoﬁls@@dﬁ@lomauhxgl‘dmﬂr@ks the RD command verifies

that the keys haye not heen tanpered wth. y
internally ge%@?%f’%ﬁ‘“"gﬁ o spts {5 {>Tip ﬂa@&ﬁpﬁ%drullgnm%eVaueapfﬁ@iecigﬁgnmgﬁ

gener at i etip Anchsidoapanssmnthyyust thagaice sThgedammsnsan®d iR = @ fbet fherghip is egar dl ess of
whet her E&gldcl,?&lytﬁlst%&% Canﬁ [hgr%f‘orquTr%% is sktlto ”fll%tettﬂa%ése%&t?omtls’ﬂnﬁﬁd piedrs, an
attacker can t1on bits are incorrect. If the

i nt er nal vaﬁ?ﬂ“éé’??'%ﬁfmﬂ&?f}ds the CLR functl onis called to clear all the
key informati mnametnm;ﬁﬁ@@mpm&%rdeei hOYLR bendind fust b calidd fign Théd@yame st or ed
as MUl LeVel bl Ao0a IBIPL Y anlsBfoolitble, Mkl Bt Athakabiifsibgy] d be
used for the ver érafnmon process I nstea | ust subset used to
represenﬁAMaM‘d’R\Pméﬁs For exanple, if 2-bit multi-level Flash is used, KI
and K2 are Eﬁ“ﬂﬁSﬁbdﬁﬁﬁa){dﬁaﬁﬂ&lehﬁdﬁﬁﬁhbﬁonkﬁiugétﬁtp@f 160 for a total of 640
bits. Ong he RD command checks to
see if tHEPRHULPHAFAFRPEPE are valid. This is acccnpl i shed by internally
generating Skep [ X] for the input &épmand then conparning the result against
the i nput—JKHXt— § generatiom and conpartson mugt take the same anount
of tine negardless nfL whet her the.input paraneters.gre correct or not. If

the timed are not |t e < Bedd60 tinfrem eligtker can gain i ff ormation about which

bits of $KIZTX al ey NCRLATET vis AUl IR Y way for thelinput paranmeters to be
invalid ils.an_erroneous System (passing the wong hits), a case of the

wrong cofsdmabl e i n ChrssuproRgaddye bisdomslienad t rust ed |chi p (generating bad

pairs), or 5 an at | agk_@B.dBFviadoRenik cation chip. "Ajconstant value of 0 is
returned (when thelinput paraneters are wong—The-fine taken for 0 to be

returned|mfst be {h& & for all bad inputs so that attackers can learn
IsTrusted « 1

7 SIWritten « 1

8.3 RD - Read

Input: X, S [X] = [160 bits, 160 bits]
Output: M, Sgo[X [ M] = [256 bits, 160 bits]
Changes: R

The RD (Read) command is used to securely read the entire 256 bits of state data (M) from a
non-trusted authentication chip. Only a valid authentication chip will respond correctly to the RD
request. The output bits from the RD command can be fed as the input bits to the TST command on a
trusted authentication chip for verification, with the first 256 bits (M) stored for later use if (as we hope)

TST returns 1.



not hi ng about what was invalid. Once the input paraneters have been
verified the output values are calculated. The 256 bit content of Mare
transferred in the following order: bits 0-15 of MO0], bits 0-15 of M 1],
through to bits 0-15 of M15]. SK2[X |1 M is calculated and output as bits
0- 159. AUTH25-SG -84- The Rregister is used to store the X value during

t he val i &8 of the X, SKI [Xl pair. This is because RND and RD are

nmut ual Iy exclusive. The RD command is inplenmented with the foll owi ng steps:
AUTH25- SG -85- Table 16. Steps in RD-8mmand Step Action 1 IF

(M nTicksRemaining # 0) GOTO 1 2 M nTi cksRenmai ning F M nTicks 3 Hash *-

Cal cul at e SKI Hidéd thé autidhticdtiodkhigis s¢rialathh comn@iné aid Snpof) pafsiatters tnsibe tranéfgredper at i on

must take, nE62h AL Tflé B0 25 Bk é,th&m&eeracﬁ%m%d cql‘afso%&mmcammisng about t he
validity of particular bi t [€o))0) - Read 160

K)
bits frorfeedfdra fits 0-2ofthep qegodeaf?llsm%ttYéms%59[°fei‘ 5d pife Op1 59 Pfa%ﬂxl:3%?é’%f 960 bits
from ﬁ i eﬂaﬁs}en%m;@tan hednd R[S 20pBGBEd bYRalliliShe thisthkEaudenBitanthifs RO SO an
attacker cannqt r.m ne nu of ' XK
Qut pt - 25BRBTTSPN ST ol R e &iﬂ" gt EE et B0 BELay o (D)
Hash F Cazbremsmi ehiiBiBap ﬂmmaM with nq xﬁec(@l@es tsptle speg bpPEssmof Hash to cl i ent
ELSE Qut put 16@e b t&nddnd CinloBly 64 ks€dWihen the following conditions have been met:

. SIWritten = 1 indicating that K;, K, Checksum and R have been set up via the SSI

command; and
. IsTrusted = 0 indicating the chip is not trusted since it is not permitted to generate
random number sequences;

In addition, calls to RD must wait for the MinTicksRemaining register to reach 0. Once it has
done so, the register is reloaded with MinTicks to ensure that a minimum time will elapse between calls
to RD.

Once MinTicksRemaining has been reloaded with MinTicks, the RD command verifies that the
keys have not been tampered with. This is accomplished by internally generating S[K, | K] and
comparing against Checksum. This generation and comparison must take the same amount of time
regardless of whether the keys are correct or not. If the times are not the same, an attacker can gain
information about which bits are incorrect. If the internal verification fails, the CLR function is called to
clear all the key information and effectively destroy the chip. If X, and K, are stored as multilevel Flash
memory, the full multi-level Flash values should be used for the verification process instead of just the
subset used to represent valid values. For example, if 2-bit multi-level Flash is used, K, and K are
effectively 320 bits each instead of 160 for a total of 640 bits.

" Once the internal keys are known to be safe, the RD command checks to see if the input
parameters are valid. This is accomplished by internally generating Sk,[X] for the input X, and then
comparing the result against the input S, [X]. This generation and comparison must take the same
amount of time regardless of whether the input parameters are correct or not. If the times are not the
same, an attacker can gain information about which bits of S¢,[X] are incorrect.

The only way for the input parameters to be invalid is an erroneous System (passing the wrong
bits), a case of the wrong consumable in the wrong System, a bad trusted chip (generating bad pairs), or
an attack on the authentication chip. A constant value of 0 is returned when the input parameters are
wrong. The time taken for 0 to be returned must be the same for all bad inputs so that attackers can leam
nothing about what was invalid.

Once the input parameters have been verified the output values are calculated. The 256 bit
content of M are transferred in the following order: bits 0-15 of M[0], bits 0-15 of M[1], through to bits
0-15 of M[15]. S5;[X | M] is calculated and ouiput as bits 0-159.



8.4 RND - Random I nput: None Qutput: R SKI[R] = [160 bits, 160 bits]
Changes: None The RND (Randon) command is used by a client to obtain a
valid R, SKI [R] pair for use in a subsequent authentication via the RD
and TST conmmands. Since there are no input paraneters, an RND conmand is
therefore si ngly bits 0-2 of the RND opcode. The RND conmand can only be
used wheAYt®&F ol | owi ng condi ti ons have been net: AUTH25-SG -86- - SIWitten
= 1 indicating that Ki, K2, Checksum and R have been set up via the SSI
command; and IsTrusted =1 indicatingdthe chip is permtted to generate
random nunber sequences. RND returns both R and SKI[R] to the caller. The
288-bi t out putThork repibter RINEL t6 omaeia . elindriag fhe thliddtivaofgietX, SnfX] peih@himén- t r ust ed
chip's R i parameters. There is no need for the client
to stor ep%cﬁ%?nﬁg?ggq@aréﬁﬁgew? glf/l gre not required again. However the TST
command wi | | Bt 3P eypensadiy inpfeniepied VidibroRINEA#SEPS passed into the RD conmand
was obtained first fromthe RND command. If a caller only calls RND
multiple tines, the sane R, SKi [R] pair will be returned each tinme. R

will only advance to the next random nunber in the sequence after a
successful call to TST. See TST for nore information. Before returning any
information, the RND command checks to ensure that the keys have not been
tanpered with by calculating S KL I K2] and conparing agai nst Checksum |f
t he keys have been tanpered with the checksumw Il fail and CLRis called
to erase any key information. If KL and K2 are stored as nultilevel Flash
menory, the full multi-level Flash values should be used for the
verification process instead of just the subset used to represent valid
val ues. For exanple, if 2-bit nulti-level Flash is wused, Kl and K2 are
effectively 320 bits each instead of 160 for a total of 640 bits The RND
command is inplenented with the following steps: Table 17. Steps in RND
command Step Action 1 Hash F Calculate SKI[Ki | K2] 2 OK F (Hash =
Checksun) Note that this operation nmust take constant tine so an attacker
cannot determ ne anything about the validity of particular bits of Hash. 3
IF (, OK)



AOTO CLR 4 Qutput 160 bits of Rto client 5 Hash F Calculate SKI [R] 6
Qutput 160 bits of Hash to client 8.5 TST - Test Input: X, SK2[R 1 X] =
[256 bits, 160 bits] Qutput: 1 or O =[ | bit] Changes: M R and

M nTi cksRemaining (or all registers if attack detected) AUTH25-SG -87- The
TST (Test) command is used to authenticate a read of Mfroma non-trusted
aut hent i ¢&fH%8/S chip. The TST (Test) command consists of the TST conmand
opcode followed by input parameters: X and SK2[R | X]. Since the

aut hentication chip is serial, this mgst be transferred one bit at a tine.
The bit order is LSB to MSB for each command conponent. A TST conmand is
t her ef or ef Thtel18. Skpdin®D doRRankST opcode, follTowed by bits 0-255 of M bits O-
159 of SKRFR+—M—419 bits—are t.a..ofAc ret—n—total—Snce—the| | ast 416

i nput bits 5‘?’% ¢obt ai ned as the out put its froma RD command tb a
non-t r ust pd! aut haRtMaaicksBemaing- 0}t he entire data does not even have to be
stored byl the client. Jhpstead, the bits can be passed directly to the
trusted authentication chip's TST _command. nly the 256 hits of M should
be kept frofn a RMuobumBerhininphye Miglcksormand can only be used when the

f ol | ow ngfcendi i It SIrWitten = I indicating that Kl, K2,
Checksumgancstl) R 1a15\i/)a31§ ;{%}éﬁzagﬁ 'dngl}a the SSI  command; .and |e'9|]'r. ted = 1

i ndi cating #he ¢H%« ®aperGhiettwsd t o generate random nurber sequences. In

addition,| calls tr@)tJéTthméthknhsttaﬂécohmtMékxlaﬁkcﬁﬁéfmjmatdwnﬁ@gl ster to
reach 0. Once it has, done s ME‘%S?‘{KE%% rel oaded with MnTicks to

ensure thiat a m rﬁ“ﬁﬁ‘ﬁ%‘tbf)‘ﬁéheﬁlidfty%flpé‘ﬂ% calls to TST. The TST
comand thes ch<=qk$ﬂcb1q make sure that the keys have not ben tanpered. This
is acconplished by | r(likly generating S[K1 | K2] and conparjng agai nst
Checksum | Thi s Jeneratl on and conparison mist take the sanme ampunt of tine
regardl esjs of V\helthdi:eaﬂﬁébksefymcmré correct or not. If the tinmes are not

t he sanme, Fapat e T J& 1 T Or et on—apbout whi ch Bits are i ncorrect.
If the ingt e?’ nal Ct%/agl}él_fdl‘agg?tggn[ ails, the R function is called to clear

all the Key8i nf pro¥ati (Bashamekt df0ftete fipmyelieyt) destroy the chip. If Ki and K2 are
stored as| mul ti| ougl mdrihBSPerABARGY takd d3Bstdnthithe 3h SacileMor deteaife Vial ues shoul d
be used i{for the verlflca i on process instead ofjust the subset| used to
represent| val i d| VA GEe! oFEBY SWHMIE if 2-bit nulti-level Flash is used,

K, and KZ agse effle@K)vely 320 bits each instead of 160 for a tolt al of 640
bits TST |causes|the i . 0 be replaced by the input M val ue.
SKZIM | H is then Bﬁﬂtaﬂibl%mu‘bﬂa{t

ELSE
Output 256 bits of O to client
10 Hash < Calculate Sg.[R | M]
i1 IF (OK)

- Cutput 160 bits of Hash to client
ELSE
Output 160 bits of § to client

84 RND - Randem

- Imput: None
Output: R, Sxi[R] = [160 bits, 160 bits]
Changes: None

The RND (Random) command is used by a client to obtain a valid R, Sgi[R] pair for use ina
subsequent authentication via the RD and TST commands. Since there are no input parameters, an RND
 command is therefore simply bits 0-2 of the RND opcode.

The RND command can only be used when the following conditions have been met:



cal cul ated, and conpared agai nst the 160 bit input hash value. A single
output bit is produced: 1 if they are the sane, and O if they are
different. The use of the internal Mvalue is to save space on chip, and is
the reason why RD and TST are nutually exclusive commands. |f the output

- bit is 1, Ris updated to be the next random nunber in the sequence. This
forces tHeTgAaSEer to use a new random nunber each tinme RD and TST are
called. The resultant output bit is not output until the entire input
string has been conpared, so that theggtinme to evaluate the conparison in
the TSTfunction is always the sane. Thus no attacker can conpare execution
times or Junbegiwgkeplit S processRdndifh RE &, A hedlnPai RilSvedbsh@8 up Vil e BEIXT
random nunber is generated fromR Jsi,ng a 160-bit maxi mal period LFSR (tap
selections on bits 5, 3, 2, afN#™8%*Fhe initial 160-bit value for Ris set
up via the SSliskeriand, and Ciadicafingd 2 bip S@emBBed hgnanyrandmaombenunber except
O (an LFSR filled with G w ISe Qt(cgsduce a never-ending streamof Gs). Ris
transforned by XORing bits qél , and 5 together, and shifting all 160
bits right 1 W@W@@ﬁ@@@@ﬁ‘m&mnﬁf as the input bit to bl59. The new R
wll be retur HQQZSBEblttohlﬁutBB%&RNBEdmrﬁdﬁd e felaﬁlghﬁaﬁmesoﬁmteasaﬁm rRIAS t hat

shown in ijgand as th? m?u?ge]r ’}nebers {]here 1s 0 needafk ret]tpe}_lcfllfnt t0 s ore em at al?tsnlilcre rt‘hed L1 Q m TST

nust be the sane PECKEr S e an I 'earn nothlng
about whatquirdsedim Hatvéver tbsb?ﬁ?tcomh@duwpmﬂy sucRhed 1mmm@bmmm@r pagsed Wﬁ’lt@r@wt ed with

EK\Ae fl_ol LQW&d%mmedmogltmﬁndE -IR;ST command Step Action IF
nTi cksRenmai nTi cks n
Cal cul ate SKI [ ‘?er Ry gaﬂﬁggumf’ the %ﬂ‘égm a%ov'f‘lé{’\%rﬁt&?md{(eﬁ?hsf’ m&l;‘%r ation

nmust t akeviltenhstdeante to thereexgndam nambeaimw@rse@awn after a sleteesfhiatico BYFy B4riTRE fmbout t he
val i di ty pfe iR ligul ar bits of Hash 5 IF ((-10K) OR (R = 0)) GOTO CLR 6 M
<- Read 256 bits fromclient 7 Hash F Cal cul ate SKZH?@’{M“ I-Ei (Hash =
next 160 bi t s BEPBFErpRiy)n ‘?{ﬁf"é’“ttPFaEENI? PATEagH P [OSA FERERGIE C ant ti me
SO an at bedkeperedwitCiy calclddriog SHKNE havd/competingofaitsnhecksgudbtbe kegs leortrect . 9 | F

(K tampered with the checksum will fail and CLR is called to erase any key information. If K; and K; are

stored as multilevel Flash memory, the full multi-leve] Flash values should be used for the verification

process instead of just the subset used to represent valid values. For example, if 2-bit multi-level Flash is

used, K, and K, are effectively 320 bits each instead of 160 for a total of 640 bits
The RND command is implemented with the following steps:

Table 17. Steps in RND command

Step Action
1 Hash < Calculate Sgi[K; | Ko]
2 OK « (Hash = Checksum)

Note that this operation must take constant time so an attacker cannot

determine anything about the validity of particular bits of Hash.

3 IF (—OK)
GOTO CLR
4 Output 160 bits of R to client
5 Hash « Calculate Sg[R]
6 Output 160 bits of Hash to client

8.5 TST - Test
Inpaut: | X, SiofR | X] = {256 bits, 160 bits]
Output: 1 or 0={I bit]
Changes: M, R and MinTicksRemaining (or all registers if attack detected)



Tenp <- R Erase <- R Advance TEMP via LFSR RFTenp, 10 Qutput 1 bit of K
to client Note that we can't sinply advance R directly in Step 9 since Ris
Fl ash menory, and nust be erased in order for any set bit to becone 0. If
power is renoved fromthe authentication chip during Step 9 after erasing
the old value of R but before the new value for R has been witten, then R
will be eWa®EHG but not reprogrammed. W therefore have the situation of

| sTrnsted=l, yet R=O, a situation only possible AUTH25-SG -89- due to an
attacker. Step 5 detects this event (8%-well as the check of Ki and K2),
and takes action if the attack is detected. The probl em can be avoi ded by
having a seconge 1§1€)ﬂia§t)tcoﬂn&@hs lﬁsagdosaﬂe:ﬁucfaeﬁrdadaﬁM&amVaMtdisteq/au&iemcaﬁon oggl ed
after the _n has been a j hi s

i mpl ement®8P e%\‘lﬁ)fg{(.) SPSRBBHY com*sp PtﬁéjrSTl BT "d" OB((')Ohﬂ Bﬁ&&g'g%&%#?%ans&eﬁf( an extra
160- bi t Eh&SbR EGiSamtathe awmt'datbecmpsle$eaﬁl tfnéim“%t h¢ sﬂﬂbfﬁ‘?eﬁésf‘é’“ aga tgneyEie by j ¢ e

| nput : '\/Q?déhsx.sﬂ%%Bb&nteaélhcoﬁﬂal{a%mpmﬂe Changes: MA WR (Wite) conmmand is

used to update the wita arts talnl a chip
state data. THel S\KF?"E‘B‘WW%%@?;@' t%%?f’ftpﬂjc cosl‘%cqgw tb%%ésst% EMO?O | owed by
an aut herns9 efesi ARl Mpald baf are filnfforred natotﬂ[lilgqymhvéﬂmmmu@nsm etairgggs thepatpethange

was made e ﬁ%%ﬁdn:%nd %Q%oms&&)m&%aﬁoﬁ cﬁglﬂhe%qtubuatmﬂor@eﬂﬂaee ¥R command
opcode fo e new 256 bhits |ttent05%£ Since the
f

aut hent i é@fefiéhﬂ%ﬂie’b‘ IF‘geaéé‘?eibéffcaﬂPﬁ@‘Sﬁ%W t&@‘e%slte REPTEPHE P erred one
bit at acbl‘mﬁ&d d;ﬂl}&hbl%biw‘dﬂﬁfshblﬁdﬂeﬂ?:&tﬁ&nmcbmmw@ach command conponent. A WR
command is [ re: :gg%g % y bits 0-15 of
M 0] bits 0 1 ?$PW cgrlion(?y I}}l&;{d S&Ih%;lethé/iEl GI%hth.EJQAaLI 25(8 bits are
transfermred i SlWotar! The \Alerﬁ}&”éaﬁzﬂhﬂisuﬁ‘én‘b% ﬂ’e R U REIn = 1,

i ndicating that K1, K2, Checkssmmngdd R have been set up via the SSI
conmmand (|f SIWltten is 0, t have, not been

setup yet, and®fHETLR commﬁ‘éli‘qa%“gclglglcl%éf PEIREY eﬁ%o ehet ra!l%o%lln}lelfy to wite to

a specific Mn] is governed byquéde. correspondl ng Access Mode bits as

stored in the V@ﬁiﬁﬁ&? M?lg{:o ’[@?Sﬂuﬁ%ft for -tElQ @inﬁff&ﬁ&'ﬁ%g@ re@ls{eﬁto ?eﬁé'h ob@nct @hasusi Nng t he
en

SAM conmand. w'iting the new val ue to a‘ﬁl h@%w llls Fl ash
menory mdete spaheregisishis Fopadrd with MIERigks to gpure iiita “b'?mel\y[‘ PRt e et ased,

and thentwdter. appropriate bits set. Since these two steps occur on

different cyc |T$% TS’II omm%?d\{feﬁ el (PRI DL kil kg)frs 1¥elBn BRERed. X i@t t ac ker can
renove power
P accomplished by internally generating S[K; | K,] and comparing against Checksum. This generation and

comparison must take the same amount of time regardless of whether the keys are correct or not. If the
times are not the same, an attacker can gain information about which bits are incorrect. If the internal
verification fails, the CLR function is called to clear all the key information and effectively destroy the
chip. If K, and K are stored as multilevel Flash memory, the full multi-level Flash values should be used
for the verification process instead of just the subset used to represent valid values. For example, if 2-bit
multi-level Flash is used, K; and K, are effectively 320 bits each instead of 160 for a total of 640 bits

TST causes the internal M value to be replaced by the input M value. Sgs[M | R] is then
calculated, and compared against the 160 bit input hash value. A single output bit is produced: 1 if they
are the same, and 0 if they are different. The use of the internal M value is to save space on chip, and is
the reason why RD and TST are mutually exclusive commands. If the output bit is 1, R is updated to be
the next random number in the sequence. This forces the caller to use a new random number each time
RD and TST are called.

The resultant output bit is not output until the entire input string has been compared, so that the
time to evaluate the comparison in the TST function is always the same. Thus no attacker can compare
execution times or number of bits processed before an output is giv_en.

The next random number is generated from R using a 160-bit maximal period LFSR (tap

selections on bits 5, 3, 2, and 0). The-initial 160-bit value for R is set up via the SSI command, and can



erasure, but before programm ng with the new val ue. However, there is no
advantage to an attacker in doing this: A Read/ Wite M n] changed to 0 by
this means is of no advantage since the attacker could have witten any
val ue using the WR command anyway. A Read Only M n] changed to O by this
means all ows an additional known text pair (where the Mn] is O instead of
t he ori gird&125§@l ue). For future use M n] values, they are already 0, so no
information is given. A Decrenment Only M n] changed to O sinply speeds up
the time in which the consumable is -gged up. It does not give any new
information to an attacker that using the consumabl e would give. AUTH25-SG
-90- The p¥\RyGaabm AdhbkSexdepial (mmemms tilEprdate aomienends epsm of GFaBlie 19.

Steps in WR.co t|o h&fb; ed FO
n4-15 2 fé??ﬁo“ﬁe%ﬂgcg’%%%l t§ frgrsnm @ aﬁ%ﬁ/ﬁl%m %éggsﬁﬁ&gﬂ{ém Conpar e
to the previsus inalbifdo sl The Fev(R'EIﬂ#beteﬁwedloﬁ}hy nexegpdivs dhe IrF§RlHSn‘§‘i gHed] EQ
F- (Terrpasth%ﬁawamnim( AMERWV  ((AM = MBR) A LT) v ((AM = NVBR) A
DecEncountered v L ount er AM = NVBR
,(A DecEncount e %T%MCD?%% d%ﬁ@gaﬁné%%ﬂﬁsaﬁfmalE%mg%thgr?t ered F )
((AM = Mﬁﬁbauﬁcl&@an\rea(n(némngawhﬁm)lt s iegiidebuntensd AEQ Advance to the next

Access I\/bdes . lofvin i cabl 71F (W) E
M -in] f-in] T:?é;ldco%hdq? }%B%m%éﬁ%?ﬂafoﬂotv QE}QJSJ cabl e (WE) Erase

“Table 18. Steps in TST command

Step Action
i IF (MinTicksRemaining # Q)
GOTO 1
2 MinTicksRemaining < MinTicks
3 Hash « Calculate Si;[K; | K]
4 OK. ¢ (Hash = Checksum)

Note that this operation must take constant time so an attacker cannot

determine anything about the validity of particular bits of Hash

5 IF (-OK) OR (R = 0))
GOTO CLR
6 M ¢ Read 256 bits from client
7 Hash < Calculate Sx[R | M]
8 Hash " (Hash = next 160 bits from client)

Note that this operation must take constant time so an attacker cannot

determine how much of their guess is correct.

9 IF (OK)
Temp <+ R
Erase <~ R
Advance TEMP via LFSR
R ¢« Temp
10 Output I bit of OK to client

Note that we can't sitaply advance R directly in Step 9 since R is Flash memory, and must be
erased in order for any set bit to become 0. If power is removed from the authentication chip during Step
9 after erasing the old value of R, but before the new value for R has been writter, then R will be erased

but not reprogrammed. We therefore have the situation of IsTrusted=1, yet R=0, a sitvation only possible



9 1F (n m0) GOTO 2 8.7 SAM - Set AccessMde Input: AccessMde"e,,. _ [32
bits] Qutput: AccessMdde = [32 bits] Changes: AccessMde The SAM ( Set
Access Mobde) command is used to set the 32 bits of the AccessMde register,
and is only available for use in consunabl e authentication chips (where the
| sTrusted flag = 0). AUTH25-SG -91 The SAM command is called by passing

t he SAM édiiad@ opcode foll owed by a 32-bit value that is used to set bits
in the AccessMode register. Since the authentication chip is serial, the
data nust be transferred one bit at.gotine. The bit order is LSB to MSB
for each command conponent. A SAM command is therefore: bits 0-2 of the
SAM 0pCOdgs to bdith @WeSledRydeRid HisQuead(aibellllh ths cHek &, SAK,) Mid thBGaRE Mide. 35 bits
are transferr dintotal. The AccessMde register is only cleared to O upon
execut i oA™6F S8R conmand. Since an access node of 00 indicates an access
nmode of RW (r &adprvirldnt @) be avaitledde biving aasvyndAe-bis Elvbaesisist forR aridadplidity B R neans
that all g éler@xatﬂe RE vhieAds igerex?m@@(itﬁé@ﬁort ﬁe%ﬁ]mglﬁ)ded Ixhﬁs pVnebRRABsy Sets
bits in the AccessMbde regi ster. Consequent] |en§‘ é}é@ﬂ)change t he

access rrﬁEFéaCBvle"s‘f‘fhﬁ’rSPWf i’ﬂ"wf’rtd'ﬁfﬁ?\llﬁ%bl Se g ‘B‘W *¥he
appropri ake biwrs-waitea 32- bit word, and calling SAMw th that 32-bit val ue
as the input parameter. This ||_Ct% Qe programm ng of the access node
bits at different times, perhaps at (Jlfferent stages of the nmanufacturing
process. For Oudfipl e, Nﬁ%ﬁ read only random data can be witten to during
the initial k@_ﬁa@e@gr amm ng $t age while allow ng a second progranm ng

stage for It egﬁﬂl}? erxtef eC(a)tr? G to uPcfa%rtﬁ tamé [P M c§fgﬂﬁ?g JuﬁﬁgntlghMl command

only.sets bit ow t cess no bits correspondl ng
to Mn] tle todels WerceWMM éfe@’rStnh@ﬁcumﬁzmuwh@ﬁﬂm@# b avtpenticed ifedohe not ed
that an Nﬁ(@ﬁ@&@CM@ngeMﬁB&ﬁaﬁbdn@lgsbmdasts&ciﬁ& but this would not help
an attacker, I cati a W | 1S ored
aut hent i cat i oﬁi‘%}ﬁﬁﬁo%ﬂg @@9 g’c‘tasstl”ﬁ Ceomvt'ﬂn%() c?/%gouﬁ‘g o 6%%‘2%%3’ and
hence ‘abofdtatdie vaipertaM. Bnce Rrethawitatipmeings sl e regvplestipor anstbpranpfaraday t hat
Fl as ht WEG}Q:;b}t amm@n{e%ﬁ %IderT{]@BqamamtéactlQmﬁttl@aecin@bteat N : mnatmes s mje _
register or exanple to change a re [ n ite, is
to use tﬁ@e@teﬁ"EBﬁﬁﬁﬁﬁmﬂR%’%%%%ogﬁﬁéﬁm%f@t Q)/ts 8:)/%13%% ]? th1“’“%& s?gﬂ

Ac cess Mo tiofiMi i1 st5e bits aBubinsésdinedtbar s t he keys and all of M Thus the -
AccessMbdel n] TRl yg 0&19{3!;1&%%&59&3& OnelY bW AL 1 ikt 1), ky cta&ksqmaged once

bet ween CLR command command returns the %\é\/ val E%@
AccessMoBEae B sgt ap vig the $H copmand SHRIVGIFR 1 Phep i La Gy Y- ﬁeé‘ to the
i Nput  pagapBiten) the BYR eahhdnd g cdMnwkdd an i nput parameter of 0, AccessMde

The ability to write to a specific M[n] is governed by the corresponding Access Mode bits as

stored in the AccessMode register. The AccessMode bits can be set using the SAM command.

When writing the new value to M[n] the fact that M[n] is Flash memory must be taken into
account. All the bits of M[n] must be erased, and then the appropriate bits set. Since these two steps
occur on different cycles, it leaves the possibility of attack open. An attacker can remove power after
erasure, but before programming with the new value. However, there is no advantage to an attacker in
doing this:

. A Read/Write M[n] changed to 0 by this means is of no advantage since the attacker could have
written any value using the WR command anyway.

. A Read Only M[n] changed to 0 by this means aliows an additional known text pair (where the
M[n] is 0 instead of the original value). For future use M[n] values, they are already 0, so no
imformation is given.

. A Decrement Only M[n] changed to 0 simply speeds up the time in which the consumable is
used up. It does not give any new information to an attacker that using the consumable would

give,



wi |l not be changed, and therefore the current value of AccessMbde wl| be
returned to the caller. The SAM command is inplenented with the follow ng
steps: Table 20. Steps in SAM command Step Action 1 Tenp <- Read 32 bits
fromclient 2 SetBits(AccessMbde, Tenp) 3 Qutput 32 bits of AccessMde to
client 8.8 GT - Get IsTrusted Input: None AUTH25-SG -92- Cutput:

| sTrust edVE2p-FGhit] Changes: None The G T (Get IsTrusted) conmand is used
to read the current value of the IsTrusted bit on the authentication chip.
If the bit returned is 1, the authentiggation chip is a trusted System

aut hentication chip. If the bit returned is 0, the authentication chip is
a consumabl e ayt h@tbinsadd iOmpehbied with G Toloen@ead: consi sts of sinply the G T
comand o P%He Skhree-t-he au[henli eat+on—ehip—+s—sert+at—thrsnust be
transferr ebrode 5Pt N ¥ The bit order is LSB to MSB for_each command
conmponent| $efd T command is therefore getidn as bits 0-2 of the G T opcode. A
total of Brbits a Ognultau&,i” rTed. —The G T command 'S 1 npt enented pwth the
fol | owi ngi step: ff%’t%?e 21 gteps in QT command Step Action 1 CQutput

| sTrusted bit toEgikentre8«90 SMI - Set M nTicks Input: MnTicks,, [ [32

bits] Output: None;Lhanges: M nTicks The SMI' (Set M nTicks) co nd is
used to set bits in the M nTicks r egi ster and he.nae_de.fJ_ue—Lh;%Eni mum
nunber of|%i cks| Tirant < MRgat 16ptsEen ¢ghietfet ween calls to TST and RD. The SMr

command i3 cat Ve B0nf e SMIcommand opcode folTowed by ja 32-bit
val ue th is used to set hits in the MnTicks register.—Since-the

aut hent i clafimpare &Hbgrrevicugfues|  the data nmust be transferred one bit at a
time. They DI T PELHEl (Temp MB-N1P MoRpdisdn i€@siBreapnrmand conponent. An SMI
command i|s therefore; bits 0-2 of the SMI opcode, followed by bijts 0-31 of
bits to be set |FRUt FFBRSLT5 bits are transferred in total. The M nTicks
register is onl ywdeasrge Hw WO upon execution of a CLR conmand. A |value of 0O

i ndicates] that po tic 1eed t ass between calls to key-based flunctions.
The functji ons npy the@‘?‘%‘r@g@é&ﬁv

{{(AM = NMSR) A (DecEncountered v LT))

6 DecEncountered < ((AM = MSR) A LT) v
{(AM = NMSR) » DecEncountered) v
((AM = NMSR) A EqEncountered A LT)
EqEncountered < ((AM =MSR) A EQ) v
((AM = NMSR) A EqEncountered AEQ) -

Advance to the next Access Mode set and write the new M[-n] if applicable

7 IF (WE)
Erase M[—mn]
' M{-n] « Temp
8 Un
9 IF (n = 0)

GOTO 2

8.7 SAM - Set AccessMode
Input: AccessMode,, = [32 bits]
Output: AccessMode = [32 bits]
Changes: AccessMode
The SAM (Set Access Mode) command is used to set the 32 bits of the AccessMode register,

and is only available for use in consumable authentication chips (where the IsTrusted flag = 0).



called as frequently as the clock speed Iimting hardware allows the chip
to run. Since the SMI command only sets bits, the effect is to allow a
client to set a value, and only increase the tinme delay if further calls
are made. Setting a bit that is already set has no effect, and setting a
bit that is clear only serves to slow the chip down further. The setting of
bits corrd8ptm¥s to the way that Flash nenory works best. The only way to
clear bits in the MnTicks register, for exanple to change a val ue of 10
ticks to a value of 4 ticks, is to usg the CLR conmand. However the CLR
command clears the MnTicks register to O as well as clearing all keys and
M It is ther e'fI@rSQMlﬁﬁlnexﬁﬁs cfaﬂéd b@@asamg BE BV conlrhdag opdaée thwIdw;kassszegaa&t er can

only usef n ween.CL
ot et i el SRS ARRRRE MRS SRR (B (e SATTRRE D o
command Sraaffermd piedi at ajtimpehhs bktﬂrdﬂe%ﬂeﬁBa*Q M5Btiey efoh gpmmand eemepopenSatSBM s ( M nTi cks,

Temp) 9 Pd'o&ﬂlﬁlﬁfﬁﬂhé}gop@lﬁtp@@t)ftﬁ@gmepc% Qﬂoﬁﬂﬁ:@ﬁﬁtolﬁ%}“m@&b yehdtps nmust be

progra wi t h i cal ure information in a physically secure
envi ronne&cl”ess%dﬁsﬁa ‘T%Sf‘f Ygr anmi ng procedures” cover both |ogical and

physi cal secu rTltey\ccessNbga I@ﬁ*tcrsse:mlymlebryd to$ updrexpripoeEsCId coamsul: Png abhat K1,

K2, R andee ik m%cM:s% aéé@Js ':ﬁ%é'e cﬁ“k@v (Qé%&l’% )ﬁ}%ﬂ sdtigBnyPAY S e biks a'ﬁ@r'&do m
process, and not a_conputer., | so the process of ensuring that

t he order IIRH“Wﬁ%albOJMiS? rei’“r@“h"l‘ﬁ‘b’"‘é‘?“é" programed is the nost logically
secure. Physi Cik SSE@oihiningd ohlg sdtdtéts priecessshdde egisur. Cogedudraly a tllket cpr ogr amm ng

st at| 0” | HanB%S G rlnyde%f?s%rrl\g[’nbﬁ&n R%@%O'ﬁead%ﬂﬁ) %sé@%@pﬁ%ﬁeﬁm in@94.n during

t he %gneratlonsa urln%] 1 fe orage of the
keys ATy 719 RAIRERA MoV B TRaA AdTPIRT VS pthe Pt PSRt d his é%q“gfhaﬁ{ogr@amwy%u cal
att errpt S theQe@BinRidObi bt diffRmt firmd, Iieﬂhﬁysléﬁijﬁerenﬂ-dﬁ@esaiﬂthbﬁﬁﬁdfﬁ&hhmoceﬁjfﬁr has its

own securjty, nechani sns for ens Kl and Che are kept
domt dat Wi & ’k %;Ea
secret, atl%{ rog ararrmn N aaS‘fa ?on Irjhjsllrm m”a e R{,}, Y. The

physi cal all@@%ﬁﬂﬁe@ydmgranﬁ@ﬂw@gfoamﬁmg:hﬁ %#u@nbli‘« sen#@wi?effned briefly here,
but has an entsurcem@l@mraaﬂﬁanetnw tehs bRWMihe eff&a]s to aﬂ@&th@d&és\!in&%!bﬁ@ ter

manuf act ur e, nticati can be
used. In arfefpond’flﬁ Mﬂja‘i RIeEEe5} %‘Fm &w ! g"'&ﬂs e’: E[ 1%1“@%5 e df' %a“t he chip
i s desti nedssimyddd N@@%ﬁé@kﬁﬂ&tﬁttﬁéﬁmﬂt@s wowld zm hffjp an aftjrpdser] sirice ﬂlaﬁuﬂveﬂce@nf or R
must be @?M%ftépa REE-to 4 docloR8 aiflnRalich HE bl @Qecg tﬁat% wWRiteG9 53 IR B s ul and

aut henti | e set to val ues . for M and
Access l\/bg‘ ?ﬂ%gft 8’88&?8?56?“"?% OIPH BHP @lﬁ'ﬁd"@% théltfléaalf REPEY BYE Went i fi ed:
0. Manuf act ur &he only way to clear bits in the AccessMode register, for example to change a Decrement Only
' Min] to be Read/Write, is to use the CLR command. The CLR command not only erases (clears) the
AccessMode register, but also clears the keys and all of M.
Thus the AccessMode[n] bits corresponding to M[n} can only usefully be changed once
between CLR commands.
The SAM command returns the new value of the AccessMode register (after the appropriate bits
have been set due to the input parameter). By calling SAM with an input parameter of 0, AccessMode
will not be changed, and therefore the current vaiue of AccessMode will be returned to the caller.

The SAM command is implemented with the following steps:

Table 20. Steps in SAM comumand
Step Action
1 Temp < Read 32 bits from client
2 SetBits(AccessMode, Temp)
3 Output 32 bits of AccessMode to client

8.8 GIT - Get IsTrusted
Input: None



1. Determne Interaction between Systens and Consumables 2. Determ ne Keys
for Systens and Consumables 3. Determ ne M nTicks for Systens and :
Consunabl es 4. Program Keys, Random Seed, M nTi cks and Unused M 5. Progra
State Data and Access Modes Once the consunmabl e or systemis no | onger
required, the attached authentication chip can be reused. This is easily
acconpl i #HE?>B§ reprogrammed the chip starting at Stage 4 again. Each of
the stages is exam ned in the subsequent sections. AUTH25-SG -94- 9.2 Stage
0: Manufacture Al though the manufactupg.of authentication chips is outlined
in Section 10, a nunber of points can be nade here. The al gorithnms and

chi p process igpelisTeReeEplvityand requires no special security. Standard

Fl ash proces?ﬁvfils are usz\p. At the end of the manufacturing stage, the

aut henti cati o 8H°Bs aréfested by being programmed with particul ar test
prograns. Therlge §F (G IJITNEA) emmandeiedic caad thacuriget fvaluest thy INTsted bicethieon chi ps

bet ween th&. 6hlith IBNEEASHE LhEEd DA W@ BT A 151 Alsic@BysioRdhblentibdy provi de

t he cl one manufacturer wt h‘&FI ank chjps. Thi Tfwmarel.ga conprom ses the sale

of aut h&hp-lhatigrRing theg 6“5‘%?9?‘???’%5 AEQRHRIG 2EhEEEP RS Hut hent i cati on

chi ps. Since tAN&TpomGIna pasisgofsingly thnGITicemmingd opmailey Sineclivanhetivaipt diivddonsumabl e

and syst gmﬁfgmﬁ%ﬁ%e Wérred?)nfﬁtipz{?g AR ACHHE 81 sHRUWkEh B0 cHR8mmaRl € to program
e

the chip corr ect . one manufacturers V\DU{P?%BB able to

progr am £ePopIng METT comeprad s dlerefaraient abbifs CApE e el BRe-CHine BEE  put it

woul d beuglisfefriéqcul t to place these itens on the market without detection.

I n addi ti on, si.ngl e t hef.t kfifiguld,. t 0o base a business around.
9.3 Stage 1: %g?%ﬁ%or%a nte 1§% Iegr‘]‘a@gltg\lg\cgl(&n %)}gt ens_and Consumabl es The

deci si on Teifle hdtepsiinGIA c@ymandm and what is a Consunabl e heeds to be

det errﬁrec‘gtfgbef re any adthenti Calligh chi pS can be progranmed. A deci sion
needs t ¢ be nade-about which Consumables—ean—be—usedd n which Systens,
since all lonne& By BsEERECSE consumabl es _nmust _share| the same key
information. They al so need to share state-data usage nechani sns even if
sonme of e i RE jpns of that data have not yet been determ ned. A
sinpl e e%’grrpl gw;%fﬁ@?&lg?ﬁa car _and car-keys. The car itself is the System
and the car-k&8ptare the condifidBtes32ibre are several car-keys for each
car, each contatpat:ng t heosane key information as the specific car. However
each car (Sys woul d cont gj.n.a different key (shared by its car-keys),
since we donkﬁm\ﬁﬁsht ca_r-lkeyg)m?rri%sm one car working in another. Another
exanpl e i s t hAhe BT EetdivTidkshpimmend ipred fosefbity i ge Nimagks Tegigfprapd hegisdptne

cartr ' dg@e mluﬁhuﬁh ARG of lidkE Bt thudSaR ROBBRPE0Y o ITST baeRoSysd 41 compdndifie t oner
cartridg salllef bytpgs%ing 812] gﬁ%(?nlugénd l(?';(azzz\é)\lgd:)f:\/fg"l'i0wte:cll1 §y adﬁ—colitsvlah?cnthat is used to set bits in the

MinTicks register. Since the authentication chip is serial, the data must be transferred one bit at a time.

The bit order is LSB to MSB for each command component. An SMT command is therefore: bits 0-2 of
the SMT opcode, followed by bits 0-31 of bits to be set in MinTicks. 35 bits are transferred in total.

The MinTicks register is only cleared to 0 upon execution of a CLR command. A value of 0
indicates that no ticks need to pass between calls to key-based functions. The functions may therefore be
called as frequently as the clock speed limiting hardware allows the chip to run.

Since the SMT command only sets bits, the effect is to allow a client to set a value, and only
increase the time delay if further calls are made. Setting a bit that is already set has no effect, and setting
a bit that is clear only serves to slow the chip down further. The setting of bits corresponds to the way
that Flash memory works best.

The only way to clear bits in the MinTicks register, for example to change a value of 10 ticks to
a value of 4 ticks, is to use the CLR command. However the CLR command clears the MinTicks register
to 0 as well as clearing all keys and M. It is therefore useless for an attacker.

Thus the MinTicks register can only usefully be changed once between CLR commands.

The SMT command is implemented with the following steps:



must be made as to what conpatibility there is to be between cartridges and
phot ocopi ers. The decision has historically been made in terns of the
physi cal packagi ng of the toner cartridge: certain cartridges wll or
won't fit in a new nodel photocopi er based on the design decisions for that
copier. Wen authentication chips are used, the conmponents that nust work
t oget her AHIB#-S8hare the sane key information. In addition, each type of
consunabl e requires a different way of dividing M (the state data).

Al t hough the way in which Mis used wpdl vary fromapplication to
application, the nethod of allocating Mn] and AccessMbde[n] w |l be the
same: AUTEES?S8eps IosmPeddndfs The Consumabl e state data|for specific use Set
sonmre M n}l—regi-sters—asidefor future—use{++reqguit+red). Set these to be O
and Read OW®. The value can be A% ed for in Systens to maintain

conpati bi 1|ty ‘B@ﬁpé—faeadmem&unngerlw n] registers (at ljeast one, but it does
not have—te—be \ &by —wth—the—contents of each M n]
conpl et ¢l V¥ rand Fﬁﬁwlgﬁ%c&e hake it more difficult for a ¢l one

manuf acturer to attack the authentication keys (see Section 5). The

fol | owi ng exarisptg Eammi® WudBMRadod CMpsCh the state data may be organi zed.
9.3.1 Exanple Suppose we have a car, with alfSOC' at d car.- % A 16-bi t

key number is %F‘é‘cac“ﬁ’é??lpéﬁ’ﬁﬁﬁﬁp?%’amﬁﬁ“ﬁﬁé?gif YHERE iR LY IRE for a
gi ven cagecurd Aeirdb@nhCinseqodntivhe pogrembies phoseildesdovepbatisloficl indwhysical Fgpyite 23,
Car's 256 M b;%@&%g&%%@@&&%%%&&gm&?ﬁ RQniEY r-B4bHDR ] Lahids m ts) 1-4 RO

Car engine nu ure exp anlon—gﬂgjl its) 9-15
RO Randoatisieted beangysicelpyapsopyocsss. apdrot B copaierf b el By Prces S5 e g cal
keys for ugloddeGRkBich patts dfShe@hip ﬁrb)ﬂo@ﬂamﬁﬁii&&nﬁmb@ loglslysacteur e a new physi cal

car-key for a gys,cs ‘M‘%?S% tloc 1 &%ﬁsuﬁlggtll&ﬁ&pky;ﬁmgnga&ﬁcspkﬁaeamwua gontain a

new Key Nunbe sane e car

aut hent i dat¥iend Eﬁr:rpam coret, Iojhsiuaresthsy et sReene tyring e kmenifE8PEes o be
i nval i dat,gfe l(e§zsp fn a@dﬁ@dﬁﬂh@prbérarﬁmk@élahbﬁmﬁdﬂﬁd r):s:stanﬁbl plysiaal seegipB R dbiafilot requi re

Key 0 (t y he in ert d fi eys,.q hen Key
0 agai nH SEN t@ ‘icﬁsojglb ag}tgéfnl“%im P %o ogn ﬁe(guwn mec%ﬁa%’l)ns %Jr elﬁyr%lg t}gﬂg ]x > wor st
case, fofhekamplekepthecst, butaiarl’rdgey@mgéﬁaémi st alsotkpaprKs andfeniple éﬁ!le lawswabm cal keys
coul d be QJenes@tSthefRinideRBtiEmA m@Nbhell bisend 580 Gldhesl cRhy @@t «Tas oieys i f ‘
desired. The Car engi ne nunber woul d be used to tie the key to the
parti cul Hlcar.

9.1 Overview

After manufacture, an authentication chip must be programmed before it can be used. In all
chips values for K, and K, must be established. If the chip is destined to be a System authentication chip,
the initial value for R must be determined. If the chip is destined to be a consumable authentication chip,
R raust be set to 0, and initial values for M and AccessMode must be set up.

The following stages are therefore identified:
Manufacture

Determine Interaction between Systems and Consumables
Determine Keys for Systems and Consumables
Determine MinTicks for Systems and Consumables

Program Keys, Random Seed, MinTicks and Unused M

“oA LN e

Program State Data and Access Modes
Once the consumable or system is no longer required, the attached authentication chip can be
reused. This is easily accomplished by reprogrammed the chip starting at Stage 4 again.

Each of the stages is examined in the subsequent sections.



Future use data may include such things as rental information, such as
driver/renter details. 9.3.2 Exanple 2 Suppose we have a phot ocopi er i mge
unit which should be replaced every 100,000 copies. 32 bits are required
to store the nunber of pages renmaining. The 256 bits of Mcould be divided
up as follows: AUTH25-SG -96- Table 24. Photocopier's 256 Mbits M n]
Access DedttipEion O RO Serial nunmber (16 bits) 1 RO Batch nunber (16
bits) 2 MSR Page Count Remaining (32 bits, hi/lo) 3 NMSR 4-7 RO For future
expansion = 0 (64 bits) 8-15 RO Random bit data (128 bits) If a | ower "
quality image unit is made that nust be replaced after only 10,000 copies,

t he 32- bbb p@g@e@QMQﬁﬁ@ﬁﬂgstl|| be used for conpatibility W th existing

phot ocopi ers. ﬁI gouﬁh %!;( a&t%u%v lentce(l)t{(lnsl léi'un%gei outlmédy ctlonOIO SuliBé gf W'ntsh the

same system aer ar oi canrera consuman
cont ai ni ng b2 mageieteos. A 16- bi t count down is all that is required to store
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without detection. In addition, a single theft would be difficult to base a business around.
923 Stage 1: Determine Interaction Between Systems and Consumables

The decision of what is a System and what is a Consumable needs to be determined before any
authentication chips can be programmed. A decision needs to be made about which Consumables can be
used in which Systems, since all connected Systems and Consumables must share the same key
information. They also need to share state-data usage mechanisms even if some of the interpretations of
that data have not yet been determined.

A simple example is that of a car and car-keys. The car itself is the System, and the car-keys are
the consumables. There are several car-keys for each car, each containing the same key information as

— the specific car. However each car (System) would contain a different key (shared by its car-keys), since
we don't want car-keys from one car working in another.

Another example is that of a photocopier that requires a parﬁcular toner cartridge. In simple
terms the photocopier is the System, and the toner cartridge is the consumable. However the decision
must be made as to what compatibility there is to be between cartridges and photocopiers. The decision
has historically been made in terms of the physical packaging of the toner cartridge: certain cartridges
will or won't fit in a new model photocopier based on the design decisions for that copier. When
authentication chips are used, the components that must work together must share the same key
information.

In addition, each type of consumable requires a different way of dividing M (the state data).
Although the way in which M is used will vary from application to application, the method of allocating
M[n] and AccessMode[n] will be the same:



appropriately. To maintain conpatibility with the old consunmabl e, the new
consunmabl e and System needs to have the sanme key information as the old
one. To nmake a clean break with a new Systemand its own speci al

consunabl es, a new key set would be required. 9.3.4 Exanple 4 AUTH25- SG
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If the car manufacturer keeps all logical keys for all cars, it is a trivial matter to manufacture a
new physical car-key for a given car should one be lost. The new car-key would contain anew Key
Number in M[0], but have the same K; and K, as the car's authentication chip. ,

Car Systems could allow specific key numbers to be invalidated (for example if a key is lost).
Such a system might require Key 0 (the mélster key) to be inserted first, then all valid keys, then Key 0
again. Only those valid keys would now work with the car. In the worst case, for example if all car-keys
are lost, then a new set of logical keys could be generated for the car and its associated physical car-keys
if desired.

The Car engine number would be used to tie the key to the particular car.

Future use data may include such things as rental information, such as driver/renter details.
9.3.2 Example2

Suppose we have a photocopier image unit which should be replaced every 100,000 copies. 32
bits are required to store the number of pages remaining. |

The 256 bits of M could be divided up as follows:



and K2 are deleted so no record of their values are kept, meaning that
there is no way to conpronm se K, and K2. However no nore car-keys can be
made for that car without reprogranm ng the car's authentication chip. The
second scenario is that the car manufacturer keeps K, and K2, and new keys
can be made for the car. A conprom se of K, and KZ nmeans that soneone
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Suppose 2 years after the introduction of the camera, a new type of camera was introduced. It is

ag

able to use the old consumable, but also can process a new film type. M[3] can be used to define Film
Type. Old film types would be 0, and the new film types would be some new value. New Systems can
take advantage of this. Original systems would detect a non-zero value at M[3] and realize
incompatibility with new film types. New Systers would understand the value of M[3] and so react
appropriately. To maintain compatibility with the old consumable, the new consumable and System
needs to have the same key information as the old one. To make a clean break with a new System and its
own special consumables, a new key set would be required.

9.3.4 Example4



maxi mum of the input clock speed and the authentication chip's

clock-limting hardware.
clock-limting hardware may be set at 10 MHz (it

For exanpl e,

the authentication chip's

i s not changeable), but

the input clock is | MHz. In this case, the value of | tick is based on
MHz, not 10 MHz. If the input clock was 20 MHz instead of 1 MHz, the val ue
of 1 tick\d5§8sed on 10 MHz (since the clock speed is limted to 10 MHz).

Once the duration of a tick is known,
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different to the purchase of a nunber of Systems, each containing a
trusted alt EH%ICdPFbﬁ chip. The security relies on the strength of the

Aut hent i cat i orn most cases, K; and K, will be generated oncé for all time. All Systems and consumables that
have to work together (both now and in the future) need to have the same K, and X, values. K, and K,
must therefore be kept secret since the entire security mechanism for the System/Consumable
combination is made void if the keys are compromised. If the keys are compromised, the damage
depends on the number of systems and consumables, and the ease to which they can be reprogrammed
with new non-compromised keys:

. In the case of a photocopier with toner cartridges, the worst case is that a clone manufacturer
could then manufacture their own authentication chips (or worse, buy them), program the chips
with the known keys, and then insert them into their own consumables.

In the case of a car with car-keys, each car has a different set of keys. This leads to two possible

general scenarios. The first is that after the car and car-keys are programmed with the keys, K

and K are deleted so no record of their values are kept, meaning that there is no way to

compromise K; and K,. However no more car-keys can be made for that car without
reprogramming the car's authentication chip. The second scenario is that the car manufacturer

keeps K, and K;, and new keys can be made for the car. A compromise of K, and K, means that

someone could make a car-key specifically for a particular car.



protocol s and the randomess of K, and K2. 9.6.2 Progranmm ng a Non-Trusted
Consumabl e Aut hentication Chip If the chip is to be a non-trusted

Consunabl e aut hentication chip, the progranmng is slightly different to
that of the trusted System authentication chip. Firstly, the seed value for
R nust be 0. It nust have additional progranm ng for Mand the AccessMde
val ues. THE'?8Bure use Mn] nust be programred with 0, and the random M n]
nmust be programed with random data. The follow ng tasks nust be
undertaken, in-the follow ng order, amgl-in a secure programm ng
environment: 1. RESET the chip 2. CLR[] AUTH25-SG - 100 - 3. Load R (160
bit register) Tht keys 4hd bandcnBlafakided idie avilieakdu nhipsjusSherdfoal: gne(z286y bi t
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cannot bg sdntEESEoR maPhSl & Mdadali@EhbeR trindpbink Bite Snade is that secure data entry and

storage is not as simple as it sounds. The physical security of the Key Programmer Device and
accompanying Programming Station requires an entire document of its own [85].

Once keys K; and K, have been determined, and the checksum calculated, they must be kept for
as long as authentication chips need to be made that use the key. In the first car/car-key scenario K, and

v K, are destroyed after a single System chip and a few consumable chips have been programmed. In the

case of the photocopier / toner cartridge, K; and K, must be retained for as long as the toner-cartridges
are being made for the photocopiers. The keys must be kept securely. See [85] for more information.
9.5 Stage 3: Determine MinTicks For Systems and Consumables

The value of MinTicks depends on the operating clock speed of the authentication chip (System
specific) and the notion of what constitutes a reasonable time between RD or TST function calls
(application specific), The duration of a single tick depends on the operating clock speed. This is the
maximum of the input clock speed and the authentication chip's clock-limiting hardware. For example,
the authentication chip's clock-limiting hardware may be set at 10 MHz (it is not changeable), but the
input clock is 1 MHz. In this case, the value of I tick is based on | MHz, not 10 MHz. If the input clock
was 20 MHz instead of 1 MHz, the value of 1 tick is based on 10 MHz (since the clock speed is limited
to 10 MHz).

Once the duration of a tick is known, the MinTicks value can be set. The value for MinTicks is

the minimum number of ticks required to pass between calls to RD or RIND key-based functions.
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returns 0), elihe cwv ke t@rﬂﬁ@ﬁed(W@mg%aprgerﬁéHﬁe Rcms*pbﬂfge}mseg}étembe& Set bits
of Xto }aﬁ\iotdrﬁhbeﬁ H@ﬁr@iﬁbﬂ{d&%waﬁy rad¥Bplocdst) and @R oY bd B Zhdtbllowirg Gisistn@s) Wi th O

11. Set Ecﬂgken 3 1%0{0{1 \Tl ’c{fa?l & ?éfec&reg%grgml\gl?gma’uomnenew state val ues I1f2

SAM Y] ¢ CouUrsE eps 0és not have to occur
Stage 4 bnd SRESHMNtewhion from one another on the same Programming Station.
But it shoul dcgggur in all other situations where Stage 5is run as a

separate_progya roce s.from I f these authentication chips
are now tol e g{{k@bgf"émﬁ W&%Hv“tfi a‘gﬁ’r%a for use in a particular
consumabd.e. A%SI[ashtI@nHmksmmuﬂd pl ace the stolen chips into a clone
consumabl e. SuefnanTidf Ll jwoul d Timt

The authentication chip is now ready for insertion into a System. It has been completely

programmed.

If the System authentication chips are stolen at this point, a clone manufacturer could use them
to generate R, Fg1[R] pairs in order to launch a known text attack on X, or to use for launching a
partially chosen-text attack on K,. This is no different to the purchase of a number of Systems, each
containing a trusted anthentication chip. The security relies on the strength of the Authentication
protocols and the randomness of K; and Ks.
9.6.2 Programming a Nor-Trusted Consumable Authentication Chip

If the chip is to be a non-trusted Consumable authentication chip, the programming is slightly
different to that of the trusted System authentication chip. Firstly, the seed value for R must be 0. It must
have additional programming for M and the AccessMode values. The future use M[n] must be
programmed with 0, and the random M[n] must be programmed with random data. The following tasks
must be undeﬁakeﬁ, in the following order, and in a secure programming environment:
1. RESET the chip
2. CLR{]



t he nunber of cloned products to the nunber of chips stolen. A single theft
shoul d not create a supply constant enough to provide clone nmanufacturers
with a cost-effective business. The alternative use for the chips is to
save the attacker from purchasing the sanme nunber of consunables, each with
an authentication chip, in order to launch a partially chosen text attack
or brute”PBRtee attack. There is no special security breach of the keys if
such an attack were to occur. 10 Manufacture This part makes sone general
commrent s about the manufacture and iigbenentati on of authentication chips.
Whil e the comments presented here are general, see [84J for a detailed
descri ptson abadat(ieutithemte)catmioon chip for Protocol C. The authentication
chip alggrith O N onsgitute a strong encryption device. The net

ef f ect ?s thgﬁlﬂg’h 8géa%“%§{]safely manuf actured in any country (i ncluding
the USA) Sand ésgdor Retbitregistel¥ii@re in the world. AUTH25-SG -102- The
circuitry Of k&%ﬂﬁumsﬁsg;&aﬁg@ pedpriRe MU it Bhysiesll shavat data0 physi cal att ack.
A sunmar ?f acturing I nplenentation guidelines is presented,

fol | oned by SB‘Z,@P ication of the chip's physical defenses (ordered by

att ack) . 8Not e L Gheinmafigel withdhg comments are in addition to any | egal
protectign Un@&%hﬁk%w&ﬁb‘ﬁ&h@% RAHED ] WARRME DERAcc@Moded cENSE agr eenent s
(for exar%)l e, pena ties caug% reverse engineering the authentication
chi p). PAEi nes for Manuf acturing The foll owi ng are general

gui del i nes fosmrmnhﬁm,ts.am]on of an authentication chip in terns of

manuf act ur e (§'§cet|o[1%4% d]c ﬁ)u:ﬁabggﬁﬂﬁs ngwgrqurstggé ﬂ?&ér%e@tmt@ﬂw@éﬁ&glesme'd%t' on chip

based on Protoco eclal security I's reqw red duri ng@t he
manuf act uri nglfﬁffe@lﬁl‘é%‘ﬁcam“s{]"&ﬁﬁféftﬂ“bar‘ Pispaigt, aﬁ\ﬂ“?ﬁkfﬁﬂ’ﬁ ‘%?“ifém(‘i"fmlﬁ?) fBle) d ock
Filter N@ua&@k(ﬁemebatsaﬁauoiamaefmlafeaemmm agdhendbe ee) widrtharimgndet af Y1

Pr ot ect ed. IRIR Sodtd b1y LAIRLFisJRNEE L ngﬁmbgwf(ﬁﬁcgﬁ%yaﬁ)ﬁnah@%kaﬂmg pr ogr am

code SpeC| a SFnWeantaatl o] ata pat Dat a connecti ons

in pol ysFliMd f¢ra3’/lé#t§1 Ntle fhe wpsisiTagple M Ca@&"e:t"l‘}?}éfé‘?f F*E?Wé‘rby pRatacer @reeahit No
test Cir gsbvi e usdd BASIRALAN In RPRYYs IDAGYeR BieAGacker cannot choose any value for R since

it is supplied by calls to RND from a System authentication chip. The only way to obtain a chosen R is

by a brute force attack.

It should be noted that if Stages 4 and 5 are carried out on the same Programming Station (the
preferred and ideal situation), authentication chips cannot be removed in between the stages. Hence there
is no possibility of the authentication chips being stolen at this point. The decision to program the
authentication chips at one or two times depends on the requirements of the System/Consumable
manufacturer. This decision is examined more in Stage 5, and in {85].

9.7 Stage 5: Program State Data and Access Modes

This stage is only required for consumable authentication chips, since M and AccessMode
registers cannot be altered on System authentication chips.

The futare use and random values of M{n] have already been programmed in Stage 4. The
remaining state data values need to be programmed and the associated Access Mode values need to be
set. Bear in mind that the speed of this stage will be limited by the value stored in the MinTicks register.

This stage is separated from Stage 4 on account of the differences either in physical location or
in time between where/when Stage 4 is performed, and where/when Stage 5 is performed. Ideally, Stages
4 and 5 are performed at the same time in the same Programming Station.

Stage 4 produces valid authentication chips, but does not load them with initial state values
{other than 0). This is to aliow the programming of the chips to coincide with production line runs of
consumables. Although Stage 3 can be run multiple times, each time setting a different state data value
and Access Mode value, it is more likely fo be run a single time, sefting all the remaining state data

values and setting all the remaining Access Mode values. For example, a production line can be set up



Finally, as a general note to manufacturers of Systenms, the data line to
the System authentication chip and the data line to the Consunabl e

aut hentication chip nmust not be the sane line. See Section 10.2.3. 10.1.1
St andard Process The authentication chip should be inplenmented with a
standard manufacturing process (such as Flash). This is necessary to:

al | ow a gieHa>SEange of manufacturing | ocation options take advantage of

wel | -defined and wel | - behaved t echnol ogy reduce cost Note that the
standard process still allows physicalgprotection nechanisns. 10.1.2

M ni mum si ze The aut hentication chip nust have a | ow manufacturing cost in
order to mreiﬂwafdldﬂﬂlb&%nd fR8al ndbtieNEMlelaGilinti@Mor B pRApIb IR h@brdln@w tR0St :

consumabl J con%ll-r%bt[em%{ﬁgfgg%%gg?@é 1%8‘13(': a;[d(ﬁ)r tci)< %et {Ple steﬁ h&!lart)a 1§ lo d%d aqg low as

reasonablli/ysmﬁs& au rcation c I'p requires 962
bits of mndpsicaly dilfirdnelagterrory. I n addi tion, the stor age required for

optim zed HMAGn@'s'égéslp??clsQ%&olbéstf%c chIh&lg&@éﬁairM@&mﬁi &ah@coﬁﬁmabli aﬁpamd{raghl ne,
processor, atever i s chosen nmus e
kept to a$HIF TR |g%@eéfh68‘fta e pagfigntic W%ﬁﬁ?wf‘ﬂ’a‘(ﬁ ioli‘eémi”?d%ﬁ ni ni zed and
t hus t he valhst anddren €94 td [Emitdneitlricr thel newldaa velugsCllie ste@peastlitdddtre:pr ocess  t he
secret key inff LQfr@r could reveal information about the key shoul d

al so be mnimze see Section 10.1.8 for special data paths). 10.1.3

C ock Fil%er TAETHTEReHH MBETSReIRIdof ¥ try i s designed to operate
within a §pe0|¢allmloaekalﬂm@@dn¢hmg@etavaﬁidn@etphlhe user directly supplies the

cl ock si gpal (%aﬂ %b%r%gﬁé@ﬁﬂ %&glﬁl%ﬁﬂgﬁtg’a@“emt to introduce race-

conditions in the ClrCultr times during processing. An exanple
of this i% V\hélﬂed%@5?b‘hm@ﬂ@bwthféﬁﬁé?e@“{ﬂ%ﬁ%ﬂﬂlﬁﬁ%% circuitry is designed
for) may epr evenl TeNondR §ysRiMckip fdehfig: PiraApaTskyableatifla®alithe  two inputs, the

first may al e returned,. These st Ies of ty nt fault attacks can
be very )eefflgﬁgﬂ-??refumtogg’%b“él?lleﬁor YRF SPREYC TR orrsﬁa?nson and have been
docunent &d |nqeel]ltseﬁi‘iiw[n&t]alsta'rh‘@lub%esson to be learned fromthis is that the

input clack siygmah cannot be trusted. Since the input clock signal cannot

be truste ted to operate up to a maxi mum frequency. This
can be aéﬁl evg‘ﬁwhaﬁﬁgﬁm s. Inclock filter 100 an edge detect unit

101 passds. théeeutgémxfesomdmel@lﬁapyess_uadesfdnhwtaitqwam@srn enabl es a gate 103 so-
that the lgloclgmgpal IS able to pass fromthe |nput port 104 to the out put
105. Figure 10 shows t he |ter: The d shoulg Pﬁ setfrso t hat the
maxi num cl ock EpeEq ﬂﬁeé’ah&atﬁ&ﬁt‘?l’&b °a?r) d‘feF %ﬁﬂ@’ﬁwc‘("é‘famg { fojow on

one another on the same Programming Station. But it should occur in all other situations where Stage 5 is
runasa separate.progrannning process from Stage 4.

If these authentication chips are now stolen, they are already programmed for use in a particular
consumable. An attacker could place the stolen chips into a clone consumable. Such a theft would limit
the number of cloned products to the number of chips stolen. A single theft should not create a supply
constant enough to provide clone manufacturers with a cost-effective business. The alternative use for
the chips is to save the attacker from purchasing the same number of consumables, each with an
authentication chip, in order to launch a partially chosen text attack or brute force attack. There is no
special security breach of the keys if such an attack were to occur,

10 Manufacture

This part makes some general comments about the manufacture and implementation of
authentication chips. While the comments presented here are general, see [84] for a detailed description
of an authentication chip for Protocol Cl1.

The authentication chip algorithms do not constitute a strong encryption device. The net effect
is that they can be safely manufactured in any country {including the USA) and exported to anywhere in
the world.



MHz). Note that this delay is not programmable - it is fixed. The filtered
cl ock signal woul d-be further divided internally as required. 10.1.4 Noise
Gener ator Each authentication chip should contain a noise generator that
generates continuous circuit noise. The noise will interfere with other
el ectromagnetic em ssions fromthe chip's regular activities and add noise
to the |ddH8+¥hal. Pl acenent of the noise generator is not an issue on an
aut hentication chip due to the length of the em ssion wavel engths. The

noi se generator is used to generate elggctronic noise, multiple state
changes each clock cycle, and as a source of pseudo-randombits for the
Ta nper Preven tl".hémkcﬁﬁfjof @@hﬁ:ﬁéﬂh&ﬁmﬁﬂﬂp@lﬁﬂsﬁlj’e yesiktane @ Bestrl apick. A fiminaly)of A sinpl e

i npl enent at i on .of noi se ge R seeded
wih a HONESERE RN o REeb s bty B e R e e T d b
runni ng aﬁh$$QMMaﬁWMuwﬂdtock rate for the chip in order to generate as
much noi se as NQQ%! ﬁ?alnﬁfacniﬂg dormneh@ ARE( ad@ih@ﬂ/te Qﬁy‘ 16431 p@dﬂd:ttmfn%lﬁ!{eﬂ Rudhiag CUi t Ty
AUTH25- SG - 104 A set of circui %s i s re ﬁ [ auh&g%h nnegigéjhgrevent

physi cal PASeRE e Heense deREnst s ESt TP ¢ ?ﬁ’ﬁlﬁbﬁ% Wh At actually

det ect edadign@adiatchigick may not be an intenti onal phy5| cal attack It is
thereforeg,, 'n%fdtem%]fo;ﬂlagﬁvﬁ&ﬁﬂ&u' sh between these two types of attacks in

an aut hentlcation c ere You can_be cert (gpy5|ca fattack
has occurred. Thﬁvﬁﬁl‘é’r‘@gﬁwe@%%‘tﬁ e fog EpRleRIepiatoR § a“&“%ﬁﬁ’y%af‘?f’a PRFEER" has

occur r edmantifRuteie [y PRSa dafailddeibefijtion bf ad adfithadtication chip ised en RpaochidPivdd as a

result of L ection koo SR5E, Where the circuitry can be
certai n PRaf Samnémveuﬁahmnn &Q@?%tt '?5 o@burred erasure of Flash nenory
key infornatlﬁhmhépamﬁen5|ble action. In the second case, where the
circuitry canpglinhessUirgostibiepn attack has occurred, there is still
certainly sonet1|ng wrong. Action must be taken, but the action shoul d not
be the trasuFE%fili&ecret key information. A suitable action to take in the
second case i Sioige GRbgRESET. |f what was detected was an attack that has
Phe oni prw | 1 FEErsgar i Teoted S8 ot her hand. what was detected was
part of #&he nBroretd maperathtigpeedetectconment of the chip, a RESET will not
harm t he, key. Béngﬁggyﬁﬁaﬂﬁm§5dgﬁﬁy%¢gvent that circuitry cannot have
knomﬂedge about, power % Itch. The glitch nmay be an intentional
attack, attenﬁwﬁﬂme%mﬁﬁmﬁaﬁ FhferiataontBbout the key. It may, however, be
t he resuLt of Déta Edidctidhs MPORAGdoh Biers Wleredolipley t he start of a power-down
sequence. is therefore bes to only RESET the chip, and not erase the
key. |f the cHFpUHsS  BBREFTHND Hﬁmn nothing is lost. If the Systemis
faulty, sepeaNeéstRcSils wi || cause the consuner to get the System repaired.

In both casesT%megﬁQ)%H% gT%s still intact. A good exanple of an event

that circuitry ca dge about, is the cutting of a data
Finally, as a general note to rnanufacturers of Systems, the data line to the' System

authentication chip and the data line to the Consumable authentication chip must not be the same line.
See Section 10.2.3.

10.1.1 Standard Process
The authentication chip should be implemented with a standard manufacturing process (such as

Flash). This is necessary to:

. allow a great range of manufacturing location options
. take advantage of well-defined and well-behaved technology
. reduce cost

Note that the standard process still allows physical protection mechanisms.

10.1.2 Minimum size
The authentication chip must have a low manufacturing cost in order to be included as the

" authentication mechanism for low cost consumables. It is therefore desirable to keep the chip size as low

as reasonably possible.



line within the chip. If this attack is sonehow detected, it could only be
aresult of a faulty chip (manufacturing defect) or an attack. In either
case, the erasure of the secret information is a sensible step to take.
Consequent |y each aut hentication chip should have 2 Tanper Detection Lines
- one for definite attacks, and one for possible attacks. Connected to

t hese TarmY&i?*tEt ecti on Li nes woul d be a nunber of Tanper Detection test
units, each testing for different forns of tanpering. In addition, we want
to ensure that the Tanper Detection-kines and Crcuits thensel ves cannot
al so be tanpered with. At one end of the Tanper Detection Line 110 is a
source of pseutich uandicitohétigreduirds %62 bid@R hangrolagit mbmgh Ispidisich, despageed to the
general QPRI NG LHIAC KA1 THEVRL 36: GRAGEAIR: b [l Sifbdhgd above
is an ade% ate urce he generate ts pass through different paths
- one 11XY¥gzr F"i’%fé’eftlh@o%ﬁ?' fogimplgment ]?1“9‘??91CHWH’Sttbﬁéepbpﬁé}*mT‘i‘Bm@éﬂ"f‘P"’églet he inverse
of the dahaber bﬂtaﬂ@é(drﬁlmﬂﬂﬁﬁ@dndtﬁfs%@&tﬁdﬁcmlblié@jiﬂuﬁi’zedlm cirdit@reyd tha@Srocear I yi ng
the memor, SRR AR e Rs R el e Fh bbbt 68 12071
cover théeq’ﬂamdblrﬁbr@ecgeé#@rmh@r. The bits are reconbi ned at a nunber of

pl aces viggi1gn @@Fggg;,e 115. If the bits are different (they should be), a 1

i s output, used articular, unit h out put bit
T om o meiory e iR GUR AR GEHO P s AR e SRTR R eo i a1y
cone t ogeichethe @tr dirhaly Ripaléh thaelngkrsigndtrigis posgble Huoart attaokbrde eteaptwmdetteeacef asure
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trigger § &ad the FifoRiy {S95va0p amyvfgﬁewna@ B VOB R EREPPER . The
Tanper De\f/ceﬁﬁutsoﬂhe ﬂﬂsﬂﬁﬁyph&ﬁib@ﬁdtﬂn}edg{m&@ styles fugisichtfadtattnkddEn baansisteans. | f

t he test a;mg: onme 0. The
XOR test ;chf {1;?% "Ierirlg ){)dr;ﬂg nl’ang?i[é%?"fseﬁtg%%{n I's cs] g@t[@%heleek égl‘r?mtb'? 1ﬁgelﬁérzllext one
(on aver é’@’@)ﬂnslﬁﬁﬂfahemsﬁqchg‘g‘w“é@aéﬁfﬁ@‘e‘?he chip. Figure 11 illustrates the
basi c circui tls;ﬁcafle lapuTamnergndDeJnﬁﬁu Qitel, liftRiside lilhited t6 otiteid to ooaedt ed t o
either the Era or RE I.:é];e am]m f‘¥ The Tanper Detection Line nust -go

t hrough RE“drain s T’Zb(f Pransistor 116 for each test, as

i |lustrated b;l/mﬁlrcgﬁke IG_OZIﬂeqiae drtsctmlﬂbw@ro e edee op B deli IORGHFRMIER Det ect

Li ne si negbkdd g'ite"l@%lodhaﬁ&@@mﬁch@nafl ls@Me @fpads FroR R ifght poft LGN tBGurpu NEBOM Sour ce.
The XOR tests woulﬁ (Ejeéorkq”f ail. As the Tanper Detect Line physically
passes t hr oughS¥5&hSPEEe e fillet ot possible to elininate any particul ar
test without Bhedkirguli hessTatipethe nBanwetlodkispred is k partiocylaj fiqapeane. aberat t he

XORs  t ak §m NUE $haf thi9 BIA iR p8rdnblePtdCBsq al ong the Tanper Detect Lines in
order to reduce the chance

re 13.i]lustrates the taking
of nultiple X ”ereilﬂ&‘ikéﬁf‘aiﬁmﬂ%heeff‘ eT‘s"‘g"td“i@%“y?Sr%W? e Tanper Detect Line
110 t o b#o.uselobanGénantati f f erent parts of the chip. Each of these XORs 130 .
can be consi degcﬁ%tﬁaua@m%g%ﬁfd'cagauaargiyegé}éram hhatghRfatcC ARG RGusUERE Wi t hi n

each uni t or SU -uni t
noise. The noise will interfere with other electromagnetic emissions from the chip's regular activities and

add noise to the Idd signal. Placement of the noise generator is not an issue on an authentication chip due
to the length of the emission wavelengths.

The noise generator is used to generate electronic noise, multiple state changes each clock cycle,
and as a source of pseudo-random bils for the Tamper Prevention and Detection circuitry (see Section
10.1.5). '_

A simple implementation of a noise generator is a 64-bit maximal period LFSR seeded with a
non-zero number. The clock used for the noise generator should be running at the maximum clock rate
for the chip in order to generate as much noise as possible.

10.1.5 Tamper Prevention and Detection circuitry



A sanpl e usage would be to have an OK bit in each unit that is ANDed with a
gi ven Chi pOK bit each cycle. The OK bit is loaded with 1 on a RESET. If OK
is 0, that unit will fail until the next RESET. If the Tanper Detect Line
is functioning correctly, the chip will either RESET or erase all key
information. If the RESET or erase circuitry has been destroyed, then this
unit wil IAVR&P-SEunction, thus thwarting an attacker. The destination of the
RESET and Erase |line and associated circuitry is very context sensitive. It
needs to be protected in nmuch the samm4way as the individual tanper tests.
There is no point generating a RESET pulse if the attacker can sinply cut
the w re | eadiAgt df eirduidds JREDEd toGdst forlind priyvent PhigicalGttatkd onitiegahbemaitiatchipn Wi | |
depend V?{P evréugﬂtfs?gc Vmatsetelct%d gs%ng% kcllna %tGDg agﬁlteﬁ}%§§§hysfgﬂqﬂ££\ﬂi§ tné? el tem;. are
cl ear ed. & ranper METhes CCover “the nol se generator circuitry of the chinp.
The generimiogent srithtipdiFh prawesn thege avagppeppfatticksia pn aufhppticdior P Tanper Det ect Li nes
run on a,l evelyaboy&at AL caeN@Ld b sical Mol hl ol2iv@ldect ed nenory with tanper
detection It is not enough to sinply store secret information or program

code in Fl ash "RERBMFarrHiE cprfandit 2 gt 3ackias ®AFfrust be protected from an
attacker who vmatiwd ty@éstod dapdctidnaliffedlivihyt if perforsed Js agespladsfiticcletb@ion. Ighd firgf  pr ogr am
code or Kk L 0f or nat i on i f 1 sed in
The Tanpor® bt B RS Bun ol U G/ AR BRSSOk SRR B 1
first pakeyivProapen ispreilaratiqpsnis seprdisase Yegtherhantysaparbe put €81 448% Li ne
passes diis@edubyd, abo ksl @AGHyY Bnmbhg GfonRAM IS thust bEliken, B S aeBn tHaelt n@the at t acker
cannot pr,obe the contents of Flash. or. RAM. A . br [0} ] ing wire
is a bredk e‘la%uretqr%%cc aﬁﬁgronﬂgelimé'éﬁugar?leffuﬁg.tol\{lallﬁén ! ?Sg%%ﬁpaé%%gge@ i ﬁe¥(é?ase si gnal
to be sethattaudsteeted was pmejtaghiiiat bas nereprenthyglameded eyl thy sanpisendiiopvill pefuency

Noi S€ 0N ;dxP@ncl ATBE EriPR LIRSS ED Beainlii, B8 18 bB& nMASEME €5 dRaERIWeSpaRSBE ¥akilon. The
second part of the solgéi %2) fﬁ%? alirﬁhtl’s to, use mul ti-level data storage,
but onl y “REHREBVEPMMEY BLRT s 4 & t1°PIE “Pevel s for valid bit ,

r epr esent at i oAsoodsIdd dfyn evedtdnat qinglitry cahreyiaive IFbalkdgegbayh igeoves glitgs &, a

si ngl e flQalhd%e Aokl A8 RMBplidd 3 e RBEnBintationfaBue B BIYPk Bay, Bowever, be
4-vol tage-state transistor can  represent t bits. Atss m pg.a mnjmm and
B LS ol

maxi mum FErEHETRE 2 FEGTeUsHorO5 SRy 41 6ot 02 PPELSRTR THSTSS ¥ | e
vol t agesRESHI tesaipt and dotarnsk Helkey. Iithd dhip vasipdveriig doat. ingthing hilqet, Ifvie Sgeem isise t he
two m ddkaﬁlr},/ %le:éaég ﬁﬁ?k’,‘"{% Q] GG BR Cohsunths & g@lgileeSyQélﬁ rep 8l 1IERASI e t he two

extremes to I nva states. It an attacker attenpts to force the state
of a bit“wHEWal sdlinete other by closing or cutting the gate's circuit, an
invalid vol t aggoddarahnpldvEACrert Muedirbwdinsdabaey ki@ Rudetaout, Thiee caeiopsfd dgart of the
be. chooki uya R o e MR Fu il docphd MR R R BB L0 ek -
The bi t s(mepfhctiging defny) M ag steck dreifrmerse.dhs ofanes eftsserpafoyntionse @By seP nunber
of test wmrikts (one per bit) connected to the common Tanper Detection Line.
. The Tarrp_er De&c?n%ethgl y gait:ﬁ zgllflliexgt{cé/tion ¢ u}') sqloxﬁc? hatvel;] ; Tamper Detection Lines - one for definite
attacks, and one for possible attacks. Connected to these Tamper Detection Lines would be a number of
Tamper Detection test units, each testing for different forms of tampering. In addition, we want to ensure
that the Tamper Detection Lines and Circuits themselves cannot also be tampered with.

At one end of the Tamper Detection Line 110 is a source of pseudo-random bits 111 (clocking
at high speed compared to the general operating circuitry). The Noise Generator circuit described above '
is an adequate source. The generated bits pass through two different paths - oné 112 carries the original
data, and the other 113 carries the inverse of the data; it having passed through an inverter 114. The wires
carrying these bits are in the layer above the general chip circuitry (for example, the memory, the key
manipulation circuitry etc.); The wires must also cover the random bit generator. The bits are recombined
at a number of places via an XOR gate 115. If the bits are different (they should be), a 1 is output, and
used by the particular unit {for example, each output bit from a memory read should be ANDed with this

bit value). The lines finally come together at the Flash memory Erase circuit, where a complete erasure is



first circuitry the data passes through (thus stopping an attacker from
cutting the data lines). Wiile the nulti-level Flash protection is enough
for non-secret information, such as program code, R and MnTicks, it is
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needs to be protected in much the same way as the individual tamper tests. There is no point generating a.

RESET pulse if the attacker can simply cut the wire leading to the RESET circuitry. The actual
implementation will depend very much on what is to be cleared at RESET, and how those items are
cleared. ‘

The Tamper Lines cover the noise generator circuitry of the chip. The generator and NOT gate
are on one level, while the Tamper Detect Lines run on a level above the generator.
10.1.6 Protected memory with tamper detection

It is not enough to simply store secret information or program code in Flash memory. The Flash
memory and RAM must be protected from an attacker who would attempt to modify (or set) a particular
bit of program code or key information. The mechanism used must conform to being used in the Tamper

Detection Circuitry (described above).
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Line, but K, and K, must not. Consequently Checksum is used to check for tampering of K; and K;. A
signature of the expanded form of K; and K (i.e. 320 bits instead of 160 bits for each of K, and K;) is
produced, and the result compared against the Checksum. Any non-match causes a clear of all key
information.
10.1.7 Boot circuitry for loading pregram code

Program code should be kept in multi-level Flash instead of ROM, since ROM is subject to
being altered in a non-testable way. A boot mechanism is therefore required to load the program code
into Flash memory (Flash memory is in an indeterminate state after manufacture).

The boot circuitry must not be in ROM - a small state-machine would suffice. Otherwise the
boot code could be modified in an undetectable way.

The boot ¢circuitry must erase all Flash memory, check to ensure the erasure worked, and then
load the program code. Flash memory must be erased before loading the program code. Otherwise an

attacker could put the chip into the boot state, and then load program code that simply extracted the



Attacks. An Over Under Power Detection Unit detects power glitches and tests
the power |l evel against a Voltage Reference to ensure it is within a
certain tolerance. The Unit contains a single Voltage Reference and two
conparators. The OverUnder Power Detection Unit would be connected into the
RESET Tanper Detection Line, thus causing a RESET when triggered. A side
ef fect ofAUYTHES@ver Under Power Detection Unit is that as the voltage drops
during a power- down, a RESET is triggered, thus erasing any work
registers. 10.1.11 No test circuitry-T@st hardware on an aut hentication
chip could very easily introduce vulnerabilities. As a result, the
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success. cdofectt ko L8RS gatel 161 of all AMOS transistors 162, and ¢2 is connected to a second gate 163 of
all pMOS transistors 164. The transition can only take place in combination with the clock. Since ¢1 and
¢2 are non-overlapping, the pMOS and nMOS transistors will not have a simultaneous intermediate
resistance. The setup is shown in Fig. 16, and the impedance diagram in Fig. 17,

Finally, regular CMOS inverters can be positioned near critical non-Flashing CMOS
components. These inverters should take their input signal from the Tamper Detection Line above. Since
the Tamper Detection Line operates multiple times faster than the regular operating circuitry, the net
effect will be a high rate of light-bursts next to each non-Flashing CMOS component. Since a bright light
overwhelms observation of a nearby faint light, an observer will not be able to detect what switching
operations are occurring in the chip proper. These regular CMOS inverters will also effectively increase
the amount of circuit noise, reducing the SNR and obscuring useful EMI

There are a number of side effects due to the use of non-Flashing CMOS:

. The effective speed of the chip is reduced by twice the rise time of the clock per clock cycle.

This is not a problem for an authentication chip.

. The armount of current drawn by the non-Flashing CMOS is reduced (since the short circuits do

not occur). However, this is offset by the use of regular CMOS inverters.
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aut hentication code. This attack is not possible for two reasons. The first
reason is that System authentication chips and Consunabl e aut hentication-
chi ps, altW&i§A physically identical, are programmed differently. In
particul ar, the RD opcode and the RND opcode are the sane, as are the WR
and TST opcodes. A System aut henti cat i@ Chip cannot performa RD comand
since every call is interpreted as a call to RND instead. The second
reason thi s aticagdg ovpel kiskkh a.i:&aséssshfpﬁai e@e:mﬂgrahce nslerpiearbrsxdatoad:l andl plge ar e
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has been r i not for all Systems. For nore information see
Section %55\1\1 No éStmcg'lngr formof attack on a Systemis a replacenent of the
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The authentication chip needs to be packaged in transparent epoxy so it can be photo-imaged by
the programming station to prevent Trojan horse attacks. The transparent packaging does not
compromise the security of the authentication chip since an attacker can fairly easily remove a chip from
its packaging. For more information see Section 10.2.20 and [85].
10.2 Resistance To Physical Attacks

‘While this part only describes manufacture in general terms (since this document does not cover
a specific implementation of a Protocol C1 authentication chip), we can still make some observations
about such a chip's resistance to physical attack. A description of the general form of each physical attack
can be found in Section 3.8.2.
10.2.1 Reading ROM
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An attacker is therefore limited to modifying each System in order for clone consumables to be
accepted (see Section 10.2 4 for details of resistance this attack).
10.2.4 Modification of system

The simplest method of modification is to replace the System's authentication chip with one that
simply reports success for each call to TST. This can be thwarted by System calling TST several times
for each authentication, with the first few times providing false values, and expecting a fail from TST.
The final call to TST would be expected to succeed. The number of false calls to TST could be
determined by some part of the returned result from RD or from the system clock. Unfortunately an
attacker could simply rewire System so that the new System clone authentication chip can monitor the

returned result from the consumable chip or clock. The clone System authentication chip would only



stop the Erasure of Flash nenory, and sonehow rewire the conponents that
relied on the ChipOK'lines. Even if all this could be done, the act of
slicing the chip to this level will nost |likely destroy the charge

patterns in the non-volatile nenory that holds the keys, nmaking the process
fruitless. 10.2.6 Direct view ng of the non-volatile menory If the

aut hent i édtH2o¥C chi p were sliced so that the floating gates of the Flash
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are inplenmented in the non- Flashing CMOS described above. This prevents
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-activiti st amthet fausconlomeln'sanagimyto repmicrigiby fomeé@rpln‘g"eélﬁenﬁmﬁ *’é‘fﬁ’f*ﬂﬁl’w‘ﬂat a
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of attack 1s to decrease the t) [Si na Th| SOIdS In%gfzgerlrpl i shed
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any neani n ornat|on N
USA will not play in an Australian player, and a DVD frorn J apan, Europe or Australia will not play in a

USA DVD player. Given that certain DVD titles are not available in all regions, or because of quality
differences, pricing differences or timing of releases, many consumers have had their DVD players
modified to accept DVDs from any region. The modification is usually simple (it often involves
soldering a single ﬁe), voids the owner's warranty, and often costs the owner some money. But the
interesting thing to note is that the change is not made so the consumer can use clone consumables - the
consumer will still only buy real consumables, but from different regions. The modification is performed
to remove what is viewed as an artificial barrier, placed on the consumer by the movie companies. In the
same way, a System/Consumable scheme that is viewed as unfair will result in people making
modifications to their Systems. .

The limit case of modifying a system is for a clone manufacturer to provide a completely clone
System which takes clone consumables. This may be simple competition or violation of patents. Either
way, it is beyond the scope of the authentication chip and depends on the technology or service being
cloned.

10.2.5 Direct viewing of chip operation by conventional probing



In addition, the special Non-Flashing CMOXS inpl enentation of the
key-carrying data paths of the chip prevents current fromfl ow ng when
state changes occur. This has the benefit of reducing the anount of
signal. 10.2.11 Differential fault analysis Differential fault bit errors
are introduced in a non-targeted fashion by ionization, mcrowave

radi ati odVTHBAEC envi ronment al stress. The nost |likely effect of an attack of
this nature is a change in Flash nenory (causing an invalid state) or RAM
(bad parity). Invalid states and bad-parity are detected by the Tanper
Detection Crcuitry, and cause an erasure of the key. Since the Tanper
Detection Li n&sora@we“xrh&hipayermﬂ,imh@uﬂuame Gdefatihll. Héweverathy TadpEOr i nt r oduced
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Fl ash nepaseps mélmowﬂatﬂeunwmmat hq*ﬁséhe&exsaﬁqbﬂigéhemé%smﬁkés not possible.

10. 2. 15 Mcfmra@vﬁﬁﬂgi%ﬂoasmamtnhﬁmy cation Chl ps store program code,

keys and Secrﬁtthe ur%entxn%on nxx!rel[},s dsothatﬁxv%oatm {tg‘éﬂ?sk%e?:%%‘éer the Fl ash

menory iS COVEre Brevention an | f either
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| aser-cugtm@r) the attack will be detected AUTH25-SG - 113 on power-up, and
the chip wll elther ET.(c nt|n se the keys. fromFl ash
menory. This ﬁ'?’%’f:%ﬁ@%g %‘é" Sﬂ%"ﬁ ’Hw'égg’&ar& BYosgP ré’ MﬁmPfJ SR at t acker
i s abl e Usngserettiow, picue stshitghion billisg, gfchdpliabhechmdtaldelishing yilipimastasitainlput t he

gate hOhlgtmgetﬁemrl Erafedd MsedPbd the HdMiSk ohled. ik QMG CorrbBIabilsh biém V6 N Char ge
or a full cha These ‘are both invalid states for the authentication
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Flashing CMOS described above. This prevents the emission of the majority of light bursts. Regular

CMOS inverters placed in close proximity to the non-Flashing CMOS will hide any faint emissions
caused by capacitor charge and discharge. The inverters are connected to the Tamper Detection circuitry,
so they change state many times (at the high clock rate) for each non-Flashing CMOS state change.
10.2.8 Viewing the keys using an SEPM

An SEPM attack can be simply thwarted by adding a metal layer to cover the circuitry.
However an attacker could etch a hole in the layer, so this is not an appropriate defense.

The Tamper Detection circuitry described above will shield the signal as well as cause circuit
noise. The noise will actually be a greater signal than the one that the attacker is looking for. If the
attacker attempis to etch a hole in the noise circuitry covering the protected areas, the chip will not
fanction, and the SEPM will not be able to read any data.

An SEPM attack is therefore fruitless.

10.2.9 Monitoring EMI



Detection Line to be triggered - thereby erasing the remainder of Flash
menory and RESETing the chip. This is true for program code, and
non-secret information. As key data is read frommulti-level flash nenory,
it is not inmediately checked for validity (otherw se information about the
key is given away). Instead, a specific key validation nechanismis used
to protedTHZhECsecret key information. An attacker could theoretically etch
of f the upper |evels of the chip, and deposit enough electrons to change
the state of the. nulti-level Flash ngmory by 1/3. If the beamis high
enough energy it mght be possible to focus the el ectron beamthrough the
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menory and The Clock Filter (described above) eliminates the possibility of clock glitch attacks.

10.2.13 Power supply attacks

The OverUnderPower Detection Unit (described above) eliminates the possibility of power
supply attacks.
10.2.14 Overwriting ROM

Authentication chips store program code, keys and secret information in Flash memory, and not
in ROM. This attack is therefore not possible.
10.2.15 Modifying EEPROM/Flash

Authentication chips store program code, keys and secret information in multi-level Flash
memory. However the Flash memory is covered by two Tamper Prevention and Detection Lines. If either

of these lines is broken (in the process of destroying a gate via a laser-cuiter) the attack will be detected



RESETi ng the chip. In the same way, a parity check on tanpered val ues read
fromRAMw || cause the Erasure Tanper Detection Line to be triggered. An
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ti me takeslid). Wheehht@smvdilkeds ehsfored §Ppm Flhlh, detatidngohuitiyswilt tﬂewelietﬁmurﬁ Tampet ess.
10.2.19 &lRioh 'E{%E ob@&%g&éa m%w R ﬂglraﬁaina&tofﬂM%ﬁoayemtmEm gtimg of an

aut hentication c S can e st ol en when at ﬁ%{ bgese st ages:
After madbF &é@l&@épm%m coséﬁadr@ﬂﬁwg&n&ﬁ?ﬁ“ﬂ@ Apkey|datg is refl frep "WEGFFHRMA ng of key,
but bef omfmpryOigE acrrmldagtegfches-,kaatf@ vatatita(othAfwlise infpmaipn alsont thgkepfs gtredway)dat a, but

bef ore I rf %g I Ore]CI ey%z\i F%lO??lQG%H’E%’p% gseg{op§o¥e§ttt§t{]&crctmnu I'I'[laptﬁlertl on I nto t he

syst em or “cons ween 't he acturer and
progr anmi ng stAatﬂf%‘ka thporstigally ﬂ?hé\ﬁthfé‘PP%éﬁvel%?f&?émPﬁéwea‘&t‘ﬁ’f"é%h wi th bl ank

chips. Thie§roR®b &laﬂge@lﬁ@ﬁfe@ﬂ&& fsidhe F&&l ﬂenﬁbﬁ’y I@Llf/ﬂ‘l ﬁTﬁIeréa’iﬁ ik Biph enbvigfh Spergyad
o TonS it (R3S et clelien SUtk1RBlch 6ROk, ERICRTn ol BEE IS, I0ET AT N9

station rechani sm W e an cpém uct keys, a
cl one namsilatt w@nnmlcmp metfm@nabtf@ditt'en ﬁﬁ%ﬁﬁﬁ?ﬁ@ﬁé gpfsﬂw Bardem- et correct
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own Systens ns ut it t to ce these
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t heft casarerhapcdyappeimgicithenofShetkamt | on where an aut hentication chip passes-

through two ohmq{?EngﬁjMﬁghagg&gsrmrg\gu@g@ses This is possible, but
unlikely. In an%/e case, the worst situation is where no state data has been
I

prograr‘r‘r‘ré?;l“‘(sﬁa destyrtiqpattacks oad/ write. If this were the case, an attacker
coul d att enpt Gat Desruiioh Aaekarels pi thv evilihase aatlex o matlifiecingbrat heashibp. The

HVAC- SHAIhi}?Jo g&{zzjl %n?o%aﬁon during operation, However any circuitry that manipulates secret information is
covered by one of the two Tamper Prevention and Detection lines. If either of these lines is broken (in
the process of destroying a gate) the attack will be detected on power-up, and the chip will either RESET
(continually) or erase the keys from Flash memory. )

Ta launch this kind of attack, an attacker must first reverse-engineer the chip to determine
which gate(s) should be targeted. Once the location of the target gates has been determined, the attacker
must break the covering Tamper Detection line, stop the Erasure of Flash memory, and somehow rewire
the components that rely on the ChipOK lines. Rewiring the circuitry cannot be done without slicing the
chip, and even if it could be done, the act of slicing the chip o this level will most likely destroy the
charge patterns in the non-volatile memory that holds the keys, making the process fruitless.

10.2.17 Overwrite attack

An overwrite attack relies on being able to set individual bits of the key without knowing the
previous value. It relies on probing the chip, as in the conventional probing attack and destroying gates as
in the gate destruction attack. Both of these attacks (as explained in their respective sections), will not

succeed due to the use of the Tamper Prevention and Detection Circuitry and ChipOK lines.



is resistant to such attacks. For nore information see Section-5.5. The
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A theft in between the chip manufacturer and programming station would only provide the
clone manufacturer With-blank chips. This merely compromises the sale of authentication chips, not
anything authenticated by the authentication chips. Since the programming station is the only mechanism
with consumable and system product keys, a clone manufacturer would not be able to program the chips
with the correct key. Clone manufacturers would be able to program the blank chips for their own

Systems and Consumables, but it would be difficult to place these items on the market without detection.
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programming station and retrieving the same chip after it has been pro grammed with the secret key

" information, The difficulty of these two tasks depends on both logical and physical security, but is an

expensive attack - the attacker has to manufacture a false authentication chip, and it will only be useful

where the effort is worth the gain. For example, obtaining the secret key for a specific car’s
authentication chip is most likely not worth an attacker’s efforts, while the key for a printer’s ink
cartridge may be very valuable.

The problem arises if the programming station is unable to teil a Trojan horse authentication
chip from a real one - which is the problem of authenticating the authentication chip.

One solution to the authentication problem is for the manufacturer to have a programming
station attached to the end of the production line. Chips passing the manufacture QA tests are
programmed with the manufacturer’s secret key information. The chip can therefore be verified by the
C1 authentication protocol, and give information such as the expected batch number, serial number etc.
The information can be verified and recorded, and the valid chip can then be reprogrammed with the
System or Consumable key and state data. An attacker would have to substitute an authentication chip
with a Trojan horse programmed with the manufacturer’s secret key information and copied batch

number data from the removed authentication chip. This is only possible if the manufacturer’s secret key
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CLAIMS
1. A method for validating the existence of an untrusted authentication chip, the method includes
the steps of:

generating a secret random number and calculating a signature for the random number using a
signature function, in a trusted authentication chip;

encrypting the random number and the signature using a symmetric encryption function using a
first secret key, in the trusted authentication chip;

passing the encrypted random number and signature from the trusted authentication chip to an
untrusted authentication chip;

decrypting the encrypted random number and signature with a symmetric decryption function
using the first secret key, in the untrusted authentication chip;

calculating a signature for the decrypted random number using the signature function in the

untrusted authentication chip;
comparing the signature calculated in the untrusted authentication chip with the signature

decrypted;

in the event that the two signatures match, encrypting the decrypted random number together
with a data message read from the untrusted chip by the symmetric encryption function using a second
secret key and returning it together with the data message to the trusted authentication chip;

encrypting the random number together with the data message by the symmetric encryption
function using the second secret key, in the trusted authentication chip;

comparing the two versions of the random number encrypted to gether with the data message
using the second key, in the trusted authentication chip;

in the event that the two versions match, considering the untrusted authentication chip and the

data message to be valid;
otherwise, considering the untrusted authentication chip and the data message to be invalid.

2. A method according to claim 1, where the two secret keys are held in both the trusted

and untrusted chips and are kept secret.

3. A method according to claim I, where the random number is generated from an initial
seed value only in the trusted chip, and the seed value is changed for generating a new random number
only after each successful validation.

4. A method according to claim 1, where the data message is a memory vector of the
authentication chip.

5. A method according to claim 4, where part of the vector space is different for each
chip, part of it is constant (read only) for each consumable, and part of it is decrement only.

6. A method according to claim 1, where the encryption function is held in both chips.



AUTH25-SG

-124-

7. A method according to claim 1, where the decryption function is held only in the
untrusted chip.

8. A method according to claim 1, where the signature function is held in both chips to
generate digital signatures.

9. A method according to claim 8, where the digital signature is between 128 bits and 160
bits long, inclusive.

10. A method according to claim 1, where a test function is held only in the trusted chip to

return an indication that the untrusted chip is valid and advance the random number, if the untrusted chip
is valid; otherwise it returns-an indication that the untrusted chip is invalid.’

11. A method according to claim 10, where the time taken to retumn an indication that the
untrusted chip is invalid is identical for all bad inputs, and the time taken to return an indication that the
untrusted chip is valid is identical for all good inputs.

12. A method according to claim 1, where a read function in the untrusted chip decrypts the
fandom number and signature, calculates its own signature for the decrypted random number and
compares the two signatures, then it returns the data message and a reencrypted random number in
combination with the data message if the locally generated signature is the same as the decrypted
signature; otherwise it returns an indication that the untrusted chip is invalid.

13. A method according to claim 12, where the time taken to return the invalid indication is

identical for all bad inputs, and the time taken to make a return for a good input is the same for all good

inputs.



