29 / 03 / 2007 WO 2004/034284 PCT/ US2003/ 031403 A

METHOD AND APPARATUS FOR PROVI DI NG UNI VERSAL W\EB 28 /03 /2007
wOGHIaRIBYNCTI ONALI TY 5 CROSS REFERENCE TO RELANEHR2003/031403

APPLI CATIONS This application clainms priority from

U.S. Provisional Application No. 60/416,101 filed on

Cctober 4, 2002, the specification of which is herein

i ncorporated by reference. 10 BACKGROUND OF | NVENTI ON

This invention relates to the field of electronic

SY s heNETRIHY ARED A PP AYN FUSROR PROVADIMGHINGTV ERGNT WEHR

relates to web based managenent and confrol  of

el ectroni ¢ equi pmreACEESIBURATKORAUNDY El ect roni ¢

appl i ances have becone ubi quitous in the hone and

wor kpl ace, to the point where very few tasks exi st

wi t hout sonme formof electronic conponent. Mbst

el ectroni I j for a

5 parti cul LEoRRREERENCH O RBLATRD XREER HIBRs,
secondary issues such as 20 nonitoring and control.
Howev &his agplicationl cbajtns pnipttysperh ithh diroesioneledppliation Do. /
03 / 2007 WD 2004/034284 PCT/ US2003/ 031403 2
sogoieclan filedsuOstobers, LoENthespbfiadidnes sddchis hireirew
designs that inprove efficiency and conveni ence

tRdoRpEHate@niiaREe6h@DNI tor i ng and contr ol

10 BACKGROUND OF INVENTION

This invention relates to the field of electronic system management.
More specifically the invention relates to web based management and control

of electronic equipments.

15 BACKGROUND

- Electronic appliances have become ubiquitous in the home and
workplace, to the point where very few tasks exist without some form of
glectronic component. Most electronic appliances are initially designed for a
particular purpose, with little foresight into secondary issues such as

20 monitoring and control. However, as an electronic appliance evolves, such



capabilities. For exanple, televisions initially were
controll ed by manual operation of control knobs on 29 /03 /2007

woleogBl2geox, but evol ution of the television Refesheihsiaws

has brought about the ER renote control, allowng a
viewer to change channels whthout |eaving his seat.
Unfortunately, those new control designs are
frequently proprietary in nature, targeted solely at
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15 world. Systens of the prior art that attenpt to

OVEaeAHE weidGat Rhving&seseabst acl es general Iy focus
narromy on a specific electronic appliance and
design a proprietary nonitoring and control system
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controller to conmunicate with a single piece of 20
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electronic appliances from a more remote vantage point. For example, as
business enterprises expand their use of electronic appliances, the need arises
for the capability to monitor and control multiple éppliances from a
centralized location within the corporate environment, which may span the

world.

Systems of the prior art that attempt to overcome some of these
 obstacles generally focus narrowly on a specific electronic appliance and
'désign a proprietary fnonitoring and control system that allows a person
using a dedicated electronic controller to communicate with a single piece of
electronic equipment. Where no communication path exists, this solution
often entails installing a dedicated wiring system to accomplish monitoring

and control. Where a network exists, some systems of the prior art use the



network to pass proprietary comuni cati on packets
between the controller and the el ectronic appliance. 29 /03 /2007

woQomaaissel multiple appliances, additional PCT/US2003/031403

comuni cati on packets must be transmtted across the
network. This leads to wundesired |levels of contro
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15

For the foregoing reasons, it is desirable to have a monitoring and
control system that permits a person to monitor and control multiple
| electronic appliances of muitiple types, where such monitoring and control
capability is available from more than one location, where computing
resources are not limited by the dedicated use of those resources for
proprietary systems, and where impact on network traffic can be minimized

by centralizing control of multiple appliances.
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5 Figure 2 is a top level block diagramof the
web- serving device 100 in accordance with an 20 /03 /2007

wonrhQdismept of the present invention. Figure %dﬁuﬁﬁosmsmos

illustration of a graphical user interface for
configuring the serial port transceiver. Figure 4 is

an illustration of a browset interface for configuring
flexible 10 I/O ports. Figure 5is a circuit
schematic illustrating the configurability of the Flex

nvent | on. Fi oK EEDRCRIPION RDRIRNGE™. °C e

i nvention. Fi ' an exanpl e
Generalized Graphical User Interface in accordance

wi t h Higueerbsdimaxampbs laydw of pegbranabledentesomnd amil gur e
7 is an exanpl e web page that may be created for
cocHiteotur@foranul Splerlurg divcldelicas) i d@ordahtgwith aR provi des
another illustration of a web page associated with

teﬁ’zﬂ)oﬂﬁﬁ&ﬁt@ftﬁég{&&ér@ﬁﬁ]ehﬁw. 29 / 03/ 2007 WO
2004/ 034284 PCT/ US2003/ 031403 5 Figure 9 is an

illustration of a rmnitor web page for the SamsungTM

SyncMast er poni t re 10 i I lustration aof a
scheg/ﬁispff‘gz ﬁébtosge@r@ ok dgiamy F(‘-S"elb?léﬁis‘% eife 100in
Synciast er noni tor. 5 Flfgur es 11A and 11B is an :
|al:¢qyé4rtcaw:ﬂhalb¢mbocmmk ofdhe presentineardiondance  with
enbodi ments of the present invention.

Figure 3 is an illustration of a graphical user interface for configuring

the serial port transceiver.

Figure 4 is an illustration of a browser interface for configuring flexible

I/0 ports.

Figure 5 is a circuit schematic illustrating the configurability of the Flex

. 1/0 ports in accordance with one embodiment of the invention.

Figure 6 is an illustration of an example Generalized Graphical User

Interface in accordance with an embodiment of the present invention.

Figure 7 is an example web page that may be created for control of a

Samsung™ LCD monitor.

Figure 8 provides another illustration of a web page associated with

~ the control functionality.



Figure 12 is a block diagramillustrating, in
accordance wth an enbodi nent of the invention, a
whi ompaagssof tware configuration of a web sery@fmszoosm_—,lig /03 /2007
devi ce that may be inpl enented using the CPU and
menory 10 hardware previously described. Figure 13 is
an illustration of the flatbened stack in accordance
with enbodi nents of the present invention. Figure 14
illustrates reduction processing of Ethernet packets
by mdliguig Iihan dispitinnod egsoniteivesbarage dordte Sambyngl¥i ng
the flattened stack 15 approach, in accordance with
Mastentronitbr.t he present invention. 29 / 03 / 2007
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Internet Protocol (IP) connectivity for nonitoring
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i ndustrial_ applicatjons such as nultiple projectors,
pl asnHigutn Bop aplock digeramdlivsirating, igprerdaicestithom c
products.

embodiment of the invention, a firmware/software configuration of a web
server device that may be implemented using the CPU and memory

10 hardware previously described.

Figure 13 is an illustration of the flattened stack in accordance with

embodiments of the present invention.

Figure 14 illustrates reduction processing of Ethernet packets by
making the drop/process decision immediately using the flattened stack

15 approach, in accordance with embodiments of the present invention.



A user may configure enbodi nents of the present
invention to provide information needed for proactive 20703 /2007

woShyiii3sqnd support for preventive maint enarlﬁ%n‘f@:btfkﬁ)smm

such conveni ences as e-mail notification.

15 notification, technical support adm nistrators can
recei ve failure and service 6 messages through an
e-mai |l enabl ed cell phone, personal digital assistant
(PDA), pager, or Internet e-mail account. For secure

instal | ati ons that SUMMARY Off INNWMENTII@Ynet access,

online nonitoring can still be perforned proactively
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f pxsprnetwark (bAhoreide meep rebvarkfWANR or telneRg&di ng or
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displays, switchers, and other electronic products.

A user may configure embodiments of the present invention to provide
information needed for proactive service and support for preventive
mainfenance using such conveniences as e-mail notification. With e-mail

15 notification, technical support administrators can receive failure and service
messages through an e-mail enabled cell phone, personal digital assistant
| (PDA), pager, or Internet e-mail account. For secure installations that do not
allow Internet access, online monitoring can still be performed proactively.
Within an existing secure infrastructure, e-mail notification of failures and

20  repairs is possible without compromising system or facility security.

The present invention provides dynamically configurable web pages
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of network traffic to determne if the information
contained in the traffic is of interest. The

piece of flattened data. By contrast, the seven | ayer
nodel requires processing at various |ayers before
the actual data is retrieved at the seventh |ayer

(i.e. the 15 Application Layer). A flattened stack
all ows one to i Mmedi ately check the first one or two

bk sée%aﬁ%&nér@. A6 iREHIRE am'n%;ﬁb Ak HRFFOR 1

i nt er est thout the added bur of processing in

t LV Si | .a t e The
| SRy RE SRS o Qs erie P e
applications 0 are gctive.in the er layers hus
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at_the earliest possible goLnt SO NO praqcessing powfr

i GRlygaeasing gnether transfes meeghanispyk Upepiresesing thegrauest, the
organi zes its check/processing based on the 29 / 03 /
20507 is pAC3e200 e tERuirav Rt THfogRaay is 3ap@sted, orrvalatdgiian to
stream thus mnimzing buffer requirenents and
pkai di ng for easier inplenentation into hardware. 29

/[ 03 / 2007 WO 2004/034284 PCT/ US2003/ 031403 9
DETAI LED DESCRI PTI ON The present invention is a nethod

o0 B Ry B MR G
embodiments of the 'mventibn use a flattened network stack for network
traffic ptocessing instead of the traditional seven layer OSI (International
Standards Organization) stack. A flattened stack allows for faster processing
of network traffic to determine if the information contained in the traffic is of
interest. The flattened stack approach treats the data as one long piece of
flattened data. By contrast, the seven layer model requires processing at
various layers before the actual data is retrieved at the seventh layer (i.e. the
Application Layer). A flattened stack allows one to immediately check the
first one or two bytes of data to determine and obtain information of interest

without the added burden of processing in the previous six network layers of

the OSI model.

The lowest layer of the OSI stack has knowledge of what applications
are active in the upper layers, thus the flattened stack allows the packet to be
‘discarded at the earliest possible point so no processing power is wasted. The

flattened stack implementation organizes its check/processing based on the

Ohaisloapgg stack approach treats the data as q{tqfd&mgmﬂg{g/oleOOT



numer ous specific details are set .forth to provide a

nore thorough description 5 of the present invention. 29 /03 /2007
wobtoooskashe apparent, however, to one skilled pdviddos031403

art, that the present invention may be practiced

wi t hout these specific details. In other instances,

wel | known features have not® been described in det ai

so as not to obscure the present invention. The

p ' .on.provides. an apparatus with flexible
e St s B bl R ing SRR B e ed Besvidies for
enabl i.ng,mul ti pl e electronic devices to be

c T éed’,‘erﬁ?ﬂﬂ“tlﬁl’oel?ﬂr WAt accessed from any browser
connected to a conputer network, e.g., local area
network (LAN), w de area network (WAN), or the

I nternet. Enbodi nents of the invention provide
Internet Protocol (IP) connectivity for nonitoring
and controlling devices ranging 15 from si npl e hone
appl i ances such as tel evisions, stereos, alarns, etc,
to conplex industrial applications such as nmultiple
projectors, plasma displays, swtchers, and other

el ectronic products. Enmbodi nents of the invention may
provi de one or nore input/output (1/0O ports for
connection to el ectronic appliances. For instance, an
20 enbodi nent may include configurable I/O ports for
analog or digital I/O signals; serial ports such as
RS- 232, RS-422, and RS-485; and infrared (IR} WO
2004/ 034284 PCT/ US2003/ 0314 0 03 2007 10 ports for
controlling virtually any IR controll abl e device.
Internet Protocol (IP) connectivity provides the
ability to renotely and proactively nonitor and

t roubl eshoot various types of el ectronic equipnent.
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Enbodi nents of the present invention may provide
Et hernet connectivity to 5 electronic devices that are 29703 /2007

W6Q604QBMEWI se "Web enabled,"” elimnating the PCT/US2003/031403

necessity for electronics manuf acturers to web-enabl e
every piece of electronic equipnent. By providing Wb
connectivity via an enbodi ngnt of the invention, such
as device 100 of Figure 1, a variety of electronic
products can be 10 managed and supported by a user,

technician, or administrator at any tine from any
computer with a MWE ESERIPT ance, an
audi o/ visual (A/V) technician can control

pr ese%@"p'r&@ﬁt ﬁm@&&ﬁﬁﬂ%r&ﬁ\d&i gpﬁ%éﬁ&? s RIASaRVAdH-0N
| ocation. The technician can al so nonitor the heal t h
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and 15 stat r's nec
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projectors at gnce_- all fromthe conveni ence of any
E}!le Rt dyveniiant Bmik §e apparpnhoweveardae opg skilled in f&ﬁp

life, a technician can nonitor the projector

jart; ghat gre presens invieptien meap pe praskised Wﬁbm%@seépeqlfe@dmﬂs

ot her | ocation, and order replacenent |anps when the

Uis efhek instfrees fweilhmohm’fﬁu&s haPdnetibean desaribagpin detait snes
preventing service interruption. Proactive service,

&bpﬁﬂiﬂsc@lé%@;@‘g@ﬂtiﬁMﬁmi nt enance may be 29 / 03 /
2007 WD 2004/ 034284 PCT/ Ug2003/ 031403 11 provi ded

t hrough such conveni ences as e-nmail notification. Wth
e- mai not i f| cati.on, hni cal su ort adgiequtﬁt rators

can r oRePiRseRtinyentign QF&}H Bara with flext ernet

connectivity for electronic devices, enabling multiple electronic devices to be
controlled, monitored, and accessed from any browser connected to a
computer network, e.g., local area network (LAN), wide area network
(WAN), or the Internet. Embodiments of the invention provide Internet
Protocol (IP) connectivity for monitoring and controlling devices ranging
from simple hon'_le appliances such as televisions, stereos, alarms, etc, to
complex industrial applications such as multiple projectors, plasma displays,

switchers, and other electronic products.

Embodiments of the invention may provide one or more input/output

(1/0) ports for connection to electronic appliances. For instance, an

embodiment may include configurable I/O ports for analog or digital I/O

 signals; serial ports such as R5-232, R5-422, and RS-485; and infrared (IR)
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nmessages through an e-nmail enabled cell phone,
personal digital assistant (PDA), pager, or Internet

all ow I nternet access, online nonitoring can stil
performed proactively. Wthin an existing secure
infrastructure, e-mail notitfi cation of failures and
repairs is possible wthout conprom sing system or
facility security. In one or nore enbodi nents of the
Rfo@@%ltcdnﬁ’éﬁﬁ{gl Witual®y é&ﬁhR%ﬁ&SﬂaHl@deﬁ&nf igured with
random access nenory for storing a |arge nunber of
deV|ce 10 drivers, web pages and ot her software,
ch_may be in t he form of per, Text Markup Langua e
( mmsnteeﬂsblafsaqcpb@f’ eHYNY é’ﬁ‘i"ﬁﬁ?ﬁ the ablaﬁfdﬁoaﬁmote y an
graphics files. Custom zabl e web pages can be created
Prerctively aonitor apd dropbleshnet yprioys types afgtestrphio gauipmentich
as Macronedi a(r) Dreammveaver and M crosoft
EndrodRaeret of thelgsesegt inméntidn may pdvideltbernetddnwartivityitd h
a graphical 15 user interface (GJ ), users can access

alevabnie tyvieds thhieat hONdtherSdsH TNEE bnablddl Qlighin erment s
of the present invention. Figure 1 is an exanple

h@deauty fof el@ct?&@cs%ﬂﬁ%@&uﬁe?§%§§e@&¢ab%\[?9 iece of electromc

archi tecture for nmultiple electronic de

ce with an enbodi nent of the present
Qﬁﬁgﬁgﬁgn In this illustration, device 100 20
conprises the engine or Wb Server of the present
i nvention. The configuration of device 100 may
i ncl Udlepmaiding Wisbreannentividy viaramuertlmdipent of gl ingenting, may
be enbedded into an el ectroni c equi pnent or as a
siichrd aleoine 100 of\Niz @ Q44 O34t 4f NEH diTPHOdL08tah Be | 03

/2007 12

managed and supported by a user, technician, or administrator at any time
from any computer with a web browser. For instance, an audio/visual (A/V)
technician can control presentations thousands of miles from the presentation
location. The technician can also monitor the health of the equipment in order
to provide proactive service. For example, a user can check the activity and

status of a projector’s power, connections, lamp life, or temperature, or even

turn off multiple projectors at once — all from the convenience of any Web-

 enabled monitoring station. In the case of lamp life, a technician can monitor

the projector lamp life for one or more projectors, from his office or other

location, and order replacement lamps when the useful life of the lamps are

about to expire, thus preventing service interruption.

Proactive service, support and preventive maintenance may be

29/03/2007

we-20@js4Rgcount . For secure installations thatpcq%g%ﬁmgmm
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server. For instance, in the standal one configuration
shown in Figure 1, device 100 has nultiple infrared 29703 /2007

o243k s connecting device 100 to IR emtt o}
In this enbodinment, the IR ports are out put 6@??§& 7031403

which drive the IRemtters 110 for controlling
el ectroni ¢ devi ces such as NCR 109, DvD 5 108, and
Digital Satellite System (DSS) Receiver 107.

Enbodi nents of the present invention nmay also include
i ﬁfﬂme&fhms{gg sugly gpnvgaienees as -l nofiticalien: VERG-Baiher
general purpose ports. For instance, device 100

i netificatien rEhpRal suppos adorinistratorsodaniracpiveNaidepgiapdeervice
such as sw tcher 105 through serial cable 106, and
pmejsagésthraibh ainhe-mui bnabded @ll phahe petddnilldigitdlssigtener al
i nput/out put ports may be used to couple device 100 to

r @), E&@ér,lﬁ InfecoUGhhiCRbH R, Edrkeand idstdllations tHak Bo not

rel ay box 121 controls display screen 112 through

CARhPIridheiatsk | e B h el SO BRLRiv 3 O

A gen pur pose 1 nput/output port ‘may al'sO be us

f @k €0 ' . i I gh
R iPRDRisYeb ity sRRLLAR BTG or P R R
room cont ai.ni ng.the val uabl.e A/'V equj ppent. Device 100
| REFRIS oSG PthOBF R RBERRG Y SHE5M 3 ENRpHEu oy

i nstance, device 100 nmay include an Ethernet port
with an RJ-45 connector coupled to connection line

101 f & ocassretembveimeantk oflibe pradventvimdtdntiknla WY server is
conprise a TCP/IP network over land |lines, for

| OflANEE witl RIdoRPIREShARSYIHOHERY h (8gMuhBE: dfdel e
network may include wrel esS comunication systens

SRSy PR T B §EhmB e FiscoRb BBl
Text Markup Language (HTML), JavaScript, Flash™ animation, and/or
graphics files. Customizable web pages can be created and stored using off-
the-shelf software programs such as Macromedia® Dreamweaver and
Microsoft FrontPage®. Using intuitive Web-based software with a graphical

user interface (GUI), users can access a variety of electronic equipment

through embodiments of the present invention.

Figure 1 is an example layout of a web-enabled access and control
architecture for multiple electronic devices, in accordance with an
embodiment of the present invention. In this illustration, device 100

comprises the engine or Web Server of the present invention. The

-configuration of device 100 may include any combination of input/output

. ports and may be embedded into an electronic equipment or as a standalone
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13 An operator may nonitor and/or control any of the
equi pnent connected to device 100 by using web access

connected to the network 102 via conmunication [1ne
103. Again, communication J.ine 103 may incl ude any
desirabl e comuni cation 5 hod, for exanpl e,

| andl i nes and/or wireless. In this illustration, an

aut horized user , |l o nt o b _access statjon . 104
STV O PR kst e one AR Ren e PR Hege L
pi.eces of equipnent connected to device 100, Veb
adedes109thas puptinle infrargd BB) Bors sonpestingdevise PR 0 IR such
as a |l aptop, workstation, PDA, cellular phone, etc.)
eemuitigpetlOwiln thisembodigtent theifqrortsrage eutpohprerts whishidgive
network 102. In one enbodi nent, the authorized user
ethiedR endtters b Bk costenlling éleatdridevidenbeadh, astWER ¢ed, DWVIan
| P Address, for the specific device 100 through which
N8| &4 Dtal Satel@f Jy8@m ﬁﬁss) ReRiRE ogser sends an HTTP
get request, for exanple, to the specified device :
100, and that device 100 sends its honme page 15 (e.g.,

in HTNL .format) the user's. web browser for display.
Devi c%“ll{f{‘j‘“ﬁﬁvs 0§@ﬁ&r%?%w%ﬂm%ﬂsmfuﬁsg%eutépt}tpiu?%
ot her enbodi nents, device 100 may generate a web page
ych pp RS2R% pgsiab pordy chothergenetal patiose pamia. Kosdastaneg,
paraneters into an HTM. file that is sent to the
ubwiced O0vaislusies RSS2 portavsly conitallisg AgVatquipmear/such as

Mul tiple users nmay access and control device 100 20
switthtattSahsiugh tsbridl dghle 004, hed erdjecesd 1P Havagh Seridl Bakdee
exanpl e application, the apparatus of Figure 1 may be

298/ TRSgéneddGdput/output ports may be used to couple device 100 to
relay box 121 through cables 113 and 114. in turn, relay box 121 controls
display screen 112 through cable 115 and lighting system 111 through cable
116. A general purpose input/output port may also be used for connection to

a motion sensor device 119 through cable 120, e.g., to detect when someone

enters the room containing the valuable A/V equipment.

Device 100 includes a port for connection to a network. For instance,

device 100 may include an Ethernet port with an RJ-45 connector coupled to

. connection line 101 for access to network 102. Network 102 may comprise a

20

TCP/IP network over land lines, for instance. Other connections from device

. 100 to the network may include wireless communication systems such as

terrestrial, satellite, cellular, infrared, etc. -

ol2064/Bhsd 04, €.9., a conputer station, whichd 52003/0313(310312007



WD 2004/ 034284 PCT/ US2003/ 031403 14 configured to
automati cal ly enabl e and power-up A/V equi pnent when 29703 /2007
woeiRABaseNters the room For instance, when gc4aRho03/031403
enters a roomw th notion sensor 119, notion sensor
119 detects the notion and sends the notion
information to device 100 tftough connection 120.
Device 100 is user 5 programabl e such that upon
sensi ng_the tion vi cg ,100 enabl es roj.ector 117,
" ght 1 0B el R nonirs iy SpfonFoLapa g saHipBenh
specifi mount of tinme. Another enmbodi nent may
eﬁ‘@‘H&éte‘g tQ g%?"al Qdprritsingeyed ecesssratigh 10he ot MPYIRT t S
of device 100, which can record the activity causing
t plation Whieh icemngcirshiodhonetwiotk Y2 vizcorminiratay live 3.
107,108, and 109. The 10 apparatus may al so be setup
t Againpromranoicéion Jrer Hi3nof intlhde s desidablecemamhicaAiohow
that other person to view the recorded information
5 f ﬁ\@ﬂ’io&m&‘\@ﬁrﬁ}]ﬂbﬂm&MS\&ﬁdy& wiséled, a web browser. This
may be acconplished, for instance, by recording the
di sturbance in a digital nedia connected to one of the
avai |l abl.e .. serial portsg and to the network, and )
sendi %h%ﬂ Stratiqn, wB eRhoRZed wser paypgonis vishcs R statien
entity. Figure 2 is a top |evel block diagramof the
wi R Bieys frgmaavivehere apthe worlde ers ofanere pigaeh obequipment
enbodi nent of the present invention. In this
i donpeatedatoideice 10 bWeb mavtespstatinn ¢ n:y(be anyl inttefacdaviceal
Processing Unit (CPU) 240 as the main system
Hewahes adaptopwailkistasivh RDA arelilifar phdhe, 8§ efaibpbdinGthizons
t hrough 20 system bus 205. Device 100 further
10 GRSEBrORES dhdNr dRndétdnBoMeRRIrK 162Ch as  Flash Menory
210 for storage of systemsoftware, e.g., device
drivers and

In one embodiment, the authorized user enters an object identification
number, typically an IP Address, for the specific device 100 through which
monitoring is desired. The web browser sends an HTTP get request, for
example, to the specified device 100, and that device 100 sends its home page

15 (e.g., in HTML format) to the user’s web browser for display. Device 100 may
send a pre-formatted web page, or, in other embodiments, device 100 may
' generate a web page by, for example, organizing suitable HTML tags and
parameters into an HTML file that is sent to the user’s web browser at web
access station 104. Multiple users may access and control device 100

20 simultaneously through different web browsers.

In one example application, the apparatus of Figure 1 may be



ot her software requiring storage in non-volatile
menory. Device 100 may 29/ WO 2004/034284 29703/ 2007

whGdlsd9eR93/ 031403 / 03 2007 15 al so incl ude (l?s‘zbds 31403
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menory such as RAM 220 for processing. Systemclo
230 may include an internal_ oscillator for providing
all the clocks required f orl4 operati on of device 100.
Systen1c|ock 230 may al so provide a real-tinme clock

un The real clock nay be programmable to
p?°6§ﬁg88‘3do*8 Eqrpﬁtbcagy 5&@1 ﬁ§ eqHipmeRi Meat i ¢
moni toring. For instance, a real-tlne clock wth a
c30ma0n8 enfers thereen d Bor ingtarcepaben a ugertentarpatoame jthc hec k
the status of the electronic equipnent connected to
deotigresergor. 118emiotion $6BomHY deecahi 6N kad sarRithe
power fromthe LAN in accordance with | EEE 802. 3af,

f motivrainf@eeitiopaveevise/ [0l thsoudh canreRA®h M2, IT9Vicf100 QSQJser
both LAN power and |ocal power. The |EEE 802. 3af

aiA ef 0 rnet.
g{aghd ablésudh¥ia paﬁ%ﬁ% tiddOpe 1c9Yﬁf erb[3€

ermdelstheM e ere t extra pair in

Q&M:)Pp;ﬁ the |ine. The
3riR0HbDS ek, TR YRLL oM e LLoe:

h data signals, which

ﬁ@&% it g"aﬁ\%%}h ff K‘eawaa%fn%egﬁamerwsw@w of
15 a &gwer schenme _i.n accordance with enbodi ments of
£Re obthe SuRUtRNS of figice 100, whigh san Tecoust hagrtty casing
enbodi ment of device 100 is connected to an Ethernet
K meten disarbanmgsntose of teeardingdevicesd)?, 188,and RP9.4Fhe ype
connector. In the end-cable node, the signal |ines
aprarplys sy dlr baigpbup wallat armthes Ipersentos theldigfirb#wcgand
transforners and al so through bridge rectifier 1130 to
piiaw itlde ofter person to view the recorded information from anywhere in
the world using a web browser. This may be accomplished, for instance, by
recording the disturbance in a digital media connected to one of the available

serial ports and to the network, and sending an e-mail notification to the

appropriate entity.

Figure 2 is a top level block diagram of the web-serving device 100 in
accordance with an embodiment of the present invention. In this illustration,
web-serving device 100 includes Central Processing Unit (CPU) 240 as the

main system processor communicating to all the internal functions through

system bus 205. _evice 100 further comprises non-volatile memory such as

Flash Memory 210 for storage of system software, e.g., device drivers and

. other software requiring storage in non-volatile memory. Device 100 may
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20 Volt DC at lines 1131. Alternately, the invention

may receive power in the Md-Span node fromthe extrasg /103 /2007
wbWooqpizpg4 of the 100Mops cabling through di oqgﬁ,gsw@,mym

and 1133 to provide 48 Volts DC at lines 1131. The
network may 29 / 03 / 2007 WO 2004/ 034284

PCT/ US2003/ 031403 16 be prlﬁ( ected by forward bi ased
di odes that prevent any power feedback to the

ower fromli feeds .to signature
e R EiSide PR Sefpny fen SRR oR for PTG By DR clock
s naturere3|stan h that power is prowdedtoS
Bay E‘Gb“\ﬁﬁ@ﬁ“@b‘%ﬂi opfalaler B prayidingal Biegryesks penpdned for
SI gnature. This also provides for backward
cepgrationef|dervice W0P. nSystannelorls 230 migoalso preritlesO@altime clock
conpati bl e power. Thus, device 100 will not turn on if
t funciioro fEte rpalvwine clbikymatl be @rogramatablictt edede operatitg
network lines by detector 1140. \When proper power
salgig betiRntisig eideaitedalymastGet V% Fot kfsthnck,la febllifie SBck
10 switching transistors 1150 ich turns on regul ator

1&@9 a cﬁ%ﬁ&ﬁr% 1:51«&& the E%ﬂaﬂﬂ? td J&%ﬁﬂag%ﬁé&rme BAWRIof the

+5 vol ts o run po conmponents of device

%npenggg{pmeﬁ%m&tem 4B 750 be provided using

power supply 1nto pins 1171. In this
| [ lustration, a +12V supply is provided at pins 15
1171 to alternatively power device 100. Wen power is
pr ovi Bedice hilbmgh bp eqeippad o, retdies povedrdrarh the bAbliist or s
1150 determ ne whi ch power source device 100 is
poverdattefwitnIEER802,3af froatdbdal Pomter BRYPlPS oi\d dénbisRiodlof
an
both LAN power and local power. The IEEE 802.3af standard has two basic

modes for power over Ethernet. One mode is the Mid-Span mode where the
extra pair in a 100Mbps cabling to send 48 Volts down the line. The other
mode is the End-Cable mode where 48 Volts is sent down the same line as
data signals, which are AC-Coupled. Figure 11 (A and B) is an illustration of

a power scheme in accordance with embodiments of the present invention.

In this illustration, an embodiment of device 100 is connected to an

- Ethernet network via connector 1110, which may be an Rj-45 type connector.

20

In the end-cable mode, the signal lines are passed through isolation elements
1120, e.g., transformers and also through bridge rectifier 1130 to provide 48
Volt DC at lines 1131. Alternately, the invention may receive power in the
Mid-Span mo_cie from the extra two pins of the 100Mbps cabling through

diodes 1132 and 1133 to provide 48 Volts DC at lines 1131. The network may



i ndependent power source when proper network power is
unavail abl e. Referring back to Figure 2, Device 100 29 /03 / 2007

wiB¥RB4JghP! emented as a 20 scal abl e server Wigddyysa003/031403
vari ous types of configurable input/output ports. gor

29 / 03 / 2007 WO 2004/034284 PCT/ US2003/ 031403 17
i nstance, device 100 may ing ude parallel 1/0
controller 270 for connection to external. electronic
devi ces through flexible port 201; serial interface
Chéprotdctedi by {dikardRseti @liodee it preiint iy powerfgbdback to
202 with external devices having serial conmunication
Caeaatbddy; infrared output controller IR 290 for 5
communi cation with external devices with IR capability
t hrough port 203; and network interface controller
NI C 250 for comupication with an I P network, such as
the | rihemPReter pmylings LS higeds to signajuse detegior M- Siesafue
any necessary clock signals to drive the 1/0
cxeaiston 1 14y provides signaturatesistancersugh that gpgwier isgprovided to
standards. 10 Serial Input/Qutput In one or nore

5 eddyicdilfemthen upenidatectiar of tRORrqpeopowtessimatdie; did asval
conmuni cation with external devices. Serial port 202

B VIR baEkw4E Bfnpafibilif; With Sl dtkPnstbuSIEES02.080 t S
and/ or captive screw termnal serial ports 15 for

fdoﬁgjaﬁbﬁ PANRE TR lbVicd B0Avi 3¥cjft RirM o if %%r@%_‘]ﬁ)ﬁvf@‘an ;

niné-pin"D-sub serial port ers RS-23

e SORHRk Rl e BB FB AL RaF IR, L7 Dot

202 may be

When proper power signature is detected by detector 1140, it turns on
10  switching transistors 1150 which turns on regulator 1160. Régulator 1160
provides the necessary power, e.g. +b volts, to run powered components of

device 100.

Power to device 100 may also be provided using independent power
supply into pins 1171. In this illustration, a +12V supply is provided at pins
15 1171 to alternatively power device 100. When power is provided through
- pins 1171, the state of transistors 1150 determine which power source device
100 is powered from. Thus, an embodiment may provide use of an

independent power source when proper network power is unavailable.

Referring back to Figure 2, Device 100 may be implemented as a

20 scalable server with various types of configurable input/output ports. For



configured for various nodes. For instance, port 202
may be configured for a "pass-through" node that 29 /03 /2007

wo hsMloslps, t _he capability to pass through com”rw;[]sg&ms“m
an

10

15

20

froman existing control systemand to control

noni tor a connected device. For instance, device 100
may connect to an A/V systdf t hrough one 29 / 03 /
2007 WD 2004/ 034284 PCT/ US2003/ 031403 18 or nore of
the serial ports for nonitoring and control while
nipstanae) device 109enaaincluide patallelis © @niroled 270 dortcoohectips tem
(e.g., renpote control). In one or nore enbodi nents,

G firhd lektronie delicesthr@hghfuxibl@patt 261; seril intgficibatroller

t hrough control of transceiver DART 280. The

L ARE 280 MR cor@lirflcation *E%oﬁgl? §gér%9@2 by asndl evicB 32l

SP522, SP50x series, etc, Si pex Corporation; the

WA oIS ewcgggpmg(; gﬁa?%dﬁa?%%rgh&% Y ie§,abl e

scel ver ranscel ver nmay be one
that | . bl t dat,e,. I
R BBl B et oo o? SRR Bt B o8 e
SO aPes DTN R R G SO ARy pEiork,

Figure 3 is an illustration of a graphical user
swiheasrthe Intemmet, vinpary 24 440 Glogk 268 mayl prowide any necessary
transcei ver. The graphical user interface may be

plocks sighald tadrive thedy Osohtasibuls inslrc@agece Witk anprageiged

sel ects a given paraneter value fromthe web page
élandardsbaud rate of 9600 bps), the web browser at the
web access 15 station transmits this paraneter val ue
back to device 100 (e.g., using URL encoding).where a
control register for the serial port transceiver is
set

Serial Input/Qutput

In one or more embodiments, Serial port 202 provides bi-direcﬁonal
communication with external devices. Serial port 202 may comprise one or
more nine-pin D-sub serial'ports and/or captive screw terminal serial ports
for flexible connectivity to a variety of equipment. A nine-pin D-sub serial

port offers RS-232, RS-422 and RS-485 compatibility, while a captive screw

terminal typically supports RS-232 communication. Serial port 202 may be

configured for various modes. For instance, port 202 may be configured for a
“pass-through” mode that provides the capability to pass through commands

from an existing control system and to control and monitor a connected

‘device. For instance, device 100 may connect to an A/V system through one
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accordingly. In this illustration, the graphical user
interface provides for selection of port type (e.qg.

data bits, parity (even/odd), nunber of stop bits, and
f1 ow control 20 (XON/ XOFF). 29 / 03 / 2007 WO

2004/ 034284 PCT/ US2003/ 031483 19 Flexible I1/0O Ports
In one or nore enbodi nents, device 100 nay be
configured with one or nore Flex I/O ports 201. Each
f bexibhd of thosdriat portbfor cemitorng end esnteol attdlg maintairdhgitieal
in or digital out. Each port may al so be configured to
SSHRETth ude h RicEFcoptroBs8nPle.cdireimate doRgBI) ude. For
instance, a flexible /O port capable of supporting
digital and analog signals fromO to 24 volts provi des
a voltage range suitable for, controllin or

moni t R PREOLMRFRMBAIMERt. @Pﬁga@rﬂeﬂ@ﬁﬁem Rer %gz Bs can
be configured to receive anal og vo tages from devi ces
sepafigumbfsHibroighalentpkof trangesiver g@dﬂé déeiteasceiver pauld
gauges, thernocouples 10 and varlable potenti onet ers.
| lre aosheieersmokl psrhetSP320RE, STFER AP0 sevles oy fonyBigkx i s
sanpled with a high resol.uti on anal og-to-digital
cOsrperdtien; the DEAXZEQMA 48, et@ Fioagklakin tdhdrbtierauitatde t o
processing unit 240 for further action (e.g., to be

SRR ReiveRdéficdsNWehable tREbRIVRF Irfag'be%gﬂ@eft '1531§’£Bgﬁﬁnmable
transm ssi on as necessary for the specific

b ST e S OB Bna PP oSS SR (BB Yls
eGR4 %stfw. 5155 ol b B SR

through jumpers and / or software,

Figure 3 is an illustration of a graphical user interface for configuring
the serial port transceiver. The graphical user interfa.ce may be presented as a
forms-based web page. When a user selects a given parameter value from the
web page (e.g., baud rate of 9600 bps), the web browser at the web access

station transmits this parameter value back to device 100 (e.g., using URL

-encoding) where a control register for the serial port transceiver is set

accordingly. In this illustration, the graphical user interface provides for

- selection of port type (e.g. RS—232, R5-422, and RS-485), baud rate, number of

"data bits, parity (even/odd), number of stop bits, and flow control

(XON/XOFEF).

29 /03 /2007

and RS-485), baud rate, nunb@@ $2003/031403
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anot her exanple, a thermal sensor installed in an
equi pnent rack may be connected to one of the Flex
b’z&a&ﬂﬁi{sﬁ 201. Device 100 nmay be configured tP%T,[}#(,(B 031403
on auxilitary cooling fans and/or send an e-mail | tﬁe
rack tenperature 20 exceeds a specific tenperature.
The trigger tenperature mayigbe i nplenented as a

regi ster value configured via forns in a web page
provi ded by device 100. 29 / 03 / 2007 WO

2B14ibGI4 2RZorBBCT/ US2003/ 031403 20 When configured as
digital inputs, Flex 1/O ports 201 may connect to
switches, sensors (e.g., noisture, notion, etc.), and
other simlar digital. devices rqvi de. f eedback to
devi cd° BBpoF FRr umgtR AR PR o i bE] S one
ability to receive status froma variety of devices,
seraRozsFles HiQpqrs20]; F%‘é‘, exihle Pert Fakbe ¢rgpered;asnalos in,
screens, room partition swtches, and push buttons.
Whgitalgo of digitabetitaEach prirt miay alsopecenfigured tq yupppra large0 1
may drive LEDs, incandescent |anps, and ot her

denge efsigiad magritnghd. Eor appanice,at flesitde IAGaport campbie o
contact closure control may interface, with Flex I/0
RRppsertdiFldifitdladgbnalag sighaly floax0 tollislts propeEsat valfage
Flex 1/0O ports 201 nmay energize a relay to 10 provide
| raRpe SliQBIH Br cdin@NIg andl/Sr Mofitbithd § Wi RiRYy 6f equipment
illUstrating the configurability of the Flex I/

ports in accordance wth one enbodi nent of the

i nvention. When configuring port 501 as a_digital

out pufhpgpEts carvke coaligurgg jo geseive analpg yeliages from devices
parameters using the browser interface as shown in
Bug}m pephioto fsmsogxhngh feedback devices, strain gauges, thermocouples

and variable potentiometers. In one embodiment, any incoming voltage
signal is sampled with a high resolution analog-to-digital converter. The
digitized voltage is then provided to processing unit 240 for further action
(e.g., to be stored in an internal register for comparison or transmission as
necessary for the specific application). For example, a voltage threshold may
be set and when the threshold is past, device 100 may be configured to send
out a serial command or e-mail message, or to trigger another event. ln

another example, a thermal sensor installed in an equipment rack may be

: _ connected to one of the Flex I/O ports 201. Device 100 may be configured to

20

turn on auxiliary cooling fans and/or send an e-mail if the rack temperature

exceeds a specific temperature. The trigger temperature may be implemented

as a register value configured via forms in a web page provided by device

100.

29703 /2007
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15 Those configuration paraneters set appropriate
registers in Processing Unit 510, which can then be

gates enabling specific circuitry for the speci
configuration. Processing it 510 could be a device
such as an FPGA (Field Progranmable Gate Array), a

m crocontroller, or other simlar device. 20

Conf i ort 01 t.o,di put e |nvolves
Che. prbeldrfighied il "aﬂgﬁ%ﬁy{?m&@ﬁs ¥ EoRRge Oy p
resistor 503 and di ode 502. To 29 / 03 / 2007 WO
2Hhes SoRSPTHER: RZBULY, Dptonaeto), and other sindlas digital

hi gh, the ProceSS|ng Unit enables the signal line to
tdqviess 4@ proviserfeestbagioi devised(. Thisounfigyrative hay pravideut
of tri-state node and driving pull- up resistor 503
hthg kbilifjotoyecaivendtatus remoataridty bbdévien sagber pecikiteclife,
output driver 506 is set to | ow i npedance node by

Rhotweised pihjddibh scrbliiserdofippartitibly SWitehed Undi push BuRBEd)
col | ect or out put devi ce that pul I's to ground with very

low i rrpedance The char act eri stl c of open collector

out pu r|ve its oes to high

i nped éﬁ‘rﬁ fis figifa a ‘Hgﬁ‘é'iﬂ fs(g) Bt aredu e

devi ce. en col l ector output drlver 506 nmay be
L#BSeWé"H} ot lamps, ansl pther devigep For examdo 3pplicagions that
STM croel ectronics. 10 Configuring port 501 to input
nesthire contdcbgoswre dirgial alay intevfates estht Flex I/Pr maress20i igrobigh t
setting open collector output driver 506 to high
anpley dox.eThistiabperation, Fleof /1) p@fP0s eddy dhgrdizd x Sla3ie
buffer 504 to the off node. Thus, the primary

Fﬁﬁ&d@m@pchgﬁﬂﬁen i nput port 501 and anal og-to-digital

Figure 5 is a circuit schematic illustrating the configurability of the Flex
1/0 ports in accordance with one embodiment of the invention. When
configuring port 501 as a digital output port, the user may set configuration
parameters ﬁsing the browser interface as shown in Figure 4, for example.

Those configuration parameters set appropriate registers in Processing Unit

510, which can then be used to drive, directly or indirectly, switches or gates

enabling specific circuitry for the specified configuration. Processing Unit 510
cquld be.a device such as an FPGA (Field Programmable Gate Array), a

microcontroller, or other similar device.

Configuring port 501 to digital output mode involves the Processing

- Unit 510 enabling programmable pull-up resistor 503 and diode 502. To

29 /03 /2007

directly or indirectly, sw tC'%%%n%&oosmsum



converter 507 is resistor divider 505. Resistor
di vi der 505 scales the input 15 voltage to an 59 /03 /2007

We@%“%ﬁsgte val ue for A/D converter 507. Fi gli’rc“_arf[?sfzoosmsuos
y for
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I'llustrates one possible enbodi nent of circuitr

providing configurable Flex;I/O ports. It will be

understood that other circuitry configurations nay be
used to provide an equival ent configurable I/0O port

Wi delibratd SRpSIAARI, tRE Plobess] ' i -
2004/6&2‘312849%CT/ uszoglsr%\g%%%%mzezs %Qei %?’Fd; ngtdptgrzét}g%

E . . . .
U FhercOy reifi e MRARR Yl o 4 5108 M URL R pull
capabl.e o ut ting I R,signal with or without the
c RS e ER UL pi P law 1 s lidtiniGn
I é 5 broadcaster. Device 100 is_capable of collecting
| RrvEnedogs s8R oW imredanesgodey Brogepsingddnit.  Nete dbatsiriyas
and IR learning. IR data may be downl oaded from a

v &P% stap apen seflectos gufpot davigethabpylisto ghewiccwish fvery low
storage in device 100. IR data, such as timng

i irfhpedemce.chhe dmsacteeisid of apenicolldatorshtput-drives506Qs that its
(FIFO buffers in Processing Unit 510. A state nachine

| Buipu® gesstb RhiRiped k@ wHd: dfthub BehvingCdsantdican@dtddhe
buffer to generate a nodul ated signal. The nodul at ed

sienad. @@éﬁ &ﬁe&l}x‘&l‘rﬁ@t di\Rer 56@11% gg hﬁléﬁﬁ\aeﬁgeid%ﬂﬁ Abvice

/O clock 260 may be a device S I Xty %IX

Sfeh ag{fﬁ%%g?ﬁﬁrﬁﬁ gﬁﬁic%déc%hicts.her eby providing for

gener e carrier frequencies using clock
di vi der.

Configuring port 501 to input mode, analog or digital, involves the
Processing Unit setting open collector output driver 506 to high impedance
state (i.e. off), and setting tri-state buffer 504 to the off mode. Thus, the
primary impedance between input port 501 and analog-to-digital (A/D)
converter 507 is resistor divider 505. Resistor divider 505 scales the input

voltage to an appropriate value for A/D converter 507.

Figure 5 illustrates one possible embodiment of circuitry for providing

) éonfigurable Flex I/O ports. It will be understood that other circuitry

-c'onfigurations may be used to provide an equivalent configurable I/0 port

within the scope of the invention.



Thus, it is possible to provide IR control for a
variety of equipnments with the 15 present invention. 29 /03 / 2007

wﬁlzg(?g‘mg;ﬁ?ed in Processing Unit 510 is the nqus?£03{081403
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cycles of a carrier frequency to put out in burs

the equi prent under control. The output signals may

t hen be passed through trand?stors (e.g. FET) to drive
cables having IR emtters. 20 Device 100 nay al so
igcguda {he ability to learn IR commands for 29 / 03 /
2GBHAr 04/ 034284 PCT/ US2003/ 031403 23 virtually
any IR control |l able device. A sinple and easy IR

| earni ng process nay be inplenmented using an JR

r enot eEpbodintieds o Ddvi 108 Ha§encludd RRE RO Fuly t he

i nvention may al so associ até specific serial ‘conmand

RIS 40 ORIl L
it s SRR N BT

Epbodi nent s, of vi ce 0 use industry standard
EPRBPHBTer, Delish e CaraEdo S GrebaI S contralidatn Rpovs
DHCP, I CMP (ping) TCP/IP, Telnet, HITP, and SMIP to
pPay$ tchas R&fi%@lead IR lgarqings dR datsy maphe towinkmgded
controlling and scheduling of equi pnent connected to
dEQImcevaripty, of spitresl fararasietyfof devicesdfod §6rage v Hereicd 109,
capability to wite and upload scripts that autonmate
sonme functions. For exanple, the user may want to

CONt T GR data, such as timing information, may be stored in First-In-First-Out

- (FIFO} buffers in Processing Unit 510. A state machine in Processing Unit 510

may then cycle through the buffer to generate a modulated signal. The

modulated signal may be clocked the I/0 Clock 260 (Figure 2). 1/0O clock 260

may be a device such as a Sixty Six (66) MHz master clock crystal thereby
providing for generation of multiple carrier frequencies using clock divider.
Thus, it is possible to provide IR control for a variety of equipments with the

present invention.

Also stored in Processing Unit 510 is the number of cycles of a carrier
frequency to put out in bursts to the equipment under control. The output

signals may then be passed through transistors (e.g. FET) to drive cables

_ .having IR emitters.

Device 100 may also include the ability to learn IR commands for



15 sone el ectroni c equi pnmrent based on assignabl e
criteria such as turning connected equi pnent on or 29 /03 / 2007

w6;2504ﬂj§42§5 edeterm ned times and alerting i ndiptrg3he3esis0s
If an attached unit is stolen or goes offline.

Mul tiple users may simul tﬁgsousl y connect to device
100 enabling support of y concurrent users. Device
100 i nproves systemthroughput 20 by sending

i nf.ormat i to al.l. the users, i aral | Furt her,
serDEE oBudlente g5vire Sh Simc oRndb iy 18 psiing Process
PCT/ US2003/ 031403 24 100 can be used to nonitor and
cBfx boimplementsd aisingandR remotedupvideh withed daviteaneousl y,
configuration and nonitoring are sinplified, and | ess
rnanhwiitents af fhedniventingnaealsd dsaociate spetificsetinbcovasad or
a systemin which each piece of equipnent is required

tseridys witnspecifiedR aosnemas.r Thd Bdesapgy @pability dloMara ous
| evel s of security with password protection nay be

5 IrhelktdRGS device&DNRh GPAeHintR S 18helchaly JMpRU 18 RodyQr
i nstance, a "User" dccess level may “"authorize Iimted

H.#EEQLWyOMEBIgF%E%%.f unctions, while an

“"Adm'ni strator” access permts full access to
advanced settings. Device 100 includes a Ceneralized
G aphical User Interface, which 10 serves as an asset
managenent tool by allowing the user to identify and
nonitor all electronic equipnment connected to each of
one or nore web- serving devices 100 in the system

Newbsahice@Re configure the web-serving devices 100
for conttol of the equi pnent through the Generalized

Graphical User Interface interface.

Embodiments of Device 100 use industry standard Ethernet

10 communication protocols, such as ARP, DHCP, ICMP (ping) TCP/IP, Telnet,
HTTP, and SMTP to provide a web interface to a user for monitoring,
“controlling and scheduling of equipment connected to device 100.
Embodiments of device 100 provide the capability to write and upload scripts
that automate some functions. For example, the user may want to control

15 some electronic equipment based on assignable criteria such as turning
connected equipment on or off at predetermined times and alerting

- individuals if an attached unit is stolen or goes offline.

Multiple users may simultaneously connect to device 100 enabling
| support of many concurrent users. Device 100 improves system throughput

20 by sending information to all the users in parallel. Further, because device
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15 Users can inplenent driver packages containing all
data and control functionality for a specific piece 29 /03 / 2007

B.fzotﬁﬁﬁk'h@?'sm or create their own drivers. O}, 39&91031403

pireces of equi pment are identified and configure

user can view the status o 4aII equi prent via a web
browser. Each Ethernet-enabléd device 100 will have a
uni que I P address with links tied through t he

Gaogeal bz@sd4d n@nﬁﬁpblﬁﬁéon%?flmlltgﬁl@ bleRGSorday u p‘l“r?ent' St.

The user sinply clicks on an ic repres t he
T
c09?@§J%§¥é18%°5€8é1’38@?ﬁ%ﬁ@ﬂo@eﬁ%&%&z@aﬁ s

PCT/ US2003/ 03140 t he GEnerallzed

agg‘%? %%a%ﬂfs‘é Ffeﬁfgﬁ?fég?%@@“ﬁﬁiﬁ the FAssifor agytegxin which each
sepnsitjive help, which ovides information specific to
t REHE g‘&%ﬁ& 13 pegHfre EH keymonitered and contrelled separately.
illustration of an exanple General i zed G aphical User
5 Interface in accordance wth an enbodi nent of the

I s erfaridig esVelst '
%raphl cagl User IntS %dru?l g:gh% ab&r%%a\%%gg{sh %B&Lﬁh{&a%

e EnBodiffhisld? R U8 ions B ot gk geea%s%%faagce%s el 830)

nmoni tor (e.qg., ahead

e uct s), connect ed
Atﬁg%lﬁ/%ggﬁ&%géﬂ % i ?%enll?(ei? %?gqef @dgﬁﬂ‘? 2Fs aQ nter f ace
6 gusto d to, provide a centralized

AU RREOC Great e Shpetiits BUACERTE it ~omeRs sebngso

vari ous web-serving devices 100 in an environnent such
as a school, or all around the world. In such a case,
W ndoWe6itd 10®includey s denéralifedieGiapRRal User Interface, which
serves as an asset management tool by allowing the user to identify and
monitor all electronic equipment connected to each of one or more web-
serving devices 100 in the system. The user can configure the web-serving

devices 100 for control of the equipment through the Generalized Graphical

User Interface interface.

Users can implement driver packages containing all data and control

functionality for a specific piece of equipment or create their own drivers.

Once the pieces of equipment are identified and configured, the user can view
the status of all equipment via a web browser. Each Ethernet-enabled device
100 will have a unique IP address with links tied through the Generalized

Graphical User Interface device list. The user simply clicks on an icon

| representing the chosen device in the system. To assist in the configuration



sel ection approach for each device 100 and its
connected el ectronic 15 equi pnment. Wndow 650 provides 29 /03 / 2007
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specific needs and provide the desired functio

for each piece of equipnent. Each web page 650 may be
dynam cal |l y created using %5erver-side include"
functionality. The "server-side include" function

RSB e PRE ot G ect KB e ot OReEn b0,

The "server-side include" function is described in
deangitive heli, ihictoproyidgsinforpgiipn spesifioihepagedeing

PCT/ US2003/ 031403 26 The Generalized G aphical User
| endigieese and the Ethernet-to-serial interface
capability of the present invention provide a
necessary functionality for asset managenment. Wth
i ts pahli0Q ;enditsan bihblel Gtrer b B AU;

user CePsPa PRI ERc Gl Rahple Goherdtbd Cr i Boer
sg.at of _one, or e 5 i n connected to it .and
ﬁl%ler%%e in accotdang Wit gmiw%ﬁ@gq?{? ()% .Rrevpgmgg%qnl. this

provide notirtircatlon

N

en a, certain c itjon . is t, deyice 100 can
o abettpa beeralidedtrap bRl Ftosiocs A0 Bruiions &s thsy
havi ng access to all network-connected equi pnent,
ugeble a usghtomsessirPREOLRge fRbHE0), eraniter ée.gistel 63)sand
frequently and all ocate resources based on need. 10
TFohedule(e.4-drb 6318 elengonit dgueipment@s. of / € poiluetsy cormactedt |,
the software interface can be custom zed to display
an degigeé pdtent ' s status in any nunber of ways. For
i nstance, col or-coded buttons may signal power on or
of f, or bar

Generalized Graphical User Interface 600 may be customized to
provide a centralized management center for all equipment connected to
various web-serving devices 100 in an environment such as a school, or all
around the world. In such a case, window 640 may provide a &ee-Wpe
selection approach for each device 100 and its connected electronic
equipment. Window 650 provides a customizable web page that may be
tailored to meet specific needs and provide the desired functionality for each
piece of equipment. Each web page 650 may be dynamically created using
“server-side include” functionality. The "server-side include” function parses
HTML command lines and includes the desired information in the web page

sent fo browser 600. The "server-side include” function is described in detail

 below.
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graphs may show maxi mum anount of |anp hours vs. hours
used. Users can also create their own | ook and feel
ash ani mati on, JavaScript, and nore. Fi
is an exanple web page that may be created for
control of a SansungTM LCD2fonitor. In this
illustration, a user is able to select functions such
as power on/off, video input source selection, and
resi zilhg Generaliged Geaphicgl dses dnterfnen and the Eihetneide-serial
another illustration of a web page associated with 20
cioterfaod capmbilidyl Of thé present ineengivo\profdde ainedessame furistibnalipy
to view and mani pul ate such basic functions as
Vol se¥Et madpement. d¥thiite pollisg apdwerhail eqpabilities which allows
functions of A/V equipnent (e.g., a projector). In

tdsr td hostdrRHEAR: 109 td 86HtireANy AritoPthe/stat@df on¥r more
2004/ 034234 PCT/ US2003/ 031403 27 renotely control

re%g%pgng@{ﬁ c %&S@?Onlg a%{%grov%ot@ggﬁgpfbm} ge%a.,nﬁé 8umail)

etc., contro uttons pr ded on
the web page. .[For . instance here.are t .
pfenyfcerBRE Gl a PR WRREE 190 G il B LS8R T ity
tc. The basic control system (e.g., repote control
Brevishen e Tgring AEe5H Wilrﬂe éﬁﬁ?%%@tﬁﬁfgwaﬁﬁrﬁ:%ﬁ% e
a user is provided the added functionality of
camdetsiminegvhirh desices laze wsgd it frenendln aid pllaeate respuiceie
world. A nonitor web page provides a user the ability
tbesed @vwnestdat us functions of a product. For exanple, a

user can poll the lanp hours of all connected
projectors, even if the projector does not have a

bui I't 1, QII(!)‘QE@: t!'né H%vid}lélglerﬂst& eQE}PergﬁxtQ%%n?gge eRGlre
devi ceS without "a burlt-irn tiner, device may
interface can be customized to display an equipment’s status in any number
of ways. For instance, color-coded buttons may signal power on or off, or bar
graphs may show maximum amount of lamp hours vs. hours used. Users can
also create their own look and feel by including a logo or marketing message
using HTML, Flash animation, JavaScript, and more. Figure 7 is an example

web page that may be created for control of a Samsung™ LCD monitor. In

this illustration, a user is able to select functions such as power on/off, video

" input source selection, and resizing of the viewing area.

Figure 8 provides another illustration of a web page associated with

* control tab 610. A user is provided with the ability to view and manipulate

such basic functions as volume, mute, video inputs, power, and other

- functions of A/V equipment (e.g., a projector). In this illustration, a user can

29 /03 /2007
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nmonitor the ON and OFF tinmes by either controlling the
power switch or sensing the change in current, for

a userﬁgy e-mail. For exanple, Figure 9 is
illustration of a nonitor web page for the SansungTM
SyncMaster nonitor. In 15 t4fis illustration, device 10
is configured to notify the user by e-mail when t he

e e

%[pedul e tab of t he feneral i zed & aphical User
R St psinghecqaitodButions prayired ey thegvelpageoFotevi ces

over tinme. For instance, Figure 10 is an illustration
oinstagce, therp arvahitiogs MBPba'g éFdsbFormtaed & SRavpihd", Sarsehg TM
SyncMaster nmonitor. In this illustration, the nonitor

| SteehetduThobdsic qpawel sysfein (elgndeyiofeltontigh of &ch ghdece af
12: 00 noon. This information may be passed to device

%ﬁ?g @htereinainé Yuhctidfal wRB0Y useV\3 p00ried ARiled
PCT/ US2003/ 031403 28 may be stored in registers or

%@ﬁomﬁ%ﬁboﬂ%ﬂﬁg%ﬂ%@ﬂw nq{:ﬁg{m h%m &g,mt&e ire Wohled

pi ece of "equipnent.” In at tion,
technician at an educatlonal facility wth several
cl assroons. may need access to control, nonitor, and

t r oublEERBIERT WelePags pieviges a usenthecability he Hiewrstafies a
single location on canpus. Using the Ceneralized
Cuagiins aff a psestuct. nfasiekaroplesohitensarepolt the larep hninsicfalican
program one or nore web-serving devices (100) to
taoanéctéchprofcyre eveart if Haprojeotor dodsthot Baeda bhiftss laaptiaied.
generate an e-mail alert at 1,350 hours, well before
88RA projectors and other devices without a built-in timer, device 100 may
monitor the ON and OFF times by either controlling the power switch or
sensing the change in current, for example. The device may also be
programmed to notify a user by e-mail. For example, Figure 9 is an
illustration of a monitor web page for the Samsung™ SyncMaster monitor. In
this illustration, device 10 is configured to notify the user by e-mail when the

equipment is disconnected.

In another example, a scheduling web page (e.g., associated with the

‘schedule tab of the Generalized Graphical User Interface) may provide the
.ability to control devices over time. For instance, Figu're 10 is an illustration of

-a scheduling web page for the example Samsung™ SyncMaster monitor. In

this illustration, the monitor is scheduled to power off Monday through

‘Friday at 12:00 noon. This information may be passed to device 100 where it

29 /03 /2007
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projector lanp's expected Iife maxi mum of 1,500 hours.
The technician may 10 set up the device so that al ert329/0312007
ceived by e-mail via a conputer, ce

wé%ﬁlg%g?ﬁﬁager. Wth tinmely information regar échrr{g @Bn@“‘“’s

life, the technician can then order and replace the

| anps before the existing dies burn out. In addition,

the technician can configure the projectors to power

on or off at pre-selected tines, and each device can

baaz e stored inakgigtersoriatierenkrhony dsiosiatdsl with neritoeing tiee

the LAN. Thus, the present invention helps mnimze

dspenifiedpidee obetpapmgrt prent may be proactively

serviced. Configuring Device Wb Page Each device web

page may be configured dynamcally. A user may 20

program devi ce 100 .to dynam.cal | bt ai n vice and/ or
equi p?rneﬁ?ypéffagﬂféhcf§°?’ ao%c Gt U%E%‘F‘gé §’4W1tﬂ
PCT/UE§003/031403 29 when a web page is requested by
NP BRSTROIS MEERRASACSESs FQrANtToL mgEBtor ing teasbleshgot Hee
sent to device 100 via URL encoding or other transfer
5 rrekendsiAN eayipmentdean aisingle lecaticagmarempudeUsing the0
parses the request to determ ne what information is
réapesaized| Graphieeh Bserdoterfane $aftvakahe echtitiah 0at prgeama
user may want to reset the counter for Lanphours for a

pae br awkawePseivapt dvices (10 loathck thedvjetRr Hth hdilig iniser
may send the conmmand to reset the ‘counter by pressing

@a&lﬂél&é@fboﬁﬂaﬁ@rﬁerﬁfﬁm b-nkdiBdler? 8YE350 HIRRE W h%@fﬂg@ BAch -

for exanple. e browser sends the commng "<I'P-
PO A B BEER IR TRRMBROL 15508 howld Hhe L& RRIAay e

o na,

10 set up the device so that alerts can be received by e-mail via a computer, cell
phone, PDA, or pager. With timely information regarding lamp life, the
technician can then order and replace the lamps before the existing ones burn
out. In addition, the technician can configure the projectors to power on or off
at pre-selected times, and each device can be automatically monitored for its

15 connection to the LAN. Thus, the present invention helps minimize

downtime because equipment may be proactively serviced.

Configgring Device Web Page

Each device web page may be configured dynamically. A user may

20 program device 100 to dynamically obtain device and/or equipment status



10 device 100 parses the conmand, obtains the variable
Lanphours” and the value of "0", then sets the 29 /03 /2007
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pages nmay be built dynam cally because infornmation
each device may be obtained by the appropriate HTM
command line. For instance? the followi ng conmand
will retrieve the desired information, using 15 a
"server-side include" function, and send the data back
t Whema WRBHPage e qusprelApy Ay ph prowser. Regupgs amﬁ?\w |
"-->; Device 100 parses this HTM. command | i ne,

r etomisen/mgy besent tadéedee 100y Uk gnendling/or athariyanstand
returns the web page with the retrieved infornmation

t metHa@isne lUpsrons eivinghe Riqoes sdrivivg 100 pauses iy mequiest to
creation of web pages are very fast because, 29 / 03 /

2084rmiMOWHAPIH B2 i ¥ehlidoledl BORhOREABS t¥kel N ONE oOr

nore enbodi nents, device 100 uses a flattened network
stack instead of the traditional seven |ayer OSI

(I'nternational Standards . Organi zati on) stack, whe

F ecei GPPESHBFGMEET MAY FHRBt O4%HF lecaHet G deRhonEier
for faster processi n% of network traffic to determ ne
i partieidan projseion comtecsddoAedrntil. iThe uses mayasendhe s of
interest to device 100. The flattened stack approach
toosatand togesthtle menten by poesging a duton bn thebromrsedthd biays
By contrast, the seven |ayer nodel requires

PResk L ampyodds”, Yo dxatipld. aitebeowed esmistthe c@ninaal "di#t a
is retrieved at the seventh |layer (i.e. the

APDDRESSS AINAAY Page>MainpBbi888Y UPorGEceidhl BSconiRatd)
i medi ately check the first one or two bytes of data
LRvice 100 parses the command, obtains the variable "Lamphours” and the

value of “0”, then sets the corresponding register value in memory to "0".

Web pages may be built dynamically because information for each
device may be obtained by the appropriate HTML command line. For
instance, the following command will retrieve the desired information, using

a "server-side include" function, and send the data back to the web page.

typeArray[1]='<!--#echo var="WICY | "=->;

Device 100 parses this HTML command line, retrieves information
represented by “W1CY" and returns the web page with the retrieved

information to the web browser.

Processing of and dynamic creation of web pages are very fast because,



10 determ ne and obtain information of interest to
device 100 without the added burden of processing in 29/ 03/ 2007

wbhgeRBe¥s OUs six network |ayers. Fi gure 13 i grcﬁfmszoos/oﬁms

ilTustration of the flattened stack in accordance wt
enbodi nents of the present n%q;ventl on. The flattened
stack, which nmay be inple ted in either hardware or
software, arises fromthe need to elim nate 15

| B Aot SR s e el R R AN,

1320 for processi net pac reives in

L iretenesoF Bl e aenghgares Ioer DRL Uy e gam a3t br ough
Byte N, wwth the Ethernet Header; followed by the IP
HosgreMzatipn) stegkewhisy recaiy ingretwerkisaffic. trflettpagd Gaek ligrws
Data); and finally the Ethernet CRC (Cyclic Redundancy
2for Gseariprogysifg afveetwidy rafifik yg deteinaine rthe Byetmationwi | |
recei ve the Ethernet packet and process the Ethernet
f faidned iahe RBARAES 6 infigest B @addectn). Theflatppnedesskt he

~TCP 29 / 03 / 2007 WD 2004/034284 PCT/ US2003/ 031403
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15

3dppro& i Rits thPaharA ohbfo L‘c@tof ingtORISRE. (BY éddrast, the
ppl ication |ayer. plication |ayer then checks

| dovbfyBPRbIGFEIBRes g%aeag,ﬁ% APl eRERATE thd Jorud Bra
passfissgﬁfad e e dfres SO e R ftengltac

unneeded data is na I s possi bl e begause the

| BiRuEone 49 Bpmgdiatahpc %&1‘ th"s‘%ﬁ%‘?é‘%éw I?E’B e g aétad? what

applications are active in the upper |ayers. Thus a
fdeiermineand elfain infarmagon pbinfriest & dedeepldl avithoat thegpdgled

the earliest possible )

burden of processing in the previous six network layers.

Figure 13 is an illustration of the flattened stack in accordance with
embodiments of the present invention. The flattened stack, which may be
implemented in either hardware or software, arises from the need to eliminate
redundant processing in device 100. The OSI seven layer model 1310 is

replaced with a flattened stack 1320 for processing. The Ethernet packet

arrives in the following segments (frames), from Byte 0 through Byte N, with

~the Ethernet Header; followed by the IP Header; followed by the TCP Header;

20

the Payload (or Data); and finally the Ethernet CRC (Cyclic Redundancy

Checking) frame.

Normally, prior art systems will receive the Ethernet packet and

process the Ethernet fra_rne, then process the IP pack_et, then process the TCP



poi nt so no processing power is wasted. The flattened
stack inplenentation organizes its check/ processing 29 /03 /2007

wBAsRsh:Rst he raw data stream thus mni m zi ng pbGRYEE:R51403
requi renents and providing for easier inplenmentation

into hardware. Enbodi nents 3 the present invention
reduce the needl ess processi by meki ng the
dr op/ process decision imrediately as illustrated in

Figure 14 T Et her net ket s .,receiyed iy bl ock
et porork e Al BipesiRe Fle A ST LSS heador
are, checked for_validjty. |If the_ Ethernet_address and
15 Eé?o’g%efrﬂ}?“ %qCFFdl,f theppplsatioardataisyalg gad needed. If
i mmedi ately at Block 1450. Oherwise, if the I[P
addhedataismlidaadacedsds itwillibe pypesssedsothgrwisot edlidet o

bl ock 1430. At bl ock 1430, the I P Address and TCP

st atreppade Thhealeedle$sqrrowabingist perforfned bbferd ealddisondo dasp
TCP state are not valid, the packet is dropped

5 mimdealed|dita i8nadeo This 1¢tpeksibd Brehide IRe lowfest lafeﬁﬂdm@@gz
and header are valid processing 20 proceeds to bl ock

144RQcNhSS ot NI & v HaS aPPIRGBSREHe afthvYR %%ﬁpﬂe? 18yeR, OfHs

diagramillustrating, in accordance with
e od homdt vent | - f] [.sofitware .
conf i gur atsit%% agp%g l&\%}e@g}%ﬂ{; b8 ?15;: ‘Jnrg g@%{ %gﬂﬁ\é%ﬁgl 2584
PCT/S2003/ 031403 32 server Vi t hat y he .
| eBP e RS Rt S TR R s mentation
previously descri bed.. ggb server engi ne 1200 may be
i nP1E2RERS %-bg\%lf RyosstiraRredonshe vy datashgen thngminimizing
execyted by a processor, firmware stored in ROM (or
10ePRrefirrsequirgmentsand moxidiag foasesieriimplantentatiaginto Bardware.
i npl emented with application specific circuits, logic
i npl emented in a
Embodiments of the present invention reduce the needless processing
by making the drop/process decision immediately as illustrated in Figure 14,
The Ethernet packet is received in block 1410. At block 1420, the Ethernet
~ Address and Header are checked for validity. If the Ethernet address and
15 header are not valid, the packet is dropped immediately at Block 1450.
Otherwise, if the IP address and header are valid processing proceeds to block
1430. Atblock 1430, the IP Address and TCP state are checked for validity. If
the IP address and TCP state are not valid, the packet is dropped immediately
at Block 1450. Otherwi_se, if the address and header are valid processing

20 proceeds to block 1440 where the data is processed.

Figure 12 is a block diagram illustrating, in accordance with an

embodiment of the invention, a firmware/software configuration of a web
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programmabl e circuit such as a field-programmabl e gate

array (FP&), or any conbination of the foregoing. 29 /03 /2007
W8qg¢4ﬁ)t3g3§ 1206A- 1206C, 1207A-1207C and 1208AchaR853/031403

may be inplenmented as nenory |ocations in RAM or as
register locations in a progessing unit (e.g., a

m croprocessor). Blocks 1209-1211 may 10 be

i mpl enented with RAM though default web pages,

dr ssreesdaic thal maybe Bapleplstedaying|tiOCPY astandmoryn ROM
IP interface 1205 is inplenented by the circuitry

US @rdvPark st SE1F QERMBELC a&réw&brwrtehghlaqzdyd’maﬁbw K
(| ncI udi ng wired or wirel ess supp Web” server

"ser er - si g | OE%EAi‘e%thﬁetcdﬁlﬁongﬁl&?%éfg%ﬂ%%é %ISS
Pl At BRI N PR 5#383%8%@03@@&“%6120 Llpgic

for inserting .and extract application | evel

| nFORRRENGH With eppl Fﬁm%ﬁeﬂ?lg girgiptsplogicdplemented in of
recei ved | P packets. The use of a flattened stack

al progsarpmablpelrcaibpuchras adigldpragsamesplesata arapPeéavirce
requests nuch 20 faster than conventional web servers.
" Serwembgnaton of thadedgoingy dtegishas 1200 AT208C) 1207 41R0TG and
the generation of web pages for transm ssion to a

r EtPOBA1208B s bb hnplketenteBusSnaiRbryNa@EioRdin RABI dr adQ€bfster
WO 2004/ 034284 PCT/ US2003/ 031403 33 generation may be
acltRiad it MpRIaRITNGit BSE alrhiRfbRbcebtoM- K18 rle)gai ﬁq may

hyper - text Ianguage) i Mformation i nto an HTM

o g e e MoKt Lo

15
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scripts may also be stored in ROM. IP interface 1205 is implemented by the
circuitry used to provide communication with the IP network (including

wired or wireless support).

Web server engine 1200 comprises flattened stack handler 1201,
“server-side include” functionality 1202, URL encoding decoder 1203 and e-
mail notification handler 1204. Flattened stack handler 1201 provides the

“mechanism for inserting and extracting application level information into
transmitted IP packets and out of received IP packets. The use of a flattened
stack allows the web server engine to respond to web service requests much

faster than conventional web servers.

“Server-side include” functionality 1202 implements the generation of

web pages for transmission to a requesting web browser. This web page



previously. 5 URL encodi ng decoder 1203 extracts

commands and data inputs from received http requests,
wo'd ates execution of the given command

theOie‘Elfdrsgct ed data value to the identified repg;fr/q{zb(bﬁﬁmos

URL encoding is described ig3 nore detail in a

previ ous section of this specification. E-nail

notification handler 1204 responds to scripted or

ot gé%{e\tﬂrgs mé'}pbes&ﬂf%%’d ﬁﬂlo iHeQhdeRiSord GFSHAML Qaﬁ@m@dwﬂ-

send an “e- mai rressa to specified e-mail

AT éaﬁa@@ﬂn&h‘@saﬁ«ée? Aol

stored for ex th| sters SSOCI ted

a grgel?03) wing @a BBicE s %ﬂ fessindd ' "
equi pnment registers 1ZOGC and 1207C) or in general

r eppiesiogply. associated with 15 the web-serving device
itself (not shown). The email notification may be sent
over the IP network, or it may be transmtted over

EhadhE

5anot heryrg! &Ham Eodéf' 1303exrNeD cSRIMhADaiEdAtE Sap1881EBm

1 store

20, wi th Y ce,of..e

e gt e B e Bl e e B PR ppitled
t he equi pnent coul d be another web: serV|ng 29 / 03/
2dpmorg\detad imp gErInE SEEP IEDB PBHABN 34 devi ce).
Such input may be digital input representing the
status of a piece of equipnent (e.g., lanp is
"of ") E1R4il hétifaNobRaidle 1004 tdspa@mds thB@ifted or otherwise

as a serl a por Equi prent A i nput registers 1206A

a%ﬁ&@g&ﬁ% %sté( glgghlgzg@ SleBliSon @ﬂ%zgwmomaua%@ whles

rom an rt associ at ed

on" or

10 scheduled monitoring tasks to construct and send an e-mail message to

15

20

 specified e-mail addresses when a specific event occurs or a designated time

interval elapses. The email addresses may be stored, for example, within
registers associated with a given piece of equipment (e.g., miscellaneous
equipment registers 1206C and 1207C), or in general registers associated with
the web-serving device itself (not shown). The email notification may be sent

over the IP network, or it may be transmitted over another output port of the

web-serving device, such as a serial port.

Equipment A input registers 1206A and equipment Z input registers
1207A may be used to store the input received from an I/O port associated

with the given piece of equipment being monitored and controlled by the

- web-serving device (note that the equipment could be another web~servi.ng
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received fromthe anal og-to-digital converter of a
flexible /O port configured for analog input. Wb 29/ 03 /2007

w6 8504954 pgi ne 1200 may read the input regist ‘iicr?(?sz&amsms

10

15

20

directed by, for exanple, a corresponding action
script or device driver. Eﬁuipnent A output registers
1206B and Equi pnent Z outp registers 1207B may be
used to store digital data to be transmtted over one

of th oyt,put ports.. h out put data.may incl ude,
T ST RRY b digial N heParaiiene aigrs of a piece o
associated with the performance of an attached piece
ofquipment (e sristep isfel 8B TofE). ailgnarbedle digibized Ipat t he
stored output data as directed by an action script or
ceneivertifomabe anadg¥o-digiml conmertetiofi g flenibienl/ O-porpeonfigured
request. Further, the transm ssion of the output data
tfor by irpait. Webpeivepargina¥200 henypresd tierimplutiragister as
accordance with a device driver stored in nenory

thifeledi¥l Gor ekBmMeS & @&&é?slmg hEHrSIcBipBod AR difvdr. 1207C

may be uUsed to Store data values associated with the
nmonitoring and control of corresponding equipnent,
where_the data val ue itself gges ot, need_to be |
c ommu Rkt fooutpiiregigiers, Al an‘#@ﬂ“‘é’%%?é’,“t%lﬁtf?ﬁﬁtﬁ’j
interval for triggering a nonitoring function may be

Se8fbmay hersed ta stete|digifabdata to bejiranenisted gverpnerf dighol d
value 20 may be stored for conparison with a data
altme pforismSoceoatput daa mayinclude gorsxemple eorgral and
conparing a tenperature sensor reading wth a

tcbhfgiatien dvalassoctated@itk i preforihahdeass aa apiacied péce of
equi pnent is active or on standby, or is 29 / 03/

200HmP HABALA 286 EFE) USRIRAL 0314030 tput data as

directed by an action script or commands received via URL encoding in an
HTTP request. Further, the transmission of the output data through the
output port may be performed in accordance with a device driver stored in

memory block 1210.

Miscellaneous registers 1206C and 1207C may be used to store data
values associated with the monitoring and control of corresponding

equipment, where the data value itself does not need to be communicated to

_the equipment. For example, a timing interval for triggering a monitoring

function may be stored in the miscellaneous registers, or a threshold value
may be stored for comparison with a data value from one of the input
registers (e.g., comparing a temperature sensor reading with a threshold

value to determine whether a piece of equipment is active or on standby, or is



w@g?mgﬁsyo ports of the web-serving device. PC 603/031403

10

15

over heating). Configuration registers 1208A and 1208B
may be used to store configuration data for the one

ues may include, for exanple, the baud rate an

parity control bits 5 for a serial port, or contro
bits for the I/O nmode of a3 exible 1/0 port (e.g.,
digital input, digital output, analog input (using an
anal og-to-digital converter), or analog out (using a
dPyfrheatingd- anal og converter)). As alluded to in the
above description, nenory block 1209 nay be wused to
store web pages (subject to the server-side include

f unct icqilglitafibn rd@sERMDIYA Bh@§H05BRE, BBYschRo BRI O

store device drivers |oaded through ‘the IP network,

2%?1;%?% rcg kaoﬁ‘% fl'ﬂa%:h% omorg g/ n(?’ ?)gﬁ? ?g%é g«%ﬁ%eﬁ‘fﬁ% Q&ice,

I'mpl ementing ¢ nmonit ori ng

R e ol B SRR i b

descri bed. Al though the present |nventign s been 15
e e perd ot erronEshitsfor eddSmede %fﬁeka%l%% port (e.5.,

enbodi nents, it will be clear to those skilled in the
atigitalhmputt digitalardpint wmlogiaput Gisingfantanalqgrteshigital
invention are applicable to other enbodi nents as
wehlerter), lor ehalap bui(using aidigiertdedntlog taterter)).t hi n t he
scope of the present invention. 1,11" ..,.k n"~" 29/
03 / 2007 CA: ;:.:r " oo e 113 utll. ttr it

.
T g oo R 8he Stobk WBscrd 3k, ringmgi'yaﬂ)lgaglfﬂé may be
used to store web pages (subject to the server-side include functionality),
memory blc;ck 1210 may be used to store device drivers loaded through the IP
network, and memory block 1211 may be used to store action scripts for

implementing controlling and monitoring functions.

Thus, a method and apparatus for providing universal web-access
functionality have been described. Although the present invention has been

described with respect to certain specific embodiments, it will be clear to

‘those skilled in the art that the inventive features of the present invention are
- applicable to other embodiments as well, all of which are intended to fall |

‘within the scope of the present invention.
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1. An apparatus for providing universal web access

functionality conprising: 5 a first electronic device
oy e (AN Y g @ <pLAEA] ity 2T GARE Susabl-pLy | nput/ Qut putioEs s ;
B gJ r t""g = Iﬁé’fp'h é'fi\%l/,i')rnlgmlé'!gnnﬁgicF E"%}%{ﬁ'f“g"mé‘@ijd first el ects&ui

10

15

device on a first one of -said plurality of

confi gurabl e | nput/ Qut put @%rts; and at | east one
second el ectronic device connected to said first 10
el ectronic device on a second one of said plurality of

configurable |Input/Qutput ports, wherein said first:
el ectroni c device serve&L&éEM;&ges associated with -

said at | east one second electronic device. 2. A

met hod for providing universal web access

f unct Waradlis tlaimeoipisi si ng: 15 providing a plurality of
configurable Input/Qutput ports on a first electronic
devi ce; connecting said first electronic device to a

net woy K Vi &4 3fdak St bvidi i;;du]ﬂ’i i
confi gurablg ﬁ?put/&oﬁagﬂ} 1‘|c§(1)crﬁt‘?1 X akgi‘%é!%ogéﬁg% 29 /
-1;)3 [, ZOPZ |LID, .triiy 1CIf i'rtIf, 1L 11, il irl:3
uncHopalify cqmprising: j nt | Li[. 37 connecting at | east
one second el ectronic device to said first electronic
devi cefixsh elecrenionibvicechaving aiplusality of édnfigirable
configurable [Input/Qutput ports, wherein said first
Iﬁbﬁ’?}@@ﬂ;ftp%?%lqe serves web pages

a network connection to said first electronic device on a first one of
said plurality of configurable Input/Qutput ports; and

at least one second electronic device connected to said first
electronic device on a second one of said plurality of configurable

Input/Output ports, wherein said first electronic device serves web pages

associated with said at least one second electronic device.

2. A method for providing universal web access
functionality comprising:

providing a plurality of configurable Input/ Outpﬁt portsona first
electronic device; | | ..

connecting said first electronic device to a network via a first one of

said plurality of configurable Input/Output ports; and

- PYEHDED SHEET
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associated with said at | east one second el ectronic
device. 5 3. An apparatus for providing universal web 29703 /2007

g F6 GAS T ol NCL) ONANI LY SQUPE feSdu g i@ Pl Ural ity of

b 2"0’1‘1?3’ g‘l'ﬂ"l{i‘ I e""‘l'l"ﬁ gﬂw“&!‘t i@ﬁmﬂb‘“r“f@@mgﬁ connect i onweﬁf
| east one el ectronic device;, a server engine p 1 di ng
access to said at | east oné"7el ectronic 10 device via
said plurality of configurable Input/CQutput ports; and
an interface device providing renbte connectivity to
sai d Semnestinga gastone secand elegbroric devighio sapg firstt us of
claim3, wherein said plurality. of configurable :

elRbhidddvide 0104 b&coRTBHd GFRaiPPRE NIy diRbhiiGUidple 15
ports. 5. The apparatus of claim 3, "wherein said

| uralyt f .confiqgurab [.nput / Qut put. ports
Biutis? Cutstufpopts SPharfit e st Srectipgi Qevief Sigyes web pages
29/03/2007 h: "1f oo t:orlt oo U o n 14 01 (57t i
agsovinted withfsaid at least@nelsecond eledtrobic dBviceappar at us of
claim3, wherein said plurality of configurable
| nput/ Qut put ports conprises an RS-232 port. 7. The

5 appargtus gh fprihd oMo dingehivRlsial b ¥cldss
' conf i gur abl ealcﬁ%utlwt put ports conprises an RS-422

Pli)r{cttionality comprising:
a plurality of configurable Iﬁput/ Output ports for connection to at
least one electronic device;
a server engine providing access to said at least one electronic
10  device via said plurality of configurable Input/Cutput ports; and
an interface device providing remote connectivity to said server

engine via a network.

4.  The apparatus of claim 3, wherein said plurality of
configurable Input/Qutput ports comprises analog Input/OQutput

15  ports.

5. The apparatus of claim 3, wherein said plurality of
configurable Input/Output ports comprises digital Input/Output

poris.

=4 ..*;- ‘m-—h"@ i
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5 8. The apparatus of claim3, wherein said plurality
configurabl e I nput/Qutput ports conprises an

of
. o k7 (OB DG Lo, Q. 5 THE., QDA LiSw. 0f Glai m 3, wher g T}
s ﬁu@f"’iﬂ'ﬁvg“bf“'j' %‘c’*&mu}; uﬁ@‘g{f@ EI"’W”E {EF‘%[;t put ports WS
conprises an infrared (IR) port. 10. The apparatus of
claim3, wherein said plur@®ity of 10 configurable
I nput/ Qut put ports conprises general purpose
I nput/ Qutput ports. 11. The apparatus of claim 3,
wher éi-n sal ke ppperatisofddaine 8, whenein sadd plurality of
configurabl e graphical user interface. 12. The
eRifefaable Dhpat ADAtFut PHes ebpidied AnRSIFDCFoMeE V. Ce
15 conprises a network interface card. 13. "The

apparatus of claim12, wherein said network interface
007,

card £onpr4+se -4 qgnngctar. .29 [ .03 /
o 1 e Spffpgtli b AR Rerpin sad elarqiie
39 14. The apparatus of claim 12, wherein said network

qonfigigrable bnpat/Sduiputseariacompaises ancipmd@2tport. 15. The
apparatus of claim3, wherein said at |east one
el ectronic device is not web enabled. 5 16. The

5 appamat us THe gbparatids obRRiiRI 3, whifbif@aye plafulityeof
conpri ses:

configurable Input/Output ports comprises an RS-485 port.

29 /03 /2007

9. The apparatus of claim 3, wherein said plurality of

configurable Input/Output ports comprises an infrared (IR) port.

10.  The apparatus of claim 3, wherein said plurality of
10  configurable Input/Output ports comprises general purpose

Input/Qutput ports.

11.  The apparatus of claim 3, wherein said interface device

comprises a configurable graphical user interface.

12.  The apparatus of claim 3, wherein said interface device

15 comprises a network interface card.

13.  The apparatus of claim 12, wherein said network

interface card comprises an RJ-45 connector.
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a flattened stack handler for processing an ethernet
packet; a server-side include function; a URL 269703/ 2007

e s gnepdsg decagen llfzmﬂﬁ:t...lnq%m}i rfm@.mﬁ:.ﬂiﬂt ph el ectroni m5

10

_15

notification handi e dpparatus of ¢

wherei n said proceSSLng sag? et her net packet
conprises:. receiving said hernet packet conrpisiig
Et hernet header, |IP. header, TCP/ UDP header, and

oL R TR G S bore ™

header are assomat ed with-an active service at an
iaixpif&lccmﬁ:ardmdmpeilses AMENBERs Sbim2&yod3/ 2007 P, |t

frer . rfodt™; Ul BN 10-11-1, 40 yuS 18, A
met hod for providing universal web access

functisonaliieya fth § bPBlaify 3"’:1\7]?1?&%%?& UE Bdst Yn@'

confi gurabl e I'nput/ Qut put ports connectron to at

i st o el ectronl C deah?f 5 providing a server
?‘Fg}‘%c Vig 58t webenabled. | east one el ectronic

device via said plurality of configurable |nput/Qutput
ports; and providing an interface device for renote
connd6t i viThe apparatul efclaém 3, enberedn vhixl servet \wmigine

comprises:
a flattened stack handler for processing an ethernet packet;
a sexrver-side include function;
a URL encoder/decoder function; and

an electronic mail notification handler.

17.  The apparatus of claim 16, wherein said processing said
ethernet packet comprises:
receiving said ethernet packet comrpisigig Ethernet header, IP.

header, TCP/UDP header, and payload; and

processing said payload only if said Ethernet header, said IP header

_and said UDP/TCP header are associated with an active service at an

application layer.

ANERDED SHE ET
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19. The nethod of claim 18, wherein said plurality of
10 configurable Input/Qutput ports conprises anal og 29703 /2007

AP BrEpKEs RS S ..,%‘J?WFMI figeg of claim 18,

erein Said plural I gur abl e Input/QJtput

ports conprises digi taI In ¢Jt/QJt put ports. |, ‘?ENUS

The method of claim18, wherein said plurality of
configurable I nput/Qutput ports conprises an RS-232
port. 22. The met hod of claim 18, wherein said

pl ur I|ty nf,i gur abl e ut./ Qut put ports conprlses
an RS’ 82024 metRoE A |%°Vldm§ “m"eF sl Welf acgePsy | G o

i El. aI[ o I R I O I B O alkICErt4k|I]1'r
funchonalitmmmpﬂsmgNUv 29 |/ 03 / 2007 41 23. The
met hod of claim 18, vvhereln said plurality of

conf igevidhEa ?l\ﬁ?ﬂéh Bl%Iﬁ P d)&gﬁ:t #85
port. 24. 4&’?93 iam 18ﬁ \/{;1 n@ggl 20
I ur confi abI e ut/ Qut put ports conprises
%PP&%@SEGPF n%g 1Ce?rhe met hod of cl ai m 18,
V\herel n said plurali ty of confi gurabl e | nput/ Qut put

por t pravidipng & sarveeargiae fornquesseto daithat le@xttqnet electrdrsic
26. The nmethod of claim 18, wherein said interface

: o e : "
digﬁégr a%ag& T % %;J Ogﬁe %t %gfé okjﬁgﬁltgl ?ﬁ %gﬂr%éﬁgi n said
i nt erfa(;gmdew ce
providing an interface device for remote connectivity to said server

engine via a network.

19.  The method of claim 18, wherein said plurality of
configurable Input/OQutput ports comprises anélog Input/Ouiput

ports.

20.  The method of claim 18, wherein said plurality of

configurable Input/Output ports comprises digital Input/Output

ports.

21.  The method of claim 18, wherein said plurality of

- configurable Input/OQutput ports comprises an R5-232 port.

22.  The method of claim 18, wherein said plurality of

| configurable Input/Output ports comprises an R5-422 port.



conprises a network interface card. 28. The nethod of

claim 27, wherein said network interface card
o g 'n:gnrntmmw Al RIM-APHC  EReiGies i 291 +Fhe net hod o gg
27, wherein said network interface 15 card co

10

15

a wirel ess connection. 30.40he method of claim 18
wherein said at | east one eI ectroni c device is not
web enabl ed. 29/03/ 2007 y::onli.~ .1

L7 et b el i, oo engi ne

co rlses a flattened stack handler for processing an
abledapual Q‘Jtﬁ%M@r%ﬁ@%m@ﬂ&&%ﬁp@ﬂ-on; 5 a

URL encoder/ decoder function; and an electronic nail

notification handler. 32. The nmethod of claim 31,

wher @én sdhd metierbef dlainais) wikéleeh Beid PREYSIY of
conpri ses: recei VI ng said et her net packet cont pi si ng

c%@gg_g%?le gﬂ? Ou ut égr gr%é]g ‘%rsg%PléU e cf ﬁ%i’?ﬁ?

Et her net header, sal d IP header and sai d UDP/ TCP

head are. asso | ted with an active service at an
app! ﬁ%a“"gh F%%}%lp of claim 18, wherein said plurality of

configurable Input/Output ports comprises general purpose

Input/OQutput ports.

26.  The method of claim 18, wherein said interface device

comprises a configurable graphical user interface.

27. The method of claim 18, wherein said interface device

comprises a network interface card.

28.  The method of claim 27, wherein said network interface

card comprises an RJ-45 connector.

29.  The method of claim 27, wherein said network interface

card comprises a wireless connection.

30. The method of claim 18, wherein said at least one

electronic device is not web enabled.

ARpomae e
nliDED ShE
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31.  The method of claim 18, wherein said server engine

comprises:

a flattened stack handler for processing an ethernet packet;
a server-side include function;
5 a URL encoder/ decoder function; and

an electronic mail notification handler.

32.  The method of claim 31, wherein said processing said

ethernet packet comprises:

receiving said ethernet packet comrpising Ethernet header, IP

10 . header, TCP/UDP header, and payload; and

processing said payload only if said Ethernet header, said I’ header
and said UDP/TCP header are associated with an active service at an

application layer.
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