WO 2011/ 130524PCT/ US2011/ 032515 DETECTI NG SECURE OR ENCRYPTED TUNNELI NG I N
A COVMPUTER NETWORK CROSS REFERENCE TO RELATED APPLI CATIONS [1] This
international application claims priority to US patent application serial
nunber 12/829,882 filed 2 July 2010, and to US provi sr onal

appl i cat i oWOSBH{1AS2hunber 61/325,055 filed April 16, %Bltlﬁ’”é;llﬁl tled
"Detecting Secure or Encrypted Tunneling in a Conputer Netvvork", t he
contents of which are incorporated herein by reference in their entirety.

Further, this_jnternati naI [ t Application
Seri al Nunber DISTES 4L ém&FBSFP%éo%ﬁ@éMﬁﬁ i@ Al nsi der
Threat Correl ation Tool , " arﬁOMBU’fEReNEW@RKatl on Serial Nunber

12/ 694, 075, filed January 26, 2010 and entitled "Insider Threat Correlation
Tool ," the contents GROSSIRIFERTENGIEO RAAEUARRLIEIATIONSr ef erence. FI ELD OF
DI SCLOSURE [ 2] Aspects of the present disclosure relate to corrput er systens

and netwqr, Partic spects of the p

secur: ngtha BrorbetHisg RebuiesPimy PorRe Rt afttByupai Syt f ebubfics.
BA]S:KGRQJND [ 3]]2/8&29 Sepdiayd B Julpf2010rahil a6 UsSgovipibad! @)@tchtﬂ@phbl&loﬁ getik] iynbof
information o ata i.n com r..networks can_be chall engi ng.

I ntrusi on Det@&4dn’ §{}§‘t’déﬁgr{£ é!lzﬁgg’l‘f’tgﬁ‘b‘“i at PEEPEls S5Pg BhEPSWIE], SYERny | pss)
are comonly ihRuteRR: sliddikQudelonteBts RF OheGtard MEop@ELE hbiindly leftk@teat i on or
data in conputer systens or networks. |DSs and |PSs nonitor network or

system act i vithgir Cla‘r‘i?dﬁ AlEhar hip, infegbienal appigtion raltes -3 SatspedBrlicadan i ci ous

Or suspi Ci ousscggt 'Nﬁh{bbleslzr(#@wef}cdcﬁﬂﬂﬁw2(9”%1055(1% eAmiioFIngiaGUThAG: t he
conputer systenms and networks still have vulnerabilities. For exanple,

conventional Gymilaing Tl sedubishgladne Aspmsaitosr Seyed t Mwbain H2/p WS éccrray
still be vul neraby g tz‘alégﬁ&&n%dt ARG e €OReATor HOCl D CnidhRAE THRGL! T N

is a when a rst’ hétwo rotocol 1s encapsu ated i nside a second
pr ot ocol . are incorporated hcrcm by reference.

FIELD OF DISCLOSURE

[02]  Aspects of the present disclosure relate to computer systems and networks. Particular
aspects of the present disclosure relate to securing and protecting the integrity of

computer systerns and networks.
BACKGROUND

[03] In today’s information age, protecting the sccurity of information or data in computer
systems or networks can be challenging.,  Infrusion Detection Systems (1DSs) and
Intrusion Prevention Systems (IPSs) are commonly implemented in order to protect the
security of information or data in computer systems or networks. 1DSs and IPSs
monitor network or system activity, and indentify, report, and/or attempt to prevent
malicious or suspicious activitics. However, conventional systems for sccuring the
computer systems and networks still have vulnerabilitics. For example, conventional
systems for sccuring the computer systems and networks may still be vulnerable to

internal threats, such as tunneling,

[04] Tunneling is a when a first network protocol s cncapsulated inside a sccond protocol.
For example, a Sccure Shell (SSH) tunnel is when an encrypted tunnel is created

through an SSH protocol connection. In order to create an SSH tunnel, a user may



For exanple, a Secure Shell (SSWtunnel is when an encrypted tunnel is
created through an SSH protocol connection. In order to create an SSI1
tunnel, a user may WO 2011/ 130524PCT/ US2011/ 032515 2 configure her

conputer to forward a specific local port to a port on_a reno%egqg chi
once the SY¥APUARLY! has been created, the user may confe¢tS2dehe speC|f|c

| ocal port to access the service ont renote network. [5] Tunneling
provi des a nmeans for a user to circu nt security features an organization

may have configured, for a conputer te net wor k t hat 0 ni zation
e contror | g TG e PR AT Beal st A Ron B M aat | ons

the user sendSndcOhaSEH BE&IhYEScch ERMeENR: uc;at RAEPednnt@ t@the shdreficusei port web
session or web trafflc) from bei ng controlled nonitored, or even visible

to others, i rEF% ’]ﬁ@“t"}‘féOBF@aﬁP%%PFWﬁ“‘controI ling the systemor network
frontmhich the user is running her conputer. Therefore, it is understood

that tunpe| i nomaeieatesvideshi Gbunk ifeika swenadiicamiart stdueityofeg@rts zator@nizaf@y
exanpl e, by crea ing a tunH % a user nmy access restrlc ed content t hat
&

the organi zatT®h “r‘n‘éi’s“t"é@t“rc d fw%ew*t%ﬁt Jeressithy lff:t?f%%fi oty §s

creating a tupRgblling 13 WhaRY, by ﬁﬁ‘t%@ﬂ:ﬁ(g Dhus QAR M-S EinSH@tMBhLthe user
confidential information, such as confidential information about the

organlzatlon‘ﬁﬁ‘tﬁéﬁﬂr@@§ﬁbﬁ@ﬁsm°dﬁWﬁmtHegoW@anWZaWﬂbﬁ”ﬂéFH@“ﬁﬁéﬁ%ﬁ@ of the
transm ssi on Qr, @i @&tﬂ)ﬁ%& Qﬁbn[lt@]cd-r&e{v%ﬁ Qlsfble iototmyllﬁjcllktf?né)@t@%ﬁ iAo 0 be

able to detect and analyze tunneling (e.g., encrypted tunneling) in order
to proactlvehyﬂa@hn@ékiﬂb@@lDlewﬂaﬁhik@aW§N@hHROWﬁensp@ﬁ@h&h@l?@“@“ﬂ

detrimental DARAYLEY il & LREAAOML bR, TEOSK, o 'tlgw%kdt&ﬁm?@vfam eous

to have a system and net etects”tunneling(e.g., encrypte
t unnel i ng) i mrgantenput Ber sysibenborremgtpwo fuenel Fupsdneray dctespusirabtddecontent

advantageous st.em and hod |ch et ects-apd. anal.y,
tunnel i ng (e.'§ 1‘9 tpc oacgramzft}/o& }t?dsnrﬁ‘gilctgaa§ gl u‘;cr rom ce%sgtﬁ %urirglg ,:D Jﬁé‘%l\%\%rak
SUMVARY [ 7] As;pei;taaabaf mh;&temphfeesenﬁhadwse Idosctmmeatc edretidentiad irfoomputsech assi st ed

t hod f det [ ted t I d
I T A T g S i

extracting i nfr@hiRtibiobeifegandicny iR (QMNRG sunstmbai@l Hyper Text Transport
Protocol (HTTP) fromthe electronically received infornation deternining

at | east est. nation % ﬁ%h extra qflnf |on re ng th
connecT WRhor Gkt e HRbiadS dRaif Fbpe ng ot BuhegorTale: & ¥ andar o
HTTPS sessi orenwyhidd eaateliod) inherdat d pasttw@ryedcdieat|paammlomdtdFuakmer¢ othtye
conput er assi sted net hod na% further include, for each 8% the at | east one
desti nation, potentially dctnmcntd chavior fo the organization. Hence, it would be advantageous (o

have a system and method which detects tunneling (e.g., encrypted tunneling) in a

computer system or network. Further, it would be advantageous to have a system and

method which detects and analyzes tunneling {¢.g., encrypted tunneling) in a system or

computer network.

SUMMARY

1071 Aspects of the present disclosure relate to a computer assisted method for detecting
encrypted tunneling or proxy avoidance which may include clectronically receiving
information from a proxy server, extracting information regarding a CONNECT
function of Hyper Text Transport Protocol (HTTP) from the electronically received
information, determining at least onc destination to which the cxtracted information
regarding the CONNECT function of HTTP corresponds and atternpting to negotiate a
standard HTTPS session with each of the at least one destination. Further, the computer

assisted method may further include, for each of the at least one destination,



WO 2011/ 130524PCT/ US2011/ 032515 3 determ ni ng whether the destination is
hosting an encrypted tunneling or proxy avoi dance application, wherein such
a determ ning nay be based on characteristics of an Secure Socket Layer
(SSL) certjficate associated with the destination or gcei ved
fromthe d&’é’t’.%ﬁéﬁ?% over a TCP/ 1P connection. [08] Fﬁ%@%@gﬁ‘s of the
present disclosure relate to an encrypj ed tunneling detecting apparatus

whi ch may include at | east one processor; and at |east one nenory storing
conput er executabl e instructions that cayse the at | t one processor to
perform a rret(ﬁi)célm’f“é)'}” d@‘fﬂrg@t ity g%‘sﬁ’g%ﬁﬁt Ed ?‘S‘H%eﬂ ﬁ’é‘f'yﬁ ﬁdz tlrlrné]teﬁn Omgfyncl ude
el ect roni cal | avotdesei appligtibmfvarcomd kn o dadsrminigy oxy bs drsedon ohxtictacdticy of

information regardi N function of HITP fromthe.electronically
cei ved | nf GG So B LA T g BB tocifd B P AR POOR § RS he
extracted i nfeedmallifm mhegastidiing ob-bie: TROMNEGhnéawest i on of HTTP correspond and
attenpting to negotiate a standard HITPS session with each of the at |east

one destination. Further he nmet hod ma | so include, for each of .the at

| east ong’gﬁesé)‘ir?fﬁ’i Rfcts é?gttfécr H{Cﬁ?’%g‘ﬁc?s‘ggégﬁtect&% AR %fggcg%lﬁaqegcﬁnw th the
destination hgpal@eRvhigSHedinahide at Febis load peREdstrf, as@belcautohe hichoramndring
determ ning whether the destination is hosti g an encrﬁ)pt ed tunnFI i ng

appl i cation, SRHEHET ﬁX‘ECI‘IE‘bHeWE‘FW‘?ﬁSp@aWS‘b8’0 Jeast 8hC EIRSFEet B PStY¥s" of the
SSL certificab@n@f @ JLIBANSHayASLIMREITL Omht heeteRiStbnasdlQnR QY@fonRalCP/ | P
connection. 109] Additional aspects of the present disclosure relate to a
conput er assiSeRdngERORAGr T9et ecPIary BHEHy FEEEFINENBETTREWHPEI Hiy?
include el ecter@Ugal YuhdoR! ¥F NGTTRT AHARLHONIEG RMAIPT RXYvEe! MREmation,
extracting information regarding a CONNECT function ‘of HITP fromthe

el ectroni cal |detarmpéigvatdedshbor destinaion toletherhnthaichigeckad Ewmetioneszddarithat i on
to which the i.nf or i [ N b ngt. 4 HTTP
corresponds aﬁ%ﬁfg? 1(:é teleng‘tnfpﬁ%l P ﬁfgg’?)férg%g@ng ggia%%pgy H?E%gégﬁgiio%%\ﬁ each
of the at | edd$tTRfhesdesvithatdhar thahuddabteme defimanet Hodthemthcahghod mey agke, f or
each of the at /|east one destination, determning if.a §Sl.qoCertlficate
associ at ed m‘ilﬁ“?e%g%"d& i %ﬁﬁ’ieo‘aa]ﬁ%f’g WESTHEEs (%?mclam?’ ﬁsig & chﬁ‘?%‘}‘%at e
aut hority andhssteiaesdmvith nig: sRetdien hthbcdleisducd dly icomudtal dwogfidangaalmrgnend/pt ed
tunnel i ng appl|icati on, erein the determ ni ng may be, based on .. .
characteri st i‘{%er‘a’f“”lgh«‘é“h £ ﬁ‘@r‘ﬂe'r“tf“?dé‘ﬁ’f as Jpstpe, %‘s ﬁ%%%‘gcq’ g‘ﬁ’@?‘\‘ﬂé’d PG Vhe
destination ovigfeid tHCR érthi G0N ARG THcMhscd WOCRHANL LBOSZARETSUS2OA1da0:3@5d 5

response reccived from the destination over a TCP/IP connection.

109]  Additional aspects of the present disclosure relate to a computer assisted method for
detecting encrypted tunncling which may include electronically receiving information
from a proxy server, extracting information regarding a CONNECT function of HTTP
from the electronically received information, determining at least one destination to
which the cxtracted information regarding the CONNECT function of HTTP
corresponds and attempting to negotiate a standard HTTPS session with cach of the at
least one destination. Further, the method may also include, for each of the at least one
destination, determining if a SSL certificate associated with the destination has been
issued by a trusted certificate authority and determining whether the destination is
hosting an encrypted tunneling application, whercin the determining may be based on
characteristics of the SSL certificate or a response received from the destination over a

TCP/IP connection.



4 BRI EF DESCRI PTI ON OF THE DRAWNGS [10]Figure 1 illustrates a diagramof a
gener al - purpose digital conputing environnent in which certain aspects of
the present disclosure nay be inplenmented; 1111Figure 2 is a diagram which
schematically shows a network connection to the Internet through a proxy;
[12] Fi gurg(%z"}‘é”“aﬂﬂi agram whi ch schematical ly shows aqufﬂﬂ%&m’gﬁr’%ugh t he
proxy shown in Figure 2; [131Figures 4, 5, 6, 7 and 8 show fl ow charts of
illustrative exanples of methods for dbt ect | ng and anal yzi ng encrypted

tunneling according to 15 tw% 75 ure; [14]Figure 9 is a
flowmchart of an iIIustrﬁgébkgm 85{)6'2%%& ﬁ/ﬁ ﬁ detecting and
[10] Figure 1 illustrates a diagram of a general-purpose digital computing environment in

which certain aspects of the present disclosure may be implemented,

[11]  Figure 2 is a diagram which schematically shows a nctwork connection to the Internet

through a proxy;

[12] Figure 3 is a diagram which schematically shows a tunnel through the proxy shown in

Figure 2;

[13] Figures 4, 5, 6, 7 and 8 show flow charts of illustrative examples of methods for
detecting and analyzing encrypled tunncling according to aspects of the present

disclosure;

[14] Figure 9 is a flowchart of an illustrative cxample of a method for detecting and

analyzing encrypted tunneling according to aspects of the present disclosure; and

{15] Figurc 10 is a flowchart of an illustrative example of a method for detecting and

analyzing encrypted tunneling according to aspects of the present disclosure.
DETAILED DESCRIPTION

[16] In the following description of the various embodiments, reference is made to the
accompanying drawings, which form a part hereof, and in which 1s shown by way of
illustration various cmbodiments in which the invention may be practiced. 1t is to be
understood that other embodiments may be utilized and structural and functional

modifications may be made.

[17] Figure 1 illustrates an example of a suitable computing system environment 100 that
may be used according to one or more ilfustrative embodiments of the invention. The
computing system environment 100 is only one example of a suitable computing
environment and is not intended to suggest any limitation as to the scope of use or
functionality of the invention. Neither should the computing system environment 100
be interpreted as having any dependency nor requirement relating to any one or
combination of components illustrated in the exemplary computing system environment

100.



anal yzi ng encrypted tunneling according to aspects of the present

di scl osure; and 1151Figure 10 is a flowhart of an illustrative exanpl e of
a nmethod for detecting and anal yzi ng encrypted tunneling according to
aspects of the present disclosure. DETAILED DESCRI PTI ON 1161l n the
foll owi ng description of the various enbodi nents, reference is nade to the
acconpanyi ng drawi ngs, which forma part hereof, and in which is shown by
way of [18]l ugtspadis off MardieUsuariedopeaical wilhinahetone dihuregdnean payoseeor
practlced It is to be understood that other enbodi nents may be utlllzed
and st ruct uPBICIRAMIOSREPMBREIZ PSERTT FBAEITGHE SRR CUMI SHEENS | f?]“iﬁP]ﬁﬁ & el

Il lustrates kAGWRE lllt%1 OJ)’Sl%nl%uéntvﬁlallﬁxe rg?]'dpdrr&gn (itht ltpé{lnli mha Q(‘POII hat
e O

may be used accor o"one or nore illustrati |nen of t
i nvention. Tuhe vadxmjm:t invgnisys frefdenbut arment linGedi , @nisynmine)mmaﬂp,l eemcf:r a

suitable co utln EL t and i.s not_ jntended to su %est an
limtation & ‘“{’B‘e’c ‘6"8@ opfaniedeices MEHPEREFE Y BFE HBICT PGS Ogpased

Nei t her shoygkfifle scOMRYL ivdGeS Y Hr&IPuRMAbIONEBRBIM 0018 rdniiseT REQRLRD #E,
havi ng any dependency nor requirenent relating to any one or conbi nation of

conponent s nlihigempeicsdniamitane @xgmpdrardistobutpd tompguisyestremorments dimemtude00.
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any of the above systems or devices, and the like.

[19]  Aspects of the disclosure may be described in the general context of computer-
executable instructions, such as program modules, being executed by a computer.
Generally, program modules include routines, programs, objects, components, data
structures, and the like that perform particular tasks or implement particular abstract
data types. The invention may also be practiced in distributed computing environments
where tasks are performed by remote processing devices that are linked through a
communications network. In a distributed computing environment, program modules
may be located in both local and remote computer storage media including memory

storage devices.

[20] With reference to Figure 1, the computing system environment 100 may include a
computer 101 having a processor 103 for controlling overall operation of the computer
101 and its associated components, including RAM 105, ROM 107, input/output
module 109, and memory 115. Computer 101 typically includes a variety of computer
readable media. Computer readable media may be any available media that may be
accessed by computer 101 and include both volatile and nonvolatile media, removable
and non-removable media. By way of example, and not limitation, computer readable
media may comprise computer storage media and communication media. Computer
storage media includes volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information such as computer
readable instructions, data structures, program modules or other data. Computer storage
media includes, but is not limited to, random access memory (RAM), read only memory
(ROM), electronically erasable programmable read only memory (EEPROM), flash
memory or other memory technology, CD-ROM, digital versatile disks (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or other

magnetic storage devices, or any other medium which can be used to store the desired



[ 18] Aspects of the disclosure are operational w th numerous other general
pur pose or special purpose conputing system environnments or configurations.
Exanpl es of well known conputing systens, environnents, and/or
configuratjons that may be suitable for use with the | ncl ude, but
are not I|W|%t ByPEH personal conputers, server conput ers 5%%2%34?% or

| apt op devices, multiprocessor systens, m croprocessor-based systens, set

t op boxes, prograrmabl e consuner el ectronics, network PCs, m niconputers,
mai nfranme conput er s d|s ributed conputing e ranments. that incly any of
t he above syrsT HHEMB’IH Lty bcgsca“ VAT B g rﬂg'terqﬁg] 8ﬁrgm§?:'tcas“°8fm(id'a YR O*c?,yl osur e
may be descridp@@ddicn cb.lﬂput@eneﬂ@nc mmcmsm htaCOnputes plegﬁﬁutnaﬂllliﬁs or other
instructions,, such as Elrcggram modul es, bei. ng execuged by ut er

General |y, préfram TGS EREnERECE Lt FHHES WasE gight %‘d“% é’&ctc b nent s,

data struct uriggud@ngy ifierohatike dbinaty peditorme pant tesdudfedt mks,,,can” mg@isement
particul ar abstract data types. The invention may also be practiced in

di stributed coBLBRGSSRYPT eﬁwaftls hiparteitigsies Oa?ien%’rlf*é}«*ﬂ*eemﬁw 8hth e
processi ng deyt&RS iffMatidh Cinl ke LN Opghy gy caMBkhgat hANSi10SMRIten, | N a
di stributed conputing environment, program nodul es rmay be |ocated in both
local and reromenuineper Bedis tiegludes “itsdiracdingich @b g wshestyorktasrdiiget-WEsd ces.
[20] Wth refgfenge, bod fiBilGnddia mﬁd@%aufc' Re, lﬁmts@moemrrv@%%emo may

i ncl ude a conputer 611 having a processor for control %]overa
operati on of (fdmlmwwpubéthcmly efnitie |dbtsvea§1991dl d&oeblc wh@eﬁe\nt@ Crishradding RAM
105, ROM 107 dul.e. 1 r

typically i ncﬁomgggél a éjldrgfr e%(m) M‘“’“ﬁ%ﬁ?t *ﬂ&g‘émﬂﬁs i'-njag m%gg)% glt]eléTer‘"ecadabl e
medi a may be appycativiad :lcpm@tmgdneaartpha{t:onuytabsemad:eeﬂs\edi nluynomx)riﬁimémlc 11 and
i ncl ude both volatil.e anddnonv (ti He a, J:eqmoy E dekb rmvabl e
medi a. By way oBWUK AhST ¢ 500 CHRSE ‘f"i’rﬁo AP ‘& H'ph rea £13) da may
conpri se conpuﬂ;ﬁﬁgsﬁmba@apumdloa and conmuni cati on nedi a. Conputer st or age
medi a i ncludes volatile and nonvol atil e, renovabl e and non-renovabl e nedi a

i mpl emen t echnol ogy. f or st i.nfor ion such as
corrputerfzﬁgac}ﬂ%ﬁ&mpﬁg'??ﬁ'ﬂ? F@r@dy ‘BQP e%ﬁ“%‘#’ﬁ?e Cypggot&‘#%r%‘“ﬁ% &/%" St her
data. Conput arazoagEOﬁage anBeh of comphtdEE, mbuprovide tput, kidrinkedlsé mchrdand@m access
menory (RAM), read on el ectronically er sabl anmabl e
read only nerB?y © ? EP‘F%&V)W%‘" f"i"é‘g&gﬁﬁlﬁ’é’r‘i}“w b‘f ﬁ@‘rdc?rﬂ?‘/‘fﬁ F‘é‘&“hﬁbﬁ 3L“£CDRCM
digital versatithf, didgsksubiDvdlor @fapBichiesut@pt iSealvardi sy B %@gemmfagiaebi;c
cassettes, netic tape, magnetic disk storage or other. pagnetic storage

devi ces, or aﬁ; dati/ﬁbiatowearmwwﬁ? ERTEI 0 Reedsy 403 {5 @ating grericeil! wo

2011/ 130524PQI U@&%Mr%?%én&d rl-fo‘?rcﬁ?fﬁﬁi@r}n Wb Gy Cidte 36085 S Bekdoby

conput er (gon’mml cation medi a typicall n%odl es conputer readabl e

i nstructi ons thejgerapuderr 1Gd+ swele &8 afpf’%ﬁ&%*&fﬁ@!ﬂﬂés wpligtine proggans 149 adhddul at ed
data signal S‘cH&Jald?c%l Bat QAL I ?f Vﬁi\t’cﬁ"nﬂwcgt h&{m Lo S BOL &mﬁ@@rlﬂ'%‘l' §%ﬁ9ﬁjt01

i ncl udes any information deli'very nedi he term™ rmdu ated data signal™
means a si gnaixedutablc raguatines ory o reenbodicd tis h@ﬂdml@cﬂleﬁwm#%@%éhow) c¢hanged
in such a man n _ e anpl e,
and not |im t%’f’mbﬁ, mc%rtmu cdtth(gzrif%rpe iﬂ m!?{]ﬁ%te)?c?v{: [?lggk meﬁ?éag sucdg%é}g%(a
wired net wor kinformatione etd vucmadat chrﬂdmcnnfmmatiamdfm thel egge n’a(*ham uailrwa!s,
acousti c, r W t he, any of
e above shabiePPaRbELEM sl et rlemisnh of & ulppe b Bt sy T pukigh o

medi a. Al t houghtib®d shown, RAM 105 nmay include one or nore are appl i cations
representing the appl ication data stored in RAM rrermry 105 whil e the

PR R e B S R e T

i ncl ud]e a m th’xorlabﬁfgffmokﬁy!@ﬁﬁhtcrta LOsh &cmeafh,dtoamdfdmlrlzsat thdJISSI . Diueg brawndti ch a f
user of conputer Vi and may al so i.nclu one or re o
Speaker T oropPBGH 1GRAar 51 e pavohaS a6 S Sy gy Bany gyl
provi di ng t exjryiad olerRdl R¥érfdakbAR dé10Fveds aRRbEBlicOLBIP Uthe nSRftM@MmBedtBYs be
stored within nenory 115 and/or storage to provide instructions to

processor 103lcpisieddm EBuin nebpaties i‘Gi “Ft@""’ﬂ‘e@%ﬁd\l)nﬂ?a’i“fj Jurdds aR OFSRES For
exanpl e, mengRyalil P oTRY 1%59%@0%“&6@%% weeRRY Whéa eRamYL AN Qdivosigh as an
operating system 117, application prograns 119, and an associ at ed dat abase
121. Alternatively, sone or all of conputer 101's conputer executable
instructions may be enbodied in hardware or firmmvare (not shown). As
described in detail below, the database 121 may provide centralized storage
of account information and account holder information for the entire

busi ness, allowing interoperability between different elenments of the

busi ness residing at different physical |ocations. 1221 Conputer 101 may



7 environnment, conputer 101 is connected to the LAN 125 t hrough a network
interface or adapter 123. Wen used in a WAN networ ki ng environnent, the
server 101 may include a nodem 127 or other neans for establishing
comuni cati ons over the WAN 129, such as the Internet 131. It wll be
appreciated that the network connecti ohs shown are exenplary and ot her
means of establishing a communications |ink between the conputers nay be
used. The ex&hﬁt(ﬁn&ﬁi Qbnmpier 001 wadonastSed®@l the KROWD Pihedib el ifetwotkinREaddGhY | P,
Et her net , ;1 HTEEE %Qd t he I|ke‘\hr resuned, and the system can f

oper at ed i nAdAR R sy f glfARY NGV nge‘?mrpmaeuséﬁ fFVFet 1 &4 web
pages from gnovei- abax%aélns@r?vcﬁroth&we@fs Wﬁédtzﬂﬂﬁhﬁ‘a@fl:\éﬁ‘fhﬁdlﬁ’éh@;b;l%b@lhﬁ@%ﬁ]\?s can
be used to dIS | ay and mani gu ate data on web p a? Addi ti on :

appl i cati ong: o%@?fa?ﬁ thednigaist! by 1 well epapricdnicd e gt?d“t‘iLW‘ gov%ecgﬁnsswwn

i1 ustrativereeshadiiienindobihbh ercaly 80 lek@blidiRYe b NDnHAHEATRYURK BtRes akl e
instructions for invoking user functionality related to connunlcatlon such

as emai |, skoPPURBIBAGhe Sedyilde cxstape ohmey Yovawus wslitknae ripwsels such as
recogni ti onappipl Gafeh QRS TH, 2HTPIESIE 3kE IS]‘@%SIRﬁCdlélld H%Ysy§t|e§10calﬂ%crﬂf5@¥all&i

term nal s including various other conponents, such as a battery, Speaker,
and ant ennash ¢ nbftni§hwmqollfilmmmc§wgmlt am@nyltfelem@/w?b papeh hige & wgbdpased

| nterface gl ngysueh ps! GALARTROVER! frodRed YR BE |2l ! By OB O

nore arrow eys at a g ove, nouse, roller bal touch” screen, or
the 1ike. [Bﬁl}nﬂdaw datnon ectbipaaes. t hr oughout the disclosure, the term
organi zati on may be used interchangeably with the terns: bank, financial

instit 'ﬁ‘ﬂt ol élﬁg ’al b%lﬁﬂ;i]i@ﬁ“ﬁ(ﬁ? p%@%dlﬁ Y1984 ﬁgrqh% CKg,BudEP%i %'E:Qarg{n%atleie%)at ion

i's not ‘mting, "k i nst ead scribes a singl
pot enti al enﬂbmdawmnﬂambmmﬁ aight m\@sp@cm@yoﬁcludffeCCdnm'tmp@abfréunSttrhletlonSi t is

noted that y0rRuahotod b ARh O THERY & PamhGLID:AOR! G¥50 UK D oliSihunce

i nt er changea associ at'e,
enpl oyee i smmtcel(ﬁ%ﬂwsmdmd voaebeputiand spasgh rdaugmlmlsamlutanmsel y descri bes a
singl e potential enbodinent according to aspects of the disclosure. [26] As

descr | ?f"rﬂ ley Fina®N 121 93" Il%"‘ilt n%9 %HShbgsm%bikl)éinllénmn!al@aﬂ?c'l@dmé NS fobYt 4R

busi ne
components, such as a battery, speaker, and anlennas (not shown). Input/output module

109 may include a user interface including such physical components as a voice
interface, one or more arrow keys, joystick, data glove, mouse, roller ball, touch screen,

or the like.

[25] It is noted that throughout the disclosure, the term organization may be used
interchangeably with the terms: bank, financial institution, company, business, entity,
and the like. The term organization is not intended to be limiting, but instead merely
describes a single potential embodiment according to aspects of the disclosure. Further,
it is noted that throughout the disclosure, the term employee may be used
interchangeably with the terms: associate, user, and the like. The term employee is not
intended to be limiting, but instead merely describes a single potential embodiment

according to aspects of the disclosure.

{26]  As described above, an organization such as a bank, financial institution, business, and
the like may provide its employees with access to the Internet, aka, the World Wide
Web (web). For example, for some organizations, their employees may need access to
resources, such as the Internet in order 1o conduct their duties as employees. Further,
some organizations may wish to provide access to the Internet as a convenience or

benefit for



the like may provide its enployees with access to the Internet, aka, the
Wrld Wde Wb (web). For exanple, for sone organizations, their enpl oyees
may need access to resources, such as the Internet in order to conduct
their duties as enpl oyees. Further, sdhe organizations nmay wish to provide
access to the Internet as a conveni ence or benefit for 8 their enployees.
Therefore, tha @ﬂ;gaydezatTlmrEs"omfamepcngmiizh&ioesrmhayy}aesidweuﬁpha}cacesétht ceetoof

t he organi zati on' F nmputers in order for enpl ges to connect to the
Internet. 19Me©d r“"e%’éér‘sﬁb‘llzétm’[‘ﬁp‘ioé%‘ﬂt‘i}s ‘PrP‘Q?IcFeP d ee"ﬁ’&? %‘iffﬁéﬂtcoal&%f&r‘l%ﬁﬁ
above, an ofggpization will provide access to the Internet via a proxy,
such as a proxy server. A proxy server is a server that acts as an
intermedi ary for requests fromusers attenpting to access resources from
ot her 8 veFs: eromplexspphlly. in putthen sivivemianh ddwsibed Bbevcabowesanifpppyells of

h h
Server o a3 8% eGP IR P ESTER PR R LAy Srfidheen a

conmput er angkridietHantRisned anAﬁlt(ﬁﬁﬁB:al)n 6 getiRs, fren 8sERd AytepEnge aopaticess 201
accesses the Internet 203 via a proxy server 205. 1281 An_organi zation may

i npl enent  argspwRes Semadher soivkisgdcaeramplesndhe giages descpbed am\?eemp RY&isder
to take advgf]\thg%?%al% Za 181?&}%%%%@ c&%ﬁ&%lt t%earc}fgs';; tinthﬁé?\(Jlladf? {)llog?ftsgirvgis V\%me

mai nt ai ni ng contr Ion" s conput er rk. For
exanpl e, a pﬁ@xﬁmgﬁmvamumauuh@u&@mangubmdmn@nbﬂavmdecbmpmabmhiﬂylhmnmt
determ ne and | og enpl oyees' Internet usage, For exanple, th proxy server
may be confﬁ@&?@ﬁ“ﬂd&ﬁ?é@?ﬂé”?é&@%é§°m@PmF86§aaﬁﬁﬁéﬂ“§W8ﬁﬁq P Oifs2 BEP¥ct s
of I nternet &g@. 5 i ncluding how often enployees are connecting to the

| nt er net, ong the Internet sessions last, and the |ike. Therefore, by
Ieveraglng the | ogs of the proxy server, an organization has the ability to
nmoni t of28} ar hausgasmeion snayf intphendm tagmoet seswsiooﬁgur@tﬁmt, hacleamﬂasylé@si above,

1291Further, a proxy server m e.configured to restrict access

particul ar gb@%f&é@ 5& c%ﬁ?gﬁgg(%‘Fa%%§n8|@Dxéﬁ“8%©aWP&dF98ﬁ &ﬁféh to

restrict e”maﬁﬁﬁﬁﬁgfc'bﬁﬂbla&ﬁé?ﬁﬁz' dHfafiBffoh GUWoR pu RSt r (8tvebrk. W@bé)keinﬁﬂe whi ch

t he organi zati on deens i napproprrate for the enp ébe to be acceSS|n? over
th ogl |

an organlzaﬁlwnX$ %ﬁ%@uﬂ@? msaehﬁgwcmsbspmwskwwhma dgrdgienEnerandr
fantasy sport ng, .t h fore,
the proxy sErpios ey RS iR cata e METERY S BPR e el BRI
accessi ng ardcB&REGE 10468, \é\lﬂtbhsﬁfo\ﬁebalﬁ(fustdiﬁed%@f Iatiremtapel mcﬁﬁiﬁﬂgeﬁbwtdﬁea
restricted website. 130] Hence, based on the above exanples, |

under st ood ehaloyess B gannertng on Urealpterag) bawdeng ther @Wﬂ@éeﬁe%@“%‘éﬁf iﬂ&h that i on,
such as des Pf(é be[‘iiler%l?(? \éeb)é 1@/89 r%%g thteolo%) %E %{Bﬁ)g{gtgeR!el O¥fhr )tanf’:iau d‘n h%s the

organlzatlon § Cco ds discusse
avai |l abl e telﬁahtj,abogfymmyaxﬁ?dds@\sp&mxbfoyebsema sehdi@isrof &t erbfleyeeent r ol s and

[29] Further, a proxy server may be configured to restrict access to particular services or
content. For example, an organization may wish to restrict employees from accessing
particular websites (e.g., websites which the organization deems inappropriate for the
employee to be accessing over an organization’s computer, such as websites with
pornographic material, fantasy sports websites, personal email websites, and the like).
Therefore, the proxy server may be configured to prevent employees’ computers from

accessing a respective web server if the user attempts to connect to a restricted website.

[30] 1llence, based on the above examples, it is understood that an organization may
implement a proxy server configuration, such as described above, in order to enhance
control over the organization’s computer system or network. However, as discussed

above, available technology may allow employees to circumvent the controls and



WD 2011/ 130524PCT/ US2011/ 032515 9 restrictions that the proxy server

provi des the organi zation. For exanple, as nentioned above, technol ogy
exists that allows a user to create and use a tunnel (e.g., a SSH tunnel)
through an_organi zation's conputer systenlor network. As discussed above,
by tunnel i W§ PHA3%Gh t he organi zation's conputer systelfﬁTévszﬂ’éké\?\ﬁl’l

enpl oyees nmay bypass controls and restglctlons that the proxy server has
been configured to inplenment. [31] It 1s noted that establlshlng a tunnel
(e.g., a SSTI tunnel) r be rel ativel gas f.or. an_e e to accompli sh.
For “exanpl e, Wﬁ@?ﬁméﬁﬁnﬁﬁPFV%F@VQU??V&¥é %ﬁéW 6%?PORQW§HW§ ﬁﬂ?mﬁgﬂ%?gure a
user's conput®bvd, Qedhh&Bhe cast UnielilowMai 68 tof fedtelyd uad hawet (B USESSH O
transmt data or allows the user to access bl ocked OnR6P§Mﬁ§gCh sof t war e

appl i cati ons BHENACREh) JLEVETIPAB FRMBIKCTEHECT OF BYHBE dh FO%YEy™Y reel y

and qui ckl'y deyipadnend tHaS&;?!aAmatuB@ﬂm&nqph@r s?@&@%&l’ctw&ﬁzlmﬁb?@&%gy is a
di agr am whi ch schemati cal | | ustrates the concept of a tunnel through the

proxy server @m&MDﬁltWiﬂ?‘iU@u?%1‘210“%3t§5é‘“ei?i0¥h‘>qf‘f°g @]ﬂ“émS“ cQfiguisd & YIERRh Ut er
201 accesses the Internet 203 via a tunnel 301 instead of the proxy service

205. 133{h} I8 jsRk@Anih@kbRhidgNN@hnd 8 D SENAWERT) Rly RSrcRLilAPkastibLo MY
shift control for Internet usage outside of an grganjzation's contraol. Once

the tunnel isniese édlaccampbybplloy cxamme.dhire arcgnpplaseftaty sRRiteligrsvioh
| imtations trﬂ? odnlf ur@ra%@:";@c;n'xﬁ'fbt h@éw%taa%dcﬁ nﬁgchvm.ébpemmwe SQF ¥er -

Further, as t o ee Is no |longer usin proxy sérver, the
organizationtw&ynhds@(wmgwﬂipry36¢d«méﬂé0 n@cﬁémﬁaﬁu@hﬁm@VééﬁmE%@§§%s t he

onternet . | 344d oo RTRLANGE AT FHIERAL Sndlficl IR S0 dn@qaﬂeﬂg%g}yafaa@mass the

controls and TeStriciions of the proxy server vari et reasons. For
exanpl e, the iestpl byeenimycdoguatt enpting to access websites which have been
bl ocked by the organization. Alternatively or additionally, an enployee

h t.
may aveg%hr B %\ﬁ gisdbzﬁ';%;% whl{:e Cl&on@%@ﬁ iludt ?es@l%sc%ﬁ‘l:c%t 8t S@ndl ﬂ&&[&‘ﬂ e

breach s enm na tra I nformation.
Ther ef or e, asnmanwbelumuaneﬁb@m:ba&edmomlFmsmabdmewemanpnﬁyt2ﬁbgapﬁb%ss of

t he enpl oyee’ te C t.i a usin el through the system
or network, HJC'“ %EQevﬁ 33%°Q§§dﬂ§ F P%Cﬁ“mngﬁr%gpgon to detect the

encrypt ed tunnellng activity as soon as pOSSIb|e
133] It is noted that a tunncl can be thought of as a tool which may shift control for Internet

usage outside of an organization’s control. Once the tunnel is created, an employee is
able 1o bypass any controls or limitations that the organization has established via the
proxy server. Further, as the cmployee is no longer using the proxy server, the

organization may lose visibility of where and how an employee accesses the Internet.

[34]  An employee may create and implement a tunnel to bypass the controls and restrictions
of the proxy server for a varicty of rcasons. For example, the employee may be
attempting to access websites which have been blocked by the organization.
Alternatively, or additionally, an employee may have a malicious intent. For example,
the associate may intend to breach security and disseminate confidential company
information. Thercfore, as can be understood based on the above examples, regardless
of the employee’s intention for creating and using a tunnel through the system or
network, it would be advantageous for an organization to detect the encrypted tunneling

activity as soon as possible.



10 [35] Therefore aspects of the disclosure relate to detecting and

anal yzi ng encrypted tunneling activity. Further, aspects of the disclosure
related to detecting encrypted tunneling activity in near real tinme. [36]
Typically, in a situation such as desdfi bed above, where a user is br owsi ng
the Internet via a web browser, the user is using Hyper Text Transport

Pr ot oc 635]( HTBReforefTEPecs ah thp pliscdesticomelbtay r dpteoting gindf aralyiieg revbiypeed,

CoLB0r B4 e UPELIR. BT, 5L A T TR R AT RE 1 2

functions whimgBlihgdslieal en hoe réleshiced action to be perfornmed on an
identified resource (e.g., a web server). For exanple, the "CONNECT"
function, which will be described below, is one of the functions of HITP.
[37] 1136ls Aopically. e sHirtron wichat deseitipdabqvs, wherer yist sbrounae v Intepeion or
entity can i ne SEL B a web
server wt h% %:VEE |b€dlystsep§%§1{jr§é"ﬁ?€gﬁuggh ur|%ﬁghﬁﬁgﬁﬁlﬁ@?tﬁgﬁmg@iﬁ)b@ﬁ e%’ure
Socket Layenn (AfliratidrsLaygprebocal fof afistributad)i exdlabdvatise diypetiyedid iidomeggage

transm ssion over the. lnternet. For exanpl l., and .nore recentl
Tr anspor t Léxﬁé‘?“%ebar Pepay Pe Spopmnicd iz gP}@is %‘g%bﬁ“%gﬁ‘?n 9@“'8f§&‘%‘éﬂ=a(ﬂ'hi c

protocol s tWgﬁH@WP@ﬁciﬁé&%%ﬂﬂfu&ﬂ%Bs GRITRURNEAE HRNRPULECRGIYBE KeriSHed as
the Internet. TP over SSL {HTTPS) is a Wb protocol that encrypts and

decrypt s usen apadpatifiedusstise &sgweMebasrvehe Hpageanplhathe SCONNEUE HEshebyn,t he
Wb Server. Hence,, when an | oyee | si.ng.HTTPS..t.Q, comruni cate with the
| nt er net , tH’@l@o%h‘ﬁC@é‘f‘ﬁ’&ﬁz’gﬁ%){%‘é‘ﬁﬂs‘fé& tf*l’fgtr’%”fscﬂfi{:i ﬁ)n an environnent in
whi ch a proxy server is inplemented, all requests and replies over HTTPS

are nopngi siisencaéd the ProXYs $61 ¥&ure. | NHtERG, worlsY atdiBer R SEES ety dagel f
is logged. [38] It is noted, that there may be benefits for enployees to

have accessMosligu@hthsaxgltange batwean dt 1s6H8 compyicesihibl avebegpies padisvingly itheed
to send confj i i nfor.mti wer. laternet, .. MY TS is
(o 2o Conl PR 08, SR G PR

t he organi z&iri9magtieeihe sBQINRlOT aOhessafanaishdssidhl ¢S the adibinet. ( Fogexanoa
mal i cious traffic) may be consi dered by the og&ani zation to ha

potential S8k andaperyrErntiyod suspyt Uayd 1ecosed1s-St {wakhdnbpsed rﬂ\%ﬁalj)a 8i¥ch as
di scussed ap&égjgge%’f%ﬁé Ig'o?OCBfSQKQ'tHﬁgvriﬁg 'éedu?i(if?ﬁér QY EFhuriBBoRL Guef rx\%ﬁ){f k¢ such

connects the etween the user an e proxy server a e proxy
server and ththedsforimer 8T Pusien§SL HETTEONNECW ebfpustotel ahat@hiciyipts anB.dedd P

However, the "CONNECT" finetion of HITP nmay be us i r.ways .as well.
For exanpl eUSY Hage (NREEH® Wellrs: the wagss ﬁhﬁé’edﬁvl'*ﬁgd@sﬂﬁwgc%ﬁ%r Hegee!

request conpgefli gn LRp8yé& TCPLLR: t wnels ysuabhhhuhRafeaGlini t@ke il hBS irar ough
t he " CONNECT" f P my b d

a proxy server. For eXxahpl e, function of HIT e used to

connect to emympnisaijormwae scappl ilbatefwn, ini mctndiongenhissehizh sl proay isonsr ssed

En? gr ﬁgt sm?ayﬁgr%re%%,eﬁl ;[‘elég{}gsefsl axch i"e%li’es 39er51§‘¥'rf’§' %.Pee:hgt *ingllbf?argef{le Ealooxg/usrépv%lr. out

Instead, only the web session itself 1s fogged.

[38] It is noted, that there may be benefits for employees to have access to such secure
communications. For example, employees may need to send confidential information
over the Tnternet. However, since HTTPS is secure and any requests and replies are
neither visible to nor logged by the organization, even “normal” or "standard” HTTPS
traffic (e.g., non malicious traffic) may be considered by the organization to have a

potential risk.

[39] At a basic level HTTPS may be used to establish a communication channel directly

between a user’s web browser and the web server with which it is communicating. In



1411 Hence, it is understood that both tunneling and "standard" HITPS may
enpl oy the "CONNECT" function of HTTP. The | ogs of the proxy server wll
identify any "CONNECT" function of HTTP generated on the network. However,
as di scussed above, the logs will not provide further i.led informtion
regar di ng PRALEIERbn, such as requests and replies. Iﬁgﬁ’ﬁgg"]c@%?é“of t he
"standard" HTTPS trafflc the traffic |s encrypted and not visible to the
proxy server and in the case of the tdnnel the traffic is bypaSS| ng t he

proxy server. Therefore, al hdt (g mted information a ava aala romthe
| ogs of the pr'ERYIRITESIG) PHLSH EIBOVP’h‘é‘Gr‘Ci‘ﬂ\‘iE&T’G“’?‘JESWP8HC it f’ﬁ%ﬁ be
difficult to @ivettdrauitsheledivaenswesi ardasdind KRG e ci winhek |pn:g<yap;|@bn cation

traffic in the proxy |ogs ver, .aspec the disclosure relate
to a nmethod at “M@eﬁ‘ﬂﬁhi'%%‘ﬁ‘été@mlﬁgﬁi"§’t° w@aﬁ RITTPS traffic using
information fromthe proxy |logs. By determ ning such non-"standard" H 1 PS
traffic, |4ohe mevded tard GYSEETT haveont dTeIEEA iy Ye twed idehtd waysenercy. pFeid

tunnel i ng. [43] Fj whi ch i |l ustrat t ho
et orm ni'ng. SORRPORT. "6 QRERT ey BaTIRT PRE Priehat GerT g onEr Yt ed

tunnel s accorg@higiib® iAs raemmwfunm%@bu@qb gedilitgie IO thirdi@ht:opragpeats. of the
di scl osure the nethod orned aut ononously by a conputer or

manual |y via Ié{’féé"ﬁ’m]? élﬂc %IEGE” Fpctef P may E“e’é?‘fd |t91°‘§‘t“%°6 toygyy, proxy

initially, th 11840k NRCIREIRX YhobCahlicatloREuRl Rx VreHE BY By TRy 1uPR1 8&@r ched
and new " CO\IN‘%VCan%J%éItel onC acltlé(w0 yﬁqg) lf/atbe léxt racit('ed frlorr%fr{{f% uI OQS@@

According to wasittisnabfinpbist Wi tywricheuiioba nefewrk: CONNECT" activity may be
extracted 12 fromthe logs of the proxy in real tinme or alnost real tine

(e.9., Vifj ua{lié[%(: mediRielon tﬂ&tt&fth A V\éndC%NEéFJ 1aapkvihdy c@ﬁ%&”t&) For

exanpl e, according to aspects of the disclosure, a process ma%/ UB, ate every
ti me the | ogs GAVNEETFbMuncHen pfd@”%erl\hérl@gs Thiths aqowbwgwatnw% Gipyoaioni t or

activity al nogt %ﬁ‘)@ﬁﬁﬁod bf @ﬁﬁﬂe@m@ew Bk NGtk OtHIRTevaS Q@%ﬁéus@@d the

di scl osure, new activit extracted fromthé logs of the
proxy at a prabdet, drendgredillinot provik ﬁ(lélcgdctdlbdumfpyl)dhomdl%ldﬂ‘n, e egysig03ucht he new

" CONNECT™ aCtéqvllctt}lcst%Xc&lﬁ aiglg fgl I}]quf Case of 082 «fYda cfolﬁ’}"'gléseqagﬂé { ch{,‘]}{fﬁpfﬁs e. In

step 405, the ple enhtries nation and
uni que desti rtalt:y@m:dlancﬂ astnEtiblom fhiay)rda@ sembzrcmdtnmdnctdamcé“fthwmnndl;thc gaffiotied t hat
according to pects of the di s # dEStthcn?mﬁtQ o i.nf or.mat | 0 ey be an

P addrogs. | rPORBRBEALE PEEY PP o BeTYSnifoer it el

the logs of the proxy server w1th respect the “CONNECT™ function, it may be difficult
to distinguish between “standard” HTTPS and tunneling application traffic in the proxy

logs.

[42] However, aspects of the disclosure relate to a method and system which detect non-
“standard” HTTPS traffic using information from the proxy logs. By dctermining such
non-“standard” HTTPS traffic, the method and system have the ability to identify

encrypted tunneling,

[43] TFigures 4-8 are flow charts which illustrate a method for determming such non -
“standard” HTTPS traffic and detecting cnerypted tunnels according to aspects of the
disclosure. According to aspects of the disclosure the method may be performed

autonomously by a computer or manually via a computer assisted method.

[44]  As seen in step 401, initially, the logs of the proxy (c.g., the proxy scrver) may be
scarched and new “CONNECT” function activity may be cxtracted from the logs.

According to aspects of the disclosure, new “CONNECT” activity may be extracted



1461 In step 407, the new destinations may be nerged into one or nore

exi sting database tables which contain previous uni que destinations. In
step 409, each new destination nmay be processed. For exanple, as seen in
step 411, according to aspects of t he !di scl osure, the process may include
attenpting to negotiate a standard |4TTPS session with each of the new
desti nat i on£101mmilbgs of e gnetar id EMTIRS 05 abwisbreal Smatee.t\artiadlynisgoediaiclyd

with a new destinatiaq ,,n 413 ccordl t 0_aspects. of t

di scl osure, ﬁ b IDSE’e{sl‘SOngré ﬁ&lipa%%“é%) i ﬁﬁamnlg’t %Cc?rdsrﬁg @S‘?_Sp%as ﬁj cate
associ at ed Wlsbﬂ&sﬁﬂ@ea pREBEGhAY Spdhes tvet@tihRNhé Sods TEMEnDIhedrbtsdredts. This
Certificate Authori ty. 1481If the SSL certificate associated with the

respective déaws aaalyss g glq:lsigué@nbl)y AMEpUaY BPNCY 1 ihepRes e ASSATH B toyott “ﬁ*’nen
In steps 413 p%nlg %31@ %Hgs € %ak»ﬂaéd)ﬂﬂlﬂc?’[ ”da%h@irtmlﬁgq‘) &lx@&ee{ ﬁllohfitherfgﬁé
Stlep 4 de d 4 t abas

as seen in s Stination may

Furt her, aCQQI’pib}l’.’ggattaOpxaﬁcmaﬁilﬁedIh&er‘ddl$¢£2LQE{blErE}) it may determ ned that the
destinati on does not need to be processed agai n. Therefore_, as seen in step

421, a destination retry fla ci at.ed vvlthth nation nmay he set to
"no". MR t fHFEP AY3. the nsye &’igﬁ%torhé‘cw%@é@cﬁ&y @Hdﬁ%}ogﬂ‘i‘éays fHRc I 4
executing tg%%% CQﬁSs Se)ﬂ'lé lotgF‘?n &ﬁl@&ﬁﬁ nh@fiplngidapt baat éié%ﬂnaho\qoamd
2011/ 130524 2011 15 13 , In step 415, it is determ ned that

the SSL cer UIllﬁqu&dtﬁmas&Dmlﬁah'adOWﬂah hemmra@scbéxcrafm1 die st iated fhehadcgrdingiwed by
someone ot her tha rusted r.tifi care Aut hor i

corti 11 cat o sinecSa e ilaay oo tinarigy RS ARk Y oh dp Hdtielt BeoREByBtIo oq.
then the prqg@saé)oq{l%ﬂ%#s to step 501 wherein the destination is determ ned
to be invalid rther, as seen in step 503, the destination nay be
recorded as such in a database. [50] In step 505, it is determined if the
dest i n#d6]on Imelsp <y e ey Hesmptenpsamin darmerasthEI 9ge 7 aRgre Axstigaistbase

applicati on, CCO t ogu [ n nmay

be ai ded by SI ngy ﬁgféggllnlam r%g‘r%r%ﬁ% %n%&%g@ggﬁ}ég aﬁldgtg%ﬂbge Cﬁﬁteg; esng%{hqect ed

during the sl l&@@ﬁic@ﬂ;eﬁlegﬁirl @lanfple, as seen in step 411, according to aspects of the
disclosure, the process may include attempting to negotiate a standard HTTPS session

with each of the new destinations.

[47] Ifastandard HTTPS session is able to be negotiated with a new destination, then in step
413, according to aspects of the disclosure, the process may include determining
whether an SSL certificate associated with the respective destination is issued by a

trusted Certificate Authority.

[48] If the SSL certificate associated with the respective destination is issued by a trusted
Certificate Authority, then in steps 415 and 417, the destination is determined to be
valid. Further, as secen in step 419, the destination may be recorded as such in a
database. Further, according to aspects the disclosure, it may determined that the
destination does not need to be processed again. Therefore, as seen in step 421, a
destination retry flag associated with the destination may be set to “no”. Additionally,
in step 423, the process may end or the system executing the process may exit the

process for this destination.



[ 51] For exanple, according to aspects of the disclosure, information from
the SSL certificate nay be used to determne if the destination is hosting
a known tunneling/ proxy avoi dance application. For exanple, if a SSL
certificateg is self signed, then there may be an incre ility that
t he desti ngﬂ28H§lﬁ%V4 be hosting a known tunneling/pr oxyﬁﬁg?zggﬁ}g%%
application. [52] According to other ggpects of the disclosure, regardl ess
of whether an SSL certificate is self 'Signed, an SSL certificate my be

exam ned termneif . it is.leqiti . F xanpl.e, . destj natiops which
oot ¢ uneli 1o/ BroRy 2y tinsitig b o P oh ool BB e SR Bl
certificat es.dclfesien fsasecdSLsoarbilid Jthealiaas tByd Conifirhi Acktariacter,itst $%1s whi ch
identify the destinations they are_associated with as hostin

t unnel i ng/ pr oYK 4 c%grﬁﬂb%/ﬁ L3 SEheeg s 3&%%@0&0%?%?’ i dhegapecss
certificate, pArb@chaiBstdf 5011 0hMIANRI BRlinaboh i€ @fibifihCab dcViielids Fuaber, who

i ssued the SSL certificate, the name of the website the which the SSL
certificate iSSsHFFB8% Hodasanalien iy be &gomed ks waY A fata08¥t ai n
characteristics which identify the SSL certificate as a fake and, thereby,
i dentify[dohe msgerisated deadtémaiddon @8 ddktkekiyn hast kdtgeraist MANRE IaNPAGHOXY
avoi dance application. For exanple, the fake SSL certig%?agf may |ist the
nane of the VieBSTREDIORRAVPHRCSAPPIEHEY-f iACPIEingsio AipEs B the SHisoslies BEY at ed
wWith as W, *doferRlhtidBhRELE aided byl Bind deRNSATHSHE WS sehveChRT SOt BoEfitHAt are
unintelligible. Hence, by exam ning the fake SSL certificate, it is clear
that such a dedeqterhdiriog thesSL| seasiqp geatiatiag a t unnel i ng/ proxy avoi dance
application. Further, the particular aspects of the SSL characteristics,
such as (e PRMWafpY WBERHREVS: asfBts loflenE i fidt1odcC MnfBakdiof Urdih Y PEsIof
tunnel i ng/ proxy avoi dance application is associated with that destination.
14 [53] Ther efctifsatcaswyr B¢ niged otoadplemniae of thhedefisdions iy dostingi & brAYdess of

exani ning chagackierhsll Gsoigd 119%honC §bk bfabGRL & SBU BifBY DE1AQRR,
automat i cal | 35@3&%2‘%@& u‘l?oel{r? n\?\%ig&?hl clgﬁpg?es a?ﬁ)e chaar. acteristi lqsc of Qlﬁhe SSL
certificate whehtharelnhaytbeah indieased prebybady ithae thauiesimativromehby basties f ¥09ves i n
order to det 1 .. 1 he, . rtificate is authentic. For exanple,

t he nane of ﬁh@hﬁé%@gﬁéQ§%¢%ﬁ§q§§kﬁggrtificate may be conpared with a
predeterm ned |ist of names of authentic websites in order to determne if
the namel58f theowkisivtoghco pspetie oB8E diselosiirt.iregardess of waefher aratSe. ccrticeliis way,
|t my be deteriined AGNEL DR, SR b SR fod i K BidRGe For
destination i's l'i'kel’y 'hosting a tunneling/proxy avol dance a pl1cation. [54]
If it is detexamnpedddshationhehidkSodt mamiclon/prexshosidange @ppkeatians mayaeleiay/ pr oxy

avoi dance appljcation,..then I.n ster S@gvg notificatjon i nerat.ed. For
exanpl e, accoflﬁ%‘i tc‘c‘)mglg%és(:tlgh%? tﬂﬁ‘%e |(‘ée(’:11?%csdg’5’ e an ngh%?}}a%g glgtt?cso‘?’hlo her
conmruni cat i ondéerayy be dgeiratiaisabeyadrd afsociwad ovithas dostegpeciclivgpipay tyoidadeg. |

security team..Further, according.to_aspe of .the disclosure, igf.step
STl CONBRoDY SRR G S LR RIE Sy E ATRS o R opee S
extract ed anccaiffehcGhak dsidl, Sholseetditt SEIN@wificak| dicalimelaf hbasssite Hurwiier ,
according to aspects the disclosure, it may deternmned that the destination
does not needt 65ber BifsEEss tPPadl 17, bertrarqriat @it guavstle RONHN STHBCEIRE a
destination rgtify idd:ag avseol abRGic:tR 1 MadRRt IRALONddTEYy BR 88bcidted " NO".
Additionally, in step 515, the process may end or the system executing the
process may ekpiinatipeaplifsbekostingd tnnelEstreatiavaidpins 2ppisation kascxyppleady, if,
in step 505 and. 87, cchifich® MRAMISE uiOndife AELRS WohGd whelhbessit heuagst iinati on
is hosting a known tunneling/proxy avoidance application, then the process
proceeds to suppsédin bé pssstiatsd 60, ast ewpt'daes shemip, i*it udeandomesiped af to
dent 1y 1 he SLUASNRTd DRAARRIICAHCAN, Y9 'R Rl RUPE SERAHRS, O
exanpl e, according to aspecPs he "di §C¢1 osure, “the process may i ncl ude
enpl oyi ng t heldsedanibgpher dfstifidtianielikay bdrtingg.tineling/brery acodandd agplicgioms pect s

of the disclqsure, the process - kN de enpl.oyin he t echni gue. of
service "finéﬁ?mﬁrﬁﬁiwﬁgqlmF%%fﬁgﬁph8§§§ﬁﬁﬁﬁg§8gé?dgﬁ%dfém%%%@%%sg%P]the
di scl osure, abeed)mectidatifyrayideanRene dypaiof ludbitngdesty natdaace {@licationtio t he
port). For exanple,, the connection may be nade of TCP/IP protocol. Once,
the connecti S qc¥isay fhWH@“HQEWPnation may respond with a message, or
banner, containing the service at the destination, including the
capabilities, the version running, on which operating systemits running,
and the like. Such a banner may provide WD 2011/130524PCT/US2011/ 032515



15 information which may identify it as a tunneling/proxy avoi dance
application. For exanple, if a connection is opened to such a destination,
the destination may respond with a banner such as "SSH 2.0 ..." The SSH nmay
serve as an identifier that the destindtion is hosting a secure shel
tunneling application. Hence, the destination would be readily identified
as hos{i3lg Ahkmtonen toemméngney prspsyts avioitbandisclapt.i ¢lis i procesEhiod praovewg i s

referred to _as hanner akhi.ng. .1571Further ceording to aspects of the
i sol osur 6. <BREGR EsARLE BTGB e B AT Rt G LB stz
above, a sephidhecohipaBRth®Ehddhdie1iiRE 8F BB IRYerbfcAt SRhhelid DEthdse réigbatv ne
the service provided at that destination. Service finger printing is a

process t hatuthegiescharacteighesciner et todstesminehwhefbenthe 851 qerigficaly istaythgatier ni ne
the servicegprovided at that .destinati RQk l r 1 SLICS,
such as porf ot %Ag%“?Bgﬁfﬁai%Sgﬁéﬁﬁg?eﬁg%d%% o#‘f?ﬁ%?ﬁé&ﬁﬁgh%? gg%
servi ce propiddecahiac@dibest sdngSofanithekiowrbii@stinoserob dordhinarnytigkiahle afn t he
art and may be used to indicate the service provided at that destination.
15811 n st eplis0Bebsite qir B YHesertifivaledp lediimater ebhHiGvey,; it pay dedifammeded
that the deghilal 1@ SSIViGRidehe ik NAD LNNGL! BGRERHY i8VRLARNGSsting a
application, then in step , a notification is generated. For exanple,
accordi ng t anasipegpexphvdiiecdiapglicasone, an email alert or othcr

conmmruni cation may be generated and forward to a respective party (e.g.,

securi te . Further, according to aspects of the disclosure, i.n step
S07 " al 741+ ki terited B R el AoBREhE ok aRT I e e e b
extracted apchirtGhh, dBLRid By BBoSh HolecdtbndisNRNehRl eFaT xdaiadageordiigr oher
according to ‘aspects the disclosure, it nmay determ ned that the dest’ination

does not neespepis of elxsdidclagu.mn Pl dfdoe othes cemanmiqatipp @aygegengrated and

destination_retry flag associated wth.the destination e _set. tao."no".
addi tronar | Preeit oGO B frkrtetlhdSabha TR 8B R ad il b it ne
process nmay dg¥loburthig sposEs sl FOONNESTUati@émale ddialsk Torsdael vbQ@e ubdr it
is unable to be determ ned that the destination is a known tunneling/proxy
avoi dance appbiteatei snd supledatere siprasciiss neialle o databess. shwpengrcondigsioep

701, the destinat.i . e. d A reprpcessed. ; For l.e,..as
ceen i stepsns e QLERHRE SR FCH B haY, Py (BRI RRERREH, g0eP g AP G ke
may be set bpctykes agaiRdThédevialds¥een in ssépepl 37 @Qestiradopracels: saycisnd with t he
system executing the process may exit the process for this destination.
Accor di ng t eadgsérationgnay e selite cpesudditiopally.wpstep 515, the process may end or

2011/ 130524%?%9%%%&%%5&65]31‘0%35 may exit the process for this destination.

[58] Alternatively, if, in step 505 and 507, it is unable to be determined whether the
destination is hosting a known tunneling/proxy avoidance application, then the process
proceeds to step 601. In step 601, the process may include attempting to identify the
service of the destination using various techniques. For example, according to aspects
of the disclosure, the process may include employing the technique of “banner
grabbing.” Further according to aspects of the disclosure, the process may include

employing the technique of service “finger printing.”

[56] For example, according to aspects of the disclosure, a connection may be opened with
the destination (e.g., to the port). For example, the connection may be made of TCP/IP
protocol. Once, the connection is made, the destination may respond with a message, or
banner, containing the service at the destination, including the capabilities, the version
running, on which operating system its running, and the like. Such a banner may

provide



16 destination scheduled to be reprocessed (e.g., destinations associated
with destination retry flags that are set to "yes"), such reprocessing may
occur periodically (e.g., daily). 1601Figure 9 is a bl ock diagram which

illustrates _aspects of the present system and nethod f ectjn
encrypt ed Wﬁ’rfﬁglll???&i n a conputer system or network. T'ﬁwgsﬁg%g}?ss}%escri bed
in Figure 9 may be done for each new qssti nation extracted fromlogs as

descri bed above. Further, it is noted that steps or elenments of this or any
ot her process be rearranged, ..conbi ned | i nated, or ot herw se_nodified
as desired td”g’%ﬁﬁ’@e‘”g’%é’&yr@aﬁﬁ%éhﬁ‘.1Ef'fg'ﬁ”%@()?eé‘ﬁm?aﬁw%td%rgw@tﬂ)o.ﬂl,‘ e
system may pr&e@ss, ifhecodestibmatdpancd Wssudes dedtinetbnaliewestinatien degtréspatd on may
be an I'P address and port nu ., Processi the destination. include
ortompt i ng.t 6t dBrE R SIRTEa00T on TR FES dGSE e oyl o,

in step 903, dch@hatySlsanalteonlssHea tasktaky dpphcaion S8knceaEs t&inmioh vduhe
destination. If the systemis able to establish an SSL session wth. the
desti nation, RererliyHeCHifisd @ Boghng @ d@gwn tyretipgPovsavarfines gpliedisn. {18 syst em

det er mi nes WheLOe! ;s dranld (F8E bdnhiGRIB@SSOCI ated with the new destination
has been issued by a trusted authority as descri bed above. If the system

determ nes that the SSL Certificate associated with the new dgczti ation has
been i ssifEl pipripe apsopditedp AWeHSOf ¢ TEHRNTG KECHR SERYSIPY BBt Vi thg ep
907. In step AQ7aibles &YSTRIEREES Br-NeSfihder bRRIFAGREdRAhAIR: 415 Vaksedto
Cenerally, if the SSL Certificate associated with the new destination has
been issued betahmctthqserder pravidedt pttthat desinatest PHues HRed Pripdisi daHe¥sas

valid. If t hethﬁxgék@m 9{%?%@?1&@% Eiﬁast:wti ',einq)‘?&érit@aétinﬂﬂn%ﬁe \éa'ucg pm@n}%&] af he

destination nmay be recor as a valid destination and may be stored (e.g.,
stored in datthsalsginatidhdivy cxdrepiprchaedsisprosedds poo os tlapndBoppinmpaiten)s. 909, a

retry flag associ at ed.-w t h whet h the 1 nat | ‘ again
o set 1o nan LR o b SIEE i RGN AR BY5h (Rt BEETHEY TR
process i s endtdtinfilarart dve rpgritcivsad taindiest thasdrvicnproli6®] Althaedeséibatosl y, if, in
step 903, the systemlIs unable to establish an SSL session with the

destinat iegﬂ iltn@ B éo?eiff?{é)?ct%%s% a%f%flggfégﬁg%@%iﬁte Qi Bed HSP A Matinh i

n
desti nat s “cFassi as i nva recorded as an i nvali ded
destinati on andidsmy bekstvar eehnéiénggproxs tagoidahet najghéitadoas d)en Fumstehed(s.ia i s

noved et gl SRatiRe ShEB T LR e DR R 1 oot
2011/ 130524 PGI&US2004/BdabhRatloh may be gencrated and forward to a respective party (c.g.,
sceurity team). Further, according to aspects of the disclosure, in step 607, all
“CONNECT?” traffic from the database for cach unique user may be extracted and such
data may be stored in a new table or database. Further, according to aspects the
disclosure, it may determined that the destination does not need processed again.
Therefore, as seen in FIG. 609, a destination retry flag associated with the destination
may be sct to “no”. Additionally, in step 611, the process may cnd or the system

execuling the process may exit the process for this destination.

[89] In step 603, if it is unable fo be determined that the destination 1s a known
tunneling/proxy avoidance application, then the process may proceed to step 701, In
step 701, the destination may be scheduled to be reprocessed.  For cxample, as scen in
step 703 a destination retry flag associated with the destination may be set to “yes”.
Additionally, in step 705, the process may end or the system executing the process may

exit the process for this destination. According to aspects of the disclosure, the



certificate may be considered invalid if it not signed by a trusted
authority (e.g., it is self signed) or if there is not SSL certificate at
all. [63] Once the destination is classified as invalid in step 911, the
process prQce ,step 913. In step 913, the system ] ether it
can be detgiﬁﬁﬁéaésﬁsing session details, whether the ﬂ§%&%89@g§”¥2 host i ng
a known tunneling or proxy avoi dance qulication. If the system determ nes
that it can use the session details to determ ne whether the web server is
hosting a known.tunnelin r oxy. avoj dance lication,. the process
proceeds to §$§ﬁ“§TE?d?ﬁggfgbgbfg¥mgﬁglgL T%ﬁgﬁﬁ g@gg%gﬂ?hgﬁﬁéggwgﬁm
details. Procesgilag thdercsess i on”deidirtsodessiidahay sicmepenhditdiBr(c ghdaivgb server
is hosting a known tunneling or proxy avoi dance application is done as
descri beg i n det ail. ahove.. [64] I.n ep . 917. based on the findings, of the
sessi on g@laﬁﬂémFﬁ‘%?g%”gf@%mPL%ﬂﬁg?b%%%ﬁ@?%?%ﬁ%g%"CE?E@?&Phémﬁg h%irver
i's hosting a fkndemctingnenetyipied @nnghingxy avehplancgsappbi catodn. Tht réwessweb

server is hostin .known tunneling o r oxy ayoi.dance | j cation, then
the. process proEReRd PEug: sgaas g Tot Bisabs YRR S ERMLRBh P -
security al erdescrfdeg abdc NGuitker i et it steheodiiefd@SemtBis of emestadd figeckhe
security alert may include an emj.l alert and forwardjng the email to a
respective pdPiXpboigatgnged spmbiped, ctimipyed Obﬂ@@l“v\t*f‘r?éﬂ%@ﬁiﬁr%ﬁ&?%dé? PrORUEE heen
gener at ed, thegRiiQegHS My proceed to step 927. [65] In step 927, the
system may col |l ect data for potential escalation. According to aspects of
the disc|losure, collecting data for potential,6 escal ati o

p on _may include
extracti 9§ alhs m_@@]‘ﬂl\lﬁ@r%lt’ (r PREMFTPERIORES HigtdgHHEHT oS B%‘ﬁnﬁgﬁﬁirﬁb&lﬁ‘é ﬂ_EFser and
store such dafegidafo ma§Wet AbIPCaddtals @nd Rt Gdkded OProE@%iﬁgtth@Hcsﬂﬁé}%h%é n has
been col |l ected, the process na_Hproceed to step 909. 166] In step 909, a

WWQVE

retry flag asgdedatticapiing i an SRk sersion; Wit (heficptinationh e Fojr e@8¥eth agai n
is set to” nq,-'ieg dgﬁh,eme Skﬁ&‘n RIGAAS D RIAGELHS SE0 sSLRR PdPthe!dBsthbdh. % %e the
process is ended for the particular destination. 167] Alternatively, if, in
step 917, baswdcwnistdbee fd nditiigh wf Silhecsvysvigh teredestinatidnn tionethe grecest he
systom 1 s ungplecdoodEbes it nf WOCHICHd BRaCRSRIKE W IERNE TS N Ardonn
tunnel i ng or 'Proxy avoirdance appliCation, then the process proceeds to step
919. | n step BWjate widt thy nf slgstmssochatbech wiveth byhdtised atfherides deswabidon nust

be o 0%essed BBl B Sk i e o2 SHASRRRAT TR RRE R3S, B8
for the partidestirationdBst bod@bssonl. by the trusted authority, then the process proceeds to step
907. In step 907, the system determines if the destination is valid. Generally, if the
SSL Certificate associated with the new destination has been issued by the trusted
authority, the destination is considered as vahd. If the system determines that the
destination is valid, then the destination may be recorded as a valid destination and may
be stored (c.g., stored in database). Then, the process proceeds to step 909, In step 909,
a retry flag associated with whether the destination must be processed again is sct to

“no”. Then, the process proceeds to step 929. In step 929, the process is ended for the

particular destination.

[62}  Alternatively, if, in step 903, the system is unable to cstablish an SSL session with the
destination, then the process proceeds to step 911, In step 911, the destination is
classified as invalid and may be recorded as an invalided destination and may be stored
(e.g., stored in database), Further, it is noted that, if, in step 905, the system determines

that the SSL certificate is invalid, then the process proceeds to step 911. An SSL



[68] Alternatively, if, in step 913, if the systemdetermnes that it is
unabl e to use the session details to determ ne whether the web server is
hosti ng a known tunneling or proxy avoi dance application, the process
proceeds to step 921. In step 921, the systemretriev rVvi ce banner
and finger BPI2PE3 % 0ci ated with the new destination alszﬁ'ésgzg]rlﬁgﬁoscl n detail
above. The process then proceeds to step 923. In step 923, the system
processes the service details as descrlbed in detail above. [69] The
process then 1C € 917 i ndi ngs of

t he service o‘%ftﬁlccfng “?%thgtcg'ﬁ’"g"ﬁcf' Wadéfigno t“r‘?@e‘g‘y‘/s‘{ té%?egieatugph]@n(gg wHat ir t he
service is a g@mewurtiimaeld g Ser. catificae #wlli dance application. If the service
is a known tunneling or proxy avoi dance application, then the process

proceeds I fall edu e, qe cribed a "
2 ber mat 16061 yORRy R e iiloh S5 s8R 08 USRS UG B e BF S AR i
details in stgap 923;;Cpt9he Sy St idstetmadl ehdtieer detaarbs dvecriniret haingt feesioeb

server i s hos own tunneling ro avoi dance plicatio t hen
The process pEetLeRg B ot ooTedny TPeEohAnOR "HRELGHdF G bir e
above. [70] degli’(fdﬂmlolﬂ e Ayt CktcHhiagy @l ki bisd tht Yskioat®silaspeabminf the
present system and net hod ¥or detecting encrypted tunneling in a conputer

system or netWisther thengchiche dshesdiag pikpayn |“FP“F31“@RrePrT€Y widager HHE By each
new dest i nat i Qg% ﬁﬁ)tc@ééh kg QEB bpigs]nar{%quf§ Ccthé DREPROY ses WY deb&dn ddidilsi S
noted that steps or elenents of process nay be rearranged, conbined,

el i m nat ed orl’l@‘teh‘eiiigr\ﬁhgé09m§’d|dfciﬂé%jt0ad§“d@§lcr‘éllfﬂt°bﬂﬁr%&r@é“camd@sﬁ“rgeﬂk?%’uI t.
The steps or Q806 mlar to the
steps or eleégﬁﬁs %ﬁnﬁ%n%§§%§%88@328§?§W@nfgggg%gﬁgm tﬁefe?ore, for the
sake of brevity will not be described in further detail here. [71]

Accor di n§4t o lasycPL drsadnen dhas Endisey ef thsnecssiehecwide it etcp iHAelicnySteraf f i ¢
i's detected, r £, SEGH Qb MiRedd o hdfidh& may be
di spl ayed sucCLEC“ﬂH%b %cﬁ%g@g%\%g\é%ﬂ& }llotSﬁgLr% aﬁ“e%tno] q%e Ilég}y ){/f\ewdl

hyper | i nks, e@pph@dmandf dbt vapsengatia haﬁdlf,n%t\krlg‘am gufnebmg oo mredyi apidioed vity
to a Person of n

capt ured, org P%% qﬁatﬁcgfgé%P“x'%% é%ﬁ ?% gqfﬁﬁg¥i€%ﬁ &&%é%%h%ﬁﬁé span.
19 172] As dvsou3§ewﬂabmmﬁdmg&pemUSsMHhtHsdahmuemdeﬂm@nhedmmmvhﬁdIand

system may rel to US Patent | i.cat] al 2/694 075 filed
January 26, éﬁﬁﬂfaﬂbcﬂﬁ FéﬁmjAﬁgrﬁgg ?%M ut% *@Fqb dh% G SRy
contents of whingh GkethcReariposat Bg toer gintratey, thepecanaay phatcdemanpbe].
aspects of the above descri bed nmethod and system nay be incorporated into

one or I f es of t osure.desc bed S Pat e
Appl i cat 8ﬁ %&‘"f zkﬂﬁ% Cf?%’éﬁo 8:5'5‘{&%‘1 k?[l i’P {cgtodqteﬁc‘i{dkl PRsfée OIAJ E) AP Flths
Correl ation Yﬁthdmb%ﬁheGﬁﬂcﬂh%nmmeﬁﬂﬁxmneaﬁeaMMMESmoy1mhﬁhduﬂoh0@uﬂb

Tor cat Rat i ng GAIERCT <Rt gy dpL e HaPRUs detic AP e el S "cbnt r o <

inputs into oRe @blchmee e dabefol QalentiL $sdfatibh Basdh 38 lcOisditcd, depedceiraday n US
Pat ent Application Serial Nunmber 12/694,075. According to aspects of the
di scl osure, tHpgediost&Rt®Rating nay be a real nunber based on an al gorithm
that weighs an associate's activity. The Threat Rating may serve as a
benchmar fgepndn sicpud9, QGctP}Oﬂ&’gasf,&Edt@ﬂﬁrkW&b(&hm itvVdRStiriagad hagbepacbssassRai at e’ s
activity generates a Threat Rating out whi ch nmay be focal  poi nt of
one or nore dfS¥ i l’loeafrbr‘r“eﬁ‘cd’lwc@ﬁd”‘%‘i%@ 1B &5P 8%&%&%’@8 ‘?ﬁp‘BSCSP’é"tcéﬁ’f
Application Sgf#abatiirhelesdri§94, 075, and determ nation of what warrants
extra attention. This Threat Rating nunber provides a succinct answer on

questronable behavi or that previously took assgciates |on perl ds of tine
to creat €7 aActigretingyiib aspedts b@@?ﬁél@oﬁn&&rgbgg&@%@@ﬁ68&*@* it t‘%é‘w
detection of {henseewie t%%fé%?n@gvhtcﬂ]@lf frle GvBBYVBEIs I HBGRI ROk R uA TR, BNe Or
nore of the féatures of the disclosure described in U§ Pat ent pllcatlon
Serial Nunberpraxpy &9uan Rk ion|the thg proeess AWCcadp EattcrRAd: Ay %t0119ff§o ACHE or
ore aspects fg-lf J@%lﬂﬁ%ﬁ@%h%ﬁ”h@%&ﬁm%ﬁH’zrult dqrg&r%%'drhg%yw R& Ysed-in a
vari ety of busi'nesses or ot her organi zati1 ons. exanpl’e, one or "nore
aspects of the present disclosure described herein may be used by anyone
who is concerned about the risks related to their enployees (internally)
using encrypted tunnels to avoid control and hide their proxy activity.
Potential markets where one or nore aspects of the present disclosure
descri bed herein may be applied include conpanies that are concerned with
their data and take strides to protect and keep their data secure. In
particul ar, conpanies with private or confidential informtion would
benefit fromthe systens and net hods descri bed above. For exanpl e,



20 [751 It is noted that the systemfor detecting and anal yzi ng secure
tunneling may be an electronically based system For exanple, the system
may include a conputer (such as described above), a network of conputers,

sof twar e tgﬁﬁmfﬁg&?|ﬁges a conputer to perforn1the aboyfyggﬁgm%?

features, The data may be el ectronically NS

received by the different el enents of (the system [76]Wile |IIustrat|ve
systens and net hods as descri bed herein enbodyi ng vari ous aspects of the
pr esent |nvenh|on ar t hose s eqiln t he

d
art, that the FﬁvgﬁHFBﬁ”?g“ﬁgpst?hf?éggtoﬂkﬁéigggﬂg Fﬁ%ﬁﬁ%cnﬁﬁik¥lcatlons

may be nmade byarfidubsdesiatidned in the art, particularly in light of the
foregoi ng teachi ngs. For exanple, each of the features of the

g;%?gﬁ”dgﬁne lt%l | us ?ﬁg;ﬁﬁzgﬁ)l( "{) 1g§)rbécrren gmlf:tels lllﬁl%%d lﬁledrglggt))( e t|1(p Se%l?
al so be appreﬁma&edcﬁﬂﬁandﬁkﬂmoﬂw waatmﬂndbﬂmmamJ@hmmmaymbdu@a@emmxyhout

departing fromthe tru |r|t and sco f the es ny.ent The
description i&°1%uE ﬂ@l e&ﬁrﬂgﬁ“3§r°PV§§PF§?¥vél ﬁ%ﬁggd&gf $e§¥%?bt|ve
on the presenttricheitisefice Rbn&laMiMhigedprin® GorEMddevitRIBE b dichlabiod af or
detectlng encrypted tunnel i ng conprisin electronicaléﬁﬁr cei vi

t

i
i nformation 8L gp dxipil sf’t‘é?‘(i:er“w process g’i@f‘rﬁ%‘f*ﬁi\bt"i Hi# TR 8€§ B ng a

CONNECT  f unct §yoemQfroddyR€the 18¥ce TERNSRAELriBEOH @@l 16d9ETP) from the
electronlcally recei ved i nformation; deternlnlng at | east one

destination to which the ext ted jnf
functi onl®f Fﬁhppm&c&ﬁlggrbgrﬁg@rdqa t% s(tacp 9|1r7] (I)nr Q&;{ 17 basc on gacqgmmge of the sNCI?vci-crc

details in step 921 and 923, the system determines whether the service is a known
tunneling or proxy avoidance application. If the scrvice is a known tunncling or proxy
avoidance application, then the process proceeds to step 925 and follows the procedures
described above. Alternatively, if, in step 917, based on the findings of the service
details in step 923, the system is unable to determine whether the web server is hosting
a known tunncling or proxy avoidance application, then the process proceeds to step

919 and follows the procedures described above.

[70] Figure 10 is a block diagram which illustrates aspects of the present system and method
for detecting encrypted tunneling in a computer system or network. The process
described in Figure 10 may be done for cach new destination extracted from logs as
described above.  Further, it is noted that steps or elements of the process may be
rearranged, combined, climinated or otherwise modificd as desired to produce a desired
result. The steps or elements of the process shown in Figure 10 are similar to the steps
or clements of the process described above and, therefore, for the sake of brevity will

not be described in further detail here.

[7t]  According to aspects of the disclosure, once the sccurc tunneling traffic is detected, it
may be stored. Further, the secure tunnceling traffic may be displayed such that it those
who view it are able to quickly view hyperlinks, expand and collapse data and navigate
from tunneling activity to a Person of Interest’s (POI) User Profile. Tunneling activity

is captured, organized and available for view in a relatively short time span.



attenpting to negotiate a standard Hyper Text Transport Protocol Secure
(HTTPS) session with each of the at | east one destination; and for
each of the at |east one destination, determining if a Secure Socket Layer
(SSL) certificate associated with t he l8estinati on has been issued by a
trusted certificate authority; determ ni ng whether the destination is
host i n{f2dn Anchiscpssed abuvmelspargs alpibleiabavd descrirb meihedtdnd syeteer miapirelgte ©

based on characteristics.of .th SL, certificate: [ onse to .a
det er mi nat | g}ﬁafarlu%ﬁl @HPIHCQU%QBP@ NS‘B“_ éela_@gér nEEdv&?@‘t‘%érZ%t %@ a8 F“nlétt%’ldon is
hosting an epgGiyPlRLbat URRlHBE RRDPI thelbaenkagedhien H#HatRep@ils theton Oy t he
SSL certificate, determ ning whether the destination is hosting an

encrypt ed t uerehdengFappareple. spediaoédhonbakataeiadi wethed apfl sysiewspends

received fromthe destination over.a transm.ssi r Rr.ot. nt.er net
pr ot ocol (T@Pﬂ’lg)at%oﬁﬁ%@_{l? Shflloé%ahhe fteammgéﬁéﬁ% %g%'éagg sdg%:(:ﬁr F?;I?gﬁe{r)gfl%tn
response t OA@FH@M@{} WeAal Nanbérhareuhg sdastticnalid ‘dnsila Thosdt iGogreainioa Tonypt ed
tunneling application. 2. The method according to claim1, wherein the at

| east one destination is at | east one . lnternet. Prot | (I P) address .aor at
| east bi#d | Pragapwss of thedewpien &t tsisalematesrdbat lllc}ﬁégﬁtﬁh A?%E}%P&EPIF cnal The
nmet hod accofdi.ng, t [ f r hSkND: t erm,.o i fiva
destinati onwgﬂ’g}t ﬁg’@%’%@a‘i’? o ﬁ%& gsat ?ﬁ%tg { g{%{l]&ow qjt?lc% %%hg%ﬂr(jaigég% data

i nf or mat i onfaedgandlisagirith eoGENNEGIS iric tane rorafolldTiPthe deatesparidbs dislogure

destination tha CEas g en prevjously identi Ei e @L ,Ee met hod as a ‘
desti nati pnd‘i’fﬁé‘ﬁ’? § lé. éWSF@BP.W“f’HﬁﬁEf%?ﬂbm & l(pjﬁ/ g\éyé s OEEIRTE BEFCEAT on
by conpari ng,.t fig.1688¢ i QAL TRRaRithAndatRbASE] Qunibel bhRUSdY ah GeHritthh Qflat
g
destinations. 22 4. The nmethod according to claim1, further conprising:
weighs an associate’s activity. The Threat Rating may serve as a benchmark and
starting point for analysts’ investigation. Each associate’s activity generates a Threat
Rating output, which may be a focal point of one or more of the features of the
disclosure described in US Patent Application Serial Number 12/694,075, and
determination of what warrants extra attention. This Threat Rating number provides a
succinet answer on questionable behavior that previously took associates long periods
of time to create. According to aspects of the disclosure, outputs from the detection of
the secure tunneling traffic may be incorporated into one or more of the features of the

disclosure described in US Patent Application Serial Number 12/694,075 and, also, into
the Threat Rating.

[74]  One or more aspects of the present disclosure described herein may be used in a variety
of businesses or other organizations. For example, one or more aspects of the present
disclosure described herein may be used by anyone who is concerned about the risks
related to their employees (internally) using encrypted tunnels to avoid control and hide
their proxy activity. Potential markets where one or more aspects of the present
disclosure described herein may be applied include companies that are concerned with
their data and take strides to protect and keep their data secure. In particular, companies
with private or confidential information would benefit from the systems and methods
described above. For example, financial institutions, investment banks, hedge funds,
insurance companies, healthcare companies or hospitals, government agencies, credit
card companies, and the like may benefit from the systems and methods described

above.



for each destination of the at | east one destination, conparing the
destination with a database of previously identified destinations
identified as hosting an encrypted tunneling application; and determ ning
if the destination, is a previously id8ntified destination. 5. The nethod
according to claim4, further conprising: upon determ ning the
desti n§iSjonli s st ihag thon seston yipt ddtet@mmnend agalsppg iscatre dnynalisg onali hg anhe

desti nation kn, a.d a@gscf of previ opsl¥y ' dentti fied deztdi natoi«lorh_e_i(decntj fied
s host i ng. S ERUTHRRE BiRei TS SPBPFcHE o™ 5oy FRE s vt e dsih 4 ¢o
claim1, whgtgiiBed RBoWSt §riERbMIoMEHPEErst REfdest ihaathSMUrss BoShipigran
encrypted tunneling application includes determ ning whether the SSL
certificat eptrforselife ghayaedtscribed feneraseandiheatibor dibslatad mayabamelectroiierlyi n

the determ ning whet her the destination.is, ho encrypted tunneling
applicati on'f I“Y}h&g%meee %‘P?ﬁ %ﬁ“ﬁ‘ﬁ %lﬁlﬁled%rf'c“gs ai%glg‘{sg&%‘ssoci ated with the
SSL certificate. 8. The nethod according to claim1l, wherein the

det er nmi’d]ng Wikt iNestrdtive sdasms aad nethdds abdsicribgd erenanlyqly@d varivme labpgts
application based on characteristics of the response includes deternining a
servi ce bei AGIsFEFapelVaRiontE shesy. Aay b, undgrsioprlebyntbp otk iyt W
claim 8, ?Ahﬂ{e(?h%nttilaﬁ i SRR tf;?i‘fe%k YBHodin QM MOt?ﬁéétloﬁﬁ@rrda?'Be%&feﬂyhﬁose
transm ssion control protocol/Internet protocol (TCP/IP) Connectidn

i ncl udes at skidlestn dreripparticalpapiit liphtesl tbé farbgoisgtoativegs. aF werxgingte, ofcht die

service, and ap operating systemo ich.the service is rynning. 10. The
met hod apcoﬁm E?@mffa e raete et et meﬁqsp@aWSthVe? fine of in
destinationg b apiQgdd BYs@RofielaYiBh 8l MRRRLISNG BBl *khAPlet NH Wl SIso be
determ ning at |east one of: a port or channel hopping patterns of a
servi ce bei agprepetedtad uadersthed thes tiodftcationsanay be mede whithoft depaftingdramt the
service bein olglerat d at tfqe destination. . .. )

trie spirit and scope of the présent inventionl. The description 1s thus to be regarded as

illustrative instead of restrictive on the present invention.



23 11. The method according to claiml, wherein the extracting information
regardi ng a CONNECT function of HTTP fromthe electronically received
information and the determi ning at | east one destination to which the
extracted information regarding the CONNECT function of HITP corresponds
occur gggﬁgkgtely upon the electronically received informati on fromthe

pr oxy ver'being received. 12. An encrypted tunneling detecting
apparatus conprising: at |east one processor; and at | east one nenory

stori ng conput er executable instructions that cause the at .|east one
procesdor té\?S’éil‘fﬁ%‘“rrr?ﬁ%“ﬁ%m’?g@dff@‘?d‘ﬂ%%t@éﬁ‘ﬁrépgﬁé\%‘]ﬁﬁéﬁlC?IBH’H%‘PE‘ng conpri si ng:
el ectroni ca I V] 1 nt oty . QY. server; extracting
i nformati onHfétéglﬁgﬁqhgﬁeg@%&wt{jﬁgér%(ralrﬁtl)%yl%?per’t ext Transfer Protocol
(HTTP) frometthertiep daformaiicalitgardieg el CEINNBEDr fumtfionof Hyper Taétlermspnitng at

| east gne d ination to which the extracted i.nformati on regarding the
CO\INEC$ r@@ﬁ?ﬁé{lgﬂg})}f‘m #?CIEGFQIE feetved informatiolie pnt j ng to negotiate a
st andar d Hyegteﬁﬁ&s& 1113031 Ghe Eésgﬁgﬁdﬂ tost‘ﬁﬁﬂé?‘%he( HIERRY ifReshesh Wghhiigagk of

the at | east one stination; or each of the at | east one
dest i n&ONNECHdtprtion wif B TH careSpandse Socket Layer (SSL) certificate

associated with the desti.nation ha een.lssued b trusted certifigate
aut hority, 8@?‘8‘?%%7%’@6%@@%?@?‘%@3 f]%éﬂef r'1[l§ﬁ EFP“F%‘}/fhgé?tP%"S % U n@ﬁwsﬁd

t unnel §ngioARAIH Gk bPihe AMNAKEINR dhithafi8h o ni ng is based on characteristics
of the SSL certificate or a response received fromthe destination over a

Transmi ssi oferGanh 06 thePatdeast on¢ Kastimatien, datambsiog i FEprurP)Sogksideyer 6rsL)

in response to a deter.d patjan t.hat it i s unable. t i Whet her
the celaes SrrorieeHL B8 uaiMail b b IlRER FobSsd R bRs MU AgHLA 0,

char act eri stbegnidingt Weehal tieeddstihationt B, hetehe ran éﬂcfgg;wmﬁirﬁuenng agplitagon,nat i on
is hosting an encrypted tunneling application based on characteristics of a

r espongdereitbic dermingrs isthasedeost shaeaciesistieneitha STepptificalshnect i on; and
in response to a determination that it is unable to be determined whether the
destination is hosting an encrypted tunneling application based on characteristics of the SSL
certificate, determining whether the destination is hosting an encrypted tunneling application
based on characteristics of a response received from the destination over a transmission
control protocol/Internet protocol (TCP/IP) connection; and
generating a security alert in response to a determination that the destination is

hosting an encrypted tunneling application.

2. The method according to claim 1, wherein the at least one destination is at least one
Internet Protocol (IP) address or at least one IP address in combination with at least one port

number.

3. The method according to claim 1, further comprising: determining if a destination, of
the at least one destination to which the extracted information regarding the CONNECT
function of HTTP corresponds, is a destination that has been previously identified by the
method as a destination hosting an encrypted tunneling or proxy avoidance application by

comparing the destination with a database of previously identified destinations.



generating a security alert in response to a determ nation that the
destination is hosting an encrypted tyunneling application. 24 13. The
apparatus according to claim 12, further conprising: determning if a
destination, of the at |east one destination to which the extracted

i nformgti O”Tﬁﬁ%ﬁﬂiggaggwﬁlg%%ﬂ PE&H?I?Iiré {TTP corresponds, is a

destination that een previously I dent by the nethod as a

dest i nat i onfdramth dgstmatiemof yipt @#dedst nne destigpaton, poopyriay ieddasteatapplviticat i on
by conparjng the destinatig jth a database,of previously identified

dest i nagiRbAe of praviove 19eudied desinaliont dfonghed a8 /Mr iR 37 Cpp Pl URRSHEE: i ng:
for eag{;blgﬁﬁéﬁ.%gi on of the at |east one destination, conparing the
destination w'th a database of previously identified destinations
identified detehoisitgifthenicetimtipptied pravously dgntalpl destmdtion; and det er mi ni ng
if the destination, is a previously identified destination. 15. The
apparatus according to claim 14, further conprising: ' upon determ ni ng

the desti natrhemekifodResdng BRILNCT, ViRtiRE cdMpAghi:ng application, recording
the destination in a database of previously identified destinations
i dentified apohasterminiag tha cleyinasiant ignhesting geraspeiyegdi wrRnelings apphisation,

dina. Lai wh . . i . )
oot ity S einkBos if st B T kAR R G Tt oE (i s
det er mhpitihg ankatRptedttnednk apslidatibh.cate is sel f signed.

6. The method according to claim 1, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining whether the SSL certificate

is self signed.

7. The method according to claim I, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining a name of a website

associated with the SSL certificate.

8. The method according to claim 1, wherein the determining whether the destination is
hosting an encrypted tunneling application based on characteristics of the response includes

determining a service being operated at the destination.

9. The method according to claim 8, wherein the response received from the destination
over the transmission control protocol/Internet protocol (TCP/IP) connection includes at least
one of: capabilities of the service, a version of the service, and an operating system on which

the service is running.

10.  The method according to claim 1, wherein the determining whether the destination is
hosting an encrypted tunneling application includes determining at least one of: a port or
channel hopping patterns of a service being operated at the destination and a length of traffic

of a service being operated at the destination.



17. The apparatus according to claim212, wherein the determ ning whether
the destination is hosting an encryptged tunneling application based on
characteristics of the response includes determ ning a service being
operated at the destination.

11.  The method according to claim 1, wherein the extracting information regarding a
CONNECT function of HTTP from the electronically received information and the
determining at least one destination to which the extracted information regarding the
CONNECT function of HTTP corresponds occur immediately upon the electronically

received information from the proxy server being received.

12.  Anencrypted tunneling detecting apparatus comprising:

at least one processor; and

at least one memory storing computer executable instructions that cause the at least
one processor to perform a method for detecting encrypted tunneling comprising:

electronically receiving information from a proxy server;

extracting information regarding a CONNECT function of Hypertext Transfer
Protocol (HTTP) from the electronically received information;

determining at least one destination to which the extracted information regarding the
CONNECT function of HTTP corresponds;

attempting to negotiate a standard Hypertext Transfer Protocol Secure (HTTPS)
session with each of the at least one destination; and

for each of the at least one destination, determining if a Secure Socket Layer (SSL)
certificate associated with the destination has been issued by a trusted certificate authority,
determining whether the destination is hosting an encrypted tunneling application, wherein
the determining is based on characteristics of the SSL certificate or a response received from
the destination over a Transmission Control Protocol/Internet Protocol (TCP/IP) connection;

in response to a determination that it is unable to be determined whether the
destination is hosting an encrypted tunneling application based on characteristics of the SSL
certificate, determining whether the destination is hosting an encrypted tunneling application
based on characteristics of a response received from the destination over a TCP/IP connection;
and

generating a security alert in response to a determination that the destination 1is

hosting an encrypted tunneling application.
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13.  The apparatus according to claim 12, further comprising: determining if a destination,
of the at least one destination to which the extracted information regarding the CONNECT
function of HTTP corresponds, is a destination that has been previously identified by the
method as a destination hosting an encrypted tunneling or proxy avoidance application by

comparing the destination with a database of previously identified destinations.

14.  The apparatus according to claim 12, further comprising:

for each destination of the at least one destination, comparing the destination with a
database of previously identified destinations identified as hosting an encrypted tunneling
application; and

determining if the destination, is a previously identified destination.

15.  The apparatus according to claim 14, further comprising:
upon determining the destination is hosting an encrypted tunneling application,
recording the destination in a database of previously identified destinations identified as

hosting an encrypted tunneling application.

16. The apparatus according to claim 12, wherein the determining whether the destination
is hosting an encrypted tunneling application includes determining whether the SSL

certificate is self signed.

17.  The apparatus according to claim 12, wherein the determining whether the destination
is hosting an encrypted tunneling application based on characteristics of the response includes

determining a service being operated at the destination.



