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generally to systens for controlling and delivering
commodi ties, and nore particular to | P -based packet
connunication systens for nonitoring, controlling, and
delivering cormmodities. Rel ated Background Autonated
Met er Readi ng (AMR) systens and Aut omated Meter

| nf r asMEEHOTE ASYD S¥STEMMOF BPROVIDENECdPBASEDRACKET
capabi | i ti eCOMMUNICATIONS IN A &ILITYINETIHORK Or
consunption) of a commodity, such as water,

el ectricity, gas, etc. Such systens provide

communi cati on between a BAOUKGROUNBt er and one or

nore systens to report, bill, etc. Cbnnodity net eri ng
|Eﬁﬁlﬁg§¥&hﬁﬁmﬁgﬂmell as ot her information,

typi ca :
win s At SRR e OO IS L nsh RA AR 5@2&%&?%
Thdivariagenmnmaidsst amimsmkmmdam dPdas®l pdeket communication
l'imtations of convent on Jity networks. BRIEF
DE@@@#HT nHeriggpeopfrey] éﬁ!‘r"él‘lpg Femgod &Pér al i zed

bl ock di agram of a conputer-based system that may be
used to i nplenent the present invention, according to
oReh&Mﬁ&dkaBnmdof the invention. Figure 2 is a

SRR R R e P

TRk S A Oy (f@mq{)qirﬁﬁﬁé sOvideB8nd BARBIIIRE to Elbgmsxean’a/or

is a general’ zed ow diagramillustrating a process
f mponrtbw@lgn gorr@mmnktlfaﬂdaf @wesndcbﬁy, sushiers Wateracleoitigity, gas,

oo SEh AR tne BBE Lol GeR0R BRO3 Y Srmmeivupeispgnd one or
f nove siistaisatarefort, |b|11ﬂ15etd @dnﬁﬁodll@,gﬂnéieﬁhg mgfom M bs well as other

device with an access point, according to one
oSO ation: 154¥Pieally reported from the network dévices associated with the

meters to the reporting and billing systems.
The present invention seeks to overcome the limitations of conventional

utility networks.

BRIEF DESCRIPTION OF THE FIGURES
Figure 1 is a generalized block diagram of a computer-based system that may
be used to implement the present invention, according to one embodiment of the
invention.

Figure 2 is a generalized block diagram of a computer-based system that may

“be used to implement the present invention, according to one embodiment of the

invention.
Figure 3 is a generalized flow diagram illustrating a process for providing
network addresses for nodes in a local area network, according to one possible

embodiment.
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the invention. Figure 6 is a generalized bl ock di agram
of a node as may be found in conmuni cati ons network,
according to one enbodi nent of the invention. Figure 7
is a generalized block diagramof an access point as
may be found in a conmunications network, according to
one enileglirerdns a génerslezed pommuinieations ﬂgweh&ram o illustrating

eneral i zed ram of back offi.ce system. a

DS ng FFod B et AR s Ress R PRoTa e B e P teg T of the
eiediiseent of the invention. Figure 9 is a generalized

bl ock diagramillustrating a sub-network of a utility

node Hegver diing senstdived pleskidigsamibestiatina registegug e rachargeable

PR LR St R SRR PD 3 BB & AR Bl
back Olnglﬁ:e6 Ssys kevralaed olctkiadram @fa rodb ashi®Me Bind e
i nventi on. gure 11 is_a generalized bl ock diagram

i F‘PWP%&@P%S IEFéWR’é{t 2pqosding &2 eeesmbeimaaieisthe uiention.
Pva VA L B | B SIS 8 o B SRt O b Be found

| Pv4
I iveodmmanickiignsmetd@rki, sccdrding & aild emtsbdimento fdhagivention.
illustrating.a net deghere | Pv6 ackets are passed

1

t hr ough'&He 1R, SEARKR $cli dﬁ@rilrg héclb%fgigp gystem as may be
efhadiing '&anﬁln%é%%néﬁet'w%rl@ aggd}ﬁfn |t 28 elki)llbegllﬁléijllt ﬁgfh%ghvention.

illustrating a network whére packet's are passe
t hr ougHigare 9 6 gtnakylizad btncmdnggram ilustrapng sisbb-aetwork of a utility

d MVARY t tion provides a
e A DRinR 28 OUPHSIPTS BRBSSEET ommuni cati o 1n o
uti it yighed YO Iska geRPi26d BiokRdhgtdie 1l¥ﬂs't11ahﬁg’ a ﬂ@Wf( kvH¥BYand

go throcgh a discovery process to identify
nEivgtibonel cameectsan IRive d1AdY so aniNPxbbeslks Oﬁ'memwstemh atcording to one

p fro t he LAN. The node then establishes
&SXQHSFSQO$§EHR¢P03?GS to the preferred access points

for egFgsse Vi & Ngotlerdliepd BRCK ngfanﬁl AR ratif@padkkf R6wibRBveen the
| onest path cost. The node send a registration
rwgwomt&ssoma‘ned with the IPv6 L and the BOS t ough the IPv4 WAN,
according to one embodiment of the invention.
Figure 12 is a generalized block diagram illustrating a network where IPv6
packets are passed through an IPv4 WAN, according to one possible embodiment.
Figure 13 is a generalized block diagram illustrating a network where IPv4

packets are passed through an IPv6 LAN, according to one possible embodiment.

SUMMARY
The present invention provides a system and method for [P-based
communication in a utility network. A node within the utility network may go
through a discovery process to identify its neighbors and the wireless LAN access
points that can provide egress from the LAN. The node then establishes a set of
optimum routes to the preferred access points for egress via next-hop neighbor
nodes that offer the lowest path cost. The node may send a registration request to

one or more access point devices. An IP network address prefix of the network

2.
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poi nt devices is used by the end node to
programmati cal ly generate a uni que network address for
the utility node. The utility node registers with a
DNS server. Messages sent to the utility node are
routed t hrough the access point corresponding to the
packfréss of: :ﬂeeciaqcossqmimmwetrmiwétfmn kheaqterarsgore @ccash goint

rk addr r the uti

- feyicests BTy P Sl odRlor DS iR isa B et b modnb vz
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DESCRI PTI ON The present invention is described in the
chiessages ent to g adility rodsreve chuiechthrouphithe peresfoprint eprresponding

C I|t e th unders andln of t he t ures and
ottt pisFlacist B BEEHE LRHeRhociant<3h ol S PR fpe metwork
| HAREds| fBNthe utilif nddeindedcdse pbitit na§ HeAH Geddressk and the network
particular, the present invention is described in the

c@ﬁﬁ@%ﬂﬂ%ﬁxﬁﬂ%@§@éﬁ?Y@P“¢%ﬂnteIy readi ng, controlling
and managi ng el ectronic devices in a utility network.
The present invention is applicable to other systens

for network-based MDEDANERD DESECRIPTION c devi ces and
commodity neters. The exanmpl e enbodi nent FOVIgeS for

a net mshkpfsﬂa%dn%%%m desarihet indhe eanted it fSPecige smgodiment.
C?Hffs i0bbeg fRitifatd &Eﬁn%ﬁg?lhgl?? J&étfegﬂuwé p&;m&éﬁ gs,0f the

gure 1 1s a generall l'agram o
npntemn knvkfifion had thegyedeat msedidnas nopliraitedto tdamtmmbcnhzmblst In
resent invention. Uility network

of t.
H‘%!P&@é‘p61??epr8§enﬁB}V§“%?’éb°‘tdreé?ﬁt€dd {hesentexh et a SWF% for remotely

pfe%ﬁi%gr EshtRMRRAUNIBRAna gi}eel 8RN @ViCes Y ubiBEy dddhol@YThe
be connected over a wireless |ocal area network (LAN)

1p@sent mvehtor iscapplicatd¢ tapother dyistepsifer neswierk-based nfexiagerpent of

b hbor hoqd kK (NA di t
AR GRS 0 ot I D aREa for Lhe Uil 1y, AS

S hown TRe EXnS1% 3HBLEINSHR PEIVIERR for AHétivoBt-BadedN§stBRYand&nethod
used, which may or may not overlap, such that a given

epmpRiteTing andvdosolimg ailiy mesrtied ufigity RAtwpek. par t of)
only ORg u% { ?J egésnel”«ﬁgeg %lo%wd'iei#&rﬁ oWa fu?lklﬁﬁ 100 l!ﬂgt may be

electro devi ron

desedae -lmﬁbéﬁﬂfﬂt aﬁb@ﬁlnﬁhaﬁfnmxesmmv@ﬁﬁon nUhhd,alau\t/oﬂd 100 may
nodes, which may include a utility neter or may
cBisHWeong gr morg PlFPtf‘gﬂl?ré?\éPeS 01, Injajpreferred gmbodiment, the

electronic devices 101 may be connected over a wireless local area network (LAN)
102. In the example of a utility network, the LAN may be a neighborhood area
network (NAN) corresponding to a neighborhood or service area for the utility. As
shown in the example embodiment, multiple LANs may be used, which may or may
not overlap, such that a given electronic device can be connected to (or be part of)
only one wireless LAN or multiple wireless LANs. The electronic devices may be
any type of electronic device. Examples of electronic devices include utility nodes,
which may include a utility meter or may connect to a utility meter. A utility meter
is a device which is capable of measuring a metered quantity, typically a commodity
like electricity, water, natural gas, etc. Utility nodes which connect to a utility meter

may include a network interface card (NIC) for communicating on a network, and
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toautility nmeter may include a network interface
card (NIC) for comuni cating on a network, andmay

i ncl ude one or nore RF transceivers for conmmunicati ng
on one or nore wireless LANs. O her exanpl es of

el ectroni c devices include comuni cation devices, such
agay épcludmonsoxasore myscwemsfemcqmmgama@lg e end @1 ware
o&’ll%?és? L[\II\} S dtglereé/xlaslp g]s oqekecyron%)dgygﬁ%y 1qc L\éiﬁtcegbmumcatlon

appl’1ances (e gera

c 6@&4(:@9 sippkisanep box &t (@s nay Geneed B &bl telROTEiH 6rﬁﬁtelhte

devi ces & . 0. ganme consol es, storage devi ces,

sklgpasian %lt‘@ryp heusaboIkianBlianses (s refuesraey, h@qt%ryhght(s) cooking
g e

BB, SE0mSIni 2y pO A Qi IO, sl U orge

ddmm‘m PCS ,30B8/RMY, b'at)l metwolkiti godsicet badlsgaaelag) gheway, access point,
vehicles (for ex an electric_or hybrid car or
ey

OTONEST> Qe ngfwo éﬁeﬁr@weﬁwe&@%& Gattqrystorpgalevice,
g{tr%iésﬁf)ﬁatl&r?&ev&ﬁ@ tgﬁféng&t%gﬁmeﬂgzlé‘sc(ﬁ&gxﬁﬁlﬁeeetagu ectrﬁror hybrid car

devi se e found i ness,
r mam:thayveblclq:jaeMenngnhmht dayices {1grTVgdavDarlayeRg Isatytsp ibayes,
handl e co icatio ]U%yeen el ectr nlc devi ces 101
ARG OGS BCa: PARNGIALVISE PG HIAHIPE found 91 algprass siness,

PRIV of pmlry 168k 8thep ﬁicw&n Rélﬁyselhsy“ haRiE CoflfiinfBtion

and the infrastructure of the wireless network. Unless
obdtweon electratiedeviegshidy andvhewireless LAN H vidorlexsmple, aselay

ectroni.c .devi ces at et.c al so
o8 P e PP e B KR R (Bl e tructure of
f the GHitcdeks nefwdtk heniete bieewise hotedf bthar @ vades il thetREWekksuch as
The wirel ess LAN 102 nmay be any type of wirel ess

n@FWﬁ"‘r electipic dayices Ealgmpys.reiy @@yca}so pofamrasgakeysead relays
?gglllf 2 th%%H&{[H g%? 081%? dQ\ylgés o(f% ftwﬂ%eonl‘tﬁ'\%eflw are
(T o X

y connec 0 one nore access pornts (AP)

103. AThé werelesANANRYODRag b8 ﬁﬁy typ@ of ovifeldsy natvedrR e rAdY use
r ggélbe connected to two or nore access points. The
USHE Y CemIpRiGaiiony, ehan el cormyYricasions protegle wi de

?LeinQ?Eé?@#.@el“"é%%t%%@z%es%t ot dEerpReRgARELTp)
of (3. c& geventlofiN mmy tktamﬁhectad tmairilgia)singﬂe ABsomesg beconnected to
managenent tasks, udi n tici ion in the

B TP et RETET | T SRRt o MidbegoRBEcHA loane gr more
Qe nedREHI(WARPI04. h?hé‘WAlNi K04 Rlay®t Q@ﬁnéc%&ﬁtb'o%@ %r more
as may be desired in an AM networKk Exanp l es of back

ofgck eéfiegsystems (BRY)UME. The back office system may handle a variety of

business or management tasks, including participation in the collection of metering
information, managing metering devices, security for the network, or other functions
as may be desired in an AMI network. Examples of back office systems include
billing and accounting systems, proxy servers, outage detection systems (as may be
used in a utility network), data storage systems, etc.

Nodes within the communications network, which may be a LAN or a WAN,
or a combination of both, may communicate using one or more protocols. Nodes

may include an electronic device, a relay, an access point, a router, or a BOS. Some

nodes may be able to communicate using IPv6, some may be capable of
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conmuni cati ons network, which may be a LAN or a WAN,

or a conbination of both, may conmuni cate using one or
nore protocols. Nodes may include an el ectronic

device, a relay, an access point, a router, or a BCS.
Sonme nodes nmay be able to communicate using |IPv6, sone
nepmipanicatpreefykc wittta somwa maydemapatide of cothmiugicging onmrgither

I f icati ith | Pv4 | Py6. .
BABIRE Sy BIRTHANL HeB o shibubfitg nisasickels in an P4
Paucket sAdditiemullyPydn® sk tmaysidiblé RNatdbYish 80 1B 4RERS through
may be able to establish an I Pv4 tunnel through an

y >N i .
| VB vaaeworrk. Thecommmmnieationtebreepaodesely destibsd ingore fully below.
described nore fully bel ow. ASSI GNI NG AND REG STERI NG
NETWORK ADDRESSES | N COMVUNI CATI ON NETWORKS Fi gure 2

s a genSSHINREG AND GEGISTERANGNET WORRUADTRESSES IN
network including a LAN 200 and LAN 206. The LANs
connect nodes 202 GAMMENMSATHINNETWHORKAs shown, LAN

200 hag; c ' :
poi nt. DU R FaR L Ebbol b SRR ANGE, A45ERE
LiABud (g ahAN 200 zﬁﬂ&A]ErQ@Gg Thad oﬁeNhsch:imieéttnoﬂl@é%Dal?d accefjs
comuni cations network 204. In the presently preferre
PAIBAIZREN S SBRENSEADEI0S (V8 ageasaBigis NG 93 Hbascange
TR L A halRSHET (IS PO RISt B AR g LA
t 200 thidugRRECC 3§ P6int 20 htnum caamiuorstiorestnebw ark2X4. Mayhdypresently

any.type of .co fcation etwork including, W thout

Tk Rt RPN A veh P S Fesipante p Ergeimigandiposiios
NGMARK upddtést ttls pP(WiH%%% dyRhMRY BNS&ESricd) D{ktnic updating of
presently preferred enbodi ment the conmmunitcations

nieNwos Roxparcoxling (o fid TaREG 2486 worymumichtiony nefswrk 264 oray be

nore. co nications protocol ch RPv4 or |

G e R R s SR eS8 o Bielopyk LAN, waN,
CRITBMEY, EiREd GRS, privhwtidtweR4virfaBisetdfethvorid R0 de théGitesently
fromthe conputing device 205 nay be sent using

riefpsied cabedunent ey carraunisatéons ashpurki2g i%wi@@arzgsewk, and
S S SRR Byt 558y 45 o o o
cavifitipsleviced 20T &orthevt to else carmmunititi@isinenBortteAD4C Asmessage to a
Sr(l)cfdtevf\l%a %ro%? ?llei c%%;iu%?lg%gvicég %g ?n%r)]/tbe\g@riltclpsing a network address for
the node. Computing device 205 may be any device, combination of devices,
network management system, server, back office systems (BOS), computers,
network devices, communications devices, software application or component which
is capable of communicating with an access point or node via the communication
network 204. A second LAN 206 may also be connected to the DNS server 203 and
the communications network 204. A DNS server may be dedicated to a single LAN,
or two or more LANs may share a DNS server. As shown, LAN 200 and LAN 206
do not overlap, in that none of the nodes, and none of access points shown are
members of both LAN 200 and LAN 206. Alternate embodiments may have one or
more LANs which overlap, with one or more nodes and/or access points common to

one or more LANs. Alternate embodiments may have additional LANSs, which may
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i s capabl e of communicating wth an access point or
node via the communi cati on network 204. A second LAN

wWQomsoeisal so be connected to the DNS server 2BGI/aszb08/001166

t he conmuni cati ons network 204. A DNS server nmay be
dedi cated to a single LAN, or two or nore LANs nay
share a DNS server. As shown, LAN 200 and LAN 206 do
not overlap, in that none of the nodes, and none of
access points shown are nenbers of both LAN 200 and
LoxNn@0Bot oAktley with@adnbtbei. ﬁeﬂtes)rnayltlh avefemerberobodinrest, the
LANs [ overlap,. wth e or,.nore. nodes and/ ar ..
0o irest B B s Sl et s P o TARE e dechrbgddn
edohaedtizaRyith Fidyird®Beloddi tional LANs, which mayor may
not overlap with each other. In the presentl

or of orPNS Sensp A0 Eintainhacsrieddressaslfas ke tides of it AN
R fGMeMd Dih 1RGSR HEFE IR sthler may be

rEbei @bd 6/1thineoF kno&ld Unessed rhantaihthe hetask alidiebses lofAbodes
network that it is associated with. As di scussed

awiekie ong oprpsre BANSy Ipgpe eeef%%@nmcb@em @ﬁoémeg@%terﬁé math
W t %Fﬁ&gﬁge%oo Fﬁtg 1%2?@?1% n one eorthﬁél néo% g'gfrr}%% Af Ework

aadﬂmieesrfegtmtmdeﬁmny b irvhwizddh tla:c]DBISsemr rir fod@yoiamgistry.
at |.east a net wor k addresses. The network ,
a‘é%‘*‘%%%@é’ ﬁ’&'ﬁ?ﬁ éeWSH’é‘éyﬁg‘? npanfapaddess ailﬂcﬁtlﬁé Ipfiqgnation such
SMmbat ad&l{essrmﬂ)%aﬁcﬁf‘lhﬁlcﬁﬁ)g 3033{ g@iqgﬂlehh@ﬂﬂwaibr) the1DNBelow
server may al so mal ntain ocat i on
| shbws sermne of tl&unfmrmatwmwmcmdda)ebs 1naludod an mamtmnmgcmtwork
nod eren indjcator). Table 1 bel ow s

SR o PSR TN L he s arer a5 Ops ierRsan the DNS server
%bﬁin@hﬂbng networ k addresses for nodes in a LAN. The
resource records maintained in the DNS server nmay
include: Table 1 As illustrated in Table 1, in the

pr@;@@ﬂjy preferred enbodi ment the node name is the
ress of the node. Fbmever ot her enbodi nents

useothrer manmes forthe whith gy Ol Ilbly ot

F{ﬂﬂ‘éceor bevdR IS SO B8 I\NN@Q@V@% Fur ¥/pég Addnges
eif d8PRacord (RR) Type in tlable 1 may b & ¢sgdndicator

type I nforimati on AgpRHe routeg registry may be upggpt ed

accapi g tlo nul tighpreriterid, i pghadi ng| periodiggl Iy
or in the gvent omgppRronore criiteria are gatisfiem

AAAA ADDR4 MAC2 80
ADDRS 44
AAAA ADDRG6 MAC3 20

As illustrated in Table 1, in the presently preferred embodiment the node
name is the MAC address of the node. However, other embodiments may use other
names for the node, which may or may not include or be based upon the MAC
address. Further, the Resource Record (RR) Type in table 1 may be an [Pv6 type.

Information in the route registry may be updated according to multiple
criteria, including periodically or in the event one or more criteria are satisfied.

For illustration purposes only one DNS server is shown and discussed below.

Alternate embodiments, however, may use multiple DNS servers.
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For illustration purposes only one DNS server is shown
and di scussed bel ow. Alternate enbodi nents, however,

woreapsagas4ul ti pl e DNS servers. Al ternate enbodi PENUS200$/001166

the DNS resource records may include additiona
information or may exclude sonme of the information
included in Table 1. Additionally, while Table 1

i ncludes information on only three nodes, alternate

enbodi nents of a route registry could have i nformati on

on rmrlélt@naﬁe@modm@ésof tRiDNS Tesbiwse tedonds mae clpletadditional

t Kk d f | t
AisEReREh PEmgy AT RER: elhe TrGimifipriaceady FMELr o
aﬁ@ﬁlﬁgﬁeﬂ@ Paile TapR .1 int BideLindorhfation @ﬁwﬁdhkezeq&bd& QfYernate
di agram of a process 300 for obtaining a net wor k

ihodegenss ofa rderegigtryssoap 3o infonmaeon Em moa¢ eigfewsr nodes.
S\%ﬂﬂ Ql%cllﬂ%lu%s {ggtRxZe% t&k%dﬁl%gse?h or %g? g’\% 8 te%late

reso U Ion reques server

reathoddhents of ekaﬁe eegivdemaylRidid dniy@iumbey pf sdidrtssed pe nvdee
nanme. The node identifjer may be any conbi nation of

| ett er%guwm(@r@ne@ywoﬂgw éragé%paenpécr@ss 300 (9& ebtajring)a
@rkI ajagfegﬁg{sg Bb(ﬂin .IW %@éb ﬂ-@lbéli ﬁo% 1n{e%1g1m§% @Er?dsﬁ Egck}%\&or a

pre erre odi nent node 1 denti st
aneksagestoafnddeendkes e NS resolition Asquebicrara DNS Fadver The DNS

source or requestjng nqQde ingludes information
IR rﬁgu%ﬂ nchilgs d gogspiificr FyPigally thwec{esn% woenode
qgéi{tﬁﬁ ma@?{;"ﬁ&%o%ﬁaﬁ%ﬁ oP TRy ﬁﬁﬁgerseéﬁlbdﬂ osdtfaPac 3%3 As

recei ves resol ut’i on request
td¢ecnh¢delhde¢jmr®deectmn w;tlﬂewalﬂ% inheneSesty peafemai;gnb@thment

i th d t node .a
theBodaer 1By BENIRE pePis op elBisEaghiREr Aagin i Table 1,
QRD slirfEot reqh REng ﬁb&‘@fn'éhﬂ@ﬁjf&%dt%n%?edl&@ﬁk%ﬁe sliffentifier,
one presently preferred enmbodi nent he “resour ce

thepode’ mﬂworleacktr@ess, rafwark addyess preferssee, efPvA stes 307 the DNS

5 T S B T M BT 080 5 e

IENS setverF regy@iip vath dhdtivomt £ddrédéGortd meas Séi;oﬁi&tédbﬁth the node
assocjiated wth a given node (or access point, or

dfierdipr.oImide PersRibEPIserEed Rarbadinynt, the netwarkgddress is an ﬂ’

SRR Ao RORT IR ShAA YENCR, AR rtcs

aoldn éBeeaidress. aPphresowrud arcofdRRRY they haAi, PERy CNAMEDNS:. The
rk addregses

ryer may select a subset of the
ﬁgééﬁ%@a 2YF AL thag 8%%‘%}“’:968%‘1‘{; V}D%&gh‘ﬁn godg
&r WRliti p;ﬂ@!P&é“&ﬂ%fsg&r}ﬁa V6L UQEK2RAWBSS ohven Bt &ﬁl%ccess

in t e response to t
point, or BOS, or any other device on a network). If multiple addresses are

associated with a given node, at step 302 the DNS server may provide all available
network addresses for a particular RR. Alternatively, the DNS server may select a
subset of the network addresses associated with the intended node. For example, the
DNS server may choose one network address to include in the response to the
electronic device. If a subset of network addresses associated with the intended
node is selected the selection may be based upon a connection cost, upon a preset
selection criteria, upon a policy (for example, the electronic device intending to
exchange messages with the node, the type, size or priority of the message, some

aspect of the use of the message by the node, or the nature of the network device
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preset selection criteria,

If a subset of network addresses
associated with the i ntended node is sel ected the
w@2i08097i46h nmay be based upon a connection costPCTPSIV0&001166

upon a policy (for exanple,

the el ectronic device intending to exchange nessages
type, size or priority of the
nmessage, sone aspect of the use of the message by the

with the node, the

node, or the nature of the network devicee.g.:

a

seBv erservar, ngtehwelk mansgganetirystoys admling syktéh] argowtggs em

eiiePE: TR il e R st o

managenent

PRUPYT Sqifi¢ pihgY griteria

NEtMRIEi Sl e3 el Gk R 8redsed apd proivitRd i thet ING'S PRED IitRSOleb3dnRE) the
response, the response may al so i nclude the

CIsPPAnSp 5 akyp inekyde thecnossspandateatasisad diensipreierencs indjcators. At
PGP0t B DG B RSO L AR 05 B0

n&es 3QRthegiodd séndlefs\dskaRARIRSSndtRod akidless rodsivdierdhShe DNS

server. The address used to send the nessage fromthe
n¥dETand/ or an el ectronic device to the intended node

I i ' .
accose! HorEss 1R R B ERELARE AR hE AT R o Bl Bcctrqnic
adiicests thwintchdey podadt gledimnénddvikietmayldsresspond to driesor more

event there_is nor

than_one access point, the |
pACEESSPoyts Rt R0 ala&‘?Vés%ﬁNéﬁe setevé%lg Bddrassopo

Pv 6
wditypigally be

UnVPV620ERIS ROhEEver: PdrOisSmORNAA o R cLE ilﬁ?{h\é’q}s? prefix of

address may allow a given access pint to

e used

tthamstwark addmressmge be essobigtedeviioa givee st¢asapoimn. Inl thissmanner the
LAN with rmul t.iple access gpint$ t he node

ansivic
Y6 msbork shdresnmaY allaM it arBdintie

Lot

B’dtr%sflﬁt a

t ABssAELIR thEXBRIIR ddstmalybi.t If al H¥AE 5 dSAROwItIPYifu1flE Wekdss

Addressi ng The present exanple has a given node wWth a
risdets riipaod¢ mey deye migedian kae IRwioddress asretiatadkwith the node.

addresses associated with it.
for Nodel may read:

The route registry entry

DDNS Rout e Regi stry Nodel connects

t 0 ExaaipleNi-Cvul® Megress Usink IPR6 NegWoikadasessify Poi Nt s:
APl and AP2. APl is associated with IPv6 prefix2001
: 2105 : 20aeThe present exgmplgdgs Ay endioge a1y apede ngmeof Nodel.

| Pv6 ' : : r L irmach O e . k ' .
for e)rzlgrgr{l)% léhéqg'éclgg'% ??@\%ﬂ? a&’dr{assega somﬁte?n?hggfg.s lﬂg}%lﬁg registry

ICé system I C

entry for Nodel may read:

DDNS Route Registry

Node Resource Node Network Address Node Address
Name Record Preference
Type Indicator
MACI1 AAAA 2001:2105:20ae:1:225:3400:208:aa03 50
2001:2105:20ae:2:225:3400:208:aa03 30

Nodel connects to a communications network through two access

points: AP1 and AP2. AP1 is associated with IPv6 prefix
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out age detection, intending to send a nessage to Node
may receive either network address associated with

wO@elofssom t he route regi stry of the DNS ser vBCT/{/82008/001166

may receive both network addresses). A nessage sent
fromthe outage detection systemto Nodel using the
network address with prefix 2001 :2105 :2gae :2 : :/64
woul d be routed through AP2. A nessage sent fromthe

out age detection systemto Nodel using the network

addr esowt 21vspeedd 1 : 2081 an@ NP2 is AGkaeiatediwith [Fvédrebixl d

be rouf, %q HUOB'?h APl F| gure 4 is a generalized

commurii caf f ong oW d| agr amillustrating process 400

for regi st eAinayvak dediaé, fdewtangpluva bhclaoffee sgstempatiioh manages
Reglsterlng a nodal H&plce to obtain a network address

may afPi3gcdGIeHYMIBIRENE & S BEBRED T NedgighRy receive either
adar eR@%ork HddRAC.ROESRA N th RhEE 1%5&%@?@9%&%% oftHEDNS
LAN nmay be using 6 protocol excl usive or “in

par al Iservew[qrhna}Fl\melpc bomcmalt\wrk aédresshs$cAsrsessmge sent from the

' de
ol Subiee ARG EPR e & NogGioTine (e rECLEE Hfrs with prefix
presenbby . Proef 854L9 . Jmoq;ommge rd¥edanMubRiAB At @%@Sage sent

di scovery process an dentifies its neighbor nodes
and t Heoradwensagealoticsionsysiens toNodot esingMes mitvotk address with

id d
it e Gie b anal ey & COOTIAgReTgH Hrprer AP e
set of one-hop nei ghbors who provide egress via one or

nore access points at the | owest path cost. It may
t hen ddghrerddeagergralizedicoommpriensions fiam diagram iblustrasimg process

| ’%86 gg tsw?lngf fé{odalaée ?ceDl\Eh T (ﬁ%ceeés:‘%onﬁ Oﬁ%stg&%% godal device

sen regis "Of

II)@bbthmﬁd:’netl&brléﬁﬁlréds@na%epaﬂp%‘o‘wﬂsfom&tfbr%véta& lof Aetwork
acknow edgenment nessage incl uding an | refix which

addrgsses e [ThprsPrapantly prefemed emhaqhme@h ahe LAN méy be using IPv6
| f
FEFGCOL RAGRERA, 5380 T 6| ARG FOUARLL 0npyposes
@mtksa}tﬂ(ﬂbllbdescmb@nm iofn wiretdsy AN usihg TPed haﬁ'oﬂhadﬁiesses.
Iows ngde géto register wth a DNS server.

BPFF‘éFm %&n - rage I oayatetiedi X eFBéaliﬁ’é§9(s a4
Wﬁﬁkgs € n&8RSorMod&¥ arfi0e QQ&@S ﬁlf%ccﬁ"'o\‘l@ dr Mb?e LWWl%ch

acknow edgenent nessage and se% | 'ayer
peayilda egaedsand megsssg Nads MimsayDiighet mltunea pmﬂgrmla;ysm to

B T PP 1 o R ST AL R SRS, 18
g&ueﬁf‘gﬁﬁeﬂsllaév @ﬂé‘e Iﬁ)gﬁ?tlﬁﬁﬁcdﬁ eftinkay 86 B hEOR B pRIEss
with one or more APs and the affiliated DNS servers. At 401 node M sends a layer 2
registration message to an access point AP. At 402 the AP responds with a layer 2
acknowledgement message including an IPv6 prefix which is associated with the
AP. Additionally, the acknowledgement message may include configuration
information. In a presently preferred embodiment, the configuration information
includes information which allows node M to register with a DNS server. In
Another embodiment the AP may proxy the DNS request on behalf of node M. At
403 node M receives the layer 2 acknowledgement message and sends a layer 3 IPv6

registration message to the DNS. In one presently preferred embodiment, the IPv6

registration message to the DNS includes the IPv6 address for node M, which
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conplete an I Pv6 address for node M This is done
consistent with statel ess autoconfiguration steps of

WORREGsA%B24 | n one preferred enbodi nent, the | PREI/EsEDS/001166

i s based upon the MAC address of the node M Alternate
enbodi nents may use other suffixes not based upon the
MAC address to create a unique |Pv6 address for the

node M Note, the |IPv6 address for node M need not be

gl obal Iy unique. At 404 a | ayer 3 acknow edgenent
médigefbe IIEv(smﬁxfrqmmedlfmrDN& AB anéhe unopie IR/V@hwfﬁx”

d 4 The
SORIISIF B BB R SE ane® My Thivdr e Rite? epﬁaveﬁhéf?tﬂfss
R cbREEEhiGH $teFs &fRF@Q%iVIIﬁ oh€ gfei"érf&t drBbdinkht, HHRAPBSuffix

server, and may include additional information. Wile

P based gpqmdiedvm)@ affsloess of Hie naslgiMt Adtermmte @mbwmentsdeay use

O A RSRSE 0! e Pt PBgPE BN A URFRIEEY st o
an@m MOINUte, thelivi6l dddgdsk Yor ridde M Qe &t Datdiybaplyeiefueed
enbodi nent nodes woul d register wwth nore than one

acces Attt laper X arkpewledgementimessageds senttigne thesDNSte the node
tl\tf %Hd 9&%%1\/%% %?f%ﬁ'e H@derM 2905 h %g%ﬁ% ?2 aaﬁowlg%e\ﬁ%&lpmegs%ge may

even regi st access

pmlmdesCmﬁnhb@orLM\ihe h@mﬁiﬂﬁnloﬁfnadsM'fs adggdiratioh Rvith the DNS
presently preferre .enb dlnEnt a given node may have
REVEr 2Ad magriecluds aifitiona) migapRticdis associated with the

node. yhile ﬁ&cg&%b'ogﬁdslﬁﬁv%\%ﬁ? r% SEI%HSH of bl Bo AR §ﬁe l«1<§:ess

determ ned fromthe I"Pv6 pre an access pol nt
@oum, iqulke m@smm]lyemefe(red gmbodinenhAlCnadanesdd oégitthewitbdeleast

ULNENTR R IR CMER T T

§9£§t€§v§ﬁﬁ mdr® tﬁalﬂ'o?le %&E@@goﬁ‘@ a8 %MAmn'ﬁ% LYRPIREL is more
M may send | ayer TRAP or | NFORM nessage

tﬂaﬁnaprbaackesgfpmrxt en $13@Léhﬁ BeRiated 0. th¢\hodaer nﬁtnpdempy evere

DNS ! B Prefe
PR SRR ST st e friRint ARl e PP s tertid Ve,
one | m«&lea;ﬂémﬂz pedferrb®eBEEni¥nt, &rgiivd?ﬁibdle Ayt e more than

mul ti pl e network addresses associ ated with node M.

207 upigee BOS adsdeess pesociatrsd wivieTap. & as mmm@ge node s
P00 AL e SRR 8 S8 na il i
QuRpynetit $& a0 the™NA O &dilness of ithf iydapthieq nif the naael fegMterkWith
?r)l(uallgglle %ccess points the node will be associated with multiple unique IPv6
addresses. In this manner nodes may be multihomed.

Node M may send a layer 3 SNMP TRAP or INFORM message to a back
office system BOS at 406. Alternatively, the DNS server may signal the BOS via
SNMP. Preferably, the SNMP TRAP or INFORM message will include at least one
IPv6 address of the node M (and may include muitiple network addresses associated
with node M). At 407 the BOS receives the SNMP TRAP or INFORM message and
replies with a layer 3 message such as a GMI (Generic Management Interface) data
query. GMI data query message may request information on node M. For example,
if node M is a meter in a utility network, the GMI data query message may request

information on the configuration settings of the meter, status of the meter,

information on the metered commodity, etc. At 408 node M receives the data query
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if node Mis a neter in a utility network, the GM
data query nessage nmay request information on the

w@onBiogidsat i on settings of the neter, status OPCT/H82008/001166

meter, information on the netered commodity, etc. At
408 node M receives the data querynessage and sends a
data response nessage. At 409 the BOS receives the
data response nessage from node M The BOS may request
the network address of a given node at any tine. For
anesnggeaand sendsved ROS shassematssagee ALY the BESSmgeives thmdata
node M when a_.ness was expected, the BOS may query
ﬁgsd’@nf\ﬁmﬁsag?]go %gg\é[s not al ready have the network

addr esgheaB0H Y Mquelt thedetw stk Ad8reR§ 868 BivieX nBAEAy_fne. For
enbodi nent, if the network is configured to requesSt a

rsemplek ifibie BEXSshagmob raseivhé a BESsags frams podelMhghewa message was

BRRRRE 280N el B B R by

v iR darsdst wutelNRV6r, Beinvéteckpredddtl prefbro@keRbsBaSAYEf the
for node Mto the DNS server. At 4 11 the DNS server

MeBIk ds candiguprd taenugst anefworipydirassandess thedpOR sejeespanding to
to )
S5 BR G BBSSRA B i B 1L 1O ERfrean)

céstha @N P astreera Aot Mothk BORIsepds aii 0P voesdwolW addidse 1ddRwp
address_ for_ _node Mis received at 412. In the event

HSSHREdRr PAdenyiio tayPRiSeierter- ot 41 thedNBaerigpEaspans to the BOS
MAGLAYEVE HA814OFdt Rdd [\fﬁrc‘tPE %ré)é ABtHAI9RS sg@@r ¥ ork
all'y der address or

attenpt to progranmatic rve the |
dgrest foempde My offemersattiee BIVS| fereed drayssspofid ehd@S1aeayiot have a

creat n ad:zhoc. | Pu6. address. usi th P's | Pv
it e R aoan i IHRRE Sadrand6y hafe s Foesipd at 412
above)m thd&eB e e & 7R réffitredor iPUR BOS 86EndtReddf: a
AP requesti n%ét he AP to forward a nmessage to the node

paserk agdness foe theorsleathe HQF ngytatempetowdgtagmaticglly dsthe the

B 30 B o BT BESGRL b o

Meveteadunels Usinignae! APes TPV6QdiRSs a@Bthen®d&k MAE address (as
registration &rocess. In the event node M encounters a

PrEBibedabetsy. dhaBsIempyalso sendrebive messegaipithy AP requesting
HRCAP ?ﬁ ?orw%gf){l ARLEIL Y8 {}E rlolie k/F?eﬁqJ%h ?1(11&0 odseoefc&ﬁ%{neg’ toFhe
networ k problem efc., node may “send a nessage

inodié’s ahigng MAGridditdiert altehatiBe, the BODmanredqleyl the AP ping the
reachabl e bﬁ/ node sggh as %n SNVP TRAP or | NFORM
Hﬁg"sg) terpping the ngtgrk address of the node and/or inquire into the results of
the registration process.

In the event node M encounters a problem, for example loss of power, a
security incident, a problem with its hardware or software, a network problem, etc.,
node M may send a message indicating a problem to the BOS (or to any device
reachable by node M) such as an SNMP TRAP or INFORM message. In the event
of a loss of power, the node M may send a “last gasp” message. At 413 node M
sends a last gasp message to the AP. Typically, the later 2 last gasp message is very
short with only the essential information to conserve node’s and network’s
resources, so the message is received reliably by other neighbor nodes and the

corresponding AP. At 414 the AP receives the last gasp message from node M, and
in the presently preferred embodiment packs an SNMP TRAP or INFORM PDU
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of a loss of power, the node M may send a "l ast gasp"
nmessage. At 413 node M sends a | ast gasp nessage to

W bh@spr4sdTypi cal ly, the later 2 | ast gasp nessBOEUSR08/001166

very short with only the essential information to
conserve node's and network's resources, so the

nmessage is received reliably by other nei ghbor nodes

and the corresponding AP. At 414 the AP receives the

| ast gasp nessage fromnode M and in the presently
pPedtecqldonte Mmatchr BRIVIP packet) with SRVibasT Basp” anessagesrivl forwards

ety O RSB0 e ol b 8 s PR S B a8 Trom node

imdi cates the AP has received a | ast gasp nessage from
node M Exanple 2 -Network Addressing for
Transportati on Nodes The present exanple has a given

A A

may have it Shdpicb@it iegsmplediage¢iiehGivdahat ietiranspoghtish device
Upon pl ugging Node Hintg_an electrical outlet node H
at t enptsshownds £3gre Sh Spesificallye Alods Kl isiathybad car whbiqhjrpay have

utility. il | - o :
exarpl & RSEEThAER i EHAE . Uoh PR 1 ingan

Wi r el edectrdcahvurtietcaidedh sttereptass statdish@oineunidation with an
protocql . .Node. H sends | aye reqgi strati on request
nessag%eqtelc\gtunﬂ%gl 1%1_38§(9@ég<£13§§-ﬁ% i pregeRyeyample Node
AP, af i@%ﬁﬁﬁh@gb{;@rz&& 4rBa LANAK-7 ESRRBASs YrhiuhicatiddMRtwork
prefix, which i1s 4ea3” Node H uses the received prefix

f r om ARling thedPe@pmtaolinNgdeHl seuds atiyeesd scgidtiotion iequsstsmessage

the MAC add f t K in. Node H, al .
i th (R BSeopgp PP Rb A AN Mgl 8 effsstpgiitiyith LAN-7

| Pv6 agddid?is withaelerPkio SRIES whidipi¥ @eaP NE@ Hiused tRReceived
nessage to a DNS server associated with LAN-7 and

r ecei vigsfinfroat AR VP ertgierreurtiqia BivotaddrepNINgde Heyses tigddAC

a1 ocediBss SEERSaik Rafd i R Gy AGEATR Hleltpv8 Bréet¥edim P,
C oMU adatdghe\iinidueBOR HEiresy olge K s&RIRMUAY &G B de@lRGration

networ k. AP2 sends Node-H its IPv6 prefix of 2Itf,
whi ch RewagHosRRStssrver agpoeiatedsieith RANAiagd Eeqepyes an

Trap oF TRRRERPRER Sk S o, Nold B SERERE i econd

on LANcéess point on LAN-7 called AP2. AP1 and AP2 are both capable of

communicating with BOS-HB through a communications network. AP2
sends Node-H its IPv6 prefix of 21ff, which Node H uses to create a second
unique [Pv6 address associated with AP2. Node H then sends an SNMP
TRAP or INFORM message to BOS-HB indicating that it is on LAN-7.
Additionally, the message to BOS-HB includes information to alert BOS-HB
that Node H is currently connected to the electrical grid and receiving power
to recharge the batteries of Node H. BOS-HB sends Node H messages to
inquire into the electrical usage of Node H and also sends messages to check
if Node H is still on the network. Prior to sending a message to Node H,
BOS-HB performs a lookup of Node-H’s network address with the DNS
server. The DNS server, in responding to lookup requests corresponding to

Node-H, may determine which of the two unique IP addresses associated

-12 -
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to recharge the batteries of Node H BOS-HB sends Node

H nessages to inquire into the electrical usage of

Node H and al so sends nessages to check if Node His
still on the network. Prior to sending a nessage to

Node H, BOS-HB perforns a | ookup of Node-H s network
addr eswithiNddetthto PRSidedQEHB. ThethiNS agwle/gmbodiment, the route

respondi ng taq | requests corresponding to,. Node-H, .
my” detcarmid 0 P i des S GRERT G RS astboiatea
associ @itadné I eNadReskestcormpspondie tBMNedeBI. The pfeif&ence indicator
exanpl e enbodi ment, the route registry of the DNS

ser ver spentfles dhat AP2uiperferret evasAdhs es ARdihean arore reliable
assoc 'F?&{f;%ct‘{%& &}jftf\ NS 4P wgﬁ%d > SPiiuss HleINS %?%Ig{]l%gkgs toBOS-

Node € prererence i ndicator spécifies

pr ef er HBOwN eie ¥RV orkasldARR asrasiatedrvitie AP2| IBLIR-EIB then uses the
connection with AP2 than with APl . Thus, the DNS

ser verngtwerk address asrasiatedivith AfiRe Whish i ek rosdesrragssages to Node-
associ gt it . - . }
ar oot ifbubh B2 TR PERRGT 4 REfSyd RERLLHS BELMBE from BOS-HE
messagesNéde-Noheughl AR, BOFHBR?r ahsthédevseant thehet@vork) may

failure to deliver a nessage fram BOS-HB to Node-H . )
t hr oug¥PaRess angessenyg thopext FRAehBre el ek Ao atsperared with

may reqygsh, ang refs@x?@ih}éqaitl\gie%[@st%ﬁée 1Red th@rn%tdaﬁlﬁgtgperﬁ%rrteﬂe

net wor kK addr ess assocl ate Node-H, and r
f ai | ednetwesagkiressifogNothe Hnekd themsxkt o fpeefemred nettvaok kddress for

dd f Node- H. . As t t pref d t
Addr esSoRGH Btpaidsds APpBitEy BF Bl Besges § Toped through
the fahbego NBISADEIN BspdRidé RFthE i RUGR1IAEY th&sNRA8-tht néthork

response to the failed delivery nessage to the network
addr esaddaess gssontadall with ADRRthe DNE spiNer ey ¢hangeethe predergece

the preference indicat.grs associated with one or re. .
ot vor HOaERS S Belel S S T HeREork a3 fias i cyitn
changeNbieHpbed 812900 dhaféc@t pisfeiRhcOindRator9ELSthéodes on
according to one or nore criteria (e.g. proximty to

Node- HicCaElRS BetEeTdROTAPter@dp@nBon Bty i NedeHydependence on

o) ABIPERIGEL oGO0 BRI SO e

Node- Hndidasr BOGeHBDNARegistrARa¥.originate from any one of Node-H, the
BOS-HB, AP-1, AP-2.

Node H responds to the request from BOS-HB received from AP2 by
sending a packet including the network address of Node H. If the included
network address includes the prefix of AP1, the pack may be routed through
AP1 to BOS-HB, thus allowing a network address to determine which access
point, from among multiple access points, to use in egressing from LAN-7.
Node H may select which of multiple network addresses associated with
Node H to include in packet’s header sent from Node H. By routing packets
based upon the access point prefix included in the Node H, the egress point
of the LAN may be selected, allowing control of egress in multi-egress

embodiments.

-13 -



10

15

20

25

30

Node H responds to the request from BOS-HB recei ved
from AP2 by sendi ng a packet including the network

waodwsesrasof Node H If the included net work adetBES2008/001166

i ncludes the prefix of API, the pack may be routed

t hrough API to BOS-HB, thus allow ng a network address

to determ ne which access point, fromanong nultiple
access points, to use in egressing fromLAN 7. Node H

may sel ect which of nultiple network addresses

associ at ed Hs Nedribhis aHnebild nedendpalilp opmokiatg fsorh@adéecation to

sent f de. H By rquting packets.based upon .t he.
2ccessi B Bickma el AR PR SRR R S iR el Fgu AP
poi nt  wddetdre AMYN{HEBAP bgaysddretiiteta mabllowbdy Eadkhmple)obile
egress in multi-egress enbodi nents. As Node His a _
nobi | engfissmay dsalsregiveredul thay havegrat baen ingoatmericatipn with the
anot he ' ' I g _out . di heC

cont ach P} FidsdTRt bl bl R AR AR

der egi dteetiatzvelyphiobée Rode. miwsendXafopinationmbnesrivsie A Ps not to
may be deregistered if they have not been in . .
conmmurdsEesisteht Ar Plicionmt g AR an,yege‘@tded}ot to deregister a given
conf i gubEI FodelfbdPehd o i%or@@ﬂﬁ&&t@ﬂﬁiésy’ or
alternatively, nobile nodes may send Information to

one or nore APs not to deregister them or policies at

noad vELaH CREIFRERTS R PEPERET. G o8\ DY i eRestyprics

COVPONBHIS rletl S C4FaD 16T dub¥&rtiHE lcbinminNa A¥ERK §I%li1{éé hddtessing

net wor ks cCapabl e of supporting Comunication u
| andpretadele smiynge arvdriptycstf devicss eappblesd camvamiatingofreferably,

devi ces C bl e of .co ni catin ref er abl usi n
sl v oy REME eesenty profvasebsmeiosBlo sy fiun combyastyibch as a
QfIRPASY, Gn Stkels PSin ald albaély offRE8ystah vAsifi€ hidvdWivBlfunctional
and a back office system would have I Pv6 functiona

SYPPYH IntegrRiEd inip dep feppastiv 8YStaB sempprant sisempie preferred
%%%%pﬁéﬁts omagaﬁé g%s%%rﬁ? 9018 %ﬁ{s%?&? v&?ﬁ arllﬂ 6sc ibed in
capabl e sySt ens conpoments are’ shown ana descriBed i
conn@tioh ovithFighresiogaad 86, 7 and 8. Figure 6 is a
generq&ized,block dj.agram of. a node 600 as may be

i

. b
f ound T'BUESFacRerRl BiblAgk digerenbeir trisGU0ms aabs Bupd in
) . 0 ool .
QR IrSER{ohS HeR/TP0 gb@ﬁ&tcgf)?ﬂé ?&6‘% 1 ?n %é/ ngfre?&séég%ﬂ%gﬂnent, node

device I nformation contr
ré@@inpay include a device information controller 601, memory 602, LAN radio

controller and interface 603, private radio controller and interface 604, meter and
external data interface 605, and IPv6 protocol controller 609. Meter and external
data interface 605 may connect to a slave device 606, local meter data interface 607,
and or an external sensor device output interface. IPv6 protocol controller 609 may
receive and send IPv6 packets, and may also create or maintain IPv6 tunnels or
encapsulate/de-encapsulate packets as needed.

While the example node 600 does not include a meter for metering a
commodity, alternate embodiments may include metering capability.

While the example node 600 does not include radios such as a private
network radio or LAN radio, alternate embodiments of the node may include one or

more radios.
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controller and interface 603, private radio controller
and interface 604, neter and external data interface

wW@®@Q®Wgs/0gmes | Pv6 protocol controller 609. Meter BEMUS2008/001166

external data interface 605 may connect to a sl ave
devi ce 606, |ocal neter data interface 607, and or an
external sensor device output interface. |Pv6 protoco
controller 609 may receive and send | Pv6 packets, and
may al so create or maintain | Pv6 tunnels or
encapsWhae exauplemedp 00 i despabddess snglpdevied altpmalee

th anpl e node 6Q0 .does npt include a meter for.

e RERS Rl IS O 3 el R, SRE A B Slafs in
Hﬁ%ﬂ@ﬂ@um@kﬁﬁm@&IQ@@@bbjity. Wil e the exanpl e node

600 does not include radi os such as a private network
radi o TogureANsageneraliaed Rippls fiagembobitmeasess reint 108 asgery be

NB¥n Hﬁl&%ﬁg&l@&io‘}{s n'gR’l;crerk r6§6 'd%g‘Crl\Q@h la?o&e).( a&(?ée?s nﬁoqgﬁ &)O gvhjch
i's described as a single device, alternate enbodi ments
mayy alse atista gatedvayanmotiey in,a it oikr suoh as 8 exieles LAN, may
radi os in inplenenting exanple nogde 600. Figure 7.is a
JBFEAS RN 3eEsHPURIINETERHAR ORIl leT 48 banempry 1112, 2 JPANginterface

R, D Sri(/Q[H N rdl&s 9%8&8&9%:?12}?0%?bw@,rekwﬁ'glgssdfﬁﬁrlja@ﬁdcontroller

above. Access point 7 may al so act as a
gatlem@yfate 7050 ded network et Rvolprstochl cntralle T08. €le defbrk IDs

TBYo bRt Somgalr oy Ao g perier BrafPr. ok adisnel broker
?%%ﬁ@ﬁéldd@&' :sta?ﬁEMchn ol Led 6404 foRmidrSh %&ﬁgﬂ\éms

dio controll'er and interface 705, and net wor k
[upgingrotuonellbrekamt rol | er 706. The network |1 Ds | Pv6

proto .cantroller 706 na sp incl.ude .a tunnel )

P okor Wi O Sineld aqemaliit 2o et PURCTOR ik ap g privace
fedikiedio oW N orNAN rddio, 41tk AYafBdrh®IdimBntS BP @ 4¥8Es point may
utilizing a tunnel broker. Wiile the exanple access

pa¢lnde guoorguere radiosi ncl ude radi os such as a private

net wo r\K’hﬁg ?tileoéxa\r/n\%'l\% gcrceé‘spf)l\loirrltlaﬁ)'gols dlasti}lgtri%]oar}l % rr?eqprgﬁ:drl oqgeqtdsévice
of the access pornt may 1 nClude one or nore radl os.

\Witheendtwerkepeai R Irélapct e ¥ 8ltdrahtd embl@inéhtHléilld Béhbine ¢e a
neter or other device in the network (e.g. a relay,
dbrctionglityetfipiode cmpishirpiam: & ayother dgHise RESYsHan in the network.

f unct | WRaE ia&éés?érc])ilﬁtn ) @de&?f\kg? i?s 5§1n%¥e dévicejagﬂerﬁgtlaer

devi ce or syste e ne
embodiments may use multiple computers, electronic devices or radios in

implementing access point 700.

Figure 8 is a generalized block diagram of back office system 800 as may be
found in communications network 500 described above. Back office system 800
may include a communications server 801, a wireless private network
communications controller 802, a router and 6-in-4 formatter 803, an application
server 804 and a database server 805. Wireless private network communications
controller 802 may communicate with a private wireless network. The router and 6-
in-4 formatter 803 may communicate with the WAN. The router and 6-in-4
formatter may also include a tunnel broker, or a tunnel broker may be included
separately from the router and 6-in-4 formatter in embodiments utilizing a tunnel
broker. The WAN may be the internet, an intranet, or any other type of wide area

network. Alternatively, the formatter may be a 6 to 4 formatter for IPv6
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Wi |l e access point 700 is described as a single
devi ce, alternate enbodi nents may use nultiple

W@ wpleEss, el ectronic devices or radios in  PCT/US2008/001166

i mpl ementing access point 700. Figure 8 is a
general i zed bl ock di agram of back office system 800 as
may be found in conmuni cati ons network 500 descri bed
above. Back office system 800 may include a
conmuni cati ons server 801, a wireless private network
ceneapsulatimni dypplicatiir sivermBOR; any typeidLapplinaticGr whichk may be

T 3 T AL R I ——
CRIBMINGHpb RO 078 But e &Eecﬁga al®¥r ﬁﬁﬁagem&l@hﬁpn@ahbn@
private W rel ess network. The router and 6- in-4

fapnfyguradion 80 onprp vistoning amhcetlwa hetwiogk splications sughaen proxy

and 6- tter als ncl ud

AR BN R e TR Bl S 2okt Y el Bhee
rigtodrer autelrfice ap?ﬁcitﬁfnr(%ﬂ haniplt, ﬁﬁ’ﬂﬂéﬂfﬁ@%%héﬁtidnl t3ialleweh
tunnel broker. The WAN nmay be the inter net, an

i stoRifEto C@rtroéﬁype@tswésoqiq}gbwah aglode oafeeoniwel agnekts of a node), a

t e 4 formatter
P b Lo SRS 5088 by O} araser
tgtpanmﬁurﬁwionq)amwdimg\uppn&utmyetbe used in a ut| lity

net work. wi thout limtatjon, include billing
appl i c‘é[ﬂlﬂls chk %@&6 SHHPRG ORI AsseEPshssa sipgle gghty, it may be

e B0 N0 BRI 0P LR, B Buiple servars in s data
retieor Khapedciribed cmnpormntsrbfamclaoﬁ‘romsystsmrw@rmaﬁb@hﬁﬂemented
rver a stora back-up and or recover
TG Gombuts, G Bk be FRPISHEREH c5igpt MR B FOpPBiers.
%d’dmbﬁallyaﬁadkrﬂfﬁﬁé Ssterd BO hfagtaeq&ﬁi&éh%@y&@ssqﬂﬁhﬁw
to controf aspects ‘associ ate a no
sontpuidrs gsmpabipie vkationsed on mutipledetwerkagBack efficosysemn 800

PSR re e S s s i le Sy AURRTTHOY Sipta TGk Sfifce
b;@@tkm%ﬁy ﬁﬁltﬁl&é%ﬁfﬁrﬁ%ohﬁtu@%@feh@@wéﬁ asaa Shd&H6r billing system.

entity, [ be i npl ene on one or nore
§Xalfl9 16 gptamy may pﬂl@u@ﬂe? bidling $ystem ard @ proxy

%ggie? FAd ilgl%ln?rlg 91{31 nz?%gg Fgrgppﬁlgé?%r r?tf ag (1:ckat10f {) %?/glg){ﬁ;gg&gd in

biddltﬂihhl@ﬂﬁﬁi@delabﬁdlﬁ&nm| tiple conput er s.
Addi tionally, back office system 800 may be
i npl emented across nultiple conputers in nmultiple

| ocations or on nylrfi ghene MR ENEBREIRREf 1 ce system
800

Figure 9 is a generalized block diagram illustrating a utility node sub-
network 900. Network 900 may include a utility node 901. The utility node may
include a commodity meter, or may interface with a commodity meter. Utility node
901 is capable of communicating with a communications network 902. In one
preferred embodiment, utility node 901 includes a wireless radio capable of
communicating with a wireless LAN using IP protocols (IPv4 or IPv6). Utility node
901 also includes an in-premise device interface 903. In-premise device interface
903 connects to in-premise devices 904 to provide a communications link between

the utility node and the in-premise devices. Additionally, the utility node may
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may al so aggregate or include nmultiple applications.
For exanple, a back office system may include both an

wW@eweymsfng system as well as a customer billiPgr/US2008/001166

system As anot her exanple, back office system nay
include a billing systemand a proxy server.

Addi ti onal conbi nati ons of any nunber of applications
may be included in additional alternate enbodi nents.
UTI LI TY NODE SUBNETWORKS Figure 9 is a generalized
roeide dicagmayni¢dtions tinkbetween thet inl fremisa deeiceuDdmtdibe k
900. Network 900 i nclude a utilit ode 901. The
RPN e QU7 s Rt ab bedr - or ay

i nt er f \CheWrédenly BRITEBSH énfbdtineht, thehtllity ¥odtOREpreisel Rvice
capabl e of communi cating with a conmunicati ons network
goterfape 9¢hasspme ageheerkadteds reeintpremise ldevigenwhiish90is capable of

' | el di. bj. f [ ' .
SRS P W Fo 2 R oo S SBpr P orsjencd by

Uhe ird-pientiSléevaétlintth 16e DOS IsUGETP addrdss) - Pre®thisl9, e ietork address
interface 903. In-prenm se device interface 903

CRSPIHBEL 1 AT NTRACTISE e Kise deigeasWibia qopIpREGatigas aetwork 902.
PRIl 000 ARl B Wl B B nevon

reldpase ussiigned te aminiprendise devicd dunkid® ef the stbridievithin the premise.
em se devi ces. 904 and the conmuni cati ons network 902

cohiSerRIgm S dericctare ditegily addressahledrrm gpisiderihe jub-network of
Ahebritisdd PROAATFBYe ploifestihe hdstaheB P8lBad e RIABHAR of the

device Interface” 903 assigns a ress toin
poarsEmddwinegemsidehice allosvisgpthlet Bodes i trerommadicatipn
with. .1n one possible enbodi nent, the network. ad S

ek e B RESHRe R o CeaERclevief aseabessisen &F diiress
| B an6lE 8 3BustiRfe8 gk albigh sMepRSHIDEKbRRFERSS assi gned

to an in-prem se device is unique wthin

comuni cations network 902. The in-prenm se device

i | har e, J i f the.
net or bl du et CaRRicain, Do el N Ppy adraing

out si de of Tiheprestanetaniplt s of 4 XRithPmBAE §8th alYde name of Node 31
i n-prem se devices are dlreché¥ addr essabl e from
Nl

out si deedand vy blode Bhdradanfive kedspiasied dwa residentiel it ¢ home)
node Rind’s gﬁ)aﬁﬂeota&ﬁ{ngﬁﬁgaéfn\g.v@iqg{ngﬁrﬁm%é &%R%%] gdeQ/Eceg I&gthin the
correspondirig I n-prem se devi ce, oW ng ot’her nodes

i Nt hehomoanthrouglatriudtiple etatocdis dral commmumicatidng tedhinblogh’. For

i n-prem se. deyj assi gned | P address,

.ce usi_ng.the . .
Exanpl c¥aniplq, IuHL'.fyrr}ﬂd@é ltgq:ﬁdgr {NF SAYIFOBHRUHERALS Pthedevices using
enbodi iDL wireless personal area network (WPAN) or using PLC (Power line

Carrier) communications with PLC capable devices connected to the home’s
power grid. The example home includes five in-premise devices, a
thermostat communicating via WPAN, a pool pump communicating via
WPAN, a freezer communicating via PLC, and a home entertainment system
communicating via WPAN.

The WPAN may be any one, or any combination, of network
technologies or standards including, without limitation, Bluetooth, ZigBee (
IEEE 802.15.4), I'DA, UWB (IEEE 802.15.3), Dust TSMP, Insteon, other
technologies based upon IEEE 802.15, etc.
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Exanple 3 - In-Prem se Comuni cation Using | Pv6
Net wor k Addr essi ng The present exanple is of a utility

wooms/0v4sh a node nane of Node 3 1 Cedar Ave. PoOESR18/001166

Cedar Ave is deployed in a residential unit (a hone)

and is capable of comunicating with in-prem se

devi ces (devices within the hone) through nmultiple
protocol s and comruni cati ons technol ogi es. For

exanpl e, utility node 31 Cedar Ave mmy conmuni cate

wi t h devi cedtili NgleeilhGedan Aniereehesunipgeswiralesdy @ath a utility

t k PLC ( Power I|n rrier )
ettt Py CpR bR POl cTRENHTLY by includes
t he hoftRersutRYMREdEahd at 1%@@ oA AW phiRiEs WK dsdesolifye
i n- prem se devi ces, a t hernbstat conmuni cat i ng Vi a

WPAN, raafmmglmﬂwlc@?ﬁmmvéatl ng via WPAN, a freezer

comuni cat i a ho enfentai.noent. sys
conmuni cat igght\yllg %I\F %@g'anbegei %ﬁsé?lge & Which

any cofbhita laﬁkﬂrep@f’ts ﬂeteawﬁczn %@:i‘géQJfQﬂé BSmMer A&Hﬁi@ﬂamyd Node 31
i ncl udi n? wi thout limtation, Bluetooth, Zi Bee (

| EEE lay guvgyincly¢epan injpEacq @EEﬂ@@gomemQ)ty wigeb is
| nst
et e, URerE Ot FAAALLRAER; RARE olRRR: it h’e%fural gas

W th ausdge bfﬁhyhbﬁqwmrk using | Pv6 conmuni catl ons
prot ocol s. qe utility network inpncludes other utjl
%

nodes and atofedktedaraiecassigns o addeesyén ?acé‘s"féhq_sﬁgl
for i daaqieoege NddEBHREI A ve dHalds! tﬁaaw@%ﬁv%ﬁ for

Ave es an electricity usage neter moni tors
and r épethesmbétet, pbalqtumipg ﬁeewagé enfertaimendno sgstem with

Addi ti onal | Node e i.ncl ude i nterface
for o Rammiliaste Dy ARk o Beci ifA B Hereb oL s T -

nat ur re QRS dFPices aﬂé@h&l’éd IQ?(Hﬂi éﬂh%éﬂ?&eﬁl%ﬁgéﬁeﬁt rtal which is
nat ural gas usage of Cedar Ave

assi g r@nawt¢d3toahaddhtysmtw0rke@dhvmth thhexsthehonmseivaer to monitor
devi ces,

ha d LPv6
adr eabeBROTH B e ad WS ORS bR ARREDES of fiCor more
ent er tigipheraitk deyiséembyvalsh be PRaRIEd BRAN0RS | TRHWOAKe within

Specifically, the network addresses of the inprem se
communications network or which may communicate through the
communications network with Node 31 Cedar Ave.

Through the in-premise management portal the homeowner (or
others) may communicate with the in-premise devices using the assigned IP
address. Node 31 Cedar Ave receives packets intended for in-premise
devices, identifies the intended device according to the assigned IP address,
and forwards the payload of the packets to the intended device over the
appropriate in-premise communication system (WPAN, PLC, etc.).
Similarly, communication signals from the in-premise devise received over
the in-premise communication system is input into the payload of a packet(s)
and send to the in-premise management portal, including the network address

assigned to the in-premise device.

The in-premise registry entry for the in-premise devices may read:
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devices are shared with an in-prem se nmanagenent
portal which is connected to the utility network and

woRi0si9ab4d ows t he honeowner to nonitor and conP@DUS100&001166

i n-prem se devices. The network addresses of one or
nore in-prem se devices may al so be proxi ed by Node 31
Cedar Ave within conmmunications network or which nmay
comuni cat e through the comuni cati ons network with
Node 31 Cedar Ave. Through the in-pren se managenent
pobt-Bremise RegigeXwner (or others) may conmunicate with

the in-prem se devices using the assigned | P address.
Node ve [recejves o ets i neddeist or .
i p- pIrnan’fe m%dgv‘f"éées 9{% o§ d% i nE@ndedcdean ce ]\C/lfgr’:ses
accordi ng“'§ the assi gne (c ress, dechrbogyar dis t‘11e
ayl oa acKets t I nt enjded ovef th

g }'/\r nqu‘ll'lglfl’%&SFmi Ero i se r\@%glsgllr‘g,l_‘_gfn C\I%éh8$\ADA'\ %
PLC, et d'ryezesi i | ar| y, cudressiZation si grPéle fron t h@LC
i n- pre@sb§pplggf;| se rece| vegroxer the in- %gﬁbée Z,
cefrmurt-cat+on——syst-egmi+Ss—haput—i-hteo—the—payloadot=a
pa@@éﬂ%ﬁmﬁ?{cﬁ}’{;éﬁﬁ t o t Mddressgh eni sle rrar?d@@ﬂ%nt Z3
portal, including the network address assigned to the

in-prem se device. The in-prem se rqmgl stry entry for

the i n-prenede JeCrdaAveses tecrstignqd ratveek 4@@@%@& gnd the in
Node ﬁ)ér %%onﬁxﬁﬁn&?l%ﬁ t&!’f]‘fmoﬂ) 't(gg (S:LV%S at%%%%ﬁée%% the in-

and t In premse connunlca echno o
conmunpreaiseaievicet sebouttide of m&hﬁm @ﬁnrd&mt@tﬁﬁlsaﬁd)vorks
out si de of prem se communi cations networks. In one
preferred enbodi ment the utility node may al so

mai nt %%n@'ﬂ)ré’i@ﬁ@@&nﬁ@&lh&ﬁl thle'u%ilty(xﬁge)mg £ls+ Fwﬂ{tgﬁ{i anSiccess

devices. Using t CL, the utility node OWS access
tcontrol lisy (@Cél)nfcsfsndnmmse davices: diJ mgg the AGE, th€lutilifonode allows

SETRIT il By Bt IR AR REgP o e CL may

@Eé’mfiﬂ%h@@h&he SRSy yatdn® A 'o‘ﬁgl 5lfbv@ Wﬁ&ﬁtaese%ﬁ@ portal.
e hone Secur|ty SySt emw deni ed access unl éss

|An>'p¢%’wed@§y@th@ AlSpIOiPE |t<at:@nmelmcfateomth the Homfeosequtifyaystem
B e Rt B 5 T FR R dge L aEnon
ppédifedin thetARIL ks %ﬁﬂpﬁndmg to the security portal.

The utility node ACL may also specify service ports or network daemon
names which are allowable for either, or both, inbound and outbound traffic.

In one presently preferred embodiment, the utility node may assign routable
network addresses to in-premise devices. In premise devices may not be capable of
using the network address, as in Example 3 above, where WPAN and PLC devices
use their own network address and have assigned an IP address. Thus, the network
address assigned the in-premise device is proxied by the utility node. In
embodiments using IPv6, an access point may assign a portion of its allocated IPv6
addresses to the utility node. In turn, the utility node may allocate addresses to in
premise devices from the IPv6 addresses assigned the utility node. In one preferred
embodiment, the AP may allocate a block of continuous addresses to one or more
utility nodes. The utility nodes may then assign any of the allocated addresses, or

portions of them, to in-premises devices.
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net wor k addresses to in-prem se devices. In premse

devi ces may not be capabl e of using the network

address, as in Exanple 3 above, where WPAN and PLC

devi ces use their own network address and have

assigned an | P address. Thus, the network address

assi gné&be nétworlnagrressi assigoled/a devid:smpy bs.ipedtidlly ertemtirely, based

ut| I |tﬁ1ﬁg)§2§§§p}&ﬁ gp‘%gdl nts us '115)%@1& a&ﬁ%&%\me AN ACCESS

aﬁﬂﬁﬁgsﬁﬁ(kﬁukh@ewtl|lty node In turn, the utility
node may allocate addresses to in prem se devices from

the | %éda@dalésg@@ltmwgbewl@mr neticies myayrhedesed [t defaemine the
p odi nent y ocat bloc
51? c%%{;'l ogg d;b Lepsesiodn ’pfeémse @evf%mlﬁlelé Q E 8 Jpon %I%dewce

Utypb | deyiRQEUEBURB YNNG B& oYLy hetfork fp@ot@bél%éd B9l the device,
addresses, or portions of them to in-premses

dgidewise Fisenymadibrusasricpe £ 8 a@@qt@%@as,a)vai@w e, thgydepice’s

PRI BAY plee S B tnerBRR O el oHRERE Bee et

athe @BEnige bﬂiectloﬁ of heraheive e detvﬁvelli phyAitdily ilevagdd iy, o assigned

alternatively, es or. policies y.be used to .

ctrEuRs R thn@evigq J&ﬁaf}!eo‘H‘P&Fta%%Fo?fe?s Loey thejuge ﬁ?éﬁ?glée such as
Ehitt AY)

g@é?lgg%qtuﬁ&:l egﬁtfg?éu et wor kgcl ech not1 %S?/Iq%réq%g) eemergency

ptresmmsc qulupmdntbytct)her awoni atmbutdsessjgmﬂddry BUPO nfrth¢| deyice or the

aiiortPlonnafk vSmia b 8R5AS pPbinatiipls epe tisted

(e, ﬂaf Bkankisi8 96nsi AR tAE B peAdevicEliRe Physdidde pi%ﬁgé $8e
or section of a prem se the device is physically

| decitied] power epnsuswiignecandavhatheyibhedevade is melagd o secufity gr

t r of a device, the use of a device such
Qﬁ%éngngxgﬁ?pnent fire suppression eqU|pnent

secu r | AMdigighalph&ndlieneMe eI fsie hasPEsRIres3sd AR BE set aside for
etc.), or upon attributes_assigned by a user of the

d&ﬂl@éar&evmé USGih &i89188¢-al O XgMPle: €eritin wearork pflkessagayay be
S SBBERAR LY REST5) B0 LA SR 001 g
pdesides, antehfer@rxeytesipoadierpﬂme]ﬁ afRasWwid gioen irpemifeiubact may
ESORbE RO Py b0 BerR Al FHEryes BTt drigsiof
AHHBERG T PNABE. TBE 2888 Eeil BN from the group of address set aside may
also be allocated according to a rule, for example assigning an addresé based upon
the type of responder (police, fire, EMT, etc.) their affiliation or organization
(department, precinct, etc.) the device type, or any other attribute of the
organization, purpose, device, etc.

Example 4 illustrates one possible embodiment for implementing allocation

of addresses to utility nodes and the assignment of allocated addresses to in-premise

devices using utility nodes.
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i n-prem se device of an energency responder which
appears on a given in-prem se subnet may be assi gned
an address froma set-aside group of addresses for
such devi ces of energency responders. The address
given fromthe group of address set aside nay al so be
al | dexamplegce Assigmingtlo-Rremise] PveoNetvarkpAddiasses gni ng

an address bas upgn the type of r 0 . (police,

e nm o Rty PREF Wil dqdE G o REEY b isufzPlayidin e

( depar tedRithtiallingic(aMoine) @h& is) cabisle E¥bBMUNNRRNG RithdRPremise
other attribute of the organization, purpose, device,

etc. Edaviptsddavired wishingheBomaer peigkhdying hominrsd threwgh multiple

i mpl e ' ocation of addresses t tility d

g ¢ nErOLadh A b R BoRins R AREREES o cillquphd MBRH M o
i N- pr eifcheles @ ¢bf@fodityi meetivhich hyetere diRse1EXEBRY Bsed in the home.
4- Assigning_ln-Prem se | Pv6 Network Addresses A )
uti | i t YSdEMIPEncempmEaraeainh gevisstusing aubes WikpN oy 84.C, with
inar [ -

commun| 56 Rae efiBesodkAoclolT) @Rl ARG RS, The tiome

t he hoimelwles sigiigipbemisa denioeewhich Mayugmmunitatp méth Meter HM: a
protocqgl s and conmuni cati Qns techngrl 0gi es. L. )

Addi t i BITEPPSFAt qoBtBRnIERing dd Wi Nud bgezer commpmicayingwiakLC, a
whi ch pEhe a&n&l@s@ﬂn%&ﬁm&ﬁi&aﬁwr WpAKE, bﬁ%%%s\fa%hich

H S or

M may communi cate wth devic usi ng efther
PLC, winohitPis@ matierbdthd dvincend comnesteatestayet WP AN health
power grid. .The hone.includes six. in-pren se deyices.
i oh g e RS A RRORP et Pt Rt feive and
ConMMuN{v&hi ddehnfhracHE SNer WPARSERT a GOMBYMefainnitt ¥ysfem
PLC, a hone al arm system communi cati ng over WPAN," a

vi deo exmEvgicatmgWaibRANrs a portion of the home and
communi cat e i WPAN. a heal t h nitoring.syste .
i oh oy M A R R iRl A EHER usine
and WhiR#g coatmutitdiidng prayedls. IPRNitila éheBvdiR i ludes other utility
entertal nnment system communi cat | ng7V| a WPAN. Meter HM

Pl

communides @84 ff Aetess BPiptsh PRl 4 ARIPT jang ARS: abwrll as p RS for

il rF:\é |6 U gglg%ﬁ%r@f%é}w;ﬂe%é SAISOTH&u&‘éS' aI éuts%rﬁ]e?tp\gﬁglf(which
allows the homeowner to either monitor or control, or both, some or all of
the in premise devices.

Access points AP214, AP137 and AP8 each have a /64 allocation of

IPv6 addresses. Access point AP137 has allocated a /125 of IPv6 addresses
to utility node Meter HM. Meter HM selects addresses from its /125
allocation of IPv6 addresses to assign addresses to the in-premise devise
which register with it. Meter HM assigns addresses to the thermostat
communicating via WPAN, the freezer communicating via PLC, the home
alarm system communicating over WPAN, the video camera communicates
over WPAN, the health monitoring system communicating over WPAN, and

the home entertainment system communicating via WPAN. In the event one

or more in-premise devices is removed, or unregistered from Meter HM then
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nodes and at Access points AP214, AP137 and AP8, as
well as a BOS for managi ng Meter HM The BOCS al so

W0 p@BAOYES4 a cust omer portal which allows the hetEUS2068/001166

to either nonitor or control, or both, sone or all of
the in prem se devices. Access points AP214, AP137 and
AP8 each have a /64 allocation of |Pv6 addresses.
Access point AP137 has all ocated a /125 of |IPv6
addresses to utility node Meter HM Meter HM sel ects
addr esietsr N mayt reagsignsthe netovoak addresstaskipuéd todtlie esmeed or
to assi . dd%esses to,the in-prem.se devi se.which
r ogi ot PSRRI IEDrape devie L alUi RIS AICS ¢ he
t hernostat commruni cating via WPAN, the freezer
conmuni cating via PLC_the hone al arm system

comuni\Begatien o block Idresses tpjudidisy Bedas maycesnsegrigetedes
Nt th . . t o . .
gaéggrr%’vaélﬁgs &E@j% Fw&aing)rl%, gi?frt{%éﬁtt s%é@lc?r%%erg%"fﬂé &t‘?ﬁt&/rﬁgtwork,

onme ent er S

aeoptaphically oglogicall WAl hive dddeecss biitks allecatdd fidhea subset of
i n-prem se devices is renoved, or unregistered from

Wﬁ’éﬁ‘bl?—l&ﬂ‘irﬁm@@r HM may reassign the network address
assi gngalit hd diBvE %QBM@@ eﬁ{boﬁf}g&% ﬁ&c?ﬁx%l‘i’ﬁl-g%nﬁkg Héﬁ?es
device to another in premse devi ce. cation o
oomhicdte adidiraasdag nbde whichiis gssigndd o (@yindiallseq) thgabed
accordi to.various criteria.  For exanple, different.
FETTI56/7% T {6 0, UEPale AUt B ADRMCRMTmise devices to

| Retirkdlitite vwﬂiﬂgﬂsdé%rﬁ%éigﬁb&%spélﬂi_&g.at ed froma
subset of avail abl e address bl ocks. Wi le the above

exanpl Whdebiediberea exarhpld usérbcantinpoentileeksaeiai giwen size according

SPIBLES A L A AR St G vt
n@deess BlocRS 8R4 s28) AheiRNESntiRYuPd ON-¢dhtiRLSHY. Se
devices to comunicate via utility nodes from

nei ghboring prem ses. Wiile the above exanpl e used

‘(3 aéssfﬁ“éﬂ&éﬁ rROM Wbﬁ@ﬁgﬁg@%}ﬁ%ﬁn NETWORK

ess I'ntéer-donmaln routing

enmbodiD&sinsingtivt 6fF wisethaddnes s6 @l Htks 6ah 4arymeinitication through
whet her conti nuous or non-continuous. TRANSLT CF

PAERET et Bemyastenroribe FrfRetHnt, Hyzback PiEFgsystem, or
?gtr)n%ﬂ% i ?r%ﬁt ?ﬁtrhg’ggﬁgﬁr ot ficatPnltdeer®n 1R6'H3dé in the
utility network through an IPv4 network may be through either “6 to 4” or “6 in 4”
communication, according to the type of node, the type of network, the selected
access point, the back office system, the type of message, the contents of the
message, the desired security level, etc. For example, for increased security “6 in 4”
communication may be used. Note, “6 in 4” communication is often referred to as
tunneling, whereas “6 to 4” communication is often referred to as network address
translations (NAT) or packet encapsulation.

Figure 10 is a generalized block diagram illustrating a network 1000 where
an [Pv4 tunnel connects an IPv6 LAN to and IPv6 back office system. Network
1000 includes two local area networks 1001 and 1002. LANs 1001 and 1002
include nodes 1003. In the presently preferred embodiment, nodes 1003 are utility
nodes. LAN 1002 is connected to access point AP1 1004. LAN 1001 is connected

to access points AP2 1005 and AP3 1006. Access point AP1 1004 and access point
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an | Pv4 network may be nade by the access point, the
back office system or another conponent of the

W@ y@BeM45£Lonmuni cat i on bet ween an | Pv6 node i nP€T€S2008/001166

utility network through an | Pv4 network may be through
either "6 to 4" or "6 in 4" conmunication, according
to the type of node, the type of network, the selected
access point, the back office system the type of
nmessage, the contents of the nessage, the desired
s&BUl 085 canmeet to commurieatiopx aetplogk 16GF AenssepsistiAP3 1006

ity "6 in 4". [ [ b d. -Not " B,.
et by smmEnE PR TE Uk Ay OR e FLIE @i b TS R eifembgytiment
wWipkRasicatfonk detvork® mm&rmatdosraré &idd dretnétRbars’ Bhck@fise
net wor k address transl ations gNAT) or packet

efyslgpsBOat ] )9 mingaete tol W AN 180¢eBeackavfifice dysiewdkOS-2 1010

di aar [ LN r 0 er.e Rv

R S 08 P uR RS, BachBieRIR o4 fhag connears
syswam 10¢st wor k 1000 i ncludes two | ocal area networks

1001 and 1002. LANs 1001 and 1002 i ncl ude nodes, 1003.
I n t helnghe exameply epbedienent L AND &89 hant 1 0Rreaynypogte ysiag the

L dos. _ : VoS

A ot S 282100 SADARES B AR e oco.

1A&ssapaintiiB3 1006 coAnenting LAV n00 AR W04 Oa&dltﬂikzeegg/& Back
t AP2 10 t I, :

A EES YA B ORPS 1000 QSRR DS BLbrrIAl etibgs the 1ovs

rt%hlﬂgﬁl}ﬁcgt%gr?rdtgcglhe presently preferred enbodi nent,

conmuni cati ons networks 1007 and 1008 are wi de area
net wor WAN Baekisainf[IPyé nstratrkanB@®es ndiGDPpend hitvec t Acdess points

VAR 396 3 oan i nvonss TAS oR0B e L0 s peperifabeta SibR 1007 are
i(%gﬁlﬁébﬁcérﬁm\ﬁﬁh!aﬁﬁé)ﬁsing P+ ek AR Bp 2B @fl b TEShanibANAat

)1 and 1002 conmuni cate using the 1Pve protocol.
Saeiitates tyansinakIRgOmciets | thpaghEANPLE) TctorBuhil 809 arth 010, and
R t&’%&"- Access point AP3 1006, connecting LAN 1001
ORIV a1008, utilizes IPv6. Back office Systens BOS-I

1009, Bafesfagkidnamdd80608od LAN a0d2, titbhdedefot BOS- PY609 or
comuni cations protocol. WAN 1007 is an |IPv4 network,

dHaSdoklt Onistsesiusing and 1By addiesoand paskeitfermadq agerss pOOSAP]
" T A RSB AR AE b l
panfigeiep pthirswgzhi WAN ne@haAh SPva paket from a node 1003 on LAN 1001
to BOS-2 1010 may route the packet through WAN1007 or through WAN 1008. If
the IPv6 packet is to be routed through WAN 1008, AP3 1006 is used and as WAN
1008 is an IPv6 network , no tunneling, translation or encapsulation need be
performed. However, if the packet is routed through WAN 1007, then AP2 1005 is
used an the IPv6 packet from node 1003 will either be passed through a “6-in-4”
tunnel, as described in Figure 10 , or may be encapsulated in an IPv4 packet for
transit through WAN 1007 in a 6to4 virtual tunnel, as described below in connection
with Figure 12.

As shown in Figure 11, packet flow between the access point associated with
the IPv6 LAN and the BOS is through the [Pv4 WAN.

Figure 12 is a generalized block diagram illustrating a network 1200 where

IPv6 packets are passed through an [Pv4 WAN. Network 1200 may include two
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facilitates transit of |IPv6 packets through WAN 1007
to BOS 1009 and 1010, and vice versa. A nessage froma
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BOS-2 1010, is sent using and | Pv6 address and packet
format to access point APl 1004. APl 1004 creates and
uses an | Pv6 tunnel (dynamcally or manually

configured) through WAN 1007. An | Pv6 packet from a

node 1003 on LAN 1001 to BOS-2 1010 may route the
plckletred metwards 18ANa00T202. LANsUgA1 wadi12@D@clude npfes 1203. In

| Pv6 packet i.s to he routed thr h 100 P31

B el radaabngigen s hade AR Brediilsy Rodks AN 2B and
t wedonfifunib4t8 Raihatddes 1203 ehe@ sl fbiodsls aﬁ@dd&essm LAN
performed. However, if the packet is routed throug

VN@211@9¢nnem¢érto A@sag@st Agl dél@@ EAN K01 ipgeningtaddp access
h
RGP A AL 1 Bl CRhosdo RPRPE 1208 Pl pojgr 4p2 1205

essHAp&aUb @bﬁ!nfhdnibaﬁﬁnd Rt oPaCIEL Advesd pAENSAP3 1D0OL@MVIBL
1007 in a 6to4 virtual tunnel as described below in

cemmaBRicaipnainevak Jdpg. Ipthesesepdyiaretred guhadiment, X

PR Fhoieh R R RR .2 A PR BRI RS RARL A G
Fd:(gmm&ml:fe uSing IB@Mﬁfo&bddSﬂldﬂdggéS;ﬁl ?grchmgﬂ;tddsyfthe:ma'()ﬁgl 1209
299%%%&&59 %%@E&Cl‘i? weﬁg§emﬁﬁc@§&éﬁ PBRSEES o WAN 1208,
nEEéMf‘ﬁ%e%y% #5-34921 c&ﬁl\é%tsltgﬁb&mnﬂzOkZW i ncl ude

nodes 120 In the presently preferred enbodi nent,
nodes A20ded2e3 an UAN y2Goaek202[sahding 2(iesaagt td 2R, or more, of

-apadk o sYuqea BRST BA8 R 864 Biber & by Hidhsh Sippr more
1204 wANY 1289 br i 30g0onnect ed to access points AP2 1205
and AP3 1206. Access point APl 1204 and access poi nt

AP2 1206de BiPeant LAY 1 ri|2@&18¢rbhsmr13t’6vpa¢kem$)fig and IPv6
?€°§§ tcp%fggpf%'p% eeﬁagges% o?n(?(ﬁ# §om81u v(/]ftlg: {éﬁ%?] back office

€ pr enttyOprererred e

csymuﬂl [Bahé event BEISAONREI 15284 iraertied DSk affﬁewydemawa 1204 may
net wor ks whi ch communj cat e u5| ng | Pv4 %rot ocol s and

Rfdised spsonnggicie WAN b407s AP c¢ivenihg [Ryhprekesirer node

i Bl AT R

VIRMW4 padl&t. AP1 may have or acquire a global IPv4 address for 1tself for thlS
purpose. The IPv4 header with Protocol 41 is prepended to the IPv6 packet. An
IPv4 address associated with BOS-1 is used in the IPv4 packet with the IPv6 packet
as payload (the IPv6 packet is a datagram within the IPv4 packet). The IPv4 address
of BOS-1 for the prepended packet header can also be derived from the IPv6
destination address of the encapsulated packet by extracting the 32-bits following
the IPv6 destination address’ 2002:: prefix. In such an embodiment, the IPv4 source
address in the prepended packet is the IPv4 address of AP1. The packet IPv4 packet
is then transmitted to BOS-1 1209 through WAN 1207. BOS-1 1209 receives the
IPv4 packet, and extracts the encapsulated IPv6 packet. The payload of the IPv6
packet is extracted by the BOS-1 1209. In this manner AP1 1204 and BOS-1 1209
use a “‘6 to 4” tunnel translation though IPv4 WAN 1207 without establishing an

explicit tunnel.
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A node 1203 on LAN 1201 or 1202 sending a nessage to
one, or nore, of the back office systens BOS-1, BOS-2,

w@eesBO858 nust pass through one or nore | Pv4 RENMESDAYN01166

or 1208. Node 1203 on LAN 1201 or 1202 sends an | Pv6
packet using and | Pv6 address to the appropriate
access point to communicate with the intended back
of fice system In the event BOS-1 1209 is the intended

back office system APl 1204 may be used to connect to
WAN 1281ternagyely, 2091 | 2Q4eiegeizingtihe prxﬁanqﬁ&@tl&qmmpém%%@nd

ng§%s§$ql? F&Q%tlﬁlﬁa fJf)Pt (&%ﬁétg ?&J t i %Yo% @ 4 1'2'69 using

(S 1 on 0 an-l acke ave or

aWQNN neoA gh thkﬁle A% A 9P 1f 04iana @IS qrzop Atesable to
purgose. The | Pv4 header with Protocol 4 1 is

aeedBve pagksts thwghﬁ%%‘k&f NAZO0YPv4 address
associ ghd Y{dﬁnﬁ%’n rﬁ?f%kﬁgé&?né ﬁz()?alﬁllfﬁgh IS waN

the | pac
Ceanld G v & MAM himymemd]m Wlbaphaket&m rme thidugh AUANel9)70fAP1

BOS-1 for the pr nde acket heade n al so be
d@‘\ﬁé@v PHEBTAY wgvsefg‘e&tﬁﬁ TvAidssa i e rieketieceived from
BO3RS Bt £ iRRAEST foP Yo FRC hile\Win ?hﬁe ﬁ’?v4bidtd§ess to b? effectlvely

follow ng the 'Pve destination address’ 2002
| qonsentdd ﬁm tren:bmthmgethe ,recteh@dlplﬁvldet@aatrﬁ)e@ddw d§@1 int he

I d APl . Th
kot M35y A e eV ORGP L0 P Hsisuel gy be
t&éa%@ﬁlr oli%Q)? md&3FPPV4 W2 (R GRb IBarf &R TPRY %&é&l‘tﬁﬁy be

and extracts the encapsul ated | Pv6 packet. The payl oad
afreatedthrough qomkleIPw%We’s«N)r acllsedlipapssddebB@Sin conpeetion with

e T kil 2 RB g E oL AN 3207 spiis i 1Pv6 packet

a&tragnuﬂdqhwa gd@essemnhé Sppropridioetcedd pEnN@tdovhinicAPWith the
1204 receiving the | Pv6 packet from node 1203, and

anteaged paske iR &/siae ks the gr e BOS DA 288 éxbedntepded back office
7
Rt g R TR

dreb packet ﬂBﬂﬁndﬁhd&éBﬁaﬂdﬂh@jﬂgﬁtaﬁlﬁhénW fund el (oBﬁﬁylaccess an
1209 intending t a nes;:ﬁge to node 1203 throu

st lighed IEMG tyng t@ﬂk@%@ﬂ%\é’ AR0T- pr4upngd perker gog own)
lrﬁ%eétmgﬁgﬁ Mu%ﬁ@ﬁ gh Iﬂgﬁévmyl 28 eﬁﬁ&qs Q%oﬁf%ﬁed tunnel

prefix tot Pv4a t he pac receive rom
EGSetred @03 61m14jt1mnelé MdEdE the rtraffhdbsetweasno@s loowither githeintended
II§8§ g %P gosdeg 8v1 n lflg gr%gently p¥eferred embodiment, always use this
tunnel. A configuration script may be exchanged between the access point of the
utility network and a back office system in establishing the tunnel through the wide
area network. In one preferred embodiments, AP1 1204 establishes the IPv6 tunnel
to BOS-1 1209. However, alternate embodiments may have one or more back office
systems establish a “6 in 4” tunnel through a WAN to one or more access points.
6in4 tunnel is a configured tunnel. In alternate embodiments, UDP encapsulation of
IPv6 packets may also be used, for example to prevent the transiting packet through
WAN1207 is not blocked by any NAT (Network address Translation) device that
may be present in WAN1207.

The IPv6 packet IPv4 received by AP1 1204 is transmitted to BOS-1 1209
via the ““6 in 4” tunnel through WAN 1207. BOS-1 1209 receives and processes the
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converted for transmtting the received packet over
| Pv6 LAN 1201. In yet another alternative enbodi nent,

wW@eooBPyBsd explicit tunnel” nmay be created throRghUsSve8/001166

or nore IPv4 WANs (or nore than one |Pv6 tunnels may

be created through a given IPv4 WAN) as al so di scussed
above in connection with Figure 10. For exanple, Node
1203 on LAN 1201 or 1202 sends an | Pv6 packet using

and | Pv6 address to the appropriate access point to
clbvipacleat Sinmldrhy, BQS-il 126N dey sbad KPvif fackes sySbdenl 20through

t t .B 1209 is e int ck office
sgﬁl mﬁ] Bé\%’i‘gof??oﬁ Iy tweﬁjﬂ’é@l&q’o&@&(ﬁ%@ to WAN 1207.
APl 1204 receives the | Pv6 packet from node 1203, and

may establish an I Pv6 tunnel (or may access an
eg‘tRaﬁgN SEheH PPy B ACKIAES THROGUSHhANAY46 WINLIPYZ.AMNETWORK

{hr ough SR AR Do o E Lty el [ S0 here
(1Peh phclats 4re ﬁgseﬁ itBus B G VART N6kl r70fhey hehudeewo

nodes on either side |ntended BOS and AP nodes wi | |,

i lncal ieeaesyerks 190 pped £30% d-ANpd30 hant 136 lmlylde nedest 1303 In

f cli e
tF Bt B g R ROt L TR R RS R v oo o
b;ﬁmhecﬂéd iocabcsss?ptoﬁmm EXMalll A hBogid chﬁnédt&ﬂ&i adcBEsqiaiiits AP2
wi de area network. In one preferred enbodi nments,

AF3|05 0 A} 361 .fismess ROV 136¢ @nd assees peist BEYS- qonnogigo
ba\gﬁfﬁgx; ?ziitfgnts QERALL 1§U¥>0ﬂhf@°s9h§mﬁ%od‘&\ﬁ§¢89 % 95rf1ﬂ9[1fcanons

ce systens estab tunn
trietwaordhl 3808 WiiNtHereseatlp praferred anbekisept) corhmun@dandns networks
[ ured tunne] In_alternate

%ga ﬂéﬁ?@ar%f)gﬂ% 3@4&‘&?% Backehcpsgstpadi@sd 13 connects to

alvav psousesbk Jrate eyg%m B®d.9 19[@8&%%@@ WAﬁnﬁj(ﬁ'a% WAN
packet through WANI" 207 is not bl ock y any

(1868 w@rakk a&”mee;s/stefnr%%ﬁam 1d rpondents WA 3081y be

prese 0.4 acket. .| Pv4 receivyed.b

Rt~ 3 2uoe 58P on Ty 1 00F s TER BGeS Sty FamR Gl i v,
thEHﬂ@is nAnmqggh udAdEsTTROG . NBQ@iBlZlgéﬂalrngﬁﬂb%@ ¢ ﬁﬁEOS 1310,
processes t hel Pv6 packet. Siml arl BOS- | 09 may

Shieh spnscisde ke 1301 tserehiPe6 WANS agh apgess mms ey ihg

L R i S S LR

is a g*%r&rwlaaeddsblmﬂ’m Ghiaclgst BTAPR Ifoisforairidivg @ BOSVIOr309. In
1300 whe | Pv4 packets are_passed through an | Pv6
MCasqe rhas il’mp ty Wd]e%ﬁletd\mmatlon header in the IPv4 packet but

does not reformat the packet; the packet traverses to BOS-1 1309 or BOS-2 1310
over IPv4 WAN 1307; BOS-1 1309 and BOS-2 1310 both have the capability to
strip the IPv4 packet, read the source information and the payload; BOS-1 1309 and

BOS-2 1310 also generate IPv4 packets intended for IPv4 node 1312 for traverse
through WAN 1307, and forwarding to node 1312 by AP2 1305.

In one possible alternative embodiment, AP2 1305 has the capability to map
and convert the [Pv4 address and headers to IPv6 and also read and map the payload
on to [Pv6 packet. From then on,r the IPv6 packet traverses thro WAN 1307 in a
6to4 or 6in4 tunnels like all other IPv6 packets do; BOS 1309 and BOS 1310 receive

and process the reformatted IPv6 packet, and also generate an IPv6 packet in any
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| ocal area networks 1301 and 1302. LANs 1301 and 1302
i ncl ude nodes 1303. In the presently preferred

wepdsdyrent , nodes 1303 are utility nodes. LANPABO2008001166

connected to access point APl 1304. LAN 1301 is

connected to access points AP2 1305 and AP3 1306.

Access point 1304 and access point 1305 connect to

comuni cations network 1307. Access point 1306

connects to conmuni cations network 1308. In the

pesmant foyormogfrewrieatioartsidl nadmi3 12¢ dheupiuoniBvérmscket is converted

Jre B S b7 10 Bb oM £ BRPRRRle B o 1 ok
of fi cenS)es hiith&PosAbleThbodBRCihe 1P YNl BOrh ad 19N

1308. Back office system BOS-3 1311 connects to WAN
Izading o BEXS 1Bord3OB ARL L 35Py &VANIE comraied i IRYH format by

c i [ 4 e ti ik zes, .

REE AR 31308 ahl oy AL S T BROS 10! A ipigymanner
i 86194 ttinrleAbk heétindtiveanedivédyv6 WANs and access

poi nts, may be acconplished by node 1312 sendi ng an

| Pv4 packet on LAN 1301. Node 1312 sends its |IPv4

packet . L - . ' .
Case,  Hsgmhatiopis bEGHAEHDE i Aiche g il thfodiments.
Héawdever, inwilhbe tdaddy pppdeeit tb tliose cleidled di theeftathamt istgussible to

packet; the packet traverses to BOS-1 13 or BOS: 2
il IWVP\%MW&P?L%{ ?Eowtfleri oM HREPIEITERd
Rt dia¥es HBLribaPakivel hid Ras bE dBnd t\‘fﬁhbl]ﬁvdg:g%%@olm the spirit

read the source information and the paylo
x80ke mnentB®S- 2 1310 al so generate | Pv4 packets

i nt d for | Pv4 node 1312 for t . th h \WAN
505 Bl P mverrard BBt s Thars b gt S8 SR nd Bhtbe
ROBSILECE rédtli@vah iaM ¢ walyd athe BB6Pe o AL inl 8RR B L vy the

capability to map and convert the |Pv4 address an
reaerded clamspathen Hinghe preceding desgriptipn.tand ajasprieiensoand

t : Fr.omthen an....the .| Pv6 cket
bR st RIS e el B RS te b cmbrased
ahéret her | Pv6 packets do; BOS 1309 and BOS 1310
recei ve and process the reformatted | Pv6 packet, and
al so generate an | Pv6 packet in anyresponse to or
comrmuni cation with node 1312. The return | Pv6 packet
is converted back to IPv4 fornmat by AP2 1305 before it
is forwarded to node 1312. In yet another possible
enbodi nent, the I Pv4 packet from node 1312 heading to
BOS 1310 or BOS 131 1 via IPv6 WAN is converted to

| Pv6 format by
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AP2 1305 or AP3 1306, and forwarded to BOS 1310 or BOS
1311 (in this manner, 6in4 or 6to4 tunneling need not

wheoosnymabae/ed) . The invention has been descri bePCTMIS1908/001166

reference to particul ar enbodi nents. However, it wll
be readily apparent to those skilled in the art that
it is possible to enbody the invention in specific
forms other than those of the preferred enbodi nents
descri bed above. This may be done w thout departing
f¢loMNBe spirit of the invention. Thus, the preferred

qgﬁq@inﬁpt s nmerely illustrative and should not be
condi'gé& gstrlctlve in any way. The scope of the

invention is given by the appended clains, rather than
t he precedi ng description, and all variations and
dqui vah svrelesapmmunigationsysem comerisiagge of the cl ai ms

are inf Oﬁﬂga?%/ SPLRH&}/ %nﬁé’s%casgblg %‘? Fe%lef\]/tlr%&ln%om}neke?

cl ai comuni ca

doefopibson) ghe @ilith woads doyinedtediin 4 uﬁilytyrm@d:ec&kc apabl e of
receiving commodity nmeter information, the utility

nodes RIHFEES iRceesspoitidericss ernngefied 0 alemtwyan‘#wrl@fthe access
?J%ﬁﬁ%%vﬁgé ﬁlovgﬁﬂé & GRIBEG f%da 185t &’Fe \Hf : Eéayneq.]\g&iﬁ% 5}2&1

he access poil nt”® devi ces provi |ng COmmini Cat1on
| east volmgeiniad Beasiroee ofetieunility nades M@'ﬁfe&é withta pleality affaecess
of .the utili nodes regi sters MA a plurality of
ROLE SEVISHH: A frene mea??@em atlity %@ﬁ@fé%ﬁ%ﬁﬁegded
Wetwdrk e BB 0R 8PlestiBleaRou gl @gl Jed wigd e het%‘?ﬁ {\@hi t‘i’ifbugh a
accessi bl e though a given wde area network 1s sent
taheass ghind de ceasopaicd twithethe vadagise netrarkl whii¢ththe metend edle

argg E%% rk whi ch tqﬁ i.nt ended network destination is
ACCEYE 6P aPﬂBdbﬂme? $HOUERT el ess network system of
claim1l, wherein the i ntended network destination is

associated with a gl obal network address, and wherein
Zhe glldwavirdlesswsikorkdustensofadaincl, athegeinitherintended network

'd@%t?rﬂl?gg 1§1§s§m%tléd %t‘cht ' gl%f)alélet\iftarkua\%g?eébgagé et élh :Il}(e %Hpbal
@lkeaidrk hddimsbesistbdiatet IV\htH e NaeiRfed TReV Sk @lesthatioh s used by the

utility node to send the message.

3. The wireless network of claim 1, wherein utility nodes registered with
multiple access point devices receive multiple a unique network address associated

with the utility node registered with multiple access point devices.

4. The wireless network of claim 3, wherein at least one of the multiple unique
network addresses corresponds to one of the access point devices the utility node is

registered with.

5. The wireless network of claim 4, wherein the at least one of the multiple a
unique network addresses corresponding to one of the access point devices that it is
registered with includes an address prefix associated with the access point devices

the utility node is registered with.
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mul ti pl e access point devices receive nultiple a
uni que network address associated with the utility

woowe/09ae stered with multiple access point der€TES2008/001166

The wirel ess network of claim3, wherein at |east one

of the nmultiple unique network addresses corresponds

to one of the access point devices the utility node is.
registered with. 5. The wirel ess network of claim4,
wherein the at | east one of the nultiple a unique

n@t wor Khawaekssegtwodk oedpion b wigertin thereddresstprefia tscasPvo
pojnt devices that it is registered with includes an
aﬁ%?%@?r Pefix associated with the access poi nt

devices the utility node is registered with.6. The

wirel ess network of claimb5, wherein the address

pt-ef i xAimethed pPy@nmduicaiang wraidtwork? comprisingod of
comunj cating .in_.a network ri sing. sendin )
rogi st FURIE Cristadbptiness gy o A feY grgaciBiaintdahe associated
deith GEleas 906 matcdshs Wdahadh utiBfsdetwok; W r el ess | ocal

area utility network; receiving a network address o
pr ef i XICEPIYIALA NGrwaEt address a&,f@fsigorp@i Ivestungiaseess point device
C alel ~ regi stration; generating a
dﬁ#ﬁﬁéﬂﬁgg§@%ﬁé%ﬁ%?@%@ﬁﬁ%P’a utility node capabl e of
conmungenatating awiniduetdeewadk dddast farseutditg a68e fupable of

devi ce associated with at |east one wireless |oca

a‘ioéIHnE‘PF‘"I‘tP{gyWWéfl}ﬁpaﬁ keastong qcégﬁsg)pg}l idﬁgicg REsogiafegith at least one
r\?ﬁ&%sklo@%q;&s&ih\w hg%%ﬂgygﬁgm c domai n nanme server. 8.
od of claim?7,

The neth wherei n the uni que network

addr esrsgisteringdiesutihee neverl adtiresstwith & d gokdnie slonmirefiarke server.
received fromthe access point device. 9. The nethod

of claim8, wherein the unique network address is an

Iv6  apil Bgthod 3R ElaI S RihBrel e @fdfRic HREV AR A0BFdSs ARIAIRS the

prefix is an | Pv6 prefix of a network address
deeaiesshatwprigaddeess peeficrcegsed Homt thel esdesepoinOdevite

met hod of claim8, wherein the unique network address
is an | Pv4 address, and wherein the received network

arldr esBhephefhod of 8laph 8| WhbreRt @ iukifdb ndtwdk Wbk s@RIhaPs6
correspondi ng to the access point device. 11. The

Sdrrs® 29 Veieasimtls: reppisednetwoHeaddiesy wectietsworikvadthiese a
| %620 Y Bess corresponding to the access point device.

10. The method of claim 8, wherein the unique network address is an IPv4
address, and wherein the received network address prefix is an IPv4 prefix of a

network address corresponding to the access point device.

11. The method of claim 8, wherein the unique network address is an IPv6
address, and wherein the received network address prefix is an IPv6 prefix of a

network address corresponding to the access point device.
12 The method of claim 9, further comprising:

routing messages to the utility node according to the unique network address

including the received network address prefix received from the access point device,
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address, and wherein the recei ved network address
prefix is an I Pv6 prefix of a network address

weorsespendi ng to the access point device. 12.pdmneEs2008/001166

met hod of claim9, further conprising: routing
nmessages to the utility node according to the unique
net wor k address including the received network address
prefix received fromthe access point device, wherein
the routed nessages are routed through the access
pdiengin d@ﬂiooeadcmcsswp @rgiouted: thraugh thPaseprpeinbdevied. The
nmet hod cl 3%nh;% f rther conprising: receiving a
ﬁ8PﬁﬂVP‘ 1§dP &% ﬁ’é???%s froma plurality of access
poi nt devices corresponding to the sent registrations;
generating multiple unique network addresses for a

uBi | i thheretbod apelbine 12ffugbememprisiigng with the | est

one ac e assecia

i 1 ot e Bty R SR B3R P Bl RO, R0 dovices
icbtedpohtlinglt6 thdchtiRoitabMOk address including an | Pv6
prefix of a network address corresponding to access

poi nt 26BYALRS Bwitinie poigue Refwosk addresses fasd wlitwbede capable of

SOAPRFRA B3 20 DAL R0, AR s o

I‘m'teﬂm;d l@fal ateaiutilify3netwbek; ai Ragveo of tiehaultipld iy ee wutivatie
mork Gﬂdresses for a utility node is chosen

PUinAYdS ap Ty Rerfk %Pd@f‘égvgﬂwd@r@ﬁ SABESHORAINEZP gecess point
n rk
*‘5“#%2?&?‘;9%? P2 R 08 MR LS server
assoc |r@glsidnn\g the unipieatetwerkstddoase withraed yeamid derahinaragee server.
utility network. 16. The nethod of claim 13, wherein
the received network address prefix is received as a

nat worphe 3gAR&SSF f15igM ﬁtwﬁe%aﬁtone B?t&fmﬁlﬁﬁleqlﬂiei@é AdiWoff
access poi nt devices. 17. of conmunicating In

addresse for,a wditpnpdsé rsg:hosmp«mdn@ ta aretworklkaddogs pseferfcoce
%“yélllty node; providing a unique network address
orrespondlng to a utility node, the uni que network
address corresponding to the utility node associ ated

with an access . i
15.  The method of claim 14, wherein the network address preference indicator is

stored in a DNS server associated with the at least one wireless local area utility

network.

16. The method of claim 13, wherein the received network address prefix is
received as a network address from at least one of the plurality of access point

devices.

17. A method of communicating in a network, comprising:

receiving a network address for a utility node;

providing a unique network address corresponding to a utility node, the
unique network address corresponding to the utility node associated with an access
point device, wherein messages sent using the provided unique network address

corresponding to a utility node are routed through an access point.
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poi nt devi ce, wherein nessages sent using the provided
uni que network address corresponding to a utility node

wae@sogused t hrough an access point.18. The nepdiDUSwWHI/001166

claim17, wherein providing a unique network address
Is selected froma plurality of unique network
addresses corresponding to the sanme utility node. 19.
The nethod of claim 18, wherein providing a unique
network address is selected according to a preference
il8di cdthermetBod ofi¢iainmi?,heltkreih prdwidmgkOyniqueenetworkt dukiress is

B BT P P L RE RO B ef SRR RRER e same
@@nnesddeon to the corresponding utility node. 2 1. The

met hod of claim 19, wherein the preference indicator
is based on at |east one of: reliability, speed,

d of cla
TRer e iPérnehod bFIPENES Wttr B are oG At iy Sy e
celaéteq wédiag POk bedferedss inditatoret hod of clai m 19,

further conprising: nmodifying the preference indicator
corresponding to the uni gue network address used to

250, SRt Gl A OO BRI By

rotiEgurasle cErshenerrﬁt bbpackkt ddipiery Iaéfforfnaﬁtdw@fra ConmpEtic tdGhe
selecting an_alternate route upon failure of initial

SaEspendingiiliynode; enpt .

21. The method of claim 19, wherein the preference indicator is based on at least

one of: reliability, speed, priority, or link quality.

22.  The method of claim 20, wherein the preference indicator corresponds to a

configurable policy.

23.  The method of claim 19, further comprising:
modifying the preference indicator corresponding to the unique network
address used to send a message to the utility node in response to a failed attempt to

deliver a message to the utility node.

24, The method of claim 22, further comprising:

selecting an alternate route upon failure of initial packet delivery attempt.
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