WD 2012/ 129181PCT/ US2012/ 029701 METHOD AND SYSTEM FOR DYNAM CALLY TAGA NG
METRI CS DATA BACKGROUND [ 0001] Conpani es and organi zati ons operate conputer
net wor ks wbabizmnpsiconnect nunerous conputing systens t@CIUsp@rio247oei r
operations. The conputing systens can be |ocated in a single geographical

| ocation (e.g., as part of a |local network) or located in nultiple distinct
geogr aphical |ocations (e.g., connected via one or nore private or public

i ntermedi ate networks). Data centers can house significant nunbers of

I nt erconnected conputing systenms, such as, e.g., private data centers are
operated by a single organi zation and public data centers operated by third

parties to MFOHOREANSHEYSTEY FOEDYNAMICALDLY THGGING METRICSRATA i vat e

data centers can provi de network access, power, hardware resources (e.dg.,

conputing and storage), and secu | ion facilities for hardware
owned by the data center, an org%%dzkg%{?lrllj,'\?%r by ot her custoners. [0002] To

facilitate [00Mdasdcbmpaniegatndn cofardzatonseperateesmummeasy, netnoded i that | on

technol qai es can all ow a single physical conputing machi he 10 host opne or
more i HopkmRREe e Bl ZoT e RD ST HA SRR MeRpapaate Tl PRRRHERent
conput ysteBrhca8sHd focatEd NN ef tspthl € QEVGF&ihicks Slocatilirt e i, r 4313)ariz af izdTocal he

si ngl e physical conputing device can create, maintain or delete virtual
machi n@@tWWKhOH%%'WH@'Q distinet @eporariical '@%t'qr@q(@e%t C@W%V'ar@%%ur ces
froma c&n;a? i ' ] ryj BAWTRRY ' i hi ne
resourgggﬁ%re\ ah %s?@ egggé@éﬁﬁgggﬁo}ﬁé@{brq@és?a%n an '%agar?@agéeés%@md@gi S.

[ 0003] Asmbiess ot iltercandecied penmyfutidgtsystests, eushass eigic pevaie diata lsentess laref

o o R RSBt PR B A8 N BT A e

BRI EF PR Bamebting-reBidbrddsAdioNedmers. Public and private data centers can provide
network access, power, hardware resources (e.g., computing and storage), and secure
installation facilities for hardware owned by the data center, an organization, or by other
customers.

[0002] To facilitate increased utilization of data center resources, virtualization
technologies can allow a single physical computing machine to host one or more
instances of virtual machines that appear and operate as independent computer
machines to a connected computer user. With virtualization, the single physical
computing device can create, maintain or delete virtual machines in a dynamic manner.
In turn, users can request computer resources from a data center and be provided with
varying numbers of virtual machine resources on an “as needed” basis or at least on an
“as requested” basis.

[0003] As the scale and scope of data centers has increased, the task of
provisioning, administering, and monitoring the physical and virtual computing
resources of the data center has become increasingly complicated.

BRIEF DESCRIPTION OF THE DRAWINGS
[0004] Throughout the drawings, reference numbers may be re-used to
indicate correspondence between referenced elements. The drawings are provided to
illustrate example embodiments described herein and are not intended to limit the scope
of the disclosure.
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[ 0004] Thr oughout the draw ngs, reference nunbers may be re-used to indicate
correspondence between referenced el enents. The drawi ngs are provided to

i |1 ust ratwoerepbsienbodi nents descri bed herein and arePa®fuseieeaded t o
limt the scope of the disclosure. WD 2012/129181PCT/ US2012/ 029701
[0005]Figure 1 is a network diagram schematically illustrating an exanple
of a program execution service that can provide conputing resources to

mul ti pl e user conputing systens via a comruni cati on network; [0006] Fi gure

2A i's a bl ogxoob) a9 AGuRCH AR hebvérk diédzr‘dﬁwt EGHdnYAicaMMRRAALISy 8h SkafMpiaat C
taggi ng nmanager configured to nmanage the tagging of netricS requested by
users Gr PEGHRMcexacHtion cferdce rtbgl aam ée'vde i eRMREING] BSOU[MBSOP] FUufiie UBBri s a

B e T AR
servi ce; [0006] Figure 2A is a block diagram schematic of illustrative components of a
dynamic tagging manager configured to manage the tagging of metrics requested by
users or applications of a program execution service;

[0007] Figure 2B is a network diagram schematically illustrating an example
interaction between a user computing system and a dynamic tagging manager of a
program execution service;

[0008] Figure 2C is a network diagram schematically illustrating an example
interaction between a dynamic tagging manager, a user computing system, and
computing resources;

[0009] Figure 3 is a flow diagram illustrating a dynamic tagging manager
routine implemented by a dynamic tagging manager component;

[0010] Figures 4 is an example of a display that can be used to request
tagging of metrics data; and

[0011]  Figures 5 is an example of a display that can be output for presentation
of tagged metrics data.

DETAILED DESCRIPTION
[0012] Embodiments of systems and methods are described for dynamically
tagging metrics data by a provider of computing resources. lllustratively, the computing
resources can include program execution capabilities, data storage or management
capabilities, network bandwidth, etc. In some implementations, a user can request that
a virtualization infrastructure be generated that can manage and reserve computer
resources for the user during a future usage time period. For example, the user can
request a virtualization infrastructure be generated that can manage and reserve data
storage or network bandwidth for the user during the future usage period. The
computing resource provider can determine which of the provider's computer resources
can be made available to meet the user’s request and can allocate those computer

resources to the user during the requested usage period.
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[ 0008] Figure 20 is a network diagram schematically illustrating an exanple
I nteracti on between a dynam ¢ taggi ng manager, a user conputing system and
conput i ngvpestumrerss; [ 0009] Figure 3 is a flow diagram i PCudiSe@iorqyor

dynam ¢ taggi ng manager routine inplenmented by a dynam c taggi ng nanager
conponent; [0010]Figures 4 is an exanple of a display that can be used to
request tagging of netrics data; and [0011l]Figures 5 is an exanple of a

di splay that can be output for presentation of tagged netrics data.

]PETAldLED DEiilSéﬁ'a‘j’Tl e Q0 FaTRAIRRRS &t XSt Andiimet BRdRrAéhtdgRer | bed
or nam ca
Y includes ar¥ application software stack for the user’s program together with one or more

infrastructure services for executing the user’s program on the program execution
service. The virtualization environment can include a user-selectable operating system
(e.g., Linux, Windows, etc.), application server (e.g., Apache Tomcat), system or
application configuration, etc. The virtualization environment can be configured to be
hosted at a specific URL. The infrastructure services can include, but are not limited to,
a load balancer to distribute workload across the requested computing resources, a
load scaler to scale computing resources in response to load or demand variations, a
firewall or other service to control access to the computing resources, a monitoring
interface that permits the user to monitor execution of the program, data storage
resources (e.g., scalable volume block storage), and so forth. In some embodiments,
the user may be able to select one or more programs or services that can be included in
the virtualization infrastructure. For example, the user may be able to select from a
plurality of database models (e.g., a relational database, SQL database, Oracle
database, etc.). In some embodiments, the infrastructure services can be customized
to the user rather than being a shared resource among a plurality of users. For
example, in some such embodiments, the load balancer can be individually customized
to the user’s application rather than being shared or distributed among a number of
users of the program execution service.

[0014] Metrics data can be collected for the various computing resources that
have been allocated for a user. Metrics data of the computing resources can be
analyzed, trended, reported, etc. to monitor the usage patterns and functioning of the
computer resources. Metrics data can be collected by the program execution service or
another service. For example, operational performance, resource utilization, demands
patterns, etc. of the computer resources can be measured. In some implementations,
the metrics data can be tagged as requested by a requesting user or application. The
requesting user or application can request the virtualization infrastructure to add any
key/value pairs to the metrics data so that the tagged metrics data could later be
processed. The tagged metrics data can then be outputted to a processing user or
application.



tagging netrics data by a provider of conputing resources. Illustratively,
the conputing resources can include program execution capabilities, data
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i npl ement ati ons, a user can request that a virtualization infrastructure be
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disclosure.
[0018] Figure 1 is a network diagram schematically illustrating an example of
a program execution service 100 that can provide computing resources to multiple user
computing systems 104 via a communication network 108. The program execution
service 100 can be a web service or a collection of web services that can provide
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"measurenent” can nean an observed value with a set of attributes. For
exanpl e, a neasurenent can include a nane, a set of dinensions, a
nanespacewoaoi2pisiand/ or a timestanp anong possi bly ot IR€T/USer12/029%et )
characteristics. As used herein, in addition to having its ordinary

meani ng, the term "di mension” can be used to specify how a neasurenent can
be aggregated, such as by Instancel D, |nstanceType, Availability Zone, or
ot her factors (described in detail below). As used herein, in addition to

havi ng cohiputhgi rB3bYrcEE &b ent #2188 RBE SvdtF@Rbjiol | Ret BBpHRRHvhCiRodtiRgt For
coll ected the nmeasurenent. Furthernore, as used herein, In addition to
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i ndicate the key "custonerl D' for a particular netric has a value found at
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coll ection of web services that can provide , ,
machines 120 that are hosted on one or more physical computing systems. For
example, a host computing system can provide multiple virtual machines 120 and
include a virtual machine (“VM”) manager 124 to manage those virtual machines (e.g., a
hypervisor or other virtual machine monitor).

[0020] In the example illustrated in Figure 1, each of the computing nodes

112 has some amount of computing resources available for executing one or more
programs. Each computing node 112 can provide a specific amount of program
execution capacity, which can be measured, for example, by a combination of one or
more of processing capacity (e.g., number and/or size of processing units), memory
capacity, storage capacity, network bandwidth capacity, non-network communication
bandwidth, etc. In some embodiments, the program execution service 100 can provide
preconfigured computing nodes 112, with each preconfigured computing node having
similar and/or equivalent amounts of resources available for executing programs on
behalf of users. In other embodiments, the program execution service 100 can provide

a selection of various different computing nodes 112 from which a user can choose for
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WO 2012/ 129181PCT/ US2012/ 029701 conputing resources for rent to use for web
and/ or other application hosting. For exanple, the program execution

servi ce MO 0m2psmage requests froma user to execute RCPASQIIAMORITOT set of
prograns, on behalf of the user. At |east sone of the user conputing
systens 104 can be renote fromthe program execution service 100. In this
exanpl e, users can use the conputing systens 104 to access the program
execution service 100 over the comunication network 108. The network 108
can, fe&eeﬁmgpFegrms%m%ehaﬁld tRECRSES] DireyoebiMer kerbodimaked hetpheglsen such
as the I nt er ne ossi bly operated by vari ous distinct parties. '1n other
enmbodi @xaewion mvnﬁeﬂ@@rqanmeus&tﬁ VgEiogs pmMpaitiag ﬂi‘@tﬂaﬁ)th@t asespeeilic tg guser
exanpl ty, I

nacee c0rEBHRS & e ool P phliSir Y S8 eiblina 1he aBireBtho hBled

net wor K 120&ncram/e er@eamomteranMretypes mabempetm@réfssawmem(agce&e tpeeand/ or
fromthe E 5} rL H 8{ ram exec tion service 100 ’F&WOVI des
a vari @09 %ftyﬁ%ﬂ PIOSASFING yNftdy NYAHRS Ei%&%%’?d%@ 18 S(ﬂmB‘HngQfa{Pr%mP(&’ra Ptiple
users. sld?a%@%l@t*@ﬁ%@wﬂg‘uhiﬁinr at@flad BZH‘JH%H@ Bit, ddé?/atm sBdthexggut i on
service 100 includes a plurality of conputing nodes that can execute
prograns onlMEHdI f Tde hegragerexecytien cﬁ@ﬂ‘rﬁﬁ@l rﬁﬂﬂ‘e@rq\&Qe c43eri Aemgeén®ne or
nore p I i /P r r pnes 120
That aeLopns LGP <BRecy I RIBface hoRRE! s BOR, SbvERL Pkt iiZheBEMARE" |
host c@nEgramsg asg sitieen wsen wpfocmalnim nlihe |Stﬂrege/|n|odeal1 3|4rmza|m melsdé%@myample ohcl ude
a virtual chi,ne (" manager, 124 ose. virtu machi nes

Cerg » BRSTREY URB flotdael, (RErTaTpeyS-Hal B Sty CBripes (HBB S &-enbokanpl o
i 11 ust ke driv s, Fogtidae disk efiesOfetd. helrc o Wxantpl@odesiratd@ inaFigimgel anmaint  of
conputing resources avail abl e for executi ng one Qr nore prograns. Each

conput CAEAYEEG nodeschle sapvachess BBeiPrace ARgRMt! 36fV'§r%d}eé‘NWJ§xé%%t i bhe
capaci ?%tchR' ¢5g cath %Itﬁ@@%?lﬁﬂl’e B@fwcﬁgﬁ’agp \g(f@é’ ﬁoP%fFﬁBMZtéd?:’Pu or
nore of processing capacit e.g., nunber and/or size o rocessi ng units),
menor y sedpbes, tgdges taterge coapemtitern, etret vibekndtaodwi1@s carapat inegd memrbeied wor k
communi Gat i on ban dth, etc s, t he program execution
servi 09%%6%&5§EW8&0%P8eh%P &ﬁlﬁqaéﬁgewgdrﬁﬁﬂqr ‘'nodes 112, with each
preconfi gur gebxnpuidery Mrod@plications &i Mhé a{ﬁro@ﬂﬁﬁ O xeRAtbN AbEMIceanuontan of
resources avail able for executing gro grans on behal f of users. In other

enbodi MEREEST WithetNSr IGREAM SXEEWIGbACYER 10Q VIEDE GRS dAgQ¥e0 MaNANSELTB0n of

vari ou I t I c WO
D101 136 e P DHREET oh SRRANGR: WA HQBITLGGNG Yo et er AORATREE |

yet ot kesociateddiitreressyrcenof fraprogrars exeattiamsareicei1®8 thathaverbepsmeseast en

bot o beRRhe S 183« (buRleRARRh dhd ot BatiBft eI Goth Hnfné 1S
gﬁaygp%@mmﬁ@@ﬂ?ﬁ ﬁarpﬁﬁl tOCBn nbgd: rugfm roc gﬁ?ﬁﬁm g\lnihsme;rer%rgﬁgm?fi
menor y NGHAS o125 BEF dje. SIORAE! RTRSC Oif 1M ae iMBWOR, LRBas! e dyhami tagoing ¢

oper at infighat)e? LD c&h Cre%elve requeét@%ﬂ-]ta%@ﬁg RS ORERIBEFEAUHO DsSEEYPEaLAPO can
provide user conputing systens 1 access to storage nodes 134 that

provi deystass Kb pwerehefnedvwer, 1G5 ofruses (Oragibebusers auslerizedf iy et uss). came

storag C S d i

cxanp LB Vist e FERRRC bl aneb Bl R0 S e beiee G, 4 ShPTpoRe

opt i calmetisskerdenteegssoetated Withtthe cxapging mddessmqaabanl later Begpreserdtedttbea

conputing nodes 112 can ﬁeé:ess t he stor a% nodes 134 via a network 128. The

networlPr GRS SIgN USc PLARPAEAT ! dN Ao f%“%@'i'%% 3 HSE" QRBwIBAUSEE NSis,
%?hamkte@ 8ﬁ~ggﬂaﬁ rer3®. toda %étﬂe% 868 thaf Ras Eéen BEfREK by adifernt but

need no ferent network than the network 108 shown in Figure 1.

[ 0022] 88Btiee. o orpAMplat tmrmetﬂcstdﬁ?éa pangelala exerrinrmence &f weborkgesaupes

(e.g., traffic, latency, speed, errors, etc.); performance of sales of goods and/or services
(e.g., quantity of sales, profit, return on invesiment, cashflow, sales targets, etc.);
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interact with the program execution service 100 via a dynam c taggi ng
manager 130. For instance, users or applications can request taggi ng of one
or nore EORIRgI2A3oci ated with resources of the prograRCESeuURioNTOEer vi ce
100 that have been used on behalf of the user (e.g., resource utilization
and/ or demand patterns). The dynam c taggi ng nmanager 130 can be connected
to or in conmunication with the conputing nodes 112 and t he storage nodes
134 via the network 128. The dynanic taggi ng manager 130 can receive

r equesioarfbRhah@@dfHhaftialRisolfces| (B YN b6k fiRlesFREMY! ¢dtaPYahemmsed 08icayer
the network 108. A user (or other users authorized by the user) can request
vi a t h€l@ynani ¢ taggi ng manager 130 that the service 100 tag one or nore
measur enent ociat | ti d t - :
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one or UsBiSe §HONr thad HSRIBoPaAtSASKEY dpfarfmationt iekated  iee &ypes o€ Hnakicahand/ar user
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after or before a user Interacts with the dynam c taggi ng manager 130 to
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are associ ate e user e}nd are to be used in conj unction
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oper at ilG0scarel e erovided ubsearfarty aariansl/aperatigiss telaedoto sebscriptionohnd/be
program execution ser v% e 100@ 0025].1 n sone naodl ments, the dynamc

t aggi ndeHBRAAY Sergges & &B@GQ!'BQ §xe Gcﬁeé\dc%ﬁo ne or nore physical or

virtual co 2519 93X SoRBembBHintERhE dyhBmS® RIANEBBE $30 & SREAREd
conput i ng g;‘ﬁ earjn t hat hasergorrplonent S i ng:nudi ngﬁgﬂ’gu, nIQ?O conponents,

SL or a/g@,r eamep dirdnby yonSadr ore fiysicsl @&}é@UﬂbCQmQUmémtemsagﬁprngxamp@gm 130.
The | . . i
et wor £OTBEEBSAETEE S SRet T Buiig R, ol iy B BRI g g BePBe o

a keyb&@ domponenise stasaga kand merhory) carAbe eudsaidiorexécudd thdaelydgmiantagdidggi ng
manager 130 c as one or rmcie execu ro s.in the

be_stored abl e ram nodul
ooty TRATEORE 1987 VR NQ@T IS AT BCEGR AH g0 CORRRD AR 44 with
conput indevdRASS, & kdn{Ritér-reaBBYIS iddia drive, and other 1/O devices (e.g., a keyboard,
a mouse, speakers, etc.). An embodiment of the dynamic tagging manager 130 can be
stored as one or more executable program modules in the memory of the server, and

the dynamic tagging manager 130 can interact with computing nodes 112 (e.g., physical
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WO 2012/ 129181PCT/ US2012/ 029701 conputi ng systens 116 and/or VMs 120) over
the network 128. The dynam c taggi ng manager 130 can receive requests from
users forwoDaggmngsef nmetrics via the network 108. [ 0026PETgise@2029706 a

bl ock di agram schematic of illustrative conponents of an enbodi nent of the
dynam ¢ taggi ng manager 130, which can manage requests for tagging of
nmetrics data fromusers or applications. In this enbodi nent, the dynamc
taggi ng manager 130 includes a default tagging nodul e 204, an acquisition

modul e c2RButiflg RYSEREST 1 aRB a2 120) BREF el madbAC1 9B duine é%‘ému& Qg he
default taggi ng nodul e 204 tags one or nore netrics that have been

col | ectanager tIise garo fRCaiNceFetIEsiSoliOTersars 60N GWasE hf Astries yia theeseiwose
utiliz on, resource nonitoring, etc. This nmetrics data can include
st andar 'rretri cs that are collected by programservice 100 or anot her
servi ce andf@026jan FiguteidA iset biock digjramescrmmaticeaft mdstbqﬁlvbhmmp@’rentsaof
rics data can |ncIu

I t tc. | | ect Th
G £ Por @i S EpREND 58 Ve, Bviarac oafiBo Hanede 130 b P SnaTiod oS B
metri C$a%d rﬁg% P Rt} iEP e oAt USEIS ort AgdicBPond)CINERS driseifeRd thelyvahiie
pairs in he coll ected netrics . g. name space" = "nanmespace one'

and/ or tagging 'managepy A0 inciueesi @me§‘ault tagging PoBReg 2PHe aneacauigilion Girdue

nodul e n,i a Cﬁm si gner of the program
execut |2g)§ S Pé/ijieggﬁ 2@9%2&1 gﬁ(lj Ef??%%ﬂ%ﬁ%’ e sﬁ@tem desi gner of the program
executi on sf027¢e clde de‘aurtetaggmg agodnyecm4atdgts ores peatoreemetricsdbaiedaveet ri cs
based ;%n t he I ein

st t t
mor 1 opeeh doieah e feodiah exasbifh seilee b DA yBberBoauCe RUIFAIRRY o)
Nanespagsouree Gnonifeing! &tc.t Mhtis 4RBRICt @dtat dh WRIGdE stardéedd | radtriks tiigoace
region or zone that generated the netric nane of the

gret ?i c)Co”GFfé%@VcPéqgﬁ@@W pRyvige, 1Q@%feardﬂthere%mc@eaﬂ&@[tCa@@ﬁ@'ﬂﬁ?éﬂetﬂﬁ% dﬁ‘B@?Cil c),
etc. The 8&%@3 Bk‘i'ﬁéh%eg a{fr@% iflaf0e4EsdioR die 1 P?Solfe%‘ﬁ@ﬁ“ﬂh\é%@i%é ) Qﬁ‘érﬁ h
nore or erent tags sed on one or nore ftactors For 1 nstance, or

met r i cénchsddiffared d:wneh3|sns>raagdhetu$er$9am ermale sindfosrdafing theic ioshn Itn@tl‘ing t he

Cont i ga7 SPTGnCTshehBIBAS BeBRRRtRYRR IS ey Phl ol Gt YolirGha®t ne
Systemn@ﬁcg(@g rﬁéﬂﬁé@bé’w ﬁﬁﬂmeﬁphb@@nﬁbdhkﬂ/ﬁr FngecemgBtiiagioayt s from

users or apM cations for ging one or nore netrics managed by the
progr am exetQR28n STé}e\,qj@f@ult t gging module can include as many tags that a system

designer of the program execution service desires. For instance, the system designer
of the program execution service can desire to tag by default respective collected
metrics based on the InstancelD (e.g., ID of the instance that generated the metric),
InstanceType (e.g., type of instance that generated the metric), Namespace (e.g.,
service that generated the metric), AvailabilityZone (e.g., region or zone that generated
the metric), Name (e.g., name of the metric), ResourceType (e.g., type of resource that
generated the metric), etc. The system designer can also desire to tag respective
metrics with more or different tags based on one or more factors. For instance, for
metrics associated with storage, the system designer may decide to tag the metrics
based on database class, database type, etc. A plurality of other configurations can be
implemented by the default tagging module 204 and the system designer.

[0029] The acquisition module 208 receives requests from users or
applications for tagging one or more metrics managed by the program execution service
100 such as, e.g., a request that one or more additional tags be added for metrics
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100 such as, e.g., a request that one or nore additional tags be added for
metrics WD 2012/ 129181PCT/ US2012/ 029701 associated with the one or nore
conmput i ngvpestumress used on behal f of the user or appli ®aTiUSR012/PEF0T equest
can include sone or all the tags to be added. The tags to be added can be
different and in addition to the default tags di scussed above. The
additional tags can be tags desired by a user or application of program
execution service 100 and different than the default tags designed by the
syst emydesdigRar with the onel §0RRle @aﬁ]fp@ﬁagnbgot%e@%ba'&ﬂabhémgﬁtﬁ@%ér bpcl ude
tags that specify key/value pairs for The server type or application stack.
Thi s exXapiationaglheakedquesided) ingtidgysameiseall dhe tags tadisr addechn Thg pagscigtbeon can
| ater pr SS, & - ' y their r ctj-\ye r or ack.
The. usePSag i PE KRR AR I, ERaEns B s R ERBD I CRE LR bBBR LT TS

i ncl udedditioasl Yaxer vam Hepedgsaddsirdds bgss aseatardap@licatoh mf pregrmctexeeuti@mt ri cs.

Sl B o R B R Sl B BB e 1y
a user or appd3ojat iOne S&kdniaé bheaddfrinaPltagdPtodat ineideanady aREs Spebity

tagged netrics based on unique identifiers associated wth custoners,” such
as for KByNRIUGGPRILE (sBe. SeveB1YRs Oy cappiediaie ftagkanphie, exateplgsien wau| e

reques i di &1 t doe i £ i f : i N
Crare SPoREl R bed Ml AF of B YRCal Y odiPater BLe gl bl FIRAREERI 1 e
used t dhdiy redpectiseisever dyge bcatdobn Tloe user tpulanequesipthwesadduisipar matuleof t he

st at us nge. The.user., (n.this ex l.e. caul d,request that the key

” Chang @R o Foaies Bataatiateiid & REP SanBitipe D31 8 ashOdbeboFalli€ovan ve
i ndi catédppctite nsdtatd!s A8fariofer S&PwI6 Caddifdae t46s Sould ThdISda e dsodidted ed”) .
As a further exanple, an ap&l i cation of ph%gqr am execution service may
requesM'WH&l'Q%meﬂ'Bﬁe&IOft%Jé RIS adiy s eya ,dhe ¢ RayssdeTiad Rita usht
associ i 4 ot ! L C fin t agged
mo 1 oo gapltditn! REUEPTR Loditol SRTERGS ofR s hETasig AREhs Habd &7

coul d aniEperidenidiers assuciatdd withanatonergssuechsas faitdiingwpuriposeé® geogr aphi c
zone, regio ta center, . .etc. of t caonput i res ces, be added so
fhac. for el ARy Ey sraline JRa SRR EbPepEeT AR §8ses
on t he aaddd tforonatifichB@s of anpehbingens bate of combuBn@dsduscar ki exatpleng
resources. A vari eé,%éof tags can be created or defined by a user or,

appl i c41¢ BAJILARRISAGHEPYIEPDLYSH Byl iCUR AT apRliSalian eNoio aNRERRABEDIY or
{2901 naflesBH e Sl Bngfe, D 1eCaRkY 1A SHBMAE ARG rbaRTIAM 1e2REy | 1

various_ways. For exanple, a request can_%e recei'ved direct roma user
(e.g., “GhangaNdtificatien’thes adderhaot dtsoiespedive \@llle pedssimedsy vakie indicating

2012/ 1%?&%?@ {)f‘Jt%%or]egéﬁ)l%yc%Jange (e.g., “Instance Terminated”). As a further example,

an application of program execution service may request that additional tags be added

to indicate the customer account associated with the computing resources so that, for
instance, the tagged metrics data can later be processed for billing.

[0032] The application could also request that additional tags associated with
the geographic zone, region, data center, etc. of the computing resources be added so
that, for example, the tagged metrics data could be processed later based on the
additional tags to perform statistical analysis on the computing resources. A variety of
tags can be created or defined by a user or application and supported by program
execution service 100. Requests for tagging of metrics data can be received by the
acquisition module 208 in various ways. For example, a request can be received
directly from a user (e.g., via an interactive console or other GUI provided by the
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program execution service 100), from an executing program of a user that
automatically initiates the execution of other prograns or other instances
of itsel fwofomprsegr anmi ng tools (e.g., conmand-|ine t®craiS2émeygoat ed
devel opnment environnents, etc.), froma programthat interacts with the
dynam ¢ taggi ng manager 130 via an Application Programm ng Interface
("API") provided by the program execution service 100 (e.g., an APl that
uses Wb services), and so forth. [0033] Requests for tagging of netrics can

i ncl udeygyraBaicuBbnsefvide/ Peo) Ofroﬁﬁ%ex@cmh@'dwgr‘aﬁﬁgf 8UsBRHaHIomATRENy Of
tags to use, a number and/or ‘type of criteri use in tagging the

metri céitiaies therpeeedignedftothesr progima@r odieriingiRoeRs of itsall, frpfepragramming
i /
br e o1 886 %p,d, BRI | QU Aled AR LEId e Cefvrords Obid 4R %

preferre I'trons
Al t er n@rograty thathmtemnmmmtht Et@gldlyganmmawngaﬁanagerbesﬁanal @mr@blmathmr ovi de

o0 oot Rk PS5 B e e R I L o

autommm%étmsegwgg]sgme%ycaﬁosgdfﬁﬁ nodul e 208 can al so receive the
request for (50323 froma service. For exanple, the acquisition nodule 208

can recei vel stsofor ttageine Pf frAeca manHBeIUAS EUNEMEEr 2BEWPENYRE Of he
rogra e naI

Servi cﬁaﬁﬁ%ﬁ'@ﬂ@e@?ﬁﬁﬁaﬁﬁgh@@ FREnpCEEIR T BeE g iEhod BE (i F

as di scumladtoama/m t4J0BP I testricd)este. eqTUmsteq‘uest fcagggglggl @ em&;deedthley t he

i d h h
o det AiAF e BRt Bncar et Ui HOn e e I8 o 8P ﬁ@@aﬁ%ﬁfﬁeﬁﬁef or

t aggi NgrebBERd\C Bf gM ddmditides geetd dggmg-?ll ett 39 SAIte'Fh@tl\,{é'l)DQIﬂé HyRemi® tddgin

can anal yze the additional tags and determn ne which uting nodes need to
be corrﬁﬁ!ﬁﬂatgﬁf ec?Q/\P@fh qenC@Fftﬂé‘Feq d0 tRegViEA ORHENS| t@sthéat‘%ﬁ Oﬂﬁpteﬁéyla@dhﬁ;%nal

t ags. a r

oS PREIefRIRER, RoulrBieift, RHCIGR bid UndI5PBGIEH R B 1n8bEleBpns
st or agautooo@icallp4 are bei ng used by the user. As anot her exanpl e, for an
addi ti onal Lndi-catin ich rs of, the user,, are usi | oad
ol ancer 1 ol 01 R B i 208 Garf aish 1838 nrEauRu ey el
| oad baloanel supvise desorag@antsie) nmeuézglinéﬂvori Rfodise P08 A8 receive the request for

2012/ 129181PCT/ US2012/ 029701 [0036] I n certain enbodi nents, the user can
speci f YRGS Arogt janethes mpeulg X server of the program execution service 100 or can

receive the request from an external service. The request can include the tags,
requirements, preferences, etc., as discussed above.

[0035] After the request for tagging is received by the acquisition module 204,
the processing module 208 can process the request to determine one or more
computing nodes that can be communicated with for tagging metrics data with the
additional tags. The processing module 208 can analyze the additional tags and
determine which computing nodes need to be communicated with in order to tag the
metrics data with the additional tags. For example, for an additional tag associated
usage of storage resources by the user, the processing module 208 can determine
which storage nodes 134 are being used by the user. As another example, for an
additional tag indicating which customers of the user are using a load balancer for billing
purposes, processing module 208 can determine which load balancing nodes are being
used by the user.
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desires for tagging, as discussed above, and processing nodul e 208 can
determ ne one or nore additional tags based on the criteria and can

det er m neworze120n9¥sdr e conputi ng nodes that can be commumRCTASee2x24701 f or
tagging the netrics with the additional tags. For exanple, the user may
indicate to acquisition nodule 208, via a wizard, for exanple, that the
user's account with the program execution service is used for nmultiple
custoners and the user would like to be able to bill the custoners directly
based on thedgaefSags (@hiafPBRIBOUMCES MY GES cAN8pESRr Wik tAtdiigahe usli ch
conputing resources are being used by which custoner. The processing nodul e
208 canlesiemfonéagging.as diseissad@bovenand pragessing owldued0gcan dateraine et omer
i dentif] ' r.Qyi h ' [ .and
det or moh SRR ARATIERE s MRk d oRRK chfhre o AP LBRA TR AR ool EaREIng s

per f or motee thatgmnnige chhmenymicated svitrgfaradgding 208 matsicp mithehe ddaéiothet &rgsi ned

additiagnal tags to the user so the user, another er, or applicatjign can
later BROCREITRIRe (156 ey rPeales e asauliaserartTe (2965 14 A tHeaichBi ment
i 11 ust RbePid, ndtitas U8ePNactdimt WABGhE Hrogra exetlfioh QBFIGEH BalsR®l Wk fluitighe one
or nore determ ned conputing nodes to request the conputing nodes to tag
any ne&yaﬁoélﬁrﬁra@oﬂhlee%ﬁeédmtgﬂ rlikgstovipe Abtente Aidldhei austiamerggdirectiijepased on

i nt eragt l: ' ; : i ned
comput 1% AU foREHoBd, TSRy A0 alo iR o B e e
occur \ara bamngAR$ed bipevhitly pesmimeronTioeipcaddssimgi moduliea2@8 paonvheediebyrntife one

or nor eter.ni ned, computi ng nodes. The tagain dul.e .216 coul d

o ormun ol eSHT B8 TReRocled! P i e, SRR R CayoR ) Siey awouid
nmeasur fp@'o\ﬁikﬂe e l@@ir@d@éﬂré&@y fes @ééﬁ Mdéfé!muié Wﬁicﬁ%!ﬁﬁputfﬁ@%do&%ﬁ&ldmdm €
216 coul d al so communi cate any additional information needed by the

det er mbﬁe‘épfﬁ@‘#ﬁi?@f%wﬁﬁd@sorﬂ_gr &ngerfern e 669@1'[]94 n@%@ws%‘gt Rgduke2Qfht a as
desi red,,) @e%%ﬁ?t@é@ét%%ﬂwteﬂt é@d?ﬁeqaﬁ‘ftéﬁé td %?!u@@r sQGRYIEEE | HbiERdg, gP8 can
receive requests tor one or nore further additional tags’or one or hore
nodi f i @gplicatentaantlater aauiess dmatagoadsneirids {(digcyssed éskiw)g nodul e 212 and

t aggi ng nod 16 ¢ perform a t i,ng, -as discussed above, bas on
t he one or %‘f"‘ﬁfurl?ﬂﬁ? ea(%cf 'WSHQ%'“F@% do'?‘ F'I%"%r@f’o eﬁ%pg'nﬁbﬁlpfjv%agf%ns to
t he addbkrinonatatbaowith [tAO3GIdidumerd ddibmsihe@t @sngutingX ABHES tar Rpfiesalhaiser

interface that could be ;resented to a user for reguestin ,the(ﬁro ram
execut iCQH‘péJBPQi”QGGNPE@r Wr’ﬁf’@%{j&ﬂrﬂﬁ C@UﬁCtmﬂ%WE@i@Lmﬁ%W 380 01
t he ”E‘irﬁtbFa%tiQﬁ% BetFeef! ﬁf‘eU%é@gin@br%eweTh@easﬁ&'metb B HﬁderPe Yerhiedl
present the 1llustrated webpage to the user to enable the user to request
t aggi ngommsitish oades naFogeuren #ariohewayer Fonexamelei injeraatiansptan eeiir viaoaral

tags t b 0.t he ri.c i sse : one
exanpl Ab! S8 b G BOR bl osk Bl A5y RE P Yeiyulied

pr ggr arfﬁbgmﬁu@ inodﬁ@GLmé Q@g@ing hﬁgiufﬂy} 6@FOIutddngnunidﬁtei thetl@m@:juwmir%thtahe
indicated IDs with the specifie ey/value pairs that are indjcated.
[0039] S!&QU'Hi e Pgded R EVeMeHtsSi ’Hsaﬁli'f@geora%'ieﬁe@n% they geterpined S‘PVPBW'%Q user
or applhgasi ofhd Padg%g”deJP&QﬂB ¢difid LRI BEMMRIi RS éﬂf@‘/t Addfortte Shiofafiéh 9.
billing, etc.). Further, Tag # 3 could be created by a user to specify that
f or anyeedepbyithg detereined campstingrardedipenagkls the lcoatpubap a1ecies to dagdye
"server . d j . the 1 I t he
oy us CREE B BRRUT IR RO e e oy oliE legl?h BRGESIPRAR AR B s i e
t hat vadestvefeduestsafddione @nahorecfyrther dddifional tagsoor onet moee aradiificagohd ¢o
metrics data wth the ditional key a cified by the user. For

st andis agqtiohal tage gad fesioetesion moshis 2EF fes ladend wodtie 2fF tateeom o

| oad bahgnagdingSaseifetssdeabived, hadc8 WOtHE Hite BPAeork TEHAGICEIRESREtagedr Wi th
a web server, then the key "serverd'ls}f/‘pe" coul d be assigned a val ue

" web Seitieene py mae ndiiifedinne ietheradstiiongl {806e and the netrics data coul d be
tagged with o ageili I | i e

defi ned by {%degaaseﬂqgw(‘fotﬁﬁ”eu%%%sr gﬁ%é(égl@ﬁéa%h\g%r?\ﬁsgremﬁ%&e%g%%@ ?‘%e
var i oupresgntexsta hasecioulrdqleestiaghg peayraor exeqoéion isenlica tokpesrfdran agging on
serverType) could be defined by the user and stored by program execution
service using the storage nodes 134. These stored values could | ater be
accessed by a conputing node i nstancelio deternine a value that shoul d
assigned to a particular key. [0040]Tag # 4 could be created by a user to
specify that an additional tag be



created and added for any status change associated with a conputing node
i nstance. The user, as shown, has indicated that this additional tag shoul d
be gi ven woke/p18ichngeSt at us” and the val ue to be assipgmam2eio/oedrat key
can be found by reference "&address” which can indicate the | ocation that
val ues for the key can be found. For exanple, as explained above, val ues
that can be assigned to a particular key can be managed by storage nodes
134 and the "&address" can be a reference to storage nodes 134 that nanages

a |ist yf nefiekeaatahal GisdusadabovEnethd Acquibitbh infetae 408Ycdul®brésent s ed in
a data storage. As another exanple, "&address"” could directly refer a

st or agdlustigiezowebpags 1 HeTusee (d Znebig7ihe skl aloi mauesteiRoging: eds, shaven i or

uhi ch Figyfel 81 1L 48l Uas RUL RSB RINE AL HER Bould'BeBadiRYe i

determ ynam c i Nng ‘manager of  t'he user Tequest
and assostries ddtanas dischesdcegboww. Bbesonsd erampkes, Dagdet eand Tiagl #i 2 could-tbé me by

ti i t . 0411 T # 5 ld b ted b
peci T $raatde BiiRe i 16 renueslrou gl sXe G B vERdS JRa grcamBiuliiy Bodd
Ser Vi Cendriide NEUMGHRNABICAINBSURET thepeeifibana@yRiald pardat A iHERAleY.

custoners. As di scussed above, program execution service can then generate
one or nor el i dadiselaged Bhev askinaibese pdditippaldpas wWoukhalilgw ansenser .

For i 1Ce: ti [ ; it I h
ey BRI PE AT HRSSY, heL BN RTINS een A1 Ry oo Peve
execut iFonthservag ¢ & aoutchbe aisatedroyt heusesltaespeedp chait fod anyt doraputindenodd i er

f t d tag th t.ri ith these key/val irs., P :
execut MTAKS VAL GOMRYSHR A AR AR & K< SEyehRE SHIDT didethart Rt ar

key si ifd 85ert Rad BgediicB\@fuddbVER IOoNSing MDHE oM@ rarh 'cXBERTBres&vIdel culd
service may store the one or nore ke¥s that are generated using the storage

nodes PELHIuresk todeierningrdhalpyalue of thadghtier@ J&yrp redldinng gg cen-fHater ard
coul d | j y r ed to
fag t hithale MEgS ard RN IS HBIRORANRS, 4o ey ol PRt E SR
user. [poagrainRexecutiongsarvicEidpiermings arhendigneathat & topgi balancetuiseass®tiateth be
configured differently than illustrated in Fjgure ZbA. For exa lt arious
Funct OV @ 1990 HEG: Hete pletanee; 1AeRrRebaviiD i e c3 VBl Db e qkeV

r ear r angsrdergpetdoulaedgdsijrsti a valusoWReLSERGSH BRNRGS preghdint xstationiseditd er ent
processors or nodul es can performsone or all of the_functionalities,

descri 386 g tMetries daiheuid Hertaaoesk ¥ih! tBiscaAsbiinngb 0. IThe YatussslvemiciNigir e
2A.  Manyy icBRiese ' &t r ' ionQQAAEA i bed
gener alrkl% Cigﬁll ter g%mﬁ)éfoo?}ég%ir %géro ntwgté #?8@%3'3? g%&{tlr? hot he]r:éeqr?%ggggrgﬁﬁ %ét he
dynani vatiegg)valgesdhaigeould 38 assignesyfadaa padicukanykeyypa., Teresd ygpal aoulgpes can

i ncl ud r f fqllow fQr . net.

o vy BB BY B EeP b obBp Bec AL Sios FME e SRahd Fofls,

i nvent dBy. datese ptoedd Valdiet acouldttube drcassdd b easomgatiey netls .instaficananci al

data (e. ? 1 nvest nent dat? cr,edié dat a, insurance data, etc.); etc.

determine a value that should assigned to a particular key.

[0040] Tag # 4 could be created by a user to specify that an additional tag be

created and added for any status change associated with a computing node instance.
The user, as shown, has indicated that this additional tag should be given a key of
“chngeStatus” and the value to be assigned to that key can be found by reference
“&address” which can indicate the location that values for the key can be found. For
example, as explained above, values that can be assigned to a particular key can be
managed by storage nodes 134 and the “&address” can be a reference to storage
nodes 134 that manages a list of values that can be assigned to a particular key that is

stored in a data storage. As another example, “&address” could directly refer a storage
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[0044] Figure 2B is a network diagram schematically illustrating an exanple
interacti on between a user conputing system 104a and a dynam c taggi ng
manager W2BCRIRHHB29181PCT/ US2012/ 029701 130 of a progr RETANREA0RYNL ser Vi ce
100. The program execution service 100 can provi de conputing resources to

mul tiple user conputing systens 104a, 104b, . . 104n. In this illustrative
exanpl e, the program execution service 100 provides an APl for the user
conputing systenms 104a, 104b, . . . , 104n to programmatically interact

Wi th t heAipRaW b Aaeass detBRRGRTiIcH 8 11$tA AR 08t fd 2R folhd ST {Bby ofhows
t he user conputing system 104a communi cating a request for.taggltgg of
ilgatusdr vi a

met ri c$helkewn kY hg detewajned toyabe. dymamicdgaeng nmanager)ati thed

t he ne - IS Lve d ] i 0g: 30 of
the pr oo aNd ABPekrRLGn 4 Kb Y JAlEs i R Pel R AR TREARER 5570 o
about tcbhmputieg nede étp@sde. such as, e.g., the nunber and/or type of tags, a
m ni mum and/ Xi unb of t the tags, a.n er and/ or pe of
criterta toldaiTrn BighBiihas i by wee befagitEb o el {2 Faude
ot her igaherdi@d inyntebpetdgrafcexRUtBs tscPHEd tAat woud enBBIEf BECIEASIO perform
requi renents, and/or restrictions related to the user's desires for the

t aggi n§ilBT0 Prdhemtser's SUgMErsFois eicenpsed abRve.r IGUERN SXPLUlQRth SefvideyuerRN

i nfor i i , t0 . i

oot o "TAROSRIALERD 1350P SR M BAL L HE EAREIRAATS TR (4

t aggi ndror éngiance, progrgnd&&étution sbwicexaay| gersnatenamn radditpmak tBhavda Kgynam c

t [ 13 i cat it h fi ti APl (3) via.th

et vor KeURE i repv e P BTG 2pGlketey BB 8er Fhali ey in fedisrcatne
conf i r mdr @8sigirlthé aaldenassideatbdfvathah ii@entiriel asrecudtomehRebh@tad ke Ph@igeam
execution service 100 can grant the request (in whole or in part). The

conf i r W& (HRSARPY/ ¥aeNAIS. | FIOO(AIB S¥REUINN $RIVIECMBaYIEstermineniiiervalyes 10hg). |
keys, : e MNOT L ~ar SQG} 1 e
e o SREREd 153CPaMiBTRP ko BTN B e Shembidd Blvcfidbodes Wb RloTlr rbbiah
nmet ri cexdeiitmn SEreice ondy store ihenodPbr owrie ikags thdd ane heneratgdbusmg it skuade as,

and or MPHSE 1o, SO HBAC LA B AR By i EasS rBE e TRRBR e R CTTab e
user Cosqudst e SYBAGIMIAdA L prEidTet ksl thyt et Ussd itdtay e inleeicdPl Tivé t h

t he dynam c taggl ng manager 130 of the &r@pgr am execution service 100. The
pr ogr anPeXe@y e COHIORISY Pe Pravided inthedegusatingd®gest s for tagging metrics data

" T0an) vi 2R ppyRelbiicy 13O0 o TThe MRS TRUMGISNRE TR Lo e,
conput icagfigyred alifferentty thas ilrtratedithFigene @4 sFamexaropiti varalsousciionalities
provided by the illustrated modules can be combined, rearranged, added, or deleted. In
some embodiments, additional or different processors or modules can perform some or
all of the functionalities described with reference to the example embodiment illustrated
in Figure 2A. Many implementation variations are possible.
[0043] Although described generally in terms of tagging of metrics data, in
other embodiments, the dynamic tagging manager 130 can tag data of any type. These
data types can include one or more of the following, for example: network data (e.g.,
network traffic, performance data, errors data, etc.); sales data (e.g., inventory data,
profit data, revenue data, forecast data, etc.); financial data (e.g., investment data,
credit data, insurance data, etc.); etc.
[0044] Figure 2B is a network diagram schematically illustrating an example

interaction between a user computing system 104a and a dynamic tagging manager
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WO 2012/ 129181PCT/ US2012/ 029701 shown in the illustrative exanple in Fig.
2B). The dynam c taggi ng manager 130 (or other suitable conponent) can
present tWomggesinetrics data to multiple user conput PAT/EERATNT O her
types of programmatic interactions (additionally or alternatively) between
t he program execution service 100 and the user conmputing systens are

possi bl e. For exanple, a request can be received directly froma user
(e.g., via an interactive console or other GUJ provided by the program

execut 1ap &k Vhre8rak? BxeclfiGiNsBRiCX Q08! | THe PHBEFAM ecatitls Yenli®dt100 can
automatically initiates the execution of other prograns or other instances

of it s@revidetcomguiogsesoyges toanuidiple ysert eamputing aystedset@da, cldby . . . ,

i llustratin : e i t, er..G i and a
B R i e g e S T e e TR
t aggi ndomteager cdrBpuiimnsystguesiiodaat@dmg . of 10%h to progilamendiigallynisteractesitti42a,

142b, . . .. 142n of conputi node 112. As expl ai ned above, the dynam c
t aggi n&%W%%B‘P*&%”QWW%@EﬂS@ the requests for tagging from user

conmput i ng syed4s) 1¢Egure ZB;iIIustﬂéMr@EX Isho@Be tiRx argel ecoPutiP| isttedl abpy e,
t he conputing node 112 provides an APl for the dynamc ta&gl n]g manager 130
to pro§PEWRNICHNI 3 request fttagging of meetdesrpata wgnd@dequest ARk The reausss

142a, ; i wyial ' j ; ' '
ranager 130 geamrmnichelvid i AEHCLGRaNATS SRl O PO %dihg s, &
r equestmanager as30 ef ¢he prdgramuekecutipndsenvicey p@0.of Theagequest MRl camirsidder

maxi mum nunber of tags, the tags, etc. The conmuni cations can specify the
key! valtiamaian Aot i user's rBA0G e 5 koo e MHIoET ALy P, s, 2
conput infiginsi@ndlo? madmeihaameel betdgs, Ble tagb o4 MBHibeR aReRM &by EEmatd ng
112 to perform ng the taggi ng_di scussed above. [0049] Fi g%ure 3is aflow

agg . . .
di agr avSe Hata0SEKEWRIMRBICE\LIC! [Therpares Af cardngivde eiss dilaenaticsy akpuwjitimi ¢

taggin r Quit | o] i n J e e can
oo PedRARARon' A4 BRE, BRllerehBos OB b0 REstrbthd Pibicse1 P ¥k ©

pr ogr amsexe cesirem farethei taggibgdfdbs anéthied data.h Foefexaamies the rEggesteAPlicamd 2.
The exanpl routine 300 i.s .described in ter of a user that kes

e ueaiiude [bAIBN AT ot BRET 8 ol e DB MR RooRet B¢ Tad 1RO 8Ruea 1o
i 11 ust rgdecof th ganJ]ﬁ'efbﬁreb,i fedueneyrof eatping RentiBions frmagélgaec taggi ng

i
manager 130. [0050]Wth reference to Figure 3, the program execution
service perd ddf g exggriegngndrioHea £Bctheqhnamie 130k maeagere0

Syst emcHgih GHiCtes RAF 4 LEAfIMRIRAI APVB) Il ielrthBACtId Whrhli@/ @7 Pdlived by

the user computing system 104a. The confirmation API can include information related
to whether the program execution service 100 can grant the request (in whole or in
part). The confirmation API can also include one or more request identifiers (e.g., keys,
tokens, user names, passwords, etc.) that are associated with the user’s request and
that are to be used in conjunction with tagging the metrics data. The confirmation API
can include other information such as, e.g., information confirming that the user’s
preferences, requirements, and/or restrictions can be met.

[0047] Figure 2B illustratively shows the user computing system 104a
programmatically interacting via the API with the dynamic tagging manager 130 of the
program execution service 100. The program execution service 100 can receive
requests for tagging metrics data from other user computing systems (e.g., user
computing systems 104b, . . ., 104n) via the APl and can communicate confirmations to
the other user computing systems via the API (such requests and confirmations are not
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tags that should be inserted or adding to netrics data managed, coll ected,
noni tored, etc. by program execution service. As explained above, a variety
of def aulwotrawsi2esul d be used and t he nunber and/ or typeCofUSdeaed7vl t ags
used could vary between respective netrics data as designed by the system
designer. At bl ock 308, a request is received by the dynam c tagging
manager 130 fromthe user for tagging of netrics by the program execution
service 100. As discussed above, the request can include a desired nunber
and/ or shywA iAfthk AstraBvEidXaMpie a0 & ProETRXTHABy REARE taddfin nd Aihagdr 19 oher
and/or type of criteria to use in tagging the netrics, e request can
speci f pthaiasuitallly conarenedin casepresent (keriapoee r@ﬁHWﬁeda@cé@s@utﬂ@Iq a@et he
metric ues r i ng d y

or of or SaEsng CAGA% PO SR A0 ertaiiiald nBtetbos e fnaty
prefer Iaﬁdrnaﬁlwelgpmoye@‘i thaggoomm comdutiomrserfices t(lﬁ)ggndgt,heet:ser) computing

0051] At bl k 312, th d t 130 th i d
Eeque]sls SgMisos RPSIEncr 81 CRaElendu HdUesn oo T rqeen R R aE o ol ot <

data. lagvajid aeterdeadé dBRéde ot Beher YESovider dyetaawsgﬂaﬁ%%iﬁmoh Rervice
additional tags that are to be used for taLR the netrics. The {)rogram
servi cé 09pdramanyexesuting pregrass of adisgethatauiematiealyrigitigiesnibeeexgeguiien ehal

t ags. ved request can be used by the

pr ogr am se%%ﬂaﬁ%lowﬁéﬁ%ﬁ ge%g)pﬁseérllﬁr%gft e one or nore additional tags. As
di scussed afR0AS8] t H%gum:éCvmda lsysiaafsﬂlagaqxn:ameenmcalm Hlesurailrtgoalb@xamplm n

t o99r ohErEHER behierl TeBl ShRNIY GG 1 02 pBS bR fadtife b2 S0 ol s
[0052]\é" mgW%eémﬂoh%ﬂua@rmoB Thaed r%iﬁllcnl%géﬁ@ ﬁ@'ﬁbg@#lﬂsoaéarbmﬁ}ésgm
where t he nam ¢ tgjgagg@mﬁrmna er 130 tags the netrics data with the one or

nmor e a(ﬁﬁg'”%ﬁhme@r&%j; @%9”%1)43%@4’? e t-agded Qf@ommglandﬁtw bRs
D30 dotap o ook aBERECH BnaPE RlgrRfthafRidrOfs0 T2 [ARRE the Ot o th
t o per flagging &goi ugerocﬁomplatlngesystm ‘d)aﬂtaa wi.t,hl Gdine  ladaha exarmaple; agsexpiired

mor e cORBOE: G CRBRMEN Dot A BTy AR T3 shidehvE Bl aRler P "t

nmanagedo prayrheeiidallyymieraor wih tied combuturﬁdmo@@rmgtanﬂgnmd@@s n2d) 1479, .
additional tags. The dynam c tagfgl ng manager 130 can provide the co ut| ng
nodes thd4&8di heoﬁ%mww@tlpn%ube Ren dyamigaading ’B%ﬁ‘gfgﬁr 392N EOMRY I g and

the conpgdybi t r i ng.
W 201 3PE5 et il Biadidion %66“53 & UsBr STediist S“EBF‘?on yﬁé(;lﬁ piBep
ser vi c@sdinyhe op dadsoravenibyune @rodir meaxigiunt nuber alittags tBeGagFoetCexﬁhml e,

progra an o t . i r i user
b *app PP R SiobS kehCRhcty BHe (eS8 LRBERRRE T ERUEFRE e BBRTES Bk
f ol | owinfghagpeanby ehéa@snputingshao@dﬂz and- Ohef Quitariy orilnffbfrmaﬂ@T yeededsbypr age
node"; " Host_nam% = W\Ng m; "IP address = 10.254.111. 4" "zone =
us- easCOTRULING d;l S ixe BV%/'@Q the gy disglagssdaoNE- = snap8010f 6€9"

CCPUUE | zatem Figare 8'is a lﬂbbv' duﬁ?#dﬁw ThQ{Z%%@natucany |I|d§§rhf§%C§r|1 laxamp|e
i 030g0wW2b™; ""i nst anceType = ancer zone = us-east-1b"; "billinglD
= 1234%@)bodément mgymﬂm@rtaggunganamrfr@utlneag%dIn@@mea@pumn@tah@ﬂq@mu bl e.
The dy C t he
or oces Loy AGFET B TRPRAGE e By b rRls O\ SRR BRCL L harabe, 1
pr (r)]gr alf sey pﬁo@mrﬁl(wecmmm?érpme tdmedé@gged w’mht I’EfeISnCtB.tCﬁFIQSI’EHg‘I alnd AP Thog
ot her communl ca Interface an interactive consol e
appl | cERPERIE GONPRA00! R e PGS B 5 YSPT A FAES SirauanEr cedeitd abe
that thestREPLBARM EHEBKAMPR RBLiIME 380G hteRde ANl Liytral! BUt ndtQo Ainkf, ¥aASSS NI
user. As illustrated, program execution service can out put a webpage that
lists @BPthﬁ@fﬂmﬁyr@@ﬂi@éﬁl@%@Q m&"ﬁgﬁrﬂ% t agged rret ri cs data. Pr ogr am

execution s e g hat
key/ val ue pglsdrgs(ﬁcowgl Eg@r@mﬁehl erb?% @gd mg ri cs a aﬁ §ﬁ§$ ?ﬁ?%em to
t he useefaukingstagging ofhaetrimggiata mebidcks30dlat ahe 3gstedededighdr $|dw|fcdasfcmjamlt t ags
and additional tags discussed above. As another exanple, the program
execution service could output the taglzjged netrics data via an application
associated with the program execution'service to enable outputting the
tagged netrics in any desired manner. For instance, the program execution
service can output the tagged netrics to an aggregating application that
aggregates netrics data based on their tags.



[ 0055] The aggregating application could, as an exanpl e, aggregate the
tagged netrics data based on tags associated with custoners and present
themto awprorégsismg user or application so that the ag@cegstedorsvrics
could be processed for billing or statistical analysis purposes. The
aggregating application could parse the tagged netrics to |ocate all tags
associated with a custoner and aggregate or group the netrics based on
these tags (e.g., havening simlar keys) or conbination of the tags. A

vari et Yagy 19 3h8gat b Hsenbd o4 fP Bl @Nata FHhRadR, RioR¥EEg dmdWitbiag,
aggregating WO 2012/129181PCT/ USZ2012/ 029701 application and the tamuﬁ:d
s. In

met ri cSiQdyaprogand exeewiareseivicputAeaxplaingd\aoves § vefieiyt dfedefayptagsaad

soe. | B8RRI AL H80Rmdd S HERUS bl IR LABIST BRI SO Bt

provid y “anot hér "servi ce ot am executi on servi
[ 0056] Emdinck deta as desighed tyshé aysteen dasigher. dAs blocke3d8], a regewstas recaived

o0 A8, CoRHRE ahissBen o Tl o 08k T PRilA e SRS 505 o
syst empeeiraR StdtatioNSeflicd™IE A8EMEUSEE] BBERS tAE fodicd8 EaRTRILdCa BBir&dENt
number and/or type of tags, a minimum and/or maximum number of tags, a number
and/or type of criteria to use in tagging the metrics, etc. The request can specify that
only a certain user (or users) be granted access to tag the metrics data. The request for
tagging can include other types of preferences, requirements, and/or restrictions (e.g.,
type of tagging preferred, frequency of tagging, conditions for tagging, etc.).

[0051] At block 312, the dynamic tagging manager 130 processes the
received request to determine one or more additional tags for tagging the metrics data.
In various embodiments, the request for tagging includes the additional tags that are to
be used for tagging the metrics. The program service 100 analyzes the request to
determine the one or more additional tags. In some implementations, the received
request can be used by the program service 100 to create or generate one or more
additional tags. As discussed above, the received request may specify criteria to be
used in tagging the metrics and program execution service may analyze the criteria to
create one or more additional tags to be used in tagging the metrics.

[0052] With reference to Figure 3, the routine 300 continues at block 316
where the dynamic tagging manager 130 tags the metrics data with the one or more
additional tags, thereby enabling the tagged metrics to later be processed by a
processing user or application. The dynamic tagging manager 130 determines one or
more computing nodes that could be communicated with to perform tagging of the
metrics data with the additional tags. The dynamic tagging manager 130 then
communicates with the determined one or more computing nodes to request the
computing nodes to tag the metrics data managed, collected, monitored, etc. by the
computing nodes with the additional tags. The dynamic tagging manager 130 can
provide the computing nodes the additional tags that are to be used to performing the
tagging and the conditions, criteria, etc. that are to be used to perform the tagging.
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a default tagging nodule configured to tag one nore netrics related to
performance of the one or nore of conputing nodes with default tags
conpri si yokew/apdival ue pairs, by at |east inserting tReTASR@I2I7DRgS i nto

the netrics; an acqui sition nodule configured to receive at |east one
additional tag to be used in tagging the one or nore netrics, wherein the
at |least one additional tag is different than the default tags; a

processi ng nodul e configured to analyze the at | east one additional tag to

det er mi ne ofgogY] MAte HHEUKPUA0ND PRSIyt DHFSHTEENIIER Ecall the | PeRbidsd tBy t ag
the one or nore netrics with the at | éast one additional tag, and a
t aggi ngMmasgimentsodff ihgurading o3@b mitai @nepidi Prograe gefviseni O casneutprt ir e
conput i 1.0 est ! e . ' A at
onot SRR f EER B R P RpBRRABD, B RenlhgEs 1 abdle
subsequesitity data agulcdadclede tokafoiewrg ERamples tags: ofindtareedp 2, i-020f0ebal; t he
acqui sition rar?dul e is further c,p_nf“'ggured to receive at t he at

| f
Menst OREANgaT HtnE) SoIBEer NoHes HESame o= uean e aan” 2 TP 1R00ERs: am of

C ause 13, 0500herein e@bnd easis-0a8-1@f; tHiskhaadoyies el ek ogatabenteraliempng
user relates to a billing identifier associ'ated with the requesting user.

O ause 8910%68";s yePblidzatOnams & hourherbilinalBe=t 4g8#+&; rsdiinstanseur Her
o HES00b 2 e TR ShrfT 0y LTV BERIONS kb e,
t agged etet Many ciher caidtiogsfedtagged metrics data are possible. The dynamic tagging

manager 130 can output the tagged metrics data to the processing user or application in

a variety of ways. For example, the program service 100 can output the tagged metrics

data using an API or other communication interface, a webpage, an interactive console,

an application, or the like.

[0054] Figure 5 illustrates an example webpage that the program execution
service can optionally output to a processing user. As illustrated, program execution
service can output a webpage that lists all the tags contained within the tagged metrics
data. Program execution service 100 can parse the tagged metrics data to determine
that key/value pairs contained within the tagged metrics data and output them to the
user. As shown, the tagged metrics data includes both the default tags and additional
tags discussed above. As another example, the program execution service could
output the tagged metrics data via an application associated with the program execution
service to enable outputting the tagged metrics in any desired manner. For instance,
the program execution service can output the tagged metrics to an aggregating
application that aggregates metrics data based on their tags.

[0055] The aggregating application could, as an example, aggregate the
tagged metrics data based on tags associated with customers and present them to a
processing user or application so that the aggregated metrics could be processed for
billing or statistical analysis purposes. The aggregating application could parse the
tagged metrics to locate all tags associated with a customer and aggregate or group the
metrics based on these tags (e.g., havening similar keys) or combination of the tags. A
variety of aggregations and sub aggregations could be provided by the aggregating
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to be aggregated by a processing user or application. C ause 6. A nethod of
tagging netrics, the nmethod conprising: by one or nobre conputer systens
conpri si yocorepest har dwar e: t aggi ng one nore nePcras2ew2oko7def aul t
tags conprising key and val ue pairs; receiving at |east one
additional tag to be used in tagging the one or nore netrics, wherein the
at |least one additional tag is different than the default tags;

anal yzing the additional tags to determ ne one or nore conputing nodes to

Comm“'aﬁbéﬁ@at‘@htéfhd thePtiRfedt RetRE dA18 db'&ﬁ:l QlsoBs @uipRfifetiCd YivhRelyndt other
addi tional tags; and conmmunicating with the determ ned one or nore

conput i2RQlIcRIOEs. tlo sostriévplemegatingsotha petpoiBngoef thertegaed mefscscouldt b

addi 1 Qpalad P83 anoiner SRR RHAERAR Bk e ARBRdoRLY 05 Lo subsequent |y

be processe farthéer conprising
conmmuni cat i [@056]t h BErhieogimentd bf theafiscdd@npuédnnly: dadeiseduisi vigwan tapiblicmdig on
prograggh&g:interface.
Clause 1. A system for tagging metrics, the system comprising:
a computer system comprising computer hardware, the computer system
comprising one or more computing nodes and programmed to implement:

a default tagging module configured to tag one more metrics
related to performance of the one or more of computing nodes with default
tags comprising key and value pairs, by at least inserting the default tags
into the metrics;

an acquisition module configured to receive at least one additional
tag to be used in tagging the one or more metrics, wherein the at least one
additional tag is different than the default tags;

a processing module configured to analyze the at least one
additional tag to determine one or more computing nodes to communicate
with in order to tag the one or more metrics with the at least one additional
tag; and

a tagging module configured to communicate with the determined
one or more computing nodes to request tagging of the one or more
metrics with the at least one additional tag, thereby enabling the tagged
metrics to subsequently be aggregated.

Clause 2. The system of Clause 1, wherein the acquisition module is further
configured to receive at least one of the at least one additional tags from a
requesting user.

Clause 3. The system of Clause 2, wherein at least one of the tags received from
the requesting user relates to a billing identifier associated with the requesting
user.
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Cl ause 8. The nmethod of C ause 6, further conprising receiving at |east one
nodi fication to the at | east one additional tag fromthe requesting user or
appl i cat ivwo 2aredi2pssaf or m ng t he anal yzi ng and conmuni cat iPag/Gst@ps295ased at

| east upon the at |east one nodification. Cause 9. The nethod of C ause 6,
wherein at | east one of the conputing nodes conprises one or nore of the
follow ng: a | oad balancer, a firewall, a physical machine, a virtua

machi ne, a storage node, and a database server. C ause 10. The net hod of

G ause 6, gk 4t hlﬁfwems?ﬁ%ﬁwsid?gc%@éi falhefeihSthd BIGUMY GROIUEBE fuRherface
application. Cause 11. The method of Cl ause 6, wherein the tagged netrics
are processeéanfigurad gootegs fengnaser nmre apglricsadaianby anamyeicatng mith e hod

of Clause 1 Iurnggth%neqsgmhgé&g outputting the tagged netrics to the

processi ng tser essing application. C ause 13. The nethod of
G ause 11, dhauseiH at Theapsteonef Ohutdd, avhetedatite taggeddaetticoasd corfggiréds from
a requestin plication. Clause 14. The nethod of C ause 11, wherein at

to b gogredateelpy

| east one o &9¢g BIREOCRTSING \igh o 2RBYCEUN r om a requesti ng user.

Clause 6. A method of tagging metrics, the method comprising:
by one or more computer systems comprising computer hardware:
tagging one more metrics with default tags comprising key and
value pairs;
receiving at least one additional tag to be used in tagging the one
or more metrics, wherein the at least one additional tag is different than
the default tags;
analyzing the additional tags to determine one or more computing
nodes to communicate with in order to tag the one or more metrics with
the additional tags; and
communicating with the determined one or more computing nodes
to request tagging of the one or more metrics with the additional tags,
thereby enabling the tagged metrics to subsequently be processed.
Clause 7.  The method of Clause 6, further comprising communicating with the
plurality of computing nodes using an application programming interface.
Clause 8.  The method of Clause 6, further comprising receiving at least one
modification to the at least one additional tag from the requesting user or
application and performing the analyzing and communicating steps based at
least upon the at least one modification.
Clause 9. The method of Clause 6, wherein at least one of the computing
nodes comprises one or more of the following: a load balancer, a firewall, a
physical machine, a virtual machine, a storage node, and a database server.
Clause 10. The method of Clause 6, wherein the processing application is a
graphical user interface application.
Clause 11. The method of Clause 6, wherein the tagged metrics are processed
by a processing user or application.
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Cl ause 15. The nethod of C ause 14, wherein the requesting user and
processing user are different. Clause 16. The nethod of C ause 13, wherein
t he requesOi2a/2pmiti cati on and processi ng applicati on aP€Tdistéieneamwi Cl ause
17. Non-transitory physical storage conprising executable instructions
stored thereon, the executable instructions configured to cause a conputing
systemto at | east: receive at |least one tag to be used in tagging
data, wherein the at | east one tag conprises key and val ue pairs;

anal yze thecpdudeefst PRE midllod of BpdReM NquRRS: éﬁmﬁ%ﬁﬁg 69(&%1@‘1%%9&&&1 to
comuni cate with in order to tag the data wth th e tags; and

conmmuni cat e MAttes @Hée@é@@sﬁﬂ@ettﬁe@@éthﬂpr@ﬁﬁ%ﬁ“&@ﬁpﬂhqaﬂgnnodes to request

t aggi ng of e

subsequent | %g%ﬁécgégﬁa@& %9%}%—%4% {I'ﬁwnonﬁféﬂalgglsﬁ Q&%Bg&%sfgtc%?g[a? of age
of Cl ause 1§ddm/0|aaletags tsﬁmmquestmgaappslcamﬁlgured to be processed by a
processi ng Ilcat

non-transitqr hysi cal
Storage of SldCel4s, TFEMGEP @65&%3& 1 aeBi 24 Rt 8o ob el BT ¢ ne
processi ng 'déél'hoﬁél th@@lspfhﬂﬁfas@hﬂgst ldegati on. O ause 20. The
non- tran5|tory physi cal storage of ause 18, wherein at |east one of the

at | east on&lausgitd on'ﬁmetfélgihqu of eSlaused 18r oveleine §or stEOKESH]eh | USEAt Alish.
Cl ause 21. Elfcg@&ﬂgtqsépﬁ d QE¥%rdpysi cal storage of O ause 18, wherein at

| east one o as one additional tags is received froma requesting
user. O aus€ldke e Tonnethodiof @lgusEhy8) wakrein dnegequastich appecatibn awaer ei n
t he request |pp elégl% appfjcﬁ{o%cgg%lf?eqreuser are different.
Clause 17. Non-transitory physical storage comprising executable instructions
stored thereon, the executable instructions configured to cause a computing
system to at least:
receive at least one tag to be used in tagging data, wherein the at least
one tag comprises key and value pairs;
analyze the at least one tag to determine one or more computing nodes to
communicate with in order to tag the data with the tags; and
communicate with the determined one or more computing nodes to
request tagging of the data with the tags, thereby enabling the tagged data to
subsequently be processed.
Clause 18. The non-transitory physical storage of Clause 17, wherein the
tagged data is configured to be processed by a processing user or application.
Clause 19. The non-transitory physical storage of Clause 18, further
comprising outputting the tagged data to the processing user or the processing
application.
Clause 20. The non-transitory physical storage of Clause 18, wherein at least
one of the at least one additional tags is received from a requesting application.
Clause 21. The non-transitory physical storage of Clause 18, wherein at least
one of the at least one additional tags is received from a requesting user.
Clause 22. The non-transitory physical storage of Clause 21, wherein the

requesting user and processing user are different.
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WO 2012/ 129181PCT/ US2012/ 029701 C ause 23. The non-transitory physical
storage of C ause 20, wherein the requesting application and processing
appl i cat iwo 2ar2¢12¢isfif erent. Cl ause 24. The non-transit or PCphisge1ca978t or age
of Clause 17, in conbination with a conputing device that is configured to
execute the executable instructions. Cause 25. A nethod of tagging
nmetrics, the nmethod conprising: by a conputer system conprising conputer
har dwar e: receiving at | east one additional tag to be used in tagging

one or noreomidd 25, THE rirhRdtoR) PRkl Q#'l’@ra@@dbit iade 089 Wiserdin figs ent

than default tags included in the one or nore netrics; taggi ng the
one or nor ereauastiog applicativh@ngtproeessingaepligation Emffet%s and out putting

the t agged E9hiLecs | "SRG ARGOR ohoash GBRGRYGH BIARA 1f 38 cFhaaRoRS

The met hod ause erein rics are out
processi ng wustara mmplptmg @eame)tmat @ comiguzd to'léxecmtthe@xetut@btmusetrlﬂﬂl,ongher ein
o east, Oneiglsa *h RSk o ot e lne' Ao onfy: " Cauest  no
applicati on
by a computer system comprising computer hardware:
receiving at least one additional tag to be used in tagging one or
more metrics, wherein the at least one additional tag is different than
default tags included in the one or more metrics;
tagging the one or more metrics with the at least one additional
tags; and
outputting the tagged metrics including the at least one additional
tag.
Clause 26. The method of Clause 25, wherein the tagged metrics are outputted
to a processing user or application.
Clause 27. The method of Clause 25, wherein at least one of the at least one
additional tags is from a requesting application.
Clause 28. The method of Clause 25, wherein the computing system

comprises a plurality of computing devices.

[0057] Each of the processes, methods, and algorithms described in the
preceding sections can be embodied in, and fully or partially automated by, code
modules executed by one or more computers or computer processors. The code
modules can be stored on any type of non-transitory computer-readable storage
medium or computer storage device, such as hard drives, solid state memory, optical
disc, and/or the like. The systems and modules can also be transmitted as generated
data signals (e.g., as part of a carrier wave or other analog or digital propagated signal)
on a variety of computer-readable transmission mediums, including wireless-based and
wired/cable-based mediums, and can take a variety of forms (e.g., as part of a single or
multiplexed analog signal, or as multiple discrete digital packets or frames). The
processes and algorithms can be implemented partially or wholly in application-specific
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Cl ause 28. The nethod of C ause 25, wherein the conputing system conprises
a plurality of conputing devices. [0057] Each of the processes, nethods, and
al gori t hrwodesxmrptsed in the precedi ng sections can be emrbddisea2iopg70and
fully or partially automated by, code nodul es executed by one or nore
conputers or conputer processors. The code nodul es can be stored on any
type of non-transitory conputer-readabl e storage nmedi um or conputer storage
devi ce, such as hard drives, solid state nenory, optical disc, and/or the
i ke. TheuisySt eAB radsisTBEME ieRRcnl SRchesds’ BRETFroAS aBpansy B aslodat a
signals (e.g., as part of a carrier wave or other anal og or di gi tal

pr opag®REEstenignar pihenwisey At ay Jypef ofcrdipiraesitone sEBIPLETtHOIRYRT BIENAAS, Bedli uns,

i ncl “d'vB%g}“éféﬁ%o‘ﬁmQﬁé%‘ﬁ'oraBQ wi r ed/ cabl e- based nedi unms, and can take a

vari et art of a single or multipl exed anal og signal,

or as nul ti p0a58]i sclhet eanblg; f@tur@acam Procedseantsscribdt eahmvecess éx ased

algorith e i enen artlaly or Ly in application-specific
0 201 RS RaaRE ALt RBBGOB CaPbs 1o vl BrVE nenfi iRl
pr oces g8mblioRs O8RS SsUcBRbit@dNBe afd hRAdedeiosifal aftHiy e Q&S fSthis i N
any type of non-transitory conputer storage such as, e.g., volatile or

non- voldéﬁCiQSé'r%t dﬂa@@dltl?@o%}@héne@oﬁogi‘s pf%ﬁr@gc@néa@r%@%ﬁgd des®méed

above g I,hl%ﬁ?‘ méq%gs
vari ous possi ble corr% nd @%ﬁg@%ﬁ%ﬁﬁ%gg{% rlggarllg&gpfeﬂﬁﬂ?ended to
fall vviahpuparmdwarsmqmjenoé arlml mejbmcksnsustates relatiftg themeltp mbaiperfmda@m or

process,bl ocks ment ati o t hods and
bt oces QU dEie Gk A APIRRHEIS o ot M, Bect bR o TS Cat i ence,
and t hechbarks iPan Drddrestheeinahi tRgt P fﬁ;‘aﬂY @h’%l&@dp@f RS biodk®bhetates
sequences that are appropriate. For exa descri bed bl ocks or stat es can

be per 8P M&I CPADHIECH Y 8r SiBgIReRIOBHh & At I PECPATGRle [5ORSs oY sibes can be
mul ti plag fp REF Qéna?tuﬁép%?alFeMgt?ﬁs H@*Btﬁ@ﬂmhﬂnér SBIB?@oPét%fé‘s n t?é 3liGeq The
g [3 error In parallel, or 1n

exanp S or Stat S cah hed in seria
sone oltdnemr nemmed fr@hdbksduﬂoﬁchemplaremleomdwets t dhe eaxampim egstemsoand he

ner oi n CRIODENBoP ROk TRTS craihiey EREW aDL OVERR B SRS cFffents.

can be exdaheib, t@lemearsorgtl ber added o, @aidv@adReime erpaaedndgad t:bmpdr@: ko siesl
exanpl e enbodi nent s. %0059 Condl t| onal Ianguage used herein, such as, anong

ot her s/ 'SCJ%Qd'exaHtRﬁﬂ 'e.g.," and the li ke, unless
speci fi cal Iy Qfdﬂd RINA ﬂﬁrégd%{ e%@@é%e*r@uriméiﬁfhsbgo%m)ﬁd“o%é@e "€41E ext
as used, is gen ralTy intended to convey that certalin enbodi nents i ncl ude,

whi | e &esidd,” entiglol, memayg,” de.cidt anchdhaidise, celesai speaifivally etated| ethrerwise.ant/ or

o P ol YSRERR AT T CSPRSE e BRI L d P

nor e erbadin@Embasdimentiatiudeewdle wite: camiuaiinerizt o netCiaslaaej tartaimédaides| ogi c
for decidin with or WIthOUt aut hor mBut or ro tin her these

. t
f eat ur SEMINE AW $RAF-or! hyse s5Ch caNdiienaldagg n?bg%'éerﬁﬁ fRepReRA {9 any
Paret: Fmﬁlgrﬁﬁp%tﬂ%@ elerhénts earior §l‘ér|?6§rér§' iA%any V\Ja'ycr'e'd]ghg&for oHéVdrnﬂmre and

e synonynous and are used incl u5|vely, i n an open-ended fashion,
and do eﬁmown@mtadﬁ thatpne eriamnorel @ﬁ’emhment%aemwnIyaI@t:wdedp@lcafor gagdingnd so

ot e BB B L AR, el Rl oS SR st 2

excl usive sense) SO t or exa connec 1St™0
el enmentase ihbledéeron 'aps ' torrbenpercﬁasrmeosomrean}orpaaﬁdulalf etbedehement Bhe rnetnhe

st “‘comprising,” “including,” “having,” and the like are synonymous and are used
inclusively, in an open-ended fashion, and do not exclude additional elements, features,
acts, operations, and so forth. Also, the term “or” is used in its inclusive sense (and not
in its exclusive sense) so that when used, for example, to connect a list of elements, the

term “or’” means one, some, or all of the elements in the list.
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WO 2012/ 129181PCT/ US2012/ 029701 [ 0060] Whi | e certai n exanpl e enbodi nent s
have been descri bed, these enbodi nents have been presented by way of
exanpl e ombyp12anéisare not intended to limt the scope ofPCTRES2012/929701 ons

di scl osed herein. Thus, nothing in the foregoing description is intended to
inply that any particular feature, characteristic, step, nodule, or block
i's necessary or indispensable. Indeed, the novel nethods and systens
described herein can be enbodied in a variety of other fornms; furthernore,
various oni §50ep]s. \WHRStddridhd Wanid &RBBGRTer AR bREM BbsdribRaMahBggls and
systens descCribéd herein can be nade without departing fromthe spirit of

t he i neamadinentgi kaveokesn peassnted Thavayc ebaxampliengnlyl ane @se At intheged to

equi val.ents. a i nt d eL: f or. di £ F - fal
't hi e e 80 8 B nb kP hispiySa 8rE, R b AR SRuNG 1
WO 201Ze3tbbRETMERAED 2 0R9Y QRatVitA TpdrSc @b Afedildel Bharacteristic,1stepy pdtlem f or
taggin trics, the system conprising: C uter system conpri Si

comput & MAPIRINECCEHEY OISy RS | BPngOERleBINST 8¢ GRS AT hg
nodes agcritic?0 harsie @ahObé MEPhISSEREd in a variety Stebsl forndg FuRBemmhd!l §arious
configured to tag one nore netrics related to performance of the one or

nor e oPMiSSiPNR isHgstiutiess and phargesunthe iy efdhpmetheds Reg sysiamelaseriped r s,

by at leagh chbATR hhBg ithout BEGAihg 1T tH L Srit etnBShVdrtdns disclosed herein.
The accompanying Clauses and their equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit of certain of the inventions
disclosed herein.
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an acquisition nodule configured to receive at | east one additional tag to
be used in tagging the one or nore netrics, wherein the at |east one

addi ti onawotar/i2g18di f f erent than the default tags; PCA/US@emsying
nodul e configured to analyze the at | east one additional tag to determ ne
one or nore conputing nodes to communicate with in order to tag the one or
nore netrics with the at |east one additional tag; and a tagging
nodul e configured to communicate with the determ ned one or nore conputing
nodes tWpPHATq8ESIAMAELYIGO of the one or nore netrics with the at | east one
addi ti onalr Tag, thereby enabling the tagged netrics to subsequently be
aggr egat ed. 1. A systenhéordgggisenmegtries, dhersystenieanepisingie acqui sition nodul e
is further confi Y - f a

addi ti onal tags g tl%ﬁjpa&cgre%g%hcﬁog?éjnsgérfq"‘ﬁ&mBﬂf%r%_arc%:&%resl%% g@nﬁéy %g%ysj[grme of
t he precedi sgmplisinggnevdrenerercamputiegsiodesanafprogantragd to eeglemedt:f rom t he
requesting user relates to ﬁ billi n%ci@iﬁntifher s§oci ated with the .
requesting user. defayih lagginge SrfPnEgRegs 1q Had prRe 8Py Mgt P,
wherei n the taggidistetmd pefotrfiahdd HAE dPRMr rAitkeest dobnpiiiBlg tridRle8 WatHodefamE ©
metrics data by communicating with the plurality of conputing nodes.

5. The system of lag8yCommishng kel ap @bt Pyjrss |0y atdcastHesaesting theedefagljdags
metrics are conf I%E@d %8%36 aggregated by a processing user or
application. WO 115881 PCT/ US2012/ 029701 6. A method of tagging
metrics, the nethod camacgsisitign module configured to receive at least one additional

tag to be used in tagging the one or more metrics, wherein the at least one
additional tag is different than the default tags;

a processing module configured to analyze the at least one
additional tag to determine one or more computing nodes to communicate
with in order to tag the one or more metrics with the at least one additional
tag; and

a tagging module configured to communicate with the determined
one or more computing nodes to request tagging of the one or more
metrics with the at least one additional tag, thereby enabling the tagged
metrics to subsequently be aggregated.

2. The system of claim 1, wherein the acquisition module is further
configured to receive at least one of the at least one additional tags from a requesting
user.

3. The system of any one of the preceding claims, wherein at least one of the
tags received from the requesting user relates to a billing identifier associated with the
requesting user.

4. The system of any one of the preceding claims, wherein the tagging
module is further configured to tag the one or more metrics data by communicating with
the plurality of computing nodes.

5. The system of any one of the preceding claims, wherein the tagged
metrics are configured to be aggregated by a processing user or application.
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by one or nore conputer systens conprising conputer hardware: t aggi ng
one nore netrics wth default tags conprising key and val ue pairs;

recei vi ngvatoizrstsione additional tag to be used in tag@Cmgseéie/ogavel or nore
nmetrics, wherein the at |east one additional tag is different than the

default tags; anal yzing the additional tags to determ ne one or nore
conputing nodes to comunicate with in order to tag the one or nore netrics
with the additional tags; and comuni cating with the determ ned one

or nore conguting He@es df@adg‘?rﬁb@f‘éttrids?% et ddhq»pﬁgp@:or nore metrics with
the additional tags, thereby enabling the tagged netrics to subsequently be

processed. by ongles mase ifompytercyatamscomnarsing coawuiar Ebrdwawo nmuni cat i ng
ith th | it f ' d ' li.cati - ]
L the o ural ¢y o GQTRLEIS, BROGR S e SO 0P TAITIAS

i nterface. ai ns r er  conpr
receiving at | easaluepairspdi fication to the at |east one additional tag from

the requesting user or application and perform t he apal yzin nd
communi cating steps b&ESEY"H a @§§{]°ﬂ%@ﬁ'8§'ﬁaalatlaglr}ga§q UBRR ! gf'ﬂ’c&e‘l o

9. The nethod of pamerefmétias "wh&reth thhal Riakt ahe | RRMIonANBPIs HifBrer@IRAH | NY
nodes conprises one or nore of the follow ng: a | oad bal ancer, a firewall,

a physi cal machi fe defaylf fagsal machi ne, a storage node, and a dat abase

server. 10. The - [ 2 i ' i ng
application is a gr ap%rﬁ%g‘lfmgst@ér alﬁmﬁgﬁ lalf:‘;'1 eégﬁe?%’ﬁ?'?%%edr%wgﬁ&@ﬁﬁﬁ%t hod
of any of cl ai nsnéddgio ehmneinicdatéevithaiggedembd tag theaoee or ou@esmatricg with

processing user of, 2pB it and
communicating with the determined one or more computing nodes
to request tagging of the one or more metrics with the additional tags,
thereby enabling the tagged metrics to subsequently be processed.

7. The method of claim 6, further comprising communicating with the plurality
of computing nodes using an application programming interface.

8. The method of claims 6 or 7, further comprising receiving at least one
modification to the at least one additional tag from the requesting user or application
and performing the analyzing and communicating steps based at least upon the at least
one modification.

9. The method of any of claims 6-8, wherein at least one of the computing
nodes comprises one or more of the following: a load balancer, a firewall, a physical
machine, a virtual machine, a storage node, and a database server.

10.  The method of any of claims 6-9, wherein the processing application is a
graphical user interface application.

11.  The method of any of claims 6-10, wherein the tagged metrics are
processed by a processing user or application.

12.  The method of any of claim 11, further comprising outputting the tagged
metrics to the processing user or the processing application.

13.  The method of any of claims 6-12, wherein at least one of the at least one
additional tags is from a requesting application.
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12. The method of any of claim 11, further conprising outputting the tagged
nmetrics to the processing user or the processing application. 13. The
met hod ofwearmy12of29tsitai ns 6- 12, wherein at | east one of tRETAIS201eA2170DNe
additional tags is froma requesting application. WO

2012/ 129181PCT/ US2012/ 029701 14. The method of claim 13, wherein the
requesting application and processing application are different. 15.
The nethod of any of clains 6-14, wherein at | east one of the at |east one

addi tional 4ags ThRef FRIANGH F 6OUSSH B, USkHerein the requesting application and
processing application are different.
15.  The method of any of claims 6-14, wherein at least one of the at least one

additional tags is from a requesting user.
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