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particular, the present invention relates to security
devi ces and nethods for identifying unauthorised
copyi ng of goods etc. to which such security devices
are applied. 5 As is known, and di scussed herein,
copyi ng of various pr®shufitydesicelndsysidror exanpl e,
docunents, passports and goods etc., is a comon

probl em Cbunterfelter and/ or B;rates often, c

i tems PRR/PYREeNY dRTeSHen reletes o goug %Weétaététmem%]dh particular,
e 0 t

hﬁg grcp%gve e%%&p{/ %%ra{gtg g{cf%/ |S%%ﬁ cherre aéHOdq o@d’ed%am‘g Wentifying

t inm;athaneed copyagofipgbds atapy whiphi suelnmcsntyrdmes: medzpphed

cards by reproduction of magnetic strips, passports

with hol ograns etc. Various aspects and enbodi nents of

the i e Qs 0Rl dLuited teff, 2ohfing fdi‘fvanbﬂ@f:ﬁ\dhag such as, for
det ection of cdpied itens to reduce the effects of

caxanple; Gocurhenys, paBpade andigongs ©ts. s Bi qogmnasp@blennf Coungerfeiters

M iy S Sy oA e o R e ok Pafectiomagd have
HRBoriB tPddsih g? te%@n bt EvadingQEROING iV ghek JevD caiPhioBition schemes.

magnetic fi el rovi de a characteristic resci)onse :
Thor sxargplas Bey eve lgerp@smgéx peryang jtens siehras gradit cardsrhycigproduction

ngﬁ%‘%‘g%tg 355, Baseh rtsdﬁﬂﬁﬂglﬁﬁ}d&g@tgo uncontrol | abl e

ons'Int tructure of the magnetic
el enents. Thus, a Skl |l ed scientist, even one who

under st anggﬁé&%ﬁt qu %tgngtlg‘gegl%PfS h securlt wayfor
deV| c g r @%‘ﬂ’éﬁ
nﬂp@ deRRRbA BE Fasiﬁéd {#dhd tgwdleé meéffe%tsrmeun%&qélﬁng
0 provi

IFons may a e that many such
char acteristic responses are obtained for individual

25 ap 'ﬁa%%r?lff-&' B st St o P Rl oPRLis DoVl St device

loBfpR "ﬁb%as@foﬁ @ﬁ(’y |e!bﬁ:ﬁ3ni 0 TH@eatnﬁdﬂ el @agnaio element is

accept | e copy_can ..t may be necessary

FesppRsheu e an rwplmdowggréﬁmbﬁqlql |'“b PEOVic g alTAgise esponse,  This
CRS

Bferl iR bt i Bty PRERh1 8 feplalnbF ¥ RS adfids upon

unebinttoHataé naﬁﬁscﬁlﬁwmaﬁgnsdﬂﬂlecsamﬂmtemﬁ thé negaetiveglethents. Thus, a

uni que. Were uni I denti f rovi ded,
Hilighsient. ven Gne he SIGBHAd Ihs atqloR: iy cepy floh seouity
BB Ges AR SRR kL ABGE even if he wanted to. The inherent variability of

such nano-scale variations may also provide that many such characteristic responses

are obtained for individual security devices, thereby ensuring that a brute-force
approach to reproducing them requires an extremely large number of such devices to
be made before an acceptable copy can be made. (e.g. it may be necessary to produce

millions or billions of such devices before a suitable copy is made)

Security devices may be provided with an identifier to identify an individual
security device. Identifiers may be unique. Where unique identifiers are provided,

any aitempt at brute force copying requires a copier o make an extremely large




7 March 2007 2 nunber of devices for each identﬂﬁﬁﬁ%hzoo7
bef ore one acceptabl e copy can be nmade. Hence a

copi er cannot readily sinply stock a | arge nunber of

devi ces and sel ect ones with matching characteristic
responses unl ess he stocks a | arge nunber per

identifier: e. where there?is a | in 2x106 chance

g.

of rand c ing.a secyrity device d 232
PYBhEs 71 @r"?ea?@y ea?gmaea%fg?rL%fqrs BB AHREDIPpY e be made. Hence
cbBfer ¥arfdX rédd@PtsihpI§rsPockOr RRYENAIbE VI evicBRBEE s@Ect ones with
copying a single security device: this nunber is
W&é/hﬁﬁjgharathstw gespguses Inleso he gwokoa dargeanwber pesadentifier: e.g.

iEfd | A hf [ i,C . . 32
e B O O o ol g B St oo nd 2

eotifiens are provisled \aeforger has/tarprodise 2at®od2 freddntifiarspatitrer m even

ne pr re of the identifiers . be ed.to .
ol siloinge® st iFPRNY 4R ot v Engegmous: ic.
BJ589j904,5hR000,00k Haarachedifitaley mesPRiag AnRtvdhh@evice becomes
uni gue identifier, making themeven nore difficult to
& s the characteristic response and the uni que
identifier are both provided, inseparably, by the sane
physical _ structure(s). Herein disclosed is a nethod
of = makientiBers masgbe femeadr by theymaeeaic Jompnts dhevgselves. In various
BhBYditieRe aﬁ;attkﬁa&‘tong Bxen'nl'gpeg&etzlé ?deﬁ{iﬁ&g Ay pMSESIRAS a unique
at l[east one magnetic el enen provi des-a
wlentibet Sncls niagnetesgomssts iprovide poths thet charmoteaiptd resgonse and the

magnet.i.c fd el d...Th characteristi.c sponse provided, . .

HEGUE 0P8 BegPE PGB ot SIS IR S0R¥ %y gy plracteristic

fespgRe aad theainiqieYdSlisese ®6il probidediSAsbphiably, by the same physical

_ identiéication of the security device that generateg
Ftfuctyze disclosed is a systemfor reading a security

device, conprising: a nmagnetic field generation

system for applying a nagnetic field to a security

devi cHereirpdigclgsedeis eacmethad of snanwffcoringem sepuiitygdones, epmprising

: r V, . re .
BRLRBPACRE TS hARCAS SRR 1ohRlinne F PG wepptic demen
rresplos se chavactaistic nm@gguebé dn fkesinde twhay epplied aindgrseyist Beid. The

.S operable to conpare said one or npye paranete .
CRERERE I PORC O IHLEEY PESER i BV bR oo shggacteristic
feSpoRke tifit niD Subs@RRATY bY Aised af &Rt BEAioRl ofXhe SERiRS UERde that
characteristic response to determ ne whet her

geasidtifve neasured and preneasured paraneters are
substantially equivalent. 7 March 2007

Also disclosed is a system for reading a security device, comprising: a
magnetic field generation system for applying a magnetic field to a security device;
and a detection system for measuring one or more parameters representative of a
measured characteristic response of said security device in response to said magnetic
field, wherein said system is operable to compare said one or more parameters
representative of a measured characteristic response to one or more respective
parameters of a premeasured characteristic response to determine whether respective

measured and premeasured parameters are substantially equivalent.




3 Herein disclosed is a nmethod for reading a secunLt ¥ 5007
devi ce, conprising applying a nagnetic field toa
security device; neasuring one or nore paraneters
representative of a neasured characteristic response
of said security device in response to said magnetic
field; and conparing said onedor nore paraneters
representative of a neasured characteristic response
to onélegrin fisddosed sisedt medod aformsedipg (& )segfity device, comprising
S Cari SLic . .
SpAFRASY Sauclenan! & Sty S8HRRSeb0uff b T More e
peprenentaby solar messubxh diatacteristic maponsabBsaid seSayrdavice in response

I: J NGOr por bnto products etc. during.
K F SRl R, PEYORRTLE YA Ph PP e lpdyliive ofa
dehantd chanterift responds fo pmedoc hsoretigspebive Garmpasides) of a
t he preneasured.characteristjc respopse with a
R CRapclensl tepnse 13 stimaiie Vhrther, especive augswad and
preaieasired parhietefsQFd MILERHHAMY eRfvdlGRd t0 conpare a
preneasured characteristic response with a neasured
characteristic response for a security device
- accor difgird AedBed B8N ff ihadt fidawidd Red Nk
security evfceég%gghéf?§ﬁ%g€?§g§ékgﬁdﬁgg?ﬁ%gg%%géngﬂmmme
prf/or therpafien. sTheonande sod texdoigt eountnrfeid goodw rppodiicts ate. by

t, van.jdentity card:; a conpact .
GREBIRL' B RRRRH p bR deboorSE i, 3 BOERRR, gpracterstc
mapksgi Ngriownpietnensupéd charhdierigic @sponb@&ninad Heomedararconiare a
smart - %Erﬁ; a credit or bank card; cosnetic item
BRFISHITHE SPATAg ol Toseafise SRS somsesusmcliRFterisip gesponse for a
- §ReHE RRTEAbcdrdifiTo M idCRIIB SR ci B e thah BB Ay ced
or otherwise. Inorder that counterfeit or forged
variants thereof nmay be identified. The term nagnetic

el emegloykig, &c{%({%ﬁ gfﬁ{jbé chiag)%&féjc?in rofih ?Mhafs,offo?@z?aﬁ%le, one or

any nmateria provi des a neasurabl e si gna

mespoi aglocoment; aakiped; amddeatityccdrded dompadhdisopn digitahetrsatile
hat terial .itsel ossesses j, nher ent )

IR AP R BolFisk B RE SOt al TS a¢ e of faaiyegs a smart-

tand; sporedipbichan® caipich&Ret®y Ttdnti@Mlenfineéringdiurt; af déEsory; and any

aut hent i catjon device for use in 1solation or for use
OtHer,g0d8 iaaé/'% HeRP ©f commeeess paetice mapptastusd gnetergyise. In order

fahi RpbREl Or ARBERIraftsithGb&E mdV6e RBRiHdgL Y devi ce

provides a -characteristic response or signature for
identification and/or authentication in a manner that

limt £ : i f the device,
| T S b SO ERERShot H ofo
mwafgritlethhieprovidgs af measyrableesipud dnl respoasswcirmappdied magnetic field,

t ew th. P . __—
-Wﬁ&fxer or not that material itself possesses an inherent magnetisation.

Herein disclosed is a security device, for example to comprise an identification
and/or authentication device for use in isolation or for use in association with,
incorporated into or onto or attached to another article. The security device provides a
characteristic response or signature for identification and/or authentication in a manner

that limits or makes difficult the copying of the device, and




Al so disclosed is a data reader particularly S“Wﬁ‘%cﬁl%m
readi ng such a characteristic response/signature, 1

a met hod of producing/ measuring such a characteristic
response/signature in a security systemincluding

devi ce and reader, and/or to an identification or

aut henti cation nmethod using such a device and/or

system A jmmjor .l oss of revenue.to .man usi nesses d .
SO S PORYIRE Bl cRIeTIRTIR GLANY L P v gsrcsizgion tesrewith.

iAlsce gRblos@U 8rdafl tdaBE PirtiC@RYY RGItE td t@e SR RS acteristic
i ncl ud/e, but are not |limted to: Copying cards and o
FeSRensgEianaEe, udb @ f Hethpd paf | rredudingimprsueing t sushs ac chapgeristic

$ipbnsBRignhRA tn AL AR sREK éﬁélglmﬁtﬁ tRvRL! o readerA /or to an

unaut hort sed transactions an rawal s from
Kisntifieagion e avtbpsticatjon methodusing siidr a delden andiaayitem,

such as passports, visa docunents, driving |licenses,
personal identity cards and the |ike; Copying

mat er Aalmagar lose df aevenudatoanmhp riagecsesianth a subdtadizal GBurce of

and. DVD ..dj sks; Fprgi nd copying offici.al docunents
Gipipal, o ARcsfFRd. il p?‘?“t?ﬁ{g%ﬁﬁl%s%f’?l?f'@% iy Examples
fetudedan id not HgfiRdSo:pur poses, for exanple to control
access to areas as part of a security syste to ]
cont r § Gapyingscards aud Jilkp de¥icsy wrdator paperiess fingneigh trprsiections

or | og ugen af cRafdURl &@Fﬁi&p‘?ﬁds o UMY &{a%tlfbrris&ttl B&Ssactions and

of fice equipment in a nu e user environment;
Copyi ng awaly from AliMsenticity | abels as part of

count gr frel 1. mapuf act ure.. t. .. unaut.hori sed :
androf | aripf 376 SopfTBE RS oy aferl MBI AUGH G afSborts, visa
“hi gh spekfimensts, divigali@hyescpertdnabidegitgdsrdandd thegike] ke.

Thi s iséa arti cul.grl _identified é?robl min relation

‘to cal dSORNHE PREIYERFTS0n ¢ daa St geﬁ&ﬁ(g%é‘éch as CD and DVD
financi gisks! Pogaiglan@8p@AAsloffRial 48&Mhdrid §Rhia8 Bertificates;
purposes, and this ared has |ed devel opnent of

‘secur? t Puplisttiigssmaghras sed fos\idantibenessss purResey, fop eample to
gener al | (oY o1 I (o) -ar r

Qopyi ng rArGPREER Selol Bt ofs Beiri @ FRBRE ol access 10
gener al ssmyags | sugh sass payy® Vhdwecdnerobroe Ioprese of hardware such as

oD o R ST AR (P S e

2004/ 02894 9inpCIdGBRO 3/ AABGIBity Slabelpass pyrtObf tddantetfBIM goods
have createdq great ogﬁort unjties faor financial and .
i dent i t JRaK pyte make unauthorised and/or inferior copies of high-value

branded goods, high specification safety-critical goods and the like.

_ This is a particularly identified problem in relation to cards and like devices
used for paperless financial transactions and for identification purposes, and this area
has led development of security systems, which are nevertheless likely to be generally

applicable to most or all areas where copying is a problem.

As paperless commercial and general security systems have become more

sophisticated, increased automation coupled with an increased information storage




copyi ng of such docunents. The concentration of al
and/ or information accessible through credit aﬁgﬁﬂrgh%m?
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devel oped a growi ng need for accurate verification and
identification such itenms 5 and/or effective copy
prevention. Card and docunentay systens in particul ar

have adopted neasures that inprove security by making
counterfeiting difficult or inconvenient. This

appPHalyenhe it hareerceiad gwat opporttinitics foafinancial and identity fraud by

| GOB0R! 84, shth Moo GRS, © 1hg ek Relion b6 Weglyp” andor information
efatessibleahsoughersditl 28 banle tardeaiPidesigidbsmend &R ° creased. There

di ffra‘g?&i on gratings, specialist subStances (inks,
mied fevglaped i growing predar aeourate werifieationtand ddentifisation such items

Wik BoPeffiSivOBLSAF 4 the card, etc. Utimtely
thougﬂ? thgse mﬁeﬁgfsonban be copi ed by the
sophi sticated 15 counterfeiter, and will be if the

rewar d e sufficient. There ,exists:.a general desire
f or a&?i ﬂP&t‘iPGH@FWg sYSaps é‘érﬁ%?c%‘%ragﬁec adlqpjedy gneasures that
CREpYORE §é_éhfi§ﬂby Aakigk E&ﬁﬁ%r%’ezfﬁl? (ii?ﬁcﬁ&yor?%h@éﬁergb This approach has

unaut hori sed copying of exi sts a ran
seepeantrated iy parhienlamareincetppmtive of embeddainddvicea saag iintiedcard or

ith the it i devi 0,t ' tt.ached t .
b8 debfimehl iah % it a8 P pERNAE Brnple induischeleeraphic
Cientpes, CAifieadtio NErafng, WPeedtst Qlibailcas RS ﬂ&&éﬁa'}l/sn gtf?fu gmbossed

process that can _never be duplicated " precise
tShacBires, fEicturexvishia thometesakdfitheipdrdestonce bet ween t he
original item and its copy; if this difference can be
detected and conpared with a previously neasured

r esporiditinfately . thaugins tlebo anarkBgonca b8 whpied Byhahe sophisticated
res or%gﬁof '\gﬂftviig%?l 25 magnetjc el enents are .
CRuREH sﬂ'ﬁia R § thegewpids at sbfligjent, Ehgre gxists general desire for
@QebiRft m‘asma% tha® H&ﬁoﬂ%%%l%b@%&ﬁﬁ&tféteﬁf e recorded)

taken Tfromthe original 1te orgery can be

identified. There are 4 primary preferred requirenents

-of a pragtical randomsignatuyre. 30 That.it be, .

pose BUCoTsETs sbPe PiskisC i Htiorised Gonyink OLins Prvip i random
Si4@aHEe YEChaARérstié ridpotse cdlbE asSocidtbd tvith! the eteROSSWIE @ device
to represent the baseline signature easily, preferably

Hiat is attaphgd toythe tenyr Tdiegandem signatureisharatieristia tespanse eowld come

kgﬁfﬂg Sof8iEonRbrAil ARMMBSFurt Ay PrERks 't DS TROM St diplicated

precisely. Thus, there always exists some small difference between the original item

and its copy; if this difference can be detected and compared with a previously
measured response (e.g. a baseline response in which the response of individual
magnetic elements are recorded separately, or the average response of a collection of
such magnetic elements are recorded) taken from the original item, forgery can be
identified.

There are 4 pﬁmary preferred requitements of a practical random signature:
¢ That it be possible to measure the signature easily and without excessive

cost;




the signature, such that every signature is sli

different; That it not be possible to control ?ﬁﬁﬁ/ﬂa}’chzom

manuf acture of the signature so that its randomess

coul d be stripped out or suppressed and an identica

copy of an existing signaturg nmade. Difficulties in

achieving all of these requirenents have to date

limtaed THA it RIRedibRab r@RRlehCBB bhdeliNe ﬁgnattﬁ% ea8lis ﬁ@fer%ly bya

a wde scale in everyday systens. According to a first

aspect ofmelhlstof digita WmﬂW§ﬁt|on there is provided a

secur lof YTh#l Gdr€ Ge Qq 9 o?%aﬂdgﬁﬁx%ssqgﬁ r&ﬁq{? %flé ﬁlan?facture of
nent erein sa eas one nagnet

| s res poﬂmsx@amm amchath@ evewgrfggznarenscshghéjr dlffeoeqb;r ovi de

a characteri.stic response racterised in that sai .

2 1 estot Vil B ORBRE Ronaiepl RS HailoRont Be bR that it

that cormpdomess stuld bt siripped ehegtsapprogbd aadigeidentidal bépy of an

nmode switching.in mhlcg the growth of a single

magnet i cCHYRGEEBE Wafes the change in magneti zation

of a respective magnetic elenent. According to a

second aspect of the present invention, there is

pr ovi dificgltiesn trshicyingnalh of dbesarreseremestschaver {p detoilinsited the
nt

PRIRLAIZpRCaL Yt Bl St SF F MhaiiBe BRI SRR

one magnetic elenent provides a brittle node

switchin ch ristic I esponse
2Pl | QTGP A dsplst SRIBIPERR Gy Briat, PR BBl apecurity
dbdcp canpitiding ﬁl\ll%aﬁtlo@ﬁ mdéﬁ&ﬁ@ elefept, @Vheﬂsﬁﬁi s@id sy $¢8bnd Blagnetic
readi ng a security de ing: a magnetic

flemegt ’g‘féﬁs@P%?t‘Y%W %BI%PP P”é@’e@ﬁ’[ﬁﬂl‘%moﬁl draghagarisripticregponse,

ERarBetS®el lih tiat A8M1 £ SoasP Bk AaRltRCAERSY SR HRE a materlal that
rTeasurI ng one or nore ara ters repr esentati ve of

pemprises sirpeterak defeehthaty cmabuﬁl@dmdﬂﬁa’r@bmnn gehiich the growth of a
0 v r 0

EBRCAEn o, it fiHilel B8 - HEGet dn) REBRRRAGY o fespecive

oogpeticelaaémd. one or nore paraneters representative of

a brittle node switching neasured characteristic

response to one or nore respective paraneters of a

bri ttlA%ccffﬂﬁh@ B s&dohd gasgé& ngYagb IiReheiN afvaRt @, 1 thérkCis provided a

response to Mar ch 200 6a determ ne whet her

pethodcof ww@a%mgdaawa%we Aot r eupingreRteyiding at least one
[ n Yeo [

A oA Rl MRS  TRr B Bid A ebl] e magnctic

element provides a bnttle mode switching characteristic response in response to an

applied magnetic field.

According to a third aspect of the present invention, there is provided a system
for reading a security device, comprising: a magnetic field generation system for
applying a magnetic field to a security device; and a detection system for measuring
one or morec parameters representative of a brittle mode switching measured
characteristic response of said security device in response to said magnetic field,
wherein said system is operable to compare said one or more parameters representative
of a brittle mode switching measured characteristic response to one or more respective

parameters of a brittle mode switching premeasured characteristic response to




met hod for reading a security device,_conpri_sing]:Mamhzo07
applying a magnetic field to a security device;
nmeasuri ng one or nore paraneters representative of a
brittle node sw tching nmeasured characteristic
response of said security device in response to said
magnetic field; and conparing®said one or nore
; representative of brittle. node, sw tchj :

BN Sl REPEcHVetnea e sof ebmsbusfid pipmrigr ene subStehtially
e@gpdenti ve parameter(s) of a brittle node switching
preneasured characteristic response to determ ne
whet her respective nmeasured and prenmeasured paraneters
are sosardme; @ o fourdy asrest efiithe praseeli imvartiongftherpds provided a
hiRvedt fol el iadcaRGUA S, ABMipFiSHe Wplging 4 @B Feld to a
i.S. .nherently difficult to co and us ljmt i
SEURDLTTATE TGS RN FE RSe BRARET FRPERERBHVDPh Wittle mode
seitching meawed emrdotaristio réspemmebdseid sepaity davicahd esponse to said

. whi . » ahl e. .
oA ik " onioanh 38l ke QP MLE B RN SRR Soricte
medeuswitshing anpasaredo shiteetustic Jesponset itonond ¢fi ghore respective

YahiBret(5LBF-a BHARI IniGR! SwRthidd rémeRitel OfhP R HsHE [Lfidse to
readerswgg%tlcular%% SUIt§$ t readlqg the signature .
dfterzring wheter fesesctivg menred a6 BreaersehPuESIeTS gre substantially
elgnvalentconpri sing at | east one and preferably a :
plurality and nore preferably a large plurality of

magnetic el ements arrayed on a suitable substrate and
havi nEmhodimehisne the afedntien peayidst secubiygdetices dor es plems which is

RIS i bl COTBLPAA Bl Wil Bute éggﬁgerm ned basel i ne

magnetl c signatutre response reading.” In various
enbodi nents, the magnetic el enments may conprise thin

[l_ﬁyerEmB&?ﬁl%hisQ)tfﬂHé ﬁrf&ﬁion rro6le Sseutifl devilRg T6t drCitdMh b8%d upon
e .magne C rla 1y CO s Cros IC wres

% G SeatRre hichs SEAdy e tusdiAn Mepriahlh gn g,scale and at a
ceh appropsatanit averyday adetis, autlsntcaontounestit tpadlettibmron high

%afueaiﬁ&#tabl e substrate to give a nmachine readable 7
rc 007 WD 2004/ 025549 PCT/ GB2003/ 003938 7

magneti ¢ marking, with a neasurabl e baseline signature

si gnafmbdifkiis I8P &R §VentiRP g)rmri&e d aeﬁaiaﬁé‘rs: H%E’Ee?&ﬁ{tﬁy suited to

i e piepshuEh ageves a comparative figure, an
"expected" response which can be used in connection
Herein disclosed is a security device comprising at least one and preferably a |
plurality and more preferably a large plurality of magnetic elements arrayed on a
suitable substrate and having a machine readable magnetic signature response,
provided in combination with a predetermined baseline magnetic signature response

reading,

In various embodiments, the magnetic elements may comprise thin layer
magnetic material, such as thin magnetic wires. The magnetic material may comprise
macroscopic wires and/or dots, microscopic wires and/or dots and/or nanowires and/or
nanodots, laid down in suitable form on a suitable substrate to give a machine readable -




with a nmeasured response to authenticate the dew,Ge.
As used herein, "device" at its broadest conpri\gle@%icﬁgom

WO 28158t el enent (s) as herei nbef ore descri [REI/GBRODI03938
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| aid down on a suitable substrate, such as, for

exanple, the surface of an itemto which a security
device is to be applied. Exangdes of the application

of such a device include without limtation such a

device constituting or 10 conprising a part of an
ohjagusticadaningd withra measwiahlei tasclinarsignatgne signal dvghly dependent upon

identification, ut henti cat|on ey o ny .ot her

atreciae operon stugiize TR AEe Ry TP e Bt o rosponse

O%i_veﬂx' ¢BmparafPé HtrePidvexpesled Ofesptife Wihidh eanSRe@dtd in connection

object, in particular for exanple as an attachnent

t wih emegasgred responsere pathentisate thardsyiaet i cati on or ot her

| abelling, related security or other purposes; a

devi ce portion incorporated into or onto a second item

for sugkuidl heteinf fdevica® bits bidaddse voprides die Mlagnaticadadent(s) as
or other purposes. In particular, the, deyice

it
liereipbsfhrcleserbed fo s i omn o ShigheI BRI esich as, for cxample,

| %ﬂ@g@{}% | ‘ge%,f fig ire{;: g&r{i.gf' 4 isé&ﬂwd%ﬁpe%i te%eoappﬁwﬂq :Egcﬁm?{es of the

an orms “a part, or w _
| ppHeadioni aftsudh a devizephelsdeoivithaittlahitadioncduck at deyive cohstituting or

FOMERAIRE PP e 005t SEPied R S50 X HEda it Wentification,
| VRALER{dnBY Srehy othePRpplieSidn; a Aeios bdstifkig oF b&ﬁqgﬁszﬁg part of
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to vary slightly fromelenment to el enment. Furthernore,

for various enbodi ments, the elements are such that a
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posst bl e to each cycle of the tinme-varying applied
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magneti c elenments, a tinme-varying magnetic field is
applied to the el enents, and the_ nmagnetic response,
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the elfbumametis clegieniscan such et 358 fs HMeARryRE maReHe feld 1s
Qﬁﬂlﬂzﬂ to the elements, their magnetic response is a non-linear and hysteretic fimction

of that applied field. This non-linearity may be characterised by discrete jumps in the
‘magnetisation at certain applied field values. The elements are such that the small

differences in fabrication which must naturally exist from one element to another will
cause the magnetic response to vary slightly from element to element. Furthermore,
for various embodiments, the elements are such that a given element responds in as

similar a way as possible to each cycle of the time-varying applied magnetic field. .
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and standard deviation of the swtching fields.

Al ternatively, the baseline response may be converted
froma tine-donmai n sequence off nagnetisation

neasurenents to a frequency-domain |ist of
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the device such that the expected predetermined baseline signature response can be

decrypted and comparison can be made with a measured response.

In order to test the authenticity of an item protected by a random signature, it is
necessary in various embodiments fo apply a time-varying magnetic field to the
magnetic elements and fo record the measured magnetic signature response of the
elements to that applied field. The same procedure is used first to determine the
predetermined, expected baseline response which is then stored as above, and then by
use of a suitable reader to obtain subsequently measured baseline responses which can
be compared to the predetermined, expected baseline résponse to authenticate the

device.
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upon the physical structure 5 of the ends of the

el ements. Structural variations of only a few
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the switching field (K J. Kirk, J. N Chapman, and C

D. W WIlkinson, J. Appl. Phys. 85, 5237 (1999)).
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signature response - --- ------ -
of 1 Oe. The measurement of the magnetic response must therefore be made more

25  carefully. On the other hand, the total volume of magnetic material has increased by a

factor N, which makes the measurement easier to make.

In various embodiments, authentication relies upon a maich between the
measured baseline response of the device, and a predetermined baseline response
30 stored securely, in particular in encrypted form. A forger atternpting to forge a device
incorporating a prerecorded baseline response in an encrypted form will be extremely

unlikely to produce a perfect forgery having a measurable magnetic signature response
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The elements may all be nominally identical in shape and of regularly
distributed arrangement, or differences between them and/or irregular patterns of
arrangement may have been intentionally introduced. It should be emphasised that the
random nature of the magnetic response is an inherent consequence of material
fabrication, not dependent upon the shape, configuration and distribution pattern of the

elements.

The elements may be generally rectangular in shape, in particular elongate

rectangular for example comprising an array of generally parallel magnetic elongate
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may for exanple be fornmed into a two di nensi onal

array. 5 As used herein reference nade to nmagnetic

wires, mcrowres or nanow resll shoul d be construed as
being to such elenents of elongated form and in
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The elements may be coated with a protective overlayer to prevent oxidation or
mechanical damage, said protective over layer comprising a thin layer of non-magnetic
material having suitable mechanical and/or environmentalty-resistant properties and/or
surface treatments and/or coatings, for example comprising a layer of ceramic, glass or
plastics material. Such overlayers are conveniently transparent. Particular examples
of protective overlayers include titanium dioxide, transparent epoxy resin, plastic or
glass, transparent modified silicone resin conformal coating and transparent acrylic

conformal coating.
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25 to enable identification of the article, authentication of the article as genuine,

verification of the provenance of the article and the like and/or to label the article in a
secure and controlled manner, for example with information about the article, pricing

information, stock control information etc.

30 In the case of magnetic elements being formed directly upon an item to be
protected, similar usages might also be envisaged. Such direct incorporation of the

device onto the item to be protected however will be singularly effective in preventing
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particularly useful in association with itens which
m ght be susceptible to the production of counterfeit
copies, since the device will ¥rovide for ready

aut hentication of an itemas original. 5 The el enents
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ugﬁlﬁbtﬁ?lﬁ%*d TRRTORU e Te SRS FhE rHKIOR) ﬁ!,lg hW‘ﬁ’o@éPﬁeg&b secpmrollably

or, : P sed. .
R RATRiie Bifur Of B Sien QR Qoo PR MleroB 8 ity nooful in
baswbiatiemevit ityms hehislnmightshez suseeptibidh &pthe Proda@ion sV eounterfeit
a si,ze and/or, shape.differing continuously or . o

o PRRIE SFE e ey eR T b o vigk Lo eply authpnticationof an item as original,
nunber of different elenment sizes will be present in

one ensenble. 15 In one enbodi nent, several discrete

gr oupsThe elsients may [bp foimetibpoglical lhagraphy, dbreesmnipde, using the

R P8 PRI ST S 06 g SHBES i

dinfal 0€ agdd. swi tching fields can be identified. For
exanpl e, an ensenble of rectangular elenments in
paral l el array nmay conprise several discrete groups

of dif M ' lLe COPppri ses

100 r e‘f‘c}?eraﬁ gtalhg; géﬁéﬁlgn? §":‘Aék§1 gc'h)a@e rﬁ%%g Eg%yell%c’{%qqaﬁé’éhe Same
Sife rmé nshapelt lor R@ywhisle ke size Sarpior Bhayed idifferdfy \bAtinudEsly or
1,.7 .inv\f:é(dth,églg) Wll _be 1.2 min wdth The L
rfgRoREROuRlY AGHTE dhefevicg Rrefmabln cammber o different wlesestisizes will
fresdhiSihioRs tngtii@s of switching fields, each of

whi'ch will exhibit a statistical 25 variation from one

tag to the next, which can be used to forma random
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A suiteble example comprises 100 rectangular elements, each 1 mm long; 10
will be 5.0 pm in width, 20 will be 2.5 pm in width, 30 will be 1.7 pm in width, 40
will be 1.2 pm in width. The magnetic response of such an ensemble will then show
four distinct groups of switching fields, each of which will exhibit a statistical

variation from one tag to the next, which can be used to form a random signature.

A second example comprises 450 rectangular elements, each 1 mm long; 150
will be 1.0 pm in width, 120 will be 1.25 pm in width, 90 will be 1.67 pm in width, 60
will be 2.5 pm in width and 30 will be 5 pm in width. The magnetic response of such
an ensemble will then show five distinct groups of switching fields.
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In the exanples, the nunber of elenents in each quQuR 2007
is such that each group should cover general lj}fr t he

EBIR3/003938

the reader usually depends upon the total area of
coverage, so each of the four or five groups of

switching fields will registerl4the same strength at
the reader. This is a 5 preferred feature for nmany
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PRt fifedons! PR whSEpRE Bk shator BoSHiarcy ent

functional forms, e.g. linear, quadratic etc could be
used to determ ne the progression of w dths across the

ensenBPEeXauMIp.da anrealogens dayices thaldepribed ahpe Wih rectangular
POboRs 12 el 1 B FUER o et A 5 lipg fipgtion croe
d‘_wearmybﬂahj evsernbletrmighUgeit vath a A.5pddivideowirbpthe rext would be 2.53
SHEPR AU B R el Ui ) . e o

rie A8 QO0TRANIA hIS exadible! ANBMEMERYe SE6mBR Iﬁﬁhc ot @ith&l pm

element, for exanple a relatively w de nagne
wideowire; dhe nextivemidbe t Shinma, the nextHe0Z pmedoiumtjl 453G mites dater the
' Wi de. i I | he | J ong_ and,150 m
FHEnRaTAT 3 "Bt 6ol 38, o in il e, S be
it ¢ detefrfine e pROR4403DSPidRs Teckdss B2 Hn8&BHI8 8 Unlike the previous
example, this would not give distinct groups of switching fields, but rather a smooth

collection of switching fields.

In one embodiment, the device, in addition to the signature array comprising a
large plurality of signature elements, comprises a single relatively large area magnetic
element for use as a reference element, for example a relatively wide magnetic
nanowire or wide microwire. In the foregoing examples such a single wide wire could

be 1 mm long and 150 pm wide. For a wire at such a large width, the magnetic
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which is usually quite well defined. Thus, in
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fields there is provided one well defined swtching
field, which can be used to calibrate the reader. This
calibration could include nakildg environnent al | y- based
adj ustments, such as 5 subtracting the influence of
the Earth's magnetic field, for exanple,

C GROREF 8 Pimpst fdsntieal 4 gaesbrill mazésrisd rwitich és ugually quite well defined.
n %ﬁ? 3 Xdlrtlgﬁnto ﬁvg ﬁ:?ég:% g{hg@\wg?q'a t&’aﬁ%ﬁc ‘wﬁ‘ﬁﬁ ?%E&s vh&?rﬁ l%prowded

gnature resp
senm wiellydedimied csmnchmgcﬂaﬂd dwhick oaentﬂe mdltﬁ Lt&lzbfaté lﬂw reh@er. This

di pents e.invention. It wil] however
u%&%ﬁ%&"? tm‘gll dg smalgpg n@E’é‘?gﬁlF’V lyrhesed, @Fb%tmeﬂfs such as

PLARGLES WMREEARENG [ t
p?ow de&’niheq ‘E&égggl assocl atE tie fﬁﬂ:ﬁf&ﬁ Z{n@ﬁg &Sc%nip%nsahng
dﬁmchmgeabmtenqaemnyet hat it is ava| | abl e to the

aut hori sed user of the device for conparison purposes

to give an "expected" response to be conpared with an

act ual 1t ¢ Beesey W froGetsinddChdss 18 afadhktie %ggﬁ&k@msponse is
means, 15 such as the magnetic signature rea

rmraﬁlsle@és@pmmhn@ reiith 2 sgeitrity levisain oncmdascmwhb@nous of the
pérﬂ%dﬂﬁ&h S éf‘l o én% h, tlp&dlp Swer gé q@&'ﬁfﬁ%ﬁﬁ éhaa zvis 618¥ gpcessary

rovi yslcal ass clatl

ah@ﬁ sched prédoterniifed basee ting duagnbiic RI@afRe FedRese IS provxded in
basel i ne nay, be stored by a device reader. In a th

thsisaleasserigtionowith dhe ety deviss, e meabyt day 1tsts&veﬁable to the
fﬁ%@&%ﬁbeﬁ ¥ HeScARg tgleé’dng(%nrs O it oded tﬁ give: eeﬁgected” Tesponse

accessible to an authoris suc
e cbsmpgxedownhmnsxumab edspEesn wlmxlrihe: devicg is sead by suitable means,

pre-recorded tuaI neasur%%% b sellne r eadi ngs
B SR 25 |1 the
first enbodi ment nentloned above, the pre recor ded
basel i ne response is provided in close physica

associvaripsh embediments may be proidedr oet fied, heame-reqerdsdebaseline
By Bdvideg e B ERRAEE A" e Bides 0P bRUE e 1o 2

kevom, tEepreaﬁé&ffﬂbchs(ljsbhm nEehe SoRddec dmgmgemr | B Stbixdethe pre-

asap evic or stored adjacent to or

Gergetedy IE’@\FP%Sé ﬁeaowﬁhﬁewds@%tmﬁ% gevigg apd dgyice reader in a
[

a6t aobdlsiblio b 3 Hotitod Herdo) SultPit e Bcddfir) cBipidtf tetwoen

eqqtactede(i ¢.yprevicedordedih end setualr(ntegsued)ibatalineaeadings can be made for

a@g such as a smart card, identification

REDO¥E&r d, key fob or the like, or a |abel
for an artlcle to 7 March 2007

In the first embodiment mentioned above, the pre-recorded baseline response is
provided in close physical association with the device or protected itemn. In one
alternative, the pre-recorded baseline is stored in physical proximity to the device in
machine-readable form. For example, the pre-recorded baseline is stored as a part of
the device; or is stored adjacent to or under the device on a common substrate; or is
stored in the vicinity of the device as part of a unif incorporating the security device of
the invention, optionally with other security or information features, such as a smart
card, identification document, key card, key fob or the like, or a label for an a_rticle to
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is stored on or with an article to be protected whic
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device in accordance with the invention; or is stored
as part of a certificate or other docurrent ation
associated with an itemto be lrotected which

certifi cate or other docunentation may al so

orate suych agidew ce.5in accordance W t
ol BIotectsdh on thsiored BF o eth mémqlw ¢ rPr‘?tﬁ‘Ptgd Which article to be

;ﬁi@@bﬁ& 'Bfas alsd SeéH @ﬁl@& EA Il'l'?) %c&)l?@éﬂc? “Hﬁat tﬁé vetlion; or is

eadabl e but rypte r exa
cc&h@i‘eﬁseqbaﬂrofcm pem&e@sem oﬂiwsdbbmentampom;ecmtsd with an item to be

e R e o R SRR i S Hriwate quch a device

USg dodofdanB S/t AR bADmbRIIKARYF 188 invehiort. he
manuf acturing conpany; the public key, which is used

for deci pher| ng, is held on every reader term nal

&1 onoq PAN® SrBFRah e ulsfRier Baiiite Shouud 38 sict ifoodab but

1 hecriypted forrd.5 Mreéﬁﬁ@l& Vih¥Vichieh§sd RARSOESs@ BARILS response is

for exanple in that it is_printed underneath or
aﬂzﬂ#ggy aigned, Bsigg aRasyRmegic icnptnneispeilym sych et BS4L Age private
[ 0
ok WectPis R R hofbRbiing o kst B e MRl company; he
spnbitc kay, d:vlnth s used foy des:phﬁngt e helde@n sverieader terminal which
0 S,, but not limted to, the owner's
t pus#]taﬁ?q?f}g aﬁ‘@i’ﬁ'i ty code or a checksum may al so
be encrypted into the sane data stream 20 and digit al

signature to Erevent the magnetic el enments from being
t r ansf Eee digiteldy sigued taad ﬁm@medrbanpmr resprnse ri§ storet oorthe item,

M8 B e kPR Rt RGP B8 wblncats or
palefighiertie éleﬁidﬁfse of k@ fatbaBeby dRotdinteit 'oREPS bifc data strip, or
stored on, in close association with a device

léweqrdmsuwtaﬁn optiesd @peade of byitpsording:it pnforp pasrt pard chip, or by
) i Ot RIS R o B or B, 68 0B Srame or

i S use I'n assocl at’ a rba
acuniqug idsntity boddort oclerkduim may elss be enérppmeﬂ mu (753 sma&hﬁa stream

oper at. n of articul ar, jtens, lcular
2t &' ot b Ragpeft el 255 befe, fastered 1o
Rboe 'i't%ﬁi 01" bftafMOnfOREasS Y af &chﬁfeﬁf & Odeiefcate from being

basel i ne signature data to be stored upon or in close
dati on with the device itself or a protected

item

In the second embodiment referred to above, the prerecorded/premeasured base
line response is stored on, by or in close association with a device reader. Such an
embodiment lends itself in particular to “lock and key” type systems where the device
acts as a key and is used in association with a reader acting as a lock to limit access to
particular areas, operation of particular items, or use of particular services to the
specified key holder(s).

In this embodiment, it is not necessary for prerecorded baseline signature data to be

stored upon or in close association with the device itself or a protected item.
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still be stored in an encrypted formfor security,a?or
exanpl e in the manner above described, or nay be

ot herw se security protected. In the third enbodi nent
referred to above, the prereﬁgrded/preneasured

basel i ne signature data is stored renptely fromboth

R S0P S s o
ERamplY in {he nitdher dbokit HELrb&, of MY DEBHMIRTE setufiBt pibfekited.

conprising a | arge nunber of readers each expecting
to interrogate a | arge nunber of devices is envisaged,

for exannt enkd HhsimeRerdtdfeLds eabW?&,gg gﬁf\i:irécoﬁﬁﬂgy;emeasured

and the like with nultiple points o e, Securi _
hargling signatinfe dagat is stored remmtdy Wionhbeththd ddvécepoid preteeted item and
C e I C n i thi [ .
SRCRSR st L e R SRRkt O AR W o, ot s o
Panited co) aystahowthese pl netabikt yorapridng faclaeget nak@bérces readsrs each

referaply stored at a centpal .dat.a store or .
BAEhEhE R iiogeet s upiber of fryes3id pRURERY Tonermple as might
Be o cdutvath cie@it Wards antithe UEB vAtH BRIEHIK pbi¥s of sale, security and
al ternative nodes of operation can be envisaged. In

ideatiiication systerpe Wb myliple pawstsef aceess 8ld a devi ce,

interrogate a central data store for the prerecorded

signature data, and neke the conparison. In a second,

t he dbvpewrdangeevith his cafpdadent opreesorded esighatiire alagmdbout the
. act skanat ure.data.t0 such.a central ,data

B35, WS a0 BT bR ol Ret G B o iBred at o

it dpta essore efaai exaiiple s@mectedias el pluchlise lod s€deissormia distributed

secur,i system i ncl udi at. | east ope device as .

Fap iin Bt pEen ARk o “Uifadive Tadet omereion @8 Hreinged. I

thei fitstd Qtesdr (L adlpledcoMRid &idedice Bk d &ghal 8R4 store for the

magnetj ¢ response of the device. In particular, the )

Rretacered sighature datangnd suke ge qosnpsrisan. de d spepndsthe dpeiee eader is

i | ok 1.8 t . [

HabatoRRT Bl fevice i AL At BBt 4o o 6 o contral datn

stogrfet varificepopeposeecliredssential pramiples rembim thesgmse of

the magnetic elenent to that applied nmagnetic field.

An enbodi nent of a device reader is described herein.

For dilérey @likfcloaéxlp!ih Caﬁts;eaﬂﬁy %@Edr@ghﬂuﬂmgglﬂilkaﬁﬁ)bne device as

conprise a plurality of such readers and/or a ..

ltﬂr%%f;{eﬁeéﬁﬁmd&é\l?ﬂéé gne Qexs,ly'% fafipte stfrdeyicp geader comprising

MbdHsabi fb¥d He MHLhbticRARRES ol K& ,rIﬁ"f),gﬁQluﬁﬁ",%e td&gfrce reader

each reader functions independently in“isolation, .
eoREHiseher is prrvidedrin associgfion withragnagnetic field denerkiod taoappdy a time-

\%&ﬁhé hﬁ%}n&gc ﬁaa\f@{hléeignég@; ﬁgd EQSOJ magnetic response recorder to record

the response of the magnetic element to that applied magnetic field. An embodiment of

a device reader 1s described herein.

For different applications, suitable systems may comprise a plurality of such
readers and/or a plurality of such devices. A system comprising a plurality of such
readers may be arranged such that each reader functions independently in isolation, or

such that some or all of the readers are linked on a distributed network.
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conprise nmeans to read the pre-recorded predeterm ned
basel i ne signature response, in particular the
pre-recorded and 5 encrypted g8gnature response,
stored on, with or in association with a device or
protected article; and preferably further conprise
conparator nmeans to conpare the prerecorded and

T B R oL A8 S e B e o

NBsRaiiin SRRAGE ddRe FRSEFbREArBRARIRIE NRIaAP td realilihd B%Lrecorded
conprise storage nmeans for storing the predeterm ned

bpesdetermined ghrselince sigmapus prRpoags ) o fpartivalage the Q(rg-;ecorded and
f t
L L SNy g S B A B e o

sprotegttdaiticlopariupretratila Telthon %ompﬁwmiﬁ;matﬁie atkans to compare the
|ntended for use in accordance with the third node of

opFereserdsh apd BrersupRLbaBlRASIgRBER FeaRnF ot oRfAdFEadapiat don asystem
Lfr%g glh%’ & Sabf Hhd GecBnd ﬁ{%ﬁ@'ﬁ? loéerﬁﬁ&i{ &%c?bed abovgﬁreferably

erm ned baseline sig ure response,
viugtheli cempridd siordgeymefnsd ﬁtrastmyngathfsgrqdetmrmmed baseline signature
interrggati.on of a renpte database on a.distribute '
ERRBRRS) 05 g tAov e IRLSHEE G g rfBeHe it 30 ARG R further
RioBHREE 'dhpRrhtdromBARSR hfdke bNERASI BerwRAPANRE; an@f measured
in one altéernative, means to transmt the nmeasured

rtasglinesresponsesa R@dﬁtsentendgbﬁmusﬁ in weqozdanee ith thegthird mode of

ST A0 SR D i o

Q'Ebeeﬁf stofsic prefiéteireinad Ibasdliak @fgnatue® pepohsep forb ek eyl via direct

the measured and predeterm ned basel I ne rra netic
@iﬂe‘ﬁeﬁ Lﬂfaéa PE FBIsHeer, mdptegygg@ﬁgneo %§§F‘W§t ajgbase 011 a distributed

Faﬂo‘?k elro gldwit | 6h PG For ﬂl%%(r]xé fo 8 ﬁ‘gtth@h etdrifie® YEspBnse to

ani s epen ing” upon 15 gnatures are
itktembasurdd, refponse on npbm alternietive, txmmetet winsninthe m¢amuteé response

& syl Y Gty GRS oF e communiatn
%&l@ét@rewgf&eteﬁhﬁagmmg | nd| cators and the |iKke,

of whether” the device is authenticated. Additionally
or alternatiively, other responses may be provided

rol catt ol PRET s ot bt Blepbbnl bies 3Cpdilbon botwoen the
hiafinéd shdi medderafital baplinatthaynetld siphaiute ﬂ‘e@bnses for example

restricted equi nt,
against a predeten%meﬁ tolerance limit, and actuates a response mechanism depending

upon whether signatures are identical, for example within those tolerance limits.

The response mechanism may comprise a simple display means, of any

sujtable form, including visual, audio, alphanumeric indicators and the like, of whether

the device is authenticated. Additionally or alternatively, other responses may be
provided for. For example, authentication might serve to release a real or virtual lock,
permitting access fo a restricted area, operation of an item of resiricted equipment,

access to a particular service or the like.
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neasure the magnetic response of a small area of
thin-filmmagnetic material. The device is well
suited, but not limted, to geasuring t he magnetic
random si gnature of a devi ce *uch as descri bed above
The mal | -area w | refe ence be of. size

S 68es ' donetiullGREh GA5 RS S hertisareppnie of a
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have a tTansparent protective overlayer.
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illumnation source; a collimator to focus the
illumnation onto the surface of the nagnetic

Mt er jfdarioRl (énﬁogl%én?scécg()rdﬁl% £hlsekhect 't Eftion a %levi'ce for

illumnation to nonitor’ the varying response o
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t I tig aI | he dev
PR erp o5 BBBs 6 Bl BRC sl BB tumination
geiney ahdin tpartiale raat afiaded illushingfich sduicesar callimator to focus the
odinents, the transyerse nmagneto-optic r
{RRBHICR co o ot o At e MBS s poiRectgf to collec
ielﬂ@ctédl gRmhaticiy) BAd tCmBBikt& thal: g@eiﬁoﬁ% Yt réection over time
netic fieldis ap E|Ie to t magneti c material .

8 tigfer wagying gnagaptic feldim apniledh@ptlcmallﬁ,r the dewice Tgerporates or is
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SucC e varyiln

ans to a nmagnetic field to
the area of magnetic material under |nvest|gat|on or

Var | o D AP 1 e CpaBI obial Kath efrectis sed t

edsafd grednhgghic. resfoary e tlicon@h Io)f,migi;eut: rxﬂdtéﬁeﬂ raeea iervarying
effectsi%@gulreé theﬁg%com ng light to. be

THagneHr isyappndied do the, magyetivomatenaly Tiks ?ﬁﬁ@é Ay .WﬁH kpown in the
ﬁteﬁﬁi iR intah
e The RRTAL b ey e iy P ROHPRfdep a8 HBA o to apply
sgh p# i Binagvgryingumepgnetiatiidld: tapths cuea mf mguertlos material under
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In various embodiments the device operates without polarised light.
Conventionally, the transverse Kerr effect requires the incoming light to be plane
polarised. This is usually achieved by inserting a sheet of Polaroid or some other
polarising optical element in the in-coming beam path. It has been surprisingly found
that in application to this invention, the polariser can be removed to reduce

manufacturing cost and to reduce the size of the device. In the preferred embodiment
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of the present device a polariser is absent. This is
suitable for many applications. Nevertheless it wll
be understood that a polarisgh]nay be included, for
exanple in the in-comng be path in conventiona

where. this |s desi abI r nece
B dieePiearty delics 4 BPbIR o Rl d8 IR @any appligetions.
Bleatreheldss tavillde idersaod et atﬂbllaﬁisblsmfaja vathchiRled, for example in the
effectiyely focus the light with hge need to use a
Mefrming e R 1A copyegtiona mARAeH X pigi & sypblggnecessary.
reduces the size of the device. Conveniently, the
pi nhol e has dianmeter in the size range 0.2 mMm- 5 mMm
The | Pegierably, theepllimatarcompaisest 4 pinhele iyt tha sealopf device operation

\{/f\nﬂg ﬁe%hﬁd %L Eﬂec{tfvle& foblEhE rl%}ﬂn é’éth8&t2%§1 %_%Ekg tom%é EP%IHE This again

anet er he si ze
pdovdsdmdnifoctivogisostt 4l reditescthedsitd gfithe tevies Conveniently, the

E{gﬁ@%h thgt .t he second n- ho#e shoul d have the
g7 SRl iny eﬁﬁgrﬁge B, Light is passed
to a collector conprising a Ilght sensitive device,
which_j s..b reference a_phototransistor or photodi ode

consi TP lelt S thergetfegipd iy SYFiger Rlcthe Birgnstic thinghi. Preferably,

2 94toa 8 pld-ﬁblc\! EWI'tIPHﬁm%pr ﬁgih'gps%stanéerWZﬁlhg-hﬁ maP 4§ ﬁmded to focus
conpri ses a lg ht emtting diode. This 1s I'n contrast
i

the 1sflpeied élrght | Tarig erefemeds thps\the esscdngr pinetdeshodd thage the same
[ C: I r
FRERRE Mo AL phiFhlte, EIatR AR 16 g Aot ofheriine  tigh
wnmlentdeVIde,vwhlehlls bg I]ﬁﬂelence alphamanm’tdr ovepinteloddsensitive to
azar.ds ass h a product containing a |aser.
&ﬁ 4\%}%%‘@@%%?“ glfﬁthff(?“ﬁ ‘di ode (LED) is preferred
over a visible spectrum LED for two reasons: high

optical intensjties are achievable in the infra-red
due t1 aKgus smbedimentsythe Heght soHEce compriges alight emaftiag diode. This

- 8Y8Bhiast O BrigPht zﬁ%&r E&Fe(eﬂiﬁéesqﬁp n%%s%ﬁ%ctﬁé Sfheneto-optical Kerr

I nsensitive to visi us re
¢iffce Wﬂlelre@beerfqr@rﬂlmhbnge rhtmp ioglat mdando:saqznt dmp is used. The present
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. q@neainidg albasgh i nt enS| ty light. Herein disclosed is a
met hod of manufacture of a security device conprising
formng at | east one, and preferably a large plurality

of , NRAREfd-Fod 1idfRreahittiAB MMode2ALED) is preferred over a visible spectrum
LED for two reasons: high optical intensities are achievable in the infra-red due to the
higher currents that infra-red LEDs can sustain; the optical receiver can be rendered

insensitive to visible light, thus reducing interference from ambient light.

In various embodiments, the light source comprises a laser diode. Laser diodes

are relatively inexpensive and can provide high intensity light.

Herein disclosed is a method of manufacture of a security device comprising

forming at least one, and preferably a large plurality of, magnetic
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signature magnetic response for the elenents; storing

t he baseline response as a predeterm ned baseline
response in a form accessible to a user of the

device, optionally by encrypting and storing in

physi cal association with tHE device in any readabl e

form. In various.enbodi nents,the elenments will. be

ety 5 p0315 S5 S PHUT AR PosiRe YT IHBisgninetic Fesponse for the
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Securi

y, Jddentification or authentication purpQqgses
oy tor T g forps ?6?‘@_@@ Y YelFrEBSHAL MRENESs Plofega/foF example,
ARhORIthaNle irésiR RS b Blttert BRSREARIA%HRACHRY S8Rk 0.5 pm
her ei nbef ore descri bed therewth. Herein disclosed is

witht weple-td-conkeripReing 9d 1oy Haw Lhda wheterdsing inlefi martatsy then the
- £.0 0] deyi r r

HAERES Soriftise"L SAPD ol el AlhcHd WAHE WAIE ng on equal

tnenber (ipefus d potig e miites dttadhed eénihictop affithé yibsgata.

time-varying magnetic field to the elenments thereof

to obtain a neasured baseline magnetic signature

r espofisiicthbdrof MmaRing &n U fort RufiGad@mtifiest®innbe hathentication

descriEed,en‘gglc_wll égnpari ng .the neasured response to a .

DHRRFSE BY HE ¢ breaiagidpaceandie syeignapior gl apddn particular

. ] v/
4 CT. %%glg??/ dgg%g %g h&%gl%gﬁ)byggigsgngﬁ%f&%f%@hé i nvention

wi || now be described, by way of exanple only, with

' ef ergles cfi@clcgslgg &P Rl%{h%%doffié&%’ﬁrslg 'cnn aﬁ'%ﬁén%%ﬁting an item by use of
the foregoing device and/or system and/or method and in particular by associating a
device as hereinbefore described therewith, applying a time-varying magnetic field to
the elements thereof to obtain a measured baseline magnetic signature response, for
example using the reader hereinbefore described, and comparing the measured

response to a predetermined recorded baseline magnetic signature response.




5 Figures 1 to 4 show enbodiments of security dewi,ces gy,
according to the present invention in perspective

WO 200825588 gure 5 shows a further enbodi nent ofPCI/GB2003/003938
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security device according to the present invention in
plan view, Figure 5a shows a another enbodi nent of a
security device according to t3e 10 present invention
in plan view, Figure 6 shows another enbodi ment of a
security device according to the present invention
shown in cross-sectional view, Figures 7a to 7d

il t £ at g it chi d t )
e o B0 BF Sy PG EPEBE SDNE A Ry only, with
t hefeitheS R the bppeandéd Afvired i Whighir s 8a and 8b show

i deal i sed, schematic real and averaged hysteresis
curves for the magnetic switching of a permall oy

T B TR g R R e

minvefit@t iarpepgpedtivetwiéwue f or produci ng vari ous
enbodi pents _of security devigces according to the .
pr esenf 12U & AEPER 2 Buther gipedimenis pb seanrily flgvieg according to the

3@&?&@%&1&0&&31&[1&3%- part of a security reading

e
vice system daccordihg to various enbodi ments of the
i nvent Fignre 5 ghoves 4 insthevemtadirhent af aasdoudtyodevicer acomrding fo the

in a security. device reading system according to
VWF%@&J‘,&J{%M%EGBf the invention; Figure 12 shows

a furt hghreP8rshows dibiter 3mPadinef of aS&LHF Yoy ia&%rdin% to the
readi ng 25 S){lstem accordi ng to various énbodi ments o

t presanhinyentionshowngy cepsg-geckiheplyiear;si gnal that drives a

eroai igwes o ARIRERLEmBERY Sk otk s iskmetis ampnts that
t#ay bélidedas vindidhs Bnibodimeshtd dfahOpreS@e Rivehtigh;t 0 vari ous

enbodi nents of the invention; 30 Figure 15 shows one .
cycl e BguehSasingh 8b shpwridgelised.] sphemptie real 19nds pwsiaged hysteresis
gl y . oy .
PR SR TBBHR. T, of QRSN AR GUORAT pEbST h Varions

i enshexdimants of thivpresént 2087tioMO 2004/ 025549

PCT/ 181%29{ 829 %(? %% ill%gtrate a manufacturing technique for producing various

embodiments of security devices according to the present invention;

Figure 10 shows a reading arrangement forming a part of a security reading
device system according to various embodiments of the invention;

Figure 11 shows a mirror actuator for use in a security device reading system
according to various embodiments of the invention;

Figure 12 shows a further part forming a part of a security device reading
system according to various embodiments of the invention;

Figure 13 shows a signal that drives a magnetic field generator according to
various embodim&_ants of the invention;

Figure 14 shows a signal that drives the mirror actuator according to various
embodiments of the invention;

Figure 15 shows one cycle of the signal of Figure 13;

Figure 16 shows a unipolar detector signal representing a characteristic

response according to various embodiments of the invention;




Figure 17 shows a synchronisation signal for 7M ch2007
synchroni sing various security device reading systens

WO 3eH@RH¥g to various enmbodi nents of the i nvelET/GR2003/003938
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Figure 18 is an illustration of a first collection of
magnetic el ements used for a random magnetic
signature/characteristic resp@3se in accordance with

the invention; 5 Figure 19 is an illustration of a

second coll ection of magnetic elenents; Figure 20 is

an ill dFisgwatl'fcahowﬁ aasymhhmuisatédn sigdl dor eynolegusitg warious security
elenents: gl{ ‘ﬁﬂ | ust rf?td on of ﬁi deV| ge -f or
2y WE“’SW S FFB@H%’PF & 65‘H§See“8 imenty of fhe

thin magwes i 8 isf dn iMfustiatioh of a $sticdligtionldf %ﬁgﬁéﬁd &&n@ﬁts @ked for a
enbodi nent of the invention in a snart card

Frapdem magnesic signatire(phetegieristie wipoase @rﬁ@g@rdmmdf the firevention;

i nvent j

11 st PR BndRERa s ecb il oolle B orodndi Remapts
| dent i Figute®) istaf illistradawfathird eoliddtibh 0frapudie clements;
protected;' Figure 25.is an illustration of an

errbodl Rignre ok ISt%HPWBWE pba devienfos sneeswing the gnagngfigresponse of
I on purposes; and Figure 26 is

an | %éPﬁée?rog I'on ét%ﬁmghbodl ment of the invention

i ncor pRigatec2? is amilustrativardfiah ienibdindent ofithe rerenhticmin aommart card;

Mar ch,. 2007 2004/ Q25549
BT i 23s saqlisdation ok as PBbRt SR o e inventiony 5y R, Flgetronic

nedyerials are used to formmagnetic elenents
responsive to an applied magnetic field. The

char adiigaieddiis an @bwaativn offan embodiment gfitheiinventienwbmansidentity tag
t ives rise to a neasurable
c‘ﬂ’é?%gﬁg? SPF?@%F&*BE’REE"% cgedgl gnature for identifying a
secur iRiyud @8iisen {hskatidih g a esbbdigdent 5f ibe tdveftigdbbrporated into
el enent s. iﬁ-ﬁﬁet pes of magnetic material are

ﬂ%ﬁﬁpé‘o‘f néigtion BHEPo§esad o form magnetic
el eme LhevRr oﬂﬁt &Mn%f@ﬁ@hﬁ&ﬁfue 8f the invention incorporated
t hr ee- df nensi ona apes for exanple, nagnet :
wintescerfificdte ﬁmadﬁmntlaaﬁon papesesdot s, random spot s,
random bl obs etc. 10 Wil e many such materials can be
used in enbodi nents of the invention, certain
materials give a better nmagnetic response than others
when subject to an applied magnetic field;
particularly if the magnetic sw tching properties of
the material are to




be used as the, or as part of the, neasurable
characteristic response. 15 Where enbodi nents of71\{1ﬁ1‘ch2007

WO RgES5#DN use the magnetic switching proper tHE¥GBI003/003938
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the material to produce a characteristic response,
magnetically soft materials are wuseful. Mgnetically

soft materials are ferromagnet24c materials in which

the magnetisation can be easily reversed. These

mat eri al s generally have narrow square- shaped

hyst er & iwribuo pmboldfoents,t megmatignoiaiesialsi are afedato form magnetic

c el ement made.from 20.s terial swtches
BRI deRoBve Ip FLSRURS Eeacts bt Pne Biraufipts Tospomse of thess
I faghdti¢e leYenfdney Bb Yihe % 1e@0ﬁfa<§héﬁd et gﬁ%h 7381 & ix2lnSeasurable
(i.e. the reverse field needed to drive the
nelepEroterishic responte o signghvee for idendifiing asacmsity flewoe including a set of

after being saturated) tends to be
thnil‘%ﬁélg?low ‘hereby ensuring that relatively
|l owfield-strength nagnets can be used to cause a
svmtch in the magneti sation dlrectlon of the rm%netic

25 eI mﬁ@!@?l W@‘FS} | % Fvaidahle dhat oyidy be used to form
aS| frq@ﬁi dﬂi? 1if13tr ols ! )iﬂﬁl@ﬁéléﬁﬁl gleil'i’ﬁ{je-atlllﬁéngigﬂﬁaﬁ{apes for

rirven to pr uce a contro nagne
femhqile;tnagnetm wires, fﬂattametdwmd,%, bars eddls, shaiom q;cﬂsga-wndotny blobs ete.

i.ce 100. The security device 100 GO rlse
dﬁq e many Jch maedels 2] e sesin gbadim f zavenhon certain
t T
AP ST il T gy YR o

208ehetio 5619 paﬁwl@sz@:b@mme& swischiigproperfies hbtie material are to
eGy evice 20 The secur it vi.ce 200 conprises

Wi dpbf o pack g o, e BB GHAcE RS Smitae Coon o
silicon substrate 204. The magnetic elenents 202 are

made of pernalloy material. Data area 206;is &r ovi ded
. n t héVhega smbpdimentsoof the inveriénn Wy thnmegpatisswitching properties of

Aac 0
G HRARHY 10, EHARCh Whaliefisl CRPRRE, nlpRbdiAlly bt Hhatrials are
wieefil: | t Ylagreticay 260 nidierialntare aferramagfetiof Mabdrinls in which the
enbodi nent c ri es a s f etch pltsP{; gé shown)
SHEBSHAGOT (e 307 SoveBT JOEH TIPS Bereal Bate Barrow Square-
a?@@ RFHtEREs A66PsACTfls] Biel 1ha eﬁ%ﬂ&ﬁ d ﬁngEe@i%téléiﬁent made from
and/or a unique identifier that can be read, fo

eue&rmeten@!;svawheﬂ@ digaction in fespanse tq mappé:né Heyd reﬂate{ely sharply.

nn o) t disc. t her.

T PVt o erfinEe. (i Yt 4 By drive the
aiag@amaﬁd@/ef u me ctia Gildrhér® taddeYof sieBP lhha%ﬁ'l@tﬁoéelt@ fer being
circuitry (no own) that retains characteristi

saturated) tends to be relatlvely low, thereby ensuring that relatively low-ﬁeld-strength
magnets can be used to cause a switch in the magnetisation direction of the magnetic
element. Such, relatively low field-strength magnets may be fairly inexpensive,
generally compact and easily driven to produce a conirolled magnetic field of good

uniformity.

Figure 1 shows a security device 100. The security device 100 comprises a
plurality of magnetic elements 102 formed upon a silicon substrate 104. The magnetic

elements 102 are made of permailoy material.




response and/or a unique identifier information.
Figure 3 shows a security device 300. The securi7tI€/I§ICh2007

WO 3084800 conprises a plurality of magnet iRCTGBINOHI0SI3S
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302 formed upon a silicon substrate 304. The magnetic

el enents 302 are nmade of permalloy nmaterial. Data area

306 is provided in the substr2ate 304 for storing

encrypted preneasured characteristic response

information_ 20 and/or a unjque identifier for .

i dent P%&ﬂuﬁ"gztﬁh@“@ Scipevmty dexige 20030 sesutitvedeyiaea2) eunprises a

3 . . ) = ) . T .

il g AL, 207 bl i Aoy T et

pekmeats R02darehmede b ipeshalioyr @atedals € Datd afan206 @ provided in the
gue jdentifier that can be read by a

and/ or nj ag, . .

- Egte 2Qdtog ORI PR Pslepromegsypad pharggterishp gosponse information
el s & indio . by a

machi ne r lEelecllgbl e bg?ﬂﬂ%iogie %no%eskoﬂ%ﬁ%ﬂ ‘encodes

bot h encrypted preneasured characteristic response and

i o TSRS 205 SEFE PHEREmePl GRRPHRes oy skt il cepogpits (o

- aghoRval eRdiRABmBhe d&ta cof8endiigto %ﬂ&»gﬁgdg%}ghe@sﬂféadﬁéracteﬁsﬁc

only "uni que identifier information. ure 4 shows
arespoasn infgrmadion eadiop @, uigne identifier that ¢enibeaead)(for example, by an

CATRA3Er ot Rkl oh by Bha 0GR RO o

(D

r;‘zE~tsd7\s
& 5%ar ch
2007 WO 2004/ 025549 PCT/ GB2003/ 003938 26 el enents

402 - ar.e de of, pernulloy naterial. Each nmagnetic .
of enorh forgher varigits b s gpberimer) distdafe aton 0b Tappvalivmatively, or

T8 ’ oﬁiﬁﬂ&}é niy ATk / | um: .
exan‘pﬁe.ﬂ'Tche re Iegﬁo\?? Icgll';vlﬁcélrﬁ'g1 @?g Sgﬁ"é"@fgjéﬁeﬁ%‘ﬁ%g aracteristio
rrespbasstandior ¢ vooyue idadifoeinforamtiothe nagnetic el ement s

402 and the substrate 404. This enbodi ment thus

provides for an .5 inproved signal to noise ratio

(SNR) Figued)3 tdnews @Csechnlity dbeiceI0040fhd Sechiftty@evice 300 comprises a
interrogated by a readi ng)ﬂgg({)arat us, such as, for )
Plarigy ef magnaticcrlempenip P wfont apilican swbsizaie 304.H e magnetic
erein. 1 i.he is t ] . .
éna %swsﬁﬂgﬁdfgw% g’g%re%?ﬂ%e@?%gggom%) e ?gép i‘dﬁ’?’“‘iﬁd in the
sulisate AYdt ﬁd/stcmm@' eenﬁryp:wdepmmel Itd&m“ld ﬁafrménstig ﬂe@oiiise irllnformation
forgery, and/ or. nee ower levels aof jincident |ight
'e@%alﬁwqqﬂa enfifief Rrqdentiyiag the seatrity dgwice 349 f or

exanpl e, from 200m to 1500nm) in order to be

i nt errogat ed.
In the data area 306 of this embodiment indicia 308 are provided. The indicia

308 encode data corresponding to encrypted premeasured characteristic response
information and/or a unique identifier i:hat can be read by a reader (not shown). In one
variant of this embodiment, visible indicia 308 are provided by a machine readable bar
code (not shown) that encodes both encrypted premeasured characteristic response and
unique identifier information. In another vériant of this embodiment, visible indicia
308 are provided by a machine readable bar code (not shown) that encodes only

unique identifier information.

Figure 4 shows a security device 400. The security device 400 comprises a

plurality of magnetic elements 402 formed upon a silicon substrate 404. The magnetic




Figure 5 shows a further enbodinment of a securit 9
device 500 in plan view. The security device 5(%[\/[alrch 007

WORHHI2$¥Rs a plurality of magnetic el enents TOCHGBYR003938
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formed wupon a silicon substrate 504. The magnetic

el ements 502a-502e are nmade of 15 permall oy materi al
formed in the shape of wires, @6 flattened wires. The
magneti c el enents ends 505, 507 are forned as angl ed

shapes. In this enbodiment, the width of the nmagnetic
el Bis 403 2s¢ gode of permalloy aatesili Bachrmagustio diemenhd62 is backed

of I -\ ' e..the width of th
oasyEiseyiialbbato bk Bt 608 upbliut, bl kb ptm, o
doenzinipl¢. hBEerefibctivedayds ¢1EpRrRilcahARedR rofROPHLPRRA M tween the
Since the nmagnitude of the characteristic response

si GAZISHS & G, andthg suhstepiecAfiar iy embpdiniest thus provides for an

pr ' t @t Y ri . .
PrgRoyal Sihal' & fc RUSTRSIR) WhGL YR, shciply TRES M is being
siigteaogethdibyiasreading mppangfiry, such as,efos bxaynpleRaeudiag appdratus of the
I adgiti n, .t he magnetic. el enents 502a-502e can

¢ 14t JperEbed detiiin g A, SOWARAGE Ol HICTeaRa% SNRefe. theh it ppsblos such a
| |sbaiiey Aleorbe U0OR BE Rpi i LGing! Sor not it §
502a- IE‘EOZe occupi/ gﬁﬂggdelgflggeﬁ‘g %?dg??gag%egnygl‘g AT i ?%t Itis a
s gergerye aad/ghngeds loyomisvslswé inctident tigit|(e.g. uikavielet © infrared, such as,

%@r%&%}lggog@r@%l @Tg%ﬁ ig%g%erggge %f?.r]ggiﬁﬁeo[)at tern

of the five magnetic el enments 502a-502e is used to
provide an identifier for the security device 500.
Thi s p&i8Es A $eVasNEbe embedimeniafshscpaity dewme 500 in plan view.

2 . \

PR R AR B Ot o Rl ERffenly Mogesgoe formed
bepemiaqsificom sehstiute i50di viThe anagetior élepente\500a-5000 drbBatade of
i s _manuf act ur gf T .ntlgrrbr of .uni que jdentjfiers that i
cBFPRLloR daRsrial domged,in 1 dhepeopf WHPS ordlaieneslimirgh( The magneti
dele@ifts RAN5IsN S0 M SN 28BS Ape®f the nmagnetic -

el ements 502. For exanple, enbodinents having a

possi bl e 32 magnetic el enents provide for a possible

232 (ipea:d .96 6). .Uni identifiers. 0 y .
wher e %%“Sﬁé‘ﬁé@g%eﬁ%ﬁgﬁé‘ﬁf@ gfgme foagntc &%P@wgﬁﬁ'ésge in the
tdifectlomBARAl can &k 18R uTivagoRAkIdEN , n 8hif cast BleSwIRDORE tagnetic
elenents 502 are provided in an array of 32x32 dots,

t9lements g% and; p03seare @pprpeimately double those of magnetic elements 502a,
502b and 502d. Since the magnitude of the characteristic response signal produced by

any particular element is proportional to the volume of material that makes up that

- element, larger elements give rise to a larger signal that is accordingly more easily

measured.

In addition, the magnetic elements 502a-502e can themselves be used to
encode an identifier. In the iliustrated embodiment, the five magnetic elements 502a-
502e occupy an area of approximately 1x1 mm with space encugh for some seven to
twelve magnetic elements of the 40 pm width and 900 pm length of magnetic
elements 502a, 502b and 502d. The pattern of the five magnetic elements 502a-502¢
is used to provide an identifier for the security device 500. This pattem is analogous fo




Figure 5a illustrates another enbodi nent. Vari ousyfarch 2007
etic elenents 81, 82 of different |lengths are

S
WOSPHIFAY. 1n this enbodi ment a characteri st i RCHEBYHHAEI38
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can still be neasured even from what appear as part
of an identifier pattern as 'spaces', since the
effective bits of an identifiet/ provided by the
magneti c el ements 81 each still provide a 15 response.

195 e Tef eSS PR o5 eviog TGy AR cimkyo to cach

M ifdioMBalWebiRity dBFicé SO0 86t Rondnib8RSedL Y. as neasured
e.g. using the magneto-optic Kerr effect as herein

descri bed, therefore changes according to the length

of the r. [ Ly 3 W bars wth,I er X
bar s Sﬂgﬁ}}]{‘ﬂ%@gﬁ%un%eogd&ggﬁ%s g‘h%r 8y g%gf%“%ﬁfl?g? oferiants of this
exmbipditent ddpend OPorrthe iteber ABY derity B 1Y ﬁﬁlg&ﬁg-qléfﬁélﬂb" $02. For

6 shows an enbodi nent of a security device 600 in
c e¥aaple camboditpents hadng a Mossidle gh magneticelpogntsgnevide for a possible

¥ Quc("f.@.%rﬂ%7%@uﬁiﬁ£%@%%ﬁﬂér§.%%v&o Wh%est e %@6 Cc: eg%gents are

mat eri al’s, "t hése’ ca Fovi Separately 1n

oideatifizhib asihgmrive-didfenSibral seanning yatday i Wade infagnetic elements
f d froma silicon trate 604. The substrate .
607 e BTAAAR 80 TEY PG AT R cof it S8 9ot b HBAHencat h
magneti c el ements 602 nade from for exanple, gold, -

al um ni_um chromium and/or tantalum The reflective
| ayer sFiga@Jaiiliestrates anofher apbadiménts Vgrials tigiodtic dilengentd @1, 82 of

Kert effect signal s .descri bed bel o 30 r.efl ected ]
f-&‘ﬁ%ﬁef%ﬂﬁ‘&@ P@V@eﬁnéﬁt S gER0 e&lbﬁ%’ﬁ?fé&*ﬁ?ﬁlw_@ww gan still
chEIBRIRd RN REm vWhdt @6pdaY a@ga@omsaaﬁﬁﬂeag@aem@@b@esg since the
March 2007 WO 2004/ 025549 PCT/ GB2003/ 003938 28

reffestivnbits of apfidentifignprovided by teemagstio clapients? Ineach still provide a

S8Rl it LRy 4014891y i o
tdimsnsiorh amg.etd fimne dotg and Iemieons wight Ties kefdeesd intensity, as

t herefrom and the adj acent | net i el enments. 602. 5
ARGEVER olar P48 U6 THARBOLRGA MER (otlenb ah HoFFuR dsgpidbed therefore

Bi8ecs pBor BAR W, lofier! & HOBAECTIHCAR 0 Ll Rk Bles with tonger
[Haesc32 abbut T00epraliony didwhoktaykirs 3R A0r exbitd1€fsbee300fmimleng, may

scattering material is to attenuate any
beprovided. = .

Figure 6 shows an embodiment of a security device 600 in cross-sectional
view. Although this embodiment incorporates both reflectivity and contrast enhancing

materials, these can be provided separately in various other embodiments.

. The security device 600 is formed from a silicon substrate 604, The substrate

- 604 incorporates reflective layers 603 formed beneath magnstic elements 602 made

from, for example, gold, aluminium, chromium and/or tantalum. The reflective layers
603 increase the optical signal (including the Kerr effect signal, as described below)

reflected from the magnetic elements 602 as compared to magnetic elements formed

- directly onto a substrate material.




optical signal reflected fromthe areas adjacent; ¢y 2007

magneti ¢c el enents 602, with the 10 additi onal
WO&H@
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#334%e that the security device 600 need FSYVGERESHMFII
as much optical energy. In order to characterise
various materials that may have desirabl e responses to
an applied magnetic field, it 2& useful at this point
to describe sonme of the physics 15 involved in the
Swi t chi of  the magnetisation direction of various
types d‘?‘gf“?iﬂm 5%586%318@?@? 55.02 PTG Jayrghils imeade of, for
MRk QbR SarBBy, 426 faRE. | The'sbBiit 1aFFL 605 : ivi
Referring to Figure 7a, ae.mggngfcgl gﬁglt’)eneﬁpégzlo}”smﬂechmy’ and
s Waverenhippeetthe somzashipitereent hight réflected ghartfromeingribe bdji@:dt magnetic
I Sy for of a ferromagnetic material shaped in the
f%%eﬁ}e&@e@z‘fl attened wire. The magnetic el ement 102
has a magnetisation Mhaving an initial rmagnitude and
direction as indicated by the arrow 150. An applied
nmagnet daothee varisetj of the iegibadipesinh gheypp in Figwre 6 hees, for example, a

' i direction substantially . ..
AR SR IER, Wb o) SR BBRS ke i placeor
etherabsdrbi}2layardsosi t Thaeffegnersihe @cattriagi hitetinl s atRBuate any

The applied magnetic field H

initial magnetisation, . ]
oktical sigpaetied rany,the Arsasyadipcentithe magnetis glements 6035 with the
t by ' o1 [ SJ.C .
PR i R o ] VRl 0D, R o0 SpROBS ot optial
e¢nergt 102 can reverse. Each of these leads to a 30
different nmagnetic switching characteristic of the
magnetisation M 7 March 2007 WO 2004/ 025549

PCT/ GHAQR$: G0 30a8cteB S Vatiods fatetialsShatirh by RS BB able responses to

(sonetines referred to as a coherent rotation node,
Sopplied meaghetic dieldy it is yseful ab this poink éo idestiribe dorde of the physics

i satian a_p | of ..magneti.c domains 152
TR 38 8 e ot DR AiobuRlsnaf Bl O Hafous' Bpes of
terpdeaaeretic omateriass . Shbh Fedrdmbdiictic MBstesialb hﬁ?ﬁw @bdd in various
n}a{%ng,t I sation of the nmagnetic el enent 102 under goes
SHOSERIHS ect i onal rotation and magneti sation
magni tude changes to align wth the applied magnetic
field H In a second sw tching node (sonetines
r ef er Referting trsFiguraila, a phagneticctleneitdN2 isrstseyn. shothis example, the

schemat i,cal Iy, 4,n. Fi qur.e 7c) man neti.c. domaj ns, 156
AP eRenel 02 ToeCof £ riBriatndie agiect S2PrO GF 1o of
HheenRB GRied.| ThelBaetic blRAMNe0n Bis 2RRIpneHsafBA M Na%ing an initial
magnitude and direction as indicated by the arrow 150. An applied magnetic field H is
shown being applied to the magnetic element 102 in a direction substantially parallel

to a longitudinal axis of the magnetic element 102, and with an opposite polarity to the

initial magnetisation.

The applied magnetic field H acts to reverse the polarity of the magnetisation
of the magnetic element 102, There are various physical mechanisms by which the
magnetisation of the magnetic element 132 can reverse. Each of these leads to a

different magnetic switching characteristic of the magnetisation M.




field His present. The magnetisations of the 7paarch 2007
i ndi vi dual domains 156 initially rotate into
WOZM@Rht with the applied magnetic field HPGEEGB2003/003938
illustrated in Figure 7c. Subsequently the donains
grow in size. However, in this node the tenporal
evolution of the magnetisati @% of the whole of the
magnetic el ement 102 cannot be readily 15 discerned,
and may change randomly in response to environnent al
condi t Adirstsyvafching m@%ﬁw{ﬁem&tlmeerefém%to a8 4 baherput rotation mode,
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node, shown schematically in Figure 7d) the growth of
a single 25 magnetic domai n 158 dom nates the change
in : .
o A8 Rnt Shihick 18007 BRI TARAL (o s it Spuctoation
i modd; showeny sdtmmucdl}emeﬁﬁgum%) nizay mapnetindandiys 156 dominates the
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on a size scale fromabout 0.5 rimto about

tintet ahmnantrwum thy amhp&pmsslebb efield HemSodhlsafated in F1gure Te.
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riﬁghe&mmemmio@foftthe wingnef il Blaghaiet eldMent DOLE EarthotVibeEreadily
varlgg:a%{ of, physi cal and environnental conditions.

g ynashehapgs %ﬂﬂ omINgeROPEIP enyiconmeislsonditions, such as
ﬁﬂé 03/ 003938 30 that operate according to the
t nmode are ideally suited to the provi sion of
stabl e, but non-predeternm ned, nmagnetic sw tching

properties,that provi r epr oduci bl asur ble .
b har adtis -ﬂétﬁ'?‘esﬁv@gtssﬁ'giha%w%% sterdmelioitht ascaf aptiching mode
g bd Wil fer lﬁa@ieﬁatelemnﬁeﬁtvaﬁoustdﬁ%mws tﬁégrrarsﬁamﬂﬁﬁlai since,
i nclude one or nore of the foll ow ng: | ocal’ failures

20 berapse Hhetp dplhese wiption dn dhe maggetic switthing mropestiesoto provide a
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di sl ocati ons, inclusions, nanonmetre-scale voids; |ocal

variations in chemcal conposition or stoichionetr
| eadi W g%daw hing @%@ggu&nes referred to as Brown’s paradox, a sharp

Switching or a brittle mode, shown schematically in Figure 7d) the growth of a single

15

25 magnetic domain 158 dominates the change in magnetisation of the magnetic element
102, Such a domain 158 may be associated with a structural defect in the magnetic
element 102 that is randomly introduced during a manufacturing process, e.g. by
uncontrollable fabricaiion noise arising from random nano-scale material defects (e.g.
defects that occur on a size scale from about 0.5 nm to about 500 nim) that are virtually

- 30 impossible to reproduce controllably or predictably. In this mode, the growth of

domain 158 dominates the switching of the magnetisation of the magnetic element 102

over a wide variety of physical and environmental conditions. Accordingly, materials




10 magnetic anisotropy; and local short-scale -\r. 49007
variations in thickness, leading to a surface
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envi saged by Brown. The reference 'Introduction to the
Theory of Ferromagnetism by Am kam Aharoni (1SBN O

19 851791 2), pp. 204 - 214, dgves a useful overview

of many of the 15 aforenentioned concepts. Figure 8a

shows an idealised single hysteresis |oop 160

i ribitcopterate) atvondingito thedhing nicslgtaro ideMly fuitedrtaghe pravision of stable,

el.epent 102 made ,from the rrmal | oy material varies .
o DU O AR, RGP SYITHIRS SFIRETIAS oiHal AroVEds:  crgproducibly
I im@guﬂlﬁgchm&gﬁg@@%gaje 20 idealised single
hysteresis | oop 160 may vary fromthe ideal for a real
magnetic elenent 102. The magnetic el enment 102 starts
Wi th AR initiale . . . L |
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Figure 8a, the nmagnetic switching characteristics of
the 30 nmagnetic elenment 102 made from permal | oy

mat er i [ een, rate 4 n.the sh sSW t chin .
mode, e hTRER ThEoRBERE S L 08 PO EBroRBl " By pmilcam
t ARarbfiq@SBN @S X 854 791 Qﬁﬁﬁj 20400314 giteb @ uRBRID6Vdrfidiv dPinany of the
from one pol arit¥ to the other are still sharply

$2007 WD 2004/ 025549
PCT/ GB2003/ 003938 31 Figure 8b illustrates an
averaged hysteresis |loop 180 for many (e.g. -100)
cycl eFigiretacshoms et idealtsed mingle hpsterasiddodyr 360 tildicating how the

SEbR a3 oS MDA B8 Bl e vares
1802 daRrsio of G ¥d ppnbtid HRMSHL | PR%ed NinkH 4 69 tidditate how the

magnetisation of the magﬁneti c elenent 102, even . )
denlised singlephysteaeris faopntoGimaycvany fam theddeal far @i ek magnstic

it
ERATE ¥ o olbfope 167598 0 ol apERHER 172. The
mpphiel filed Bis irerchbél il ¥t rogsheee valoy ¢V& SThéreaiter,ghy eplied field H
i TreaprLly I VR Ve A0¢ Shyseresi the Magnel elemont

102 rapidly switches its magnetisation M from the initial magnetisation 172 to a

magnetisation 164. Thereafter, the applied field H is decreased to a switching value
174 where, due to hysteresis, the magnetic element 102 rapidly switches its
magnetisaiion M from the magnetisation 164 back to the initial magnetisation 162.

As is observed from Figure 8a, the magnetic switching characteristics of the
magnetic element 102 made from permalloy material is seen to operate in the sharp
swiiching mode, even when the real hysteresis loops deviate from the ideal, as the
transitions of the magnetisation from one polarity to the other are still sharply defined.
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f938¥Y hysteresis |oop 180. In turn, the jPETEB2003/003938
magni tude A provides a characteristic response for
the magnetic elenment 102 that generates it. The
magni tude of the jitter is deégendent on the precise
vol une and energy of the nucleation centre that 15 is
responsi bl e for magnetisation reversal. It therefore
varies fromone magnetic elenent to another, since no

Coor oi $140° o PSS in 3 Gnect o 160 5 P o8- ~100

i r¢5i¢1§eato§58thy rmagt@ﬁs SelethBntv 202 Gkl FoMd ¥R Pbsmal ﬁiawnw around
provides for better characteristic response
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r emne(ﬁezmh shgrp brensitionéalosedohs farteath fidividedl Godgaibti@ cycle 160. The
singl e magneti ¢ el enent) as observed across nan
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Vari ous enbodi ments of a security device i ncorporat| ng
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process starts in Fi %{Jre a_cl eaned and

parrasteastic rospensh fopthe magpetic qlﬁn% AP3 thet gpprsetesiin (ihe magnitude
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Curli @\éce Otor |St élss nonto
Qe Fios poTRO e B detihliar ey S e

F| gure 9b. The wafer and photore3|st | ayer 714 are
then baked to_set the photoresi st Iayer 714. 5 Figure
9c i | IGestaivitiels alse acbgfagterighic megmr@n% thajsindisgigs Swmiguenss. In

o AU BRLRD Bk PRI, FRU RO ShsiBlocp e o iter

e regrons expose
an pocteembadjinents jiki2s can be dbeamntd ws \an laﬂﬂmbnﬂnct}m:atdmistic response

upper  surface 701 of the qQqtoresj st |l ayer 714 using,
RAABIGHE c{’ R ?%P@Sﬁqcp‘é%ta Frtwtion JHRSt YRR BEES the

bdveRaDER W@J]]En %ibéﬁit fon 2 %grmé gﬁeﬁc 1Akt Cas dbDFPAMKGS many

system a Las It
reversals/switchings has a central value of the distribution corresponding to the

coercivity and a width distribution representative of the jitter.

Various embodiments of a security device incorporating magnetic elements can
be provided. One process of manufacturing various of such security devices on a

silicon substrate using optical lithography will now be described, by way of example,

The manufacturing process is illustrated in Figures 9a to 9h. The process starts
in Figure 9a with a cleaned and polished silicon wafer 704. In various embodiments,
the silicon substrate is approxiinately 0.5 mm thick in order to facilitate handling and
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for each security device that is manufactured. This
pattern may define a plurality of wire shapes, such

as, for example, those illustr3ed in Figure 1. 15
Fi gure 9d shows the devi ce of Figure 9c after is has
been devel oped to renove osed photoresi st 708.

Ré?’fﬁ‘aﬁ? ad’ﬂ%’&ﬂﬂeseé%‘@s@éﬂcphﬁ oheforesist y8r 2k issgpem onto the wafer to

DAHA0 b s HOVR b 3 TR R ORA P dfver 1a
7Q2emembﬁ€bdabsaﬂ1éﬁhdmegfmlhﬁy7mter|aI such as, for

exanpl e, N 80Fe20 (see, for exanple, Bozorth,
Ferronmagnetism |SBN 0-7803-1032-2, for further

f t
RS B 5t L L8 TR AL o o
t oem-UVhiadiatien Se.patt408 nin The kégiohselBreprkSerdt @ @dlfeglons The

¥R epichia 708 i iieed ifem g thedioperiiiaen J01 of the photoresist
URSEPPEL dsBB O %xﬁﬁieﬁﬁaﬂfévaﬁgﬁe QerbpgmttQ‘E pahitie. lgt 5‘15%81 lithography

deposi tion process tal cappi ng
798tept syell @s,oforagxamiphd, Lmi\hnmsyﬂ@mrmma LaserWnter add-on

PRieled BY Dyt Maghite Wito Rl Bisihey, el yadvidad gi-dimensional
ds iveietndnBioBAOh &AM 'hE tRewHldd Mo ItBY %hofoEé%th et HUORr each

and al so 30 provides an enhanced opti cal
t¢eﬂqeythat is manufactured. This -pattern7mig rdefiing GOPlunality of wire

2%0‘?3?%% st’ ﬂ;ﬁ—da mg%ggé?‘ﬁéover@? g B@nﬁgfrgssﬁgyers

712 and capplng | ayers 716 are renoved using a
suita tone, to |leave th

St r ue digws gy sethich o Figire.oaptor 7 bas egn deyelped to remove
%{f)b‘éﬂHLﬁh%td%&‘E%WO%esR&H@vamggﬁtsé ose%I st7‘9(?8 E)giroggsdportlons

he "silicon substrat e arat y expose

silDiof the wdeilying silicen subgirgtn§04.20. The upper surfaces of

the magnetic elenments 702 are capped by capping

| ayers 718. The aforenentioned resulting structure is

pl ace@ubstqoeralyp a8 shBwaNAaFIERE 9¢; NBMEeAL IGRAIS 702 formed of a
deposj ti on (PECVD) chanmber where_a silicon dioxide

pameplpy| Biptstial socly 89, ifer erperles @&soﬁﬁmn(ﬂﬁhe farpgrample, Bozorth,

REROREEhelh! G8RNS 9008308228 $oi° Birtet CinRihabiBRP 'aho deposited in

exposed portions 710 by a sputter deposition or evaporation process, typically to a
thickness in the range from about 10 to about 100 nm, e.g. to about 40 nm. PFurther

layers 712 of permalloy material also form on the remaining unexposed photoresist

706 during the sputter deposition process.

Next, metal capping layers 716, 718 of gold or aluminium are formed over the

permalloy layers 712 and magnetic elements 702, as illustrated in Figure 9f. The

capping layer 718 is designed to protect the permalloy layer from oxidation and also
provides an enhanced optical reflectivity.




| ayers 718. The silicon dioxide |ayer 722 formmarchzom
optically transparent layer (including, inter-alia, a
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el ectromagnetic radiation). The resulting security

device 700 is shown in Figure 9h. 15 \Were several

security devices 700 are manufgctured upon a single

silicon substrate 704, the silicon substrate 704 can

subsequently be diced into a plurality of individual

secur i tThedmekjsmed phdtoredise7GialoneRith SvaRMes Eéﬁiﬂﬂ@?dayers 712 and
pe security devicges using the 20

sever,al  prot
pICARIILE lcfvérse?f% afegreoyed asing agsuitable; Sdvept cugicadetoneofo leave the
t RERGuR RSk MO iP Feslirb (96 dGHL (}%lt:dfgc\gtpr;cﬂgé tc?:rgmngs% fhe magnetic

deposition process paraitet ers use
25meptsw@o2 Setmédngn thbasilicanr adstrate B4 sdfditatedityr exposed silicon

Argon gas;. ressure | to 2 nmilorr; flow of 5

SRR a0t a0t IR PG s timaknesip flenirao i e papped by

r 8drpirg legerd 798 Angstroms per second; and a substrate

tenperate of 22°'to 27 T. It is also possible to apply

a 25 magnetic field along the plane of the device

duri ngwt he .manuf.act yri ng.process. The appl.icants note

f rom anbeirtsReaped i shHcHis, i BlACk 18 AohlpERs enhanced

tmhﬁcdllvagoartua Betiod (PECVD) ehhribdr atitoré A MonSHBLIIE (Si0,) layer
h 2) 2y

pressure for the magnetic el ements can provide

| Té Bvdepesitod unondthe vppensxpestdngilieandebstaja aegions 720 and capping

S 41130 r Liphd s lic spyhave al so

nl\g%'éerg hjfllrrgb mclgﬁ %ﬁéﬁ/& S c(f)efi lgi7r£E St;ogﬁgtaf}p cé"?]:lﬁ' rwp arent layer

dencletisg, intembliopgnetyeralthyt dof kutmahﬁiri]l:l}al Barispadnt Oto infra-red

gLve rise 1o qgesiraple magnetic swtg¢hing .  properties.

f‘?\?ngEﬁ%Wa&t%fﬁo P B EIG SpuriiCaRes/0ds sanyvn mdigure 9h.

Once a security device had been manufactured it is

tested, either alone or as part of a batch of such

secur i Wherd egverals sectityddavigesi 700 dre snatwdachotd nipsh iacsingle silicon

r ops e ..characteri-sti c_response i,s ured to ..
SRR oo S5 oSt tSlat 128 o sTRRHRy 2 AP e ot = miality of
tilfvidasliseqiHtadevdies oot y devi ce. Magnetic el ements are
first tested to determ ne whether or not they operate
in the sharp swtching node. A Kerr magnetoneter, as
descri ' j.ed J4C 73 . .
3947, ’I?gg%’b ﬁ?@&gisfée 75 a'\f{r%égs%rv Sllaf Rl ??:é?{’/‘ﬁté devities using the
provbssrherdinkpdore tdesctibed nNDaringpiodadtiondifdhesapeptotype security devices
| eme or,.exanple, five points on each el enent nm

t. . F y .
Sputter denasitink PrGess arAmsers U WerRg asfolloms Z99Whpower setting;
dagnskésaRl sYx ST Mibadi AgBh Nghsi Bas pressure 1 to 2 mTorr; flow of 5

cc/minute; substrate rotation rate 10 rpm; deposition rate 1 to 1.5 Angstroms per

second; and a substrate temperate of 22 to 27 °C. It is also possible to apply a
magnetic field along the plane of the device during the manufacturing process.

The applicants note from an analysis of their prototype security devices, that
fine tuning of the growth rate and/or spuiter pressure for the magnetic elements can

provide improvements to shatp switching mode magnetic switching characteristics,

- The applicants have also noted from an analysis of their prototype security devices,

that magnetically soft materials tend to give rise to desirable magnetic switching
properties. ' '




deened to exist if the variation between rreas_urg%a 0}12007
coercivity values fromone nmagnetic elenent is shal
WO2H9ATEY with the variati on between coer ci viRGEREB2003/003938
nmeasured across a nunber of elenents. In practice,
magnetically sharp structures switch with 15 | ess than
0.2 Ce variation across the elgment, while one el enent
may differ in coercivity fromanother by
approximately 1 - 2 OGe. Ajitter measurenent may al so
be made for each magnetic elenment, or for a group of
such el enents, by repeating neasurenents on that
el ementOnge ausscutiyy deywedad drean manyfabvednii dh tasted, either alone or as
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differ.enﬁces be en ma%netiyc eiﬁrrents remai ns al nost
CORETA rom-prpther Y approx iy g 4 H& neasured 5 nean
coercivity agai nst the premeasured characteristic

response, an allowance nay be made for a constant
of f setA jenvaessurdareent maysalse be made fpeenshtmagnstic element, or for a

' i f desi .
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20 otefrhinirgfhoWERGLH BIEROERIVIEYWahes bebdleenabts D ifdaflrements. These sets
tenperatures, including tenperatures outside a nornal

8 areasureigente W Fepeied MEgemer &y weh ipagaetic slenest/group of the
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security device, one hundred times per each magnetic element/group of magnetic

elements at room temperature. The measured coercivity values are then fitted to a
25  Gaussian bell-curve, and the mean coercivity and jitter (as indicated by the mean and

standard deviation A of the fitied Gaussian curve, respectively) calculated.

The applicants have found that for various embodiments, over a typical likely
operating temperature (for example, from -20°C to 50°C where anti-misting measures

30 - are provided in a reader), jitter exhibited only a weak temperature dependency.
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nmeasured for a single nagnetic el enment should be set.
This can be an absolute value (e.g. 0.2 QGe) or be
determned relative to the jitigr magnitude (e.g. 10%
of the neasured jitter value). Security devices having
one or nore magnetic el enents that gave rise to

coer ci Vintwirivad érbodimeits) e ig b @RaQirab18 WepédiRnc20r - mean coercivity
permtted varjation should be rejected. A desirabl e
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sémpqratyre&evu ces may have their preneasured
characteristic response defined by a nmean coercivity
value and/or a jitter value A for .30 various

nmagnet Howel@{remiesiral ordreqhiied Rf viman Rhes eﬁib%ﬁﬁﬂén‘is coercivity and
Vari ous ot her enbodj ments use, for exanple, el a
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266 Be?ﬁﬁd&oﬁ@é’dh@ﬂ@ﬂﬁé @RaRdBat 3@’0 0%Pand 65 fk a security device

device is conpared to its neasured
cﬁgf‘ﬁzf %§§R}ﬁnﬁ) o abpt 80 ne i f that security

device is a forgery. The preneasured characteristic
response can be encoded, for exanple, by 5 digitising
t he vdnuwactisfe, lahelppaaﬁmibem dhey perynitedt variatidre aflowed between the

val u Y us enbod nts, .these val yes ar
SBiPsdioroRndl S PFRRILER A RadlegraBrAiTRgR Stould be set
SHfidlbarl Ye GaVALRSluteeviie (e 02 08) ¥ b ‘&ernﬁﬁeﬂ%&h’v& & 'the jitter
that . may be unique. In various  other enbodinents,

tpREEude (Ge s10% eofsth@ mehseed ditiar salye); Semuityedevices having one or
t
SRS SRR 8 W kv S5 St D AT o g ot

lpemtimv:h'ﬁttibﬁsﬂdngdbe@ebwﬁl ues of nean coercivity
and/or jitter value A representing a preneasured
characteristic response can be retrieved/recovered for

a par &é&hﬁﬁle%ﬁ%ﬁfehb’uéjf%vﬂh&ﬁéﬁ%mﬁm% %5 ﬁtgr g@g&&ﬁ% order

val ues of nean coercivity an itter val
$hat theimean coercivity be easier to measure. Mean coercmty can thenbe used as a

parameter for a premeasured characteristic response. Jitter may also be used as
parameter for the premeasured characteristic response, e.g. in addition to mean

coercivity for respective magnetic elements or groups of such elements.

In various embodiments, security devices may have their premeasured
characteristic response defined by a mean coercivity value and/or a jitter value A, for
various magnetic elements or groups of magnetic elements Various other
embodiments use, for example either a mean coercivity value or a jitter value to

represent a premeasured characteristic response. In use, the premeasured characteristic
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forgery. 15 Security devices may be attached to
articles in order to aid in identifying such articles
as genuine or non-counterfeit.zdn use it is necessary
to read the characteristic response of a particular
security device in order that it may be conpared to a

prrespoassoLd sehiitpdbeitd &l dotngaPSPRNBEmMetEd Sfirdc¥ristic response to
exanpl e, .a baseline response. Any 20 differences

bdetrameihthehiesuiiydevisnts afoegremsur ed response, out si de
of any allowable I|imts, indicate that the security
devi ce that has been read is a forgery. Since the

pr oduc Therprefcasagsde thatacturistie abipohse €4 b8 Sericbddae VB xample, by

the.control of the manufacturer, any copying of the
déigizsing,ithq velugp et thenmga seergivitysandiori the Jitigr vilweeht I various

C 4+ eri Sty o) r .exanpl e,, mean .

CBRBBRLERLS thae FRRORS Sordd T gl (AR R Besponding

ofecayityt devce, leithér Withndr Rdihdutoi GlchBfiski thet MaP LBRMIGRICR: various
odi nents are descri bed below in

Various sych e i
c ﬁ%%l%lb%ﬂmﬁltﬁ esegiaties arpetared sepagstely diom the sairespondipg security

Fagk ] -£al Ly ri

AR o vaEpat SmBod B Wn il LRARME Bperaiioh (B HeR betow) e

ofipitised wglues ofaran edercivity aad/er jisthi vali® APRPESerPngd premeasured

security device 900 while the security device 500 IS
agtaristie, refRonss SRR ba refrgyrd{reeovierad) fgr @ particplaxseaunity device and

93 0 .37 Jhe.readjn .
AR e R e i R R PP A i peouriy
afevice gintportiig disatle sanieadBvidepsoBAD @biefmle S¥IRMHeS obfdtiBe security
t he, magneto-opti¢c Kerr effect (MXKE). The reading

Vigh g@a‘zéwh@wr@sﬁm@@g hasbesnapeamiradisn Hegern34 whose

5 internal and external surfaces are bl ackened using a
black matt anti-reflection paint. The size of the an

al um Becumitldsgice0Bdy be attached & byyicRs dmorde? tocaid in identifying such

e R W R D SR
tspoc98b a Mlh@tﬁaﬁ SecRfiBY Hekse h td2d&Ottat @Ha?gngfgzghﬁﬁred to a

(not shown), is_  operable to produce a co 1
peemspsyed shayadfergticyemneonss, st as &ir expmplee g dapdlive r6PoOnsk) Any

g%féeg'%@gsn %&gﬁe@g nﬁ%ﬁ%&g&rﬁmérgxg%%%ﬁ%agﬁgpso%ge, %h%?d% of any allowable

limits, indicate that the security device that has been read is a forgery. Since the

production of magnetic nucleation centres is beyond the control of the manufacturer,
any copying of the device will almost invariably result in a different characteristic

response, such as, for example, mean coercivity and jitter values.

Various embodiments of systems, both hand-held or otherwise are envisaged.
Various such embodiments are described below in connection with Figures 10 to 17 of

the drawings.

Figure 10 shows a reading arrangement 930 forming a component of a security
device reading system for obtaining a measured characteristic response of a security

device 900 while the security device 900 is subject to an applied magnetic field 932.
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reflected fromthe mrror 950 into a second beam path
15 channel 940 forned in the alum nium bl ock 934. A
pol ari ser 952 placed into thg second beam path
channel 940 converts the | as 17 beam 944 into a pl ane
pol ari sed | aser beam 947. The pl ane poI ari sed | aser
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942 is oriented so as to collect reflected |ight 949
that is reflected froma security device 900 when

bei ng TRagkadthy P %,véﬁ'ient' H3cp c%ﬁﬂiebtéh ARWiARm BARKNO whose

tened wire-shaped magnetic elenents
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having a largely reversed polarity or nodified

inten't vvi hr ectt e fjrst isatio

state. by SRER Totlostedd B0 he Bimpl Bl 5t Segopd beam path
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Kerr effect signal ‘{)roduced when t he Eﬁ}éane pol ari sed

Iseepad bease path ghamnek940ranyeris the laser hepe Iddniota nlang polarised laser
3 S O BECHA ORI fod Yekin S GG IBLEARATRBAF beamm path
or éxanple ng arrangenrents out a

phanmel ®Or and/ or anal yser and/or using a transverse

or pol ar arrangenent may al so be used. However, a

benefit of using a |ongitudinal magneto-optic Kerr

ar 1 AngRInidifim Uidt 934 S8/ \Bhihdsks a Airdclit! SHP cBibncl 942. Th
i nproved g{néna as conpare Stsr%msverse or go ae °
ﬂnrchb&ganpzths:hannel 942 is oriented so as to collect reflected light 949 that is

reflected from a security device 900 when being read. Typically, if a security device

R 900 has wire-shaped or flattened wire-shaped magnetic elements 902, the applied field
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932 is applied in a direction substantially parallel to the axis of the magnetic elements
902. ’

An analyser 954, used in various embodiments, incorporating an optional
quarter wave plate and polariser is placed into the third beam path channel 942, The
analyser 954 passes light of a first polarity and blocks light of a second an orthogonal
polarity. Light of the first polarity is reflected from a magnetic element 902 when it is
in a first saturated magnetisation state, and light of the second polarity is reflected

from the magnetic element 902 when it is in a second saturated magnetisation state
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- the el ectromagnet 1s

or phototransistor circuit, sensitive to illumnating

radi ati on. The photodiode circuit is 15 responsive to
light transmtted through the anal yser 954 to provide

a signal proportional to the38magnet i sation of any
magnetic el ements 902 illum nated by the plane

pelarisef |aser beam 947. Figute 11 shows a mrro

Dot 3 el Fyered Mokt o Hped seenalion ity Tempebhto the fins
2 Chaphdtiddtiodst®69 nmay be used in conjunction with the

readi ng arrangenent 930 described herein. The mrror
actuator 969 conprises an el ectromagnet 971 operable

to def t .00 | I f ' | t 9382

at t ac oy st 982 AEE g GaiE O 8 Bl o, mpasure the

f langitudinl nsgneto-optit Keftteiboiuighad pioduced§wihica! the line pokfised laser
neblﬁ.core 980, a‘%g a second actuator coil 988

izt BhivingidsaiBpRn Hiegnagnetis clementsndi2 c Ohir anamgto-optiis Kerr
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conngct Lo the. netic core, way O a .
chmatiefiteng 19%&‘.%%35 agRetAgPlc ?%X‘Tﬂgé%‘&’éfdlsb@ﬁt it ggmerally
) | ; tic
SpeviagantitArARH ek 48 oBp AR RS tran%@er%lscé' gt&)?aﬁfgﬁgug%&% |

core 980 proxi mal- one end of the de enment
982. An unsecured end of the deflecting el enent 982

di st al olt 984 s t eb bl e t VE . 4 .
i th pAlleea WSS Bra ke B ohelnh S0 defiRiof b o8B hich in
i this| embodimeht tiieorpReRet 4 CloCusviisClendO8dd NGRASHOE? Srdhlit or
;{%/ (B2Q03/ 003938 39 deflecting field due to the

forapsiger figuilesegefier tn dpratingandietion. ndgn dbptodiode circuit is

) e i s ) ) ' .
SRS 1 el o U s i
ywoportiona! pathe magretieatide fdfemyi magnetic slentenS802aiiimimatas by the

in res yent of the deflecting el enent
‘an energising current is passed

ansg to, no
o palarigecpssr et o
t hrough the first and second actuator coils 986, 988.
The first and second actuator coils 986, 988 .can be
conne&iguee 1] shosusa eisros aeshatoh2( fohmosimge reivpr §58i Sych a mirror

S t hy ough. both coi l.s. Passing an __jnifi.al .
SRAbEE S BRRES pacl] Ao Tilh e il iteBhont $30 afcribed
-heieliat The 1Bigdol SctlSer 9FBomRUSSPelectromagnet 971 operable to deflect a
mild stee] deflecting element 982 attached thereto, The electromagnet 971 comprises a

first actuator coil 986 wound onto a first region of a magnetic core 980, and a second
actuator coil 988 wound onto a second region of a magnetic core 980. The magnetic
core 980 includes a gap 992 at which, when the electromagnet is energised, a magnetic
deflecting field is produced.

The deflecting element 982 is connected to the magnetic core 980 by way of a
threaded bolt 984. Tightening of the threaded bolt 984 secures the deflecting element
082 to the magnetic core 980 proximal one end of the deflecting element 982, An
unsecured end of the deflecting element 982 distal the threaded bolt 984 is thereby
able to move with respect to the magnetic core 930 under the influence of the magnetic




10 the deflecting elenment 982 to deflect in the
directi on shown by arrow 990, thereby also defl7el\é’I Ch‘?‘OO?
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system 935, a detection system 937, a control and
processi ng system 939 and a beam scanni ng system 941
formng, in 15 conjunction wth the reading

arrangenent 930 descri bed above, a further part of one
enbodi nent of a security device reading system The

fi ' 0 ents for
EAHE TR Gy S R UBY 08 bR U B fioting
f dieldagyl $hiengild steel maenall dsﬁ/thd elefleding Memdh @8R eThe miPor 950 is

gener frll on_s t&g ? ri,ses_a driver circuit_ 966
oB’é’Pﬁ 108 PF & tipg slegment R32sangmaves B gsponse to
i mdvéﬁ&ﬁ'&'ﬁaetdéﬂéctﬁ@elen%t yang signal 970. The coil

driving signal 970 a periodic sinusoidal signal

conposed of a pl ural | ty of i ndi vi dual sinusoi dal
waveforms 972 oscillati.n at fre n 00_Hz
(see FligtRa&iopsap ge ]:'L%ﬁm 1cﬂrl? %@ ﬁ’%‘@‘gg‘ 'i%'ﬁeﬁlﬁ andysecond -
Osoneatatdofls 986)i988, Qﬁéﬁrst%@&cbﬂ’d 9{!1'&’36&%11@ 986, 988 can be connected
S|nu50|d|nally 25 oscillating magnetic field
olficeripsguch dhatithe sme goergising pirsent phised fheongh totfecdib Rassing an
Si nvent i.
el'ec ron?% E&@)rg%%ec%l%fgﬁg%m‘%ﬁ%ﬂﬂ re ﬁﬁﬁr 28y causes
gihe defidcting ehmhtﬂﬁz% Qefletel inf the diredtion GBEPH b 850w 990, thereby also
c‘#glsﬁs ovtﬁr detector 30 968 for detecting pol arlty

AIHEF 3585 | driving signal 970. The cross-over
detector 968 produces a synchroni sation signal 981 in
response to being driven by the driver circuit 966,
as shdligure 12FRihgpween fidld Feneratipnalysieni 938, i 0fetbétipnatysRMil 937, a

is ed 7 March 20 04/ 025549
S OB BRSS! 979 0 i e SR Fyetesn M3 e in
Ropfitstim with the defEnpBR I deiRnPPIPAdsEN b aﬂo@@ # Rirlher part of one
driving signal 970 changes In various other

dimiesh oEa sacwdtyslgwiee rradingspsiemol | er  that |ogs the
Kerr signal is used to generate the applied field
sequence (via a Digital to Anal ogue Converter), so

t he nifhe (ﬁemgmfdueﬁ s@AEm T3 tcofipriSes ok bﬁ@&‘éroﬁl-odﬁbmg a time
therebet n. éi q%ectl on system 93 npri.ses
iﬂ%ﬂgg% dd 952 deranphng tosp gwamty devm@g% nghe field

o %*5%',?32‘#%?1??. s W45 58 ol 544 g g

d@i%ﬁ&r 33hiin regfdhse tos anipdrivingedgay 97heThweil drvinig Spthl 970 is
b penodxc sinusoidal signal composed of a plurality of individual sinusoidal
waveforms 972 oscillating at a frequency of 100 Hz (see Figures 13 and 15), that
drives the drive field generation coils 933a, 933b to produce a sinusoidinally
oscillating magnetic field oscillating at 100 Hz. In this embodiment, the 100 Hz
sinusoidal waveform is produced by a conventional elecironic oscillator circuit (not

shown).

The field generation system 935 additionally comprises a cross-over detector
968 for detecting polarity changes in the coil driving signal 970. The cross-over
detector 968 produces a synchronisation signal 981 in response to being driven by the
driver circuit 966, as shown in Figure 17. The synchronisation signal 981 is composed




10 provide a unipol ar detector signal 973 (see W@chﬁzom
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22 anal ogue to digital converter (ADC) REGUGBXO3/003938
digitisation. The ADC 960 is a 10 bit device
operating at a 10 kHz sanpling frequency; thereby
giving 1024 possible discretg data levels for each of
the 100 sanpl es taken over the tine taken for one
cycle of a 100 Hz cycle to conplete. 15 In one
eofbo déquende, of! pikeADE3 U26h PRATBEE S A tikOhih MRDALAYIFFafe coil
ar oynd é}(‘)@g data points per applied magnetic field
cYFeRs signad 979 shanges. f la variqus othaslembddiatents, thersee awicypcadtroller

= S . averaged for, -
ENOE BOKCE: ot wSed GhehlBune L ol AERI GRS g sl o
f Amaleguei nGdmvertagnedd cthel efitidconfrblte tdahS d¥BAS! 2Qynchronisation
ctﬁer]gzlwty and jitter are measured. The process 1s
tRUROSER LAt ed for another magnetic el ement. In total
around 8 magnetic el ements are analysed in this way.

The control and processing system 939 is used to
acqui e detsetioneystdmto37 compriesseieteator usit 056 for@roducing a signal in

ract.eri stic..r n of . the securi,ty devjce 900
SR ARE et LRI Sfhlctecti an 536,i8 Pyapied togan aplifier 958,
Pipaly prddeRl byt 8RR Bnil i grqﬁ,s el
char ac?gr_i sti c}ar esponse tﬁndlt tggtme%rér]naﬁlgﬁlﬁg t efﬁ%e%nﬁlllqe;' 958 to
@reayideca ywipolps defegion signal O3 (seei Kipare 16)vb Gtie mmipbiar defeetor signal

9981 Bk SR RGRHIP RS RgeF A0 9B) 1) el e

AT D6 (hisant 0BET déviooTopeaitiag ko8 30 KR saMphRe feqfency;WBereby siving
00, 30 The control and processing

i@i‘f é‘%’ﬁts d%\é*i?:rgﬁeﬁr ate levels dpn eachsoithe JAOtsamples Halanneyer ghe time
R She ot Qoo bkl | U 004 025800
PCT/ GB2003/ 003938 41 conprises a m croprocessor or

el G PR {8 SPG Y oo LA Ape asTviebramd 100
HIAC Il g&:ea t ARdde¥ic f Rdd c}‘@ﬁg \‘};ﬂg nzfpk;ﬁ&i el & ta{/)ﬁﬁed at a

enabl ed by t'he m croprocessor. e Securl
Peey efesenndgl 0key dR0 ims109tHiz.t Bdta it keeragedgobarofiad OiSssec, i.e.

i i . In order to. :
st 9, ol B a8 oG TRl el Slipepf, RS e
@eRivity amdditiey e tyashired. The pEJeRCe Hsel repebfddsol bh&iB& 1Bagnetic

he rri]cnropai ocessor to ,be?i n )
clement. In total around 8 magnetic elements are analysed in this way.

| The conirol and processing system 939 is used to acquire measured data
representative of the characteristic response of the security device 900 from the
detection system 937, analyse that measured data and compare it with a premeasured
characteristic response to determine if the security device 900 is genuine. In various
embodiments, the control and processing system 939 also controls a beam scanning
system 941 to cause the plane polarised laser beam 947 to move across the surface of

the security device 900.

The control and processing system 939 comprises a processing unit 962 having

an associated data store 974. In various embodiments, the processing umit 962
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ring 10 buffer in synchronisation with a polarity
transition occurring in the applied magnetic field

932. When the m croprocessor g tects the Nth spi ke 983
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PCT/ GB2003/ 003938 42 defl ect a plane pol ari sed beam

947 onto a further area of the security device 900.

After - F ] 1o he mrror
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367 wogpe Jag Rostion ob aemire 431 Theo beash oamninEesysiost comprises a

BriPESirciii® 969 WhichnéThdds A'digRPto analogue converter which sets the current

- provided through the first actuator coil 986 and the second actuator coil 988. The
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switching circuitry is configured to connect the first and second actuator coils 986, 988
/in series, and to apply a driving cutrent in proportion to a control voltage 994 (see
Figure 14) provided by the processing unit 962,

In one embodiment, the ring buffer accumulates several sets comprising N sets
of data. Once a set of N sets of data has been accumulated, the ring buffer is disabled

- by the microprocessor until the N sets of data have been stored in the store 974. The

_processing unit 962 then increases the control voltage 994 to cause the mirror 950 to
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8L Wohdpiiredeiti G2 (RS MediBRH COkacteristic signal respomse. In various
embodiments, Palm-top computers can be used as the interactive display of the reader

25  and also as a means of accessing remote data bases, e.g. by using GSM telephones.

Various ways exist for determining the premeasured characteristic response of

a security device. These ways vary according to the type of security device and
depend, for example, on whether or not the premeasured ‘characteristic résponse is

30 stored/encoded on the security device; whether or not the premeasured characteristic
response is encrypted; and whether or not a unique identifier is provided in association

with the security device. All these possibilities provide feasible embodiments.
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nmeasured characteristic response, the beam actuator

969 is driven to provide a beam at points on the

security device where the pits are anticipated to be.

At each such point, a signal 4rom detector wunit 956

is measured. High reflectivity indicates a | ogical

zero for the data bit 10 corresponding to the

respective point, and low reflectivity indicates a

| ogi c Gikae ,SrE@, BREG ri

beam 8127;&8%&35%%% eﬁ‘bgdl neltois mayé&lgdéJﬁ ﬁg‘%@gﬁ’é‘?ﬂr’%‘gﬁ ed
achameteristicrespotise, comprisitg encoslath Hata repredentiend meanr eoentivity and a

S S et On s PR dTieb e et o 8 sewupty dfvies a 2 Spiuence
g%f' iBC Tho gits i@ Férmiedfih & AtrBslioh'cBMNdehSw Al § B XGaniﬂg‘iﬂrecﬁon, as

...I'n various other enbodinments, a smart car
cproyided by askasty aatyatere69¢ ePaerdtoudetermning thenmedsuead chathcteristic

t ed ,characteri,sti,c respanse .
P, P Sl Ao 0 3 RV 8 Reiog b ol SRS Gonu e security
Clevite ndheteod pith as@ 26BEPABA tORA! AVENGR SHichidihida FRARIUFRS detector
20 characteristjc _response is neasured as herein

Py iy mepshreder Higth refiassvityrindientesha lngigaletore for the data bit

FeFRithTnllo ol bt bolEuhs fov AHBR ARG B it
encode a unique identifier by formng a pattern of
canned to_see 25

shapes,. Such security devices may be
first Qf qun"ss@w Eﬁaﬁe@a%se& lasep heag 3‘5’@@?@@% gmhediments may be

VBEUsQidSusRRSSbR sﬁ’stleﬁ(i@%:fd?rﬁfe-a shhdil fg@:ﬁ 5potGRE at £ Qéc‘ilﬁ#;(;éﬁce 900.

rej[ect ed si gnal® can hen be used to obtain a bi
Vnilarly, deliedting eptitsomay be provédadrintthe deam peth ohanms} 942 to aid in

vigual | S hi.s,ds t0 consider t pattern of the
%E}“‘é' ‘%@B&%Fé?ﬁé?ﬁi‘mi‘ S w&%gﬁ‘ilcea%orm of bar code. 30
For enbodi nents of a security device conprising
magnetic el ements that encode a unique identifier, a

char aBt warjoys pthey eahnsimentepppniset oaubesuriesd segity device and unique

' nhef ‘ . ; Cindivi 0
Sl 30 oo RS ot Ryl SRS B B g sored
WOH2 b 02dh 4 The CTAERAMI0E/reLBR 3B cordéntidial manner and a measured
characteristic response for a subset of the magnetic

& FHSEIC 16PN 4F mEas @égeﬁﬁﬁl ss@edeadi ng process. In

an enbodi nent of a security device readi ng system
prenmeasured 5 characteristic response information is

st or elh ¢entain chobaibaens the mdpnetic daments ofie security device themselves

may be used to encode further information. They can, for example, encode a unique

identifier by forming a pattern of shapes. Such security devices may be scanned to see
firstly if aniy magnetic elements are present at various possible locations. A finear scan
pattern of reﬂected signal can then be used to obtain 2 binary value identifier for the
security device. A way of visualising this is to consider the pattern of the magnetic

clements to represent a form of bar code.

For embodiments of a security device comprising magnetic elements that
encode a unique identifier, a characteristic response may be measured, as hereinbefore

described, for each individual element. Various readers may however only measure




processi ng units have access. The preneasured 7 March 2007
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conprise a renote server coupled through a network to
one or nore security device readers. A system
according to this enbodinent is operable to determ ne
a unique identifier for each 44 security device from
the pattern of the nmagnetic elenents, or by other
ang, and to retriev remeasured characteristic
rnghﬁfg’ﬁ?é tenFfioTeRRATIS® ﬁor@oqugﬁ o6 tii megnetic elemncatsiigeder to speed up
| genbididSirodgter m ned by the security device reading

system e preneasured characteristic response
i nformati on can then be decrypted as necessary by a

respeefIJS secyrity device reader. 15 In enbodi nents
of the'lsdBuf &&E\'}{c@ Pe SRRURY Jipricenteadinge sy-‘tten, premeasured
| SHaPdcRBRsti® Res gbﬁ&aﬁﬁbf Ritibl G %?eﬁit’fneg cfa?a%é@ecger i onebyr more

si gnal respo been extracted i
t piecessing (Bplttbha;@smcess .0 Thi prepreasmeb chaetiREE akberideShiofmation is

SRR pncPeL, Sl St b et et cmprivsa remet server

Sucﬁr thrcRl@M | £ eRhbrk A8 E}?e 61 %ﬁagdseaﬁltpo&v%upgag&geu b system

a conparison is nmade Wt n of err
Acrdizg tp ghisvembagdimentds oheeblarte detmtmnﬂmaﬂlqué @d!entlﬁer for each

fJl uct a For  exanp
AU Bevifl SbBTRS Bioth i e bt glpmisats, R Ot mehns, and to
rretamrr pémeani&l shariotdristié Sdsportte %ﬁ'oﬂﬂatnoﬁ' Joﬁ%ﬁpJnﬁﬁ@ th Hfe unique
asur ed coermwtyut? by nore than ‘one

é‘il gt detegmaiprd by #he, Sequniey dﬁeﬂc& itbading rsystemre dFhe premeasured

ARSI KLY o 0T BRI OS5 e

rsalglnetﬂmcelrmnts are provided in pI an view. In the
first, a collection of regular rectangular nmagnetic
elenents (1) is shown 30 schematically and not to

scal e &'IBBodlﬁteﬁtE | G thO SecuBify &é a es% %%#@1%001!1:0%2 ﬂagnation

mat eri al is laid down to-a t
ﬁgéwdeng themeasuotd chamctsrigtiagigned rqspmnse bas been Extrmotedit 1slcompared

RS 30 G e g

Wa @aaaé asmé@m&%@owc@&emﬂ&e FRALECHANR Cihé Bdlirity device
eaﬁh nmarea Wl conprise a very large

qsge)gl ﬂéﬁmﬂ@PBﬁﬁfﬂE Yichigicompatisonds made wiithin a margin of error
allowed for variations that are introduced, for example, by temperature fluctuations.

For example, for mean coercivity/jitter this may be when the measured coercivity/jitter
does not differ from the premeasured coercivity/jitter by more than one standard
deviation of the distribution of mean coercivityfjitter values.

Referring to Figures 18 to 20, illustrations of three example structures of

magnetic elements are provided in plan view.

In the first, a coliectiop of regular rectangular magnetic elements (1) is shown
schematically and not to scale. The material of the elements is Nig, Feyp. The material
is laid down to a thickness of 40 nm. The overall area of the signature portion is 1 mm
by 1 mm. The i_Ilustration is schematic only and not to scale. In particular it should be




Mor eover, any representation that the el enents
ual wdths is schematic 5 only. An array of ?@&1%52007
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However, as has been noted above, any array of

di screte groups of different wire width giving

several discrete switching fields (for exanple as

above described), or a contiAbously varying array

with width varying in linear or other functional

manney (for ex | e as . above described), will often ..
PPEFisted; Haticachol m Byl TU SFeav ik coEPrteLd [Vgrysfapge Bipality of
ShEHGS vl giedaagral |y simlar dinensions. The
caveats above about the schematic nature of the
illustrated widths again applies. However, in this

Qe DGRt SRR, ROk sfRRRnisats Pestia] pidis schomatic
Qtﬁ)f EALE Birhy oS ARSFHIAE BGkes fidht B hifablelfor bdifle SpMlicating g However,

field and thus be preferred for certaind&oplicqtions. ..
fasyhas beanongted abaye, atyaaeycfidissectergenaps o8 differqyttwisywidth giving

d t . fromd. i el f .t ' QN :

e s GG £l R RS op oSy RO o CBbmtimuonsly
Stagyfit Aty WK Wigh vaﬁ_,@i%)mi IHenGratiye Tandiohy! et ¢od exumple as
bq)g 1 mna_gjrray of circular nmagnetic mcrodots (3). 20p
|agoveflescrited), Jrill oftgmbepiefareini ckness is around 100 nm

Each mcrodot is 100 gin in dianmeter. Again this is
illustrative only. Alternative shapes can be .
consi Biguesl, 19 sHows gaigenahlymeimBarostratiterer bawihy generally similar

RBP  AmecRUTES oS FORAIRE SoHee GBIB AL Eis R widits
'Salﬁgﬁgx?hﬁ’& t PRlvePer! BP RS UstaRbe] théedbtatizalak %gigﬁg’irlﬁ |e(.51¥1 Iﬁtl:) not have

re response is obtainable is net. m
isquare entlsg buinarb prewigedswith pointsd readsh o Differantliaghaped eagds ap affect

Serfbing R RS PRt P00 ATRhOR B8 Sufhnte end
Ghapitabeatie us ofavigivad depaigivi Gem the paitiéipleb bEthe divention.

nmeasuri ng the magnetic response of a snall area of
thin magnetic film such as a magnetic film

CONpr g 'ﬁﬂ%eg%cﬁégﬁp AbBtivd i@%ﬁewﬁ,ara&e sWrlabhrd Ndrtion
i nvention,> Tor exanple e signatures 1llustrated in

Eopprising 4 Berieval Biquate Vanmiby 206m anvagof 0Dala6agtetic microdots (3).
PCT/.GB2003/ 003938 . .46 The device to S re.th‘f s 10 .
AR dHe fsgnpe thigkmess Segoundnl Qohomn  Each; mipredog g 100 pm m

diameter. Again this is illustrative only. Alternative shapes can be considered, and

)

again elements of discretely or continuously varying size and/or shape, provided the

basic requirement for a device in accordance with the invention that a reproducibly

- measurable baseline signature response is obtainable is met.

The film is laid down by any suitable method, in particular by optical
lithography such as using the method herein described.

‘Figure 21 illustrates a mechanical drawing of an example of a small device
suitable for. measuring the magnetic response of a small area of thin magpetic film,
such as a magnetic film comprising a magnetic signature in accordance with the

invention, for example the signatures illustrated in Figures 18 to 20.




source, in this instance an infra-red [ight em ti]
di ode within the housing (11). The light is 7 M3th 2007
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the size range 0.2 mm- 5 5 mm The light is then
reflected off the surface of the magnetic thin film
placed in position (15) against it and passes through
a second pin-hole (13), with4§i aneter in the size
range 0.2 mm - 5 mm and preferably of the sane
diameter as the first pin-hole. The reflected |ight
then passes into a light sensitive device within the

housi e ddidelitmeatite Bkt nfpf¥ic REPhREREDrRes a high intesity light

phot ot ransi stor or photodi ode sensitive to infra-re
r pcet fnothis ingfancieiay ifd-res light ewiting dlgtlerpiithin the housipg (11). The

S it eyice j.s,sel e oshave. l.ow sensitivi

SRBT i ol bR il (12l SRt i el Elahe 0 2o - 5
Wink0The Gipkt i dhen fefle@ted ioffUthe FlidacdenfitBE mitett Biin il placed in
pai nted black to reduce stray light reflections.

15
NeRstioni(E5Fagaingt it and ppsyes dhrougioaprontd pindoledAb avithgliemeter in the

(4 e G RRF S PR el o e e i R Tt

the magnetic material under test conprising an array

of elqQngated e]enents, such as _ rectangles,, by... )
pref er iR ?q@ %ﬁ#@inﬁswﬁ &g adight sengitixe devigs ilinsthe figusing
i i . . S s,
SRR bl Brefecloe b BhoRLIRTE. of ibdibt BRI Bnfin-rod
andiatora nlyl thistibustiated| embppdboxéns therlighh sensiivg dletdite iG@lected to have

B $eoS ke cp L Pghia HERe ot s DroRedrsy tq e, gt wiflout optical
| seRniA%] ThOdekdaniy A& belhntbl Bl lo3Bhice kLY g%llt géﬂb‘éﬁons.

Iight Feceliving device i's connected to sui't
el ectronics (not shown) which record the reflected

I nt ensj . th | ' j | .
ol tor et B0 A CREBLD A M o R oo By megmetic
oy iatthe) Ganigh @-30000¢ el thivagagictic nfateplati indergaml In the case of the
processi n(t; electronics using a Digital ,Sign

I
PRASRENG gralesial Noger (St RATBRTSENN R GYRREOLC Preﬂa.tf%c gleppents, such as

Ty SR et S X Wl
dloyelomndf tire fibn med siter aloig ¢he [Ghg-axis obthe clafgateiclrastures or at an -

3588 1 3he Wrsort 2othsgomss ol A peAl emvn B, Eoil omm be
Wrdsbntt® bippty 62 8alliGore 6 A dainsvERRLySth GRAbnREAE B BieReire.

el ectroni'cs then identifies the nean swtching field
for each of the major switching transitions in the

oot %ﬁ%ipitig%ﬁﬁﬁqist&hﬁg&gﬁ{ Beh %5 61k Cis Yplifteted to suitable
EletiréBe poy ﬁ@ﬁﬁﬁghicﬁ feopRtDiive Yefiddted intaasityiffosn BB andgihetic material

necessary deci phers the ‘frerecorded basel i ne response . -
while an altermating current is passed through the coils generaiing the applied magnetic

field. Signal processing electronics unsing a Digital Signal Processor chip or a
Microcontroller chip record measured responses over a number of cycles of the
applied magnetic field and add them together coherently to reduce noise. The number
of cycles recorded will be such that the total acquisition time does not exceed 10
seconds, and for convenience will not exceed 5 seconds. The signal processing
electronics then identifies the mean switching field for each of the major switching
transitions in the recorded signal. These are then passed to other electronics (not




froma magnetic strip, smart card, optical bar
. tch 2007
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nmeasured response to a renpte data conparator having
access to the prerecorded baseline response, and a 5
conparison is made. Figure 22 illustrates the
application of the present indifention to a snart
chipped card of ot hervvi se generally conventi onal
d Si T e card (21), typically sized and _shaped as
jyhi RevEF a4 PPW%H@FIW%WG@W%G% &aw&me response
u r t
.%%%ﬁ’% ol Sl PR Cerl ophlfal AR obdch G b iR ety Source or
Thlectrmnacddata stiorg msothcrrmemis,pd’ramnnmhveiy imhsmiitsethe aneaslred response
nforrmt|o stora emis the spmart chip
(558 ¥Eefy 4ot Con BRI AF 08 eherBoar el s apspeig and a
icén Biiddee (24) whi ch is typically provided for
backward conpatibility with nmagnetic stripe only
systems. 15 A magnetic signature device (26)

Y . by, 1 f t I t
of gl 22 o e mRRiRoh Y ot viaiom th e Ghipped
| Carda pP bihevien gedeRdlyr @ak etfonildesiziB I TheCabkdl (2170 1ca11y smed and
conveni ence,, 1 n_the exanple shown, it sits wthin
fg'ai’ dsiagredit card or dhnlike, end whiohgway indeed bg wdraétae@edaycard or
t | t
e ’Eééﬁ@a%%%hﬁflﬁ? vigv b R 1B shd bk R () The card

vuarrtas ok |a1phaﬂmmimrmﬂirmamn bl iey mﬁllﬂﬁrmawmgé s’ystem is the
ght be to i|ncarporate

hi f
By o, 25> <TG Fs beckey wg]*éomgﬁr gods @Akangd @%@W%@pe 24

|

t‘ﬁ%‘% B BRRELD préyaO Be SRy SRF R IRy R MR Blipe only
cyEomsi ence, and the magnetic el enents (26) could be

pl aced el sewhere on the card. 25 At the tine of

manuf acture of the card an-initial baseline signature

readi E‘gm@neﬁoa&gﬂatu@@eﬂ&y(l@ﬁ o@ﬁilpﬂﬁn kM 3 ffn B9 VSBmaarray of
scanni n%‘getorreter In the ilTustrated enbodi nent
e

émagae elRrprapsialedesipn irpaccowipanesuth te dnvention israpplied on

t | . :
Ereiof tho SUnd | Bkl conliittel A Hlalnld 8IS, UELRfn he

_;f@d:ilprmt Ioéyhe:ama:t ohip dselfrBdtiusatid Bptle Broken e (28)ndFarmany
red on a. agsr termnal ar . even on the card

PEFRIETNG ¥k iy Magnetien egtsegh £26), within this
ﬁxﬁe 'Anbﬁte a%ﬁoé’&xr tofa¥nibiha %na she Eﬁfeéjc ﬂﬂ‘ﬁ}b&'ﬁorate

product of t facturer, toelmn
ﬂwrlﬁlatizei@}mall 1 mm wide magnetic s1gnature device into a speclally enlarged

space between contacts on the smart chip. However, such placement is purely for

convenience, and the magnetic elements (26) could be placed elsewhere on the card.

At the time of manufacture of the card an initial baseline signature reading is
taken. One way of doing this is to use a scanning magnetometer. In the illustrated
embodiment of a smart card, the baseline response is stored on the card, having first
been digitally signed using an ‘asymmetric encryption algorithm such as RSA. The
public .key can then be made available to a user and/or stored on a reader terminal or
even on the card itself without compromising security. The signature can then be used
to verify that the card is a genuine produst of the manufacturer, and to eliminate the
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transaction fraud and identity fraud. In use, the card
is read by a suitable card reader, in particular by a
card reader 5 incorporating a signhature device reader
such as that illustrated in F8gure 21. The de :e
reader may be incorporated into an existing smart card
reader. For exanple, w the enbodi nent shown, the

r R 1 Hetdndeat rigisusenel slogadqopice| @nthe cardeadialo consifides an
CRPRNAE Rk Ral B GR Gt BB pA R RS, T

conventional smart card reader with relatively little
engi neeri n%ﬁlo i,f%ﬂggl ty.. ILn this way, cards and :
r eader' YSErtEF B AL 1EHA PY 8 SBb bR caTe readen, In partigelat bibm gard reader

CRECHbBRAE . ﬁ%ﬁhﬁe'&%e R&fdel YL gl'a{e ixmgrgngi}fi{fﬁrgg&rg 1. The

and aut hentication systemherein descri

 rdsaderreatenmayds iavorporbied linto empmiztieg fsmarh dakreaderd . Folrexample,

CHP e A BOASou e RBEAE i BT St SR b o
GRAY 5ol kidle bP BRI ST ALEGhAtRER l}__jﬂ?le%ﬁ{agt daha %ateﬁxgand 8§ can be

exi sting data storage devices. exanpl e,
Haeasperated dntgra conventiom! broart eerdrigadbriwith redatively lillesahgineering

f n t mart  chi 22) he bar, cod 2 or t
ERNEY " 3F oy OB SRE LipadeRy woinins bapresih, Plapplile 1o
ehventibal datdirbderaeihabiogy abURBIMY Sedasntift8tion and authentication
predet er m ned and prerecorded expected 20 nagnetic
Sygemberetn depprdbadeader i s adapted to conpare these,

within certain tolerance |imts, and to indicate

whet her the card is authenticated or not as a result

of thdhe rexiepaeasiwss. anTicmak repdnse &oth the cant oAdampertetd baseline
vari ous enbodi nents of the_jnvention wll 25 be ]
ZEBPYE 45 RS0 ST 1DOR e G THE Sen bk iometliany padahigiform, but s

%Bﬁfebieﬁﬁf thebRlobied ﬁﬂ%h't SarB§l B oé‘,‘t!ﬁ&eﬁais ' aiﬁdét&g%e devices. For

without Timtation bank and credit cards, secur

iexdnaplapthe basaling rs@emrmgw bﬁ r@aﬁ;ﬂ;ﬂi ihiitsamicmpt?qﬁbrm on the smart
B4t 20 ek B0 B B il B e s TS e

bothvihel @stual Sagavitic gmakeolsd el Redeformiiicdusidl gretechidsd egpected
of counterfeit _copies of original cards. 30 The system
Pagndiesygnatirey The scadeis @fimdg toj qenpagsthese within pertamfslerance
RARECAd I indllaleC RnBneeNl Gird b ARFARHARE Br Mok s PR O thar
enbodi ment s of "t he i nvention serves ‘
compatison.

The smart card in accordance with various embodiments of the invention will
be applicable to all circumstances where conventional smart card technology is being
used, including without linﬁtatién bank and credit cards, secure information storage
cards, identification and authentication cards and the like. It provides a means of
authenticating the card as genuine, and thus provides a significant obstacle to
franduleit misise of Coutite?féit Gopies of ofginal cards:

The system represented by the embodiment in Figure 22 is a simple system, in

which a device in accordance with various embodimernis of the invention serves




WO 28{H(9p

10

15

20

25

30

7 March 2007 WD 2004/025549 PCT/ GB2003/ 003938 AXarch 2007
nerelé%to aut henticate the card as a genuine

ured product and thus to detect coRGTEEBA0F/003938
copi es, and in consequence the predeterm ned baseline
response is conveniently stored upon the card. It
Wi Il be readily understood that such a systemis only
an exanpl e node of operation4®In one alternative, the
original "expected" 5 signature could be stored

el s ere,, For exanple, in relatio 0 the use qf. a
GO ot lars eGR4 egiing Datiehiied progpcigand this fo dotoot
fdoRARAbR! copfls) 126 @ SinS ¥oisBilent 'thE RGO badeRil tresponse is
card, a syStem can be envi sage ere a plurality o

ccenveniently stoved wpomethe eqrdwiiewil be repdlily wndetsyoodfthatendie a system is
and .where the r [

i ders ¢ ek ”
Gt PRI B O SRR FoRRT AT i pEetgh fospgeted

Widnbtuee s@adYe bordll dstuhererFatakanbk, htlebtioh 6 these 7 a card as
adapted tq process signature information for .
villystrated dn iFigiire) 42 po part of A fnaedialsrdess wystem, o gxample as a credit

NG rel rd . . . j.0
Rt pEin QR SRt bia s Shdafty JPORG: B i8I Rhere 2
ipldealdty roftreadersi Ae i 03 dediwhéret the retders @bmprise widdsttiboed setwork
of,,the 1 resent invention,in, a Ilgck and

. key. . .
fifha Eotan S0z, suchy & yilh plreadyc bl F@ReD Dtlls being further

c . . ) ) eri _
B o, PRI B Prarll BRSO Bhipes T oftdrfing with
g principlesherpingtestribed.e | @ivemmedessohorevationswill des maaidie duggest
Ihe kl?v)Y. card is provided in association with a card

BeElPS ock arrangement 20 illustrated schematical |y

by the remai nder of Figure 23. The lock (32)

incorporates a slot (33)_ into which the end of the key
card feBgureah o lustelian iscoroviies of fisrusprat Abctrybodiments of the

BRSPSt UL Rl iy PSP R SR e rou
agprink; 24 exdldpld o€ o suitdble i)y mdtedalnE grovided iwith aidevioe (36)
R
control unit (35). The control unit (35) stores or

otherw se has access to the predeterm ned expected
r espoRsekey card dx prayided St @ssoetivh ivathng chidreadny/ldakciyangement

ti onal i-n encrypted fqorm.Jt 3Q.effects the
R sl ey B YR ap O SR B rmt o |5 ound
Wi thin predeterm ned tolerances, passes an

instruction to the control neans (38) to actuate the
| ock The/egk (32) incorporates a slot (33) into which the end of the key card (31)

can be received. When appropriately positioned therein, the device (36) sits adjacent a

reader (34) of the general design illustrated in Figure 21.

The reader (34) obtains a reading of the magnetic response from the device
(36) in the predescribed manner, and passes this response to a control unit (35). The
control unit (35) stores or otherwise has access to the predetermined expecied
response, for example storing this within the lock, optionally in encrypted form. It
effects the comparison, and in the event that a match is found within predetermined

~ folerances, passes an instruction o the control means (38) to actuate the lock levers

(39) and apen the lock. |




(39) and open the lock. 7 March 2007 WD 2004/0
PCT/ GB2003/ 003938 50 Although the exanple ill ugitq}%é?“h&om

WORK402354t e 23 i s an el ectronechani cal | ock, iRCT/GBIOD3/g3938

course be understood that the principles of the
present invention are equally applicable to al

ci rcunst ances where a physical or a virtual |ocking
means or other 5 means of ac&¥kss control night be
consi dered. For exanple, without limtation, a device

along the lines of the enbodinment illustrated in

Fi gure 23 coul d be used in conj unction with an

el ect neRbishl M) 5@?1 1:{1;‘&‘3 d 53 W 454 axd'lébh ical lock, it
conj unct{) ﬁ o terg#M c 1 gn?tl on % © anie k

weliuof Iceurse he und@rstncd thah tiwi principlesedfetbe poesient mmﬂisml dre gqually
bbb S B tebisRiact Sikfie Al bt Sl BAGE b & otor

5  htasy bf a&eswécﬁﬁfdl Agheh® o8nsideeede d WoP BRAhpIe P RABbESlimitation, a

1

(=]

1

th

20

25

30

a nmeans of restricting access to a partl cul ar service

dedce along M lindsuafithecabodintsotiilivsinated &n Figwge @3 bl be used in

ill.ust.rat SQOCi n t

syt R o PRGN 87 by o s 1R bl fpiygton with an
klebtednic igaitlon fofaeshiRle) in Gonjldvtiph Mtlden sleuvsHit ikdybiliséit for a
is.in the nature of the present inyention thaj these

¥ehiele, #na agans o rfwgolémsfa@ﬁ@ﬁttosq gisss K e %F@&?n@egqmpmem for
FEERIEbPlining MR bR AEp ol KL g Rl Ty i being
ameys te x pamideiar sfvicogter ati on can al so be envi saged

where a | ock provides for access for a plurality of

users, or indeed where a plurality of l|ocks are

provi ﬂ%‘e ilﬁs@été@éﬁﬁédﬁ@nt"‘& Elﬁgl% cRidYE ﬁids&ét‘ted %paé%clmr\ﬁﬂh the
In a first exanple such operati on, 5 urality of

logk, kslnambtlae,mumaﬂor Sl}npitﬁ Sklgipsusexa lasks itoisi it be necessary to

e

ﬁﬁ%ﬁﬂy Bive déff@bnilsitinbtuye @dvicep, eAa&@mngm tife laciewpuild\iee®th store
25 to control_operation_ of nult Ie user office

g remeEd to baspling denatusssfop acd, ofidse datiotrorMers popplex modes of
i R B TN AR P e s pty o

mhest o indtﬁdvhmt wipiirality of ievks tregirovdedincaseogation wigh a plurality
tails of :.the cards of all authorised users. Such a

%ﬁ‘ﬂ’ré'm al lows not only good security because of the

difficult of producirig counterfeit cards, but aI SO

all ows control and nmonitoring 30 of access in
act i o airst.example of such operation, a plurality of locks and 2 plurahty of keys

are provided in association with 2 multiple use eniry system into a secure area. Jna
second example of such a mode of operation, a plurality of operator cards are provided
to control operation of multiple user office equipment. In these examples, all
authorised base line signatures may be stored on each lock, or alternatively the lIocks
may be linked together on a distributed network to 2 central database storing details of
the cards of ail anthorised users. Such a system allows not only good security because

of the difficult of produciiig cousterfeit eards; Biit also allows corirol and moniforing

of access in an active way.
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further enbodi nent of the invention is ill ustratéé[a{%%lzom
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accordance with the invention (46) is incorporated on

a | abel attachable to an itemto be

identified/ protected. The | abel conprises a plastic

tab (41) which optionally indorporates al phanumeric
information; a bar code (44) etc. to store, 5 for

exanple identification_ informatioon, information of __

or o ni e o aF AL EemRon i sk kO MEBBLE s dAFiEyro 24,
be sigabild @ehicel BradcBRIabblwith %@H@&t?ﬁlr A ggﬁﬁﬁ? Fsﬁﬂ%ch%p%{:ﬁtétf)o@g label

| abel | ed by the attachnment st
e Atasbable i anl itdny da baidentificdlpeotatted c The hbelsomppisésk2)lastic tab (41)

o Pl ol B o R o ntion f b cag 49 O 1o stor,

- PR TRAApleddait REAACHIRHatiG, kAR S Ofrici ng information or

particul ar inportance 10 a 'nore conpl ex attach

g likre plovt digan tp pe dabelled gEe tolh(4d) isdttgbledfto an diesmiplbe labelled by
iy . : o % .
B8 st P KaTE b $BogiloR B

=0

r en%tjf?gﬂpﬁg strap (42) is

| intemdedTiea siiisle logpnittaciimdrit 0 WiticEerd | thayBe kélfahblk 8 pBimanent,
itens in either a tenporary or 15 permanent nanner

pie speurity arhpermannce ehattagkment of theplel re ofnestiqular smportance

. _ S o o, dir |
% B Bl GOBEAFRRRILIL heldS SOHER it HBRL 0k excapt
vintlhdru tlodkiimg tra¢chenisterptamper] Beeution ymedhahisne, g gRdication
| abel s, aut n&%oity | abel s for high val ue branded
ﬁ?@ﬁ??hpﬁ &?' Bl ar clothing and the like; origin and
identity |labels for the sane, for stock contro

pur poses, and for exanple for identifying original 20

and hdheembodiment of Figung 34 allows labelting nhiterosini siihend temporary or

' rtcles intended, f not her market: .
ARt BRI ShGL 1t & 55 ARbER §5testhlp I8 SheXeporB d Gbvice in
e¢detage @Fith thedfFentiba l@kalybentd dhe/ fed itsa1FS Ug 1¥@bdeP of use
to ke it difficult for a purchaser to transfer

a
thewt bmitefersimprevad seevsity aitling laggass lehsiwianthowsisity labels

(raEy!
W r . .of . .
e Figh VAL frltl R Ao cLoghg, RN B St fdsmtty
Zabelsifdr the same for stovkicontrol gurpodess aridifon gkaruple i identifying original
B2 35 35y AT o St R mented
% | Ao . . ¢

Imﬁ dfuﬁgegkﬁa%pbﬁ’eﬂ [ venﬁlft?t&lé%u dag‘é [ ncodrigjorlat g%t}%rﬁ:etxﬁiélﬁng of
ems, ddwls being useditesuchniviaytae tqomeks i diffieulhfor agpurchaser daltransfer

¥ Pl D PR e o e R Bt 5o ot ¢ Bty Wy Bk

conpari son to authenticate

The normal mode of operation of a label of the type illustrated in Figure 24 will

~ be authentication. Accordingly, the prerecorded signature information will usually be

stored on the tab (41). The prerecorded information will be stored in any suitable
machine readable form. In the example given it could be incorporated in the bar code.
A reader will be provided adapted io read both the magnetic signature of the device
(46) and the encrypted expected signature, and to effect a comparison to authenticate
the label. The security effectiveness of the label lies in that it is very difficult to copy,




the label. The security effectiveness of the |a
lies inthat it is very difficult to copy, 7 l\/ab}elgamhzoopf
WO 20/3/825%D 2004/ 025549 PCT/ GB2003/ 003938 52 HHGHEB10AH003938
random nature of the signature neans that a copied
| abel will be imediately identifiable as such.
Figure 25 illustrates a data storage disk such as a
CD, DVD or the like to which 5% a device in accordance
with the invention has been applied. The disc (51)

ncor or a a magneti.c signature tab (56) conprising._.
ol et Bsar Gk coprerdhepily be immediately
V\Alaé'ﬁuﬁaﬁlggsgﬁﬁg area (53) not otherw se carrying data.

An encrypted predeterm ned reading of the signature
(56) is provided el sewhere on the disc. 10 At its

o1 1 ows Flens? fi fiapin R Sorgee Pk ithion 21D ATV op e Bco to whio
5 Caxievih ackordhtRRitl e FRUAERT a8 bkt ARIiES ﬁ’é"cﬂsd an? mcorporates

association wth a suitable stock ntro syst
t PRRENSHE gignabiviel tehe £36) neamuising nggneticnelements gisnaiave descnbed

a f r ortation and.the |ike.
gﬁlfér&w Sgldr%éha vance%ﬂ?i @éf g’Pl[ %‘5{5 stz ee(%i'% crypted
caredttermiined feadihy bEe siphital (5619 bf&*icﬁd%léé%bx@ nliAgss. s
to read the device (56) and to authenticate the disc,

and which will be disabled fromplaying unauthorised -
10 COPI eSAt #d sitnpledd v {
wher eby - usc ﬁ &?E}fggﬁﬁf)gé (gfr O?gﬁagﬁﬂ’bdé‘é %%geg?alﬁ&@s i manufacturer

cmllﬁlwtlcam omgmhl GDSJDVIBE id identifyt omnterfeittcopias,i @ldtm@ssoclahon
ser licence

ema he ven i.on as part of an end

¥ 4 SRl ook HoglpIoSyeb 30 ik amincand: deshestinp of gemine
&@%hdh/@ﬁdtdiﬁe @n&@{d@ﬁédm%gﬁ docunent .
Such a docurrenlgﬁjrrn ght be an’i en{n;l cﬂgtg:ﬁo% or
aut hori sati on docunent, such as a passport driver's

licen ' Li.sation .or uallflc |on ertificate
15 ke TR ﬁg’%@%ﬁ{’%@%g}%“&% BEERURDy LR FRPTs can be mamifactred
. oweliith fricompora deﬁeeemmls to0read GRNMAE, (sa)eﬁﬂdfﬁzs sthenticate the disc,
ide an article, or any other docunent

erw.se t
imgr"é}“%lb%l! &p %cﬁﬂﬂbﬁ layingtimapthorisedyopisse i istalgo possible to
[ o e et e ———
vdlentifieationf uthenttication §6&)m ofitist mvbetioncaxdgarf 68 )n ehd user Licence
m.ght include other data storage or security devices.
7"“%7&5 007

20

Figure 26 is an example of the use of the invention on a formal ideﬁtiﬁcation
document. Such a document might be an identification or authorisation document,
such as a passport, driver's licence, authorisation or qualification certificate or the like,
25  an identity or authorisation certification intended to accompany, verify or otherwise

identify an article, or any other document where counterfeit copies might be a

problem.

The document (61) in the example includes visual information (62), for
30  example a photograph, written information (63), and a bar code (64). It might include

other data storage or security devices.
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conprising magnetic el enents as above (66) is

WORKHUOPI? ated into the document. This devi cePGEGB2003/003938
readabl e in the manner above described. In one node of
operation, the device (66) serves a sinple
aut henti cati on purpose, and an encrypted prerecorded
readi ng of its expected nagneid c response is al so
incorporated into the 5 docunent. Conveniently in the
exanpl iven thi,s could pe_incorporated into the bay,
code, B 0Li0h SPTPE B PAERRHT cleTRETie A O e ?ﬁ@rlﬁmcpﬁw& into the
| GoMinieht. b?‘h@%{risg 'i@fe%@aﬁl@%f thle PoarifB ShoveRIdbcineq 2k %ne mode of
systens it woul'd be possible to store the expecte
maperetiang thesdayivat (66 sereesod simple aywthenticatidny pwpode, fand &hencrypted
identifjcation and/or other security detajls. 10 The.
BTecatdef] Tadit G Srustied BN AVISE I B39 megDpgHed into the

5 dasdRat atoRRnichly B fhe eX@ipls %Néﬁ $hiB CouB b liNcoRSorited HitHthe bar
of copy protection. It therefore serves as a cheap and
c oodecor etherwinststared iinc aréadabld darins eHpweedr) it svil berappreciated that in
where there is a. vulnerability ta, :fraud arising fro .
B st et Shra it gl he RSl Sord e kel lgneti
i ﬁgﬁa@&:_e&exﬂ&els(,oofpﬂoﬁﬂﬁ_t Wwith GathePil APRIAIBN ARV of ThéFkcurity details.
certificates, financial paperwork such as cheques, 15
paper nmoney and the |liKe, inportant |egal docunents,
and ot ] . . e e s
aspect 114 qeEitE i SBEHEREL it e Ko HhplicR b BRGUAGHasion in s
Cwap sdreds@ingiily 8as foranef copypedtedtionl Embateforeaerves as a cheap and

wherei.n sai d pagneti ¢ e]J enent neans i.S responsive tq,..
SPTF St RRRARER ool CFopmREss Wheeh %&@ﬁ@m to
r [ ;
FRRCRR e o (NS Aol LIRS orRARE for GRABIER: irelation to
cidemdificafion dodvenentse forndal pedificaies) gfimnciak papervork mecinast theques,
el enent rei.n said at, least one magnetic el.enent, .

1S cpAgih oty 208 Rin i BcEeRtiopd BRimiiety APt el usiBRpption
applied magnetic field. 25 Viewed from yet another
aspect, there is provided a systemfor reading a

SECUr ity g i ﬁ%ﬂi&?’asg?%ﬂpfﬂeﬁ 09 pré¥idBa0D Cddefirify @bflce means
generation neans for ap d

ying an “applied nmagnétic
féopipdising & lsast wmie tipaghetc cdemenh deeans] ewhereino saidransgnetio element

TERE iatPhoraTa o PR LRRE o i PRy LAt/ ronse.
device in response to said applied nmagnetic field,

20 wher eiviewad flomyshigtlict Sspepietieh 8 previddd £ aigitvdeoSmbnfacturing a
paraneter(s) representative of a neasured

- ey devicst pamprisiio Hise step of TEovAdigg atnlestiome ypguetic element,
e A &3‘%281%{1&{&3&%%@ provides a characteristic response in

response to an applied magnetic field.
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25 Viewed from yet another aspect, there is provided a system for reading a
security device means, comprising: 2 magnetic field generation means for applying an
applied magnetic field to a security device; and a detection means for measuring one
or more parameter representative of a measured characteristic response of said security
device in response to said applied magnetic field, wherein said system is operable o

. 30 compare said parameter(s) representative of a measured charactexistic response o one




. 25  elements may be used provided they give rise fo a suitable measurable characteristic

54 or nore respective paraneter(s) of a premeasw©d.ch 2007

characteristic response to determ ne whether
WORHRHH? ve of said paraneters are substant i RGEGB2003/003938

equi val ent. Viewed from anot her aspect, there is

provi ded a nethod for reading a security 5 device,

conprising the step of applying an applied nagnetic

field to a security device; Sthe step of neasuring one

or nore paraneter representative of a nmeasured

characteristic response,of said security. device in .

AR bt tve el 66 Predattral CHifastelistc rbaee f fegrmine

oihetiRFRptdtive D8 kd PatRERsAH¢ SobshRPIRSRRvalhye of a

nmeasured characteristic response t0 one or nore

respective paraneter(s) of a preneasured 10

characteristic response to determ ne whet her

r espegki ' . ical . .

Cay vay e RopoblheP ApBH-lplcs BidiacH HRLARY (3 dting a soouriy
5 plevice,dethpssing dhkustep obapplyicpapigplicd haghdtic Sbdto 4 esurity device;

3ﬁVi cfe miaans as. herein described. 15 Those q@f ordinary

\ Lt TRESIFIPE PG OF HIOFSs PAFRHLCT o THREFSCRIgR YR fy 8 s medsured

BRYraflrist GdsponSe Bf S8 GEoBRE EViby nf RMhGRS o said ﬁgﬂtp Infrgnetic

i nstead of producing security devices using a&fbl
dteld; vasdd e ot @f poowedsg shidnparemetexts)c tepragontatyveb of asmgasured

T . or di kill _in th i 1] al
EiBaSoe PR Sortientrombfe BBetive Phimnrid ehh HEfatured
10 chabd@ttior REpdikt NG YREmaHS WhHlR:" Akgsctive Nefl yall n%r?fﬁgtefs are

exanple, silicon, glass, plastic, netals etc.
sebstantisllygquivilenéxanpl e material s described herein are
ferromagnetic, those skilled in the art will realise
that other types of magnetic and/or non-magnetic 25
el ements may be used provided they give rise to a
sui t aWiewvedefasm raafilthercdspeatcthers istprevides p pakiact Mesns comprising
g{a I ,dnon-ma netilc el nﬂg@tﬁé may be used where such
© CCSTAHES 25 ? response in an applied
magnetic field, where that response can be neasured
15 to provi de a characteristic response. 4,, 7 March 2007
- skil ?P%thﬁe art~w %?E% awar Seiéo se\%tﬁ@%é%c%g%%@?ﬁé’used
tolprodusa mecurity devices. For example, instead of producing security devices using

a lift offfwet etching process, ion beam etching may be used. Those of ordinary skill

in the art will also be aware that various embodiments of security devices can be

20 manufactured using various substrates, including, for example, silicon, glass, plastic,
metals etc.

While cerfain of the example materials described herein are ferromagnetic,
those skilled in the art will realise that other types of magnetic and/or non-magnetic

response. For example, non-magnetic elements may be used where such elements
produce a measurable response in an applied magnetic field, where that response can

be measured to provide a characteristic response.




be used to manufacture and characterise magneti G yr.rch 2007
el ements suitable for security devices. An exanple of2
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characterisation process can be found in "Optimn sed
process for the fabrication of 5 nmesoscopic nmagnetic
structures," Adeyeye et al, Journal of Applied
Physics, Vol. 82, No. 1, pp. 3%69-473, 1 July 1997,
whi ch investigated the effect of magnetic el enent

size u th net | roperties thereof. Enbodinents
pr oducggﬂPW gﬁn%ﬁﬁé(r? 1531‘82 agtyall; e, A%are o vargps techniques that can
| NGRrked ab Smarkiachib | £AL Entkdcyd{ze Thidehic SUMMARS Wilble for security

measures either alone, or 1n any conbi nation.
Vadeyiresl s Auckxample obfl onal swdhninanufacturiogi techmiqué oand one such
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5si gtesdscopibataghdiie sFREIRR%."GA, S, RufMl éiﬁAgﬁﬁe%%yeifcs,av'oL 82,

-~ elements an

security device may be treated to reduce their
r eMNoeds PR:469-473, bk 1993, whishoueestigated the effect of magnetic element

r et YA the 15 nmagnetic
SiaE dnthé%{agﬁeﬁ%}%#g%%g areas. In various
enbodi nents, magnetic elenents in the shape of wires

or fl atl%%ge W res ar&_provi ded. The end shape of
such wi ¥R8o¢menis pre@iced dn| wgogansenyithdhe davantipp mey imcorporate

10 Se&ﬂ%ﬁﬂtyﬁégﬂﬂg%? -en%h@@ﬁr;l%te gréeg%espfeﬁﬁereélgﬂyl S ih' @Y combination.
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about 607t out rovided. ’In vari dus

ot Materielstrudh ae pokl, Rluatiniane dhemdamanad/@r tastelin cad ballaid beneath
ends,, ma be provided to. influenge, magnefic .
LSNP e Tpfiett e 1q FRRaBi Deiray v odier b Kerr signal
pribwi e mf%ew SRidRE Nbiide S et bNY LORIAGLETE §1|txdyc_§e treated to

Al t hough e invention has been described in relation

-t grefeget thein| igflectiyBy dnberdemindmprove the Irefleséivilypomstashibetween the

tﬁgﬁégdeﬁ?elie ﬁggﬁcpﬁefrﬁuxg | lin%%ﬂgd thereto, and that

varratrons are po ling within the scope
of the invention. It wll be appreciated that certain
of vari_ous  enmbodi nents of the invention described

above aR ¥arioHs| ERoAieAnts masartsy clewts Juthashene of wirenen flattened
| RyiPdabe pfd%i'd@c?. e‘ﬂ:eﬁegntrc%ha J goﬂpafﬁﬂéé & %&pﬂﬁﬁeﬁsduﬂig %%Pufacture

as, for ‘exanp I T mavar € and/ or & -conp
c i fisgmridyideviicen An agiqrlendy fopenample; frdih ebautr66% teesbout 90° may be

o PRRUR T8 Va5 O emts e s o el s may
T i RO AOMR2 358 BT GERABRP B a0

56 for exanple, solid-state nenory, optica

miredeoimppavied aagnesicoawitchingieharscteristics.

Although the invention has been described in relation to particular
embodiments, it will be appreciated that the invention is not limited thereto, and that

many variations are possible falling within the scope of the invention.

It will be appreciated that certain of various embodiments of the invention
described above are implementable and/or configurable, at least in part, using a data

processing apparatus, such as, for exampie, hardware, firmware and/or a computer

- configured with a computer program. The computer program can be stored on a

carrier medium in data processing apparatus usable form. The carrier medium may be,




readabl e and/or witable disk for exanple a compagt, .1 2007
disk and a digital versatile disk, or magnetic nenory
WOSHHN2E49 di sc or tape, and the data processi MRLCT/GB2003/003938
apparatus can utilise the programto configure it for
operation. The conputer program may be supplied 5 from
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a renote source enbodied in a carrier

medi um such as

an el ectronic signal,

i ncl udbtng radi o frequency

carrier wave or optical carrier wave. Those of

ordinary skill in the art will be aware that the

d 6% F¥avmie nsolidratate, meraory; opticabrer paguste-pplipsl maeteny such as a
eXaaaR j ' ' . ef f " g
ARG Sndor RAMLI Gl R SRR o TRtgnS S pldh BBl bt g
mor maguetip ety such. a3 .disafor tdpbpandehiddula PRBESIngGPParlfis can utilise
envi saged,, al ggg‘lqvw_tgofurth_er epbodi nents not .
o315 REHAR, o cqBSBerL dor eeation. e compRisr @romamamay be supplied
GG B irbh6t8 sofifoB emtvA! iR 4 Bhifisy iEACEs 8 U1eofbriE signal
of sanple quantisation |evels, applied nagnetic Fl e i
cipsluding radie squaniy cariabeaveadt opticat vamikewaek. dat a set s,

etc. may all be varied/selected as desired. Such
paranmeters nmay 15 be varied programmably, for exanple,

under THiRe @FUrdiBbryodkii® ifTkie 1 WAA B5S A are RARSIHR! %Sﬂi}ﬁ’ion herein
defendence upon various neasured conditions, such"as,
f &

atesstagrply o Hustrgtiviepxamples offimsv the dpeention miayp bp pukiahut effect, and
i SCl re es, novel feature or conbination
oo oY Eubdiiolias B aBEN et i e oriney R o€ of other
| ebadinnérity, @ e YengRAGIR dlciat Wi FiBee @nbodfuents not explicitly
whether_or not jt relates to the

irre tive of |

CAeSFTIHEA Tl n o FkegHp i defagiociaisitin yates, semple wfos; fhe umber and
appl i%gﬁf)ﬁ%@r e Eyﬁglll i\%)e&glg’%%) ?%‘g&gﬁ? glf @é%%ﬁgg rn%gseﬁghf Ibuénber of
feseunolated date sets, a0t niayallbeeariedisclovpdtah degireds Suoh paamefers may

t,his . licati.on or of an uch further application
el PRt Snat 51 piapnie Vel he oozEho! 4 BHEPRIRERSopossbly
tih BeRRgeics 8ol @1oUB mebdPdiBRRditiBAY SidhSis R RN BbSrature.

features from 25 dependent clains, clauses, dspect
and/ or paragraphs nmay be conbined with those of the

i nd lea d/ i

and 1 o0F .2s % P ier oL B e SRRGES e Bl 8 b0 on

of featiees, discigsed herehnelther expAcAly orRRBTidIRY _oig e gé&%dé%ﬁ;}l:dngthereof
I S 1Tl

SRBRANE PEMSCbe Rk aaaiosts Thoriimed Sueiion or railigates any or all
of the%% addressed by the present invention, The applicant hereby gives notice -
that new claims may be formulated to such features during the prosecution of this
application or of any such further application derived therefrom. In particular, with
reference to the appended claims, clauses, aspects and paragraphs, features from
dependent claims, clauses, aspects and/or paragraphé may be combined with those of
the independent claims, clauses, aspects and/or paragraphs and features from
respective independent claims, clauses, aspects and/or paragraphs may be combined in

any appropriate manner and not merely in the specific combinations enumerated.




1. A security device conprising at |east one ma 'éﬁ200¢M77*1
el emrent, wherein said at |east one magnetic el enen ;

is responsive to an applied magnetic field to provide

a characteristic response, characterised in that sajz:

at | east’ one'magnetic elenent is nade 5 froma (Sae x.p
material that conprises structural defects that cause
brittle node switching in which the growh of a
singl e magneti c domai n donbhates the change in
magneti sation of a respective nagnetic elenent. 2.
The security device of Claiml, wherein said at |east

one magnetic el enent is ClAMMBrted by a substrate. 10
3. The security device of Caim2, wherein said.at

1 I eaat one n%%net ic element is supported on said
“sub$t FESHRLY gpvicegomptising ot {epstorngi megnetic elementy edextimepid at
ledst aiteMin b &l i . ti.c nt i
e et i 1 Bbor R ) ol Mol LN Prowick o
charpiderishi gaspenss sahiarsatedisedrin grabsaitatfersboriesmignom QémERiFmade

| le t. .15 5. The security device.

’ ﬁﬁﬁvﬁg‘f@%ﬁ%ﬁ%ﬁ% SR RlHeRER {5 gptPedtiniomete oHeohing in
whi growth ofd single mdgBetitRibaln @Miat hp@h ;

fmaterigal. 6. ..The secgﬁri ty devi cel O%@Sﬁ%@%é&g&hﬁm

L LoPRFCYe mRgRefc glsmeRtagnet i ¢ el ement  conprises a ,

magnetically soft material selected fromone or nore -

2. of : Tini sebuety deviedof CERRA! ' each

?I [ clon? such ag”h%?%k%{ld %i%aﬁ{ Q&Fﬁrlgg, e@%%ﬁ%ﬂeﬁt 18

ot her. or
SUPE?F?%rbdﬁsg?’?W- iron.silicon alloy or cobalt silicon
alloy. 7. The security device of Claim5 or 6, wherein
10 3. sai Whé%ﬁﬁ%vidé@icb)éféﬁ'&m nBdaid rR :
material. 8 The security %ﬁ?g%#eagn%p@8@ﬂ$e“t 15

‘suppgried op syidsHbstiatesai d at | east one nmagnetic elenent is
substantially wire-shaped or flattened wire shaped 25

4, 9. ThE &My devicdeys ed] .Cl ai erein
said at | ea_stdéglncg ér%g e;alfec ot gfriren ‘F@eg%ﬁcﬁ?lﬁgho#;ﬁt one
magnpiihtelemsnt oig t fesgonsivg eto. satd Mypplied 208hnetid . fisld 16 1Fwit@%he

 td e security. device of any preceding
moggotisnfith orMiaenIidEfiblon gt ls7t ORe.gAHSE clemement | s
provided proximal a reduced |ight reflectivity portion
IS5 5. of Thasegusyalevice pf any preceding Claim, wherein said at least one magnetic .

element is made from a magnetically soft material.

6. The security device of Claim 5, wherein said at least one magnetic element
comprises a maguetically soft material selected from one or more of nickel, iron,
cobal_t and alloys thereof with each other or silicon, such as nickel iron alloy, cobalt

20 - iron alloy, iron silicon alloy or cobalt silicon alloy.

7. The security device of Claim 5 or 6, wherein said magnetically soft material is
a permalloy material. '
8. The security device of any preceding Claim, wherein said at least one magnetic

element is substantially wire-shaped or flattened wire shaped.

259 The security device of any preceding Claim, wherein said at least one magnetic

element is backed by a light reflective layer.
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device. 11. The security .device of any preqeg_l_rl_g;]Mmchzea7
Cclaim conprising a plurality of said at 5 | east one

magneti c el ements. 12. The security device of Claim
11, wherein said plurality of magnetic elements is i
arranged to provide a linear pattern. 13. The secur i &¥=cizus:
device of Claim1ll, wherein said plurality of nagnetic

el enents is arranged to provide a two-di mensi ona

pattern. 10 14. The securi 6§ device of Caim12 or

Claim 13, wherein said pattern encodes an identifier.

15. The security device of any,preceding Cllgi m .
19.ur t Heerseewtip Aedeaef 2 orecefiieg Claianvherein said glsash gpe magnetic

el\%\ﬁﬁ{t %‘”rﬁrg‘\gfiegﬁs Bﬁo}gtﬁ%l S’{f géifubéc%’ Iligrﬁvfeflgctﬂ)city%&jg%% S;P ’sziig %:§ﬁw
e

erel ent | I'S provi
deviceone or nore of: an optically readabl e bar code; on
or nore optical indicia; a magnetically encoded
i dengi fi-er;: an Nneel e Ni C~.dentifier 1 e ~
oty ABo8 P B SeAle ClaiE oot o ploraldy o said a
leSeiBiid magetic clotveniie n said electronic identifier is
provi ded by a smart-card chip provided on said

PAIE T T R

artaBlb S tBphdvade 4 RRaEeSLid Ng one or nore neasurabl e
paranmeters of said characteristic response is stored -

on said security deyi.ce.. 19. The, security device. of )
13¢) ailhe fsc,wmh@%qer??g&"a Wy siayrid PRy b magregielements is
b BSRA0 Biovidd DR BRkidshl bffcICTypPLed Torm 20, A

nmet hod” of manufacturing 'a security device, conprising:

7 arch 2007 rml MR 59 providing at |east one
l4pagride isecusitefevige of dripip B eigClaim 33, whaspin geif patiayn encodes an
id rein said at | east one nagnetic el enent provides a

rrttle node switching characteristic response in
response to an applied magnetic field. 21. The nethod

150f @haiserardy dewieprafsanygpiseasingd Claims firthen cOMPHENE dhanique
id Qreih.é%porgteg:ﬂﬁﬁ@ﬁgﬁon a substrate. 22. The net hod of
arm or arm

, conprising formng said at |east

one
16.  The security device of claim 15, wherein said unique identifier is provided by

-way of one or more of: an optically readable bar code; one or more optical indicia; a

magneticaily encoded identifier; and an electronic identifier.

17.  The security device of claim 16, mounted upon a smart-card, wherein said '

electronic identifier is provided by a smart-card chip provided on said smart-card.

' 18.- The security device of any preceding Claim, wherein premeasured

characteristic response information representing one or more measurable parameters of

said characteristic response is stored on said security device.

19.  The security device of Claim 18, wherein said premeasured characteristic

response information is in encrypted form.

20. A method of manufacturing a security device, comprising:
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25

magnetic element using a lift-off or wet etchingparchooez—
process. 23. The nethod of Claim20 or Caim?21,
conprising formng said at | east one nagnetic el enment
usi ng an ion beam etching process. 10 24. The net hodg ,
of any one of Cains 20 to 23, conprising nmeasuring EEmrSE-% g
the nmagnitude(s) of one or nore nmagnetic paraneters

of said at |east one magnetic elenent. 25. The nethod

of daim 24, conprising medsuring one or nore of

coercivity and jitter values. 15 26. The nethod of

d aim or,.Claim 25 onprising using the neasured
gt 8 85T oyt SBmeR s BeHB SR rssabdatonst avsrein
saldoatr et A RlaghdiRNB&RM: YRovidddad BEHIE héle é:wifcﬁﬁ;go&ﬁ?acteﬂstic
i nformation. 27. The nethod of C aim 26, conprising
TePABTEYR FESPRISS b an appledmagnetielfieldhar act eri stic response
information. 20 28. The nethod of Caim26 or aim
2127, Thewsithos| ofyClaimr 1% gomarising pervidisgissd at least one magnetic
eleﬁﬁﬁftﬂ{:e{ﬁfb.kn}tt%,c response information in encrggt e$hgr

unencrypte ormon said security device.
nmet hod of Claim26 or Claim 27, cofprising storing

- 2sai dhpmsthed nfr@eim 20 ar Lidimr 215 tebmptisisg Gifing BHi@ 20 akOne

' or.Mnencrypted formin, a storage 25
maﬁ%&?&%%@%?% %lﬂ%ﬁﬁgoéi“épgtgl@ﬁg PPgES¢evi ce. 7 March 2007
Wft f S:. uL Jx ~. 60 30. The nethod of O aim 29,

23.confPhe misthgd ?f @aing26 ai Cladneate asmgmng:ﬂﬁm@t id 8 lefﬁst one
respopse information in _encrypted or unencrypted form
maﬂ?%ge@gl?ﬁ“dﬁ%aﬂe% gef‘ﬁ’e“ﬂ’é‘?%&“ﬁ?- any one of O ains 20

to 30, further conprising providing said security
24.devitzemethol of uii @ue dfdehtms 207t 23,3CompHife RiAQRing  the

C.ai r? 31 _when de‘grendant .upon any one of dains 27 to
maghiude(R)o i, PR iOF JnUP JPRERGtis PRIsPIetsse Af st lotst amiedmagnetic
eleditque identifier in association with said

preneasured characteristic response information. 33. A

system f or_readi ng a. security device, conprising:
25. e method of Claim 24, comprising measuring one or more of coercivity and

jitter values.

26.  The method of Claim 24 or Claim 25, comprising using the measured
magnitude(s) of saida one or more magnetic parameiers to represent premeasured

characteristic response information.

27. The method of Claim 26, comprising encrypting said premeasured

characteristic response information.

28.  The method of Claim 26 or Claim 27, comprising storing said premeasured

characieristic response information in encrypted or unencrypted form on said security

device,

29.  The method of Claim 26 or Claim 27, comprising storing said premeasured
characteristic response information in encrypted or unencrypted form in a storage

medium remote from said security device.

.
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a magnetic field generation systemfor applying 7March 2007 .
magnetic field to a security 10 device; and a
detection systemfor neasuring one or nore paraneters .
representatiye of a brittle node switching neasured; R
characteristic response of said security device in °
response to said magnetic field, wherein said system
is operable to conpare sai ¢, one or nore paraneters 15
representative of a brittl€ node sw tching neasured
characteristic response to one or nore respective
ar t [ .t Chis a ed, . .
e o bf 2idh 20, L onfiRAfE SHide A BBl AHERT thfbcterisi
respessaniormationdasnergptedochinenayged foiadn pdatabeter s are
substantially equivalent. 34. The system of C aim 33,

whekei he netic.f4 el d n ion systemis 20 .
315 oo B PastRE G385t leind 2 51 5 e bt pevidrsic
searityddvice widva asiqueddentifiee system of Caim 33 or Caim

34, wherein a light beamis used to interrogate said

secyfity device. ., 3 he system of any one of C ains
5 3255 the ibtiol o Clrin 31 et CRROBR4pPR 8082004 6f Glaims 37 1o 30,
colipiding SIHAAE 8 eBORMABLP USRS uiMudidertiRtr il|:06Riniiaw Wi said
The system of ‘any one of Clains 33 to , wherern sal
proficasiet chamclesisticsenonse infrematiomor e of coercivity and
jitter values. ~z arch 2007 1 'ON ac -ciS.ic lyy 61
33.38. Aphden for tepding 2 speyritydeviod, cOlnpiisieg:35 to 37, wherein

sai td ' rporates nmagn -optic Ken

of 1 SuEA AL A0 LRIyl DRy PRERTE e lo s secuy
10 deviceglamwled in said |ight beam by nmagnetic el enents of

sai d ice. 39. The system of Cl aim 38,

158 urity de )
whet SFECHON SYRE R RIS PKEF FIOE PRERClgB BBV, of a
britflp uiddat siitchingCMBAsuA! @rab@rifRef L Rf tsha@an
m40. The, systég?n of any one gf C:Iegfﬁs%é %g St[l% %ﬁhﬁﬁeﬁgﬁg?n
respones iQispid thagngls fidddt said |ight beam across the
sur Ry | i 4. Y, m_of dn
onc Rl Seigs B bhighile U6 tpfibors hid BHE FRHE PN
15 repigpantptize of a brittle mode switching measured characteristic response to one or

more respective parameters of a brittle mode switching premeasured characteristic
- response to determine whether respective measured and premeasured parameters are

substantially equivalent.

34.  The system of Claim 33, wherein the magnetic field generation system is

20  operable to apply a time varying magnetic field to a security device.

35. © The system of Claim 33 or Claim 34, wherein a light beam is used to

interrogate said security device.

36.  The system of any one of Claims 33 to 35, wherein said light beam is a visible

' or near-infrared beam produced by a laser diode.

- 25 37.  The system of any one of Claims 33 to 36, wherein said parameters represent

one or more of coercivity and jitter values.
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identifier fromsaid security device. 10 42. _They March2007
system of Claim4l, wherein said unique identifier is
identified by Tecognising a pattern of magnetic
el ements supported by said security device. 43. The /& é@j‘“"
systemof Claim4l or 42, wherein said uni que RELIE :
identifier is identified by reading one or nore of:
an optically readabl e bar code; one or nore optica
indicia; a magnetically ebcoded identifier; and an
electronic identifier. 15 44. The system of any one of

ai 0 urt .0 ble tqg determne said
38c')CIne Tgir§ S&%F%‘ ?tgasgnﬂ e% G ?/tg&{%\rpgﬁéﬁg r3§ » Sfeeifh said drfegion axptem
inanporated edghttoptie INeN eefedty detéctiofl| ApPatfis Ko RieBlind RhSnges

. paranmeters fromsaid security device. 45. The system
indjed i said fieh beaeg Bf masnstic ¢lgmeiis of spid seewrity dpdieaabl e t o

determne said one or nore respective parameters of
391 he ThE eyRas Wredlafl 38AGhEkIS bdid HARIABMRE: Rber 2@%& ‘i‘%ﬁécﬁgn |
sai d one or nore paraneters froma database. . e
5 appagausisconfigured tmoperateimbansverssmiode.dat abase i s renotel y
| ocated fromsaid detection system 47. The system of
402NY TROSyskin & Ay e 3EC f fh.?ﬁ b BeAOt said Ii
decryp%%(S prerf@gsu?ed %ﬁ%’o?%cttoej?i’s |%r @Jéga%geﬁggeﬁect said light
beann fespsydhe Dmfaphefisaidisecuriy devaet. or provided in 25
encrypted form 48. A nethod for reading a security
41.0evige i Sl ng: 0R.7 2 appl.yi a .
magnet 1 gﬁ | e: %@t%&é) f@%ﬁsi(‘ét}y%c@m e ﬂgéﬂl%% F‘ﬂ’geag Rerpgue
ideptiffes fioar smirbieeurity deyiccesent ati ve of a brittle node
switching nmeasured characteristic response of said
: SeCHLI devi in response to said neti¢c .field;
10 42 nd %%s%rqfﬁ lag,; 44> d’ﬁ@%’? Sﬁ@r Bnigug 2\%&‘?’5% is identified by
recaghisinpsepdtiatd ofmaphetic didmdnitd RippREA bySuidisedtirpgddmas ur ed

characteristic response to one or nore respective
pargneter (s f.a,  brittle node swtching,_preneasured.
4.0 bR QoL 41,65 4% WHFTeRR e Aique igraf s ientifiod by

readif PRCoT MEreFRALERIaIB R adib R MR SHAL Gnd 8f AR icia:
substant i uliﬁsalggﬁ?. 49, The rrgt hod of&%}églﬁ%&&a,’a

Ly, equ . The
magugiically epcnded ientificroand apielpstronie ideptifisragnetic fiel d to
10 a security device. 50. The nethod of Caim48 or

15 44. O ahesfflem YRR bhe SPCRIthY 3110043, PktheP bpdFBI€ to determine said

one or more respective parameters of the premeasured characteristic response by

reading said one or more parameters from said security device, .

45.  The system of any one of Claims 33 to 44, further operable to determine said
one or more respective parameters of the premeasured characteristic response by

20  reading said one or more parameters from a database.

46.  The system of Claim 45, wherein said database is remotely located from said

detection system.

47.  The system of any one of Claims 33 to 46, further operable to decrypt
premeasured characteristic response information where it is read or provided in

25  encrypted form.

48. A method for reading a securtty device, comprising:

£ TR ST e ey,
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paranmeters representative of a nmeasured charact ef \gtdC007—0
response of said security device in response to said
magnetic field conprises neasuring one or nore of I
coercivity and jitter values. 15 51. The nethod of ‘GSEGAREEES
any one of Clains 48 to 50, conprising interrogati ngéﬂ-f-"‘
said security device using a light beam 52. The

nmet hod of any one of d ai TTE 48 to 51, conprising
operating a laser to prod %e a visible or
near-infrared beam 53. The nethod of Caim51 or

d ai : S} - anges induced in 20
sai dd%??g!ﬁtacﬂg%h gagmggﬁé%ﬁ%b’;@‘éﬁgnts of said security
devim@suiignyiet drenome pasimeiap tapteserttetive offal Bditle nfodle shihing

f im53, cqnprisin si,ng, t he magnet p- opti c
B is08 ot Rhotncrd PRttty 5victia oo GpidLpencti
fiddiendf Cl ains 51 to 54, conprising deflecting said

light 25 beam across the surface of said security
> deviCBPATEIE Saih STREeT B PaBmptesy, scppisetativenof 48britleShode

S ey ! . e <a
e 0 ph STy e bect 8 BBRicsatoy pr e
brigtlea merde Gwiteling riretesyuied echiatabigiistiy smpahselrto odetermine whether

e A B3k S5 ST
o B Py o B o g e o

uni que i
10 asepiityodevicy. r eadabl e bar code; one or nore optical

indicia; a 5 magnetically encoded identifier; and an
“en€lectronj,c,identifier. . The nethod of any one of
0 alfsmadod &(}5@?&% pr i él%wg 4§ewé?%mﬁ§fu§ag @f one or more
parbifSPR Gépréenatite 6fa ﬂ@isﬁreﬁ%hﬁﬁﬁ&?sg@ 1&bordsP gf BAi§ %ﬁ%&&ice
re

. Characterjistic response by reading said one or

n 1530OBIFIP S macHpticHeld comprises meastuing ove oBOTeTdfEomeivitycand

jin@famBy one of Cainms 48 to 59, conprising determ ning
sald one or 10 nore respective paraneters of the
preneasured characteristic response by reading said

15 Slonelhgrmetbed of any rame cof SClainsi & tal 40 abmsprisini] inteHugatims baid
S%@{w%ﬁ%ﬂsﬁl%aﬁﬁﬂéﬁi ng accessing a database renotely
ocat e | :

52.  The method of any one of Claims 48 to 51, comprising operating a laser to

‘produce a visible or near-infrared beam.

53.  The method of Claim 51 or Claim 52, comprising detecting changes induced in
20  said light beam by magnetic elements of said security device using the magneto-optic

Kerr effect.

54.  The method of Claim 53, comprising using the magneto-optic Kerr effect

transverse mode.

35.  The method of any one of Claims 51 to 54, comprising deflecting said light

25  beam across the surface of said security device.

56.  The method of any one of Claims 48 to 55, comprising reading a unique

identifier from said security device, .
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fromsaid detection system 62. The nethod of amyMeng2007—
of Clains 48 to 61, further conprising decrypting 15 :
prenmeasured characteristic response information where

It is read or provided in encrypted form 63. A L e
product conprising the security device of any one of %%
Clains 1 to 19. 64. The product of C aim 63,

conpri sing one or nore of docunent a passport; an
identity card; a conpact cPsc a dlgltal versatile

-di sc; a software product; packaging, 20 an item of

e
il

ST OtThi e of Db CRANRAR iaduIRL afP L BRRAL by

“bank card; a cosnetic ite
fe‘-‘é’é%‘é’@é @pptteraed magyetioelementy surportedbly suid bdcari®y debice.
commer ce, whet her manuf actured or otherw se.

58, The method of Claim 56 or 57, comprising identifying said unique identifier by
reading one or more of: an optically readable bar code; one or more optical indicia; a

magnetically encoded identifier; and an electronic identifier.

59, The method of any one of Claims 48 to 58, comprising determining said

respective one or more parameters of the premeasured characteristic response by

reading said one or more parameters from said security device.

60.  The method of any one of Claims 48 to 59, comprising determining said one or
more respective parameters of the premeasured characteristic response by readmg said

One Of more parameters from a database.

61.  The method of Claim 60, comprising accessing a database remotely located

from said detection system.

62.  The method of any one of Claims 48 to 61, further comprising decrypting

premeasured characteristic response information where it is read or provided in

encrypted form.

*63. A product comprising the security device of any one of Claims 1 to 19.

64.  The product of Claim 63, comprising one or more of: a document; a passport;
an identity card; a compact disc; a digital versatile disc; a software product; packaging;
an item of clothing; an item of footwear; 2 smart-card; a credit or bank card; a
cosmetic item; an engineering part; an accessory; and any other goods and/or items of

commerce, whether manufactured or otherwise.
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