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RECEIVE, BY A SERVER SYSTEM, A CRYPTOGRAPHIC SERVICE REQUEST FROMAT
LEAST ONE APPLICATION OF A PLURALITY OF APPLICATIONS OVER ANETWORK
COMMUNICATION CHANNEL, THE CRYPTOGRAPHIC SERVICE REQUEST AT LEAST
COMPRISING A CRYPTOGRAPHIC OPERATION TO BE PERFORMED AND A
CRYPTOGRAPHIC KEYS INDEX, WHEREIN THE CRYPTOGRAPHIC KEYS INDEX IS AN
IDENTIFIER OF THE AT LEAST ONE APPLICATION OF THE PLURALITY OF APPLICATIONS

\g

\

GENERATE, BY THE SERVER SYSTEM, A CRYPTOGRAPHIC OPERATION COMMAND
FOR THE CRYPTOGRAPHIC OPERATION

(0]
(an]
=

\

Y

SEND, BY THE SERVER SYSTEM, THE CRYPTOGRAPHIC OPERATION COMMAND TO
AHARDWARE SECURITY MODULE (HSM) COMMUNICATIVELY CONNECTED TO THE
SERVER SYSTEM, THE HSM CONFIGURED TO PERFORM
THE CRYPTOGRAPHIC OPERATION

\
(a)
D

\

RECEIVE, BY THE SERVER SYSTEM, ARESPONSE FROM THE HSM FOR
THE PERFORMED CRYPTOGRAPHIC OPERATION

Y

SEND, BY THE SERVER SYSTEM, THE RESPONSE FOR THE PERFORMED
CRYPTOGRAPHIC OPERATION TO THE AT LEAST ONE APPLICATION OF THE PLURALITY
OF APPLICATIONS OVER THE NETWORK COMMUNICATION CHANNEL
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RECEIVE, BY A PAYMENT SERVER ASSOCIATED WITH A PAYMENT NETWORK; A
CRYPTOGRAPHIC OPERATION TO BE PERFORMED FROM AN APPLICATION ALONG
WITH A CRYPTOGRAPHIC KEYS INDEX OVER ANETWORK COMMUNICATION CHANNEL,
THE PAYMENT SERVER COMPRISING AMICROSERVICE CORE ENGINE AND ONE OR
MORE HARDWARE SECURITY MODULES (HSMS)

PERFORME, BY THE MICROSERVICE CORE ENGINE, GENERATING A CRYPTOGRAPHIC
OPERATION COMMAND FOR THE CRYPTOGRAPHIC OPERATION, AND SENDING THE
CRYPTOGRAPHIC OPERATION COMMAND TO AT LEAST
ONE HSM OF THE ONE OR MORE HSMS

904

PERFORMING, BY THE AT LEAST ONE HSM OF THE ONE OR MORE HSMS, THE
CRYPTOGRAPHIC OPERATION, AND SENDING ARESPONSE FOR THE PERFORMED
CRYPTOGRAPHIC OPERATION TO THE MICROSERVICE CORE ENGINE

\@
(]
»

SEND, BY THE PAYMENT SERVER, THE RESPONSE FOR THE PERFORMED
CRYPTOGRAPHIC OPERATION TO THE APPLICATION OVER
THE NETWORK COMMUNICATION CHANNEL
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