A -1 1 4 DEC 2004 SERVER- BASED COVPUTI NG COLLABORATI ON ALLOW NG MULTI PLE* !
CLI-ENTS- TO SHARE APPLI CATI ON I N SERVER AND COLLABORATE ON THE APP%hEﬁEMﬁN

5 BACKGROUND @F THE I NVENTION 1. Field of the Invention The presen

i nvention generally relates to a server-based conputing (SBC)

col | aboration technique, and 10 nore particularly to a centralized SBC

col | aboration system using a proxy server ¥hat aliows mul tiple renote

users to share an application operated on an SBC server and to collaborate

wi th each other on the application. 15 2. Description of Related Art In

recent years, a so-cal | ed SSBEERsBAYE? -GPAEEF INEo T8t em that al | ows
a user to sol el Y AHESW A MYTRITEEAT Y1 ARPH GRf isRRrePRSAL RATatNt BR SeRmie SBC
server connected to the network through the SBC browser of the 20 SBC
client termnal has been dé¥dl 6pBUABIRARENONSBEE SABRWGATAON gh- | oad
application is executed in the server, instead of in the client termnal,
and the execution screen is transmtted to the client termnal through the
networ k. The user can use and ERGXGROSNRSOF hEERAMVESZLOBN on the server as
if the application is installed in his/her owmn term nal. Basically, the
relation between the user and the server is one-to-one correspondence,
and each user iqplenen s+ hecappbégatdon on the server independently.
Since the client termnal 30 sinply receives the execution screen in
response to the input méfeparaseoh, IWardwOpePebence HdfifRal® duch as a

g([))éh can be used. 19, exequte anhoiL] cale)high grade: : APRELAAL LGS, skl DEC

10 more particularly to a centralized SBC collaboration
system using a proxy server that allows multiple remote
users to share an application operated on an SBC server

and to collaborate with each other on the application.

15 2. Description of Related Art

In recent years, a so—called SBC (server-based
computing) system that allows a user to solely use an
arbitrary application operated on the remote SBC server
connected to the network through the SBC browser of the

20 SBC client terminal has been developed.

In the SBC system, a high-load application is
executed in the server, instead of in the client terminal,
and the execution screen is transmitted to the client
terminal through the network. The user can use and execute

25 the application on the server as if the application is
installed in his/her own terminal. Basically, the relation
between the user and the server is one—to-one
correspondence, and each user implements the application
on the server independently. Since the client terminal

30 simply receives the execution screen in response to the
input manipulation, a low-performance terminal, such as a
PDA, can be used to execute an intricate high-grade

application.



-2 FIG 1 illustrates a network structure of the conventional SBC system
The conventional SBC systema includes an SBC server 3 furni shgg] ORE 106k SBC
m ddl eware 2 capable of introducing arbitrary applications, and an SBC 5

client 106 accessible to the SBC server 3 through the network 4. The SBC

client 106 has an SBC browser 105, through which the user (not shown) of

the SBC client 106 can renptely execute~&he application 1 working on the

SBC middleware 2. 10 Wien executing the application 1 on the SBC server

3, the user of the SBC client 106 nmani pul ates a nouse, a keyboard, a

tabl et, joysticks, and offiér Inpthustdeireed ROLYGHHut HENFERRRISor " The SBC

b 105 t 1ts th ' | | A t h
o Gl owar o 2 opSP AT BA Lt HEC SBe Ehvap o i st LR &) e

SBC ni ddl ewar e Zhslipials ea 6Re sawpudr 3mEnipuslaed ol thnSBENmifidkrevwaeeidved from

the SBC browser 105  to _the application.l that_ is .working o

mi ddl eware 20 2C3IBSEAS Of-héméﬁ%ﬁil@éﬁ &?gi%éﬁlé%ﬁpe@lt aé:lﬁpg(:e%%& E’%s??gon t he

i nput  mani pul at i pnedinfi@BMBEEESSs U8 grated ByCtdwerwsesd, thaodglprihw des the

update screen information, which represents the execution reim, to the
ti

SBC i ddl ewar e 2et{@I3)t- DpenSPec@iidntg LPRenap it ©55cPERKSFhf on, the

25 SBC m ddl ewa. |t i~ dfmaki-on] i & tilme SBC
client 106 via fkﬁre&r#ey{ &glﬁghﬁh%\hh%c id(zjroti.%hgn6 I spl ayed on thJé SBC browser

105 of the SBC cin erdmct@8y( Efed)te By eppéacshiPnt HedOTrpingedredhe (7 user
can use 30 and execute the application 1 on the renote SBC server 3 as if
he/ she is usi ngmja%de]aeﬂﬁriec tion installed in the SBC client 106. Basically,
any applicatg on can oper aihenoBxéfeting the application 1 on the SBC

server 3, the user of the SBC client 106 manipulates a
mouse, a keyboard, a tablet, joysticks, and other input
devices to input information. The SBC browser 105
transmits the user’s input manipulation toc the SBC
15 middleware 2 operating on the SBC server 3, via the
network 4 (ST1).
The SBC middleware 2 supplies the input
manipulation information received from the SBC browser 105
to the application 1 that is working on the SBC middleware
20 2 {ST2). The application 1 executes the process based on
the input manipulation information designated by the user,
and provides the update screen information, which
represents the execution result, to the SBC middleware 2
(§T3) . Upon receiving the update screemn information, the
25 SBC middleware 2 transmits the update screen information
to the SBC client 106 via the network 4, which is then
displayed on the SBC browser 105 of the SBC client 106 (8T
4j .
By repeating these processes, the user can use
30 and execute the application 1 on the remote SBC server 3
as if he/she is using an application installed in the SBC
client 106.

Basically, any application can operate on the



14 DEC 2004 -3 SBC server 3 as long as it is operative on the operating
system (OS) corresponding to the SBC middl eware 2. Such applicatij¢rBEl 2004
i nclude, but are not limted to, editor software, DTP (desktop publi shing)
software, CAD (conputer 5 aided design) software, and gane software. The
SBC m ddleware 2 is, for exanple, MetaFrane (registered trademark of
Citrix Systens, Inc.), VNC (virtual Net Wor k Conmputi ng; AT&T), Tarantella
(registered trademark of SCO), GO d obal (registered trademark of 10

G aphOn Cor por aéi 02%, etc., The, SBC mddl eware 2 used in the conventi onal
SBC system a i s>tesiYtEd on2EheCedifd titonSt RBET 3 disvicduihe 9RBYXEIG | ze

the applicati onggds@dh t fis) SBersesy®id: dgndependesic ffikin1eaahe 08 hetych
Accordingly, it 1s difficult 15 for the current SBC nmddleware 2 to all ow

mul ti ple SBC c#pPehietigest enabidad IButerseubet t Henigsel itoat fARtAr t o

col l aborate in I it I o] t hel

browsers 105. O%gt %éﬂo%gﬁhg%%%ﬁﬁﬁﬁégggﬁ%ﬁnsacfﬁwa\;ﬁ%%g gﬁDnﬁﬁanﬁ%e%%sers
to share anSapphidat idesiandi babteon andébamsiseftfwarrecol | aboration is

di scl osed in JPA 2000-112862 d . JPA H11-25042. Furthernore, JPA H3-273443
di scl oses a technique ofzf% i ?{’]IB crjr?é“afﬁeae%%cu‘??%r?@&?ésn FOCHATISI e

clients in responssi $t@ e tkayemmi RIA atitonx byyselsd enhct , 2on@l | ow
col | aboration, under the limtation of a single application actually

|
operating on thévsEiifer NeyREY erOmRUteSd it BTMRI quess a0dfher bECTHRTERTCS el y
appl i ed to servershased. GoMBUb| NGy -33Chae0l | aboraiensroubheby i 57 on the

basis of parallel execution of Intricate 30 and advanced renote
appl i cati odd an@ramrin fdorpedatier . sagenent . SUMMARY OF THE | NVENTI ON

The SBC middleware 2 used in the conventional
SBC system @ is designed on the condition that individual
users utilize the application 1 on the SBC server
independent from each other. Accordingly, it is difficult

15 for the current SBC middleware 2 tc allow multiple SBC
clients 106 to mutually execute the application 1 to
collaborate in real time with the same execution screen on
their SBC browsers 105.

On the other hand, a technique of allowing

20 multiple users to share an application available on a Web
site for collaboration is disclosed in JPA 2000-112862 and
JPA H11-25042. Furthermore, JPA H3-273443 discloses a
technique of distributing the execution screen to multiple
clients in response to the key manipulation by a client to

25 allow collaboration, under the limitation of a single
application actually operating on the server.

However, these techniques cannot be lmmediately
applied to server-based computing (SBC) collaboration,
which is on the basis of parallel execution of intricate

30 and advanced remote applications and centralized data

management.

SUMMARY OF THE INVENTION




1 4 DEC 2004 -4 Therefore, it is an object of the present invention to
provi de a novel SBC col |l aboration systemthat allows multiple S%%.ﬁhf ts
to share an application 5 operating on the renote SBC server and 2004
col l aborate with each other, making use of the existing SBC system To
achi eve the object, a proxy server is plaged in an arbitrary region on the
network that connects the SBC server and nmultiple SBC clients. The proxy
server 10 nakes copies of the application screen executed by a single SBC
client on the SBC server, and distributes the copies to the SBC clients
participating in the collaboration. In addition, the proxy server controls
the wuse of the mani pul athenefdght ittoiexesudlejddte ocdpphecatesemt 15 and

dynam cally sw tches the nmani pu ion ri a SBC client

response to a r%ﬂﬁﬁ&ﬁ%oﬂr5ﬂ1?Fé?%ﬁ%:acPPgﬁgsSBc'FﬁggékaF?Eﬁﬁﬁwﬁﬁﬁ§§“bip8ﬁ/each
of the SBC cliefti$wsPahltehPatimy dilehhe £65&i07 ah epplaboradd on to take
part in the mani pul ation of the application. 20 I n one aspect of the

i nvention, &n SEK?I&?@MBa@@rE@?(ﬁ?m9ﬁ§téﬁ?l%e¥ﬁQﬁna@€dCoiﬁébgﬁﬁiﬁxﬂqtaborat|on
systen1inc|udes §§SF§erM§£1ﬁd”J¥é5Q?d ﬁét£kfg%§n§”b gyef &y capabl e of
cllent

installati on ofcan a cation,”a plurality of S connected to
the SBC server via a 25 Mot ol keiteo tmermbebgtusae drvxyapprkieatinmlaeed a

roxy server inserted between the SBC grver e SBC client in an
grb|¥rary regldﬁlﬁﬁ'ﬁﬁglﬁﬁ?ﬁﬁri?gHQ? i %y%?%ﬁ%qiﬁgat e the

Xy~ server (a)
gi ves a mani pulgdd @ rieghbnd OnexeE@llee sBhecl bpld Ccahieoprogy asdivest SBC
client, (b) receives first 30 input nanl ul ati on |nfornat“gqﬁ;ron1the first

SBC cl i ent 10andrakesnSAPLsst pk "Fl'ier SPPLABRE PR RS BERCPRT tfon to the
SBC server to cayss d %%caepié&@tdrprth@s@@ expedlt ednd andefHutacainees an

application execution screen fromthe
copies to the SBC clients participating in the
collaboration. In addition, the proxy server controls the
use of the manipulation right to execute the application,

15 and dynamically switches the manipulation right among the
SBC clients in response to a request from the SBC clients.
These arrangements allow each of the SBC clients
participating in the session of collaboration to take part
in the manipulation of the application.

20 In one aspect of the invention, an SBC
collaboration system is provided. The SBC collaboration
system includes an SBC server furnished with SBC
middleware capable of installation of an application, a
plurality of SBC clients connected to the SBC server via a

25 network to remotely use the application, and a proxy
server inserted between the SBC server and the SBC clients
in an arbitrary region on the network. In this system, the
proxy server (a) gives a manipulation right to execute the
application to a first SBC client, {(b) receives first

30 input manipulation information from the first SBC client
and transmits the first input manipulation information to
the SBC server to cause the application to be executed,

and (c) receives an application execution screen from the



14 DEC 2004 -5 SEC server and distributes the application execution screen
to each of the SEC clients. The SEC clients constitute a session @&Pﬂﬁﬁfor

col | aboration using the application on the SEC server. The 5 ﬁdo ver
control s and nmanages transfer of the manipul ation right anong these SEC
clients constituting the session group. The manipulation right is given to
only a single SEC client; however, coordidmating the |ocation of the
mani pul ation right allows the multiple SEC clients to 10 collaborate to
work on the conmon application operating on the SEC server. The proxy
server copies t¥RC fRIvieFaengndiekeidntiesn ther danl ieddebe§%aSV B esul t of the

mani pul ati on 0@¢%Q£1QEPEEEQtBPan¥Eﬁﬁﬁc§§ghﬁéjent with the mani pul ati on 15
f

right, and distributes the copies of the execution screen to the
respective SBC clients. \thenSBécelidniy aomahiputatd Gessight growmsfaar

request froma second SBC client 0 does.not. currently ave_the
ol ati on v G AR T b e Vo EPERPRHSEET et SR o R TPeght
transfer reguesprdfy theverr sbntl s Aridenbnk@es NeHnsFeaboyt thée transfer of

t he mani pul ation right. Upon receivin% an acceptance fromthe first SEC
client, the prd®3ANBHASLORr Bhgh e rdNaTRe ThERE pthat G dRSgRPNS F+ oM % fir st

SEC client to tfig ?seé‘s%&@nsﬁgoﬁ;hi effe mdRiB¥1&005HINRHNG st hevds ansfgnyand

the current |ocation of the manipulation right at the proxY server,
col | abor ati on amosighsl SBEI 61 88T cllicmevsti scoerdinaddngsithy leeation $fi ng

Chat 1 s 1 nser t o bAISER AT Cpc gty ol ek AR bl SR ST
capabl e of lionstadllathcomtef tanwozk bitt rthey cappdi caipldragndnacpéxaing ynof SBC
clients the SBC server.

The proxy server coples the application
execution screen produced as a result of the manipulation
of the application by the SBC client with the manipulation

15 right, and distributes the copies of the executlion screen
to the respective SBC clients.

When receiving a manipulation right transfer
request from a second SBC client who does not currently
have the manipulation right, the proxy server transmits

20 the manipulation right transfer request to the first SBC
client to inquire about the transfer of the manipulation
right. Upon receiving an acceptance from the first SBC
client, the proxy server transfers the manipulation right
from the first SBC client to the second SBC client.

25 By coordinating the transfer and the current
location of the manipulation right at the proxy server,
collaboration among multiple SBC clients is realized using
the existing SBC middleware.

In the second aspect of the invention, a proxy

30 server that is inserted between an SBC server furnished
with SBC middleware capable of installation of an
arbitrary application and a plurality of SBC clients

connected to the SBC server via a network is provided. The



connected to the SBC server via a network is provided. The 1 4 DEC 2094 -6
ptoxy ‘server conprises (a) a nmanipulation right controller that &s
mani pul ation right to execute the application to a first SBC cli enl;{ ‘ﬁ
mani pul ation information relay unit that receives first input mani puI at i on
5 informati on of executing the application fromthe first SBC client and
transmts the first input manipulation iRfornation to the SBC server to
cause the application to be executed, and (c) an execution screen

distributor that receives an execution screen of the ap Ilcatlon fromthe
10 SBC server apP¥Y SECVBHt Y RHS S d@lt f AR EST1PE Eé T gFontiod 18Bc

clients. The exgeul iQR<3CLeR Al SlddiBut Of ghaS R LQRYItENERe dhAli GeRbas the
execution screen corg?eg' ondi ng&%o tle nu%ber of the SBC cl |§e%s Si nce the

proxy server 15tard ffamsttySHCscchEmet edbt he mopimslagiophénéEratidvn screen to

t he respective cllent r t| I; conmmuni cati on
rate and the rersegtﬁy &TAR | %’%‘ %e e\/\JieR%n ?%ggg set'rs\‘rjﬁt'-:-%?1 gﬂ%iaﬁifg&SBC clients
can be mai ntsai nﬁdfd]:h@h:mnV%EnexemﬁLWgngha appl prd dionofi romghite tfiarssf er 20
request froma second SBC client who d Eﬁ Qot currentl

t

.have_ 1 he
mani pul ation ri%fit CHHFEEERT ptF R bFSr | Lot Pf’%‘?ljs?ﬁjtosn t he
mani pul ation rightsdd-3sheto £@guast skevkhecdidfilseSBEeChpeicdtidmaui r e
about the transfer of the manipulation right. Upon recelving an 25

accept ance fronpe Irxeauted, SBE c[Glen, eRREURRIR piATRERoALSEF YR t ot Sl | er
transfers the ”Pé%ét%hue%t LANe gé&%ér{ QBB ofifid $BCichiesk £&r heesecond

SBC client. Since trans of the manipulationright to executing the
appl i cationli s s®htgeaivesdabs dhetZiduresi phe agxerutdioghsScean rep gfch of
col | aborati on rT_@I_IL(é ng, s lggtst he existing SBC system can be realized.
The execution screen distributor has a copy unit
that copies the execution screen corresponding to the
number of the SBC clients. Since the proxy server
15 uniformly distributes the copies of the execution screen
to the respective SBC clients participating in the session,
the communication rate and the response ability between
the SBC server and the SBC clients can be maintained high.
When receiving a manipulation right transfer
20 request from a second SBC client who does not currently
have the manipulation right, the manipulation right
controller transmits the manipulation right transfer
request to the first SBC client to inquire about the
transfer of the manipulation right. Upon receiving an
25 acceptance from the first SBC client, the manipulation
right controller transfers the manipulation right from the
first SBC client to the second SBC client.
Since the transfer of the manipulatiocn right to
executing the application is controlled by the

30 manipulation right controller, collaboration making use of

the existing SBC system can be realized.

BRIRF DESCRIPTION OF THE DRAWINGS
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BRI RF DESCRI PTI ON OF THE DRAW NGS 1 4 DEC 2004 -7 O her objects, feﬁéu S,
and advantages of the invention will becone nore apparent from tHeDEC 2004
following detailed description when read in conjunction with the 5
acconpanying drawings, in which FIG 1 illustrates a conventional SBC
systemm FIG 2 illustrates the network st7r_ucture of an SBC col | aboration

system according to an enbodi nent of the ’invention, where a proxy server

is inserted between the 10 SBC server and nultiple SBC clients in order to
allowthe SBC clients to share an application on the SBC server and

col | aborate with each other on the application; FIG 3 is a block diagram

of the proxy server usedthert bpi&EE CAdarboeal | oy Eleraghewss i thdl G 2;
15 FIG 4 illustrates, an exarrgl e of the SBC col |l aboration_browser opened on
the SBC client;iFyentimn ¥ijd lsbecRM ' WiCagPRATERE iR (GhRgfahtP R ryi ng out

the SBC collabogati Oy HeGerfpl fo WHAOHRIUSL LR Bxlidhnwt b bghavior 20
of the system when starting tﬁe SBC col l aboration;” FIG 7 illustrates an
exanpl e of tShe acosipanyEngodrakbe@sv figr wbokhaboration start; FIG 8 is a

di agram used to explain EEJ}?OP Qgﬂgﬁraotfest he 8%@&?{90%61”5%&” ng{&qg an SBC

screen during the SBC 2 oration; Fra I'sa sequence’ diagram for
transferring the mani pulFaGi.of tlpdtmtesgthbenSBord isenusruEEGEfdhis a

di agram used to_expl ain the  behavior of the, systemwhen transferring the
mani pul at fon  30P% | GHLADERET 19T Y T TS CRAPBSLEH W Ao PECBR P AR Wi ddl 1 or

a mani pul ation fhedtfdransherer eqpesty samdell & il rted between the
10 SBC server and multiple SBC clients in order to allow the
SBC clients to share an application on the SBC server and
collaborate with each other on the application;
FIG. 3 is a block diagram of the proxy server
used in the SBC collaboration system shown in FIG. 2;
15 FIG. 4 illustrates an example of the SBC
collaboration browser opened on the SBC client;
FIG. 5 is a sequence diagram for starting and
carrying out the SBC collaboration;
FIG. 6 is a diagram used to explain the behavior
20 of the system when starting the SBC collaboration;
FIG. 7 illustrates an example of the
confirmation window for collaboration start;
FIG. 8 is a diagram used to explain the behavior
of the system when outputting an SBC screen during the SBC
25 collaboration;
FIG. 9 is a sequence diagram for transferring
the manipulation right among the SBC clients;
FIG. 10 is a diagram used to explain the
behavior of the system when transferring the manipulation
30 right;
FIG. 11A illustrates an example of the window
for a manipulation right transfer request, and FIG. 11B

illustrates an example of the rejection window; and



Il lustrates an exanple of the rejection wi ndow, and 14 DEC 2004 -8- FIG
12A illustrates an exanple of the wndow for a collaboration partfggfﬁéb?n
request, and FIG 12B illustrates an exanple of the rejection w ndow: 0
DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS FI G 2 schenatically

il lustrates the SBC collaboration system .8 according to an enbodi nent of
the invention. The SEC col | aboration systsem (3 includes an SBC 10 server
3, SBC clients 6A, 6B, and 6C connected to the SBC server 3 via the
network 4, and a proxy server 10 placed in an arbitrary region on the
network 4. The SBC serverI®.i §24uthisdhted teist hn SBGmpiied difewherew2ndavhi ch 1 s

capabl e of introducing arbitrar 15 applications operative t

operating systeﬁ?%cﬁr%&£i%%ﬁ?ﬁ§l¥% R -0 BvE .a?ﬂeF%%C:gﬁﬁdlemare
can be any knowp; §BG #Hddl ewakfamERe b Ofthkhee S8 tdr enhsich. has an SBC
browser 5, and SBC col |l aboration aid 7. The wuser of the SBC client can

renotely use the application 1 20 on the SBC m ddl eware 2 through the SBC
browser 6 and the RelMerkndopdtie p386nCok | ADOIAHARRAD dufndisfisis the SBC

col | aborati on proce Standpoi nt of
the SBC client 6. The proxy server 10 is inserted between the SBC 25

server 3 and the SBC cli%gk§ EAgcﬁ§ q%%ﬁggyalgg?ggg bs %%Evgéclo has a

mani pul ati on i nformati on procéssor oration controller 12.

The mani pul ati 08,11 A¥H4MBln0ByBE&E €8S AEcddd i@ CRS $6S efibbaimesO G fated with
mani pul ati on of the application that is input through,the 30 SBC browser 5
of the SEC cli ehBVENLQR t F&CoPREr CHaPOreRdon cBYS EaTbrt FBAL MM A8 PEF 12

processes daf a Lapwlr tr apahc1ibe-SEG Calel abpaagd briied tédt @o cemd rsec t he
col | aboration operations anong the SBC clients 6.
server 3 via the network 4, and a proxy server 10 placed
in an arbitrary region on the network 4.
The SBC server 3 is furnished with SBC
middleware 2, which is capable of introducing arbitrary
15 applications operative on the cperating system
corresponding to the SBC middleware 2. The SBC middleware
can be any known SBC middleware. Each of the SBC clients 6
has an SBC browser 5, and SBC collaboration aid 7. The
user of the SBC client can remotely use the application 1
20 on the SBC middleware 2 through the SBC browser 6 and the
network 4. The SBC collaboration aid 7 assists the SBC
collaboration process managed by the proxy server from the
standpoint of the SBC client 6.
The proxy server 10 is inserted between the SBC
25 server 3 and the SBC clients 6A, 6B and 6C. The proxy
server 10 has a manipulation information processor 1l and
a collaboration controller 12. The manipulation
information processor 1l processes data associated with
manipulation-of the application that is input through the
30 SBC browser 5 of the SBC client 6. On the other hand, the
collaboration controller 12 processes data input through

t+he SBC collaboration aid 7 to control the collaboration

operations among the SBC clients 6.



14 DEC 2004 -9 The SBC clients 6A, 6B and 6C, which are connected to the
SBC server 3 via the network 4 and the proxy server 10, constit.lgt Ea
session group for conducting a collaboration session using the p@l [ %ﬂglt i on
1 operating 5 on the SEC mi ddl eware 2. This group is referred to as

session group I. In FIG 2, only three SBC clients 6A, 6B and 6¢c are
illustrated for the sake of conveni ence; ~%owever, of course, four or nore
SEC clients may be included in the session group |I. Although not shown in

FIG 10 2, many different session groups _can_be connected . to the SBC
server 3 via the networkT@eaﬁactﬁ%l?ﬂ’to%(fp’se@e?n‘goé]q'ow GRJECE

col | aborati on Wokki g d toakabk! She RGN 30LDEr the Uith@rkhe appliwation 1.
The session ID given to the group and the user 15 ID given to each user

partici pating i pPrete suysirodlar eongiedivdee fedes nleth I LeUEX 05 eFQRFUSH-Toh

advance t hrough l.e, ; e t.i : h £ssipn. At
the reservati o% %&%%b?%%er{gpgt ?‘g %é\rﬁq%sﬁglﬁl Jéﬁ(gd5 r@sls&gﬁggt ?iegp%ort %nber
of the proxy seswethd GRtamaddhgwarns 20 Thdst goblp N triedecoktaborag i on are

given to the SBC cljent 6. The pr server .10 s a njirtual SBC seryer if
bei ng seen fron???l%lcéB@r(‘?luipeEt g“% i §P0Yr EERe %&J Cgﬂe% %%‘% béi ng
seen fromthe SEGSes e 31100trite] IBE 2hesgiNEro8 cdivenekheat that uses
the application 1 is the session group |, and it does not mater at all how

many SBC cl i enf@vdition@lt 60HRES 55X R gPEED FEOrCIMIFEH BBE Bfient s
currently eXECUEﬁé‘%&&P 3P RMECAEE QoL - g AN QUIRT B IdIP B tSBRowhi €At SIG.
actual ly execute the appﬁlcatlon 1 by " 30 turns in the session group |, the
| ocati on ofl® he2, meanypulidifieonnti spasion goatpal ¢ 4y aomaeptedyteeiifer 10,

and therefore, gQ@ gg}ég¥j30015ntﬁgiﬁédey§ Qngﬁﬁeﬁﬁ%(HEOQQeserver 10 to

conduct collaboration working in parallel to each other,
using the application 1.
The session ID given to the group and the user
15 ID given to each user participating in the session are
registered‘in the proxy server 10 in advance through, for
example, contract or reservation of the session. At the
reservation or the registration, the IP address and the
port number of the proxy server 10 managing and
20 controlling the collaboration are given to the SBC client
6.

The proxy server 10 is a virtual SBC server if
being seen from the SBC client 6, and is a virtual SBC
client if being seen from the SBC server 3. For the SBC

25 server 3, the client that uses the application 1 is the
session group I, and it does not mater at all how many SBC
clients belong to the session group I or which SBC client
is currently executing the application 1. Although
multiple SBC clients actually execute the application 1 by

30 turns in the session group I, the location of the
manipulation right is controlled by the proxy server 10,
and therefore, the situation in which the entirety of the

session group I uses the application 1 as a single client



session group | uses the application 1 as a single client 1 4 DEC 2004 -10
stands, fromthe viewpoint of the SBC server 3. Accordingly, col lEngﬁtzh(ﬁn
on the application 1 by nultiple SBC clients is realized using th t*Mg
SBC mddleware 2 that has a basic specification of one-to-one 5

correspondence between the client and the g(?ni pul ati on of the application.

FIG 3 illustrates a block diagramof the proxy server 10. The proxy
server 10 has a client input port 15 for receiving inputs fromthe SBC

clients 6A, 6B, and 6C, _10 server i nput It for recejving an input
fromthe SBC SE%QPSB,E%% eclvagﬁ?Ongta g“geléggt%‘?lf‘ﬁegri formation about

the clients 6A- Gecokdingd} t i 1bBotaei sMPUhat bepl it Qyrirat gn processor
11 and the collaboratjon controller, 12. The client infornmation stored in
the client dataPHs&1REe 133G Fdil6aEs, LHutehotzed KHEied e H&188s8Pen 1D,

user |Ds regi stepQdefQfe PAMHAG RALI 9Mhddt d RPe38ESELR: o PEFS WRRUSo—ohdi® | P
nunber and the port nunber of the SBC server. A portion or the entirety of

the client inhfocrurespendergissbetyeenethd tliileatSBad st arardpu2etTor ef i ent

i nput port 15 s S . packets transmitted fromthe SBC clients 6 so as
to supply them ?’(}‘:}L" %ﬁgﬁﬁleéﬁaaﬁlﬁgl'rmni pul ation information processor 11 or the

col | aboration control |l er HIZ;. depéndstgatss tshdleakt @higraod oft hdeppekers. 25
The mani pul ation inforyatign processor 11 | udes, a mani pul ati on

i nc
information trafSmefet’ 25 TERY OO d\/@/sg‘rassﬁr‘éjehe% REuPBFt 242 The

mani pul ation i mher paté O dd aRpHtEt ForRk S HURBE BNSc@Ss & A eledy HAkteC and
when receiving input mani pul ation fromone of the SBC 30 clients 6, the

mani pul at i of? i nPoPRBYPONIRENSRTEL £ DI ISCEAYANY AR MPYT FGE™nBAF pti%t i on
to the SBC servebrder 3, and a client database 18 storing information

about the clients 6A-6C, in addition to the manipulation
informaticon processor 11 and the collaboration contreller
12. The client information stored in the client database

15 18 includes, but not limited to, the sessicn ID, user IDs
registered for participation in the session, passwords,
the IP number and the port number of the SBC server. A
portion or the entirety of the client information is also
stored in the SBC server 3.

20 The client input port 15 sorts the packets
transmitted from the SBC clients 6 so as to supply them to
either the manipulation information processor 11 or the
collaboration controller 12, depending on the contents of
the packets.

25 The manipulation information processor 11
includes a manipulation information transmitter 25 and an
SBC browser screen distributor 21. The manipulatiocn
information transmitter 25 functions as a relay unit, and
when receiving input manipulation from cne of the SBC

30 clients 6, the manipulation information transmitter 25
transmits this input manipulation to the SBC server 3.
The SBC browser screen distributor 21 distributes the

execution screen of the application, which is produced



The SBC browser screen distributor 21 distributes the execution screen of
the application, which is produced 4 14 DEC 2004 through the execyt; get @i
t he application based on the input manipulation in the SBC server 3, to
each of the SBC clients 6A, 6B and 6C. The SBC browser screen distributor
21 has a copy unit 22, which nmakes copies of the execution 5 screen of the
application according to the nunber of SBQ&l—clients participating the
session, prior to the distribution of the execution screen. The
mani pul ation information transmtter 25 includes a packet determ nation
unit 26, a packthra@lh rtesekssiubieumft the, applicatean palsati on ¥ or mati on

di scard unit 28 t rym nat| upj deternmLnpe w@g% or
not the packet %ﬂ%%?ﬂ%%ﬁﬁgéﬁgﬁég ﬂ%ﬂ?ﬁhgangﬁ V%gf%'l ngg %%c e W
transmtted froplidec<SBE, €Bi end dhatTheusBeEnblywidmas sdreenadi ptit dduwar ri ght

to 15 te t | ti | ' t , ferred t th ,
-priviféggg 5se ff%ﬁfﬁfgﬁg§gg§kggﬂfggbﬁg sﬁ%??%gnggﬁlPﬁgtggr?¥§?gﬂ§@ user

this packet g s g&ansiridit edebipbhtcPachkebccbr@nsdi&sitOR Hikbe2 ot GHe SBC
server 3. If the packet is transmtted froma user other than the

privileged userchreiifersirfafieetineftdier 685680ms RH-OTOLE BRY user”), then,
t he nanipulatiO@i'{gﬁmﬂﬁkhogfd£ﬁ§qggxﬂgggn2§cggé§ards this packet,
regardi ng the packet as being transmtted due to error manipulation. The
col | aboration control |l er Thg nacipwies:ipn 26fcohd tbyr drieosmiseer adlt hent i cat or

31, a coll aborati session nager n cold.abaqrati
Tiges ng}r(gg3£&ﬁlm§%at% e 0466},[ %egé‘l:g?%nents will be

nanipulation-rib%? £ont Fo e operations
descri bed he&l owcrdrddmi-ssdonl bnst rzi e anan aexanpbhel 0ficnhén$BEnd80iwol | abor ati on

brovser 41 opencd on e 98,1 et O T, SBG o0/ gbgrati gp brovser 41 is

determines whether cor not the packet supplied from the
client input port 15 is a packet transmitted from the SBC
client that currently has the manipulation right to

15 execute the application 1 (hereinafter, referred to as the
“privileged user”). If the packet is transmitted from the
privileged user, this packet is transmitted by the packet
transmission unit 27 to the SBC server 3. If the packet is
transmitted from a user other than the privileged user

20 (hereinafter, referred to as an “ordinary user”), then,
the manipulation information discard unit 28 discards this
packet, regarding the packet as being transmitted due to
error manipulation.

The collaboration controller 12 includes a

25 collaboration user authenticator 31, a cellaboration
session manager 32, and a collaboration manipulation-right
controller 33. The operations of these elements will be
described below.

FIG~ 4 illustrates an example of the 3SBC

30 collaboration browser 41 opened on the SBC client 6. The
SBC collaboration browser 41 is comprised of an SBC
browser 5 and an SBC collaboration aid 7. The SBC browser

5 displays the execution screen (i.e., the SBC browser



browser 5 and an SBC col |l aboration aid 7. The SBC browser 5 displays the
execution screen (i.e., the SBC browser 1 4 DEC 2004 -12 screen), ﬁhi%ﬂéﬂmf
been produced by the SBC server 3 as the result of the execution f O
application 1, and copied and distributed by the proxy server 10. Al the
users participating in the collaboration session can 5 browse the update
execution screen in real time on the SBC~rowser 5. The SBC col | aborati on
aid 7 includes a session information panel 42 and an active control panel

43. The session information panel 42 has, for exanple, a 10 parti ci pant
list 52 and a nBSERfE witdew 535 B¢ RFaAvrefpanttis sECsservefs3 tde users

who are participadingyiid Jdehengessdaihi dnndiccakd nghdine gunpent prg vil eged
user to which the manipulation right bel ongs. The nmessage w ndow 53
di spl ays, for exepptd anchdisésshered duortde Phexncigmerl30cohit otheanel 43

has a mani pul at|,o0:{ it . 3AUES]S DL LG B oL A One Qf o e, r di nary

users of the SB 0 execu e appllcaflon during the
col | aborati &dn session the tipdaSBGaaddienaserden tire reardicimeyotstte @rccks

t he mani pul ation-right request button 20 54. The transfer of the
mani pul ation ri W%%?d%ered by the click of the manipul ation-right

request button 54 will keeexptatsethtictatiebai hidel OciBethg xagmie shown
in FIG 4, the manipulation right is currently given to M. Tanabe who is

the user of 25i%BERAtien: Papel The athér agkHe® gfonrelsBenetl i tht 6B and 6C
only have the bronsifg ihir@hhat SBhMGRaddie 4br QUST NeL i Flgg automatically

given to all the users participating in the session, the privileged user
has the brdwsi ngarightrandndishedSaeid@l acbsage iwindowAedor @hagl vy,

bi - di rectional 30, cOMPUAICELEON; POGWS RELVEED-§ N PRI bEOEH- HSaY: ff the

in the session, indicating the current privileged user to
which the manipulation right belongs. The message window
53 displays, for example, the session record. The active

15 control panel 43 has a manipulation-right request butten
54. If any one of the ordinary users of the SBC clients 6
wishes to execute the applicaticn ! during the
collaboration session on the SBC middleware 2, the
ordinary user clicks the manipulation-right request button

20 54, The transfer of the manipulation right triggered by
the click of the manipulation-right request button 54 will
be explained in detail below.

In the example shown in FIG. 4, the manipulation

right is currently given to Mr. Tanabe who is the user of

25 SBC client 6A. The other users of the SBC clients 6B and
6C only have the browsing right. Since the browsing right
is automatically given to all the users participating in
+the session, the privileged user has the browsing right
and the manipulation right. Accordingly, bi-directional

30 communication occurs between the privileged user of the
SBC client 6A and the proxy server 10, while a
unidirectional communication occurs between the proxy

server 10 and each of the ordinary users of SBC clients 6B



SBC client 6A and the proxy server 10, while a wunidirectional

commuri cation occurs between the proxy server 10 and each of the ol @i0h&r2{0t
users of SBC clients 6B 1 4 DEC 7004 -13 and 6C. At the beginning of the
col | aboration session, the manipulation right nmay be given by the proxy
server 10 to the user that first accesse?3the proxy server 10 to 5 cal

the session, or alternatively, the initial~privileged user may be

determ ned in advance. FIG 5 illustrates a sequence of the collaboration
process using the %Eg col | aboration system 8 shown in FIG 2. The SBC
clients 6A thr >, the 10 proxy server 10, and the SBC server 3 are all

in the active state forathensaldqiberiayi ef {5 LKb1SEb4ratIbensedionexanpl e,
the user of SBC client 6A requests a connection _service to the designated

port (not shovi)e GRIERBLAESRY SeheFayoPt SIHPN PYhENEORFEY iHVES réquest
| s made through ¢ ht%esﬁgegojcﬁ?‘ggfi@s'toﬁc@égsgs Ohd ReoxFBEeFRLt altprat i on

browser 41. The proxy server carries out client authentication for the
connection Bequssltl fthemsesheoSBETlAleprnen (STL6)thel Ant hbak|pritileged

aut henti cation, the collabgration user. henticator 31 of the proxy
server 10 receiVes fhd gﬁsg?g?fTM¥%%qga§§ﬂ%$y,'and the 1P address of the
SBC client 6A fromthe cFrentsinpuistrattsld. sdkineerea babohati on  user

aut henti cator 31 requests the collaboration s i 0 nager 32 to confirm
the session | D.CoPFHEROSPIFABBr BREF T 255489 s %éﬁ’gﬂ‘aggrﬁ%c%%ss E¥e client

dat abase 18 to gexhhagt it herd eser vgd §BSSEORR BAr thhb SIS &S| @Regr OUp,
based on the port nunber of the proxy server 10 accesse ﬁé the SBC client

6A. The colllaboreavorsesussi b rafithde 8BC PPEYRY et AFEvaSItHR W¥er 1Ds of
the registered par{)LiNaRLSror the collaboration (STL1-ST14).

Then, for example, the user of SBC client 6A
requests a connection service to the designated port (not
shown) of the proxy server 10 (ST15). The connection

15 request is made through the SBC collaboration aid 7 on the
SBC collaboration browser 41. The proxy server 10 carries
out client authentication for the connection request from
the SBC client 6A (ST16).

In the client authentication, the collaboration

20 user authenticator 31 of the proxy server 10 receives the
user ID, the password, and the IP address of the SBC
client 6A from the client input port 15. The collaboration
user authenticator 31 requests the collaboration session
manager 32 to confirm the session ID. The collaboration

25 session manager 32 accesses the client database 18 to
extract the reserved session ID for this session group,
based on the port number of the proxy server 10 accessed
by the SBC client 6A. The collaboration session manager 32
then retrieves the user IDs of the registered participants

30 Dbased on the extracted session ID. If the user ID of the
SBC client 6A is included in the retrieved user IDs, the
collaboration user authenticator 31 checks the password

and finishes the authentication (YES in S§T16}. The



30 based on the extracted session ID. If the user ID of the SBC client 6A

I's included in the retrieved user |IDs, the «collaboration user “VEFSC 200t
aut henti cator 31 checks the password and finishes the authentication (

in ST16). The 14 DEC 2004 -14 col |l aboration user authenticator 31 transmts

an authentication adm ssion notice to the SBC client 6A (ST17). During

this process, upon the success of the 5 adt¥ienti cati on of SBC client 6A,

the col |l aboration session manager 32 updates the session information, such

as the session ID _the uyser |D, anqlthe clieq% | P address. Along wth the
updating of theCSERFRHEAPORHEY | BH-" e C2EBF | 4b o418 “RaAf pul ati on-ri ght

controller 33 ghy@sferdiiealQoRvaimid AldoORokl g8t td o psBe1 cbhenda 6A, whi ch
has first accessed the proxy server 10 for the coll aboration session, and

updat es the maniPtdAti on-right information. At this point of time, the user

name "Tanabe" is displa : Lyi.l.ege t r M the 1P 15
address "192. 168. 10. 1", ?bﬁq%ﬂé Elg‘fst ﬁ%ﬁoﬁfgﬁ? ’|?§‘%’I’§ggie( ssglg%té?é’%%ﬁ%f the SBC
col | abor ati 6n aawthehtdfcatthenSBC $8G enltienAbAThehg dadidaBBCatismmeAonait s

until authentication of,. th t her. session participants are compl.eted
(ST18) - Sim | ar TP 450 % HER= 08T U19 Ges (6B Ahe St iale SHer conndtt fon to
the proxy servegeddidnSTH9) thandsed €D, subpjeehed:ierithgrchiapésautAienig cati on
(YES in ST20). Every time the client authentication has been conpleted

for each of the"SBCthe SRESTERI A BE SERBLPT o0 YBAFEPR10" € ransnits the

aut henti cati on aghM S%I:QR10At h&€idOLAilont-RegRE SHe 11ent 33t haearmel r eady
in the session (ST21). Then the nanmes of fThe authenticated users are
di spl ayed dffe byaniandadidonhaighat tiTithenfBri stig &Rt weisBed| T5dr ati on
aid 7. accessed the proxy server 10 for the collaboration session,
and updates the manipulation-right information.
At this point of time, the user name “Tanabe” is
displayed as the privileged user, together with the IP
15 address *192.168.10.17, in the participant list 52 (see
FIG. 4) of the SBC collaboration aid 7A of the SBC client
6A. Then, the SBC client 6A waits until authentication of
the other session participants are completed (ST18).
Similarly, the other SBC clients 6B and 6C make
20 connection to the proxy server 10 (ST19), and are
subjected to the client authentication (YES in S$T20).
Every time the client authentication has been completed
for each of the SBC clients 6B and 6C, the proxy server 10
transmits the authentication admission notice to all the
25 SBC clients that are already in the session (STZ21). Then
the names of the authenticated users are displayed one by
one on the participant list 52 of the SBC collaboration
aid 7.
For example, if the connection request made by
30 the SBC client 6B is authenticated, the user name (e.g.,
Nakamura) of the SBC client 6B is added to the participant
list 52 of the SBC client 6A (ST22a). At the same time,

the name “Tanabe” of SBC client 6A (i.e., the privileged



For exanple, if the connection request made by 30 the SBC client 6B is

aut henticated, the user nane (e.g., Nakanura) of the SBC client 6B i L?ggth
to the participant list 52 of the SBC client 6A (ST22a). At the sa I e,
t he nane "Tanabe" of SBC client 6A (i.e., the privileged 14 DEC 2004 -15
user) and the nane "Nakanmura" of SBC client 6B (i.e., the new participant)
are displayed on the participant |ist 52-18F the SBC client 6B (ST22b).
Then, SBC client 6A and SBC client 6B wait until authentication for al

the 5 participants is conpleted (ST22a and ST22b). Then, the SBC client 6A
(i.e., the priwvidegedndushe)namandiikegusatobf SLiBRtseRr tL ishst th€tion to
the proxy server 10 T r e ' .

col | aboration St&f tpairﬁ]:g??g% Port}aer(eg'ijg%élgg%% rneé%éeggggﬁg%%ﬁééésgersger 3to
start the SBC cef |1akoSaCi obiset VAR & STSTRD) . Théihe SBBCcdeenerbt8 quar S8Ens t he

aut hentication process for the service request hat .is,, the session
start instructiohent éﬁsﬁ?f?e@?ﬁoﬁﬁtﬁsné?%ﬁvoﬁ ar aﬂ) t8%726) . Upon

success of the qutheniaaati 08 eI dtraSTe622a 1ind lsg28BC. server 3 transnits
a notice of starting collaboration to the proxy server 10 (STJEEB. Upon
receiving the notice, th&hpRexihaeBrerlionthshi 1= t A8 Photi&9eh all the

SBC clients 6A 6B, q0dnGfuol & N1 RRLRELORII NG USRLS (STER ciktla Lhi s

notice, the start aboration is recorded in the nessage w ndow 53
of each of thepSBG cldrertslBA(STRIDUgRheCprasy iddnystr dDedecpi BGthe (ST29

o e () PRt B AR e e B s
server 10 (18T313rc Unawdregeityi BgatherteulsBes eveeabd rd aromtsieoni¢ST8ZYS5)t he
proxy server 3 copies tq'%ef g}|3|C_sSeCrrveeern 3i g];g%grar%sl Ot ea%% Eg}'lggcégicgnhe nurber
process for the service request (that is, the session
start instruction) transmitted from the proxy server 10
(ST26) . Upon success of the authentication (YES in S8T26},
15 +the SBC server 3 transmits a notice of starting
collaboration to the proxy server 10 (ST27). Upon
receiving the notice, the proxy server 10 transmits this
notice to all the SBC clients 6A, 6B, and 6C of the
participating users (ST28). With this notice, the start of
20 ceollaboration is recorded in the message window 53 of each
of the SBC clients 6A through 6C, as illustrated in FIG. 4
(ST29 and ST30) . |
In parallel to starting the collaboration, the
SBC server 3 transmits full-screen (or the initial page)
25 information to the proxy server 10 (ST31). Upon receiving
the full-screen information (ST32), the proxy server 3
copies the full-screen information according to the number
of the participating users, and distributes the copies of
the full-screen information to the SBC clients 6A, 6B and
30 6C (ST33). Then the distributed full-screen information is
displayed on the SBC browsers 5A, 5B, and 5C of the 3BC
clients 6A, 6B, and 6C, respectively (ST34 and ST35}).
FIG. 6 and FIG. 8 illustrate the above-described



of the participating users, and di*stributes the copies of the full-screen
infornation to the SBC clients 6A, 6B and 30 6C (5T33). Then the
distributed full-screen information is displayed on the SBC br owskt 8EG 4004
5B, and 5C of the SBC clients 6A, 6B, and 6C, respectively (ST34 and
ST35). FIG 6 and FIG 8 illustrate the aq ve-described Ir 14 DEC 2004 -16

col | aboration start process (ST23 through~ST30) and the full-screen output
process (ST31 through ST35), respectively, fromthe standpoint of the

system behavior, .J1n FIG. 6, Lh B |l ti.on aid f_t BC client
2 en of the pristtebsrgeel ehameme e ST ot Bk s F A et on to
t he proxy servefulll-dasennducatedpineashe (SaBT omidcllgh. sThe) col | abor ati on

start instruction is nmad for exa e, . clicki n%the start button 61 in

by I
the coll abor at?%??eﬁ%ﬁ’te?é’onﬁ?%ﬁl}eoﬁ ARt &F ithEusSYREER PSPV RS FI G 7.

The system may pe miesi gnednsostdaioliR@orael bRhorptizon sstast sg@nfliimt i on
w ndow i s opened only in the SBC collaboration aid 7A of the privil eged
user (i.e., 5 SB& @f e pA}rvihegehaseri F3anarkies sedolRabprakicrnsatgait 15 for

the session. In;thi & tbhendan atign, right,
application 1 i%ﬂ%ﬁﬁe F%}gﬁ}tl to Ogg#art tﬁre (go¢ saggggix'lgg%? GDAI; Ptglrenat ively,
t he col | abor ati@rest arlh) ) .cfhei cobtamragiindostany e toperédni nstheldSBE,

col | aborati on ids 7A, .7B, and 7C of all _t t henti cated SBC clients 20
6A, 6B, and 6C. qun %Wpllgftggl%%lsneq ch\?eﬁkﬁgf%%l{@f}di%ga%? %&%EI‘ who does not
have the mani putsttliaoraitgbh starkscdnité rmeoi b:abaimaticwonast artudbtidted Gh, this
start instruction is denied through the authentication and confirmation

processes _clgr r iFeH:?OJt' by the collaboration user 25 authenticator 31 and the
col | aborati on mani pul ati @Rel 5gftem may be designed so that the

collaboration start confirmation window is opened only in
the SBC collaboration aid 7A of the privileged user (i.e.,
SBC client 6A) that has first accessed the proxy server
15 for the session. In this case, the manipulation right to
execute the application 1 implies the right to start the
collaboration. Alternatively, the collaboration start
confirmation window may be opened in the SBC cecllaboration
aids 72, 7B, and 7C of all the authenticated SBC clients
20 6A, 6B, and 6C. In the latter case, even if the ordinary
user who does not have the manipulation right clicks the
collaboration start button 61, this start instruction is
denied through the authentication and confirmation
processes carried out by the collaboration user
25 authenticator 31 and the collaboration manipulation-right
controller 33. Consequently, the collaboration is after
all started by the privileged user.
The collaboration start instruction is received
at the client input port 15 of the proxy server 10, and
30 supplied to the collaboration session manager 32 (as
indicated by the arrow (2)). The collaboration session
manager 32 retrieves the session ID based on the port

number of the proxy server 10, at which the collaboration




controller 33. Consequently, the collaboration is after all started by the
privileged user. The col | aboration start instruction is received 4t} fiffe2004
client input port 15 of the proxy server 10, and 30 supplied to the

col | aboration session manager 32 (as indicated by the arrow (2)). The

col | aborati on session nanager 32 retri e\\%ﬁg the session ID based on the

port nunber of the proxy server 10, at i'’ch the coll aboration 14 DEC 2004
-17 start instruction is received, and confirnms that the session
identified by the retrieved session |ID.i sqnon- activat ed hbei ng, ready for
col | aboration. StRFt COPFABGFETT orF $ESSHER Mty &rP 32 8P s6 Cont T ns the user
ID 5 of the priyddseedidsarinhed has theansaii&edl thesienl tmbos atden start
instruction (process (3)). The coll| aborati on session manager 32 inquires of
t he col | abor at | ¥%c-ivrtiegul BELoH-T955Ht [08nEPbIIRATHEIO/hefR8r  the

mani pulation ri Mlat%{?ﬂa*ahénsgégi% GHhLSaL! ¥2 bel ongsn k9 he e ysser ho has

requested to start e collaboration (as indicated by the bi-directional
arrow (4)). 5Uponf tteceinivagegedosian waor basl trandmd teekl dber ati on sessi on

manager 32 acquires.the passwrd af the [ uested the

col I aboration st A8 HRBi %g#ei%l %lftttr%%%?r} ?%Ootﬁ%%%ct(?gﬂal arrow (5)).

After the password i s acquer edllddwratiokl abosbdn orarsessi 62 mnagers 3Z

requests the SBC server to start, the SBC col |l aborati ﬁ&seﬁi% The SBC
Tt

3 t¢
server 3 executk®d Qllekerabife Marcalilghi PR ohdHe 95&FC B5&swor d,

the port numberyof 1he SBE:$6k VeI o8t €his adsksidnReFrbaL By NRSIRERZE to the
session start request tpo the proxy server 10 (as indicated by the

bi -directi dfal % rgw Usef) whEorag HE®ERESDS t@ othAsTH EREeCOPRISLIH) s
indicated by the Di-directihiopdl il HAWa; POWRYSHa1 & ow (4)). Upon

receiving a positive result, the collaboration session
manager 32 acquires the password of the user who has
requested the collaboration start (as indicated by the bi-

15 directional arrow (3)}.

After the password is acquired, the

collaboration session manager 32 requests the SBC server 3
+o start the SBC collaboration session. The SBC server 3
executes client authentication from the user ID, the

20 password, the port number of the S5BC server 3, etc., and
transmits a response to the session start request to the
proxy server 10 (as indicated by the bi-directional arrow
(6)). For the sake of convenience, process (6) is
indicated by the bi-directional arrow; however, the

25 response from the SBC server 3 1is actually supplied to the
collaboration session manager 32 via the server input port
16.

The collaboration session manger 32 then

transmits a session start notice to the proxy input ports

30 8A, 8B, and 8C of the SBC clients 6A, 6B, and 6C (as
indicated by the arrows (7)). The session start notice is
supplied to the SBC collaboration aids 7A, 7B and 7C of

the respective SBC clients (as indicated by the arrows



25 response fromthe SBC server 3 is actually supplied to the

col | aboration session manager 32 via the server input port 16. The

col | aborati on session manger 32 then transnmits a session start not i t& OEB 2004
t he proxy input ports 30 8A, 8B, and 8C of the SBC clients 6A, 6B, and 6C
(as indicated by the arrows (7)). The sgiéi_on start notice is supplied to

the SBC col | aboration aids 7A, 7B and 7C the respective SBC clients (as
indi cated by the arrows 14 DEC 2004 -18 (8)), and displayed in the nessage

wi ndow 53 (see 4).. ln the ex e 17525

Col | aborati on E@S ’b@é‘ﬁl gtl%]?{[ae}geoei@”%lrr\]%oﬁ%scg%g% éﬁmtd%g ggﬁgg&%grn%l' tlr)lé SBC
m ddl eware 2 st tiheb elxbgpappbf @itd .o, 1the mesparse 17026 heoskssimtisnar t
request (as indicated b¥ the arrow ﬁagﬁ% he application 1 outputs the
ful'l -screen (or#hdseHi £EaFpAge)® GFPPHPS®Appl i cation (as indicated by the

arrow (10)). The SBC ser ygr +Bets@nsminasdt hend udc serigeBwhpé of neddaz to the
server input 10 port 16 of the proxy server 10 (as indicated by the arrow

(11)). In tBi s Behrrerlichéigeskiigh 5e$Pepaet 8. T Gesgipn| akiFateEvese
syst em behavi or . cr [ N i.enal
y ‘%@%@Q?F?B&ﬁ%@ roRCEPN, I ! 4k caTD6n OP &S ALHLRE

process shown | applied t the output of 15 the
full -screen infoteraiildrsicmeedi &reltheafinétisheparssiofn thss awp i ttiles out put

of the execution screen resulti fromt exegut i f pplication 1.
The only di ffe?ae%c’é“die%aftﬁét E%Q% Sutput t(?ﬁ)g) the' s uS%? g%?%%ﬁ 3ai nf or mat i on,

the entirety oftidiesneaiseeRei piDIAircen LAf2Oncopiredoantedsstvaebutngatt o t he

SBC clients 6, while for_ the application_execution screen only the updated
portion duél t PeHe Fhamitpiigt P’écﬁ‘yofsetrﬁérabgl F‘?:Satji cf%fag la%p%é% ™

distributed. Aceprydi Nghy tnXPhanadd ORnei bbsbeonaide stsirngd.
FIG. 8 illustrates the system behavior when the
SBC browser screen is output. The operational process
shown in FIG. 8 is equally applied to both the output of

15 +the full-screen information immediately after the session
start and the output of the execution screen resulting
from the execution of the application 1. The only
difference is that when outputting the full-screen
information, the entirety of the screen information is

20 copied and distributed to the SBC clients 6, while for the
application execution screen only the updated portion due
to the manipulation of the application 1 is copied and
distributed. Accordingly, explanation will be made using
an example of outputting the full-screen information.

25 First, the application 1 started by the SBC
server 3 in response to the session start request opens
the initial page as the full-screen on the SBC middleware
2 {as indicated by the arrow (1)). The SBC middleware 2
transmits the full-screen information of the initial page, -

30 together with its attribute, to the proxy server 10 (as
indicated by the arrow (2)). The server input port 16 of
the proxy server 10 supplies the full-screen information

and the attribute, as well as the port number, to the copy



an exanple of outputting the full-screen information. 25 First, the
application 1 started by the SBC server 3 in response to the sessigadﬁiafh
request opens the initial page as the full-screen on the SBC m ddl 09t
(as indicated by the arrow (1)). The SBC mddleware 2 transmts the
full-screen information of the initial page, 30 together with its

attribute, to the proxy server 10 (as indi%ated by the arrow (2)). The
server input port 16 of the proxy server 10 supplies the full-screen
information and the attribute, as well as the port nunber, to the copy 14
DEC 2004 -19 unkRipRpfoft HaeSHRS hrosar Seregn IMiUTRELrandds Strittor ™ 21

(as indicated bﬁltﬂﬁs%ﬁ£ﬂﬁ%Qéé)byT SBC.Rr gwser screen information
: .

distributor 21 inquires o e col l aboration session manager 32 about 5
the destinations of the fillel S8€reerwiarf comethobr fdtm tcon dbetaibwirsessi on

manager 32 retrjeves t.he session | nd_.the_ | P._address f | .t he SBC
clients 6 part# i PaSS ﬁ%th e§%§ﬁ%§$rﬁ%6§$t & por Hﬁﬁ%ﬁ%?,ggﬁ%&ngﬁpplies

the retrieved deséidaddionsibastbe SBC frlowseredd wofentiphore i on
distributor 21 (as_indicated by the bi- directional arrow (4 %.'The SBC
browser screen FRERRRAGIISN ARSEITHIAIRIST dopFRSEYHEss (hF- Sereke 1D

| nformation as DAY nASe haapuEber Of diflerdesthnaliaassak the copy unit 22,
and delivers the coples to the SBC clients 6A, 6B and 6C (as 15 indicated

by the arrows (B3jticimetimexyni bputsqseros §AomSEhamPrECTERbeRe SBE cl ients

S o, oSSR  VeLeaSTEPRALA TR I, S0l yerhicle Lo (1

The SBC 20 1ir owserserbAnfaBmandob Gliksplbayotrh2l f (4 -isciieenednby i @ie Qgage.

Returning to Flgﬁrgktfgkil %QEOL“%lfFF”f %nSBC browser screen information
distributor 21 copies the full-screen information as many
as the number of the destinations at the copy unit 22, and
delivers the copies to the SBC clients 6A, 6B and 6C (as

15 indicated by the arrows (5)).

The proxy input ports 8A, 8B and 8C of the SBC
clients 6A, 6B and 6C receive the full-screen information
and supply this to the SBC browsers 5A, 5B and 5C,
respectively (as indicated by the arrows (6)). The SBC

20 browsers 5&, 5B and 5C display the full-screen initial
page.

Returning to FIG. 5, when the full-screen
information of the initial page is displayed on the SBC
browsers S5A, 5B and 5C of all the participants, the

25 collaboration is substantially available. The privileged
user of SBC client 6A, who currently has the manipulation
right to execute the application 1, manipulates the mouse,
the keyboard, or other devices to execute the application
+ through the SBC browser 5A (ST36)}. The input

30 manipulation information of the mouse, the keyboard, and
other devices is received at the client input port 15 of

the proxy server 10, and supplied to the manipulation

information transmitter 25 of the manipulation information



information of the initial page is displayed on the SBC browsers 5A 5B
and 5C of all the participants, the 25 collaboration is substanti al
avai |l able. The privileged user of SBC client 6A who currently has {hBECZMM
mani pul ation right to execute the application 1, mani pul ates the nouse,

t he keyboard, or other devices to execute the application 1- through the
SBC browser 5A (ST36). The input 30 mani pgPation information of the nouse,

t he keyboard, and other devices is received at the client input port 15 of
the proxy server 10, and _ supplied to the manipulation information
transmtter 25 RIS kmAipul ation informati on 14 OEC 2004 -20 processor

11. The packet determ nath@npsRidr 2&teimingridsmni-pw aki gp +xd ormati on
transmtter 25 determ nes whether or not the packet containing the input

mani pul ati on 5 martimutation hRSowEdd onr ARARTTLERT RanfieRerpines [Wgsletser
havi ng the nanugyhﬁﬁ%qgggggg%?éﬁI§%ﬁiﬁgggt@§epiEﬁﬁymbﬁinﬁggéﬂ%;ted from

the ordi nary user ave t mani pul~ation r t In ST37),
t he mani pul &t i anfdmbainat hes khscardnenitt@B fdicgcahdspt irel iagaad user

mani pul ation information. If.the packet | mtte fromthe privileged
user (YES in S %HQIﬁgepQER%Qu %ﬂi&ﬁsﬁ%gé?ohéﬂﬂﬁt ;§ gp%h@%é%%?tﬁ% s packet
to the SBC serweinshitSEd8F rofagieicordehery nddr aiholdbts 2Rotiaiarenithes t he

15 source of the packet by inquiring of the collaboration  session manager
32 and the col IBHsPasAHaRt Pt afi0RR FEht - iRt MEPEBILE% 1 Ybout t he

session 1D, theypayti¢hiBat hRg-AsehunliPs pgaads i wheenbppE i vil eged user 1D
wWth respect to the received packet. Through the 20 determ nati on process,

t he mani pullét i oreriiFderaphobniematsent t &F D5 mackes tRethaRr¥R %S t he SBC
server 3 only from the privileged user (YES in ST37), the packet

transmission unit 27 transmits this packet to the SBC
server 3 (ST38).
Packet determination unit 26 determines the

15 source of the packet by inquiring of the cellaboration
session manager 32 and the collaboration manipulation-
right controller 33 about the session ID, the
participating user IDs, and the current privileged user ID
with respect to the received packet. Through the

20 determination process, the manipulation information
transmitter 25 relays the packet to the SBC server 3 only
when the packet has been transmitted from the privileged
user who has the manipulation right. Those packets from
the ordinary users are discarded in order to prevent the

25 manipulation of the application 1 from becoming
inconsistent due to error manipulation cr an unconscious
touch on the mouse or the keyboard.

Upon receiving the input manipulation
-~ information produced by the privileged user, the 3SBC

30 server 3 executes the application 1 based on the input
manipulation information (ST39). As the result of the
execution of the application 1, the execution screen is

updated. The SBC server 3 transmits the updated screen



when the packet has been transmtted fromthe privileged user who has the
mani pul ation right. Those packets from the ordinary users are discarded in
order to prevent the 25 manipul ation of the application 1 from becofimgl 200t
i nconsi stent due to error mani pulation or an unconscious touch on the
nouse or the keyboard. Upon receiving thQ*%%put mani pul ation information
produced by the privileged user, the SBC server 3 executes the
application | based on the input manipulation information (ST39). As the

result of the executi,on of .the. a icati,on 1, the. execution, screen is
odated. The et EEtHARTLC et B MR SEE 180 & o R IR ORRESSHEE" 53
i nformati on of phexypsated (or (shanged)s past besn texgdlE nefr asyveeratefe 10

(ST40). As has been expl ai ned _above, ance ,the_ execution of the ggflication
1is started, itNEsSFRIULINECESSERY IRPUCANSAT L L 11T ISt8Et8En Lhi bF mth on,

instead, 5 onlynbhesdliff alerthabmi Of QIIMRLEQBf €St d i sHHOM L besagXxecut i on
is transmtted. The updated screen information is received at server input

port 16 of tthe prbxythredidferontimd Sifpprasdont pesheiSRCIEPOWSRE screen
i nformation dis%%'éﬁﬁéﬁs'é%btygggnggu£gceiving t he updated screen

information (ST rowser screen information distributor 21
makes copi es of the updatedupdeten sodcenmatiomatidrhescapgeimed £2 as many

as the nunmber of the participati rs, and delivers.the .copies to the

SBC ol i ents 6A “BE Shd BT S1a5) O-ie acriBE ST AR eRianeea e

i ncor por ate thetopeied eSBCs BreeBer | fd ¥amin@o rindt Do i sfruli bus6fr e2n. Upon

information and display the execution result of the application gn the SBC
Aetas i

browsers 540 5BraFRlEE $hE3v FAFees; fRECTPRE Iy SAAd) t e elEYvery of
the updated 20pssy£en ddrbenmehiomaliont RessamBuase thosaket thsiddldr

the updated screen information at the copy unit 22 as many
as the number of the participating users, and delivers the
copies to the SBC clients 6A, 6B and 6C (ST42). The SBC

15 clients 6A, 6B and 6C incorporate the updated screen
information into the full-screen information and display
the execution result of the applicaticn on the SBC
browsers 5A, 5B and 5C (8T43 and ST44) .

Since the copy and the delivery of the updated

20 screen information are the same as those of the full-
screen information explained with reference to FIG. 8,
explanation for them will be omitted. As long as the
privileged user continues executing the application 1,
steps ST36 through S5T44 are repeated, and the execution

25 screen is displayed on the SBC clients 6A, 6B and 6C in
real time.

It is sufficient for the SBC clients to merely
have a display function to browse the execution of the
intricate and advanced application in real time. -

30 Consequently, the cost for installation and management of
applications in the respective SBC clients can be reduced.
After the transmission of the full-screen information at

the beginning of the session, only the updated screen



screen information explained with reference to FIG 8, explanation for
themw || be omtted. As long as the privileged user continues executing
the application 1, steps ST36 through ST44 are repeated, and the ldxBEEulllion
25 screen is displayed on the SBC clients 6A, 6B and 6Cin real tine. It
Is sufficient for the SBC clients to nerely have a display function to
browse the execution of the intricate andZadvanced application in real
time. 30 Consequently, the cost for installation and managenent of
applications in the respective SBC clients can be reduced. After the
transm ssi on ofinfsempgipnseeaeing drast tom atecutienbedi B ng of the

session, only t%b%lﬁ_%gﬁg pLr sk +PEG ZQQ&fd%ﬁlgjlgf OEH@}%%Eyrﬁ%EIgtisng from

t he execution o € application I's transmtted.” Aécord at a
traffic is |igd, liahd,t hedsdte sfaadsérytcoymmimeaticenicat satcarcane be

mai nt ai ned. Since,thesregninf rmation i s copied _for thej?féfeflivggto
the respective r@é@téllpgat s> te PFocEGETR 1 OI%H‘ZHBPOW & £6 i E‘
pronpt. As g whaligvetrye +SBthe caldrbanabi OBC sysit@imsacene dbrgdduriehenpr esent

i nvention has high operability and response abi Iit{ with respect to the
execution of tH& SPFrrREabrBYEr 1P TFePSBPEI i%ht® #otRe BrF Vil‘eged user

having the Marulaan: oh Ghfs (BAULLESao Vo oS Bla¥eANt Afedtipnt - devi ce

to execute the intricate and ‘advanced application "installed in the renote
SBC server. Thengr ihiighegperaisieritycandnaaspenst @bife tippl toatesmecds thf t he
5 conaent at o Th ARG CrdAAgEd By PRECSHE-SBbver 3, and the burden on the
SBC cl i ent 1fhor resour cesThRansge M ritenits of gtieatpni widdgeddusét Gavdind ftbhstrat es
a sequence of téﬁ%fﬁﬁ%giggg right requires only a display and an input
device to execute the intricate and advanced application
installed in the remote SBC server. The privileged user
can manipulate the application as if the application is
15 installed in the SBC client itself. The execution record
is concentrated in and managed by the SBC server 3, and
the burden on the SBC client for resources management 1is
greatly reduced.
FIG. 9 illustrates a sequence of the transfer
20 process of the manipulation right among multiple users
participating in the session. The SBC clients 6A through
6C, the proxy server 10, and the SBC server 3 are all
involved in the session (ST51 through STS4).
any of the ordinary users of the SBC clients 6B
25 and 6C makes a request for transferring the manipulation
right to execute the application 1 by clicking the
manipulation-right request button 54 furnished in the SBC
collaboration aid 7 shown in FIG. 4 (8T55). The
manipulation right transfer request is transmitted to the -
30 proxy server 10. Upon receiving the manipulation right
transfer request (ST56), the proxy server 10 inquires of

the SBC client 6A of the currently privileged user about
the transfer of the manipulation right (ST57).



20 process of the manipulation right anmong nultiple users participating in
t'he session. The SBC clients 6A through 6C, the proxy server 10, and the
SBC server 3 are all involved in the session (ST51 through ST54). AdyDESf 2004
the ordinary users of the SBC clients 6B 25 and 6C nakes a request for
transferring the manipulation right to execute the application 1 by
clicking the nmanipulation-right request “Bdfton 54 furnished in the SBC

col l aboration aid 7 shown in FIG 4 (ST55). The nmanipul ation right

transfer request is transmtted to the 30 proxy server 10.. K Upon receiving
the manipul ation right CP&nSPerCi&firest %@T‘SJG%IG;‘S ﬂfetB?oRF‘é@r?}%%d 10

inquires of the SBGrelihent + 84 winithe aeubh entdit Riiayikkegededisayt akout the
transfer of the manipulation right (ST57). 14 DEC 2004 -23 The SBC client

6A inquires of adwegEbliel ég8H8) uder wHenhée  tHe mapipulation Tidt transfer

request is accegptahle T : ni-pdl af { on: ri

transfer reques? %lslr%gw&lgg?%% r"gq@éﬁ{(g@{‘l%ﬂlﬁ :Igl ggghe%igrﬁ Gg%tgegBC

col | aborati an air th cBct hel BB dtient aBA. 74 of tihies S8ganpient "@uzdki ", the
user of the SBC client 6C is _requesti for the transfer of t .

mani pul ation rightS ¥Rt Re e Wi at itgg P?%tofrt%‘ﬁsgg(r: ?Jejq?féts{k%i Cl

accept abl e (YES.odhbs3E28) fokhendrdinlsegedo BSeie GlanGlslbBeon Qegtaut tgn 71.
10 If the privil eged usér does not wish to transfer the manipulation right
(NO i n ST58), ttee TREIECTATHER t BT HransEeT crRGpestn 1EhacekRAR € sHéwn in
FIG 9, the manj JONn 4 L tr f e WirRdeyk ik spepeiedonly in
the SBC 15 colla (L)grlg%%)dntg%dg%lo e%{éﬁleg%)??w egesd user (i.e., the SBC
client 6A) 10Howe¥ethe tprévihagedleddooesghtt twiatsfter trpagiestthd ndow may be

opened i n the SeC ol abgral g g 1o Srbly Uk 16eBhcRl niheSHe GLients

clicked.
In the example shown in FIG. 9, the manipulation
right transfer request window is opened only in the SBC
15 collaboration aid 7A of the privileged user (i.e., the SBC
client 6A). However, the manipulation right transfer
request window may be opened in the SBC collaboration aids
72 through 7C of all the SBC clients 6A through 6C as an
advance annocuncement of the transfer of the manipulation
20 right. In this case, clicks of the “OK” button 71 or the
“REJECT” button 72 by the users other than the privileged
user are discarded by the proxy server 10 after the
confirmation of the user ID of the privileged user.
Through the selection of either button in the
25 manipulation right transfer request window, the response
to the ingquiry about the transfer of the manipulation
right is transmitted from the SBC client 6A to the proxy
server 10 (STS9). Upon receiving the response from the
-~ privileged user (ST60), the proxy server 10 determines
30 whether or not the transfer of the manipulation right has
been accepted (ST6l), and transmits the determination
result to the SBC clients 6A through 6C (ST62).
The transfer result is displayed on the SBC



advance announcenent of the transfer of the manipulation 20 right. In this
case, ‘clicks of the "OK" button 71 or the "REJECT" button 72 by f@@Egéﬁgs
other than the privileged user are discarded by the proxy server

the confirmation of the user ID of the privileged user. Through the
selection of either button in the 25 manipulation right transfer request

wi ndow, the response to the inquiry about4the transfer of the manipul ation
right is transmtted fromthe SBC client 6A to the proxy server 10 (ST59).

Upon receiving the response fromthe privileged user (ST60), the proxy
server 10 determlrﬂe?éaoz@tmm W—ﬁ orofat 1t e & reawst oFf Ghet REC rmlmqaﬂsaﬁﬁon

right has bee te gﬁ. an e esult to
t he SBC cIientgiﬁﬁﬁﬁﬁ}oug %ﬁg 6M+hea?$%%%¥gfogeéﬁ 'S J?s&F;yed on
the SBC 1 4 DEGjﬁQ&éna@&leoibmbnmﬁﬁlmmaasﬂeﬁ wdaquaslt onda hprtheﬂSEEhe SBC
clients 6A throug 163 _and ST6 endi n the,resul t t he
mani pul ati on ri ght qg'%ﬁsﬁé? PegLes eﬁéﬁg gh?rﬁf %%rcF?éﬁ?“¥ﬁ?iﬂi§d83en

rej ected, the t{ansgf®fed eheehé CTBWNIIAQWLELHE1iGPENRM 7icnothenSBEC

col I aboration aid 7C of the SBC client 6C. If, on the other hand, the

mani pul ation rightent B&nsfér PRduEsOthas et ddePRBAPULARLYRHIithant

o, for exampl o VCHEERUATICRE Fanahe 16° (165" Lo  T0CT) - CEREATT O -
Nakarmura (192. 15’8 (&2 FIG. VAN ¢HUISAT! ONe SB(Zudxlie(th@Z 6R68h10u®) .6CTRRereor der  of

t he part|C|pant | i st 2 does not At e BS th fact of the
transfer of the® eﬁh Sri oR" r?ﬁﬁﬁpl S c?%§$$y¢ﬁﬁ%hdlcap The | ocation of

the mani puliati opLgd gles.may1pe oﬂﬁwwhbmhtmkmux%nunam zeel. 1y.2 different
col or. Besides the announcenment on th% grt|0| ant_ | i st 52 %hq}transfer
ayet 1§ o

of the mani pul HANFULAFREN rayt BEk i etﬁ@@ RFERT

participant list 52 does not matter as long as the fact of
the transfer of the manipulation right is clearly
indicated. The location of the manipulation right may be

15 highlighted or emphasized by a different color. Besides
the announcement on the participant list 52, the transfer
of the manipulation right may be displayed, together with
the time, as a part of the session record in the message
window.

20 FIG. 10 illustrates the system behavior at the
time of transfer of the manipulation right. SBC client 6C
transmits a manipulation right transfer request from the
SBC collaboration aid 7C to the proxy server 10 (as
indicated by the arrow {(l))}. The client input port 15 of

25 the proxy server 10 supplies the manipulation right
transfer request to the collaboration manipulation-right
controller 33, together with the port number and the
client’s IP address (as indicated by the arrow (2)}. The

=~ collaboration manipulation-right controller 33 inquires of

30 the collaboration session manager 32 about the session ID
and the user ID. The cocllaboration session manager 32
extracts the session ID and the user ID based on the port

number, and returns the extracted IDs to the collaboration



the time, as a part of the session record in the nessage w ndow. 20 FIG

0 ill-ustrates the system behavior at the tine of transfer of the

mani pul ation right. SBC client 6C transnits a manipul ation right traddiE€rop,
request fromthe SBC collaboration aid 7C to the proxy server 10 (as

I ndicated by the arrow (1)). The client input port 15 of 25 the proxy
server 10 supplies the manipulation right<““fransfer request to the

col | aboration mani pul ation-right controller 33, together with the port

nunber and the client's |IP address (as.indicated by.the arrow (2)). The
col I aborati on n‘ﬁ?ﬂwléttil{iﬁ-‘ﬁl%’f %ﬁt("Pjrl*?’éré%SEar%dﬁdPE?t%‘? %V%hr‘ﬁapl'

col | aborati on sgssdan JiRNagetow2(Ahoutrnkhes seasd it ibR mandphhe-iuser | D. The
col | aborati on session manager 32 extracts the session ID and the user ID

based on the porighthaebsroland FetiatfdevRe B5Q rattedt PElvblegrd user
o oaed by b e T sESs TN B AhbOB:olel (90 Bhlctrahd it

I ndi cated by the bi-"directional arrow e coll'aboration
mani pul ati o rilghtmacdpuiekien BByhietirizesésr t hanmstr ént thei swfeayed user |ID

fromthe session ID (th roces 4),)., and transmts 5 e ni at.i.on
ri ght transfer QIéJq‘{}el%tge?oBFﬁE’c%értenlts' b‘{rq?v‘i“f%%eogp 1}21& ,Sg?h% efnsf%t éhuser
of the SBC clieptiHAdamplthi(ss exalplaacdasyi titk catred bg)the arrow (5)). The

proxy input port 8A of the SBC client 6A supplies. th ni pul ation right
transfer request to the TH§ BB@‘%O}I}%OPSFFO%%? R %ggﬂf:#'n %%téénd by the

arrow (6)). ThesRRG Gl kRRORAK M Alidn/ Ai gRENSrdr sFaegUbat | €5 dHeght
transfer request wndowillustrated in FIG 11A. The response to the
mani pul ati d® riSBE qoldebpsationiai i'd (AgpiRdieateyhYt KBS nARFYPUI &ilon ri ght

transfer requestnd s tdavaphSal AT YRIHLAN I mafEoGl keidn BAGHe. the
proxy server 1 as Indicated by the arrow (7)). The client
transfer request window illustrated in FIG. 11lA. The

response to the manipulation right transfer, which is
input through the manipulation right transfer request

15 window, is transmitted from the SBC client 6A to the proxy
server 10 (as indicated by the arrow (7}). The client
input port 15 of the proxy server 10 supplies the response
to the collaboration manipulation-right controller 33 {(as
indicated by the arrow (8)). If the response represents

20 the acceptance of the transfer of the manipulation right,
then the collaboration manipulation-right controller 33
updates the current privileged user ID, and transmits the
updated privileged user information to all the SBC clients
6A through 6C (as indicated by the arrows (9)). If the

25 response represents the rejection of the transfer, the
collaboration manipulation-right controller 33 maintains
the current privileged user ID, and transmits a rejection
notice to the SBC client 6C that has made the manipulation
right transfer request. -

30 The proxy input ports 8A through 8C of the 5BC
clients 6A through 6C supply the new privileged user
information or the rejection notice to the SBC

collaboration aids 7A through 7C, respectively, which then



I nput port 15 of the proxy server 10 supplies the response to the

col | aboration mani pul ation-right controller 33 (as indicated by t?g[ﬁﬁhﬁw
(8)). If the response represents 20 the acceptance of the transfer’df
mani pul ation right, then the collaboration manipulation-right controller
33 updates the current privileged user ID, and transmts the updated
privileged user information to all the SB&%lients 6A through 6C (as
indicated by the arrows (9)). If the 25 response represents the rejection
of the transfer, the collaboration manipulation-right controller 33

mai ntai ns the displant the GrpegeRr nesotiptiandr e His ifes 1Bt 63’ it
notice to the SBC cli at has nmade the manipulation right transfer
request. 30 Thgg%néﬁg?ﬂéngg?sgbrts 8A through 8C of the SBC clients 6A

t hrough 6C supply the neRegnrriheged Hiser 9, i afioe nitd ornéput Abior) wicthiton

notice to the SBC .coll aboration_ ai 7A t hr h, 7C, . respect.iye | ch

then 1 4 DEC 200%° - M SPSyefﬁ%§t5§ﬁ%F§F ﬁggg %%ﬁ%QN¥%é%SJF?¥(%§EP I ‘cat ed
by the arraows {id))seRetrfuthbngst aclAleBt 8C) onae: pdie thanichal abhon, rihght  has
been transferred, the new privil eged user ifor exaqple, 5, the user of the

SBC client 60C) hevkystacht 8% RENFOUSEUY AEVEESHOH £ oth8r i nput devi ces
to execute the ,8ppldHaln0R inthigtiahe RecSBEoWsoMsRY (3€66PT6Me iHpti nput

mani pul ation information is transnmtted to the proxy server 10, and the
mani pul ati on i nfarimtliadAonr ansafateomss] fraesel gtk SoBEhRFO¥he packet

containing the Lopul, (@g%@w BhL Oflrl: M ALRRLA Ofly AASAIGER LEAASH {{ad ot om

the privileged User acket 1s fromthe privileged user
(YES in STaA), téecmmmesuwaeibar the gasketonontaisimia ttée 28pvel ays this

Lgfg;rngnipU|at%&%&g&iggyg%rg%%é%@a%f%&lﬂ%ssggé§e{ﬁgﬂéﬁitQEEGE}mnﬂﬂﬁeSBC
privileged user (ST66). If the packet is from the
privileged user (YES in ST66), the manipulation
information transmitter 25 relays this input manipulation

15 information to the SBC server 3 (8T67). The SBC server 3
executes the application 1 in accordance with the input
manipulation information (ST68). If the packet is from the
non-privileged user (NC in ST66), the manipulation
information transmitter 25 discards the packet at the

20 manipulation information discard unit 28.

The SBC server 3 transmits the update screen
information, which represents the execution result of the
application, to the proxy server 10 (ST69). The proxy
server 10 receives and copies the updated screen

25 information as many as the number of the participating
users, and distributes a copy to each of the SBC clients
6A through 6C (ST70 and ST71). The SBC clients 6A through
6C display the updated execution screen on the SBC
browsers 5A through 5C, respectively (ST72 and 3T73).

30 The system behavior during the copy and delivery
of the updated screen information has already been
described in conjunction with FIG. 8, and the explanation

thereof will be omitted. The execution of the application



executes the application 1 in accordance with the input manipul ation
information (ST68). |f the packet is fromthe non-privileged user?1{IBEL iy
ST66), the manipulation information transmtter 25 discards the packet at
the 20 mani pul ation information discard unit 28. The SBC server 3 transmts
t he update screen information, which reprnesents the execution result of
the application, to the proxy server 10 (22T69). The proxy server 10

recei ves and copies the updated screen 25 information as nany as the nunber

of the participaty user,s %# isput %Eﬁ%{gy - of the SBC
clients 6A thr ougﬁg:&% ?’%T?Brgv% 1) .SQThgé% cli g&#éfgﬁ\ﬁ? hrough 6C

di spl ay the updeireipudaedoni obgistrmemnest bhetSBO briswsers SAl¢kwdwughl 5C,
respectively (SI72 and ST73)._30 The, system behayiqr  duri copy and
delivery of the'ugFHEd s&%e eSS PFO%%EF%%%XI:s?’eg%O @gnﬁﬁe?fpi bed in
conj unction W t¥edddgedd, and the explanation thereof will be omtted. The
execution of the application 1 4 DEC 2004 -27 1 by the new privil eged user

continues until the manfpGRArFRPHiYgH S BEHEL T USRESRIPEIIRE WIS cked

and the requestnd $aGeaRhedon andrel @RS SIEG. 11y Quah SI78rare repeated. 5
Al t hough only the privileged user provided with the manipul ation right can

actual | y executapplieatappl I catidie BFBonseReeSBG sédeveépcatiomedy ddwt i on of

the mani pul ati il Nor-1g! Q%r}g i I h Qﬁgﬁ;i ation

bet ween t he pri%lgé]geig‘ttﬁggrra%€t e %gd?ﬁ%?@é%nﬁzgg}sﬁgi Flht e sessi on group.
The | ocati on antkdatdrsfien bétwedre thenppulrateged rnisght aadetloonrdilnagg

conpr ehensi | | abor ati on. man n-ri cont rf)l | er. 33 of

%’el Y bél tirrlle ﬁg 5 oup - JFl}géJ lg%%ia hife) %Hé ransfer of

the proxy “sSer T, At RS B U ET R - t c11°8n PR & uléd.
the manipulation right are controlled comprehensively by
the collaboration manipulation-right contreoller 33 of the
proxy server 10, and the burden on the SBC client 6 is
reduced.

15 Regardless of the location of the manipulation
right, the execution screen of the application 1 is copied
and delivered to all the SBC clients 6, and displayed in
real time. Seeing from the standpoint of the SBC server 3,
the client that executes the application 1 is the session

20 group 1 {(or the proxy server 10), and the basic
specification of the existing SBC middleware 2 on the
condition of one-to-one correspondence between the client
and the execution of the application is not changed.

In the embodiment described above, the session

25 is started when all the candidates {or the registered
users) participate in the session, and the process
sequence and the system behavior are also described based
on this example. However, the system may be designed so as
to allow a user belonging to the session group I to

30 participate in the collaboration halfway through the
session. In this case, the privileged user having the
manipulation right may start the collaboration by

generating a collaboration start instruction at his/her



15 Regardl ess of the location of the mani pulation right, the execution
screeri of the application 1 is copied and delivered to all the SBA&DERRYR
6, and displayed in real tinme. Seeing fromthe standpoint of the SBC
server 3, the client that executes the application 1 is the session 20
group 1 (or the proxy server 10), and thegﬁgsic specification of the

existing SBC nmddleware 2 on the conditidéffi of one-to-one correspondence
between the client and the execution of the application is not changed. In
t he enbodi ment describhed aboy the.session . 25 is started n all the
candi dates (or h‘%cﬁeédf’?re%ﬂfé L@’eel’:%()mgai:??clr%’e Sitﬁti“ﬁgss%’{g' ,Otgﬁﬁ t he
process sequensgrardghhessyshemaiehaviats @ aldaodascrbbeashhased on this
exanpl e. However, the system may be designed so as to allow a user

bel onging to tHéaJsteé’é’litéﬁ gt bupd eGP RS pati@atR £RhetldII2MGPEY i on

hal fway throughy (e ni$8%8k @ Mund tﬂ?liespﬁ?%?leéé}? J¥eVikeged yser having the

mani pul ation right may start the coll aboration by generating a
col | aborati &n sta@rltabiogetiauti on at his/her 14 DEC 2004 -28 discretion,

whi | e checking the |ogin a t he_ot.her rti.cipa . .Jhe SBC
clients 6B and 6C do not Tﬁ%v%y%g&n \%f/éilnt aéﬁ?i$§aq?5%1 gdcgﬁd?ﬁd%% e%lepart I ci pate
I n the session,pribull cgellyusat tpemtiitls bherpfeatid efedpaseicsparicn liead

col l aboration. The system can_al So be designed sq that the rivil eged user
permts or rej SRE PRICBEIEE CHpafitoResrian WP tel RgFAG 2R T B8asi on

group |I. In thepopefiat eRAsp1ef dHY SBEXampée: 4hendBCsabigNtadlfates shown)
activates 10 the SBC col | aborati on browser 41, and nekes a connecti on

request tolfhe Bro¥pCsEpverLArR R RGOVRR® cbl | ARy ARKSR 2 ST

response to the% QCLLOPNE GINEST sehbeMo AULRgNtheats Ol rAqaduct ed.
Then, the col |l aboration
session. In response to the connection request, client

authentication 1s conducted. Then, the collaboration
session manager 32 of the proxy server 10 retrieves the

15 session ID based on the input port number, and determines
whether the session identified by the retrieved session ID
is going on. If the session is in progress, the
collaboration manipulation-right controller 33 checks the
current privileged user ID, and transmits the

20 collaboration participation request to the privileged user
(e.g., SBC client 6A). The SBC client 6A receives the
participation request, and the SBC collaboration aid 7A
opens a collaboration participation request window
illustrated in FIG. 12A.

25 The privileged user permits or rejects the
participation request by clicking the “OK” button 81 or
the “REJECT” button 82 in the participation request window
during the session. If the participation request is
rejected, the collaboration session manager 32 of the

30 proxy server 10 transmits a rejection notice to the SBC
client 6D that has made the participation request. In this
case, the collaboration participation rejection window

illustrated in FIG. 12B is opened in the SBC collaboration



sessi on manager 32 of the proxy server 10 retrieves the 15 session I D based
on the input port nunmber, and determ nes whether the session identified by
the retrieved session ID is going on. if the session is in progrls8EC o8¢
col | aborati on mani pul ation-right controller 33 checks the current
privileged user ID, and transmts the 20 col | aboration participation
request to the privileged user (e.g., SBE &1 i ent 6A). The SBC client 6A
receives the participation request, and the SBC coll aboration aid 7A

opens a col |l aboration participation request window illustrated in FIG

12A. 25 The pri #ifefePudde ﬁan?}%erbtr ej ects the participation request

by clicking the "OK' buttgn 8k epk~ thetJRESECTs buidiam 82 bBrhbe the

participation request window during the session. If the participation
request is rejeareicinatdogoPfabf atdor1d€ssi bR, ndmager 132osetide 30 proxy

server 10 transpgrts:a.r I.OR, NOF | e% I 6 made
the participati %E%@%}J%n%%}ek ?%I (gf %gesfgf}o%ﬂesco I?a(t:)lodr %tapgn%%p?%%}l]g?t I on
rej ecti on windowf the (BRT atlédnintPi@& tI2Bpastopiret iuserh@DSBGst .

col | aborati on 14, 2004 -29- aid 7D of the S client 6 I he "OK"
botton Bt | o ol i T s et R o P BE, o ar e SBE ST ant 6D, ¢ he
col | aboration gsesséOrB reNagepud2tipd e -pEexyn SEi MmatQoadds the user ID 5

I
of the SBC client 6D to the participant user ID list. Simultaneously, the
proxy server 10CHEERRIStYS SREUERE A&t 18Nt CBRRDutTIENEBFUF PIERY ebn

information of {henfild eflel Yuekesitad apRbiraation SfieeNprike sBGserver 3
transmts the full-screen information to the proxy server 10 10. The SBC

browser i nfldy maif orlThit S¥BG buppep Linformagiopr dkytuldrurer 20 efamd®rits the
full-screen infgroptionJQ 15Ne S Gld @Rk 8D that - Nas 1ReepnRel s tiged to

participate
the SBC client 6D that has been permitted to participate

in the session halfway. Thus, the current executicn screen
is displayed on the SBC browser 5D of the SBC client 6D.
15 The collaboration session manager 32 also
transmits the updated participant information to all the
SBC clients 6A through 6D. In each of the SBC
collaboration aids 7A through 7D, the participant iist 52
and the message window 53 (see FIG. 4} are updated. For
20 example, a message “OBSERVATION: Maeda (192.168.10.4)" is
added in the participant list 52, and the participation of
the SBC client 6D is recorded together with the time in
the session record cof the message window 53.
To finish the session, the privileged user may
25 forcibly shut down the SBC client 6, or alternatively, the
session may be finished through a window different from
the collaboraticn start confirmation window (FIG. 7). In
the latter case, making a right click, for example, causes
a collaboration stop menu to be displayed on the SBC
30 client 6, and by selecting the stop key, the session is
stopped.
Upon receiving a session stop regquest, the proxy

server 10 disconnects the port of this session from the



In the session halfway. Thus, the current execution screen is displayed on
t'he SBC browser 5D of the SBC client 6D. 15 The col | aborati on sessi 6DEC 2004
manager 32 also transmts the updated participant information to all the
SBC clients 6A through 6D. In each of the SBC collaboration aids 7A
through 7D, the participant list 52 and the nmessage wi ndow 53 (see FIG 4)
are updated. For 20 exanple, a nessage "OBSERVATI ON: Maeda (192.168.10.4)"
is added in the participant list 52, and the participation of the SBC

i 6D i ded h ' rd of th
O oD 1o S IS MUSALIR b1 clpe Begsipn,tepas of the

forcibly shut dewssdhaSBG ehbeattBrateid skheenathamifsret hehesestsd on may be
finished through a wi ndow different from the collaboration_start
confirmation w RER (9710 foplin ionngcter 1esRE: YoainfgSECr $EReTIS ek,

for exanple, capsgs,q 1'?‘1'91%' spher atd %156 oeh@eeeliéb&et%epl:eﬁegeon the SBC

30 client 6, and by se ecting the stop key, the session is stopped. Upon
recei ving a Ssess¢sumast dpomegbesstatute apr shy tiee vafr the diseonmeetion.he port

of this session fromthe 14tgg ggg) de§%r§§gﬁs e nt'”th@e SBC server 3,

the application 1 is preserved TN T he activated sta ‘Therefore, mhen t he
proxy server 10cfgeha prarneetsdi tsef fist usbbet&%t&a&ﬂ\m&l ﬁhethrnﬂugh t he
specific port, the collaboration can b om t he tus t the
time of the di sSRBHHRRY I prPﬁyt?ﬁf%ﬂﬁ) gcgh 3%“%@66& ?31 ser |D

of the privil egﬁﬁo:ééeieﬁv%ruiﬁdmé% resitahl llﬁbep&edéwlellleetmenamdnel pr oxy
server 10 and t C server ut the _proxy server g?hold a

i ndependentl ] | BatsYTFhid &Siecb%%§ﬁbﬂﬁtpnt5§S%Rﬁ%&QQ£%Q% th*®he application
1 to establishe{fg,difKthe 1ink.

The SBC collaboration system 8 is applicable to
the various fields of education, medical treatment, design,
architecture, construction, and so on. In the actual scene

15 of collaboration, SBC clients 6 with the minimum functions,
such as a display and a simple input device, are prepared.
A high-load application is installed and executed in the
SBC server 3, and the execution screen information is
distributed to all the SBC clients participating in the

20 session in real time. The session record and the location
of the manipulation right are managed by the proxy server
10 in a centralized manner, which greatly lightens the
burden on the respeetive SBC clients.

Any type of terminal device with the existing

25 SBC browser, such as desktop PCs, note-type personal
computers, PDAs, cellular phones, etc. can be used as the
SBC client. By simply adding the SBC collaboration aid 7
to these terminal devices, SBC collaboration is realized
using an arbitrary application operating on the remote SBC
30 server 3.

The proxy server 10 and the SBC collaboration

aid 7 of the SBC client 6 are realized by any one of, or

any combination of hardware, software, and firmware. If



The SBC col | aboration system3 is applicable to the various fields of
education, nedical treatment, design, architecture, construction, a(z
on. In the actual scene 15 of collaboration, SBC clients 6 with the ?r”mumli
functions, such as a display and a sinple input device, are prepared. A
hi gh-1 oad application is installed and exe%clgt ed in the SBC server 3, and

r

the execution screen information is dist uted to all the SBC clients
participating in the 20 session inreal tine. The session record and the

| ocation of th ht ar by the roxy ser 10 in
a centralized r’rﬁ%%e#]é@ alél'ﬁ 8?% ¥ Eflldght &iis ?hjet Ur&ETah th%n r%cpecti ve
SBC clients. Angolyfigrmftiber Aiaapratebnc taw bb §HereXiist angomgatHBC browser,
such as desktop PCs, note-type gersonal conputers, PDAs, cellular phones,
etc. can be useBe3RUfe reegEdiny AUy $hABNyI ddiaty e SRBELeB T ubor at i on

aid 7 to theserferggnal] idavi cg§te§ml%llgfabeﬁ@tsw doqlggeké%% 448§ ng an
arbitrary application operating on the renote server 3. The proxy

server 10 arid t hECEBOD @@yl 8Bofas i orbutEdd f7onf tltiéhePJSB@ ckerrear B0 ari@ real i zed

by any one of, i.n f ware, software, and firmware. If
14 DEC 2004 - 31 t%e géé&%g}g gor g%hl(;gr(]:lg_%gq7 is built by software, an SBC

col | aboration aid programmayrbelszemédr isnfawenaputtey -SBCeadabilso redardi ng
medi um WhIChIS ndl uted .to_the SBC client. .Alterpatively, the
SBC col | abor at i ‘6 aah?rﬁ%fa t?@chéf”??Bu% e‘ifmfprr&r?\efhgg‘f)r oxy server 10
via the netv\orkolpgvtlh@ $B§tehteﬂ5ns Mhen realized by software, the SBC

col laboration aid 7 installed in the SBC client conprises the follow ng

instructi ond 102Y H2USGg R§Rath B¢ OB SBECRTS ér?c $NE4CPRBi B e the

location of a manipulation right when the proxy server
gives the manipulation right to a first SBC client;
(b) causing each of the SBC clients to display an
execution screen of the application that is transmitted

15 from the proxy server when the first SBC client has
executed the application; and
(c) causing each of the SBC clients to display transfer of
the manipulation right when a second SBC client has
acquired the manipulation right from the first SBC client.

20 The SBC collaboration aid 7 may further comprise
the instruction of allowing each of the SBC clients to
produce a manipulation right transfer request as necessary.

By simply installing the SBC collaboration aid

in the existing SBC client terminal, server-based

25 computing collaboration becomes available using an
application operating on the remote SBC server.

To realize the proxy server by software, an SBC

collaboration program is installed in the proxy server.
The SBC collaboration program comprises the following

30 instructions:
(a) causing the proxy server to give a manipulation right
to a first SBC client among the SBC clients;

(b) causing the proxy server, when receiving first input



| ocation of a manipul ation right when the proxy server gives the
mani pul ation right to a first SBC client; (b) causing each of the SBC
clients to display an execution screen of the application that isl4DEC 2004
transmtted 15 fromthe proxy server when the first SBC client has
executed the application; and (c) causing _each of the SBC clients to

di splay transfer of the manipul ation rigﬁ@‘mhen a second SBC client has
acquired the mani pulation right fromthe first SBC client. 20 The SBC

col l aboration aid 7 may further conprise the instruction_of allow ng each

of the SBC cli eMBRY I HPBdLREO TG pdFaT bt it SPanStsf Fedifest as

necessary. By sigply dmstakkingnhihe SBC,60kt aboralienatidn 16 the s sting
SBC client term nal’, server-based 25 conputing collaborati on becones
avai | abl e usi ngservempyl icesskorthopEREilicA§ion thdoa exeretsBC artver. To

realize the pro server. b 0, , SB 0 r.atl 0 S
installed in théé/)prcoaklys‘%%1 r%g%&%%@ﬁggm a rgrllaeltc%g%lgi o%ﬂa%%cgfr}%gpses t he
foll owi ng 3G i ns¢ramt icdnshe( appliatsiing fhemptiox\SEEKeekrek) gbve a

mani pul ation right to a first SBC client anong the SBC clients; (b

Caus ng the pr oy eGP, ThROR<SGtHIaR RGTPERSES | TR b4 BECEIBOML LS.
mani pul ation informationghr oAxtdel fid sheSBCrehd€Mns 1@ thel gyothe first

i nput mani pul ation information to the SBC server to cause the application

to be execut ed; S&HEY c PeEHEETPRFehEPPIRYIE eferabariiEAOR et di VNG 204
The execut i on Serash 6 SEAREh e SBEh ents. By installing these
. By installing these
functions il® the proxy $erhes,basr descrabed @orput iacgocdbihabor athicon i s
realized USingbéggén)dfﬁhggtégg %Xﬁk%%he SBC clients can share an
application operating on the SBC server and collaborate
with each other on the application, while utilizing the
existing SBC middleware planed for one—-to—one
15 correspondence between an SBC client and the execution of
the application.

During the collaboration, the updated screen
information resulting from the executiocn of the
application is copied and distributed to each of the SBC

20 clients. This arrangement guarantees the response ability
of the SBC collaboration system.

Although the present invention has been
described based on the preferred embodiments, the
invention is not limited to these examples, but includes

25 various modifications and substituticns that can be made
by a person skilled in the art, without departing from the
scope of the present invention.

This patent application is based on and claims
the benefit of the earlier filing date of Japanese patent

30 application No. 2002-108396 filed April 10, 2002, the

entire contents of which are hereby incorporated by

reference.



10 As has been descri bed above, according to the present invention,
multiple SBC clients can share an application operating on the SBC server
and col |l aborate w th each other on the application, while utiliz hQEQH%L
exi sting SBC m ddl eware planed for one-to-one 15 correspondence. between an
SBC client and the execution of the application. During the coll aboration,
the updated screen information resulting fromthe execution of the
application is copied and distributed % each of the SBC 20 clients. This
arrangenent guarantees the response abifity of the SBC col | aboration
system Al though the present invention has been described based on the
preferred enbodi nents, the inventionis not limted to these exanpl es, but
i ncl udes Zparanrsousanexh fiscati ons and substitutions that can be nade by a
person skiTTed in the art, without departing fromthe scope of the present
invention. This patent application is based on and clains the benefit of
the earlidr fi benyettassyf chapatéese pallatora3doapplbtani ormmNG.si2@02- 108396
filed April 10, 2002 44 hgyceRbick8rCORERMNeOfviMRI §Bcakfadedalpe i ncor por at ed
by reference, 14 EEC 2004 -33 WHAT IS CLAIMED IS 1. A server-based

conput i ng €5PPABoP t+Qﬁ¥é§iﬁﬁéﬁ908§p??s??ﬁﬁlc%§ﬁ°§BC server furnished with

SBC m ddl ewar e capable furaidtal bat $h cficansapphneatednto ahe $bal ity of
SBC ¢l entsg ceaneeledl A dig $BC,RSEYRY WA ReNShURI Ko Rod STLP! Y uSe the

application; and a proxy server inserte et ween BC server and the
SBC clients in an arif t(REY SEFVBR HSTHENLERERD WherdHh samepaBly
server gi wés aBOnol parhtad iion anl ghtbiteaexecidient B® the network, wherein

the proxy server gives a manipulation right to execute the

application to a first SBC client, manages a current location
of the manipulation right to coordinate transfer of the
manipulation right among the SBC clients, then upon receiving
first input manipulation information from the first SBC
client, transmits the first input manipulation information to
the SBC server to cause the application to be executed, and
distributes an execution screen to each of the 3SBC clients

when receiving the execution screen from the SBC server.

2. The server-based computing collaboration system according
to claim 1, wherein the proxy server makes copies of the
execution screen, and distributes the copies of the execution

screen to the SBC clients.

3. The server-based computing collaboration system according
to c¢laim 1, wherein when the proxy server receives second
input manipulation information from a second SBC client that
does not have the manipulation right, then the proxy server

discards the second input manipulation information.



application to a first SBC client, nmanages a current |ocation of the
mani pul ation right to coordi nate transfer of the manipulation riqu[qumm
the SBC clients, then upon receiving first input manipulation informtion
fromthe first SBC client, transmts the first input manipul ation
information to the SBC server to cause the application to be executed, and
di stributes an execution screen to each of the SBC clients when receiving
t he execution screen fromthe SBC server. 2. The server-based conputing

col I aboration systemaccording to claphrl, wherein the proxy server nakes
copies of the execution screen, and distributes the copies of the
execution screen to the SBC clients. 3. The server-based conputing

col | aboration systemaccording to claim11, wherein when thé proxy server

recei ves secort: §dWpir-FaRkAUIban ih§f ebMakbeFad 1M @mp%éﬁ@i@ﬁi ent
a

that doe no%lhave &he gﬁg% ul ati.on H%ﬁ%, t hen t he proxy _server i scards

t he second i nguf *frani pul & M nf it i PA°DEC 2BDU°E 34 L= T5E

server - bagediguApti pmgr Bt denafronrsystsmavoordsagond oSBT ailmeht wherein
when the phAxy &IYefof eg@ivesti: HEBM A AN FigHe, teanst eher gugst from
a second SBC client that does not, have the nanipul ation right, then the
proxy serVérStr &ifémichd tend e M BUPLLREACRI JREDEr &XEPEFeFedGESESE0 9t he
first SBCtdlei efitrgto $BQuiciéenaboub timeytiransfbenutoftidetrameiqoul ati aheri ght.
5. The seryenrnbagedogoppyd ng col l aboration systemaccording to claim4,
wherei n when the proxy server receives an acceptance of the transfer of
the mani pulation right fromthe first SBC client, the proxy server
transfers the mani pulation right to the second SBC client. 6. A proxy

server i ”%ertrﬁgeggﬁé@?—rbﬂéos%gmigwﬁét%ﬂka%or%'t%ﬁ' Eg%’g%ﬁ 228G Gilgnt s

connected to 't . server via In a serv ased conputi ng
system t K& SBeigefyegfherein when the proxy server receives an

acceptance of the transfer of the manipulation right from the
first SBC client, the preoxy server transfers the manipulation
right to the second SBC client.

6. A proxy server inserted between an SBC server and a
plurality of SBC clients connected to the SBC server via a
network in a server-based computing system, the SBC server
being furnished with SBC middleware capable of installation of
an applicaticon, the proxy server comprising:

a manipulation right controller that gives a
manipulation right to execute the application to a first SBC
client and manages a current location of the manipulation
right to coordinate transfer of the manipulation right among
the SBC clients;

a manipulation information relay unit that
receives first input manipulation information of executing the
application from the first SBC client and transmits the first
input manipulation information to the SBC server to cause the
application to be executed, and

an execution screen distributor that receives an
execution screen of the application from the SBC server and

distributes the execution screen to each of the SBC clients.



bei ng furnished with SBC m ddl eware capable of installation of an
application, the proxy server conprising: a manipulation right conurmmlgﬂ
that gives a manipulation right to execute the application to a first %
client and manages a current |ocation of the manipulation right to
coordinate transfer of the manipulation right anong the SBC clients; a
mani pul ation information relay unit that receives first input mani pul ation
i nformation of executing the application fromthe first SBC client and
transmts the first input manipul ati ens+nformation to the SBC server to
cause the application to be executed, and an execution screen distributor
that receives an execution screen of the application fromthe SBC server
and distributes the execution screen to each of the SBC clients. 14 DEC

2004 -35 7., _Tﬁ‘ﬁeprﬁi‘&xferé/&rve%CCQE@BP_giﬁ? Al m18imWher el pnd e, exgeution
screen distributor inc udesigkgﬁﬁé:unli hat nmakes copies of the execution

screen forf*e8LdPRt FFBEER off OLo G HUdSs Scrid®y B idadihadt MakessBC
clients. &oplke prfoxyhseexetutmor stget of 61 akHe b6 divheiBhbiéfeof the

mani pul atiqQn | ntor Lon rel ni.t pncl S:,.a_determnation unit that,
mhenpreceﬁ%eﬁﬁtﬁn%ﬂ?ér%%hfﬁﬁ%éfﬁoﬁEi% orm f%ﬁepg8ﬁ1any of the SBC clients,
det erm nes whether or not the received i nput mani pulation information is
the first input manipulation information transmtted fromthe first SBC
client; and a discard unit that, if the determ nation result of the

det er m natfi-oMMENPFO¥Y $RIGHT PECOdRiRar R 4™ EcelPeBSIR nPtR mani pul ati on

i nformat i @anifuldbeoPraxsomeiieh 26y dimig tidicahaksr 8, wherein if the
determ nation result represents, that the re%eivgd ingut. naanuI%tion
Hi iRt v

information is the fitstCinpat AT pit et TECeLving fnpu
manipulation information from any of the SBC clients,

determines whether or not the received input manipulation
information is the first input manipulation information
transmitted from the first SBC client; and

a discard unit that, if the determination result
of the determination unit is negative, discards the received

input manipulation information.

9. The proxy server accerding to claim 8, wherein if the
determination result represents that the received input
manipulation information is the first input manipulation
information, then the manipulation information relay unit
transmits the received input manipulation information to the

SBC server.

10. The proxy server according to claim 6, wherein when
receiving a manipulation right transfer request from a second
SBC c¢lient that does not have the manipulation right, the
manipulation right controller transmits the manipulation right
transfer request to the first SBC client te ingquire about the

transfer of the manipulation right.



information, then the manipulation information relay unit transmts the
recei ved i nput mani pulation information to the SBC server. 10. The proxy
server according to claim6, wherein when receiving a manipulatiop,‘m':-["g'ﬂiﬁml
transfer request froma second SBC client that does not have the
mani pul ation right, the nmanipulation right controller transmts the
mani pul ation right transfer request to the first SBC client to inquire
about the transfer of the manipulation right. 14 DEC 2004 -36 11. The
proxy server according to claim10, whéfein when receiving an acceptance
of the transfer of the manipulation right fromthe first SBC client, the

mani pul ati.on i gh controller transfers the .manipul ation right to the
second SB&"CFbgn Foﬁ§.§§f%§ﬁ\ﬂ§99 448 é%d%ﬁ?ﬂh3°¢oP3868+%1Y met hod
conpri si nFeERE180eps dfcentm@et icfigthe ptoays fear wér thet meeipalnt3BO ser ver
furni shed mighft SBomtslell eweyte spapablenef dmstailiathiaRioh Alyn@pplication
and a pluralit lgf SEC cléents connected to the SBC server via a _network
to rennteﬂ%?qﬁ§é RE SPPIT GRS OF° BROERGIA Hthitdahht £8nthT gty é8Ccut e t he
applicatieilieota fist SBC client anong the plurality of the SBC clients
fromthe proxy server; managing a current |ocation of the manipul ation
right to coordinate transfer of the mani pul ation right anong the SBC
clients; receiving, at the proxy server, first input nanipulation

i nformat i dr2.prodacedryadde dompati5B8CG6llaniraandn meansdl ¢dmprgi dilmg fir st

i nput nanhgglg&%gg_&gfornation fromthe proxy server to the SBC server to

cause the application to be executed; and maki ng copi es of. an execution
screen of the inserting a proxy server between an SBC server

furnished with SBC middleware capable of installation of an
application and a plurality of SBC clients connected to the
SBC server via a network to remotely use the application;

giving a manipulation right to execute the
application to a fist SBC client among the plurality of the
SBC clients from the proxy server;

managing a current location of the manipulation
right to coordinate transfer o¢f the manipulation right among
the SBC clients;

receiving, at the proxy server, first input
manipulation information produced by the first SBC client and
transmitting the first input manipulation information from the
proxy server to the SBC server to cause the application to be
executed; and

making copies of an execution screen of the
application at the proxy server to distribute the execution
screen to each of the SBC clients.

13. The server-based computing collaboration method according
to claim 12, further comprising the steps of:
giving a browsing right to browse the execution

screen to all of the SBC clients; and
when second input manipulation information is

produced by a second SBC client that does not have the
manipulation right, discarding at the proxy server the second

input manipulation information.



application at the proxy server to distribute the execution screﬁgéhg%each

of the SBC clients. 13. The server-based conputing col | aboration 2004
according to claim12, further conprising the steps of: giving a browsing
right to browse the execution screen to all of the SBC clients; and when
second i nput rmanipulation information is produced by a second SBC cli ent
that does not have the manipulation right, discarding at the proxy server
the second input manipulation information. 14 DEC 2004 -37 14. The
server-based conputing col |l aborati on sBfhod according to claim 12, further
conprising the steps of: allowing a second SBC client to produce a
mani pul ation right transfer request; receiving at the proxy server the
mani pul ation right transfer request and transnmitting the manipul ation
right transf @her squest-faoe thmppraxy SeIVajortad ithembthsd SBwlimgnt to

I nqui re ahqut. Lhe EQ?nféf%hég é%ﬁ%rqgghguéﬁgkﬁgﬁkiggt; and when recei ving an

acceptance of the transfer e manrp ' ri'ght fromthe first SBC
client, transferring aBo%iH® gr 6RyoBdr 8¢ alHentafPppradyon i ght fromthe

first SBCmalipenhtlent hegsecancs$BE ebieats; 15. Server-based computing
col l aboration | ogic incorparated i q:[h and execut ed by 1%1 pr oxy, server
i nserted between an SVE 2t nat'S SPTUHNi EREES I (1 CSERATHRIM HsPe

capabl e ofrighst &rpasfen refusat @pgl tcansnit @img ahel mralipbyaoforSBG atiti ent s

connect ed #QnstrRe SBGuSSI VBFonV itdea pRBLWOs krddk @MRhE! ¥iUse de apRljication
in an server-based COﬂ%UtI system t col | aboration | o{gﬁ%ﬁ conpri sing

i nstructi difs 1OARIERURP AL ¢ 8%y 188 Obrtho N EUA2 AT p ‘or#" i ght to
a first SBC client amorn t hecSBGrg | @amt s¢ceptsmiary dhetperoxyranaerfeer offo
nmanage a GYd GRhipulation right from the first SBC client, transferring

at the proxy server the manipulation right from the first SBC

client to the second SBC client.

15. Server-based computing collaboration logic incorporated in
and executed by a proxy server inserted between an SBC server
that 1s furnished with SBC middleware capable of installation
of an application and a plurality of SBC clients connected to
the SBC server via a network to remotely use the application
in an server-based computing system, the cocllaboration logic
comprising instructions of:

causing the proxy server to give a manipulation
right to a first SBC client among the SBC clients;

causing the proxy server to manage a current
location of the manipulation right and coordinate transfer of
the manipulation right among the SBC clients;

causing the proxy server, when receiving first
input manipulation information from the first SBC client, to
relay the first input manipulation information t¢ the SBEC
server to cause the application to be executed; and

causing the proxy server, when receiving an
execution screen of the application from the SBC server, to

distribute the execution screen to each of the SBC

clients.



| ocation of the manipulation right and coordinate transfer of the
mani pul ati on right anong the SBC clients; causing the proxy server, when
receiving first input manipulation information fromthe first SBC client,
to relay the first input mani pulation information to the SBC servery ﬁ
cause the application to be executed; and causing the proxy server, £ 2004
recei ving an execution screen of the application fromthe SBC server, to
di stribute the execution screen to each of the SBC clients. 14 DEC 2004 - 38
16. A server-based conputing col |l aboraggon aid incorporated in and
executed by each of SBC clients connected via a network and a proxy server
to an SBC server that is furnished wiwth SBC m ddl eware capabl e of
installation of an application the server-based conputing collaboration

aid conprising the structions of: c ch of ,the SBC clients to
i cat o 42 ScAPTURE QS GBI PR ofof TR IR Ghe FRORTPRAVE 1gi ves
the mani puret iegecntglitby ceacH iafstSBSBEL cénentconn@usedgveach mFtwdmk SBC

clients tofl spbayx nse:%?zc%td QR %ﬁ&e%'r@ér tt*h%t*’?‘ﬁ@' 'fﬁ%iQt'I'ecﬁ haltH Sac

transmtted from t proxy server whe first SBC client has executed

t he applWE&PlSHarﬁnﬂaE%Rkﬁrﬂf é&éﬁabiafﬁe‘ggbaéiPBH%%CﬁBlﬂ?sdﬁﬁy transfer

of the manidawvkeatbasedi ghipwheny aocdesebodatSE@ dilderbmphasimaggthe ed t he

mani pul ati.Qn ki, @&O§£og}1he first SBC client. 17. The server-based

conmput i ng coIIa oration aid according to claim16, further conprising the
instruction of: all ovfditfickckwash phetBBEERY |Céme§t§ot9rb@11ﬂe@t§ 3rani pul ati on
right transfetibaquesi msniROeISAhYright when the proxy server gives

the manipulation right to a first SBC client;

causing each of the SBC clients to display an
execution screen of the application that is transmitted from
the proxy server when the first 3BC client has executed the
application; and

causing each of the S8SBC «clients to display
transfer of the manipulation right when a second SBC client

has acquired the manipulation right from the first SBC client.

17. The server-based computing collaboration aid according to
claim 16, further comprising the instruction of:
allowing each of the SBC clients to produce a

manipulation right transfer request as necessary.



