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METHODS AND APPARATUSES FOR EXECUTING SMART
CONTRACT OF BLOCKCHAIN, AND ELECTRONIC
DEVICES

TECHNICAL FIELD

[0001] Embodiments of the present specification relate to the field of blockchain
technologies, and in particular, to methods and apparatuses for executing a smart

contract of a blockchain, and electronic devices.

BACKGROUND

[0002] The blockchain technology is also referred to as a distributed ledger
technology, and is an emerging technology in which several computing devices
jointly participate in "accounting" and jointly maintain a complete distributed
database. The blockchain technology has been widely applied in many fields because
the blockchain technology features in decentralization, openness, and transparency,
and each computing device can participate in database recording and quickly perform

data synchronization.

SUMMARY

[0003] Embodiments of the present specification provide methods and apparatuses
for executing a smart contract of a blockchain, and electronic devices.

[0004] According to a first aspect of the embodiments of the present specification,
a method for executing a smart contract of a blockchain is provided, where the
blockchain is interconnected to a trusted third party, a contract engine for executing a
smart contract is deployed in the trusted third party, and the method includes the
following: a node device in the blockchain receives a target transaction initiated by a
client device to invoke a target smart contract; obtains contract source code of the
target smart contract from a distributed database of the blockchain in response to the
target transaction; and sends the contract source code to the trusted third party so that
the contract engine of the trusted third party executes the contract source code and

returns an execution result to the node device.
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[0005] Optionally, the target transaction includes a target smart contract name and
a name of a target function invoked in the target smart contract; and the obtaining
contract source code of the target smart contract from a distributed database of the
blockchain specifically includes: obtaining contract source code corresponding to the
target smart contract name from the distributed database of the blockchain based on
the target smart contract name included in the target transaction; and obtaining
contract source code corresponding to the name of the target function from the
obtained contract source code based on the name of the target function invoked in the
target smart contract.

[0006] Optionally, the transaction includes an input parameter; and the sending the
contract source code to the trusted third party so that the contract engine of the trusted
third party executes the contract source code includes: sending the contract source
code and the input parameter to the trusted third party, so that the trusted third party
obtains input data corresponding to the input parameter from the node device, loads
the input data into the contract source code, and executes the contract source code.
[0007] Optionally, the blockchain is interconnected to another trusted third party
that serves as a verification party; and the method further includes: sending the
execution result to the another trusted third party, so that a contract engine of the
another trusted third party verifies the execution result; and in response to determining
that the verification on the execution result succeeds, publishing the execution result
to all node devices in the blockchain for consensus processing, and storing the
execution result in the blockchain after the consensus succeeds.

[0008] Optionally, the execution result is a result set generated by the trusted third
party based on an execution result of the contract source code, and the result set
includes a read-write set generated in a process of executing the contract source code
and an execution result obtained after the contract source code is executed; and a
verification process for the execution result includes the following: the contract
engine of the another trusted third party reads input data from the read-write set, loads
the read input data into the contract source code, and simulates execution of the
contract source code; determines whether an execution result generated by simulating
execution of the contract source code is consistent with the execution result in the
result set; and in response to determining that the execution result generated by

simulating execution of the contract source code is consistent with the execution
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result in the result set, determines that the verification on the execution result
succeeds.

[0009] Optionally, the execution result is a result set generated by the trusted third
party based on an execution result of the contract source code, and the result set
includes a read-write set generated in a process of executing the contract source code
and an execution result obtained after the contract source code is executed; and a
verification process for the execution result includes the following: the contract
engine of the another trusted third party reads input data from the read-write set, loads
the read input data into the contract source code, and simulates execution of the
contract source code; determines whether a read-write set generated by simulating
execution of the contract source code is consistent with the read-write set in the result
set; and in response to determining that the read-write set generated by simulating
execution of the contract source code is consistent with the read-write set in the result
set, determines that the verification on the execution result succeeds.

[0010] Optionally, the blockchain is a consortium blockchain.

[0011] According to a second aspect of the embodiments of the present
specification, a method for executing a smart contract of a blockchain is provided,
where the blockchain is interconnected to a trusted third party, a contract engine for
executing a smart contract is deployed in the trusted third party, and the method
includes the following: the contract engine of the trusted third party receives contract
source code sent by a node device in the blockchain, where the node device is a node
that responds to a target transaction request initiated by a client device to invoke a
target smart contract in the blockchain, and the contract source code is contract source
code of the target smart contract; and executes the contract source code and returns an
execution result to the node device.

[0012] Optionally, the transaction includes an input parameter; the receiving
contract source code sent by a node device in the blockchain specifically includes:
receiving the contract source code and the input parameter that are sent by the node
device in the blockchain; and the executing the contract source code specifically
includes: obtaining input data corresponding to the input parameter from the node
device, loading the input data into the contract source code, and executing the contract
source code.

[0013] Optionally, the method further includes: when receiving a verification

request sent by the node device for a result set of a contract engine of another trusted
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third party, verifying the result set, where the result set includes a read-write set
generated in a process of executing the contract source code and an execution result
obtained after the contract source code is executed; and in response to determining
that the verification on the result set succeeds, publishing the execution result in the
result set to all node devices in the blockchain for consensus processing, and storing
the execution result in the result set in the blockchain after the consensus succeeds.
[0014] Optionally, a verification process for the second execution result includes:
reading input data from the read-write set, loading the read input data into the contract
source code, and simulating execution of the contract source code; determining
whether an execution result generated by simulating execution of the contract source
code is consistent with the execution result in the result set; and in response to
determining that the execution result generated by simulating execution of the
contract source code is consistent with the execution result in the result set,
determining that the verification on the execution result succeeds.

[0015] Optionally, a verification process for the second execution result includes:
reading input data from the read-write set, loading the read input data into the contract
source code, and simulating execution of the contract source code; determining
whether a read-write set generated by simulating execution of the contract source
code is consistent with the read-write set in the result set; and in response to
determining that the read-write set generated by simulating execution of the contract
source code is consistent with the read-write set in the result set, determining that the
verification on the execution result succeeds.

[0016] Optionally, the blockchain is a consortium blockchain.

[0017] According to a third aspect of the embodiments of the present specification,
an apparatus for executing a smart contract of a blockchain is provided, where the
blockchain is interconnected to a trusted third party, a contract engine for executing a
smart contract is deployed in the trusted third party, and the apparatus includes: a
receiving unit, configured to receive a target transaction initiated by a client device to
invoke a target smart contract; a response unit, configured to obtain contract source
code of the target smart contract from a distributed database of the blockchain in
response to the target transaction; and an execution unit, configured to send the
contract source code to the trusted third party so that the contract engine of the trusted
third party executes the contract source code and returns an execution result to the

node device.
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[0018] According to a fourth aspect of the embodiments of the present specification,
an apparatus for executing a smart contract of a blockchain is provided, where the
blockchain is interconnected to a trusted third party, a contract engine for executing a
smart contract is deployed in the trusted third party, and the method includes: a
receiving unit, configured to receive contract source code sent by a node device in the
blockchain, where the node device is a node that responds to a target transaction
request initiated by a client device to invoke a target smart contract in the blockchain,
and the contract source code is contract source code of the target smart contract; and
an execution unit, configured to execute the contract source code and return an
execution result to the node device.

[0019] According to a fifth aspect of the embodiments of the present specification,
an electronic device is provided, including: a processor; and a memory configured to
store processor-executable instructions, where the processor is configured to perform
any one of the previously described methods for executing a smart contract of a
blockchain.

[0020] The embodiments of the present specification provide solutions for
executing a smart contract of a blockchain, to decouple the smart contract from a node
in the blockchain. The node device in the blockchain no longer stores the smart
contract and is not responsible for running the smart contract. Instead, a contract
engine deployed in a trusted third party interconnected to the blockchain is
responsible for running the smart contract. As such, when a node device that responds
to a transaction initiated by a client device in the blockchain needs to execute related
service logic, the node device can invoke the contract engine of the trusted third party,
so that the contract engine runs a related smart contract to obtain an execution result.
The smart contract is unbound from the node device to separate the smart contract
from the node device, to be run by the contract engine, which simplifies a function of
the node device, thereby reducing a demand for performance of the node device (for
example, a device with low performance can also be used as a node device to access
the blockchain). In addition, when consensus is performed among node devices in the
blockchain, the consensus can be implemented only by comparing a result set with a
world state instead of depending on a smart contract, so that not every device needs to
participate in smart contract execution, thereby greatly improving consensus
efficiency. Furthermore, as a node dedicated to running a smart contract, the trusted

third party interconnected to the blockchain can be provided with powerful storage
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and computational capacities in advance to deploy a large quantity of smart contracts,
and service logic of the smart contract can be designed to be relatively complex to
cope with a service need with a relatively large computational load and relatively high

service complexity.

BRIEF DESCRIPTION OF DRAWINGS

[0021] FIG. 1 is a flowchart illustrating a method for executing a smart contract of
a blockchain according to an embodiment of the present specification;

[0022] FIG. 2 is a schematic architectural diagram illustrating a blockchain system
according to an embodiment of the present specification;

[0023] FIG. 3 is a flowchart illustrating a method for executing a smart contract of
a blockchain according to an embodiment of the present specification;

[0024] FIG. 4 is a structural diagram illustrating hardware of an apparatus for
executing a smart contract of a blockchain according to an embodiment of the present
specification;

[0025] FIG. 5 is a schematic diagram illustrating modules of an apparatus for
executing a smart contract of a blockchain according to an embodiment of the present
specification; and

[0026] FIG. 6 is a schematic diagram illustrating modules of an apparatus for
executing a smart contract of a blockchain according to an embodiment of the present

specification.

DESCRIPTION OF EMBODIMENTS

[0027] Example embodiments are described in detail here, and examples of the
example embodiments are presented in the accompanying drawings. When the
following description relates to the accompanying drawings, unless specified
otherwise, same numbers in different accompanying drawings represent the same
element or similar elements. Implementations described in the following example
embodiments do not represent all implementations consistent with the present
specification. On the contrary, they are only examples of apparatuses and methods
that are described in the appended claims in detail and that are consistent with some

aspects of the present specification.



10

15

20

25

30

[0028] The terms used in the present specification are merely used for the purpose
of describing specific embodiments, and are not intended to limit the present
specification. The singular forms "a", "the", and "this" used in the present
specification and the appended claims are also intended to include plural forms, unless
otherwise specified in the context clearly. It is worthwhile to further understand that,
the term "and/or" used in the present specification indicates inclusion of any or all
possible combinations of one or more associated listed items.

[0029] It is worthwhile to understand that although terms such as "first", "second",
and "third" may be used in the present specification to describe various types of
information, these types of information are not limited by these terms. These terms are
only used to distinguish between information of the same type. For example, without
departing from the scope of the present specification, "first information" can also be
referred to as "second information", and similarly, "second information" can also be
referred to as "first information". Depending on the context, for example, the word
"if" used here can be explained as "while", "when", or "in response to determining".
[0030] A smart contract is a computer protocol that can be deployed in a
blockchain to spread, verify, or execute a contract in an informatized way. A
corresponding operation can be performed by declaring service logic in the smart
contract. The smart contract allows a trusted transaction to be performed without a
third party. The transaction is traceable and irreversible. The smart contract can
provide better security than conventional contract methods and reduce other
contract-related transaction costs.

[0031] First, a conventional method for deploying a smart contract in a blockchain
is described. A conventional smart contract is directly deployed in a node device in
the blockchain, and a node device directly runs a corresponding locally-deployed
smart contract when executing a transaction request. When consensus is required, an
execution result is also published for consensus performed by all node devices in the
blockchain, and each node device needs to run a locally-deployed smart contract for
consensus. It can be seen that, the conventional smart contract is tightly coupled to the
node device, and each node device needs to deploy a smart contract and needs to run
the smart contract, which undoubtedly adds a lot of burden to the node device (the
node device needs to have a specific computing capability). In addition, when
consensus is performed among the node devices, each node device needs to execute

the smart contract again to determine whether the execution result is correct, resulting
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in low consensus efficiency. Furthermore, because the node device has limited storage
and computational capacities, a smart contract quantity and complexity are
correspondingly limited, and the conventional smart contract cannot be used to
execute service logic with a relatively large computational load and relatively high
complexity.

[0032] The present specification provides solutions for executing a smart contract
of a blockchain, to improve performance and efficiency of node devices in the
blockchain, efficiency of performing consensus among the node devices, efficiency of
executing the smart contract, etc. by optimizing the conventional smart contract,
thereby improving overall performance of the blockchain.

[0033] In the implementations of the present specification, a smart contract is
decoupled from a node in a blockchain. The node device in the blockchain no longer
stores the smart contract and is not responsible for running the smart contract. Instead,
a contract engine deployed in a trusted third party interconnected to the blockchain is
responsible for running the smart contract. As such, when a node device that responds
to a transaction initiated by a client device in the blockchain needs to execute related
service logic, the node device can invoke the contract engine of the trusted third party,
so that the contract engine runs a related smart contract to obtain an execution result.
The smart contract is unbound from the node device to separate the smart contract
from the node device, to be run by the contract engine, which simplifies a function of
the node device, thereby reducing a demand for performance of the node device (for
example, a device with low performance can also be used as a node device to access
the blockchain). In addition, when consensus is performed among node devices in the
blockchain, the consensus can be implemented only by comparing a result set with a
world state instead of depending on a smart contract, so that not every device needs to
participate in smart contract execution, thereby greatly improving consensus
efficiency. Furthermore, as a node dedicated to running a smart contract, the trusted
third party interconnected to the blockchain can be provided with powerful storage
and computational capacities in advance to deploy a large quantity of smart contracts,
and service logic of the smart contract can be designed to be relatively complex to
cope with a service need with a relatively large computational load and relatively high

service complexity.
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[0034] The blockchain described in the present specification can specifically
include a private blockchain, a public blockchain, a consortium blockchain, etc., and
is not specifically limited in the present specification.

[0035] For example, in a scenario, the blockchain can be specifically a consortium
blockchain that includes headquarters, branches, agents, node devices, etc. serving as
consortium members, an operator of the consortium blockchain can deploy a
corresponding service based on the consortium blockchain, and the headquarters,
branches, agents serving as consortium members each can serve as one service node
of the service. Each service node can publish an execution result generated or
received by the service node in the consortium blockchain in a form of a transaction,
and store the transaction in a distributed database of the consortium blockchain after
consensus processing is performed on the transaction by the consensus nodes in the
consortium blockchain, to complete a "on-chain" storage of the transaction
information.

[0036] It is worthwhile to note that the transaction described in the present
specification is a piece of data that is created by a client device of a blockchain and
that needs to be finally published to a distributed database of the blockchain.

[0037] Transactions in blockchains are usually classified into narrow transactions
and broad transactions. The narrow transaction is a value transfer published by a user
to a blockchain. For example, in a conventional bitcoin blockchain network, a
transaction can be a transfer initiated by a user in a blockchain. The broad transaction
is a piece of service data with a service intention that is published by a user to a
blockchain. For example, an operator can set up a consortium blockchain based on an
actual service demand, and deploy some other types of online services (for example,
broad services can be classified into query services, invoking services, etc.) unrelated
to value transfer in the consortium blockchain. In this type of consortium blockchain,
a transaction can be a service message or a service request with a service intention
that is published by a user in the consortium blockchain.

[0038] The client device can include any type of upper-layer application that
implements a specific service function by using underlying service data stored in a
blockchain as data support.

[0039] FIG. 1 is a flowchart illustrating a method for executing a smart contract of
a blockchain according to an embodiment of the present specification. The blockchain

is interconnected to a trusted third party, a contract engine for executing a smart
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contract is deployed in the trusted third party, and the method can include the
following steps:

[0040] Step 110: A node device in the blockchain receives a target transaction
initiated by a client device to invoke a target smart contract.

[0041] Step 120: Obtain contract source code of the target smart contract from a
distributed database of the blockchain in response to the target transaction.

[0042] Step 130: Send the contract source code to the trusted third party so that the
contract engine of the trusted third party executes the contract source code and returns
an execution result to the node device.

[0043] The following provides description by using a blockchain system shown in
FIG. 2 as an example.

[0044] The client device initiates a target transaction to the blockchain, a smart
contract function is invoked by using an SDK, and the SDK sends the target
transaction to a node device in the blockchain. The node device can be referred to as
an invoking node. The target transaction can carry a related execution parameter, for
example, can include a contract name, an invoked function name, an input parameter,
a transaction ID, a timestamp, etc.

[0045] As described above, the node device in the present specification is not
responsible for running a smart contract. Therefore, after receiving the target
transaction initiated by the client device, the invoking node needs to invoke the
contract engine of the trusted third party to execute service logic of a corresponding
smart contract.

[0046] The invoking node first needs to obtain contract source code used by the
contract engine to execute the corresponding smart contract.

[0047] In an embodiment, the target transaction includes a target smart contract
name and a name of a target function invoked in the target smart contract; and

[0048] the obtaining contract source code of the target smart contract from a
distributed database of the blockchain specifically includes:

[0049] obtaining contract source code corresponding to the target smart contract
name from the distributed database of the blockchain based on the target smart
contract name included in the target transaction; and

[0050] obtaining contract source code corresponding to the name of the target
function from the obtained contract source code based on the name of the target

function invoked in the target smart contract.
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[0051] That is, the node device can obtain the contract source code required by the
target smart contract from the distributed database of the blockchain based on the
target smart contract name and the name of the invoked target function.

[0052] The contract source code includes multiple functions. Each function has a
certain logic function and can be used to execute corresponding logic in a contract
engine. A corresponding function can be determined based on the name of the
invoked target function, to ensure that the function included in the contract source
code is consistent with the invoked target function.

[0053] In this embodiment, to prevent the contract engine of the trusted third party
from doing evil, the contract source code of the smart contract is stored in the
distributed database of the blockchain. When the smart contract needs to be used, the
invoking node first obtains the corresponding contract source code from the
distributed database, and then sends the contract source code to the contract engine of
the trusted third party. As such, each smart contract executed by the contract engine is
provided temporarily by an invoking node.

[0054] In an embodiment, the target transaction further includes an input parameter;
and

[0055] the sending the contract source code to the trusted third party so that the
contract engine of the trusted third party executes the contract source code includes:
[0056] sending the contract source code and the input parameter to the trusted third
party, so that the trusted third party obtains input data corresponding to the input
parameter from the node device, loads the input data into the contract source code,
and executes the contract source code.

[0057] In practice, some service types may not require data transmission. In this
case, the node device does not need to transmit an input parameter (or the input
parameter can be empty), and the contract engine does not need to obtain input data
from the node device.

[0058] For some complex services, input data is required. In this case, a user needs
to submit an input parameter when initiating a transaction.

[0059] As shown in FIG. 2, when invoking the contract engine, the node device
needs to provide the contract source code and the input parameter. In this case, the
contract engine can obtain the input data from the node device based on the input
parameter. The input parameter can be provided by the client device (e.g., the user),

and the input data can be other data required for executing the smart contract.
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[0060] The following uses an example to describe a difference between the input
parameter and the input data.

[0061] Assuming that the transaction request sent by the client device is let a+1,
the field @ and +1 are input parameters, and a current value of a is input data. When
a+1 is actually operated, an original value (input data) of a needs to be obtained first,
and then 1 is added to the original value to obtain an execution result.

[0062] Because the blockchain features in tamper-resistance and the node device
stores a full ledger (that is, data), the contract engine can obtain input data that is
related to the input parameter and locally stored in the node device from the node
device.

[0063] The contract source code can be input to the contract engine, so that the
contract engine can load the input data into the contract source code after obtaining
the input data, and execute the contract source code to obtain the execution result.
[0064] It is worthwhile to note that the contract engine further generates a
read-write set in a process of executing the contract source code. The read-write set
can include the input data required when the contract source code is executed and
output data corresponding to the input data. For complex contract source code,
multiple sets of input data and output data can be included. That is, the read-write set
is a data set including all input data required in the process of executing the contract
source code and corresponding output data, and can truly reflect an entire
computational process of executing the contract source code. References can be made
to the example shown in the following Table 1 or Table 2.

[0065] In an embodiment, the execution result is a result set generated by the
trusted third party based on an execution result of the contract source code, and the
result set includes the read-write set generated in the process of executing the contract
source code and an execution result obtained after the contract source code is
executed.

[0066] The contract engine can package the input parameter, the contract source
code (or contract source code hash), the read-write set, and the execution result into
the result set, and add a signature of the contract engine to the result set; and return
the signed result set to the node device as the execution result.

[0067] Correspondingly, the node device receives the result set returned by the
contract engine. The result set is a set obtained after the contract engine packages the

input parameter, the contract source code (or the contract source code hash), the
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read-write set, and the execution result and then adds the signature of the contract
engine.

[0068] In this embodiment, the contract engine needs to add the signature to the
result set to ensure execution validity of the smart contract. The node device does not
acknowledge a result set without the signature and considers the result set invalid.
[0069] It is worthwhile to note that the contract source code hash is a hash value
obtained based on the contract source code. The contract source code hash can be
used to verify whether the contract source code invoked by the contract engine is
tampered with. For example, assuming that the contract source code provided by the
node device is A and correct hash is (A) hash, the node device or another node can
determine whether the contract engine has tampered with the contract source code
only by comparing a contract source code hash value of the target smart contract with
a contract source code hash value in the result set. Assuming that the contract engine
has tampered with the contract source code without authorization and tampered
contract source code is A+1, the returned contract source code hash becomes (A+1)
hash, which is clearly inconsistent with (A) hash of the original contract source code.
[0070] In an embodiment, the blockchain is interconnected to another trusted third
party that serves as a verification party; and

[0071] the method further includes:

[0072] sending the execution result to the another trusted third party, so that a
contract engine of the another trusted third party verifies the execution result; and
[0073] in response to determining that the verification on the execution result
succeeds, publishing the execution result to all node devices in the blockchain for
consensus processing, and storing the execution result in the blockchain after the
consensus succeeds.

[0074] For ease of distinguishing, in the following, the contract engine of the
another trusted third party is referred to as a second contract engine, and the
previously described contract engine for running a smart contract is referred to as a
first contract engine.

[0075] As shown in FIG. 2, the node device can verify the execution result of the
first contract engine by using the second contract engine.

[0076] In an embodiment, a verification process for the execution result includes

the following:
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[0077] the second contract engine reads input data from the read-write set, loads
the read input data into the contract source code, and simulates execution of the
contract source code;

[0078] determines whether an execution result generated by simulating execution
of the contract source code is consistent with the execution result in the result set; and
[0079] in response to determining that the execution result generated by simulating
execution of the contract source code is consistent with the execution result in the
result set, determines that the verification on the execution result succeeds.

[0080] A signature of the second contract engine can be further added to the result
set of the first contract engine.

[0081] In an embodiment, a verification process for the execution result includes
the following:

[0082] the contract engine of the another trusted third party reads input data from
the read-write set, loads the read input data into the contract source code, and
simulates execution of the contract source code;

[0083] determines whether a read-write set generated by simulating execution of
the contract source code is consistent with the read-write set in the result set; and
[0084] in response to determining that the read-write set generated by simulating
execution of the contract source code is consistent with the read-write set in the result
set, determines that the verification on the execution result succeeds.

[0085] A signature of the second contract engine can be further added to the result
set of the first contract engine.

[0086] For example, for a+2 and a+2, a read-write set is correspondingly shown in

the following Table 1:

Read Write
a=0 a=2
a=2 a=4

[0087] Table 1 means first calculating a+2: generating the first read data a=0, and
generating the first write data g=2 after running a+1; and then calculating a+2:
generating the second read data a=2, and generating the second write data a=4 after

running a+2.

14



10

15

20

25

30

[0088] If the first contract engine has maliciously tampered with the computational
process to change a+2 and a+2 to a+1 and a+3, a read-write set is shown in the

following Table 2:

Read Write
a=0 a=1
a=1 a=4

[0089] Assuming that Table 2 is the read-write set in the result set returned by the
first contract engine and Table 1 is the read-write set obtained after the second
contract engine simulates running of the contract source code, it can be determined,
by comparing Table 1 and Table 2, that Table 1 is faulty, which indicates that the first
contract engine has tampered with the contract source code.

[0090] However, if only the execution results are compared, erroneous determining
is likely to be caused because the execution results in Table 1 and Table 2 are both 4.
[0091] The second contract engine is used to determine whether the read-write set
returned by the first contract engine is authentic and valid. As described above, the
read-write set includes a series of inputs and outputs. After the input data is read from
the read-write set and the output data is obtained through simulated execution, it is
acknowledged one by one whether the obtained output data is consistent with the
output data in the read-write set (that is, whether an operation result of each step of
the entire process satisfies an expectation). If all the obtained output data is consistent
with the output data in the read-write set, it is proved that the read-write set is valid
and has not been tampered with. In this case, a final execution result is further
matched with the result in the result set. This verification process can prevent the first
contract engine from cheating.

[0092] The following describes an inter-node device consensus mechanism in the
present specification:

[0093] As described above, in response to determining that the verification on the
execution result succeeds, the node device needs to publish the execution result to all
the node devices in the blockchain for consensus processing, and stores the execution
result in the blockchain after the consensus succeeds.

[0094] The consensus process here can be as follows:

[0095] The node device first stores the execution result in a local state database (to

update a world stare of the node device). When performing consensus on the
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execution result of the smart contract, the node device can compare received
execution results sent by the other node devices with the execution result in the local
state database, to perform consensus on the execution result.

[0096] The consensus succeeds in response to determining that the execution
results returned by all the node devices or execution results returned by most node
devices are consistent with the execution result in the world state of the node device.
[0097] In an optional embodiment, the read-write set can be further stored in
addition to the execution result.

[0098] The node device first stores the returned read-write set in the local state
database (to update the world state of the node device). When performing consensus
on the execution result of the smart contract, the node device can compare received
read-write sets sent by the other node devices with the read-write set in the local state
database, to perform consensus on the execution result.

[0099] The consensus succeeds in response to determining that the read-write sets
returned by all the node devices or read-write sets returned by most node devices are
consistent with the read-write set in the world state of the node device.

[0100] In this embodiment, when consensus is performed among the node devices
in the blockchain, instead of performing consensus verification on the execution result
of the smart contract by executing the smart contract again, the consensus on the
execution result of the smart contract can be completed by directly comparing the
result set with the world state. Therefore, consensus efficiency can be greatly
improved.

[0101] FIG. 3 is a flowchart illustrating a method for executing a smart contract of
a blockchain according to an embodiment of the present specification. The blockchain
is interconnected to a trusted third party, a contract engine for executing a smart
contract is deployed in the trusted third party, and the method can be applied to the
contract engine and the method can include the following steps:

[0102] Step 210: The contract engine of the trusted third party receives contract
source code sent by a node device in the blockchain, where the node device is a node
that responds to a target transaction request initiated by a client device to invoke a
target smart contract in the blockchain, and the contract source code is contract source
code of the target smart contract.

[0103] Step 220: Execute the contract source code and return an execution result to

the node device.
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[0104] This embodiment is described by using the contract engine as an execution
body. For the related node device, references can be made to the previously described
embodiment shown in FIG. 1. Details are omitted in this embodiment for simplicity.
[0105] In an embodiment, the transaction includes an input parameter;

[0106] the receiving contract source code sent by a node device in the blockchain
specifically includes:

[0107] receiving the contract source code and the input parameter that are sent by
the node device in the blockchain; and

[0108] the executing the contract source code specifically includes:

[0109] obtaining input data corresponding to the input parameter from the node
device, loading the input data into the contract source code, and executing the contract
source code.

[0110] In an embodiment, the method further includes:

[0111] when receiving a verification request sent by the node device for a result set
of a contract engine of another trusted third party, verifying the result set, where the
result set includes a read-write set generated in a process of executing the contract
source code and an execution result obtained after the contract source code is
executed; and

[0112] in response to determining that the verification on the result set succeeds,
publishing the execution result in the result set to all node devices in the blockchain
for consensus processing, and storing the execution result in the result set in the
blockchain after the consensus succeeds.

[0113] In an embodiment, a verification process for the second execution result
includes:

[0114] reading input data from the read-write set, loading the read input data into
the contract source code, and simulating execution of the contract source code;

[0115] determining whether an execution result generated by simulating execution
of the contract source code is consistent with the execution result in the result set; and
[0116] in response to determining that the execution result generated by simulating
execution of the contract source code is consistent with the execution result in the
result set, determining that the verification on the execution result succeeds.

[0117] In an embodiment, a verification process for the second execution result

includes:
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[0118] reading input data from the read-write set, loading the read input data into
the contract source code, and simulating execution of the contract source code;

[0119] determining whether a read-write set generated by simulating execution of
the contract source code is consistent with the read-write set in the result set; and
[0120] in response to determining that the read-write set generated by simulating
execution of the contract source code is consistent with the read-write set in the result
set, determining that the verification on the execution result succeeds.

[0121] In summary, the embodiments provide solutions for executing a smart
contract of a blockchain, to decouple the smart contract from a node in the blockchain.
The node device in the blockchain no longer stores the smart contract and is not
responsible for running the smart contract. Instead, a contract engine deployed in a
trusted third party interconnected to the blockchain is responsible for running the
smart contract. As such, when a node device that responds to a transaction initiated by
a client device in the blockchain needs to execute related service logic, the node
device can invoke the contract engine of the trusted third party, so that the contract
engine runs a related smart contract to obtain an execution result. The smart contract
is unbound from the node device to separate the smart contract from the node device,
to be run by the contract engine, which simplifies a function of the node device,
thereby reducing a demand for performance of the node device (for example, a device
with low performance can also be used as a node device to access the blockchain). In
addition, when consensus is performed among node devices in the blockchain, the
consensus can be implemented only by comparing a result set with a world state
instead of depending on a smart contract, so that not every device needs to participate
in smart contract execution, thereby greatly improving consensus efficiency.
Furthermore, as a node dedicated to running a smart contract, the trusted third party
interconnected to the blockchain can be provided with powerful storage and
computational capacities in advance to deploy a large quantity of smart contracts, and
service logic of the smart contract can be designed to be relatively complex to cope
with a service need with a relatively large computational load and relatively high
service complexity.

[0122] Corresponding to the previously described embodiments of the methods for
executing a smart contract of a blockchain, the present specification further provides
embodiments of apparatuses for executing a smart contract of a blockchain. The

apparatus embodiments can be implemented by using software, or can be
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implemented by using hardware or a combination of software and hardware. Software
implementation is used as an example. As a logical apparatus, the apparatus is
implemented by reading a corresponding computer service program instruction from a
non-volatile storage to a memory for running by using a processor of a device that the
apparatus is located in. In terms of a hardware level, FIG. 4 is a structural diagram
illustrating hardware of a device that an apparatus for executing a smart contract of a
blockchain is located in according to the present specification. In addition to a
processor, a network interface, a memory, and a non-volatile storage shown in FIG. 4,
in this embodiment, the device that the apparatus is located in usually can further
include other hardware based on an actual execution function of the smart contract of
the blockchain. Details are omitted here for simplicity.

[0123] FIG. 5 is a diagram illustrating modules of an apparatus for executing a
smart contract of a blockchain according to an embodiment of the present
specification. The apparatus corresponds to the embodiment shown in FIG. 1. The
blockchain is interconnected to a trusted third party, a contract engine for executing a
smart contract is deployed in the trusted third party, and the apparatus includes:

[0124] areceiving unit 310, configured to receive a target transaction initiated by a
client device to invoke a target smart contract;

[0125] a response unit 320, configured to obtain contract source code of the target
smart contract from a distributed database of the blockchain in response to the target
transaction; and

[0126] an execution unit 330, configured to send the contract source code to the
trusted third party so that the contract engine of the trusted third party executes the
contract source code and returns an execution result to the node device.

[0127] Optionally, the target transaction includes a target smart contract name and
a name of a target function invoked in the target smart contract; and

[0128] the response unit 320 is specifically configured to:

[0129] in response to the target transaction, obtain contract source code
corresponding to the target smart contract name from the distributed database of the
blockchain based on the target smart contract name included in the target transaction;
and obtain contract source code corresponding to the name of the target function from
the obtained contract source code based on the name of the target function invoked in
the target smart contract.

[0130] Optionally, the transaction includes an input parameter; and
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[0131] the execution unit 330 is configured to:

[0132] send the contract source code and the input parameter to the trusted third
party, so that the trusted third party obtains input data corresponding to the input
parameter from the node device, loads the input data into the contract source code,
executes the contract source code, and returns the execution result to the node device.
[0133] Optionally, the blockchain is interconnected to another trusted third party
that serves as a verification party; and

[0134] the apparatus further includes:

[0135] a verification unit, configured to send the execution result to the another
trusted third party, so that a contract engine of the another trusted third party verifies
the execution result; and in response to determining that the verification on the
execution result succeeds, publish the execution result to all node devices in the
blockchain for consensus processing, and store the execution result in the blockchain
after the consensus succeeds.

[0136] Optionally, the execution result is a result set generated by the trusted third
party based on an execution result of the contract source code, and the result set
includes a read-write set generated in a process of executing the contract source code
and an execution result obtained after the contract source code is executed; and

[0137] a verification process for the execution result includes the following:

[0138] the contract engine of the another trusted third party reads input data from
the read-write set, loads the read input data into the contract source code, and
simulates execution of the contract source code;

[0139] determines whether an execution result generated by simulating execution
of the contract source code is consistent with the execution result in the result set; and
[0140] in response to determining that the execution result generated by simulating
execution of the contract source code is consistent with the execution result in the
result set, determines that the verification on the execution result succeeds.

[0141] Optionally, the execution result is a result set generated by the trusted third
party based on an execution result of the contract source code, and the result set
includes a read-write set generated in a process of executing the contract source code
and an execution result obtained after the contract source code is executed; and

[0142] a verification process for the execution result includes the following:
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[0143] the contract engine of the another trusted third party reads input data from
the read-write set, loads the read input data into the contract source code, and
simulates execution of the contract source code;

[0144] determines whether a read-write set generated by simulating execution of
the contract source code is consistent with the read-write set in the result set; and
[0145] in response to determining that the read-write set generated by simulating
execution of the contract source code is consistent with the read-write set in the result
set, determines that the verification on the execution result succeeds.

[0146] Optionally, the blockchain is a consortium blockchain.

[0147] FIG. 6 is a diagram illustrating modules of an apparatus for executing a
smart contract of a blockchain according to an embodiment of the present
specification. The apparatus corresponds to the embodiment shown in FIG. 3. The
blockchain is interconnected to a trusted third party, a contract engine for executing a
smart contract is deployed in the trusted third party, and the apparatus includes:

[0148] a receiving unit 410, configured to receive contract source code sent by a
node device in the blockchain, where the node device is a node that responds to a
target transaction request initiated by a client device to invoke a target smart contract
in the blockchain, and the contract source code is contract source code of the target
smart contract; and

[0149] an execution unit 420, configured to execute the contract source code and
return an execution result to the node device.

[0150] Optionally, the transaction includes an input parameter;

[0151] the receiving unit 410 receives the contract source code sent by the node
device in the blockchain, specifically including:

[0152] receiving the contract source code and the input parameter that are sent by
the node device in the blockchain; and

[0153] the execution unit 420 executes the contract source code, specifically
including:

[0154] obtaining input data corresponding to the input parameter from the node
device, loading the input data into the contract source code, and executing the contract
source code.

[0155] Optionally, the apparatus further includes:

[0156] a verification unit, configured to: when receiving a verification request sent

by the node device for a result set of a contract engine of another trusted third party,
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verify the result set, where the result set includes a read-write set generated in a
process of executing the contract source code and an execution result obtained after
the contract source code is executed; and

[0157] a consensus unit, configured to: in response to determining that the
verification on the result set succeeds, publish the execution result in the result set to
all node devices in the blockchain for consensus processing, and store the execution
result in the result set in the blockchain after the consensus succeeds.

[0158] Optionally, a verification process for the second execution result includes:
[0159] reading input data from the read-write set, loading the read input data into
the contract source code, and simulating execution of the contract source code;

[0160] determining whether an execution result generated by simulating execution
of the contract source code is consistent with the execution result in the result set; and
[0161] in response to determining that the execution result generated by simulating
execution of the contract source code is consistent with the execution result in the
result set, determining that the verification on the execution result succeeds.

[0162] Optionally, a verification process for the second execution result includes:
[0163] reading input data from the read-write set, loading the read input data into
the contract source code, and simulating execution of the contract source code;

[0164] determining whether a read-write set generated by simulating execution of
the contract source code is consistent with the read-write set in the result set; and
[0165] in response to determining that the read-write set generated by simulating
execution of the contract source code is consistent with the read-write set in the result
set, determining that the verification on the execution result succeeds.

[0166] Optionally, the blockchain is a consortium blockchain.

[0167] The systems, apparatuses, or modules, or units described in the previously
described embodiments can be specifically implemented by computer chips or entities,
or can be implemented by products with certain functions. A typical implementation
device is a computer, and a specific form of the computer can be a personal computer,
a laptop computer, a cellular phone, a camera phone, a smartphone, a personal digital
assistant, a media player, a navigation device, an e-mail sending/receiving device, a
game console, a tablet computer, a wearable device, or any combination of several of

these devices.
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[0168] For a specific implementation process of a function of each unit in the
apparatus, references can be made to an implementation process of a corresponding
step in the previously described method. Details are omitted here for simplicity.
[0169] Because an apparatus embodiment basically corresponds to a method
embodiment, for related parts, references can be made to some descriptions in the
method embodiment. The previously described apparatus embodiments are merely
examples. The units described as separate parts may or may not be physically separate,
and parts displayed as units may or may not be physical units, that is, can be located
in one position, or can be distributed on a plurality of network units. Some or all of
the modules can be selected based on actual demands to achieve the objectives of the
solutions of the present specification. A person of ordinary skill in the art can
understand and implement the embodiments of the present specification without
creative efforts.

[0170] FIG. 5 schematically describes the internal functional modules and the
structure of the apparatus for executing a smart contract of a blockchain. Actually, an
execution body can be an electronic device, including:

[0171] a processor; and

[0172] a memory configured to store processor-executable instructions, where
[0173] the processor is configured to:

[0174] receive a target transaction initiated by a client device to invoke a target
smart contract, where the blockchain is interconnected to a trusted third party, and a
contract engine for executing a smart contract is deployed in the trusted third party;
[0175] obtain contract source code of the target smart contract from a distributed
database of the blockchain in response to the target transaction; and

[0176] send the contract source code to the trusted third party so that the contract
engine of the trusted third party executes the contract source code and returns an
execution result to the node device.

[0177] FIG. 6 schematically describes the internal functional modules and the
structure of the blockchain-based logistics price insuring apparatus. Actually, an
execution body can be an electronic device, including:

[0178] a processor; and

[0179] a memory configured to store processor-executable instructions, where

[0180] the processor is configured to:
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[0181] receive contract source code sent by a node device in the blockchain, where
the node device is a node that responds to a target transaction request initiated by a
client device to invoke a target smart contract in the blockchain, the contract source
code is contract source code of the target smart contract, the blockchain is
interconnected to a trusted third party, and a contract engine for executing a smart
contract is deployed in the trusted third party; and

[0182] execute the contract source code and return an execution result to the node
device.

[0183] It is worthwhile to understand that in the previously described embodiments
of the electronic devices, the processor can be a central processing unit (English:
Central Processing Unit, CPU for short), or can be another general-purpose processor,
a digital signal processor (English: Digital Signal Processor, DSP for short), an
application specific integrated circuit (English: Application Specific Integrated Circuit,
ASIC for short), etc. The general-purpose processor can be a microprocessor, or the
processor can be any normal processor, etc. The previously described memory can be
a read-only memory (English: read-only memory, ROM for short), a random access
memory (English: random access memory, RAM for short), a flash memory, a hard
disk, or a solid-state drive. The steps of the methods disclosed with reference to the
embodiments of the present invention can be directly performed by using a hardware
processor, or can be performed by using a combination of hardware in the processor
and a software module.

[0184] The embodiments in the present specification are all described in a
progressive way, for same or similar parts in the embodiments, mutual references can
be made to the embodiments, and each embodiment focuses on a difference from the
other embodiments. Especially, an electronic device embodiment is basically similar
to a method embodiment and therefore is described briefly, and for related parts,
references can be made to some descriptions in the method embodiment.

[0185] A person skilled in the art can easily figure out other implementation
solutions of the present specification after considering the present specification and
practicing the invention disclosed here. The present specification is intended to cover
any variations, functions, or adaptive changes of the present specification. These
variations, functions, or adaptive changes comply with general principles of the
present specification, and include common knowledge or a commonly used technical

means in the technical field that is not disclosed in the present specification. The
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present specification and the embodiments are merely considered as examples, and
the actual scope and spirit of the present specification are pointed out by the following
claims.

[0186] It is worthwhile to understand that the present specification is not limited to
the previously described accurate structures shown in the accompanying drawings,
and various modifications and changes can be made without departing from the scope
of the present specification. The scope of the present specification is limited only by

the appended claims.
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CLAIMS

What is claimed is:

1. A method for executing a smart contract of a blockchain, wherein the blockchain
is interconnected to a trusted third party, a contract engine for executing a smart contract
is deployed in the trusted third party, and the method comprises:

receiving, by a node device in the blockchain, a target transaction initiated by a
client device to invoke a target smart contract;

obtaining contract source code of the target smart contract from a distributed
database of the blockchain in response to the target transaction, wherein the target
transaction comprises an input parameter;

sending the contract source code to the trusted third party so that the contract
engine of the trusted third party executes the contract source code, comprising:

sending the contract source code and the input parameter to the trusted third
party, so that the trusted third party obtains input data corresponding to the input
parameter from the node device, loads the input data into the contract source code,
and executes the contract source code;

wherein the blockchain is interconnected to another trusted third party that serves
as a verification party;

the method further comprises:

sending the execution result to the another trusted third party, so that a contract
engine of the another trusted third party verifies the execution result;

in response to determining that the verification on the execution result succeeds,
publishing the execution result to all node devices in the blockchain for consensus
processing, and storing the execution result in the blockchain after the consensus
succeeds;

wherein the execution result is a result set generated by the trusted third party
based on an execution result of the contract source code, and the result set comprises a
read-write set generated in a process of executing the contract source code and an
execution result obtained after the contract source code is executed;

a verification process for the execution result comprises:
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reading, by the contract engine of the another trusted third party, input data
from the read-write set, loading the read input data into the contract source code, and
simulating execution of the contract source code;

determining whether an execution result generated by simulating execution
of the contract source code is consistent with the execution result in the result set; and

in response to determining that the execution result generated by simulating
execution of the contract source code is consistent with the execution result in the result
set, determining that the verification on the execution result succeeds.

2. A method for executing a smart contract of a blockchain, wherein the blockchain
is interconnected to a trusted third party, a contract engine for executing a smart contract
is deployed in the trusted third party, and the method comprises:

receiving, by a node device in the blockchain, a target transaction initiated by a
client device to invoke a target smart contract;

obtaining contract source code of the target smart contract from a distributed
database of the blockchain in response to the target transaction, wherein the target
transaction comprises an input parameter;

sending the contract source code to the trusted third party so that the contract
engine of the trusted third party executes the contract source code, comprising:

sending the contract source code and the input parameter to the trusted third
party, so that the trusted third party obtains input data corresponding to the input
parameter from the node device, loads the input data into the contract source code,
and executes the contract source code;

wherein the blockchain is interconnected to another trusted third party that serves
as a verification party;

the method further comprises:

sending the execution result to the another trusted third party, so that a contract
engine of the another trusted third party verifies the execution result;

in response to determining that the verification on the execution result succeeds,
publishing the execution result to all node devices in the blockchain for consensus
processing, and storing the execution result in the blockchain after the consensus
succeeds;

wherein the execution result is a result set generated by the trusted third party

based on an execution result of the contract source code, and the result set comprises a
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read-write set generated in a process of executing the contract source code and an
execution result obtained after the contract source code is executed;

a verification process for the execution result comprises:

reading, by the contract engine of the another trusted third party, input data
from the read-write set, loading the read input data into the contract source code, and
simulating execution of the contract source code;

determining whether a read-write set generated by simulating execution of
the contract source code is consistent with the read-write set in the result set; and

in response to determining that the read-write set generated by simulating
execution of the contract source code is consistent with the read-write set in the result
set, determining that the verification on the execution result succeeds.

3. The method according to claim 1 or 2, wherein the target transaction comprises
a target smart contract name and a name of a target function invoked in the target smart
contract; and

the obtaining contract source code of the target smart contract from a distributed
database of the blockchain specifically comprises:

obtaining contract source code corresponding to the target smart contract
name from the distributed database of the blockchain based on the target smart contract
name comprised in the target transaction; and

obtaining contract source code corresponding to the name of the target
function from the obtained contract source code based on the name of the target function
invoked in the target smart contract.

4. The method according to claim 1 or 2, wherein the blockchain is a consortium
blockchain.

5. A method for executing a smart contract of a blockchain, wherein the blockchain
is interconnected to a trusted third party, a contract engine for executing a smart contract
is deployed in the trusted third party, and the method comprises:

receiving, by the contract engine of the trusted third party, contract source code
sent by a node device in the blockchain, wherein the node device is a node that responds
to a target transaction request initiated by a client device to invoke a target smart
contract in the blockchain, and the contract source code is contract source code of the
target smart contract;

wherein the method further comprises:
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when receiving a verification request sent by the node device for a result set
of a contract engine of another trusted third party, verifying the result set, wherein
the result set comprises a read-write set generated in a process of executing the
contract source code and an execution result obtained after the contract source
code is executed;

in response to determining that the verification on the result set succeeds,
publishing the execution result in the result set to all node devices in the blockchain
for consensus processing, and storing the execution result in the result set in the
blockchain after the consensus succeeds;

wherein a verification process for the second execution result comprises:

reading input data from the read-write set, loading the read input data into the
contract source code, and simulating execution of the contract source code;

determining whether an execution result generated by simulating execution
of the contract source code is consistent with the execution result in the result set;
and

in response to determining that the execution result generated by simulating
execution of the contract source code is consistent with the execution result in the
result set, determining that the verification on the execution result succeeds.

6. A method for executing a smart contract of a blockchain, wherein the blockchain
is interconnected to a trusted third party, a contract engine for executing a smart contract
is deployed in the trusted third party, and the method comprises:

receiving, by the contract engine of the trusted third party, contract source code
sent by a node device in the blockchain, wherein the node device is a node that responds
to a target transaction request initiated by a client device to invoke a target smart
contract in the blockchain, and the contract source code is contract source code of the
target smart contract;

wherein the method further comprises:

when receiving a verification request sent by the node device for a result set of a
contract engine of another trusted third party, verifying the result set, wherein the result
set comprises a read-write set generated in a process of executing the contract source
code and an execution result obtained after the contract source code is executed;

in response to determining that the verification on the result set succeeds,

publishing the execution result in the result set to all node devices in the blockchain for
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consensus processing, and storing the execution result in the result set in the blockchain
after the consensus succeeds;

wherein a verification process for the second execution result comprises:

reading input data from the read-write set, loading the read input data into the
contract source code, and simulating execution of the contract source code;

determining whether a read-write set generated by simulating execution of the
contract source code is consistent with the read-write set in the result set; and

in response to determining that the read-write set generated by simulating
execution of the contract source code is consistent with the read-write set in the result
set, determining that the verification on the execution result succeeds.

7. The method according to claim 5 or 6, wherein the transaction comprises an
input parameter;

the receiving contract source code sent by a node device in the blockchain
specifically comprises:

receiving the contract source code and the input parameter that are sent by

the node device in the blockchain; and

the executing the contract source code specifically comprises:

obtaining input data corresponding to the input parameter from the node

device, loading the input data into the contract source code, and executing the contract
source code.

8. The method according to claim 5 or 6, wherein the blockchain is a consortium
blockchain.

9. An electronic device, comprising:

a processor; and

a memory configured to store processor-executable instructions, wherein

the processor is configured to perform the method according to any one of claims

1 to 8.
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