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Description 
Title of Invention: APPARATUS AND METHOD FOR 

PERFORMING OPERATION BEING SECURE AGAINST SIDE 

CHANNEL ATTACK 
Technical Field 

The present disclosure relates to a technology for side-channel attack prevention. 

Background Art 
As Internet of Things (IoT) devices evolve, there is a growing risk of side-channel 

attacks that gain important information by exploiting physical information leaked from 

devices during performance of mathematical computations for a key exchange, an en-

cryption, a digital signature for encryption, etc. 

[3] A side-channel attack obtains secret information using a leakage of side-channel in-

formation (e.g., power consumption, amount of electromagnetic radiation, algorithm 

execution time, etc.) for computations performed during an operation of an algorithm 

for key exchange, encryption, digital signature, etc. 

[4] A power analysis attack, which is a form of side-channel attack, is known as the most 

powerful side-channel attack, and equipment for power analysis attacks is known to be 

a very effective attack means because of high probability of realization with low cost. 

Thus, the power analysis attack is a field in which a lot of research is currently being 

conducted. A method of such a power analysis attack largely includes simple power 

analysis (SPA) and differential power analysis (DPA) 

[51 
	

For example, an exponentiation operation or a scalar multiplication operation of a 

point is an essential operation in a related art encryption key exchange scheme, a 

public key encryption scheme, a digital signature scheme, and the like. In the case of 

exponentiation (or scalar multiplication) operation, when an exponent value is 

expressed as a bit string, a square operation and a multiplication operation are 

performed when each bit in the bit string is 1, and only the multiplication operation is 

performed when the each of the bits in the bit string is 0. 

[6] 
	

The power analysis attack exploits the different power consumption requirements for 

the different operations performed in the case in which each bit value is 1 and in the 

case in which each of the bit values is 0. That is, since the power consumption for the 

square operation and the subsequent multiplication operation in the case in which the 

bit value is 1 is large and the power consumption in the case in which the bit value is 0 

is small, it is possible to obtain a secret value (a secret key and the like) by taking in-

formation on an exponent value, which is the secret value, through an analysis of 

power consumption occurring at a time of an exponentiation computation. 
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Disclosure of Invention 

Technical Problem 

[7] Related art methods for preventing such side-channel attacks are methods for 

protecting against only some side-channel attacks. However, a method to secure 

against all of the side-channel attacks has not been proposed. In addition, related art 

methods for preventing side-channel attacks have a problem in that they require a large 

amount of computation and thus cause performance degradation a time delay during 

generation of a digital signature. 

Solution to Problem 

[8] According to an aspect of an exemplary embodiment, there is provided an apparatus 

comprising: a processor configured to execute: a seed value generator configured to 

generate a seed value; a divider configured to divide the seed value into a plurality of 

divided blocks; an extractor configured to extract a plurality of second parameter 

values from a second parameter candidate value set comprising a plurality of second 

parameter candidate values generated by using each of a plurality of first parameter 

candidate values, each of the plurality of second parameter values respectively corre-

sponding to one of the plurality of divided blocks; and a calculator configured to 

generate a random number based on the plurality of second parameter values, wherein 

the processor is further configured to encrypt data or generate a digital signature for the 

data based on the random number. 

[9] each of the plurality of second parameter candidate values included in the second 

parameter candidate value set may be generated by performing an exponentiation 

operation using a corresponding one of the plurality of first parameter candidate values 

as an exponent or by performing a scalar multiplication operation of a point using a 

corresponding one of the plurality of first parameter candidate values as a scalar 

multiplier. 

[10] The extractor may be further configured to extract the plurality of second parameter 

values respectively corresponding to bit strings in the plurality of divided blocks and 

positions of the divided blocks in the seed value, from the second parameter candidate 

value set. 

[11] The extractor may further comprise: a first extractor configured to extract a plurality 

of first parameter values respectively corresponding to the plurality of divided blocks 

from a first parameter candidate value set including the plurality of first parameter 

candidate values used to generate the plurality of second parameter candidate values 

included in the second parameter candidate value set; and a second extractor 

configured to extract the plurality of second parameter respectively corresponding to 

the plurality of divided blocks from the second parameter candidate value set, wherein 
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the calculator is further configured to generate a first random number based on the 

plurality of first parameter values and generate a second random number based on the 

plurality of second parameter values. 

[12] The first extractor may be further configured to extract the plurality of first parameter 

values respectively corresponding to bit strings of the plurality of divided blocks and 

positions of the divided blocks in the seed value from the first parameter candidate 

value set, and the second extractor is further configured to extract the plurality of 

second parameter values respectively corresponding to bit strings in the plurality of 

divided blocks and positions of the divided blocks in the seed value from the second 

parameter candidate value set. 

[13] The calculator may generate the first random number by adding the plurality of first 

parameter values to each other. 

[14] The second random number may equal to a value obtainable by performing an expo-

nentiation operation using the first random number as an exponent or by performing a 

scalar multiplication operation of a point using the first random number as a scalar 

multiplier and using the plurality of second parameter values. 

[15] The processor may be further configured to encrypt the data or generate the digital 

signature for the data based on the first random number and the second random 

number. 

[16] The seed value may further comprise a random bit string. 

[17] According to an aspect of an exemplary embodiment, there is provided a method, 

comprising: generating a seed value; dividing the seed value into a plurality of divided 

blocks; extracting a plurality of second parameter values from a second parameter 

candidate value set comprising a plurality of second parameter candidate values 

generated by using each of a plurality of first parameter candidate values, each of the 

plurality of second parameter values respectively corresponding to one of the plurality 

of divided blocks; generating a random number based on the plurality of second 

parameter values; and applying the random number to encrypt data or generate a 

digital signature for the data. 

[18] Each of the plurality of second parameter candidate values included in the second 

parameter candidate value set may be generated by performing an exponentiation 

operation using a corresponding one of the plurality of first parameter candidate values 

as an exponent or by performing a scalar multiplication operation of a point using a 

corresponding one of the plurality of first parameter candidate values as a scalar 

multiplier. 

[19] The extracting of the plurality of second parameter values may extract the plurality of 

second parameter values respectively corresponding to bit strings in the plurality of 

divided blocks and positions of the block in the seed value, from the second parameter 
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candidate value set. 

[20] The extracting of the plurality of second parameter values may comprise: extracting a 

plurality of first parameter values respectively corresponding to the plurality of divided 

blocks from a first parameter candidate value set including the plurality of first 

parameter candidate values used to generate the plurality of second parameter values 

included in the second parameter candidate value set; and extracting the plurality of 

second parameter values respectively corresponding to the plurality of divided blocks 

from the second parameter candidate value set, and the generating of the random 

number comprises: generating a first random number based on the plurality of first 

parameter values; and generating a second random number based on the plurality of 

second parameter values. 

[21] The extracting of the plurality of first parameter values may extract the plurality of 

first parameter values respectively corresponding to bit strings of the plurality of 

divided blocks and positions of the divided blocks in the seed value, from the first 

parameter candidate value set, and the extracting of the plurality of second parameter 

values may extract the plurality of second parameter values respectively corresponding 

to bit strings in the plurality of divided blocks and positions of the divided blocks in 

the seed value, from the second parameter candidate value set. 

[22] The generating of the first random number may generate the first random number by 

adding the plurality of first parameter values to each other. 

[23] The generating of the second random number may generate the second random 

number equal to a value obtainable through an exponentiation operation using the first 

random number as an exponent or through a scalar multiplication of a point operation 

using the first random number as a scalar multiplier using the plurality of second 

parameter values. 

[24] The method may further comprise generating a digital signature using the first 

random number and the second random number. 

[25] The seed value may comprise a random bit string. 

[26] According to an aspect of an exemplary embodiment, there is provided a non-

transitory computer readable medium having stored thereon a program for causing a 

computer to execute a method, comprising: generating a seed value; dividing the seed 

value into a plurality of divided blocks; extracting a plurality of second parameter 

values from a second parameter candidate value set comprising a plurality of second 

parameter candidate values generated by using each of a plurality of first parameter 

candidate values, each of the plurality of second parameter values respectively corre-

sponding to one of the plurality of divided blocks; generating a random number based 

on the plurality of second parameter values; and applying the random number to 

encrypt data or generate a digital signature for the data. 
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[27] According to an aspect of an exemplary embodiment, there is provided an apparatus 

comprising: a processor configured to execute: receive a seed value; divide the seed 

value into a plurality of blocks; extract, for each of the plurality of blocks, a second 

parameter value from a second parameter candidate value set comprising a plurality of 

second parameter candidate values generated by using a plurality of first parameter 

candidate values, by using a number of the respective block and a value in the re-

spective block as a first index; and generate a random number based on the second 

parameter values for each of the plurality of blocks; and apply the random number to 

encrypt data or generate a digital signature for the data based on the random number. 

[28] A number of the second parameter candidate values included in the second parameter 

candidate value set may change according to a length of the seed value and a total 

number of the plurality of blocks. 

Advantageous Effects of Invention 
[29] According to the exemplary embodiments of the present disclosure, it is possible to 

generate values equal to values obtained by performing an exponentiation operation or 

a scalar multiplication operation of a point using values extracted from previously 

generated parameter candidate value sets and an operation secure against side-channel 

attack, thereby improving security against side-channel attack without degrading per-

formance. 

Brief Description of Drawings 
[30] The above and other objects, features and advantages of the present disclosure will 

become more apparent to those of ordinary skill in the art by describing exemplary em-

bodiments thereof in detail with reference to the accompanying drawings, in which: 

[31] Figure 1 is a configuration diagram illustrating a computation apparatus according to 

an exemplary embodiment of the present disclosure; 

[32] Figure 2 is a table showing one example of a second parameter candidate value set 

according to an exemplary embodiment of the present disclosure; 

[33] Figure 3 is a diagram illustrating an example of an extraction of the second parameter 

value according to an exemplary embodiment of the present disclosure; 

[34] Figure 4 is a configuration diagram illustrating a computation apparatus according to 

another exemplary embodiment of the present disclosure; 

[35] Figure 5 is a table showing an example of a first parameter candidate value set 

according to an exemplary embodiment of the present disclosure; 

[36] Figure 6 is a diagram illustrating one example of an extraction of the first parameter 

value according to an exemplary embodiment of the present disclosure; 

[37] Figure 7 is a configuration diagram illustrating a computation apparatus according to 

another exemplary embodiment of the present disclosure; 
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[38] Figure 8 is a table showing one example of a third parameter candidate value set 

according to an exemplary embodiment of the present disclosure; 

[39] Figure 9 is a table showing another example of the third parameter candidate value 

set according to an exemplary embodiment of the present disclosure; 

[40] Figure 10 is a diagram illustrating one example of an extraction of the third 

parameter value according to an exemplary embodiment of the present disclosure; 

[41] Figure 11 is a diagram illustrating another example of the extraction of the third 

parameter value according to an exemplary embodiment of the present disclosure; 

[42] Figure 12 is a flowchart illustrating a computation method according to an exemplary 

embodiment of the present disclosure; 

[43] Figure 13 is a flowchart illustrating a computation method according to another 

exemplary embodiment of the present disclosure; and 

[44] Figure 14 is a flowchart illustrating a computation method according to another 

exemplary embodiment of the present disclosure. 

Mode for the Invention 
[45] Hereinafter, detailed exemplary embodiments of the present disclosure will be 

described with reference to the accompanying drawings. The following detailed de-

scription is provided for a more comprehensive understanding of methods, devices, 

and/or systems described in this specification. However, the methods, devices, and/or 

systems are only examples, and the present disclosure is not limited thereto. 

[46] In the description of the present disclosure, detailed descriptions of related well-

known functions that are determined to unnecessarily obscure the gist of the present 

disclosure will be omitted. Some terms described below are defined in consideration of 

functions thereof in the present disclosure, and meanings thereof may vary depending 

on, for example, a user or operator's intention or custom. Therefore, the meanings of 

terms should be interpreted on the basis of the scope throughout this specification. The 

terminology used in the detailed description is provided only to describe exemplary 

embodiments of the present disclosure and not for purposes of limitation. Unless the 

context clearly indicates otherwise, the singular forms include the plural forms. It 

should be understood that the terms "comprises" or "includes," when used herein. 

specify the presence of some features, numbers, steps, operations, elements, and/or 

combinations thereof, but do not preclude the presence or possibility of addition of one 

or more other features, numbers, steps, operations, elements, and/or combinations 

thereof. 

[47] Figure 1 is a configuration diagram illustrating a computation apparatus according to 

an exemplary embodiment of the present disclosure. 

[48] Referring to Figure 1, a computation apparatus 100 according to an exemplary em- 
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bodiment of the present disclosure includes a seed value generator 110, a divider 120, 

an extractor 130, and a calculator 140. 

[49] The seed value generator 110 generates a seed value. According to an exemplary em-

bodiment, the seed value may be formed by a random bit string. 

[50] In this case, the seed value generator 110 may generate the seed value, for example, 

by sequentially generating arbitrary bit values. 

[51] In another example, the seed value generator 110 may generate the seed value by 

converting an ID obtained from an external device into an arbitrary bit string. In this 

case, a hash function, for example, SHA-256, may be used to convert the obtained ID 

into the arbitrary bit string. 

[52] However, a seed value generation method of the seed value generator 110 is not par-

ticularly limited, and the seed value generator 110 may generate the seed value using 

various known methods capable of generating a bit string of a predetermined length. 

[53] The divider 120 divides the seed value generated by the seed value generator 110 

into a plurality of blocks. 

[54] Specifically, according to an exemplary embodiment of the present disclosure, the 

divider 120 may divide the seed value by a predetermined size to generate the plurality 

of blocks. In this case, the number of blocks generated by the divider 120 may be 

changed according to an exemplary embodiment. 

[55] For example, when the seed value generated by the seed value generator 110 is a bit 

string with a length of 256 bits, the divider 120 may divide the seed value into units of 

8 bits to generate 32 blocks. 

[56] The extractor 130 extracts a plurality of second parameter values that respectively 

correspond to the plurality of blocks, which are generated by the divider 120, from a 

second parameter candidate value set including second parameter candidate values 

generated by using each of a plurality of first parameter candidate values. 

[57] In this case, according to an exemplary embodiment of the present disclosure, the 

plurality of first parameter candidate values may be random values generated in 

advance and stored in a storage. 

[58] In addition, according to an exemplary embodiment of the present disclosure, the 

second parameter candidate values included in the second parameter candidate value 

set may be values obtained in advance through an exponentiation operation using each 

of the plurality of first parameter candidate values as an exponent or through a scalar 

multiplication operation of a point using each of the plurality of first parameter 

candidate values as a scalar multiplier. 

[59] According to an exemplary embodiment of the present disclosure, the second 

parameter candidate value set may include 2nxm second parameter candidate values. 

Here, m represents the number of blocks generated by the divider 120, and n represents 
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a length of a bit string included in each of the generated blocks. That is, the number of 

the second parameter candidate values included in the second parameter candidate 

value set may be changed according to the length of the seed value generated by the 

seed value generator 110 and the number of blocks generated by the divider 120. 

[60] According to an exemplary embodiment of the present disclosure, the extractor 130 

may extract second parameter values respectively corresponding bit strings in the 

plurality of blocks generated by the divider 120 and positions of the blocks in the seed 

value, from the second parameter candidate value set. 

[61] Specifically, each second parameter candidate value included in the second 

parameter candidate value set may be indexed to one of 2n different bit strings, each 

having a length of n bits, and a position of a block including the one of 2n different bit 

strings in the seed value. Accordingly, the extractor 130 may compare the bit string 

included in each of the blocks generated by the divider 120 and the position of each of 

the blocks in the seed value with an index value of each of the second parameter 

candidate values included in the second parameter candidate value set to extract a cor-

responding second parameter candidate value as a second parameter value. 

[62] Figure 2 is a table showing one example of the second parameter candidate value set 

according to an exemplary embodiment of the present disclosure. 

[63] In the example shown in Figure 2, a seed value generated by the seed value generator 

110 has a length of 256 bits and that the divider 120 divides the seed value into 32 

blocks, each having a length of 8 bits. Thus, the second parameter candidate value set 

210 shown in Figure 2 includes 28x32 second parameter candidate values. 

[64] Specifically, a second parameter candidate value may be generated through, for 

example, an exponentiation operation using a first parameter candidate value ki, as an 

exponent, as shown in the following Equation 1. 

[65] [Equation 1] 

[66] ri,,,gkid mod p 

[67] In Equation 1, p represents an arbitrary prime number and g represents a generator of 

a multiplicative group having p as an order. 

[68] In another example, the second parameter candidate value may be generated by 

performing a scalar multiplication operation of a point using the first parameter 

candidate value k,,, as a scalar multiplier as shown in Equation 2 and Equation 3. 

[69] [Equation 2] 

[70]  

[71] [Equation 3] 

[72] mod p 

[73] In Equations 2 and 3, p represents an arbitrary prime number and P represents a 

generator of an additive group having p as an order. 
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[74] Meanwhile, each of the second parameter candidate values included in a second 

parameter candidate value set 210 corresponds to one of 256 bit strings, each having a 

length of 8 bits, and a position of a block including the corresponding bit string in the 

seed value. 

[75] Specifically, r1,1  is a second parameter candidate value indexed to a bit string of 

00000000 and the first block (i.e., 1 block) in the seed value, r256,32 is a second 

parameter candidate value indexed to a bit string of 11111111 and the 32nd  block (i.e., 

32 block) in the seed value. 

[76] Figure 3 is a diagram illustrating an example of an extraction of a second parameter 

value according to an exemplary embodiment of the present disclosure. 

[77] In the example shown in Figure 3, a seed value 310 generated by the seed value 

generator 110 has a length of 256 bits and that the divider 120 divides the seed value 

310 into 32 blocks, each having a length of 8 bits. In addition, a second parameter 

candidate value set 330 is the same as the second parameter candidate value set 210 

shown in Figure 2. According to another exemplary embodiment, the second parameter 

candidate value set 330 may be different from the second parameter candidate value 

set 210 shown in Figure 2. 

[78] In the example shown in Figure 3, since a bit string included in the first block of the 

32 blocks generated by dividing the seed value 310 is "1111110," the extractor 130 

may extract a second parameter candidate value r255,1 corresponding to "1 block" and 

the bit string of "1111110" from the second parameter candidate value set 330 as a 

second parameter value corresponding to the first block. 

[79] In addition, since a bit string included in the second block of the blocks generated by 

dividing the seed value 310 is "00000010," the extractor 130 may extract a second 

parameter candidate value r3,2 corresponding to "2 block" and the bit string of 

"00000010" from the second parameter candidate value set 330 as a second parameter 

value corresponding to the second block. 

[80] In the same way, the extractor 130 may extract second parameter values that re-

spectively correspond to the 32 blocks generated by dividing the seed value 310 from 

the second parameter candidate value set 330. 

[81] Accordingly, {1.255,1, r3,2, r1,3, ..., r3,30, r256,31, r255,32} are obtained as the second 

parameter values extracted by the extractor 130 in the example shown in Figure 3. 

[82] Referring back to Figure 1, the calculator 140 generates a random number using the 

second parameter values extracted by the extractor 130. 

[83] In this case, according to an exemplary embodiment of the present disclosure, the 

calculator 140 may generate the random number by multiplying or adding the second 

parameter values extracted from the second parameter candidate value set. 

[84] For example, when the second parameter candidate value set includes second 
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parameter candidate values generated by performing an exponentiation operation using 

the first parameter candidate values, as shown in the foregoing Equation 1, the 

calculator 140 may use the following Equation 4 to generate a random number r from 

the second parameter values extracted from the example shown in Figure 3. 

[85] [Equation 4] 

[86] r= 1.255, ixr3,2xri  ,3  X . . . Xr3,30Xr256,3i Xr255,32  

[87] When the foregoing Equation 1 is applied to Equation 4, Equation 4 may be 

expressed as the following Equation 5. 

[88] [Equation 5] 

[89] (k255 1 +k3,2+k1,3+ +k3,30+k256,32+k255,32) r=g 	 mod p= gk mod p 

[90] That is, the random number r generated by Equation 4 is the same as a value obtained 

by performing an exponentiation operation which uses k, which is the sum of the first 

parameter candidate values of {k255,1 , k3,2, k1,3, 	k3,30, k256,31, k255,32} that are used as 

exponents to generate the second parameter values extracted by the extractor 130. 

[91] In another example, when the second parameter candidate value set includes second 

parameter candidate values generated by performing, for example, a scalar multi-

plication operation of a point which uses the first parameter candidate values, as shown 

in the foregoing Equations 2 and 3, the calculator 140 may use the following Equation 

6 to generate the random number r from the second parameter values extracted in the 

example shown in Figure 3. 

[92] [Equation 6] 

[93] r= 1'255, 	 -1-1.3,30-1-1.256,31-1-1.255,32  

[94] When the foregoing Equation 3 is applied to Equation 6, Equation 6 may be 

expressed as the following Equation 7. 

[95] [Equation 7] 

[96] r= (x255,1+x3,2+x1,3-1- . . . -1-X3,30-1-X256,3i-1-X255,32) mod p 

[97] In addition, it can be seen from Equation 2 that (x255,1+x3,2+x1,3+... -1-X3,30-1-X256,3  -1-X255,32) 

in Equation 7 is the same as a value obtained using a scalar multiplication operation of 

a point shown in the following Equation 8. 

[98] [Equation 8] 

[99] (k255,1-1-k3,2-1-k1,3-1- . . . -1-k3,30-1-k256,31-1-k255,32) • P=k-P 

[100] Accordingly, the random number r generated by Equation 6 is the same as the value 

obtained by performing the scalar multiplication operation of a point which uses k, 

which is the sum of the first parameter candidate values of {k255,1, k3,2, k1,3, • • k3,30, k 

256,31, k255,32} that are used as scalar multipliers to generate the second parameter values 

extracted by the extractor 130. 

[101] According to another exemplary embodiment, the calculator 140 may generate the 

random number r using various forms of one-way function other than the addition or 
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multiplication of the second parameter values, as shown in the foregoing Equation 4 

and Equation 6. 

[102] Furthermore, according to an exemplary embodiment of the present disclosure, the 

calculator 140 may encrypt data or generate a digital signature using the generated 

random number r. 

[103] Specifically, the calculator 140 may encrypt data or generate a digital signature using 

various types of encryption algorithm or digital signature generation algorithm which 

require an exponentiation operation or a scalar multiplication operation of a point for 

encryption or digital signature generation. In this case, the calculator 140 may not 

directly perform the exponentiation operation or the scalar multiplication operation of 

a point. But instead, the calculator 140 may use the random number r as a resulting 

value of the exponentiation operation or the scalar multiplication operation of a point. 

In this manner, according to an exemplary embodiment, since a direct exponentiation 

operation or a direct scalar multiplication operation of a point is not performed for a 

key exchange, an encryption, or a digital signature for encryption, exploitation of 

physical information leaked from devices by side-channel attacks during performance 

of mathematical computations is prevented. 

[104] For example, in the case of an identification (ID) based public key encryption, a 

public key of a recipient may be generated from an ID of a recipient of encrypted data, 

and the encrypted data, which is encrypted using the generated public key, is 

transmitted to the recipient. In this case, the seed value generator 110 may generate a 

seed value by converting the ID of the recipient into a random bit string, and the 

divider 120 may divide the generated seed value into a plurality of blocks. Thereafter, 

the extractor 130 may extract second parameter values that correspond to the re-

spective generated blocks, from the second parameter candidate value set, and the 

calculator 140 may generate the random number r using the second parameter values 

and use the generated random number r as the public key of the recipient. In this case, 

the second parameter candidate value set may be generated in advance by an external 

device, such as a key generation server, and provided by performing a secure channel. 

[105] As a specific example, the calculator 140 may generate the following ciphertext C1 

by selecting an arbitrary random number t. 

[106] Cl= gt (mod p) 

[107] Then, the calculator 140 may generate the following ciphertext C2 using the random 

number r, which is generated using the second parameter values extracted from the 

second parameter candidate value set, as a public key pk. 

[108] C2= (pkt mod p) XOR M=((g')t mod p) XOR M 

[109] Here, M represents a message to be sent and x represents a secret key of the recipient 

to which the data is transmitted. 
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[110] Meanwhile, in an exemplary embodiment, the seed value generator 110, the divider 

120, the extractor 130, and the calculator 140, which are shown in Figure 1, may be 

implemented on one or more computing devices including one or more processors and 

a computer-readable recording medium connected to the one or more processors. The 

computer-readable recording medium may be provided inside or outside the processor, 

and may be connected to the processor by various well-known means. The processor in 

the computing device may enable the computing device to operate according to the 

exemplary embodiments described in the specification. For example, the processor 

may execute instructions stored in the computer readable recording medium, and the 

instructions stored in the computer readable recording medium may cause a series of 

operational steps to be performed on the computing device according to the exemplary 

embodiments of the present disclosure described in the specification when executed by 

the processor. 

[111] Figure 4 is a configuration diagram illustrating a computation apparatus according to 

another exemplary embodiment of the present disclosure. 

[112] Referring to Figure 4, a computation apparatus 400 according to another exemplary 

embodiment of the present disclosure includes a seed value generator 410, a divider 

420, a first extractor 430, a second extractor 440, and a calculator 450. 

[113] In the example shown in Figure 4, the seed value generator 410, the divider 420, and 

the second extractor 440 have the same configurations as those of the seed value 

generator 110, the divider 120, and the extractor 130 of Figure 1, respectively, and thus 

detailed descriptions thereof will not be reiterated. 

[114] The first extractor 430 extracts a plurality of first parameter values that respectively 

correspond to a plurality of blocks generated by the divider 420 from a first parameter 

candidate value set including a plurality of first parameter candidate values. According 

to an exemplary embodiment, the plurality of first parameter candidate values may be 

the same values used to generate each of the second parameter candidate values 

included in the above-described second parameter candidate value set FIGS. 2 and 3. 

[115] In this case, according to an exemplary embodiment of the present disclosure, the 

first parameter candidate value set may include 2nxm first parameter candidate values. 

Moreover, the number of the first parameter candidate values included in the first 

parameter candidate value set may be changed according to a length of the seed value 

generated by the seed value generator 410 and the number of blocks generated by the 

divider 420. 

[116] According to an exemplary embodiment, the first extractor 430 may extract first 

parameter values respectively corresponding to bit strings in the plurality of blocks 

generated by the divider 420 and positions of the blocks in the seed value from the first 

parameter candidate value set. 
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[117] Specifically, each first parameter candidate value included in the first parameter 

candidate value set may be indexed to one of 2n different bit strings, each having a 

length of n bits, and a position of a block including the one of 2n different bit strings in 

the seed value. 

[118] Accordingly, the first extractor 430 may compare the bit string included in each of 

the blocks generated by the divider 420 and the position of each of the blocks in the 

seed value with an index value of each of the first parameter candidate values included 

in the first parameter candidate value set to extract the corresponding first parameter 

candidate value as a first parameter value. 

[119] Meanwhile, each of the first parameter candidate values included in the first 

parameter candidate value set may have the same index value as that of a corre-

sponding second parameter candidate value included in the second parameter candidate 

value set. 

[120] Figure 5 is a table showing an example of the first parameter candidate value set 

according to an exemplary embodiment of the present disclosure. 

[121] Specifically, Figure 5 shows an example of the first parameter candidate value set 

including first parameter candidate values used to generate each of the second 

parameter candidate values included in the second parameter candidate value set 

shown in Figure 2. 

[122] That is, a first parameter candidate value k1,1  shown in Figure 5 is a first parameter 

candidate value used to generate the second parameter candidate value r1,1  shown in 

Figure 2, and the first parameter candidate value k1,1  is indexed to a bit string of 

"00000000" and the first block (i.e., 1 block) within the seed value in the same way as 

the second candidate parameter value r1,1 . 

[123] Similarly, a first parameter candidate value k3,3  shown in Figure 5 is a first parameter 

candidate value used to generate a second parameter candidate value r3,3 shown in 

Figure 2 and is indexed to a bit string of "00000010" and the third block (i.e., 3 block) 

within the seed value in the same way as the second parameter candidate value r3,3. 

[124] Figure 6 is a diagram illustrating one example of an extraction of the first parameter 

value according to an exemplary embodiment of the present disclosure. 

[125] In the example shown in Figure 6, a seed value 610 is the same as the seed value 310 

shown in Figure 3 and that the divider 420 divides the seed value 610 into 32 blocks, 

each having a length of 8 bits. In addition, a first parameter candidate value set 630 is 

the same as the first parameter candidate value set 510 shown in Figure 1. However, 

according to another exemplary embodiment, the first parameter candidate value set 

630 may be different from the first parameter candidate value set 510 shown in Figure 

1. 

[126] In the example shown in Figure 6, a bit string included in the first block of the 32 
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blocks generated by dividing the seed value 610 is "1111110," and therefore, the first 

extractor 430 may extract a first parameter candidate value k255,1  corresponding to "1 

block" and the bit string of "1111110" from the first parameter candidate value set 630 

as a first parameter value corresponding to the first block. 

[127] In addition, a bit string included in the second block of the blocks generated by 

dividing the seed value 610 is "00000010," and therefore, the first extractor 430 may 

extract a first parameter value candidate k3,2  corresponding to "2 block" and the bit 

string of "00000010" from the first parameter candidate value set 630 as a first 

parameter value corresponding to the second block. 

[128] In the same way, the first extractor 430 may extract parameter values that re-

spectively correspond to the 32 blocks generated by dividing the seed value 610 from 

the first parameter candidate value set 630. 

[129] Accordingly, {k255,1, k3,2, k1,3, ..., k3,30, k256,31, k255,32} are obtained as the first 

parameter values extracted by the first extractor 430 in the example shown in Figure 6. 

[130] Referring back to Figure 4, the calculator 450 generates a first random number using 

the first parameter values extracted by the first extractor 430, and generates a second 

random number using the second parameter values extracted by the second extractor 

440. 

[131] In this case, according to an exemplary embodiment of the present disclosure, the 

calculator 450 may generate a first random number by adding the first parameter 

values extracted from the first parameter candidate value set to each other. 

[132] For example, the calculator 450 may generate a first random number k from the first 

parameter values extracted in the example shown in Figure 6 using the following 

Equation 9. 

[133] [Equation 9] 

[134] k= k255,1±1(3,2±k1,3±...±1(3,30±k256,31±1(255,32  

[135] Meanwhile, the calculator 450 may generate the first random number k using various 

types of one-way function in addition to the foregoing Equation 9. 

[136] For example, when the second parameter candidate value set includes second 

parameter candidate values generated by performing an exponentiation operation using 

the first parameter candidate values, as shown in the foregoing Equation 1, the 

calculator 450 may use the foregoing Equation 4 to generate a second random number 

r from the second parameter values extracted in the example shown in Figure 3. 

[137] In another example, when the second parameter candidate value set includes second 

parameter candidate values generated by performing, for example, a scalar multi-

plication operation of a point which uses the first parameter candidate values, as shown 

in the foregoing Equations 2 and 3, the calculator 140 may use the foregoing Equation 

6 to generate the second random number r from the second parameter values extracted 
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in the example shown in Figure 3. 

[138] Meanwhile, according to an exemplary embodiment of the preset disclosure, the 

calculator 450 may encrypt data or generate a digital signature using the generated 

second random number r. 

[139] Specifically, the calculator 450 may encrypt data or generate a digital signature using 

various types of encryption algorithm or digital signature generation algorithm which 

require an exponentiation operation or a scalar multiplication operation of a point for 

encryption or digital signature generation. In this case, the calculator 450 may not 

directly perform the exponentiation operation or the scalar multiplication operation of 

a point but may use the second random number r as a resulting value of the expo-

nentiation operation or the scalar multiplication operation of a point. 

[140] In this manner, according to an exemplary embodiment, since a direct exponentiation 

operation or a direct scalar multiplication operation of a point is not performed for a 

key exchange, an encryption, or a digital signature for encryption, exploitation of 

physical information leaked from devices by side-channel attacks during performance 

of mathematical computations is prevented. 

[141] For example, the calculator 450 may generate a digital signature using a digital 

signature algorithm (DSA), which is one digital signature scheme. 

[142] Specifically, a digital signature according to a DSA is generated as follows: 

[143] 1) The random integer k is selected (kE[1,q-1]) 

[144] 2) r=(gk mod p) mod q is computed (where p is an arbitrary prime number, q is a 

prime divisor of p-1, and g is a generator of a multiplicative group having p as an 

order) 

[145] 3) s=k 1(H(m)+cr) mod q is computed (where c is a secret key, m is a message, and 

HO is a hash function) 

[146] 4) A signature value (r,$) is output for a message. 

[147] In this case, the calculator 450 may use the first random number as the random 

integer k and use the second random number as the signature value r. That is, the 

signature value r may be obtained by performing an operation, such as a multiplication 

operation, which is secure against side-channel attack and uses the second parameter 

values extracted from the second parameter candidate value set, rather than by 

performing an exponentiation operation using the random integer k. Accordingly, the 

random integer k used to generate the signature value r cannot be obtained by 

performing a side-channel attack, and the secret key c used for generating the signature 

value s is also secured. 

[148] In another example, the calculator 450 may generate a digital signature using an 

elliptic curve digital signature algorithm (ECDSA), which is one digital signature 

scheme. 
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[149] Specifically, a digital signature according to the ECDSA is generated as follows: 

[150] 1) The random integer k (kE[1,q-1]) is selected (where q is a prime divisor of p-1 and 

p is an arbitrary prime number) 

[151] 2) k-13=(x, y) is computed (where P is a generator of an additive group having p as an 

order) 

[152] 3) r=x mod p is computed 

[153] 4) s=k 1(H(m)+cr) mod (p-1) is computed (where c is a secret key, m is a message, 

and HO is a hash function) 

[154] 5) The signature value (r,$) is output for a message 

[155] In this case, the calculator 450 may use the first random number as the random 

integer k and use the second random number as the signature value r. That is, the 

signature value r may be obtained by performing an operation, such as an addition 

operation, which is secure against side-channel attack and uses the second parameter 

values extracted from the second parameter candidate value set, rather than by 

performing a scalar multiplication operation of a point using the random integer k. Ac-

cordingly, the random integer k used to generate the signature value r cannot be 

obtained by performing a side-channel attack, and the secret key c used for generating 

the signature value s is also secured. 

[156] In an exemplary embodiment, the seed value generator 410, the divider 420, the first 

extractor 430, the second extractor 440, and the calculator 450, which are shown in 

Figure 4, may be implemented on one or more computing devices including one or 

more processors and a computer-readable recording medium connected to the one or 

more processors. The computer-readable recording medium may be provided inside or 

outside the processor, and may be connected to the processor by various well-known 

means. The processor in the computing device may enable the computing device to 

operate according to the exemplary embodiments described in the specification. For 

example, the processor may execute instructions stored in the computer readable 

recording medium, and the instructions stored in the computer readable recording 

medium may cause a series of operational steps to be performed on the computing 

device according to the exemplary embodiments of the present disclosure described in 

the specification when executed by the processor. 

[157] Figure 7 is a configuration diagram illustrating a computation apparatus according to 

another embodiment of the present disclosure. 

[158] Referring to Figure 7, a computation apparatus 700 according to an exemplary em-

bodiment of the present disclosure includes a seed value generator 710, a divider 720, a 

first extractor 730, a second extractor 740, a third extractor 750, and a calculator 760. 

[159] In the example shown in Figure 7, the seed value generator 710, the divider 720, the 

first extractor 730, and the second extractor 740 have the same configurations as those 
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of the seed value generator 410, the divider 420, the first extractor 430, and the second 

extractor 440, respectively, and thus detailed descriptions thereof will not be reiterated. 

[160] The third extractor 750 extracts a plurality of third parameter values that respectively 

correspond to a plurality of blocks generated by the divider 720 from a third parameter 

candidate value set including a plurality of third parameter candidate values generated 

using a plurality of second parameter candidate values included in a second parameter 

candidate value set. 

[161] According to an exemplary embodiment of the present disclosure, the third parameter 

candidate value set may include 2nxm third parameter candidate values, like in the first 

parameter candidate value set and the second parameter candidate value set. That is, 

the number of the third parameter candidate values included in the third parameter 

candidate value set may be changed according to a length of a seed value generated by 

the seed value generator 710 and the number of blocks generated by the divider 720. 

[162] In addition, according to an exemplary embodiment of the present disclosure, the 

third parameter candidate values included in the third parameter candidate value set are 

generated using the second parameter candidate values included in the second 

parameter candidate value set, and at least some of the third parameter candidate 

values included in the third parameter candidate value set may include a value 

multiplied by a secret key used for encryption or digital signature generation. 

[163] Specifically, the third parameter candidate values included in the third parameter 

candidate value set may be, for example, values obtained by multiplying each of the 

second parameter candidate values included in the second parameter candidate value 

set by the secret key. 

[164] In another example, some of the third parameter candidate values included in the 

third parameter candidate value set may be identical to some of the second parameter 

candidate values included in the second parameter candidate value set and the 

remaining third parameter candidate values in the third parameter candidate value set 

may be values obtained by multiplying each of the remaining second parameter 

candidate values in the second parameter candidate value set by the secret key. 

[165] According to an exemplary embodiment of the present disclosure, the third parameter 

candidate values included in the third parameter candidate value set may be indexed to 

one of 2n different bit strings, each having a length of n bits, and a position of a block 

including the one of 2n different bit strings in the seed value. Accordingly, the third 

extractor 750 may compare the bit string included in each of the blocks generated by 

the divider 720 and the position of each of blocks in the seed value with an index value 

of each of the third parameter candidate values included in the third parameter 

candidate value set to extract the corresponding third parameter candidate value as a 

third parameter value. 



WO 2018/199442 

	

	 PCT/KR2018/001582 
18 

[166] Meanwhile, each of the third parameter candidate values included in the third 

parameter candidate value set may have the same index value as that of a corre-

sponding second parameter candidate value included in the second parameter candidate 

value set. 

[167] Figure 8 is a table showing one example of the third parameter candidate value set 

according to an exemplary embodiment of the present disclosure. 

[168] Specifically, Figure 8 shows an example of the third parameter candidate value set 

containing third parameter candidate values generated from the second parameter 

candidate values included in the second parameter candidate value set 210 shown in 

Figure 2. 

[169] In the example shown in Figure 8, a third parameter candidate value set 810 includes 

the same number (i.e., 28x32) of third parameter candidate values as the number of 

second parameter candidate values included in the second parameter candidate value 

set 210 shown in Figure 2. 

[170] Specifically, the third parameter candidate values included in the third parameter 

candidate value set 810 are each indexed using one of 32 blocks and one of different 

bit strings, each having a length of 8 bits. In this case, each of the third parameter 

candidate values included in the third parameter candidate value set 810 has the same 

index value as that of the corresponding second parameter candidate value included in 

the second parameter candidate value set 210. 

[171] Meanwhile, except for third parameter candidate values (i.e., cr1,32, cr2,32, cr3,32, ..., cr 

255,32, cr256,32)  having "32 block" as index values in the third parameter candidate value 

set 810, the remaining third parameter candidate values have values equal to the 

second parameter candidate values of the second parameter candidate value set 210 

that have the same index values as the third parameter candidate values. 

[172] However, the third parameter candidate values (i.e., cr1,32, Cr2,32, Cr3,32, ..., Cr255,32, cr256 

,32) having "32 block" as index values in the third parameter candidate value set 810 

have values equal to values obtained by multiplying each of the second parameter 

candidate values (i.e., r1,32, r2,32, 1.3,32, ..., 1'255,32, r256,32) in the second parameter candidate 

value set 210 that have the same index values as the third parameter candidate values 

by a secret key c. 

[173] Specifically, a third parameter candidate value r1,1 included in the third parameter 

candidate value set 810 is the same as the second parameter candidate value r1,1  

included in the second parameter candidate value set 210 and is indexed to a bit string 

of "00000000" and the first block (i.e., 1 block). 

[174] In addition, a third parameter candidate value cr1,32  is a third parameter candidate 

value generated by multiplying a second parameter candidate value r1,32 in the second 

parameter candidate value set 210 by the secret key c and is indexed to the bit string of 
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"00000000" and the 32nd  block (i.e., 32 block) in the same way as the second 

parameter candidate value r1,32. 

[175] Meanwhile, in the example shown in Figure 8, the third parameter candidate values 

(i.e., cr1,32, Cr2,32, Cr3,32, ...,Cr255,32, cr256,32)  having "32 block" as index values are shown as 

having values generated by multiplying each of the second parameter candidate values 

(i.e., r132, r2,32, r3,32, ..., r255,32, r256,32) having the same index values as those of the third 

parameter candidate values by the secret key c, but the third parameter candidate 

values are not limited thereto. Specifically, third parameter candidate values included 

in a third parameter candidate value set which have a specific block as index values 

may have values equal to values obtained by multiplying each of the second parameter 

candidate values having the identical block by the secret key c as index values. 

[176] Figure 9 is a table showing another example of the third parameter candidate value 

set according to an exemplary embodiment of the present disclosure. 

[177] Specifically, Figure 9 shows an example of the third parameter candidate value set 

including third parameter candidate values generated from the second parameter 

candidate values contained in the second parameter candidate value set 210 shown in 

Figure 2. 

[178] In the example shown in Figure 9, a third parameter candidate value set 910 includes 

the same number (i.e., 28x32) of third parameter candidate values as the number of 

second parameter candidate values in the second parameter candidate value set 210 

shown in Figure 2. 

[179] Specifically, the third parameter candidate values included in the third parameter 

candidate value set 910 are each indexed using one of 32 blocks and one of different 

bit strings, each having a length of 8 bits. In this case, each of the third parameter 

candidate values included in the third parameter candidate value set 910 has the same 

index value as that of a corresponding second parameter candidate value included in 

the second parameter candidate value set 210. 

[180] In addition, each of the third parameter candidate values included in the third 

parameter candidate value set 910 has a value equal to a value obtained by multiplying 

the corresponding second parameter candidate value having the same index value as 

that of the third parameter candidate value in the second parameter candidate value set 

210 by the secret key c. 

[181] Specifically, in the example shown in Figure 9, a third parameter candidate value cr1  

,32 is a third parameter candidate value generated by multiplying the second parameter 

candidate value r1,32 in the second parameter candidate value set 210 by the secret key c 

and is indexed to the bit string of "00000000" and the 32nd block (i.e., 32 block) in the 

same way as the second parameter candidate value r1,32. 

[182] In addition, a third parameter candidate value Cr255,32 is a third parameter candidate 
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value generated by multiplying a second parameter candidate value r255,32  in the second 

parameter candidate value set 210 by the secret key c and is indexed to the bit string of 

"11111110" and the 32nd  block (i.e., 32 block) in the same way as the second 

parameter candidate value r255,32. 

[183] Figure 10 is a diagram illustrating one example of an extraction of the third 

parameter value according to an exemplary embodiment of the present disclosure. 

[184] In the example shown in Figure 10, a seed value 1010 is the same as the seed values 

310 and 610 shown in FIGS. 3 and 6 and that the divider 720 divides the seed value 

1010 into 32 blocks, each having a length of 8 bits. In addition, a third parameter 

candidate value set 1030 is the same as the third parameter candidate value set 810 

shown in Figure 8. However, the third parameter candidate value set 1030 may be 

different the third parameter candidate value set 810 shown in Figure 8 according to 

another exemplary embodiment. 

[185] In the example shown in Figure 8, since a bit string included in the first block of the 

32 blocks generated by dividing the seed value 1010 is "1111110," the third extractor 

750 may extract a parameter candidate value r255,1 that corresponds to "1 block" and the 

bit string of "1111110" from the third parameter candidate value set 1030 as a third 

parameter value corresponding to the first block. 

[186] In addition, since a bit string included in the second block of the blocks generated by 

dividing the seed value 1010 is "00000010," the third extractor 750 may extract a third 

parameter candidate value r3,2 that corresponds to "2 block" and the bit string of 

"00000010" from the third parameter candidate value set 1030 as a third parameter 

value corresponding to the second block. 

[187] In the same way, the third extractor 750 may extract parameter values that re-

spectively correspond to the 32 blocks generated by dividing the seed value 1010 from 

the third parameter candidate value set 1030. 

[188] Accordingly, { r255,1, r3,2, r1,3, ..., r3,30, r256,31, Cr255,32} are obtained as the third parameter 

values extracted by the third extractor 750 in the example shown in Figure 10. 

[189] Figure 11 is a diagram illustrating another example of the extraction of the third 

parameter value according to an exemplary embodiment of the present disclosure. 

[190] In the example shown in Figure 11, it is assumed that a seed value 1110 is the same 

as the seed values 310 and 610 shown in FIGS. 3 and 6 and that the divider 720 divides 

the seed value 1110 into 32 blocks, each having a length of 8 bits. In addition, it is 

assumed that a third parameter candidate value set 1130 is the same as the third 

parameter candidate value set 910 shown in Figure 9. 

[191] In the example shown in Figure 11, since a bit string included in the first block of the 

32 blocks generated by dividing the seed value 1110 is "1111110," the third extractor 

750 may extract a parameter candidate value cr255,1  that corresponds to "1 block" and 
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the bit string of "1111110" from the third parameter candidate value set 1130 as a third 

parameter value corresponding to the first block. 

[192] In addition, since a bit string included in the second block of the blocks generated by 

dividing the seed value 1110 is "00000010," the third extractor 750 may extract a third 

parameter candidate value cr3,2  that corresponds to "2 block" and the bit string of 

"00000010" from the third parameter candidate value set 1130 as a third parameter 

value corresponding to the second block. 

[193] In the same way, the third extractor 750 may extract third parameter values that re-

spectively correspond to the 32 blocks generated by dividing the seed value 1110 from 

the third parameter candidate value set 1130. 

[194] Accordingly, {cr255,1,  cr3,2, cr1,3, ..., Cr3,30, Cr256,31, Cr255,32  I are obtained as the third 

parameter values extracted by the third extractor 750 in the example shown in Figure 

11. 

[195] Referring back to Figure 7, the calculator 760 generates a first random number using 

the first parameter values extracted by the first extractor 730, generates a second 

random number using the second parameter values extracted by the second extractor 

740, and generates a third random number using the third parameter values extracted 

by the third extractor 750. 

[196] In this case, the generation of the first and second random numbers is described 

above, and thus redundant description will be omitted. 

[197] According to an exemplary embodiment of the present disclosure, the calculator 760 

may generate the third random number by multiplying or adding the third parameter 

values extracted from the third parameter candidate value set with each other. 

[198] For example, the calculator 760 may use the following Equation 10 to generate a 

third random number cr from the third parameter values extracted in the example 

shown in Figure 10. 

[199] [Equation 10] 

[200] cr= r255, ixr3,2xri  ,3  X . . . Xr3,30Xr256,31XCr255,32  

[201] In another example, the calculator 760 may use the following Equation 11 to 

generate the third random number cr from the third parameter values extracted in the 

example shown in Figure 11. 

[202] [Equation 11] 

[203] cr= Cr255,1+cr3,2+cr1,3+ . . . ±Cr3,30±Cr256,31±Cr255,32  

[204] That is, the third random number cr generated by the calculator 760 is equal to the 

secret key c multiplied by the second random number r. 

[205] According to an exemplary embodiment, the calculator 760 may generate the third 

random number cr from the extracted third parameter values using various forms of 

one-way function, capable of generating a value equal to the second random number r 
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multiplied by the secret key c, other than the addition or multiplication of the extracted 

third parameter values. 

[206] Meanwhile, according to an exemplary embodiment of the present disclosure, one or 

more processors of the computing device 100 may encrypt data or generate a digital 

signature using the generated first random number k, second random number r, and 

third random number cr. According to exemplary embodiment, the calculator 760 may 

encrypt data or generate a digital signature using the generated first random number k, 

the second random number r, and the third random number cr. According to another 

exemplary embodiment, another component or another element of the one or more 

processors of the computing device 100 may encrypt data or generate a digital 

signature using the generated first random number k, second random number r, and 

third random number cr. 

[207] Specifically, the calculator 760 may encrypt data or generate a digital signature using 

various types of encryption algorithm or digital signature generation algorithm which 

require an exponentiation operation or a scalar multiplication operation of a point, and 

an operation of multiplying a value generated by performing the exponentiation 

operation or the scalar multiplication operation of a point by a secret key for en-

cryption or digital signature generation. In this case, the calculator 760 may not 

directly perform the exponentiation operation or the scalar multiplication operation of 

a point, but may use the second random number r as a resulting value of the expo-

nentiation operation or the scalar multiplication operation of a point. In addition, the 

calculator 760 may use the third random number cr as a resulting value of the multi-

plication of the second random number r and the secret key c without directly mul-

tiplying the second random number r by the secret key c. In this manner, according to 

an exemplary embodiment, since a direct exponentiation operation or a direct scalar 

multiplication operation of a point is not performed for a key exchange, an encryption, 

or a digital signature for encryption, exploitation of physical information leaked from 

devices by side-channel attacks during performance of mathematical computations is 

prevented. 

[208] For example, in the case in which the digital signature is generated using the DSA, as 

described above, the calculator 760 may use the first random number as the random 

integer k and use the second random number as the signature value r. In addition, the 

calculator 760 may generate the signature value s using the third random number 

obtained by performing another operation, such as an addition operation, which is 

secure against side-channel attack and uses the first random number and the third 

parameter values extracted from the third parameter candidate value set. That is, it is 

possible to generate the signature value r without performing an exponentiation 

operation using the random integer k and it is possible to generate the signature value s 



WO 2018/199442 

	

	 PCT/KR2018/001582 
23 

without performing an operation of multiplying the signature value r by the secret key 

c. Therefore, the random integer k used to generate the signature value r and the secret 

key c used to generate the signature value s cannot be obtained by performing a side-

channel attack. 

[209] In another example, in the case in which the digital signature is generated using the 

ECDSA, as described above, the calculator 760 may use the first random number as 

the random integer k and use the second random number as the signature value r. In 

addition, the calculator 760 may generate the signature value s using the third random 

number obtained by performing another operation, such as a multiplication operation, 

which is secure against side-channel attack and uses the first random number and the 

third parameter values extracted from the third parameter candidate value set. That is, 

it is possible to generate the signature value r without performing a scalar multi-

plication operation of a point using the random integer k and it is possible to generate 

the signature value s without performing an operation of multiplying the signature 

value r by the secret key c. Therefore, the random integer k used to generate the 

signature value r and the secret key c used to generate the signature value s cannot be 

obtained by performing a side-channel attack. 

[210] Meanwhile, in an exemplary embodiment, the seed value generator 710, the divider 

720, the first extractor 730, the second extractor 740, the third extractor 750, and the 

calculator 760, which are shown in Figure 7, may be implemented on one or more 

computing devices including one or more processors and a computer-readable 

recording medium connected to the one or more processors. The computer-readable 

recording medium may be provided inside or outside the processor, and may be 

connected to the processor by various well-known means. The processor in the 

computing device may enable the computing device to operate according to the 

exemplary embodiments described in the specification. For example, the processor 

may execute instructions stored in the computer readable recording medium, and the 

instructions stored in the computer readable recording medium may cause a series of 

operational steps to be performed on the computing device according to the exemplary 

embodiments of the present disclosure described in the specification when executed by 

the processor. 

[211] Figure 12 is a flowchart illustrating a computation method according to an exemplary 

embodiment of the present disclosure. 

[212] The computation method shown in Figure 12 may be performed by the computation 

apparatus 100 illustrated in Figure 1. 

[213] Referring to Figure 12, the computation apparatus 100 generates a seed value (1210) 

. According to an exemplary embodiment, the seed value may be formed by a random 

bit string. 
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[214] Then, the computation apparatus 100 divides the generated seed value into a plurality 

of blocks (1220). 

[215] The computation apparatus 100 extracts a plurality of second parameter values that 

respectively correspond to the plurality of generated blocks from a second parameter 

candidate value set including a plurality of second parameter candidate values 

generated from a plurality of first parameter candidate values (1230). 

[216] In this case, according to an exemplary embodiment of the present disclosure, the 

second parameter candidate values included in the second parameter candidate value 

set may be values obtained by performing an exponentiation operation using each of 

the plurality of first parameter candidate values as an exponent or by performing a 

scalar multiplication operation of a point using each of the plurality of first parameter 

candidate values as a scalar multiplier. 

[217] In addition, according to an exemplary embodiment, the computation apparatus 100 

may extract second parameter values respectively corresponding to bit strings in the 

plurality of generated blocks and positions of the blocks in the seed value, from the 

second parameter candidate value set. 

[218] Thereafter, the computation apparatus 100 generates a random number from the 

second parameter values (1240). 

[219] In this case, according to an exemplary embodiment of the present disclosure, the 

computation apparatus 100 may generate the random number by multiplying or adding 

the second parameter values with each other. 

[220] Meanwhile, according to an exemplary embodiment of the preset disclosure, the 

computation apparatus 100 may encrypt data or generate a digital signature using the 

generated random number. 

[221] Figure 13 is a flowchart illustrating a computation method according to another 

exemplary embodiment of the present disclosure. 

[222] The computation method shown in Figure 13 may be performed by the computation 

apparatus 400 shown in Figure 4. 

[223] Referring to Figure 13, the computation apparatus 400 generates a seed value (1310). 

According to an exemplary embodiment, the seed value may be formed by a random 

bit string 

[224] Then, the computation apparatus 400 divides the generated seed value into a plurality 

of blocks (1320). 

[225] The computation apparatus 400 extracts a plurality of first parameter values that re-

spectively correspond to the plurality of generated blocks from a first parameter 

candidate value set including a plurality of first parameter candidate values (1330). 

[226] In this case, according to an exemplary embodiment of the present disclosure, the 

computation apparatus 400 may extract first parameter values respectively corre- 
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sponding to bit strings in the plurality of generated blocks and positions of the blocks 

in the seed value from the first parameter candidate value set. 

[227] Then, the computation apparatus 400 generates a first random number from the first 

parameter values (1340). 

[228] In this case, according to an exemplary embodiment of the present disclosure, the 

computation apparatus 400 may generate the first random number by adding the first 

parameter values to each other. 

[229] Then, the computation apparatus 400 extracts a plurality of second parameter values 

that respectively correspond to the plurality of generated blocks from a second 

parameter candidate value set including a plurality of second parameter candidate 

values generated using the plurality of first parameter candidate values included in the 

first parameter candidate value set (1350). 

[230] In this case, according to an exemplary embodiment of the present disclosure, the 

second parameter candidate values included in the second parameter candidate value 

set may be values obtained by performing an exponentiation operation using each of 

the plurality of first parameter candidate values included in the first parameter 

candidate value set as an exponent or by performing a scalar multiplication operation 

of a point using each of the plurality of first parameter candidate values as a scalar 

multiplier. 

[231] In addition, according to an exemplary embodiment, the computation apparatus 400 

may extract second parameter values respectively corresponding bit strings in the 

plurality of generated blocks and positions of the blocks in the seed value, from the 

second parameter candidate value set. 

[232] Thereafter, the computation apparatus 400 generates a second random number from 

the second parameter values (1360). 

[233] According to an exemplary embodiment of the present disclosure, the computation 

apparatus 400 may generate the second random number by multiplying or adding the 

second parameter values with each other. 

[234] Meanwhile, according to an exemplary embodiment of the preset disclosure, the 

computation apparatus 400 may encrypt data or generate a digital signature using the 

generated first and second random numbers. 

[235] Figure 14 is a flowchart illustrating a computation method according to another 

exemplary embodiment of the present disclosure. 

[236] The computation method shown in Figure 14 may be performed by the computation 

apparatus 700 shown in Figure 7. 

[237] Referring to Figure 14, the computation apparatus 700 generates a seed value (1410). 

According to an exemplary embodiment, the seed value may be formed by a random 

bit string. 
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[238] Then, the computation apparatus 700 divides the generated seed value into a plurality 

of blocks (1420). 

[239] Then, the computation apparatus 700 extracts a plurality of first parameter values that 

respectively correspond to the plurality of generated blocks from a first parameter 

candidate value set including a plurality of first parameter candidate values (1430). 

[240] In this case, according to an exemplary embodiment of the present disclosure, the 

computation apparatus 700 may extract first parameter values respectively corre-

sponding to bit strings in the plurality of generated blocks and positions of the blocks 

in the seed value, from the first parameter candidate value set. 

[241] Then, the computation apparatus 700 generates a first random value from the first 

parameter values (1440). 

[242] In this case, according to an exemplary embodiment of the present disclosure, the 

computation apparatus 700 may generate the first random number by adding the first 

parameter values to each other. 

[243] Then, the computation apparatus 700 extracts a plurality of second parameter values 

corresponding to the plurality of generated blocks from a second parameter candidate 

value set including the plurality of second parameter candidate values generated using 

each of the plurality of first parameter candidate values included in the first parameter 

candidate value set (1450). 

[244] In this case, according to an exemplary embodiment of the present disclosure, the 

second parameter candidate values included in the second parameter candidate value 

set may be values obtained by performing an exponentiation operation using each of 

the plurality of first parameter candidate values included in the first parameter 

candidate value set as an exponent or by performing a scalar multiplication operation 

of a point using each of the plurality of first parameter candidate values as a scalar 

multiplier. 

[245] In addition, according to an exemplary embodiment, the computation apparatus 700 

may extract second parameter values respectively corresponding to bit strings in each 

of the plurality of generated blocks and positions of the blocks in the seed value, from 

the second parameter candidate value set. 

[246] Thereafter, the computation apparatus 700 generates a second random number from 

the second parameter values (1460). 

[247] In this case, according to an exemplary embodiment of the present disclosure, the 

computation apparatus 700 may generate the second random number by multiplying or 

adding the second parameter values with each other. 

[248] Thereafter, the computation apparatus 700 extracts a plurality of third parameter 

values corresponding to the plurality of generated blocks from a third parameter 

candidate value set including a plurality of third parameter candidate values generated 



WO 2018/199442 

	

	 PCT/KR2018/001582 
27 

using each of the plurality of second parameter candidate values included in the second 

parameter candidate value set (1470). 

[249] In this case, according to an exemplary embodiment of the present disclosure, at least 

some of the third parameter candidate values included in the third parameter candidate 

value set may include values obtained by multiplying at least some of the second 

parameter candidate values included in the second parameter candidate value set by a 

secret key. 

[250] In addition, according to an exemplary embodiment of the present disclosure, the 

computation apparatus 700 may extract third parameter values corresponding to bit 

strings in the plurality of generated blocks and positions of the blocks in the seed 

value, from the third parameter candidate value set. 

[251] Thereafter, the computation apparatus 700 generates a third random number form the 

extracted third parameter values (1480). 

[252] In this case, according to an exemplary embodiment of the present disclosure, the 

computation apparatus 700 may generate the third random number by multiplying or 

adding the extracted third parameter values with each other. 

[253] Meanwhile, according to an exemplary embodiment of the preset disclosure, the 

computation apparatus 700 may encrypt data or generate a digital signature using the 

generated first, second and third random numbers. 

[254] While the flowcharts shown in FIGS. 12 to 14 illustrate the method as being 

performed in a plurality of operations, at least some of the operations may be 

performed in a different order, performed in combination with each other, omitted, 

performed in sub-operations, or performed with at least one operation that is not il-

lustrated being added thereto. 

[255] Methods according to various exemplary embodiments of the present disclosure 

described above may be embodied as an application type that may be installed in 

electronic devices, i.e., IoT devices. 

[256] The methods according to the various exemplary embodiments of the present 

disclosure described above may also be embodied by merely upgrading software or 

hardware of electronic devices, i.e., IoT devices. 

[257] According to an exemplary embodiment, the elements, components, methods or op-

erations described herein may be implemented using hardware components, software 

components, or a combination thereof. For example, the hardware components may 

include a processing device. According to an exemplary embodiment, the display 

apparatus may include a processing device, such as the image processor or the 

controller, that may be implemented using one or more general-purpose or special 

purpose computers, such as, for example, a hardware processor, a CPU, a hardware 

controller, an ALU, a DSP, a microcomputer, an FPGA, a PLU, a microprocessor or 
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any other device capable of responding to and executing instructions in a defined 

manner. The processing device may run an operating system (OS) and one or more 

software applications that run on the OS. The processing device also may access, store, 

manipulate, process, and create data in response to execution of the software. For 

purpose of simplicity, the description of a processing device is used as singular; 

however, one skilled in the art will appreciated that a processing device may include 

multiple processing elements and multiple types of processing elements. For example, 

a processing device may include multiple processors or a processor and a controller. In 

addition, different processing configurations are possible, such a parallel processors. 

[258] Meanwhile, the exemplary embodiments of the present disclosure may include a 

computer readable recording medium including a program for executing methods 

described in this specification on a computer. The computer readable recording 

medium may include a program instruction, a local data file, a local data structure, 

and/or combinations and sub-combinations thereof. The medium may be specially 

designed and constructed for the purpose of the present disclosure, or may be well-

known and available to those having skill in the computer software arts. Examples of 

the computer readable recording medium include magnetic media such as a hard disk, 

a floppy disk, and a magnetic tape, optical media such as a compact disc read-only 

memory (CD-ROM) and a digital versatile disc (DVD)-ROM, magneto-optical media 

such as a floptical disk, and a hardware device such as a read only memory (ROM), 

random-access memory (RAM), and a flash memory, which is specially designed to 

store and execute program commands. Examples of the program commands include an 

advanced language code which the computer can execute using an interpreter as well 

as a machine language code made by compilers. 

[259] Each of elements according to the above-described various exemplary embodiments 

(e.g., modules or programs) may include a single entity or a plurality of entities, and 

some of corresponding sub elements described above may be omitted or other types of 

sub elements may be further included in the various exemplary embodiments. Alter-

natively or additionally, some elements (e.g., modules or programs) may be integrated 

into one entity and then may equally or similarly perform a function performed by each 

of corresponding elements that are not integrated. Operations performed by modules, 

programs, or other types of elements according to the various exemplary embodiments 

may be sequentially, in parallel, or heuristically executed or at least some operations 

may be executed in different sequences or may be omitted, or other types of operations 

may be added. 

[260] While the present disclosure has been described in detail above with reference to rep-

resentative exemplary embodiments, it should be understood by those skilled in the art 

that the exemplary embodiments may be variously modified without departing from 
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the scope of the present disclosure. Therefore, the scope of the present disclosure is 

defined not by the described exemplary embodiments but by the appended claims and 

encompasses equivalents that fall within the scope of the appended claims. 
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 CLAIMS 

 

[Claim 1] An apparatus comprising: 

a hardware processor configured to execute: 

a seed value generator configured to generate a seed value; 

a divider configured to divide the seed value into a plurality of divided blocks; 

an extractor configured to extract a plurality of second parameter values from 

a second parameter candidate value set comprising a plurality of second 

parameter candidate values generated by using each of a plurality of first 

parameter candidate values, each of the plurality of second parameter values 

respectively corresponding to one of the plurality of divided blocks; and  

a calculator configured to generate a random number based on the plurality 

of second parameter values,  

wherein the hardware processor is further configured to encrypt data or 

generate a digital signature for the data based on the random number, 

wherein each of the plurality of first parameter candidate values is a random 

value.  

 

[Claim 2] The apparatus of claim 1, wherein each of the plurality of second parameter 

candidate values included in the second parameter candidate value set is 

generated by performing an exponentiation operation using a corresponding 

one of the plurality of first parameter candidate values as an exponent or by 

performing a scalar multiplication operation of a point using a corresponding 

one of the plurality of first parameter candidate values as a scalar multiplier. 

 

[Claim 3] The apparatus of claim 1, wherein the extractor is further configured to 

extract the plurality of second parameter values respectively corresponding 

to bit strings in the plurality of divided blocks and positions of the divided 

blocks in the seed value, from the second parameter candidate value set. 

 

[Claim 4] The apparatus of claim 2, wherein  

the extractor comprises:  

a first extractor configured to extract a plurality of first parameter values 

respectively corresponding to the plurality of divided blocks from a first 

parameter candidate value set including the plurality of first parameter 

candidate values used to generate the plurality of second parameter candidate 

values included in the second parameter candidate value set; and  

a second extractor configured to extract the plurality of second parameter 

respectively corresponding to the plurality of divided blocks from the second 

parameter candidate value set,  
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wherein the calculator is further configured to generate a first random number 

based on the plurality of first parameter values and generate a second random 

number based on the plurality of second parameter values. 

 

[Claim 5] The apparatus of claim 4, wherein  

the first extractor is further configured to extract the plurality of first 

parameter values respectively corresponding to bit strings of the plurality of 

divided blocks and positions of the divided blocks in the seed value from the 

first parameter candidate value set, and  

the second extractor is further configured to extract the plurality of second 

parameter values respectively corresponding to bit strings in the plurality of 

divided blocks and positions of the divided blocks in the seed value from the 

second parameter candidate value set. 

 

[Claim 6] The apparatus of claim 4, wherein the calculator generates the first random 

number by adding the plurality of first parameter values to each other. 

 

[Claim 7] The apparatus of claim 4, wherein the second random number is equal to a 

value obtainable by performing an exponentiation operation using the first 

random number as an exponent or by performing a scalar multiplication 

operation of a point using the first random number as a scalar multiplier and 

using the plurality of second parameter values. 

 

[Claim 8] The apparatus of claim 7, wherein the hardware processor is further 

configured to encrypt the data or generate the digital signature for the data 

based on the first random number and the second random number. 

 

[Claim 9]  The apparatus of claim 1, wherein the seed value comprises a random bit 

string. 

 

[Claim 10] A method, comprising:  

generating a seed value; 

dividing the seed value into a plurality of divided blocks; 

extracting a plurality of second parameter values from a second parameter 

candidate value set comprising a plurality of second parameter candidate 

values generated by using each of a plurality of first parameter candidate 

values, each of the plurality of second parameter values respectively 

corresponding to one of the plurality of divided blocks;  

generating a random number based on the plurality of second parameter 

values; and  

applying the random number to encrypt data or generate a digital signature 

for the data, 



32 
 

wherein each of the plurality of first parameter candidate values is a random 

value. 

 

[Claim 11] The method of claim 10, wherein each of the plurality of second parameter 

candidate values included in the second parameter candidate value set is 

generated by performing an exponentiation operation using a corresponding 

one of the plurality of first parameter candidate values as an exponent or by 

performing a scalar multiplication operation of a point using a corresponding 

one of the plurality of first parameter candidate values as a scalar multiplier. 

[Claim 12 ] The method of claim 10, wherein the extracting of the plurality of second 

parameter values extracts the plurality of second parameter values 

respectively corresponding to bit strings in the plurality of divided blocks and 

positions of the block in the seed value, from the second parameter candidate 

value set. 

 

[Claim 13] The method of claim 11, wherein  

the extracting of the plurality of second parameter values comprises:  

extracting a plurality of first parameter values respectively corresponding to 

the plurality of divided blocks from a first parameter candidate value set 

including the plurality of first parameter candidate values used to generate 

the plurality of second parameter candidate values included in the second 

parameter candidate value set; and  

extracting the plurality of second parameter values respectively 

corresponding to the plurality of divided blocks from the second parameter 

candidate value set, and  

the generating of the random number comprises:  

generating a first random number based on the plurality of first parameter 

values; and  

generating a second random number based on the plurality of second 

parameter values. 

 

[Claim 14]  The method of claim 13, wherein  

the extracting of the plurality of first parameter values extracts the plurality 

of first parameter values respectively corresponding to bit strings of the 

plurality of divided blocks and positions of the divided blocks in the seed 

value, from the first parameter candidate value set, and  

the extracting of the plurality of second parameter values extracts the 

plurality of second parameter values respectively corresponding to bit strings 

in the plurality of divided blocks and positions of the divided blocks in the 

seed value, from the second parameter candidate value set. 



33 
 
[Claim 15] The method of claim 13, wherein the generating of the first random number 

generates the first random number by adding the plurality of first parameter 

values to each other. 

 

[Claim 16] The method of claim 13, wherein the generating of the second random 

number generates the second random number equal to a value obtainable 

through an exponentiation operation using the first random number as an 

exponent or through a scalar multiplication of a point operation using the first 

random number as a scalar multiplier using the plurality of second parameter 

values. 

 

[Claim 17] The method of claim 16, further comprising generating a digital signature 

using the first random number and the second random number. 

 

[Claim 18]  The method of claim 10, wherein the seed value comprises a random bit 

string. 

 

[Claim 19]  A non-transitory computer readable medium having stored thereon a program 

for causing a computer to execute a method of claim 10.  

 

[Claim 20] An apparatus comprising: 

a hardware processor configured to execute: 

receive a seed value; 

divide the seed value into a plurality of blocks; 

extract, for each of the plurality of blocks, a second parameter value from a 

second parameter candidate value set comprising a plurality of second 

parameter candidate values generated by using a plurality of first parameter 

candidate values, by using a number of the respective block and a value in 

the respective block as a first index; and  

generate a random number based on the second parameter values for each of 

the plurality of blocks; and  

apply the random number to encrypt data or generate a digital signature for 

the data based on the random number, 

wherein each of the plurality of first parameter candidate values is a random 

value generated. 

 

[Claim 21] The apparatus of claim 20, wherein a number of the second parameter 

candidate values included in the second parameter candidate value set 

changes according to a length of the seed value and a total number of the 

plurality of blocks. 

 


