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e label MOTW.
L i
description: |
Label AW 1553005 on fles downloaded from the infernet,

reaction:
Target SethttackWords(T1353,005)

condition:
(COp.Type =="HILE_ n.JLW_  MCDIFIED") and
{Targe! FleZoneld >=
1
rule labe!_DoubleExtension:
{
description:
Label AW T1036.007 - writing executable fles with a double extension

reaction:
Target SetAtiackWords(T1036.007)

condlifion:
(Op.Type == "FILE_CREATE_NEW') 4&
{ Target FleName = ["’dor?’”" " doox 777", pdf 097, s 77 Xl 77" gl 777"
g 777" “"‘.gif.’??’?“ 0 70T " jpeg M "l 11T " o777, *mp3. T “*‘pp;,???", ”*.pptxf.‘??‘,
"M AT &&
( Target FlleExtension = [ "oom’, "exe”, "bal’,
ook’ "sys”, oww’, "pst' )
j

FL L H

Comd’, "vbs”, "voe', "ise”, "wef', "wsh', "msc”, "ser’,

e label CredTheft

description:
Label AW T1555.003 - processes reading MS Teams credentials

&
]
<5
3
L)

FIG. 15A
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reaction;
Inititor SetAltackords{ 71555.003')

condifion:
{Op.Type == "FILE_OPEN _READ") &&
(Initiztor Classification = WSTezms’ | &&
iTa gea,rllerh == [
"<UsgrProﬁieQ>‘*‘v\pn{)a*a\ RoamingiMicrosofiTeams\iCookies',
"UserProfiesoAopDataliRoamingiMicrosoffi TeamsiiLocal Storagell veldbll og
"<UserProfles> WppDataliRoamsingWicrosofti TeamsiLoca mrageﬂ.evelciz b

&

2023

FIG. 15A
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rule evicl_attackers:
[
1 ’ il
description.
Terminate processes that more than 3 AW and the last one was predicted > 20% probabllty

reaction:
Evict, Log, Notiy

concifion:

(Infiztor AttackiWords. Count > 3) &&
(Initiator NextAtizckWordProbabilly > 26}
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rule causality_parent_to_child

description;
Transfer state from parent fo a newly created child proces
reaction’
Target Sethttack Words{Inifiaton)
condition:
{Op. Type =="CREATE_PROCESS')
|
rule causallty _fie_to_process.
description;
Transfer state from parent fo a newly creafed child proces
reaclion’
Iniiator SetAtiackWords{ Targe!)
condition:

(Op. Type == ['LOAD_LIBRARY", "LOAD_SCRIPTY)
rule causality_process_to fie:
{
description;
Transfer state from aprocess fo the newly written fle

reacfion:
Target, SetAtiackWords(initiator)

condition:
(Op.Type =="FILE_CLOSE_MODIFIED')

022

FIG. 16C



