30 June 2005 - 1 DESCRIPTION TERM NAL-DEVI CE AUTHENTI CATI ON SYSTEM 5
Technical Field The present invention relates to a tern [F8lJugegfo?

aut henti cati on systemand the like. Particularly, the present invention
relates to association of device IDs with authentication servers for

aut henticating devices to perform 10 the authentication by an appropriate
server. Background Art Recently, consuner electronics (CE) devices have
been in w despread use. The CE devices include audiovisual 15 systens
including a video cassette recorder,_g hard disk recorder, a stereo set,
and a television set; electronic equipnent including a personal conput er,
a digital canera, a cantorder, a personal digital assistance (PDA), a gane
machi ne, and a home router; home el ectronic appliances 20 including a rice
cooker and a refrigerator; and ottet“REHEON oni ¢ devices. The CE devi ces

i ncorporate conputers and use services over a network. Users can access a
server and downl oad content by using the CE devices to utilize the

services provided by i sekyecs AiidiiecRRREN RrsrigTe Services are
provi ded by the server to al
5 Techniéal Field
The present invention relates to a terminal-device
authentication system and the like. Particularly, the
present invention relates to association of device IDs with
authentication servers for authenticating devices. to perform

10 the authentication by an appropriate server.

..Baékground Art
- ' Recently, consumer electronics (CE) devices have been
in widespread use. The CE devices include audiovisual
15 systems including a video cassette recorder; a hard disk
: rgcorder, a stereo set, and a television set; electronic
‘equipment including a personal computer, a digital camera, a
camcorder, a personal digital assistance fPDA), a éame
machine, and a home router; home electronic appliances
20 including a rice cooker and a refrigerator; and other
electronic devices. The CE'deﬁices incorporate computers
and use services over a network.
Users can access a server and download content by using
~the CE devices to utilize the services provided by the

25 server.




devi ces and sone services are provided only to certain CE devices that
have been authenticated. Wien the server provides servi c&d JusgdPPPng devi ce
5 authentication to CE devices, the CE devices are authenticated by

‘aut hentication servers and the services are provided only if the CE
devices are authenticated. Fig. 8 shows an exanple of the structure of an
aut hentication system 100 of a CE device. 10 This authentication systemis
di scl osed in an -unpublished patent docunment (Japanese Patent Application
No. 2002-144896). Conventionally, anthe aut hentication of a CE device,
authentication information (inportant security information, 15 such as a
passphrase or a device ID) is directly transmtted to a service server.
However, a seryice seryer is usually nmanaged by an individual or an

arbitrary organZati®GN15Ad, 2% ¢ REVHORE, PYhEheefhtar d6r ¢dt Bag @Eprobl em of

. security. : di ngl an additional devi.ce authentication server that 20
per f or ms g@lgggga%{&gesyn SN - aares&’d:sotviltdﬁfieof’g}! theee R C8 server s

provi ded igaviBes abome a8 aLl Cald L 1S%3EgM The authentication system 100
has a CE device 101, an authentication server 102, and a service server

103 that can wWerbeneoBBestLhidyieREh sBLheE OVALINE nhnbierpel 104. 30 June
- 2005 3 ‘A user connects the CE device 101 to the service server
5 - authentication to CE devices, the CE devices are
authenticated by authentication servers and the services are
provided only if the CE devices are authenticated.
Fig. 8 shows an example of the structure of an
authentication system 100 of a CE device.

10 . This authentication system is disclosed in an
unpublished patent document (Japaneée Patent Appliéation No.
2002~144896).

Conventionally, in the authentication of a CE device,
authentication information (importént security information,

15 such as a passphrase or a device ID) is directly transmitted
to a service server. However, a service server is usually
managed by an individual or an arbitrary organization and,
_theréfore, the éervice server has a problem of security.
Accordingly, an additional device authentication server that

20 performs device authentication as a substitute for the
service server is provided in the above authentication
system.

The authentication system 100 has a CE device 101, an
authenticatiqn server 102, and a service server 103 that can

25 be connected to each other over the Internet 104.




103 in order to utilize a service provided by the service server 103. \Wen
the user wants provision of a service requiring 5 the dewOckine 2005

aut hentication, the service server 103 transnits the information _
‘concerning the authentication server 102 to the CE device 101 and requests
the CE device 101 to receive the device authentication in the

aut hentication server 102. |In response to this request, the CE device 101
recei ves the 10 device authentication in the authentication server 102.

The service server 103 confirnms that-the CE device 101 has received the
devi ce authentication in the authentication server 102, and provides the
service to the CE device 101. In the authentication of the CE device 101 in
this 15 authenji ' e t he service rver 103 can know which
authenticatioﬁa§%%%égﬂfﬁé§%33¥ﬂgn I AT %éiv%? 5% 5FEC§. SeBY®E he CE
device 10 I 6 t t ticaft] ' henijcated in, because there
is a sing?éﬁgﬁghgﬁ??%g??gﬁﬂlgggvérg%%gﬂx%%r %E§8$ %%eéé%r%?%%cgerver 103
can transmsetrvelBei108nf ormati on concerning the authentication server 102 to
the CE device 101 when the service server 103 requests the device

aut hent i cat i orifhdm thenusast vambepidvarsdoar ef nl $épHcauihentisqti on 25
servers 102, the service server 103 has no schene for 30 June 2605 4
transnPttith§ ERBIFHIhenténatborer Biqgenyiappreprent 203 transmits

the information concerning the authentication server 102 to

the CE device 101 and requests the CE device 101 to receive

the device authentication in the authentication server 102.

In response to this request, the CE device 101 receives the
.lO device authentication in the authentication server 102.

The service server 103 confirms that the CE device 101
has received the device authentication in the authentication
server 102, and provides the service t§ the CE devicé 101.

In the authentication of the CE device 101 in this

15 authentication system, the service server 103 can know which
authentication server (the authentication server 102 in Fig.
8) the’CE-device 101,requiring the authentication is
authenticated in, because there is a single authentication
"server 102.

20 Hence, the service server 103 can transmit the
information copcerning the authentication server 102 to the
CE device 101 when the service server 103 requests the
device authentication.

In contrast, when there are multiple authentication

25 servers 102, the service server 103 has no scheme for




aut hentication server 102 to the CE device 101 that has accessed the
authentication system Accordingly, the CE device 101 cafdntype 2005

di sadvant ageously acquire the information 5 concerning the appropriate

aut hentication server 102. Since the CE device 101 is manufactured and
distributed by multiple conpanies, there is a need to provide a nechani sm
in which multiple authentication servers 102 are provided and all ocated
based on the CE device 101 that has 10 accessed the authentication system
Techni ques in which nultiple authentication servers are provided in a
system and the authentication servers are allocated based on the user who
has accessed the systemare disclosed in the follow ng publications,

al t hough the 5 not, relate to,the device authentication of a CE device.

do A
Japanese ﬁg%ﬁﬁﬁﬁéanﬁéiQﬁnl_ FMREAPP oRCBEIHC% PO aRBTOPRIIR 197061
o T ocar eq TEnERRILALE RAVEE 100 ko AL K RN 1Bk RS ket “servi ce

al | ocat ed base er thé user

provi der -2@cekSEN tBe ataRe3latSER %s&n?.pe(ﬂcfcioﬁdwﬁgi , g @i ocation s
performed in the follow ng manner. FiTst, the telep e’ nunber’s of gener al

users and defécet eDepraitetdiBatsaftafRE Y Gcusers Bhe BlANGALEENI N an
al l ocation server. Next, the allocation server determ nes 25 whether the
user i8 acgomseraingsdre @rpaoppiéetéiautisertivasédn3fedume 12205 5 -
Since the CE device 101 is manufactured and distributed
by multiple companies, there is a need to provide a
- mechanism in which multiple authentication servers 102 are
provided and allocated based on the CE device 101 that has
10 accessed the authentication system.
Techniqués in which multiple authentication servérs are
provided in a system and the authentication servers are
- allocated based-on the user who has accessed the system are
disclosed in the following publications, although they do
15 not relate to the device authentication of a CE device.

_ Japanese Unexamined Patent Application Publication No.
2002-197061 discloses a technique in which the
authentication proééss of a user is allocated based on
whether the user registered in an Internet service provider

20 (ISP) is a general user or arspecific user. The allocatiocn
is performed in the following manner.
Fifst, the telephone numbers of général users and the
telephohe numbers of specific users are allocated in an
allocation server. Next, the alloéation server determines

25 whether the user is a general user or a specific user based




on his/her tel ephone nunber and allocates the user to the corresponding
aut hentication server. The user ID and password of the @Belunareos
transmtted fromhis/her terminal to the allocation server. Japanese

‘Unexam ned Patent Application Publication No. 2000-331095 discloses a

techni que in which, when a user accesses an authentication system the

aut hentication server that has issuead-the ID in registration of the user
all ocates the user. The allocation is perforned in the foll ow ng manner.
First, the user transmts his/her user ID and password to an allocation
server. The allocatlon server determ nes _an authentication server that has

i ssued t‘PlIé hidafheD paterhorsn r&”‘l‘l‘l?rrt A drtecadest Hdauseten o-° ThESal | ocat i on

server ts_t user. D and assmord o the det nlneg
aut henti ¢ {EE%Péﬁgi? r orE% ﬁq€at|ﬁ YThe use % useéne? BU%i ness

Struct Ur8sssitdiel ©rakRe CASES. éﬂé tw@hgﬁlﬁt@d %ﬁeﬂﬁbpﬁéf %ﬁr&%&?t §oof CE

devices are allocated for every conpany that provides nultiple
aut hent i €ied iz0Nocseiy@rSsrvielr.i s difficult to acconmodate these cases even by
using the techniques disclosed in the patent docunents described above.
Enbodi nent s offapdiee g7 edearaminednProanipr dpp decat idev i fodligathemt Neat i on
systen1c able of appropriately allocating the authentication target of a
CE 30 JurPOE33 095 Eﬁ&scloses a technique in which, when a user
. accesses an authentication system, the authentication server
that has issued the ID in registration of the user allocates
the user.
The allocation is performed in the following manner.
First, the user transmits his/her user ID and password
to an allocation server. The allocation server determines
an authentication server that has issued the user ID based
on a certain digit of the user ID. The allocation server
then transmits the user ID and password to the determined
authentication server for authenticating the user.
As general business structures, there are cases in
which the authentication targets of CE devices are allocated
for every company that provides multiple authentication
servers. It is difficult to accommodate these cases even by
using the techniques disclosed in the patent documents
described above.
Embodiments.of the present invention provide a device

authentication system capable of appropriétely allocating the

authentication target of a CE




device. Disclosure of Invention According to a first aspect of the present
invention provide there is provided a term nal -devi ce a®0hmnti2085i on
system characterized by conprising: a service server for, when a service
rTequiring device authentication is supplied to a term nal -device,
transmtting connection information for a first allocation server to the
termnal device and receiving an authentication result fromthe term nal
device; the first allocation server regeiving first allocation
information fromthe term nal device and transmtting connection
information for a second allocation server corresponding to the first

al I ocatign,;i.af ormati on; the second allocation server receiving second
allocation i1nformation fromthe term nal device and transmtting
connection information for an authentication server corresponding to the
~second al location information; and the authentication server receiving
aut hent i Tiadd iz uref efnebvettidyom the term nal device to performthe device
authentication and transmtting the authentication result to the term nal
device (a firatcerdunt ure)a Thesterspeat dévithe phabenti fhzestide service
provided by the service server in the term nal-device authentication
syst em | REPHEF i FRerst cPEreldng deterprirdindayise asithenBbcatien 2005 7

i nclude fijrst regeivig&,ne%ni)for recei.ving fromthe service
system Ccharacterize Y comprising:~ a service server for,

when a service requiring device authentication is supplied

to a terminal device, transmitting connection information

for a first allocation server to the terminal device and

receiving an authentication result from the terminal device;

the first allocation_ server receiving first allocation
information from the terminal de%ice and transmitting
connection information for a second allocation server
corresponding to the first allocation information; the
second allocation server receiving second allocation
information from the terminal device and transmitting
connection information  for an authentication server
corresponding to the second allocation information; and the
authentication server vreceiving authentication information
from the terminal device to perform the device
authentication and transmitting the authentication result to
the terminal device (a first structure).

The‘terminal device that utilizes £he service provided
by the service server in the terminal-device authentication

system in the first structure may be structured so as to




server the connection information for the first allocation server; first
transmitting nmeans for connecting to the first allocati @@ Juee2895 based on
the connection information 5 received by the first receiving neans to
transmt the first allocation information to the first allocation server;
second receiving neans for receiving the connection information for the
second al |l ocation server corresponding to the transmtted first allocation
information fromthe 10 first allocation server; second transmtting neans
for connecting to the second allocativon server based on the connection
information received by the second receiving mneans to transmt the second
allocation information to the second allocation server; third receiving
nmeans for ;15 rgge'yhﬂﬂ fromthe second_ all ocation server the connection

a

infornati%ﬁc%gr the BURERT Y C8E | BRARRr T ZEGPILESPINTR Y He SERELE? ansni tt ed
hoane for “eoaat othe HBRERELER. 4 B0 Bk OBbg o AR et G A8 connect on

nmeans for connecti ng ntrcatl o

20 i nf or meki-e8ry eceised rivshier i B b JEC LY BGLARANS, 4 Lo thansa L, the

authentication information to the™ authentication server;
aut henti callesatisiliserreeehbiag sRafte dodhebLLOH Vit i dhe

aut hentication server the ‘authentication result based on the
aut hem i caefolvedb dnftbenfiron recaining edaby tdetmutdnant ithat fanst nf or mat i on
30 June 200P ekl 3020k ISk "B e L 2 DA Yeany! ¢ transm tting
second receiving means for receiving the connection
information for the second allocation server corresponding
to the transmitted first allocation informétion from the
lp first allocation server; second transmitting means for
connecting to the second allocation server based on the
connection information received by the second receiving
means to transmit the second allocatioﬁ information to the
second allocation server; third receiving means for
‘15 .receiving from the second allocation server the connection
information for the authentication server corresponding to
the transmitted second allocation information;
authentication-information transmitting means for connecting
to the authentication server based on the connection J
20 information received by the third receiving means to
transmit the aqthentication information to the
authentication server; authentication-result receiving means
for receiving from the authentication server the

authentication resﬁlt based on the authentication

25 information transmitted by the authentication-information




means for transmtting the authentication result received by the
authentication-result receiving neans to the service serR@eunéaid8scond
structure). The first allocation server that provides the connection
information for the second allocation server to the terminal device in the
term nal -devi ce authentication systemin the first structure may be
structured so as to include receiving neans for connecting to the term nal
device to receive the first allocationgaformation fromthe termna
device; and transmtting neans for transmtting the connection information
for the second allocation server corresponding to the received first

Actora nolralhlTabE Ohedkd | i FLAAL ARL S LN T RAIHTTS)

. g1 .
According to a second aspect esent rnvention ere is SrOV|ded a

terni nal -gesis & RULREALK AL RN SESLBThe SO ACLES 2801 PYr CUMIISKHII a
service server for, when a service requiring device authentication is

suppl i ed tlee aautkemt nadt idewireenlt eeeiceiR@ngl neGalsi oft | Rher ndrvaref rom t he
term nal device, receiving connection information for an authentication
server fr¥gavar del seaendreteystenebased on the received allocation
information, transmtting the received connection information to the
terminal devi €8S ard Pécei ¥ RF2tdRNaut Ifeiistcat Homt r e®gPYides t héhe

authenpi%%%hggt§ ver géég@igpgfter i nal devjce;. the.allocation _system
recei ving the a? oCat T on i ntormat i ef??ﬁﬁ?ﬁ)%ﬁﬁﬁ? g5 s§rver to
the terminal device in the terminal-device authentication
system in the first structure may be structured so as to
include receiving means for connecting to the terminal
device to receive the first allocation information from the
terminal device; and transmitting means for transmitting the
connéction information for the sécond allocation server
corresponding to the received first allocation information
to the terminal device (a third structure).

According to a second aspect of the present invention
there is provided a terminal-device authentication system
characterized by comprising a service server for, when a
service requiring device authentication is supplied to a
terminal device, receiving allocation information from the
terminal device, receiving connection information for an
éuthentication server from an allocation system based on the
received allocation information, transmitting the received
connection information to the terminal-device, and feceiving
an authentication result in the authentication server from
the terminal device; the allocation system receiving the

allocation information from




the service server and transmtting to the service server__the connection
information for the authentication server correspondirm;%QﬂWPﬁgopéceived'
al l ocation information; and the authentication server receiving
authentication 5 information fromthe term nal device to authenticate the
term nal device and transmtting the authentication result of the device
authentication to the termnal -device (a fourth structure). The allocation
systemthat provides the connection 10 information for the authentication
server to the service server in the tgrm nal-device authentication system
in the fourth structure may be structured so as to include

all ocation-information receiving neans for receiving the allocation
infornatiqp-fron1the service server; and, 15 connection-information
transnitting MEANSCPoPSTYEnSMC: tFARSME R Rd e ChitoReFHEGR MALYEH for t he

cei.ved. allocation information

' t henti i adi to .th
PN | CabLPR.AEACT o SO SHRR M, AT SESLURS EL ogen L o

(a fifth structure hé 'service serv

20 term Ndorderbefial Ay he didl FoBake 8V LRAHLIENLLESHLAN SysLam Tn the -
fourth structure nmay be structured so as to include allocation-information
recei vi ng tileaasthentieosion Rervbe ratdpeatd ayrhabersmtiqp fromthe term na

device; allocation- information transmtting neans for transmtting the
recei ved 2Bfgrmataenofirdmftdrenterninad ddreiad Itac atitbansysdtamtheonnect i on 30
June 2005 10, .
: terminal device and transmitting the authentication result
of the device authentication to the terminal device (a
fourth structure).
The allocation system that provides the connection
10 information for the authentication server to the service
server in the terminal-device authentication system in the
fourth structure may be sttuctured 50 as to include
allocation-information receiving means for receiving the
ailocation information from the service server; and
15 connection-information transmitting means for transmitting
the connection information for the authentication server
corresponding to the received allocation information (a
fifth structure).
The service server that proﬁides the service to the
20  terminal device in the terxminal-device authentication system 
in the fourth structure may be structured so as to include
allocaﬁion-information receiving means.for receiving the
allocation information from the terminal device; allocation-‘

information transmitting means for transmitting the received

25 allocation information to the allocation system; connection-




information receiving neans for receiving fromthe allocation systemthe
connection information for the authentication server coﬁpé§p6395$g to the
transmtted allocation information; and connection-information 5
transmtting nmeans for transmtting the received connection information to
the termnal device (a sixth structure). The allocation information in the
~allocation systemin the fifth structure may include first allocation
information and second allocation information. The allocation systemin 10
the fifth structure may be structured,;go_as to include a first allocation
server receiving the first allocation information fromthe service server
and transmtting to the service server connection information for a second
al l ocati on rver .corresponding to the first allocation 15 information; and
the second ™SV BEALPBATS éPgr @P%lﬁ@rt%%“”§@§6n§r§mrﬁﬁhtlon i nf or mati on

formthe Vi rver transmtting, t seryi ce server the
connectlo%le1 % %g%ﬁgtl St%ﬁ) B¢ goﬁﬁ?ﬁéh??gﬂi éP9e¥°Ed#F%spond|ng to the
second al |:@¢RkheRchP{of NBdi Q7 Eéf% ?ﬂ%g%%g#?%ﬁ%elr %Qnﬁﬂ? ervice server

i

that receives the connection ication server

fromthe aabbeastionisasrh@mion ;t BRSO L - YAEYLE. B, De structured so
as to include allocation-informati on receiving neans for receiving the
first all éecansontiimomesnisofocantrsihenseciond the akketaéd Wonnkieisat i on from

the term nal_ device; first 30 June 2005 - 11
information to the terminal device (a sixth structure).

The allocation information in the allocation system'in

the fifth structure may include first allocation information
and second allocation information. The allocation system in

10 the fifth structure may be structured so as to include a

first allocation server receiving the first allocation
information from the service server and transmitting to the
-service server connection information for a second
allocation server corresponding to ﬁhe first allocation
15 information; and the second allocation server receiving the
second allocation information form the service server and
transmitting to the sexvice server the connection
information for the authentication ser§er correspending to
the second allocation information {(a seventh structure).
20 The service server that receives the connection
information for the authentication server from the
_ allocaﬁion system ip the seventh strucfufe may be structured
so as to include allocation—information receiving means for
receiving the first allocation information and the second

25 allocation information from the terminal device; first




transm tting neans for connecting to the first allocation server to
transmt the received first allocation information to tI30 June200%l | ocation’
server; first receiving nmeans for receiving fromthe first allocation
server the connection 5 information for the second all ocati-on server
corresponding to the transmtted first allocation information; second
transmtting nmeans for connecting to the second allocation server based on
the connection information received by the first receiving neans to
transmt the second allocation 10 infgingtion to the second allocation
server; second receiving neans for receiving fromthe second allocation
server the connection information for the authentication server
corresponﬁhgﬁﬁ%? he transm tted second allocation informtion; and

connecti o 1P MeFth STt CPRGCREHEME ts ther TLFakhsmkagatd ophe
- connection jnftorpation receiyed by the second_recejving neans to the
t er m nal g\#fgg ?gn‘{%alng Hflﬁc tglfer ﬁ%%ﬁ’r‘éﬁd. f‘sﬁ‘ﬁ:@%f iaFéPC%F+%‘Edtqf&‘f“‘§§W%r t hat
provi des dae tngORNES! 10N dolkabABEL AL 1 LG Se80Rd: Al lpcald g, server to
20 the service server In the allocation systemin fie? SeVent st ructure may

be struct ueedison@Stidn ivhel ¥deskese] yidtg HRaRSvet Ofnd RinddRIhhe first
al'location information fromthe service server; and transmtting neans for

transnbt t ingorhetigonitectthen senbod nalieratiioh tbeveecesntkaipgopgahyon server
25 corresponding to the received first allocation information 30 June 2005
- 12 to the transmitted first allocation information; second
transmitting means for connecting to the second allocation
server based on the connection information received by the
first receiving means to transmit the second allocation
10 information to the second allocation server; second
receiving means for réceiving from the second allocafion
server the connection information for the authentication
server corresponding to the transmitted second allocation
information; and connection-information transmitting means
15  for transmitting the connection information received by the
second receiving means to the terminal device (an eighth
structure).
The first allocation server that provides the
connection information for the second allocation server to
20 the service server in the allocation system in the seventh
structure may be structured so as to include receiving means
for redeiving the first allocation infbrﬁation from the
service server; and transmitting means for transmitting the

connection information for the second allocation server

25 corresponding to the received first allocation information




(a ninth structure). The second allocation server that provides the
connection information for the authentication server to titelune@o@bce server
in the allocation systemin the seventh structure nay be structured so as
to include receiving nmeans for receiving the second allocation information
fromthe service server; and transmtting neans for transmtting the
connection information for the authentication server corresponding to the
recei ved second allocation informati @n - (a tenth structure). According to a
third aspect of the present invention there is provided a nethod for a
term nal device, adopted in a conputer that utilizes the service provided
by the se6¥i§§}1%$rv r.in the term nal -device authentication systemin the
first striuctur he“'¢6itput er incl udes first receiving neans, first

transmtting @génsseégg@nda eSeLVi g nBans, s?ﬁ%gdt gﬁgﬁ@%%tiegeneans,

third receiving nmeans, authentication-i1nfornma i ng Treans,

aut hent i GanneBtEes UL ifdBeRiNNNGoREARS, adtikkRuUleNbinCakkolr FoSthd
transmtting nmeans. The nethod is characterized by including a first

recei vi ngestvépeofsameei vimg,they dhirddatrish seceinvi ig nEansSsetdeciconnecti on
information for the first allocation server fromthe service server; a
first tCAASATETE MpIsREp séruehbnrrdtIngst §ot hecindstreddigdagi neanser ver

based on the connection. informatjon received in the first receiving step
to transtcfr tifEsiviap §61e‘]u§]<=éc 5allocatlon information from the

service server; and transmitting means for transmitting the
connection information for the authentication server
corresponding to the received second allocation information
(a tenth structure).

According to a third aspect of the present invention
there is provided a method for a terminal device, adopted in
a computer that utilizes the service pfovided by the service
server in the terminal-device authentication system in the
first structure. The computer includes first receiving
means, first transmitting means, second receiving means,

- second transmitting means, third receiving means,
authentication-information transmitting means,
authentication-result receiving means, and authentication-
result transmitting means. The method is characterized by
including a first receiving step of receiving, by the first
receiving means, the connection information for the first
allocation server from the servicé server; a first
transmitting step of connecting to the first allocation
server based on the connection information received in the

first receiving step to transmit the first




13 allocation information to the first allocation server by the first
transmtting means; a second receiving step of receiving@0 Jopei2B@5 second
recei ving means, the connection information for the second allocation
server corresponding 5 to the transmtted first allocation information from
the first allocation server; a second transmtting step of connecting to
the second allocation server based on the connection information received
in the second receiving step to transmt the second allocation information
to the second 10 allocation server hyighe second transmtting neans; a
third receiving step of receiving, by the third receiving means, the
connection information for the authentication server corresponding to the

i ; i i nf tron fr t he .second al | ocati on
Lrano e seanaal pcalan. oloLmt kon, {1 e secend al Loca on
to the autdienti ¢ahhoRi SEINMPMRAASEda00 L %%qﬁ%iéﬁ?sté fQ mation recel ved

in the third receiving step to transmt the authentication information to
t he aut hertdcediviing, Sy Vieife sRyohberasé Neitd Glan@n- kAL OfsMid QN dd ansmitting
nmeans; an 20 authentication-result receiving step of receiving, by the

aut hent i cdmifonmpeson t forddievisrgongaas] od¢diel diltsherti cadtispdreSuht based on

the authentication information transmitted in the . .
aut henti c&Ci 6Rei hforsitited fiansneiloontismepnfromatinn fnarheis cati on

server; a aut hentication-result 25 transmtting step of transmtting,
by the au?ﬁe%gi%ai?%é%fﬁf'f&ﬁgeﬁoog second transmitting step of

connecting to the second allocation server based on the
connection information received in the second receiving step
to transmit the second allocation information to6 the second
10 allocation server by the second transmitting means; a third
receiving step of receiving, by the third receiving means,
the connection information for the authentication server
cotresponding to the transmitted second allocation
information from the second allocation server; an
15 .autheﬁticationfinformation transmitting step of connecting
to the authentication server based on the connection
information received in_the third receiving step to transmit
- the authentication information to the authentication server
by the authentication-information transmitting means; an
20  authentication-result receiving step of receiving, - by the
authentication-result receiving means, the authentication
result based on the authentication information transmitted
in the authentication-information transmitting step from the
authentication server; and an authentication-result

25 transmitting step of transmitting, by the authentication-




- 14 result transmtting neans, the authentication result received in the
aut hentication-result receiving step to the service ser\8rJun&2008i nents of
the present invention provide a first allocation nethod of providing the

connection information for the second allocation server to the termnm nal

device in the term nal -device authentication systemin the first
structure The first allocation nmethod is adopted in a conputer including
receiving means and transmtting neamnss — The first allocation nethod is
characterized by including a receiving step of connecting to the term nal
devi ce t §esubedinanamigting stearid, odhiei enthetvigedtioonréseht t he termi nal

device by the receiving neans; and a transmtting step of transmtting, by

the tranSRFEITSHY HeallS FRETOHEELPBAT T WY or FRASITH NE0 R teRe toeddid

al | ocat i erver._corresponding to the received first allocation
infornat?%ﬁé%%$tﬁ%§v?5ininaI devi ce. Enbodi nents of the present invention

provide an  alhgeathoncdebRodnal Hrauhd ng.Lhe;conpeating Lnfarmgtion  for
the authentication server to the service server in‘the termnal-device
aut hent i catlbentsyst edchbdt e fonydiingt rared uESnnddia & | pe@tiner iEet hod is
adopted in a conputer systemincluding allocation-information receiving
means andorcdieeckicond nfldroatian semresm td i tige neansinalhelealibecdhi on

met hod i s characterized by including an allocation- infornmation receiving

step of B€ei GPRPINDY d¥dcyl | Beblh¢ication system in the first

structure The first allocation method is adopted in a
computer including receiving'neans and transmitting means.
The first allocation method is characterized by including a
receiving step of connecting to the terminal device to
receive the first allocation information from the terminal
device by the receiving means; and a transmitting step of
transmitting, by the transmitting means, the connection
information for the  second allocation server corresponding
to the received first allocation information to the terminal
device.

Embodiments of the. present invention provide an
allocation method of providing the connection information
for the authentication server to the service server in the
terminal-device authentication system in the fourth
structure. The allocation method is adopted in alcomputer
system including allocation-information receiving means and
connection-information transmitting means. The allocation
lmethod is characterized by including an allocation-
information receiving step of receiving, by the allocation-

information




information 30 June 2005 - 15 receiving neans, the allocation information
fromthe service server; and a connection-infornmation tBd8aeEEPhg step of
transmtting, by the connection-information transmtting neans, the
connection information for the authentication server corresponding to the
recei ved allocation information. Enbodi nents of the present invention
provide a service providing nethod of providing the service to the
termnal device in the term nal -devijge-authentication systemin the

fourth structure. The service providing nethod is adopted in a conputer
including allocation-information receiving neans, allocation-information
transmt]] n nn ion- informtion receivin ans, and
connecti%ﬁé%%ﬁgé n%??gg’ ?ﬁ%ngg%??%#ﬁf%nﬁﬂ%%Fm?ﬁ%O%e%%@%gg%?o%?%ﬁ%ﬁf met hod is
char act egd zed ;bYahdClaudiogh & AH-96@biaR: | & ortgaflgmtirrﬁgcelsyhﬁg gx ep of
receiving, by the allocation-information receiving neans, the allocation

i nfor mattemdmienihe tBym Rk devheetian-idiceaathion- i blonsmdtGhg
~transmitting step of transmtting, by the allocation-information

transm tn¢ang, nthas,catreatédesi vedf ainaddani ofotr nfidremakiibhenipicdisical | ocati on
system a connection-information receiving step of receiving, by the
connect i BHVF 6PRBEFRATH OG0 Fae nmisass vedhal kesafdon dRformdteiarat i on for -

t he authentiqgtio server CQ#JGS ondigg.to the transntted all.ocation

i nf or mati on frOMTAE 4R Sattsn PrsySPEnt M RAYC 1T drCorf i HH0THf&t i on

transm tﬁfcﬂﬂcﬁhﬁpn@thod of providing the service to the terminal

device in the terminal-device authentication system in the
fourth structure. The service providing method is adopted in
a computer including allocation-information receiving means,
allocation-information transmitting means, connection-
information receiving means, and cbnnection—information

transmitting means. The service providing method is

characterized by including an allocation—-information
receiving step of receiving, by the allocation-information
receiving means, the allocation information from the terminal
device; an allocation-information transmitting step of
transmitting, by the allocation-information transmitting
means, the received alleocation information te the allocation
system; a connection-information receiving step of receiving,
by the connection-information receiving means, the connection
information for the authentication server corresponding to
the transmitted allocation information from the allocation
system; and a connection-information transmitting step of

transmitting, by the connection-




transmtting, by the connection 30 June 2005 - 16 information
transnitting neans, the received connection information 3pQuhBeobsr N na
devi ce. Enbodi nents of the present invention provide a method for a
service server, of receiving the connection information for the

aut hentication server fromthe allocation systemin the seventh structure.
The nmethod is adopted in a conputer including allocation-informtion
receiving nmeans, first transmtting ygans, first receiving neans, second
transmtting nmeans, second receiving neans, and connection-information
transm tting nmeans. The nethod is characterized by including an

| ooot GOl SUIR. 9k L) TR RLEP Blo SEEAIR, BBt o o o

al l ocation-1nfornation recei nmedns,

and the iseaendishl 05atHoR R AL IBEdLARS romthe ternmnal device; a first
transmtting step of connecting to the first allocation server to transmt

the received fnpsiimgtecatf ahe igteeenat iaehoidheptbvsde ad | ReBtdON server
by the first transmtting neans; a first receiving step of receiving, by
t he firsfor ecei vissgviveans,serverconnett | pace nfiorgmat tion f opnnédei second

all ocation server corresponding to the transmtted first allocation

i nf or mat 1P HESAPRhe Fa% st thal | geabrehicarisY ; Beseebnd frpansrihet i ng step
of connqgffgg%t.to t he secondFﬁIIocati n server based on th%KEPQQFCtion

i nf or mat3 on FecervadS Tt A8 FPPsTEVERER vi St 1 o The met

adopted in a computer including allocation-information
receiving means, first transmitting means, first receiving
means, second transmitting means, second receiving means,
and connection-information transmitting means. The method
is characterized by including an allocation-information
receiving step of receiving, by the allocation-information
receiving means, the first allocation information and the
second allocation information from the terminal device; a
first transmitting step of connecting to the first
allocation server to transmit the received first allcocation
information to the first allocation server by the first
transmitting means; a first receiving step of receiving, by
the first receiving means, the connection information for
the second alleocation server corresponding to  the
transmitted first allocation information from the first
allocation server; a second transmitting step of connecting
to the Asecond allocation server based .on the connection
information received in the first receiving step to
transmit the second allocation information to the second

allocation server by the second




transmt the second allocation information to the second allocation server
by the second 30 June 2005 - 17 transmtting neans; a $Sockne20efei vi ng
step of receiving, by the second receiving nmeans, the connection
information for the authentication server corresponding to the transmtted
second al location information fromthe second allocation server; and a
connection-information transmtting step of transmtting, by the
connection-information transmtting imeans, the connection information
received in the second receiving step to the term nal device. Enbodi nents
of the present invention provide a first allocation nethod of providing
the conn | ond al | catl n_server to.the service
server q&tab%ﬂl{: {&EC |élop%nsyster%%'8 ?%emsvel\;lgntsh &t chfu?%luﬁ?é £ st

al | ocat aheTRidhefd S-cadapt ag m@aﬁs,comwt %Bnhgekmﬁ Ngh£d26RIBLNEJrRans and
transmtting means. The first allocation nmethod is characterized by

i'ncl udi nghe ractievitigatsbepsetvéecebyidportdidgherd egd Vi Aghdreianted the first
allocation information fromthe service server; and a transmtting step of
t ransmi t tSeggndbyad lnsatigns mnfidong tieansf ront heéhe orgeecinidonal nfcartimni on f or
the second all ocati on server corre%pondlng to the received first

al'l ocat i GFIVARFor REC ofh. CERBSET HIidfermahecnr dsensmi hvind | 8hehr &fi de a

second I tion method provi di ng, t he connection jnformati.on for the
authentlgéFg%ﬁ EngQr Qﬁ’t%@eseFSPE%cghﬁQnﬁn Q¥ma%l°n transmitting

means, the connection information received in the second

receiving step to the terminal device.

Embodiments of the present invention provide a first

allocation method of providing the connection information

for the second allocation server to the service server in

the allocation system in the seventh structure. The first
allocation method 1is adopted in a computer including
receiving means and transmitting means. The first
allocation method is characterized by including a receiving
step of receiving, by the receiving means, the first
allocation information from the service server; and a
transmitting step of transmitting, by the transmitting means,
the connection information for the second allocation server
corresponding to the received first allocation information.
Embodiments of the present invention providé a'second
allocation method of providing the connectlon 1nformatlon
for the authentication server to the service server in
the allocation system in the seventh structure. The
second allocation method is adopted -in a computer

including




the allocation systemin the seventh structure. The second allocation

met hod i s adopted in a conputer including 30 June 2005 30 .Jude 2088ei vi ng
means and transmtting nmeans. The second allocation nethod is
‘characterized by including a receiving step of receiving, by the receiving
means, the second allocation information fromthe service server; and a
transmtting step of transmtting, by the transmtting neans, the
connection information for the authentg cati on server corresponding to the
recei ved second allocation information. Enbodi nents of the present

i nvention provide a termnal device programused in the term nal device

includin g@utﬁ&akgataﬂgllkzes thgtSﬁ%x|§§% ;ﬁy:ﬁe?%b %?$%$ rvice

server i n t m nal evi ce au I Ca

structur%nmttl%rrmeehoéeygcehgfgaimzre%aluyz% d&h?s Lecelyiflg function
of receiving the connection information for the 7St alocatlon server

fromthe sepvi o€ setyeFing f bystthd ansdddikviing freeid,on ek copBesding to
the first allocation server based on the connection ‘informati on received
in the figlshocaddenvi hgféumdtiionn footr ahkai tsetheicd i setrvakl ocand one
information to the first aIIocatlon server; a second receiving function of
rece|V|rKTQﬂ%ém&BHH%%tﬁ?ﬁP FfnftEPRER} n s PYh&hs eborRFTHIttaaEt MeANSer ver
correspoq:qlerlgconneC e tran mtted first q{locattﬁn |nfornat|on fromthe

t

first alloCaton server; & ?f@%?“?}aﬁgﬁl fhg PR TR e server

corresponding to the received second allocation information.
Embodiments of the present invention provide'a terminal
device program used in the terminal device including a
Computer that utilizes the service provided by the service
server in the terminal-device authentication system in the
first structure. The terminal device program realizes a
first receiving function of receiving the connection
information for the first allocation server from the service
server; a first transmitting function of connecting to the
first allocation server based on the connection information
received in the first receiving function to transmit the
first allocation information to the first allocation server;
a second receiving function of receiving the connecticn
information for the second allocation server corresponding
to the transmitted first allocation information from the
. first allocation server; a first transmitting function of
connecting tc the second allocation ‘server based on the
connection information received in the second receiving

function to transmit the second allocation information to




connecting to the second allocation server based on the connection

information received in the second receiving function t@0tJuaa2005 the -

second allocation information to 30 June 2005 19 the second allocation

server; a third receiving function of receiving the connection infornmation

for the authentication server corresponding to the transmtted second

allocation information fromthe second all ocation server; an _

aut henti cation-information transm ttiieg-functi on of connecting to the

aut henti cati on server based on the connection information received in the

third receiving function to transmt the authentication information to the

aut hent | Gl QR SERVE! 1o Al B4 NRALLEAL Lodnt eeuLL 8ARIVIAG  fynctpon of

recei ving the authentication result’ based on the = authent cart of

| nf or mat i:QReb FEAGMid cbhdbdi®n aWrReRht £at 1 Al I HHOTIMHOR 1 EERASH LTI ng

function fromthe authentication server; and an authentication-result

t ransnit tsergefunectirespofidinanssi tthieng ddiemautBeniseeahiionl 1beadliénr ecei ved

in the authentication-result receiving function to the service server.

Enbodi mnedn$oshathen pr dsemt iwvent iseropdoviaddogatipst sddvegat i oan program

used in the.first allocation server that 1is a conputer providing the

connect i GHEPARBF FRI BIT IPSPTRABLOR ecordaRMGEREIRON s EL1eB t heot er ni nal

devi ce i t erm nal - devi ce aut hentjication systemin. the fifrst
R oS S TS MR S SR

structur al |'ocat i fa
connection information received in the third receiving

function te¢ transmit the authentication information to the

authentication server; an authentication-result receiving

function of receiving the authentication result based on the
authentication information transmitted in the
authentication-information transmitting function from the
authentication server; and an authentication-result
transmitting function of transmitting the authentication
lresult received 1in the authentication-result receiving
function to the service server.

Embodiments of the present invention provide a first
allccation program used in the first allocation server that
is a computer providing the connection information for the
second allocation server to the terminal device in the
terminal-device authentication system in the first
structure. The first ailocation program realizes a
receiviné function of connecting to thé terminal device to
receive the first allocation information from the terminal
device; and a transmitting function of transmitting the

connection




receiving function of connecting to the termnal device to receive the
first allocation information fromthe term nal device; d&idlupef@msnitting
function of transmtting the connection 30 June 2005 - 20 information

for the second allocation server corresponding to the received first

allocation information to the termnal device. Enbodi nents of the present
i nvention provide an allocation programused in the allocation systemthat
is a conputer providing the connectpon-information for the authentication
server to the service server in the term nal- device authentication system
in the fourth structure. The allocation programrealizes an

al | ocal | opsddihakBhi ¢8, keeeisuladql unchion ol Leaelvidg. iheqallogation

i nformation romthe service server; and a connection-infornmation

transm t tigHeuRetk0Pe@f riFansMbbh Aot NG rCORALELH OFb dHY QrRiLhen for the
aut henti cati on server corresponding to the received allocation

i nf or mat idevic&nbodi nents of the present invention provide a service server
program used in the service server that is a conputer providing the

servi ce to thenbetimardls denfi cetlien tdresengr mimagkentévn cepaoatrhdat i @at i on

systemin_the fourth structure. The service server programrealizes an
ai’l ocat i BhIPRRbIPRtRERPHE 15FGh G TF (A6t igRo6RtiareP VS FRIN t HzAL alF oati on

Infornapbgﬂpagégntg?%&fﬂfggna%h%evEggheg%gon information for the

authentication server to the service server in the terminal-
device authentication system in the fourth structure. The
allocation program realizes an allocation-information
receiving function of receiving the allocation information
from the service server; and a connection-information
transmitting function of transmitting the connection
information for the authentication server corresponding to
the received allocation information.

Embodiments of the present invention provide a service
server program used in the service server that is a computer
providing the service to the terminal device in the
terminal-device authentication system in the fourth
structure. The service server program realizes an
aliocation-information receiving function of receiving the

-allocation information from the terminal device; an
allocation-information transmitting function of transmitting
the received allocation information to the allocation
system; a connection-information receiving function of
receiving the connection information for the authentication

server corresponding to the transmitted




allocation-information transmtting function of transmtting the received
allocation information to the allocation system a conn&ftduaa2005or mati on
receiving function of receiving the connection information for the

aut hentication server corresponding to the transmtted 30 June 2005 - 21
allocation information fromthe allocation system and a
connection-information transmtting function of transmtting the received
connection information to the termmal device. Enbodi ments of the present
invention provide a service server programused in the service server that
is a conputer receiving the connection information for the authentication

server fé?f%éi%ﬁ&ﬁ '985%}&%{ st n1|nﬁ£heﬁ§§¥ P8ﬁt%§% %@?hdngﬁe sgrvice

server programrteéalizes an alloca nction of

recei vi ngotde-tiidnst nrélhOciadd qgan@%@&@?ﬁéofuﬁ@guﬁhe second gl oggtion

information fromthe termnal device;, a first transmtting function of
connect i tige tteddi®etii eshnadt iaeAtin@Bragt V@l o theansmindiheieviesei ved first
allocation information to the first allocation server; a first receiving
function of rEBoetdimgptst e ddweneckekenti hivemetdrornpfaridehe seeohdeal | ocati on
server corresponding to the transmtted first allocation information from
the fi rs%e%‘{qrod?&toﬁéﬁmséﬁ%rln at%c,sﬁiférlcﬁré%‘ﬁﬁtﬂrﬁg‘— fignét icomPvteEonnect i ng
to the second .allqcation erver based on th nectl |nfornat|on

recelvedr??I%Wﬁgg 5 sthqg?g vPRg I P ERTEE Pt QQwa tdgebhePal | ocati on

server from the allocation system in the seventh structure,
The service server  program realizes an allocation-
information receiving function of receiving the first
allocation information and the second allocation information
from the terminal device; a first transmitting function of
connecting to the first allocation server to transmit the
received first allocatioﬁ iﬁformation te  the first
allocation server; a first receiving function of receiving
the connection information for the second allocation server
corresponding to the transmitted first allocation
information from .the first allocation server; a second
transmitting function of connecting to the second allocation
server based on the connection information received in the
first receiving function to transmit the second allocation
information to the second allocation server; a second
receiving function of receiving the connection information
for the authentication server cofresponding to  the
transmitted second allocation information from the second
allocation server; and a connection-information transmitting

function of transmitting




information to the second all ocation server; a second receiving function
of receiving the connection information for the authenti3alne208®rver
corresponding to the transmtted second allocation information fromthe
second allocation server; and a connection-information transmtting
function of transmtting 30 June 2005 - 22 the connection information
received in the second receiving function to the term nal device.

Enbodi ments of the present inventioenzproevide a first allocation program
used in the first allocation server that is a conputer providing the
connection information for the second allocation server to the service

Ser ver I‘E].'lé h@onr?éét%%%t IJ?I%O?.%;E egﬂ I Pect,&ﬁr V‘enttt]‘l st reuc%tn reCGEQT?. Lirst

al | ocati on programrealizes a receiVving furiction o receiving tHe first

al | ocat i gphddifopr #Bt H0 ddaihbhegserad ce server; and a transmitting

function of transmtting the connection information for the second

al | ocati on seEwBbdike@itLspondhagpiresthe naeehvesh fprstidd | ecatiiren

‘informati on. Enbodi nents of the present invention provide a second

al | ocat i @A lpragiam preakam uslkee sectohd dliketatibrcssoreseriatr theta conput er

providing the connection information for the authentication server to the

service $&rFerCqRPURE PAPFoEERT oRPSySPRMeCipn HefosBokhem SeFuth@re. The

second alloc t| ql %gran1reallze% ecei vin functlon of rghe|V|ng t he
e

2eses QB¢ | BT YT omePhe agy itgdice  Sexver

second al’"6E4ti of
allocation system in the seventh structure. The first

allocation program realizes a receiving function of
receiving the first allocation information from the service
server; and a transmitting function of transmitting the
‘connection information for the second allocation server
corresponding to the received first allocation information.
Embodiments of the present invention provide a second
'allocation program used in the second allocation server that
is a computer providing the connection information for the
authentication server to the service server in the
allcocation system. in the seventh structure. The second
allocation program realizes a receiving function of
receiving the second allocation information from the service
server; and a transmitting function ¢f ftransmitting the
.conhection information for the authentication server
corresponding to the received.second allocation information.
Embédiments of the present invention pfovide a storage
medium readable by a computer storing any of the programs

described above.




server; and a transmtting function of transmtting the connection
information for the authentication server correspondi ng 30Quhb@oo®cei ved
second al l ocation information. Enbodi ments of the present invention provide
a storage nediumreadable by a conputer storing any of the prograns
descri bed above. 30 June 2005 23 The termnal device in the second
structure may further include connection-information storing neans for
storing the connection information for the authentication server received
by the third receiving nmeans; and contihrming means 5 for confirmng |
whet her, when the connection information for the first allocation server
is received fromthe service server, the connection information is stored

in the connection-infornation storing nmeans. The term nal device my be
structured such™® heR=™\NRdn deN&cR oht | FiA FGCcrRBENSt TR EwiF Maws fukBkeT he

connecti on_inf.or ion i.s st.ored he ut henti cation-information
Qne’luﬁe”%nnectl%-ﬁn OIPﬁ;él%%t% NGRS sEPT et WAREd B8R t he

transm tting nmeans CONNEéc
Sﬁ%Jon i nformation

tored tLR0SY
store COQﬁgﬁkbggonl{ﬁfﬁ%ﬁ%ﬁg%%hEBr Eﬁg%gkﬁﬁéﬁﬁcgﬁigﬁqﬁé fevent h structure

(an eleventh structure) e termn vice in the _
may be sStricdetwe@dbpUgie thakd wRBR:+1ey Jd-ReNt Leat LoRei A gTRE=A8
transmtting nmeans Is not able to connect to the authentication server
based dn tfloe conficctirgn whaftbemat whan Eioretncrtiba Copmecttion ieBfor mati on

storing neans, .the ]
the first allocation server is received from the service

server, the connection information is stored in the
connection-information storing means. The terminal device
may be structured such that, when the confirming means

10 confirms that the connection information is stored, the
authentication-information transmitting means connects to
the authentication server based on the stored connection
information to transmit the authentication information {(an
eleventh structure)}.

15 The terminal device in the eleventh structure may be
structured such ;hat, when the authentication-information
transmitting means is not able to coﬁnect to the
authentication server based on the connection information
stored in the connection-information storing means, the

20 authentication-information transmitting means uses the
connection information for the authentication server,
acquired by using the first transmitting means, the second
receiving means, the second transmitting means, and the
third receiving means based on the connection information

25 received by the first receiving means, to connect to the




20 authentication-information transmtting neans uses the connection
information for the authentication server, acquired by $iJugethesfirst
transmtting neans, the second receiving neans, the second transmtting
means, and the third receiving nmeans based on the connection information
25 received by the first receiving neans, to connect to the 30 June 2005 -
24 authentication server and transmts the authentication information,
and such that the connection-informatijon storing nmeans uses the acquired
connection information for the authentication server to update the stored
connection information (a twelfth structure). According to enbodi nents of

Lhe preseIUAINILLOD, Llec, A Nepl 6311 0 o oGt ol Lhe, CE deyl.e can be

appropria al'Toca SCri

i Ilustrat gsr@eLWAr K ShEUCLUES Ofna: deyﬂufle c&%mtoinc-@hkgﬂn%ﬁlﬁ m

according to a first enbodinent. Fig. 2 illustrates an exanple of the

| ogi cal sétdiCing’ eeadl asdevicke bBgubidh Sorrdddisbhatiegother i@l atdonship

bet ween a CE device and each server according to the first enbodi nment.

Fig. 4 istke faosehdricashoni sgraepr bcespdahe whheh saorsér vboeesierarer provi des
a service requiring the authentication according to the first enbodi nent.
Figs. 5A HHPTBLLPRUSE rigicd fdhafibrestwie)pr ot ocol s used

According to embodiments of the present invention, the
authentication target of the CE device can be appropriately

allocated.

Brief Description of the Drawings

Fig. 1 illustrates a network structure of a device
authentication system according to a first embodiment.

Fig. 2 illustrates an example of the logical structure
of a device ID.

Fig. 3 illustrates the relationship between a CE device
and each server according to the first embodiment.

Fig. 4 is a flowchart showing a process in which a
service server provides a service requiring the
authentication according to the first embodiment.

Figs. 5A and 5B illustrate examples of protocols used
as device authentication triggers.

Fig. & illustrates the relationship between a CE device
.and each server according to a second embodiment.

Fig. 7 is a flowchart showing a process in which a
service server provides a service requiring the

authentication according to the second embodiment.




as device authentication triggers. Fig. 6 illustrates the relationship

bet ween-a CE device and each server according to a secordd Jandadosent. Fig.
7 is a flowhart showing a process in which a service server provides a
service requiring the authentication according to the second enbodi nent.
------------- 30 June 2005 25 Fig. 8 shows the structure of an

aut hentication system of a CE device in an unpublished patent docunent.
Best Mbde for Carrying Qut the Invention 5 First and second preferred
enbodi ments of the present invention,wll be described in detail with
reference to the attached draw ngs. Fénurrmary of First Enbodinent] A CE
device 3 stores a device ID 13 including conpany 10 information 15 that
identifies a con&)an and attached .information 16 that can be freely set by
the conpany, aS*9shOviR9ws EP§. SBrugiging 9ingnt surhgntBatilean systenvi ce
server lool}r%vicﬁeaevg seyvice regﬁgri n%hdevi ce authentication to the CE
devi ce 3, 15 the "SErTF c¥ F8t VEPURYL FREh FA L S958REPBN i nformation for a
conpany-information all ocation server 6 to the CE device 3. The CE device
3 transmts the conpany information 15 to the conpany-information

al | ocati omeser Mee 6t bASRL-QANGNBuL t FROSITILRD cgonnection i nformati on.

5 First and second preferred embodiments of the present

invention will be described in detail with reference to the

attached drawings,
[Summary of First Embodimént]
A CE devide 3 stores a device ID 13 including company
10 information 15 that identifies a company and attached
information 16 that can be freely set by the company, as
shown in Fig. 2.
Referring to Fig. 3, when a service server 10 provides
a servicé-fequiring device authentication to the CE device 3,
15 = the service server 10 transmits connection information for a
company—information allocation server 6 to the CE device 3.
The CE device 3 transmits the company information 15 to
the company-information allocation server 6 based on the
transmitted connection information. |
20 The company-information allocation server 6 searches an
allocation server table 21 for the company information 15
and acquires connection information for an authentication-
target allocation server 8. 1In the allocation server table
21, the company information 15 is associated with the

25 authentication-target allocation server 8 managed for every




20 The conpany-information allocation server 6 searches an allocation
server table 21 for the conpany information 15 and acqui3oekng@00®&cCti on
information for an authentication- target allocation server 8. In the

‘al l ocation server table 21, the conpany information 15 is -associated with
the 25 authentication-target allocation server 8 managed for every 30 June
2005 26 conpany: The conpany-information allocation server 6 transmts

t he acquired connection information to the CE device 3. The CE device 3
connects to the authéntication-target,.5 allocation server 8 managed by the
correspondi ng conpany based on the transmtted connection information, and
transmts the device ID 13 to the authentication-target allocation server

8. The authentication-target allocation server 8 searches 10 an
aut hent i cZCPBR Eer vEI® tHBPETY21pEPradkl oo ildecrbien apveduires
connectio |nf$rg§t£on f or_.an .aut hentj cati.on server 9 belngﬁin char ge of

t he authe%flca Foh of° tHECESHeGPRReSE10 {niREmati PRt ddts &F server table
22, each dgykiege §D 13 is associated with the authentication server 9 being
in charge 15 of the authentication of the corresponding CE device 3. This

i's because therteE cieVieG@cd 5 0o 120 ¥RARNe CAR: I+ 123390hat g g th nul ti p' e
aut hentication servers 9. The authentication-target all ocatl%n server
transndt safihecationisetezofneshaged i A icoehesPotdEnCedtpunge 3.
based on the transmitted connection information, and
transmits the device ID 13 to the authentication-target
allocation server 8.
The authentication-target allocation server 8 searches
10 an authentication server table 22 for the device ID 13 and
acquires connection information for an authenticatioﬁ server
9 being in charge of the authentication of the CE device 3.
In the authentication server table 22, each device ID 13 is
associated with the authentication server 9 being in chargé
.15 - of the authentication of the corresponding CE device 3.
This is because the CE device 3 for one company can be
associated with multiple authentication servers 9. The
authenﬁication—target allocation server 8 transmits the
acquired connection information to the CE device 3.
20 The CE device 3 identifies the authentication server 9
. being in chargg of the authentication of the CE device 3
based on the transmitted connection information.
The CE device 3 connects to the authentication server 9
- based on the connection information, and transmits

25 authentication information required for the device




20 The CE device 3 identifies the authentication server 9 being in charge
of the authentication of the CE device 3 based on the tr3gnkme20es
connection informati on. The CE device 3 connects to the authentication

server 9 based on the connection informati on, and transm ts 25

aut hentication information required for the device 30 June 2005 - 27

aut henti cati on, such as a passphrase or the device ID 13, to the

aut hentication server 9. In response to the transmtted authentication
information, the authentication serye%79_authenticates the 5 CE device 3.
As descri bed above, according to the Tirst enbodinment, the CE device 3

i nqui res of the conpany-information allocation server 6 about the

aut hentication-target allocation server 8 to be connected, and inquires of
the 10 autEmEREAEREHRRargEth &5 scRePIRNEASY @ ghabdavienelD 4@ hsati cation
server 9 tq be %ﬁgnected. The conpény-infornation al l ocation server 6

aIIocates18ﬁ%§Pi PHEr SV EFEVBAsRd on the conpany information, and the
authenti cati oned alglordl! 06aLEON: SEINAN BaPSLIOLIP; L1 015 al | ocati on based
ed above, ‘

on the device ID 13" As descril he”conpanies perform comon
Processi NarpeREe: bR WRMRARNNE ; COANGS IRAVES bNguERIRANYdkALMRLi on

all ocation server 6, whereas each conpany perforns unique processing after
t he cobpal®E degdcwesl. t he

As described above, according to the first embodiment,
the CE device 3 inguires of the company-information
allocation server 6 about the authentication-target
allocation server 8 to be connected, and inquires of the

10 authentication-target allocation server B about the
authentication server“9 to be connected.

The company-information allocation sexrver 6 allocates
destination servers based on the company information, and
the authentication-target allécation server 8 performs the

15 allocation based on the device ID 13.

| As described‘above, the companies perform common

processing before the company is connected to the company-
_information allocation server 6, whereas each company
performs unique processing after the company receives the

20 connection information for the authentication-target
allocation server 8 from the company-information allocation
server 6.

[Detail Description of First Embodiment]
Fig. 1 illustrates a network structure of a device

25  authentication system 1 according to the first embodiment.




20 connection information for the authentication-target allocation server.

8 fromthe conpany-information allocation server 6. [Det3®iJun®20065i ption of

First Enbodinent] Fig. 1 illustrates a network structure of a device 25

aut henti cation system 1l according to the first enbodi nent. 30 June 2005 -

28 The device authentication system1 has the CE devices 3, the

conpany-information allocation server 6, the authentication-target

al l ocation servers 8a, 8b, 8c, ..., the authentication servers 9a, 9b, 9c,
., the service servers 10, 5 and §02Qn_that can be connected to each

other over the Internet 5. Although one CE device 3 and one service server

10 are shown in Fig. 1, nmultiple CE devices 3 and nultiple service

servers 10 exLié Lﬁ%the devj ce aut hentication_system 1. One 10
conmpany- i nf or net S A9 PERE LA D SYstrR: & kS tihe §EvPegices 3,

aut henti catio m 1. The.authentication-target aJlocation servers 8a,
8b, Bc, i%? §P§¥%%§5FH%%“Erlan%$§°%ﬁﬁﬁﬁnyﬁﬁye hé'at?%entication- t ar get
al | ocat i 0Ru$BEMEE cBri i 833ep!t el UL 56s SPeklfjed. 515 §mdarly, thge

aut hentication servers 9a, 9b, 9c, ... are hereinafter si'npl'y denoted by
the aut heatithaht Dfa S VerSersUdh £5% 0tREr W, Senhapsseidid. sclheLE16evi ce 3

is an el ectronic product, such as a television set, a video set, a
recor der, 2ad acdém Ywtt, can be connected to each other over the
Internet 5. '

Although.one CE device 3 and one service server 10 are
shown in Fig. 1, multiple CE devices 3 and multiple service
servers 10 exist in the device authentication system 1. One

10 company-information allocation server 6 exists in the device
authentication system'l.

The authentication-target allocation servers 8a, 8b, 8c,
. are hereinafter simply denoted by the authentication-
target allocation server 8, unless otherwise specified.

15 Similarly, the authentication servers %a, 9%b, %9c¢, .. are
hereinafter simply denoted by the authentication server 9,
ﬁnless otherwise specified.

The CE dévice 3 is an electronic product, such as a
televisionrset, a video set, a recorder, an audio set, a

20 game machine, a PDA, a rice‘cooker, or an air conditioner.

The CE device 3 includes a computer having a
communication function. The CE device 3 is a terminal
device that can communicate with various servers (the
service servers 10, the company-information alloéation

25 server 6, the authentication-target allocation server B8, the




20 game machine, a PDA, a rice cooker, or an air conditioner. The CE
device 3 includes a conputer having a communi cation funct3talune®0e5CE devi ce
3is atermnal device that can comunicate with various servers (the
service servers 10, the conpany-information allocation 25 server 6, the

aut hentication-target allocation server 8 the - --------- --- 30 June
2005 29 authentication server 9, and other servers) over the Internet 5.
The CE device 3 stores a device ID for discrimnating the CE device 3 from
ot her CE devi ces. The destination 5_s§?vgr can identify the CE device 3
based on the device ID received fromihe CE device 3. As described bel ow,
the device ID includes conmpany information representing a manufacturer or
a sal es conpany ,of the CE device 3 and attached information that can be 10
freely se-@”ﬁ?‘%&&ﬁa%‘i’r‘ba‘?ﬁfv%@'CEnee%W FEAVESSdt BYRS Hassphrase for

t he devic%nﬁaghg$ngication. The passphrase is used in the device

aut henti cation.” Thé passphrase is a character string having the sane 15

function as a PROSUPIdLviReCRALAGIEL 'ddvidd 9BORL: | AL g naRaRF WO d | S

call ed the passphrase. Either e passwor or passphrase nmay be used
for the deweceraubhesd i TatridNothBe SEI ¥R REl Vehelledsifii®nver having a

service site
5 server can identify the CE device 3 based on the device ID
received from the CE device 3.

As described below, the device ID includes company
information representing a manufacturer or a sales company
of the CE device 3 and attached information that can be

10 freely set by each company.

' The CE device 3 also stores a passphrase for the device
authentication. The passphrase is used in the device
authentication.

The passphrase is a character string having the same

15 function as a password. A character string longer than the
passWord is called the passphrase. Either of the password
or passphrase may be used for the device authentication.

The service server 10 is a server having a service site
set up thereon for providing services to the CE device 3.

20 The service server 10 transmits content or provides
services to the CE device 3 that has accessed the service
site. A user can utilize the content, receive provision of
the services, or use the services_provided by the service
server 10 by using the CE device 3.

25 The content provided by the service server 10 includes.




set up thereon for providing services to the CE device 3. 20 The service
server 10 transmts content or provides services to the o fimei2oe53 that
has accessed the service site. A user can utilize the content, receive
provi sion of the services, or use the services provided by the service
server 10 by using the CE device 3. 25 The content provided by the service
server 10 includes 30 June 2005 30 nusic content, travel information
content, novie content, and recipe content. The services provided by the -
service server 10 include provision Qf personal information including a
hobby and 5 preference, ‘device infor Pi6n of the CE device, and
information including a setup paraneter for connection to the Internet;
mai nt enance of the CE device; and update of software. In addition, the
servi ce s&FC tonEamt pricdved dnfoomktben stwrtage, sepvieecamickren affinity
service (a matching 10 service of the specifications or services of the
devi ce wi < Fﬁ@lE%e%99§QE§Pions or services required by another device).

When the CE deyi %,Ls a toile% gogé, t he service server 10 can provide a
< 7 R¥ Fhgerg
e'se

ce
service in which stools of PA°U% EYL0Y RATYY d%énsdideo check

Loe, rea! BS0RA e A blterttloc ST SRR B0 O
provi ded trerebynteqdva dehend8¥hs i Wi enteCaki 88vice, and

information including a setup parameter for connection to

the Internet; maintenance of the CE device; and update of

software. In addition, the service server 10 can provide an

online storage service and an affinity service (a matching

10 service of the specifications or services of the device with

the specifications or services required by another dévice).

‘ ~When the CE device 3 is a toilet bowl, the service
sexver 10 can provide a service in which stools of a user
are sensed by using a sensor to check the health condition

15 ~ of the user.
While some services provided by the service server 10
do not require the device authentication, some services .
provided thereby require the device authentication.
When the CE devicé 3 requests a service requiring the
20 device authentication, the service server 10 reqﬁests the CE
device 3 to connect to the COmpany—infﬁrmation allocation
server 6.
A service in which music data is transmitted to a
stereo unit including the CE device 3 will now be described

.25 as an example of the request of the service reqgquiring the




When the CE device 3 requests a service requiring the 20 device

aut hentication, the service server 10 requests the CE d&0iJuee200% connect
to the conpany-information allocation server 6. A service in which nusic
‘data is transmtted to a stereo unit including the CE device 3 will now be
described 25 as an exanple of the request of the service requiring the 30
June 2005 31 device authentication by the CE device 3. In this case, the
service server 10 transnmits screen data to be displayed on a sel ection
screen for selecting nusic to the stgfeo unit. The data displayed on the 5
sel ection screen is described in a conputer |anguage, such as a hypertext
mar kup | anguage (HTM.). The stereo unit displays the screen data on the

sel ection sgcr.een_f sel ecting.music | di spl,ay provided in the stereo
T rhe ?3?@%??3%“?6?%8#,%bﬁeééhé%Y}qFOBbe downl oaded can be

unit. 10 t'he
narrowed down sf ey 56.04a5ednOn LG WG AENTE, Lhe ArTiot pare, or the

e
musi ¢ name. Thi's narrow ng opération can be perforne

aut hent i catait@ncoapd dhep16/despoRds8le 86 & driehd sl SPLAvad each time the
user narrows down the nusic. A downloading state after the nusic is

narrowed domtici So ské SERD eitequike ddw devbeeyastsentiecation. This
setting c%glggtgggl;gggﬂP{Segzeddiggé in the screen data, a
scribed in a computer language, such
as a hypertext markup language {HTML) .

The étereo unit displays the screen data on the
selection screen for selecting music in a display provided
in the stereo unit.

10 On the selection screen, the music to be downloaded can
be nérrowed down stepwise based on the music genre, the
artist name, or the music name.

This nar;owing operation can be performed without the
device authentication, and the corresponding screen is

15 displayed each time the user narrows down the music.

A downloading state after the music is narrowed down is
set so as to require the device authentication. This
setting can be realized by embedding, in the screen data, a
tag for notifying the service server 10 of the operation to

20 Dbe performed, which requires the device authentication. The
tag is associated with a downloading button displayed on the
selection screen.

Accordiﬁgly, when the user clicks the downloading
button, the CE device 3 transmits a notification that the

25 device authentication is required to the service server 10.




tag for notifying the service server 10 of the operation to 20 be
performed, which requires the device authentication. The 30tJage280%ssoci at ed
wi th a downl oadi ng button displayed on the selection screen. Accordingly,
when the user clicks the downtoading button, the CE device 3 transnmts a
notification that the 25 device authentication is required to the service
server 10. 30 June 2005 32 In response to the notification, the service
server 10 transmts information that triggers the device authentication
(hereinafter referred to as a device 2uthentication trigger) to the CE
device 3. 5 The CE device 3 receive3 the device authentication trigger
fromthe service server 10 to performa series of authentication
operations. The device authentication trigger includes the connection

i nf or mat i dfit FEEPPRESCEHPPEIY Notifoeabiéomn tdld ceaviics server 1 The CE device
3 can 10 connect to the conpany-information allocation server 6 based on

t he conneéF?Bﬁm?ﬁFoFﬂ%??%ﬁF“#hghéBn%%&@gq¥ﬁd¥wnﬁﬁﬁhcalIocation server 6 is

a server i i t he aut.hentication-t et allogatjon server 8 to be
connectedaﬁgﬁ%ﬁgf%igggbi@Enﬁ}nfg£?ﬁer%§ﬁﬂﬁﬁg-OnPBrﬁag?%H“%IIocation server

associ at ed TRt er At naneokat 58-Fie [ Uaisebdton server 6. The
conpang- i nf or miid QIE Aldvacat BORSETIME el 860L¥ESa i Rntication
‘ trigger from the service server 10 to perform a series of
authentication operations. The device authentication
trigger includes the connection information for the company-
information allocation server 6. The CE device 3 can

10 connect to the company-information allocation server 6 based
on the connection inférmation.

The company-information allocation server 6 is a server
instructing the authentication-target allocation server 8 to
be connected.to the CE device 3.

15 The company-information allocation server 6 stores the
allocation server table in'which the company information is
éssociated with the authentication-target allocation server
8. The éompany—information allocation server 6 receives the
company information included in the device ID from the CE

20 device 3, and transmits the connection information for the
authentication-target allocation server 8 to be connected to
the CE-device 3.

The authentication-target allocation server 8, which is.
provided for every company, is a server instructing the

25 authentication server 9 to be connected to the CE device 3.




conpany information included in the device IDfromthe CE 20 device 3, and
transmts the connection information for the authenti cat30alune 2008t

al l ocation server 8 to be connected to the CE device 3. The

aut henti cation-target allocation server 8, which is provided for every
conpany, is a server instructing the 25 authentication server 9 to be
connected to the CE device 3. 30 June 2005 33 The authentication-target

al l ocation server 8 stores the authentication server table in which the
device IDis associated with the authentication server 9. The

aut hentication-target allocation server 8 receives the 5 device ID fromthe
CE device 3, and transmts the connection information for the

aut henti cation_server 9 to be .connected_ _to the CE device 3. The
aut hent i cat i onT Serafegtigaiienrianagto @l lggrhant | $altvaty 8t REOTES devi ce 3.

One or nul.tipl ut hentication rvers 9 ar ovided faor, every conpany.
The aut heﬁhecgtﬁfégngjé%a\‘/elro SE@F?Brﬁ%eth%emdé’\l?ilEE géﬁt‘?\eevrfﬁecgﬂ 6f based on
t he deV'P%BEQCQQEe&hﬁhﬂ@%%@h%ﬁ%ﬁeﬂ%ic§{§%ﬂj§e4%%gcg.3Tﬂ£b?
conpany-information allocation server 6, the aut henti cati on-target

al | ocati ougBeMeictidihaargethani beati o a8l §9reddith dargervice site of
the service server 10 described above are identified on the Internet 5

based bn tdewireubd fOrom ridsoCEcdetboatdr SdURrShsot tsinilgueonnection

information for the authentication server 9 to be connected

to the CE device 3.

The authentication server 9 is a server for
authenticating the CE device 3. One or multiple

10 authentication servers 9 are provided for every company.

The authentication server 9 performs the device
authentication based on the device ID and the passphrase of
the CE device 3.
The company-information allocation server é, the

. 15 authentication-target allocation server 8, the
authentication server 9, and the service site of the service
server 10 described above are identified on the Internet 5
based 6nrtheir uniform reséurce locators (URLs) or unigue
rescurce identifiers (URIs).

20 . The connection information, which the CE device 3
transmits and ;eceives to and from each server, includes
such URLs or URIs. - The CE device 3 uses this information to
connect to the corresponding server.

In other words, the connection information includes

25 information, for example, "http://abc.Zony.co.jp", which




resource identifiers (URIS). 20 The connection information, which the CE
device 3 transnits and receives to and from.each server 30iJope2d@s such
URLs or URIs. The CE device 3 uses this information to connect to the
‘correspondi ng server. In other words, the connection information includes
25 information, for exanple, "http://abc.Zony.co.jp", which 30 June 2005
34 identifies the destination server (the conpany-information allocation
server 6, the authentication-target allocation server 8, the
authentication server 9, or the like),.of the CE device 3. 5 All the data
transmitted and received to and fromthe CE device 3 or each server is
encrypted in order to prevent an illegal access by a third party. As
descri bed ,above, the conpany-information allocation server 6 and the

aut hent i c3GeBhifiegcthadestdtpshosereires (the sempanysinfdrmastionl | ocati on
server and ﬁgggﬁond al | ocation_server, respectively. The service server 10

transmits BIMSREGT Ot SPRef PO idcathenc bapdsily -aldisafaeron

al | ocati o $eLy¥e 0 : ice 3. The,conpany- jnfqrmation allocation
server 6 transni ?'sﬁtt Te aé%%r?ggtlfqg#ﬁ% S i gﬁ %? 'J'[J;]‘e‘:3 ot the

aut henti ceki gavi@s aet allocation server 8 to the CE device 3. The

aut hentication-target allocation server 8 transmts the connection
inforn@tion farlit hte adthentisatiitvrdsanderefeived h® GRadeMbgerd

CE device 3 or each server is encrypted in ofder to prevent

an illegal access by a third party.

As described above, the company-information allocation
server 6 and the authentication-target allocation server .8

10 serve as a first allocation server and a second allocation

server, respectively. The service server 10 transmits the
connection information for the company-information
allocation server 6 to the CE device 3. The company-
information'allocationrserver & transmits the connection
15 information for the authentication-target allocation server
‘8 to the CE device 3. The authentication~target allocation
serve; 8 transmits the conneqtiqn information for the
authentication serﬁer.9 to:the CE-deﬁice 3.-
Fig. 2 illustrates an example of the logical structure
.20 of the device ID 13, with which the CE device 3 is provided.
The device ID 13 includes the company information 15
that identifies a company and the attaéhéd information 16
that can be freely set by each company.
A variety of information, such as the serial number of

25 the CE device 3, the type of the CE device 3, and the date




Fig. 2 illustrates an exanple of the |ogical structure 20 of the device ID
13, with which the CE device 3 is provided. The device |4p gpeidppsudes the
conpany information 15 that identifies a conpany and the attached

information 16 that can be freely set by each conpany. A variety of

information, such as the serial nunber of 25 the CE device 3, the type of
the CE device 3, and the date 30 June 2005 - 35 of manufacture, can be
included in the attached information In the first enbodi nent, the
attached information 16 including thg serlal nunber of the CE device 3 is
exenplified. The CE device 3 can be i entified based on 5 this serial
nunber. Specifically, for exanple, a 64-bit extended unique identifier

(EU -64) nmanaged by the IEEE is adopted as the device ID 13. The EU -64 is
a standar @ @ﬁnﬁfﬁﬁ%@wﬁj tdr OF davieeed inl GChgy atsanged4imfdrnatfiionmat i on.

Particul arly, Eﬁ the 64 bits, the upper 24 bits are <called an
organlzatﬁﬁhalFP ? gt g tdemprpieent oUihe atfipehefsinbeppation 46 each

Ythe | EEE. Accor di the fi nbodi rent, the QU
Cor T ospondeot 8t AL Wity 2Fs "PRPOF ik 8 T8 SFRCF ettt i ng | ower 40 bi L&

can be fregly gﬁf d By e %%CQeg‘ggpafyca%n%ecg&eﬁﬁggfgd 19, Je At tached
information 1 n the Tirst embo
5 this serial number.

Specifically, for example, a 64-bit extended unigue
identifier (EUI-64) managed by the IEEE is adopted as the
device ID 13. |

The EUI-64 is a standard for managing the CE device 3

10 by using 64-bit information.

Particularly, among the 64 bits, the upper 24 bits are
called an organizationally unigque identifier (OQUI), which is
supplied to each company (vendor) by the IEEE. Accordingrto

" the first embodiment, the OUI corresponds to the company
15 information 15.
| "~ The remaining lower 40 bits can be freely managed by
each company and correspond to the attached information 16
in the first embodiment.:

According to the first embodiment, the company

20 information 15 serves as first allocation information used
by the companyfinformation allocation server 6 for acguiring
the connection information for the authentication—target
allocation server 8. The device ID 13 serves as second
allocation information used by the authentication-target

25 allocation server 8 for acquiring the connection information




According to the first enbodi nent, the conpany 20 information 15 serves as
first allocation information used by the conpany-i nf or megoi Jupne@Obdcat i on
server 6 for acquiring the connection information for the

aut hentication-target allocation server 8. The device ID 13 serves as
second allocation information used by the authentication-target 25

all ocation server 8 for acquiring the connection information 30 June 2005

36 for the authentication server 9. Fig. 3 illustrates the relationship
between the CE device 3 and each serygr. Steps before the CE device 3
receives a service from 5 the servicé server 10 will now be descri bed.

Step 1. When the CE device 3 requests a service requiring the device
authentication of the service server 10, the service server 10 transmts
the connecttforPPniBrRRRYIGRtiPsr seKESE oPmany-i nformati on al | ocation server

6. 10 Step 2: The .devi ce 3 connects tqQ the, conpany- information

al | ocati on ser%’QQ‘ gzl}ggélﬁgﬁ‘ﬁt?%et rﬁ?zléttilSHSh?Plflfﬁanoﬁh@oCFransm t the
conpany i@%@ﬁ@EtBQQm}Q?&% the,.gompany-information allocation server 6. The
conpany-information allocation server 6 has the 15 allocation server table

21 10 whi ch { hersamamkebnins 1o idivickd 3 $o89506) af Wit Hhgy connect i on
information for connection to the authentication-target allocation server
8. The CEhdeserei&e isrmagsotiaklll whidh Hh@leauthpedii cati on-t ar get
| ' Step 1: When the CE device 3 requests a service

requiring the device authentication of the service server 10,

the service server 10 transmits the connection information

for the company-information allocation server 6.

10 Step 2: The CE device 3 connects to the company-
information allocation server 6 based on the connection
information to transmit the company information 15 to the
company-information allocation server 6.

The company-information allocation server 6 has the

15- allocation server table 21 in which the company information
15 is associated with therconnection information for
connection to the authentication-target allocation server 8.
The CE device 3 is associated with the authentication—target
allocation server 8 managed by each company in the

20 allocation server table 21.

The company—information allocation server 6 searches
the allocation server table 21 by usin§ fhe company
information 15 received from the CE device 3 as a key, and
transmits the connection information for the.authentication—

25 target allocation server 8 searched in the allocation server




al l ocation server 8 managed by each conpany in the 20 allocation server
table 21. The conpany-information allocation server 6 sea@0ciues 200he

al l ocation server table 21 by using the conpany information 15 received
fromthe CE device 3 as a key, and transmts the connection information
for the authentication 25 target allocation server 8 searched in the

all ocation server 30 June 2005 - 37 table 21 to the CE device 3. Step 3:
The CE device 3 uses the connection information received fromthe
conpany-information allocation serveg.,6_to connect to the corresponding
aut hentication 5 target ‘all ocation sefver 8 being in charge of the CE
device 3, anong the authentication-target allocation servers 8. The CE
device 3 reads out its device |ID 13 and transmts the device ID 13 to the
aut hent i c&BPoR- ?ér@%ﬂjmhpﬁoéﬁYﬂﬁﬂ Zerver B. 10 The authentication-target

al |l ocation ser % ha§ thﬁEwﬁuthent cation, server table 22 in which the
device ID 13 i3 Bs¥ociife TH-ShHe F55eEhf 0PI i on for the

aut hent i c%'feeﬁgegéﬁr e%ea%ggfis:&gggg% %, r@gnmﬂfgﬁglg{%en : Io%Qt%nt he CE

device 3 evi ce catlion server

9 in the authenrt 5cad i Qmnseives LRI soﬁ?esp@nfd@ ggguéﬁl@n@lt&a!?@l%'-cat' on server

9 is associated with each CE device 3 1in irst enbodi nent, the present
5 target allocation server 8 being in charge of the CE device

3, among the authentication-target allocation servers 8.

The CE device 3 reads out its device ID 13 and
transmits the device ID 13 to the authentication-target

.allocation server 8.

10 The authenticationntarget allocation server 8 has the
authentication server table 22 in which the device ID 13 is
associated with the connection information for the
authentication server 9 being in charge of the
authentication of the CE device 3.

15. - The CE device 3 is associated with the authentication
server 9 in the authentication server table 22.

Although the authentication server 9 is associated with
each CE device 3 in the first embodiment, the present
invention is not limifed to this association. The

20  authentication server 9 may be associated with a broader
group includihg the corresponding CE devices 3, for example,
the authentication server 9 may be associated with the CE
devices 3 for every model number. For example, the CE
device 3 having a model number XXX may be authenticated with

25 the authentication server 9 identified by connection




invention is not limted to this association. The 20 authentication server
9 may be associated with a broader group including the @orjuaspoosii ng CE
devices 3, for exanple, the authentication server 9 nmay be associated with
the CE devices 3 for every nodel nunber. For exanple, the CE device 3
havi ng a nodel nunber XXX may be authenticated with 25 the authentication
server 9 identified by connection 30 June 2005 - 38 information 1 and the
CE device 3 having a nodel nunber YYY nmay be authenticated with the
authentication server 9 identified_b¥ connection information 2. In other
words, each conpany can freely assoc 8te the CE device 3 with the 5

aut hentication server 9. The authentication-target allocation server 8
searches the authentication server table 22 using the device ID 13

recei ved fRERTPRELICE Haridkdhs §8 dekige Arhkwingnsninedel Heumbegn &t i on

i nformation fﬁg t he authentication server 9 10 searched in the

aut hent i cIRYoResBT RS AAte LY the eEhdddicatisn &Y% The CE device 3

recei ves t. negt information for, the.authentj.cation server 9 from
‘the corrp%%%#%?gggra%f%nonﬁ C%(::La i SRSV 2 andt cONRE R S 't he 15

aut henti cabANC-SREYEY c%zpaﬁ%g&?ﬂaé%éié:@%%fiﬁ Nabpi oL ”?tdilc}gxh tg%he CE

device 3 then transmts the entication ormatLon, s t he
passphb aseuthehbecalemirc adr®e33g. required for the device authentication to
t he aut hentication
: The authentication-target allocation server 8 searches
the authentication server table 22 using the device ID 13
received from the CE device 3 as a key, and transmits the
connection information for the authentication server 9

10 searched in the authentication server table 22 to the CE
device 3.

Step 4: The CE device 3 receives the connection
information for the authentication serﬁer 9 from the
company-information allocation server 6, and connects to the

15 authentication server 9 based on this connection information.
"The CE device 3 then transmits the authentication
information, such as the passphrase or the device ID 13,
required for the device authentication to the authentication
server 8.

20 . The authentication server 9 has an authentication
information table 23 in which the device ID 13 is associated
with the authentication information. The authentication
server 9 compares the authentication information received
from the CE device 3 with the authentication information in

25> the authentication information table 23 to perform the




server 9. 20 The authentication server 9 has an authentication information
table 23 in which the device ID 13 is associated wth t 3 Jamel200%i cati on

i nformation. The authentication server 9 conpares the authentication
information received fromthe CE device 3 with the authentication
information in 25 the authentication information table 23 to performthe 30
June 2005 - 39 device authentication. The authentication server 9 then
transmts the authentication result to the CE device 3. Step 5: The CE
device 3 transmts the authentication_gesult received fromthe

aut henti cation server 9 to the 5 servfce server 10 and requests provision
of the service. The service server 10 receives the authentication result
transmtted fromthe CE device 3 and determ nes the authentication result.
| f the CEJdg&iiceeasthenbigdich.calbe abbhemel cattivonsecuer oh Wwmver 9, the
service server 10 10 provides the service to the CE device 3. If the CE
devi ce 3 YENABE LS uERRMYed cBiiPReretithleniq ddi 6B de¥i’® B, the service

devi ce 3 15 nottHicHentTEabEd Y the RABNEPC PP R SEPUSF S aRd provi des
10 Sene Senghihlcotols Sl GiEhatnaloNIA g BRGSO Mot (0E
CE devhce sBriviickheesieyi & aaudt Beghised | o EMSIRNbE. the service.

The service server 10 receives the authentication
result transmitted from the CE device 3 and determines the
authentication result. If the CE device 3 is authenticated
by the authentication server 9, the service server 10

10 provides the service to the CE device 3. If the CE device 3
is not authenticated by the authentication server 9,-the
service server 10 transmits, to the CE device 3, an alarm
indicating that the CE device 3 is not authenticated by the
authentication server 9 and provides no service.

15 Fig. 4 is a flowchart showing a process in which the
service server 10 provides a service requiring the
authentication to the CE device 3 in the device
‘authentication system 1.

The CE device 3 and the company-information allocation

20  server 6 follow steps surrounded by rectangular boxes in the
flowchart.

First, the CE device 3 re@uests the service server 10
to provide a service requiring the authentication (Step 5).

In response to this reguest, the service server 10

25 transmits a device authentication trigger to the CE device 3,




The CE device 3 and the conpany-information allocation 20 server 6 follow
steps surrounded by rectangul ar boxes in the flowhart. 38 Jusk200be CE
device 3 requests the service server 10 to provide a service requiring the
aut hentication (Step 5). 1In response to this request, the sservice server
10 25 transmts a device authentication trigger to the CE device 3, 30 June
2005 - 40 and instructs the CE device 3 to connect to the conpany-
information allocation server 6 (Step 50). The CE device 3 receives the
devi ce aut hentication trigger fronLtQﬁ service server 10 (first receiving
I"nf

means) 5 and connects to the conpany- ormation allocation server 6. The

CE device 3 then reads out the device ID 13 set to the CE device 3 and
acquires the conpany information 15 in the device ID 13 to transmt the
acqui red GBWpaRYIFAFBT nele & fsviee Bheo conmpwmef itaf bhemsdmmrmaid ocat i on
server 6 g%#;st 10 transmtting nmeans). The CE device 3 requests the
company- i‘RFGFAEEIBR &t tUEttiionn seeveer € 6(%$Rc o i r m t he

aut henti cati onfﬂgr@ft%@ilcgcgt Lg@efx%sve%‘e?gtgg?egsgg nerﬁt%%gg& Step 10). The

conpany-i nformation allécation Server any

~informati @3ilgetr e hg LChe !Eges§r§éfcfﬂ\@fﬂisfgﬁéeéiviégrhéﬁﬁgrﬁges Fhe

~allocation sérver table 21 for the connection or mat |
aut hensi canidonohAeges tdldheCabipangel ¥RsrathtionWal ChctfeolCEdenircg. 3 is to
-be The CE device 3 then reads out the device ID 13 set to the
.CE device 3 and acquires the company information 15 in the
device ID 13 to transmit the acquired company information 15
to the company~information allocation server 6 (first
10 transmitting means). The CE device 3 requests the company-
information allocation server 6 to confirm the
authentication~target allocation server B8 to be connected
{Step 10).
The company-information allocation server 6 receives
15 - the company information 15 from the CE device 3 (receiving
means), and searches the allocation server table 21 for the
connection information for the authentication-target
allocation server 8 to which the CE device 3 is to be
connected by using the received company information 15 as a
20 key. The company-information allocation server 6 then
transmits the searched connection information to the CE
device‘B (transmitting means) (Step 70).
The CE device 3 recei#es the connection information
from the company—infofmation allocation server 6 (second

25 receiving means), and connects to the authentication-target




connected by using the received conpany information 15 as a 20 key. The
conpany-information allocation server 6 then transmts tl3euaeaotdhed
connection information to the CE device 3 (transmitting neans) (Step 70)
‘The CE device 3 receives the connection information fromthe
conpany-information allocation server 6 (second 25 receiving nmeans), and
connects to the authentication-target 30 June 2005 41 "allocation server 8
based on.the received connection information. The CE device 3 then
transmts the device ID 13 to the authentication-target allocation server
8 (second transmtting neans), and"r%hdésts the authentication-target .5
all ocation server 8 to confirmthe authentication server 9 to be connected
(Step 15). In response to this request, the authentication-target

al | ocat i oRldergeiom seaeiryv€sberheddevide krBcgdvédomonhestGen device 3, and
sear ches the aut hentication server table 22 10 for the connection

i nf or mat i gR PB@a¥%ﬁ¥1auﬂﬁ@h@ﬁcéﬁVéﬁes%rﬁﬂﬁﬂ tga@émmh$c¥hﬁtﬁ?V@Eed§D|ce 3isto

be connecﬁ

d u3|n % celvgd devi s a key
authentlca§ 5 #k l&@%ﬁ?ﬂn §¥ﬁﬁﬁmgﬁg°FﬁEho?r%ﬁE¥ﬁ?:? ﬂﬁ@cgﬁgrched
S 401 S T, ok P LS,
connecs i OB1i BESE I isRvEer st BE st e ithal h@PheSEI VA1 S sReebyed fromthe

aut henti cation-target allocation
' to be connected (Step 15}.

Inrresponse to this request, the authentication-target
allocation server 8 receives the device ID 13 from the CE
device 3, and searches the authentication server table 22

10 for the connection information for the authentication server
9 to which the CE device 3 is to be connectedrby usiﬁg the
received device ID 13 as a key. The authentication-target
allocation server 8 then transmits the searched connection
information to the CE device 3 (transmitting means) (Step

15 80).

The CE device 3 connects to the authentication server 8
based on the connection information for the authentication
sexrver 9 received from the authentication-target allocation
server B. The CE device 3 then transmits the authentication

20 - information to the authentication server 9 (authentication-
information transmitting means), and receives the
authenfication result from the authenticétion server 9
(authentication~information receiving means). In this
manner, the CE device 3 communicates with the authentication

25 server 9 to perform a device authentication segquence (Steps




CE device 3

server 8. The CE device 3 then transmts the authentication 20 information
to the authentication server 9 (authentication- infornmati3guheaossitting
nmeans), and receives the authentication result fromthe authentication

server 9 (authentication-information receiving nmeans). In -this manner,

the CE device 3 comunicates with the authentication 25 server 9 to perform
a device authentication sequence (Steps 30 June 2005 42 20 and 93). In
this device authentication sequence, for exanple, the CE device 3 '
transmts the authentication information, such as the device ID 13 or the
passphrase, to the 5 authentication sérver 9 that conpares the transnitted
aut hentication information with the information in the authentication
information table 23 for confirmation.. The device authentication system1
may be st PfcenfeB3ko0 as to ensure the security of the line connection

- between the 10 CE device 3 and the authentication server 9 using, for

exanpl e, a cryjft dgrapRPELERCARFRRRE forttiani AgdercuforsserBR1ed ayer (SSL)
aut hent | cPranti SCHRN of FeanorRerrs TRt nat (imint o oat h i s
encr ypt ed sishngs (e, S8lcite 13515980 a8 30 ghzsgeurLd yygommuni cat i on.  The
aut hentication server 9 transmts, to the 5eV| te . the aut hentication
resul t5 corteRPRATEAG dr0 skh@eradt fent | Gata98si LT #BLALN digeei ved from the
authentication information with the information in the |
authentication information table 23 for confirmation.
The device authentication system 1 may be structured so
as to ensure the security of the line connection between the
10 CE device 3 and the authentication server 9 using, for
example, a cryptographic technique including a secure socket
layer  (S8L}) before the data transmission and/or reception
involving the device authentication is performed. In this
case, the communication path is encrypted using the SSL to
15 : realize a high-security communication.
The authentication server 9 transmits, to the CE device
3, the authentication result co;rgsponding to the
authentication information receivéd from the CE device 3
(Step 95). Simultaneously, the authentication server 8
20 - issues a one-time rassword used when the service éerver 19
subsequently confirms whether the CE device 3 is surely
authenficated by the authentication seiver 9, and transmits
the issued one-time password to the CE device 3.
Issuing the one—timé password can prevent spoofing

25 including a counterfeit server having a function similar to




(Step 95). Sinultaneously, the authentication server 9 20 issues a one-tine
password used when the service server 10 subsequently c@ofjunegoodet her the
CE device 3 is surely authenticated by the authentication server 9, and
transmts the issued one-tine password to the CE device 3.- Issuing the
one-tinme password can pr.event spoofing 25 including a counterfeit server

havi ng - a function simlar to 30 June 2005 - 43 that of the authentication
server 9. The authentication server 9 associates the issued one- tine
password with the device ID 13 of the device 3 to which the one-tine

password is issued and stores the 5 ag ociation. The CE device 3 transnits
the authentication result and one-tine password received fromthe

aut hentication server 9 to the service server 10 (authentication-result
transmittithgt REafRg awhentdqabben s¢rveyervice server 10 to provide the 10

correspondi ng servic Steg Hﬁg' Also in this case, a _cryptographic
t echni que, such*a$4 gzfat PEVELed Péso?h%?%*ast@et Frésg%@u?ﬁl?y of the

| ne connggiop,  Te. Skt ns gl d G aoelyes, Lhe, agthent icgtion resul t,

t he devic e one-tine password

service sghyeh @Qet&-?élttﬁn@nﬁakééow% %@u\éadan&‘egfﬁ&ee | RpL3 and one-time
password to the authentication server 9, and requests the authentication
server59 hésociation.

The CE device 3 transmits the authentication result and
one-time password received from the authentication server 9
to the service server 10 (authentication-result transmitting
means), and requests the service server 10 to provide the

10 corresponding service (Step 25). Also in this case, a
cryptographic technique, such as the SSL, may be used to
increase the security of the line connection.

The service server 10 receives the authentication
result, the device ID 13, and the one-time password from the

15 CE device 3.

The service server IQ then transmits the received
device ID 13 and one-time password to the authentication
server 9, and requésts the authentication server 9 to
confirm the authentication in that the authentication result

20 received from the CE device 3 is surely issued from the
authentication‘server 9 (Step 55).

The authentication server 9 receives the device ID 13
and the one-time password from the service server 10, and
compares the received device ID 13 and one-time password

25 with the device ID 13 and one-time password associated in




confirmthe authentication in that the authentication result 20 received
fromthe CE device 3 is surely issued fromthe authenti cGotjups200sver 9
(Step 55). The authentication server 9 receives the device ID 13 and the
one-tinme password fromthe service server 10, and conpares the received
device ID 13 and one-tine password 25 with the device ID 13 and one-tine
password associated in 30 June 2005 - 44 Step 95 to confirm whether the
authentication is surely perforned by the authentication server 9. The
aut henti cation server 9 then transm’t% the confirmation result of the
aut hentication to the service server %6 (Step 5 98). The security of the
communi cati on between the service server 10 and the authentication server
9 in Steps 55 and 98 described above can be increased using a

crypt ogr apttieP 2PeEAntepilirm utiethert hbe S8ithell iTheierris caursdiwer 10
receives the confirmation result of the authentication fromthe

aut hent i cRSIRTRERVRY Gie svdhenshrrEhen wirdvear 9t heThat henti cation resul t

transmtt r.Qm e CE devic is surely .issuyed fromthe authentication
server 9. %I%ft%teﬁgkgégw%esesré’re\;e‘? %Be%oﬂﬁr?ﬁ‘?éttgh St AP RARHPENt i cat i on
result recgiswed Lromd _ ' enticates_the ice 3, the
service ser\?er 10 star F?tgtégqg%%gfe'%g tt:%géﬁsbe%\?F%éE?os%]ﬁ‘ée%Ogglﬁtgg 3 (Step
60). The @E)device 3 receives the provided service, such as

The security of the communication between the service
server 10 and the authentication server 9 in Steps 55 and 98
described above can be increased using a cryptographic
technique, such as the SSIL.

10 The service server 10 receives the confirmation result
of the authentication.from the authentication server 9, and
confirms whether the authentication result transmitted from
the CE device 3 is surely issued from the authentication
server 9. If the service server 10 confirms that the

15 authentication result received from the CE device 3
authenticates the CE devi;e 3, the service server 10 starts
to provide the service to the CE device 3 (Step 60).

The CE device 3 receives the provided service, such as
content, from the service server 10. The user utilizes the

20 received service (Step 30).

If the confirmation of the authentication is not
received from the authentication servef 9 or if the
authentication result received from the CE device 3 does not
authenticate the CE device 3 in Step 60, the service server

25 10 providés no service to the CE device 3.




content, fromthe service server 10. The user utilizes the 20 received
service (Step 30). If the confirmation of the authenti cat3dtalune2006t
received fromthe authentication server 9 or if the authentication result
received fromthe CE device 3 does not authenticate the CE device 3 in Step
60, the service server 25 10 provides no service to the CE device 3. 30
June 2005 - 45 Figs. 5A and 5B illustrate exanples of protocols used as
the device authentication trigger. Fig. 5A is an exanple of a protocol used
in known device authentication. This protocol includes the URL 31 of 5 an
aut hentication server, the nane 32 of Service (authentication service)
provi ded by the authentication server, the URL 33 of a site to which the
CE device 3 is to be connected after the authentication succeeds, the URL
34 of a destiftds oA endhéBait hastidadat esampaes sof ambtmoddei veed 10

~aut henticatiop ver sion 35. There may be several versions of device

aut hent i c&Si SR SERHCYi FH @t catiof cesiggar -used in the service server for
di fferent versg, The device t tication represents the

vershons.aThe devieg,atl Nantl cati g yersion 35, epres
used version nunber. 15 AS G&SEP1DEd EbBVES°FhRe KA HroPyCol incl udes
conmect | oasuatl gaLAAN, LURLek, orkle AWSI TLL08 s ety 30N O
i nfornAti @f. authentication server, the name 32 of a service

(authentication service) provided by the authentication

'servér} the URL 33 of a site to which the CE device 3 is to

be connected after the authentication succeeds, the URL 34

of a destination if the authentication fails, and a device

10 = authentication version 35.

There may be sevéral versions of device authentication,
and different services are used in the service server for
different versions. The device authentication version 35
represents the used version number.

15 o As described above, the known protocol includes
connection information'(URLs) to the authentication server,
and the CE device 3 connects to the authentication server
based on the connection information.

Fig. 5B is an example of a protocol used as the device

20  authentication trigger in the first embodiment.

This protocol includes a primary protocol 41 and a
secondéry protocol 50. -

The CE device 3 usually uses the primary protocol 41 to
connect to the company-information allocation server 6.

25 However, when the CE device 3 cannot connect to the company-




Fig. 5B is an exanple of a protocol used as the device 20 authentication
trigger in the first enbodi nent. This protocol includes agingeopspr ot ocol
41 and a secondary protocol 50. The CE device 3 usually uses the primary

protocol 41 to connect to the conmpany-information allocation server 6. 25

However, when the CE device 3 cannot connect to the conpany 30 June 2005

46 information allocation server 6 because, for exanple, a failure occurs
in the conpany-information allocation server 6 or the conpany-information
al l ocation server 6 is busy, the CE device 3 uses the secondary protocol

50 to connect to 5 an auxiliary conpaf§-rnfornation allocation server 6.
Basically, the primary protocol 41 and the secondary protocol 50 have the
sanme information. The primary protocol 41 includes the URL 42 of the
conpany- i rifndioraaicénnakl boztiieom server 6,bddmusgnEocd3eRimple,l@ service

(allocation service) provided by the conpany information allocation server
6, the URfa44uge acsure im thghicompehy- OE e terd alld otat ben cismweat ed after

t he authg?tic%hion succeeds, the URL 45 of a destination if the
aut hent i cat i°n “P8i FETPIR P IREPRELCRUFhESRA [T GRTVEFSP ofs 4B1SY15 As

descri bed owe, ,the pri mar ot ocol 1 i ncl uydes nnection information
( URLS) tott%eﬁgo%%gﬁﬁgi%ﬂ5¥%hgﬁ n=°&Pt %ﬁﬁiQﬁ#ﬁﬂﬁP&eg86,°éﬁﬁuFﬁ% €8 device 3

~connects 1 biigi1¢QrPaRrdRn RRbEAR: Abd QEAAR 1 3AT YEE & hased on the

Basically, the primary protocol 41 and the secondary
protocol 50 have the same information.
The primary prétocol 41 includes the URL 42 of the
company-~information allocation server 6, the name 43 of a
.10 service ({allocation service) provided by the company-
information allocation server 6, the URL 44 of a site to
which the CE device 3 is fo be connected after the
authentication succeeds, the URL 45 of a destination if the
authentication fails, and a device authentication version 46.
15 As described above, the primary protocol 41 includes
connection information (URLs) to the company—iﬁfprmation
allocation server 6, and the CE device 3 connects to the
company-information allocation server 6 based on the
connection information.
20 According to the first embodiment described above, the
following advantages are offered.
(i) Each company being in charge 6f the authentication
“of the CE device 3 can be allocated as the device
authentication target. In addition, the allocated company

.25 .can allocate the device authentication to each




connection information. 20 According to the first enbodi nent descri bed
above, the follow ng advantages are offered. (1) Each c@mreag2besng in
charge of the authentication of the CE device 3 can be allocated as the
device authentication target. In addition, the allocated conpany 25 can
al l ocate the device authentication to each 30 June 2005 - 47

aut hentication server 9. (2) Confidential information that is uniquely set
in each conpany is usually used to performthe device authentication. I|f
the information concerning all the 5 ﬁroducts that are subjected to the
devi ce authentication concentrates of one devi ce- aut henti cati on-target
allocation server, the confidential information or product manufacturing
information (the nunber of nmanufactured products can be found based on the
devi ce | Davrgheptieaiclorl Gegywpafy can | eak into ot her conpani es. However,
since the device authentication system1l of the first enbodi nent can be
set such that o0 Forkédephbahyinffmardonoshal| btattionelyepobrim for

al l ocati ng_the_aut hent, cation.target based on e conpany information is
shar ed be%ﬁ@gnc?TﬁﬁQ%nﬁﬁaHsgggthug%éiEP $hFOrg %Eﬁa Y43 confi denti al

| nformat i ancA0M A SGRULLLY; L S AChIRkedonf3), e Liymeand cost
required %or %etectlng thée au henléﬁﬁlon server'y %anlbe reduced.
53 products that are subjected to the device authentication
concentrates on one device—authenticétion—target allocation
server, the confidential information or product
manufacturing information (the number of manufactured
products can be found based on the device ID 13} of each
10 company can leak into other companies. However, since the
device authentication.system 1l of the first embodiment can
be set such that only the company-information allocation
server 6 for allocating the authentication target based on
the company information is shared between the companies, it
15 is easy to manage the confidential information and a high
security is achieved.
{3) The time and cost required for detecting the
authentication server 9 can be reduced.
(4) Separating the determination protocol for
20, determining the authentication server 9 from the
authentication protocol used in the authentication server 9
allows‘open accommodation to various ahd unique
authentication methods.
(3) In the connection of the CE device 3 to the

25 company-information allocation server 6, there is no need to




(4) Separating the determ nation protocol for 20 determ ning the

aut hentication server 9 fromthe authentication protocol3ousmd 2005t he

aut henti cation server 9 allows open accommodation to various and uni que
aut henti cati on nethods. (5) In the connection of the CE device 3 to the 25
conpany-information allocation server 6, there is no need to 30 June 2005
- 48. transmt the passphrase or the device ID 13 to the conpany-
information allocation server 6, thus increasing the security. (6) In the
connection of the CE device 3 to the j.authentication-target allocation
server 8, there is no need to transan t he passphrase to the

aut hentication-target allocation server 8, thus increasing the security.
Al t hough, according to the first enbodi nent, a case in which the

aut hent i cdtHeEFTEE| gﬁérpﬁsrscﬁhltaw@ o&r theedeweiaeID133 1o Hoescommanyircl ude the
connection information for the authentication server 9, that is, a case in

whi ch the * BhE PR AT AP PP FegVRE Aot T iSe dPFFEasiag ddiri bed, the

pr esent i@%ﬁﬂ&g%g is not limted to this case. The device authentication
system 1 accordinhg to the present invention 15 may be structured so as to

enter the allogef!on yasenABLY;oMNen e cRULDENL cRldpnygerver 9 1s not
specified and so as to bypass t%e al l ocation phase and to directly perform
t he aft henitheatieatbhei-weeret-hal Chcdevd &ss¥vanrd gl hehere is no need

to transmit the passphrase to the authentication-target

allocation server 8, thus increasing the security.

Although, according to the first embodiment, a case in
which the authentication trigger from the service server 10

10 does not include the connection information for the
authentication server.9, that is, a case in which the
authentication sefver 9 is not specified is described, the
present invention is not limited to this case. The device
authentication system 1 according to the present invention

15 may be structured so as to enter the allocation phase only
when the authentication server 9 is not specified and so as
to bypass the allocation phase and to -directly perform the
authentication between the CE device 3 and the
authentication server 9 when the authentication server 9 is

20 specified.

There is a good prospect of popularization of the CE
device.3 in the future, so that the dévice authentication
system 1 can be édopted as a basic method of a device
authentication standardization scheme.

25 Although the authentication servers 9 authenticating -




aut henti cation server 9 when the authentication server 9 is 20 specified.
There is a good prospect of popularization of the CE dewdocknd 2005t he
future, so that the device authentication system 1l can be adopted as a

basi c nethod of a device authentication standardi zati on schene. 25

Al t hough the authentication servers 9 authenticating 30 June 2005 49 the
CE device 3 are allocated. in the conpany-information allocation server 6
and the authentication-target allocation server 8 in the first enbodi nent,
t he connection information for the authentication server 9, which has been
transmitted 5 fromthe conpany-infanﬁ?ibn al l ocation server 6 and the

aut hentication-target allocation server 8 and which has been acquired by
the CE device 3, nmay be stored (connection- information storing nmeans). In
t hi s case,then€ECBedeut c® &re mayoskipdt hre Wennecpeop-shipandin drhe

- conpany-infqormation 10 allocation server 6 and the authentication-target

al | ocat i o*l1loepyépngserr ey andafihehavthentddadtdnnetetant iaklmossiron for
t he authenticatiﬁn.serve nnect to the authentication server 9

9
based on t1& '&dn e%?i%%aﬁﬁﬁﬁgﬁﬁc BH?m?WFtnqhﬁ‘CPBPEFFEPQ}%WﬁﬁﬁméélSHtO
di tl . -aut i i . t devi.
ahgﬁgnt?cgﬁﬁgﬁﬁ%r%gg%?ﬁnfégéﬁgegggé%ﬁ1 %§HE§§£|55 %%?%gﬁﬁfg%hﬁgfdinclude
i nforngt i GRom BHE Cabhgith 1@ re@hbeSHRNIEINS tient BEr bt 08 Al PR rRer Vi Ce.

Specifically, an ObjectlI D for identifying the allocation
authentication-target allocation server 8 and which has been
acquired by the CE device 3, may be stored (connection-—
information storing means). In this case, the CE device 3
may skip the connection steps to the company-information

10 allocation server 6 and the authentication—target allocation
server B and may read the stored connection information for
the authentication server 9 to connect to the authentication
server 9 based on the connection information.

In order for the CE device 3 to directly connect to the

15 authentication server %, the device authentication trigger
received from the service server 10 must include information
indicating the correspondence to the allocation service.

| Specifically, an ObjectID for identifying the allocation
service, for ekample, a device authentication service
20 protocol (DADP), must be described in the name 43 of the
service shown in Fig. 5B.
After the CE device 3 reads out the ObjectID for
identifying the allocation service in the device
authentication trigger, the CE device 3 confirms whether the

25 device authentication trigger includes the connection




service, for exanple, a device authentication service 20 protocol (DADP),
must be described in the nanme 43 of the service shown i rB0Riupe 2085 After
the CE device 3 reads out the ObjectID for identifying the allocation
service in the device authentication trigger, the CE device 3 confirns
whet her the 25 device authentication trigger includes the connection 30
June 2005 50 information for the authentication server 9, which

aut henti cates the CE device 3 and which has been allocated in advance by
the allocation service (confirm ng qegﬁsl. If the device authentication
trigger includes the connection 5 infdrmation for the authentication server
9, the CE device 3 directly connects to the authentication server 9 for
authentication, without connecting to the conpany- information allocation
server 6 adtFAHEtAGRNERT | Eha iasrthephigetion |srmwerod sehier 8. 10 If the

aut hentication server 9 is changgd when the CE device 3 accesses the known
aut hent i Caatqtg’r‘?“z;éfzeg?s othe) GHhEeVisRnd cRpd i hifthaat Pean aHrsatsdocessing is
per f or med., C voqt .location service_ in the steps scri bed
bove 15 il AEHER By cBie st tRaBioh B P e ebhiRaning e s dhe

aut hent | Caileotese by Chuthed\ilcal bR o dey | fift ThabCehY CoddirGapf I rmat i on of
the authentication fromthe authentiCation server 9, fhe evice 3
cachess5(upddoesptibe cONNEed 20RheAf OEBLdONBdr@ert Be the CE device 3

directly connects to the authentication server 9 for

authentication, without connecting to the company-

information allocation server 6 and the authentication~

target allocation server 8.

10 If the authentication server 9 is changed when the CE
device 3 accesses the known authentication server 9 in the
connection information, error processing is performed. In
such a case, the allocation service in the steps described
above is utilized to acquire the connection information for

15 the authentication server 9.

After the CE device 3 receives the confirmation of the
éuthentication.from the authentication server 9, the CE
device 3 caches (updates) the connection information for the
authentication server received from the authentication-

20 target allocation server 8.

Although, as described above, according to the first
embodiment, the CE device 3 transmits fhe device ID 13 ,
having the structure shown in Fig. 2 to the company-
information allocation server 6, the CE device 3 may

25 transmit, for example, only the information indicating which




aut henti cation server received fromthe authentication 20 target allocation
server 8. Although, as described above, according to the 30iduse 2085bodi nent,
the CE device 3 transnmits the device ID 13 having the structure shown in
Fig. 2 to the conpany- information allocation server 6, the CE device 3 may
25 transmt, for exanple, only the information indicating which 30 June
2005 51 conmpany manufactures the CE device 3, that is, the conpany
information 15, to the conpany-information allocation server 6, instead of
transmtting all the information in_t?g device |ID 5 Wen the attached
information 16 is further divided in device type information 16-1 and

i ndi vidual -device identification information 16-2, the CE device 3 may
transmt only the device type information 16-1 to the

aut hent i cTBANY PR Lagugest thr SBroeyi® ghdthay isanths tcorpaniye device ID
13 only ta_the authentjcation server 9., The determ nation whether the
entire devitE&TTBFHE '?Jrgafn% {-18d CEFPARY THHRFBEL PR 0P L1 PR SETFEX | s

transmtted ig Qgé%og . %Wt er .t he_coppany-i nfornation

al | ocati on 'server an aﬁ%@%ﬁ%ﬁ@n Foatilon taFgRr At 1Tt a0 daFTer 8
have, at Xp least, the information sufficient to determne the subsequent
destination. In order to determ ne the necessary anount of information of

the de¥i ce | DuHdie ther ¥keeched Vidifokthaddnt D€ is further divided

into device type information 16-1 and individual-device

identification information 16-2, the CE device 3 may

transmit only the device type information 16-1 to the
authentication~target allocation server 8 and may transmit

10  the device ID 13 only to the authentication server 2. The
determination whether the entire device ID is transmitted or
minimum part of the device ID is transmitted is performed
based on whether the company-information allocation server 6
and the authentication-target allocation server 8 h;ve, at

15 least, the information sufficient to determine the

| subsequent destination.

In order to determine the-necéssary amount of
information of the device ID, the service server 10 and the
company-information allocation server 6 may specify the

20 amount of information required by the company-information
allocation server 6 and the authentication-target allocation
Server.s, respectively. Alternativelf, fhe company-

_ information allocation server 6 and the authentication-
target allocation server 8 may inform the CE device 3, in

25 advance, of the amount of information of the device ID




conpany-information allocation server 6 may specify the 20 anmount of
information required by the conpany-information all ocati3®nuseg0eés 6 and
the authentication-target allocation server 8, respectively.

Al ternatively, the conpany- information allocation server 6 and the

aut hentication- target allocation server 8 may informthe CE device 3, in
25 advance, of the anmpunt of information of the device ID 30 June 2005 -
52 required in the connection. In the specification of part the device ID,
the nunber of high-order bits that_igsrequired may be specified, or nask
information indicating only the information of a 5 required part may be
provided to obtain a value given by performng an arithnetic operation by
usi ng the %Er infort tion ang.the device I D 13. For exanple, if the

devi ce | DT RN LRSS G855 PAe conpany information 15 and "110001101"

as the attached,i r i QI .and_only.the 1Q co iinformation 15 is
required, "1111 d%%%é%%%}gggéé%gg %f &%ﬁé&ggsg?ﬁﬁg%ggi FﬁPoP%E“?Bn and a
| ogi cal AND 8fighR6rasliewias khadnds ! heqiiBsly R OBERLEOD: cidiA! JiS,

"1010000000000" wmay be transmtted he nmet hod of specifying part of the
devi ce | Dmiasknahfbimatash tiadtibesinf\yneithed iney-het fslosed 15 as long as
it provides necessary data. Summary of Second Enbodi ment Referring to Fig.
6, whep tHedeErgdvipaet Faveheeprevided tserlkitednser velud Gyivenpibgvi de a

service reguirin t he device i
_ performing an arithmetic operation by using the mask

information and the device ID 13. For example, if the
device ID 13 inclgdes "1010" as the company information 15
and "110001101" as the attached information 16 and only the
'10. company information 15 is required, "1111000000000" may be
provided as the mask information and a logical AND of the
~device ID and the mask information, that is, "1010000000000"
may be transmitted. The method of specifying part of the
device ID is not limited to this. Any method may be adopted
15 as long as it provides necessary data.
Summary of Secqnd Embodiment
Referring to Fig. 6, when the CE device 3 requests the
service server 10 to provide a service requiring the device
authentication, the CE device 3 transmits the device ID 13
20 to the service server 10.
The servi;e server 10 extracts the company information
15 from the device ID 13, and transmits the extracted
company information 15 to the company-information allocation
server 6.

25 The company-information allocation server 6 searches




aut hentication, the CE device 3 transmts the device ID 13 20 to the
service server 10. The service server 10 extracts the co@@alpei2@0dr mati on
15 fromthe device ID 13, and transmts the extracted conpany infornmation
15 to the conpany-information allocation server 6. 25 The-
conpany-information allocation server 6 searches --- - -------------- -- -
30 June 2005 53 the allocation server table 21 for the conpany
information 15 to acquire the connection information for the

aut henti cation-target allocation segvgé 8. The conpany-information

all ocation server 6 then 5 transmits™tThe acquired connection information
for the authentication-target allocation server 8 to the service server
10. The service_server 10 connects to the authentication- target allocation
server 8 Mmaifagedopstite Tvmsanyahaei 2y fore the coprgayi tefEmsdsSe® on t he

transnittq%iﬁpnnectlon information, and_ transmts the device ID 13 to the
~aut hent i caty of- E5AFS BT GORDRGRISB o matipn £6EnERE | cati on-t ar get
al I ocati on, 3GLKEE 81 562 ¢ BRfoaULIGDIGapd 0 server table 22 for the

G .

L
device ID 13 to acquire the connection’information for the
aut henti cat i onrﬁ@ra&ﬁpﬁxh%ﬁgrm&ﬂ@ragﬁ_o%t&ﬂﬁ Q&E\F@Ptdscc%hon of the CE

device 3. The authentication-target allocation server
5 - transmits the acquired connection information for the

authentication-target allocation server 8 to the service
server 10.
The service server 10 connects to the authentication-
target allocation server 8 managed by the company having the
10 CE device 3 based on the transmitted connection information,
and transmits the device ID 13 to the authenticationntarget
allocation server 8.
The authentication-target allocation server 8 searches
the authentication server table 22 for the device ID 13 to
15 -acquire the connection information for the authentication
éerver 9 being in charge of the authentication of the CE
device 3. The authentication-target éllocation server 8
“then transmits the acquired connection information for thé
authentication server 9 to the service server 10.
20 © The service server 10 transmits the connection
information to the CE device 3.
The CE device 3 identifies the authentication server 9
being in charge of the CE device 3 based on the transmitted
'¢anection information, |

25 ' The CE device 3 connects tb the authentication server 9




then transmts the acquired connection information for the authentication

server

9 to the service server 10. 20 The service server 320upeZA8its t he

connection information to the CE device 3. The CE device 3 identifies the
aut hentication server 9 being in charge of the CE device 3 based on the
transmtted connection information. 25 The CE device 3 connects to the

aut hentication server 9 30 June 2005 - 54 based on the connection
information to transmt the authentication information, such as the
passphrase or the device ID 13, regu'%ed for the device authentication. In

response to the transmitted authentic

ion 5 information, the

aut hentication server 9 authenticates the CE device 3. As described above,
according to a second enbodi ment, the service server 10 identifies the

aut hent | cReS6A sertks pnnggségnopnfpEnatdwine ol brawsmily e ai | ed Descri ption
of Second Enpodi prent, The network structure of the second enbodiment is the
sane as i ATAEFHERTE BhISdOrBAEL PRI g3 asThBe SBARSPHEASS S¥céPRuneral s are

d i i . JThe devi |.D d_i he CE devi
155 10,1 803 EL3h e SR, SOIOBER e TS LeylERB ARG (e O dev.ce

3 of the se

e I'S e sane

1] ustrates the, relabhooshh Popetiesn Lhe G, davige 3:8nd each server in

the device authentication system

5

10

15

20

25

information, the authentication server 9 authenticates the
CE device 3.

As described above, according to a second embodiment,
the service server 10 identifies the authentication server 9
based on the dewvice ID 13.

Detailed Description of Second Embodiment

The network structure of the second embodiment is the
same as in the first embodiment (Fig. 1). The same -
reference numerals are used to identify the same components.
The device ID used in the CE device 3 of the second
ermbodiment is the same as one shown in Fig. 2.

Fig. 6 illustrates the relationship between the CE

device 3 and each server in the device authentication system

1.

Steps before the CE device 3 receives a service from
the service server 10 will now be described.

Step 1: The CE device 3 requests a service requiring
the defice authentication of the servi&e server 10. The CE
device 3 reads out its device ID 13 and transmits the
readout device ID 13 to the service server 10.

Step 2: The service server 10 receives the device ID 13




1. Steps before the CE device 3 receives a service from 20 the service
server 10 will now be described. Step 1: The CE device 3 30elgne2085 a service
requiring the device authentication of the service server 10. The CE
‘device 3 reads out its device ID 13 and transmts the readout device ID 13
to the service server 10. 25 Step 2: The service server 10 receives the
device 1D 13 30 June 2005 - 55 fromthe CE device 3. The service server
10 extracts the conpany information 15 fromthe device ID 13, and
transmts the extracted conpany information 15 to the conpany- information
al | ocation server 6. 5 The conpany-inP8rfmtion allocation server 6 has the
all ocation server table 21 in which the conpany information 15 is
associated with the connection information for connection to the

aut hent i cdtrioonthar gétdetiacat.i ofheeswevi@ saweirn 10hexirasts embkodi ment. The
CE device 3 is associated 10 wth the authentication-target allocation
server 8 mﬁ@géﬁl ipfowerti odPadyonnthhedeniarc 4D 8, send errarapiigs21. The

conmpany- i orma%ll on allocation server 6 searches  the allocation server
tabl e 21 u?f‘ Trthed ComRaty IPAPTRARE SN LT £8&i GRBPFHGM t he service
server lég%n aSl catlrmalnsgnts t he connection information for the
aut hent| catl oh- ar get IScatPon“8eFVer” 8, searched in the allocation

serverstable Zﬁuangﬁﬁﬁysgﬁfbfﬁaéﬁﬁy%ﬁl%gation server 6 has the
‘allocation server table 21 in which the company information
15 is associated with the connection information for
connection to the authentication-target allocation server 8,
as in the first embodiment. The CE device 3 is associated
10 with the authentication-target allocation server 8 managed
by each cémpany in the allocation server table 21.

The company-information allocation server 6 searches
the allocation server table 21 by using the company
information 15 received from the service server 10 as a key,

15 and transmits the connection information for the
authentication-target allocation server 8, searched in the
* allocation server table 21, to the service server 10.

Step 3: The sefvice*server 10 uses the cennection

information received from the company-information allocation
20 server 6 to connect to the authentication-target allocation

server 8 being in charge of the CE device 3, among the

authenfication—target allocation servér§ g.

The service server 10 then transmits the device ID 13

received from the CE device 3 to the authentication~target

25 allocation server 8.




Step 3: The service server 10 uses the connection information received
fromthe conpany-information allocation 20 server 6 to @nhwee00d the

aut hentication-target allocation server 8 being in charge of the CE device
3, anong the authentication-target allocation servers B. The service server
10 then transmts the device ID 13 received fromthe CE device 3 to the
aut hentication-target 25 allocation server 8 30 June 2005 56 The

aut henti cation-target allocation server 8 has the authentication server
table 22 in which the device ID 13 is_ associated with the connection
information for the authentication Sefder 9 being in charge of the 5

aut hentication of the CE device 3, as in the first enbodinent. The CE
device 3 is associated with the authentication server 9 in the

aut hent i cat i onTBeragherdication-raegetutidochtaonoreregydt bals| 68ati on server
8 searches 10 the authentication_server table 22 using the device ID 13

recei ved fAURCIRECTE dVITTeT 48bdeked, Inahiihatds fevife 1R drhdéti on

i nformati f ar. ui.henti cation,server. 9 searched, in the
Lt heme cofhelRliaks GASML S8hhl: 380 “Bledkma GO FOETAD T8 qep 40 The

service SerMelnlPcLers V.ﬁén}é}e.gcgegﬁgt1:9%@{1{?0%%%8“ for the
aut hentication server 9 being in chafge of thhe authentication of the CE
devi ces3. faudMehbecation of the CE device 3, as in the first
embodiment.
The CE device 3 is associated with the authentication
server 9 in the authentication server table 22.
The authentication-target allocation server 8 searches
10 the authentication server table 22 using the device ID 13
received from the CE device 3 as a key, and transmits the
connection information for the authentication server 9,
searched in the authentication server table 22, to the
service server 10.
15 Step 4: The service server 10 receives the connection
_ information for the authentication server 9 being in charge
of the authentication of the CE device 3 from the
authentication-target allocation server 8, and transmits the
received connection information for the authentication
20 server 9 to the CE device 3.
Step 5: The CE device 3 receives the connection
_informétion for the authentication serﬁer 9 from the service
server 10, and uses the received connection information to
connect to the authentication server 9. The CE device 3

25 then transmits the authentication information, such as the




authentication-target allocation server 8 and transmts the received
connection information for the authentication 20 server %0tJané RBeOSCE devi ce
3. Step 5: The CE device 3 receives the connection information for the
-aut hentication server 9 fromthe service server 10, and uses the received
connection information to connect to the authentication server 9. The CE
device 3 25 then transmts the authentication information, such as the 30
June 2005 - 57 passphrase or the device ID 13, required in the device
authentication to the authentication server 9. The authentication server 9
has an authentication information ta%fe 23 in which the device ID 13 is
associated 5 with the authentication information, as in the first
enbodi nent. The authentication server 9 conpares the authentication

i nf or mat | BASPRRERYR AT r'din chElcE Hevide Bauiired LRetRitdfdHCGRcat i on

i nformation 'hn the authentication information table 23 to performthe

devi ce auPHEREREHEF PR R0 thfc2RERSRIM A ON0ACEERY e 9 then transmits the
authent | cat i ony <yl b, 9, Lbgs OF dSice 3,51 8p 81 The C5cdeyice 3 transmts

the authentication Tesu Freceive romthe authentication server 9 to the

service senh¥eimdliodNhy1AY8sis FieciPaind CRvIBEVEh 19 iL aslacRheysyde the
service. The service server 10 receives the authentication result of the
CE devs cewdthatite deifiigivieati B outdienivienati @8 in the first

embodiment., The authentication server 9 compares the

authentication information received from the CE device 3

with the authentication information in the authentication

information table 23 to perform the device authentication.

10 The authentication server 9 then transmits the

authentication result to the CE device 3.

Step 6: The CE device 3 transmits the authentication
result received from the authentication server 9 to the
service server 10, and requests the service server 10 to

-15 provide the service.

The service server 10 receives the authentication
result of the CE device 3, and determines the authentication
result. If the CE device 3 is authenticated by the
authentication server 92, the service server 10 provides the

20 service to the CE device 3. If the CE device 3 is not
authenticated by the authentication server 9, the service
server 10 transmits, to the CE deviqe 3, an alarm indicating
that the CE device 3 is not authenticated by the
authentication server 9, and provides no service.

25 As described above, the company-information allocation




result. If the CE device 3 is authenticated by the authentication server

9, the service server 10 provides the 20 service to the GxJdewpoes 3. If the
CE device 3 is not authenticated by the authentication server 9, the
service server 10 transmits, to the CE device 3, an alarmindicating that
‘the CE device 3 is not authenticated by the authentication server 9, and
provi des no service. 25 As descri bed above, the conpany-infornmation

al l ocation 30 June 2005 58 server 6 (the first allocation server) is
conbined with the authentication-target allocation server 8 (the second

al l ocation server) to serve as an all©Ocation systemfor transmtting the
connection information for the allocation 5 target to the CE device 3. The
al l ocation systemhas allocation-information receiving neans for receiving
al | ocat i oAeEwedr frattihen firre dbleeatiqn BRramd)t he conpasd withokhati on 15)
fromthe service server 10 and connection- information transmtting neans
for transAPERERY Gatd cPotesARECRHIRFA G SEEVEBA £ URIH® tS6CCRE aut henti cati on

server 9. he_ function OE %he al |l ocati_on i%stenlna% %%e&eggézed by one
0

aIIocatioﬁlsg?%%ﬁqquﬁﬁrﬁﬁr B IS (e fPoRIBP T HE™ ¢ nmpany-information

al | ocati op gL er. £, R0t hahnole fe s AUDERs LEatL Ol ALGGheaLL ggati on

server 8. 15 Furthernore, en the conpany-infornmation a | ocation server 6
i's conbi nedryét hed hdcankhasii €at3 on-mrar get ocati @cadyHensar¥er 8 to serve as

the allocation system the
allocaticn-information receiving means for receiving
allocation information (the device ID 13 and the company
information 15) from the service server 10 and connection-
information transmitting means for transmitting the
10 connection information (URL) to the authentication server 9,
‘The function of the allocation system may be realized
by one allocation server having both the function of the
company-information allocation server 6 and that of the
authentication-target allocation server 8.
15 Furthermore, when the company-information allocaticn
- server 6 is combined with the authentication-target
~allocation server 8 to serve as the allocation system, the
service server 10 has allocation-information receiving means
for receiving the allocation information from the CE device
20 3, allocation-information transmitting means for
transmitting the ailocatioh information to the allocation
system{ connection-information receivihg means for receiving
the connection information for the authentication server 9
from the allocatioﬁ sﬁstem, and connection-information

25 transmitting means for transmitting the received connection




service server 10 has allocation-information receiving neans for receiving
the allocation information fromthe CE device 20 3, all ogatjusezoodg or mati on
transmtting neans for transmtting the allocation information to the
allocation system connection-information receiving neans -for receiving

t he connection information for the authentication server 9 fromthe

all ocation system and connection-information 25 transmtting neans for
transmtting the received connection 30 June 2005 - 59 information for
~the authentication server 9 to the CE device 3. In the allocation system
t he conmpany-information- allocations&ver 6 (the first allocation server)
receives 5 the first allocation information (the conpany infornmation 15)
fromthe service server 10 and transmts the connection information for

t he aut heahfeahatoior aegetthal haothénnivadioveserdef t hecsatendEabdéenad | on
server) to the service server 10. The authentication-target allocation
server 8 Beceives the 10 second allocation information (the device |ID 13)
fromthe service server 10 and transmts the connection information for
t he authentlchiGﬁeséﬁ@@Fa©l°¢ﬁ§¥Stﬁmrst%¢f¢QﬂRﬁﬂ¥ﬂ?n§96WFﬁ§°% process in

whi ch the ervi ce server rovi des ervice re ring the 15
AUt hent | CALEGTAT {57 RB=ER dbv ( ERS #57k RO LA Le" SRARem: HERRRBNS system 1 i n

the segongd,enbodiment o086, SEAYLGE S8R 9end O odidlinyF ATRANa L ILLT Mt i on

15) from the service server 10 and transmits the connection
" information for the authentication-target allocation server
8 (the second allocation server) to the service server 10.
The authentication-target allocation server 8 receives the
10 second allocation information (the device ID 13) from the
service server 10 and transmits the connection inforﬁation
for the authentication server 9.

Fig. 7 is a flowchart showing a process in which the

service server 10 provides a serviée requiring the
15 = authentication to the CE device 3 in the device
authentication system 1 in the second embodiment.

The service server 10, the company=-information
allocation server 6, and -the authentication-target
allocation server 8 follow steps surrounded by rectangular

20 boxes in the flowchart.

First, the CE device 3 requests the service server 10
to proﬁide a service requiring the authentication (Step 105}).

In response to the request, the service server 10
transmits a device authentication trigger to the CE device 3,

25 and requests the CE device 3 to transmit the device ID 13 to




al l ocation server 6, and the authentication-target allocation server 8
foll ow steps surrounded by rectangular 20 boxes in the f3Qwmba005 First,
the CE device 3 requests the service server 10 to provide a service
requiring the authentication (Step 105). |In response to the request, the
service server 10 transmts a device authentication trigger to the CE
device 3, 25 and requests the CE device 3 to transmt the device ID 13 to
30 June 2005 60 the service server 10 (Step 130). The CE device 3
receives the device authentication trigger fromthe service server 10, and
reads out its device ID 13 to tran3n?® The readout device ID 13 to the
service 5 server 10 (Step 110). The service server 10 receives the device
ID 13 from the CE device 3 (the allocation-information receiving neans).
The servi cteseeyveicd sddwr axt racés 13m .conpany information 15 fromthe
device ID 13, and transmts the extracted 10 conpany information 15 to the
conpany- i nf or rittd GIE sleivdcat Borecsicraserthe @évice authestiicethgnneans) (Step
135). The service_server 10 requests the company-information allocation
server 6 tt&1888Fi FFAM HECaFERSAER c2RT I tidrgand BRRAT RYon tSeFFELCB to be

6 1 ocei vedD LRetR oA B nAe IO SR Gl ¢ ol St Qi CE SarvareL0
(rec_ei_yi Ng.REaPs)g pg}gepsqairoqhes the allocation server table

| The service server 10 receives the device ID 13 from

the CE device 3 (the allocation-information receiving means).

The service server 10 then extracts the company information

15 from the device ID 13, and transmits the extracted

10 company information 15 to the company-information allocation
server © (first transﬁitting means) (Step 135} .

The service server 10 requests the company—informatiqn
allocation server 6 to confirm the authentication-target
allocation server 8 to be connected by the CE device 3.

15 The company-information allocation server 6 receives
the company information 15 from the service server 10
(receiving means), and searches the allocation server table
21 for the connection information fér the authentication-
target allocation server 8 to which the CE device 3 is to be

20 connected by using the received company information 15 as a
key. The company-information allocation server 6 then
transmits the searched connection-infofmétion for the
authentication-target allocation server 8 to.fhe service
server 10 (transmitting means) (Step 160}, |

25 The service server 10 receives the connection




21 for the connection information for the authentication- target allocation
server 8 to which the CE device 3 is to be 20 connected [3p Juséd00% he
recei ved conpany information 15 as a key. The conpany-information

al l ocation server 6 then transmts the searched connection information for
the authentication-target allocation server 8 to. the service server 10
(transmtting neans) (Step 160). 25 The service server 10 receives the
connection 30 June 2005 - 61 information fromthe conpany-infornmation

‘al location server 6 (first receiving ans), and connects to the

aut hentication- target allocation serégf_B based on the received connection
i nformation. The service server 10 then transmts the 5 device ID 13
received fromthe CE device 3 to the authentication-target allocation
server 6 (SECFAGtirRafse tEhagompangyintennatepresidochpion sexrver 6

aut henticatj,on-target allocation server 8 to confirmthe authentication

server 9 BE L6 REERY MRpiehe B (EARRFS (ot Epe1avhhentyatirBsponse to
s rensesthe s beDy| el brges, o aceien seiven, & faselves the

device ID rom Servi ce server

the aut hgpid.cakk9BnSer ML gg;pkﬁefﬁ%gigfgﬁya eg&n@géﬁgﬂit;rqﬁg'wation for the

aut hentication server 9 to whic Vi ce I's to be connected by
- using bhedeedebved UBViesivdd t3omStRe kay.debieecant hgnthgeati on-tar get

al l ocation server 8 then transmts the searched connection information for
t he authentication-target allocation server 8 (second
transmitting means), and requests the authentication-target
A allocation server 8 to confirm the authentication server 9
to be connected by the CE device 3 (Step 140).

10 In response to this request, the authentication~target
allocation server 8 receives the device ID 13 from tﬁe
service server 10 (receiving means), and searches the
authentication server table 22 for the connection
information for the authentication server 9 to which the CE

15 device 3 is to be connected by using the received device ID
13 as a key. The authentication-target allocation server 8
then transmits the searched connection information for the
authentication server 9 to the service server 10
(transmitting means) (Step 170).

20 The service server 10 receives the connection:
information for the authentication server 9 from the
authenﬁication—target allocation servér B {second recéiving
means), and transmits the received connection information
for the authentication server 9 to the CE device 3

25 (connection-information transmitting means). The service




aut hentication server 9 to the service server 10 (transmtting neans) (Step
170). 20 The service server 10 receives the connection i30fJaheapo®n for the
aut hentication server 9 fromthe authentication-target allocation server B
(second receiving neans), and transmts the received connection
information for the authentication server 9 to the CE device 3 25
~(connection-information transnitting nmeans) The service 30 June 2005 62
server 10 also transmts the device authentication trigger, which is the
“information instructing the CE device to receive the device

aut hentication in the authentication erver 9, to the CE device 3 (Step
145). 5 The CE device 3 connects to the authentication server 9 based on

t he connection information for the authentication server 9 received from
the servi GET¥EFVEY Abso Frgnseoaunhe adession ethhet doe i itedigigen, server 9
to performa _device authentication sequence Stegs 115 and 180). 10 In
this devi & l&ﬂtﬁ%n??%xﬁqﬁ9¥m§§&ﬂénb%?t?%ﬂ*%&ﬁa#&?e? 9476l BE3déPi ce 3

transmts .authentication informtion, ., such as _the device ID 13 or the
passphrasg%ggé %H@“pé%?ﬁéﬁtFggg?ﬁﬁl%%ﬁw%$Jﬁ‘?ﬁﬁta%EW%gFﬁ?%ﬁﬁg transnitted

aut henti cabi9B.i 8§f ardratjoRpWskh; Lhesin Eon in the 15 authentication

i nformation taﬁle’23 foF ?gn?%?ﬁ%€i%n&£%%£%gggfce aut hentication system1
may bes st ruct wed cE0 de@Sck 03 eiSHHR: tsh@ oS RN &t vht ilda@ 1 bhNge SREEct i on

bet ween t he
- based on the connection information for the authentication
server 8 received from the service server 10, and
communidates with the authentication server 9 to perform a
device authentication sequence (Steps 115 and 180).

10 In this device authentication sequence, for example,
the CE device 3 fransmits the authentication informafion,
such as the device ID 13 or the passphrase, to the
authentication server 9 that com?ares the transmitted
authentication information with the information in the

15 authentication information table 23 for confirmation.

The device authentication system 1 may be structured so
as to ensure the security of the line connection between the
CE device 3 and the authentication server 9 using, for
example, a cryptographic technique including the SSL before

20 the data transmission and/or reception involving the device
authentication‘is performed.

The authentication server 9 transﬁits, to the CE device
3, the authentication result corresponding to the
authentication information received from the CE device 3

25 (Step 185). Simultaneously, the authentication server 9




CE device 3 and the authentication server 9 using, for exanple, a

crypt ographi c technique including the SSL before 20 the ¢atjnérapsn ssion
and/ or reception involving the device authentication is performed. The
aut hentication server 9 transmts, to the CE device 3, the authentication
result corresponding to the authentication information received fromthe
CE device 3 25 (Step 185). Sinmultaneously, the authentication server 9 30
June 2005 63 issues a one-tine password used when the service server 10
subsequently confirns whether the CE device 3 is surely authenticated by
the authentication server 9, and tran8kits the issued one-time password to
the CE device 3. 5 Issuing the one-tine password can prevent spoofing
including a counterfeit server having a function simlar to that of the
aut hent i cdtsisons seroms—-tImel basaubbénhis chtwiamn $ReVesrdias vwairesot he i1 ssued
~one- tinme password with the device ID 13 of the CE device 3 to 10 which

t he one-t istespausnblyl danfigmsedhahbdestdre Skt HeviassdcimtsurelyThe CE devi ce
3 transmits the authentication result and one-tine password received from
the aut heAFRERFHTAIES oy the aytheptiwtiice seerger 20 anhfdarnsadEst s t he

service setver 10 15 to provide the correspaonding, service (Step 120). Al so
in this %é?e}s39%%?%?56?5§hPés?ﬁﬁﬁﬁfﬁhéﬁm%GEhd%gl?%é3SSL, my be used to

_increa§e thQ SRy +AE 59@-{iﬂgaﬂ§y§%%gﬁjégh prevent spoofing

including a counterfeit server having a function similar to

" that of the authentication server 9.

The authentication server 9 associates the issued one-
time password with the device ID 13 of the CE device 3 to
10 which the one-time password is issued and stores the

association.

The CE device 3 transmits the authentication result and
one-time password received from the authentication Server 9
to the service seérver 10, and requests the service server 10
15 to provide the corresponding service (Step 120). Also in
this case, a cryptographic technique, such as the SSL, may
..be used to increase the security of the line connection.
The service server 10 receives the authentication
_ result, the device ID 13, and the one-time password from the
20 CE device 3,
| The service server 10 then transmits the received
device'ID 13 and one-time password to £he authentication
server 9, and‘requests the authentication server 9 to
confirm the authentication in that the authentiéation result

25 received from the CE device 3 is surely issued from the



The service server 10 receives the authentication result, the device ID
13, and the one-tine password fromthe 20 CE device 3. Bogurerodse server
10 then transnmits the received device ID 13 and one-tine password to the
authentication server 9, and requests the authentication server 9 to
confirmthe authentication in that the authentication result 25 received
fromthe CE device 3 is surely issued fromthe 30 June 2005 64

aut henti cation server 9 (Step 150). The authentication server 9 receives
.the device ID 13 and the one-tine password fromthe service server 10, and
conpares the received device ID 13 anB%one-tine password 5 with the device
I D 13 and one-tine password associated in Step 185 to confirm whether the
authentication is surely perforned by the authentication server 9. The

aut hent i catutbansgcyeror® ddmwrert ParShep slie confirmation result of the

aut hentication to the service server 10 (Step 10 190). The security of the
comuni cat i on Heg isdhenacabion cxervear Yeretoivas the degtibentPch3i on server

9 in Steps_ 150 and © 190 descri bed above can be increased using a
crypt ogr apRfc *PE T GRE PégEHoRd tHAN 3be servife seF\Atdlselér 10

recei ves the confirmation.result .ofﬁép autgentiggtion from the
aut hent i cSCIBA" sor Ver FCoANGe d8Rry e EREr “Phe-HIR HARSYOZ on resul t
transmitt @dth! 92 device ID 13 and one-time password associated in
Step 185 to confirm whetﬁer the authentication is surely
performed by the authentication server 9. The
authentication server 9 then transmits the confirmation
result of the authentication to the service server 10 (Step

10 190).

The security of fhe communication between the service
server 10 and the authentication server 9 in Steps 150 and
190 described above can be increased using a cryptographic
technique, such as the SSL.

15 The service server 10 receives the confirmation result
of the authentication from the authentication server 2, and
éonfirms whether the aufhentication result transmitted from
the CE device 3 is surely issued from the authentication
sefver 9. If the service server 10 confirms that the

20 - éuthentication result received from the CE device 3
authenticates the CE device 3, the service server 10 starts
to profide the service to the CE devicé 3 (Step 155}.

The CE device 3 receives the provided service, such as
content, from the service server 10. The user utilizes the

25 received service (Step 125).




the CE device 3 is surely issued fromthe authentication server 9. If the
service server 10 confirns that the 20 authentication res3dJdune@oebsved from
the CE device 3 "authenticates the CE device 3, the service server 10
starts to provide the service to the CE device 3 (Step 155). The CE device
3 receives the provided service, such as content, fromthe service server
10. The user utilizes the 25 received service (Step 125). 30 June 2005 -
65 |If the confirmation of the authentication is not received fromthe

aut hentication server 9 or if the authentication result received fromthe
CE device 3 does not authenticate the device 3 in Step 155, the service
server 5 10 provides no service to the CE device 3. According to the
second enbodi nent descri bed above, the sanme advantages as (1) to (4) in
the first enbobf g canéirpetieedf |bheadditheohicatidme igsbows advant ages, the
second 10 enhodi nent has the follow ng advantages. (1) Wen the CE device
3 request £ECREVERr LTTR W ufheptigatinacddes 2ep¥i ke thequiring the device

~aut hent i c%hlt @htict:ahteio%Erdee\{li e_3 trané_ i tos %Ee_g vice. ID_13 to the service
server 10 ang‘ FECel ves the &gnﬁ%%‘ﬂ‘()% %ﬁé‘}' £i ﬁ f2rihe £9°5uPREnt i cati on
O LCT, 2, SRR SE R HORRLCADs e L7 SRETALALIBELOLIET by Lhe
CE devicel10 provides no service to the CE device 3. '
According to the second embodiment described above, the
same advantages as {l) to (4} in the first embodiment are
cffered.
In addition to the above advantages, the second
10 embodiment has the following advantages.
(1) When the CE device 3 requests the service sefver 10
to provide a service requiring the device authentication,
the CE device 3 transmits the device ID 13 to the service
server 10 and receives the connection information for the
15 authentication server 9 from the service server 10. Since
this operation performed by the CE device 3 is the same as
in known device authentication systems, a known CE device
can be used as the CE device 3.
(2) In the connection of the service server 10 to the
20 company—info;mation allocation server &, there is no need to
transmit the passphrase or the device ID 13 to the company-
informétion allocation server 6, thus increasing the
security.
(3) in the connection of the service server 10 to the

25 authentication-target allocation server 8, there is no need




can be used as the CE device 3. (2) In the connection of the service server
10 to the 20 conpany-information allocation server 6, tI8rJune2009 need to
transmt the passphrase or the device 1D 13 to the conmpany- infornmation

al l ocation server 6, thus increasing the security. (3) In the connection
of the service server 10 to the 25 authentication-target allocation server
8, there is no need 30 June 2005 - 66 'to transmt the passphrase to the
aut hentication-target allocation server 8, thus increasing the security.
30 June 2005 - 67 CLAIMS 1. A term_nal-device authentication system
characterized by conprising: 5 a s&rffce server for, when a service
requiring device authentication is supplied to a term nal device,
transmtting connection information for a first allocation server to the
term nal devitcenandtrgoeipdssphanseatd hend igathiean i cesibi-tfaratt he t er m nal
device; 10 the first allocation server receiving first allocation

i nf or mat i GA-lPEBkEPheseIara §al thesi tecwansintanbei se¢wgitconnecti on
information for a second allocation server corresponding to the first

al l ocation information; the second allocation server receiving second




15 allocation information fromthe term nal device and transmtting
connection information for an authentication server corzesaaadovsg to the
second al location information; and the authentication server receiving

-aut hentication 20 information - fromthe term nal device to performthe
device authentication and transmtting the authentication result to the
termnal device. 2. The termnal device that utilizes the service provided
by the service server in the termnal -device authentication 25 system
according to Caim1, the term nal device being 30 June 2005 - 68
characterized by conprising: first re€&iving neans for receiving fromthe
service server the connection information for the first allocation '
server; 5 first transmtting means for connecting to the first allocation
server based on the connection infotnetM®n received by the first receiving
means to transmt the first allocation information to the first allocation
server; second receiving neans for receiving the connection 10 information
for the secqnd all ocation server corresponding to the transmitted first

al | ocati on inf ofnE®TOIPEY SIRViRE a2vthettigqatder: pypteRrowmractesdnrad

transnitt&p neans_for connecting to the second allocation server based on
=~ CoOmpr SJT’I}%‘ .
t he connecCti on T nTormati on

5 a service server for, when a service requiring device
authentication is supplied to a terminal device,
transmitting connection information for a first allocation
server to the terminal device and receiving an
authentication result from the terminal device;

10 _ the first allocation server receiving first allocation
information from the ferminal device and transmittiné
connection information for a second allocation server
corresponding to the first allocation information;

the second alloéation server receiving second

15 allocation information from the terminal device and
transmitting connection information for an authentication
server corresponding to the second allocation information;
.and

the authentication server receiving authentication

20 information from the terminal device to perform the device
authentication and transmitting the authentication result to
the tefminal device. -

2. The terminal device that utilizes the service provided.
by the service server in the terminal-device authentication

25 system according to Claim 1, the terminal device being




15 received by the second receiving neans to transmt the second
allocation information to the second allocation server; 30huné20esei vi ng
means for receiving fromthe second allocation server the connection
information for the 20 authentication server corresponding -to the
transmtted second allocation information; authentication-information
transmtting nmeans for connecting to the authentication server based on the
connection information received by the third receiving nmeans 25 to
‘transmt the authentication information to the 30 June 2005 - 69

aut hentication server; authentication®$esult receiving means for receiving
fromthe authentication server the authentication result based on the

aut hentication information transmtted by the 5 authentication-information
transm tt ichgraetesizahdby avtbehsicat i on-result transmtting nmeans for
transmtting the authentication result received by the

aut hent i cat i onf¥rsgulrecedrdngimepniedivs receheineribame ther gervid®d The first
al | ocation server that provides the 10 connection information for the
second al PEEXET oS &FqPEECtdont Feieratiion faevibe firithetlocatAan- devi ce
aut henti cation_,systemaccording to Claim1l, the first allocation server
bei ng charaét&fi zed by conprising: receiving neans for connecting to the

termngl deviGerst transmitting means for connecting to the first

allocation server based on the connection information
received by the first receiving means to transmit the first
allocation information to the first allocation server;
second receiving means for receiving the connection
10 information for the second allocation server corresponding
to the transmitted first allocation information from‘the
first allocation server;
second transmitting means for connecting to the second
allocation server based on the connection information
15 received by the second receiving means to transmit the
second allocation information to the second allocation
server;
third receiving means for receiving from the second
allocation server the connection information for the
20 authentication server corresponding to the transmitted
second allocation information;
aufhentication—information transmitting-means for
connecting to the authentication server based on the
connection information received-by the third receiving means

25 to transmit the authentication information to the




15 to receive the first allocation information fromthe termnal device;
and transmtting means for transmitting the connection i3oflRhea0o®n for the
second all ocation server corresponding to the received first allocation
information to the termnal 20 device. 4. A termnal -device authentication
system characterized by conprising: a service server for, when a service
requiring device authentication is supplied to a term nal device,
receiving 25 allocation information fromthe term nal device, receiving 30
June 2005 - 70 connection information for an authentication server from
an allocation system based on the reb2ived allocation information,
transmtting the received connection information to the term nal device,
and receiving an 5 authentication result in the authentication server from
t he termamghedévéeeiorn seraklrocat i on system recei ving the allocation
information fromthe service server and transmtting to the service server
t he connect i ordytifemtiaatbenfoesulie rEFedutheméans i fnr s@oedéringr r espondi ng
to the recgeive ation information; and the authentication server

recei vi ng §8Phgh??%éﬁg%ﬂ¥l°PﬁF8?n%?¥YﬁFquﬁn%PﬁgefE%ﬁ@?kﬂn(ﬁ?ﬁ“&@_to _
aut Rent 1 CLeehNgn {61 AL IRULELAL AL AMRTLL LA AN A g theat ! on
5 authenticaticn-information transmitting means; and
authentication-result transmitting means for
transmitting the authentication result received by fhe
authentication-result receiving means to the service server.
3.  The first allocation server that provides the
10 . connection information for the second allocation server to
the terminal device iﬁ the terminal-device authenticaﬁion
system according to Claim 1, the first allocation server
being characterized by comprising:
receiving means for connecting to the terminal device
15 to receive the first allocation information from the
terminal device; and
transmitting means for transmitting the connection -
information for the second allocation server corresponding
to the received first allocation information to the terminal
20 - device.
4. A terminal-device authentication system characterized
by compfising:
a service server for, when a service requiring device

authentication is supplied to a terminal device, receiving

25  allocation information from the terminal device, receiving




1~ of the device authentication to the termnal device. 5. The allocation
system that provides the connection information for the38uuhe@bdxation
server to the service server in the term nal-device authentication system
‘according to Claim4, the allocation system being 20 characterized by
conprising: allocation-information receiving nmeans for receiving the
allocation information fromthe service server; and connection-information
transmtting nmeans for transmtting the connection information for the 25
aut henti cati on server corresponding to the received 30 June 2005 - 71

all ocation information. 6. The servicé®server that provi des the service to
the termnal device in the term nal -device authentication system
according to Claim4, the service server being characterized 5 by

conpri si ngonakkbtan | orEdmfadrimat fon aeceithengineahsnfservecdrobngn t he

all ocation _information fromthe term nal device; allocation-infornmation
transmi tt ieAdORBAARN fHS temahaardt Phgthh eacedmpdedl dp¢aciam on i nformation to
the 10 allqcation system connection-infaormation receiving nmeans for

recei vi ng *FPORREhRYMal 1T EESTE &1 BY sHE 19RE WEANERERSRE Y or mati on for  the
authent | a0y SE1 e £ RHERRANIADP S&LA1S LhANEILLE ATy &l Ocation
informati on; an
5 —authentication result in the authentication server from the
terminal device;
the allocation system receiving the allocation
information from the service server and transmitting to the
service server the connection information for the
10 authentication server corresponding to the received
allocation information; and
the authentication server receiving authentication
information from the terminal device to authenticate the
terminal device and transmitting the authentication result
13 of the device authentication to the terminal device.

5. The allocation system that provides the connection
information for the authentication server to the sérvice
server in the terminal-device authentication system
according to Claim 4, the allocation system being

20 characterized by comprising:
allocation-information receiving means for receiving
the aliocation information from the se?vice server; and
connection-information transmitting means for
transmitting the connection information for the

25 authentication server corresponding to the received




15 connection-information transmtting means for transmtting the received
connection information to the terninal device. 7. The aljpQeatizops syst em
according to Claimb5, the allocation informati on being characterized by 20
including first allocation informati on and second all ocation information,
and the allocation system being characterized by conprising: a first

all ocation server receiving the first 25 allocation information fromthe
service server and 30 June 2005 - 72 transmitting to the service server
connection information for a second allocation server corresponding to the
first allocation information; and thélsecond allocation server receiving
the second 5 allocation information formthe service server and
transmtting to the service server the connection information for the

aut hent i catlilocasépreintormasipandi ng to the second all ocation information
8. The service server that receives the connection 10 information for the
aut henti cat ifon Féeveerviesntdwerakhat apionidyssttbm aecwoick rgp ttheC ai m 7, the
service server, being characterized by conprisin% al l ocation-information

recei vi ng TeigatofleVEcRi Wi e tREmEPRLTIRTIGR ATBANF HEDHIAN SURTARd t he
second al%%%%&hggg to Claim 4, the service server being characterized
5 Dby comprising:
allocation-information receiving means for receiving
the allocation information from the terminal device;
allocation~information transmitting means for
transmitting the received allocation information to the
10 &allocation system;
connection—inforﬁation receiving means for recei%ing
from the allocation system the connection information for
the authentication server corresponding to the transmitted
allocation information; and
15 connection-information transmitting means for
transmitting therreceivedrconnection information to the
terminal device.
7. .The allocation system according to Claim 5, .
the allocation information being characterized by
20 including first allocation information and second allocation
| information, and
thé allocation system being charaéterized by
comprising:
a first allocation server receiving the first

25 allocation information from the service server and




15 information fromthe term nal device; first transmtting neans for
connecting to the first allocation server to transmt the juaeepused first
allocation information to the first allocation server; first receiving
means for receiving fromthe first 20 allocation server the connection
information for the second allocation server corresponding to the
transmtted first allocation information; second transmtting neans for
connecting to the second allocation server based on the connection
information 25 received by the first receiving neans to transmt the second
30 June 2005 73 allocation informalidf to the second allocation server;
second receiving neans for receiving fromthe second allocation server the
connection information for the authentication server corresponding to the
transm tt edabsmétoing atd odat isemvi 0é ofemtd O EonRRE L 1 60 efdineRibAl or mat i on
transmtting neans for transmtting the connection information received by
the secod@Irecesgdrd aelarattiont Rerver Moradespeudieg ® thee fiirsst al | ocation
server thaa provides, the 10 connection information for the second
al | ocat i of+$8FFELOR - RHFEaLdPYF c@Server in the al l ocation system according
to Cdaim7, t{géfi on server being characteri zed by

T

rst allocat
conprising: recs ViGig i %ed 'go?%ﬁl%cs&r\ﬂeﬁgrﬁﬁ‘é 7%1the S668PFon
5 allocation information form the service server and
transmitting to the service server the connection
information for the authentication server corresponding to
the second allocation information.
8. The service server that receives the connection
10  information for the authentication server from the
“allocation systém accérding to Claim 7, the service éerver
being characterized by comprising:
allocation-information receiving means for receiving
the first allocation information and the second allocation
15 information from the terminal device;
first transmitting means for connecting to the first
‘allocation server to transmit the received first allocation
information to the first-allocation server;
first receiving means for receiving from the first
20 éllocation server the connection information for the second
allocation server corresponding to the transmitted first
allooaﬁion information; ‘
second transmitting means for connecting to the second
allocation server based on the connection information

25 received by the first receiving means to transmit the second




15 information fromthe service server; and transmtting neans for
transmtting the connection information for the second a&pljogabomm server
corresponding to the received first allocation information. 10. The second
-al l ocation server that provides the 20 connection informati-on for the

aut henti cation server to the service server in the allocation system
according to Claim7, the second allocation server being characterized by
conprising: receiving means for receiving the second allocation 25
information fromthe service server; and 30 June 2005 - 74 transmtting
means for transmtting the connection’3information for the authentication
server corresponding to the received second allocation information. 11. A
nmet hod for a term nal device, adopted in a conputer 5 that utilizes the
servi ce prd¥pdadidyy irffersetybsetserheersddondt Belbes i sral sedereirce

aut henti cation systemaccording to Claim 1, the conputer being

characteri zed saFoadnpereinind inesns deceireraty eanonf ithst seeambmi tting
nmeans, sec d receiving 10 neans, second transmtting neans, third

recei vi ng? %ﬁ%tl%tsr?éﬂﬁFcéP? OF ORI PR |16f§°i-’¥‘%ﬁ%?ﬁ tk9h¢hgeans,

aut henti catJ& Qn-res receivin ngantl catiagn- result

transnitt PRG HEARE loﬁld steﬁgeﬁeig?ft‘)’éeﬁ?eci J“gc ¢ iR SBonpr i si ng:

5 second allccation information; and

qonnection—information transmitting means for
transmitting the connection information received by the
second receiving means to the terminal device.

8. The first allocaticn server that provides the
10 connecticn information for the second allocation server to

the service server in.the allocation system according to
Claim 7, the first allocation server being characterized by
comprising:

receiving means for receiving the first allocation

15  information from the service server; and

transmitting means for transmitting the connection
information for the second allocation server corresponding
to the received first allocation information.

.10. The second allocation server that provides the
20 connection information for the authentication server to the

-service server in the allocation system according to Claim 7,
the seéond allocation server being chafacterized by
cbmprising:

receiving means for receiving the.second allocation

25 information from the service server; and




15 a first receiving step of receiving, by the first receiving neans, the
connection information for the first allocation server f3oQuméReoservice
server; a first transmtting step of connecting to the first allocation
server based on the connection information 20 received in the first
receiving step to transmt the first allocation information to the first
all ocation server by the first transmtting neans; a second receiving step
of receiving, by the second receiving nmeans, the connection information
for the second 25 allocation server corresponding to the transmtted first
30 June 2005 - 75 allocation inforfaffoh fromthe first allocation server;
a second transmtting step of connecting to the second allocation server
based on the connection information received in the second receiving step
to transmt therssesodndibgahéaraticon trphemietion tthe tdoeneecdbma al | ocati on
server by the second transmtting nmeans; a third receiving step of

recei vi nginbgrigelemifiar thecanvhemtinsnion skaveonpertesaendihar tat i on for
the auth Etication erver corresponding to the transmtted 10 second

al | ocat i oftPPnF BT Y0P PEMh EhtoSRCH 1&fPERat ¥h server; an
cuthent | o2t 451 LTINS 90T R ROSTLANR0ER, oo BTSH BIARBHE (n ne
third gecehytNgeS1#f2s the service provided by the service server in
-the terminal-device authentication system according to Claim
5 .
the computer being characterized by comprising first
receiving means, first transmitting means, second receiving

10 means, second transmitting means, third receiving means,
authentication—informétion transmitting means,
authentication-result receiving means, and authentication-
result transmitting means, and the method being
characterized by comprising:

15 a first receiving step of receiving, by the first
receiving means, the connection information for the first
allocation server from the service server;

a first transmitting step of connecting to the first
allocation server based on the coﬁnection information

20 fecéived in the first receiving step to transmit the first
allocation information to the first allocation server by the
first fransmitting means;

a second receivihg step of receiving, by the second
receiving means, the connection information for thersecond

25 allocation server corresponding to the transmitted first




15 to transmt the authentication information to the authentication server
by the authentication-information transmtting nmeans; ars0June 2005

aut hentication-result receiving step of receiving, by the

aut hentication-result receiving neans, the 20 authentication result based
on the authentication information transmtted in the
authentication-information transmtting step fromthe authentication
server; and an authentication-result transmtting step of transmtting, by
the authentication-result transmtting 25 neans, the authentication result
received in the 30 June 2005 76 authentication-result receiving step to
the service server. 12. Afirst allocation nethod of providing the
connection information for the second allocation server to the term nal
devi ce i nalfecheloh nidfadesitéenaticbenthsatiyt sysbes boraceordi-ng to daim 1,
the first allocation nethod being adopted in a conputer including
recei vi ng nmeans sawbndr dreneind tbgnoredep, odndothect frg sto ahkosatons#t net hod
being characterized by conprising: a receiving step of connecting to the
terninal @¢PEetian fFveschPredt Ae the stormiscsdani dnfermajrimat i on fromthe
term nal device Qy.th receiving neans; and a transmtting step of
transnitt g Byt He gh%%fﬁ§ﬁ??tgﬁﬁeﬁﬁﬁﬁ%,SqﬁPeteoﬁﬁ%%ﬁm%ﬁlq §ERERFon for
the sgcond:8LLeralt | HERLY 8o CP5 SRR UG L1508 {§Ea 8L, LiS!

the second transmitting means;

a third receiving step of receiving, by the third

receiving means, the connection information for the
authentication server corresponding to the transmitted
10 second allocation information from the second allocation
server;
an authentication-information transmitting step of
connecting to the authentication server based on the
connection information received in the third receiving step
15 to transmit the authentication information to the
authentication server by the authentication-information
transmitting means;
an authentication-result receiﬁing step of receiving,
by the authentication-result receiving means, the
20 authentication result based on the authentication '
information transmitted in the authentication-information
transmitting step from the authentication sérver; and
an authentication-result transmitting step of
transmitting, by the authentication-result transmitting

25 means, the authentication result received in the



15 allocation information to the term nal device. 13. An allocation nethod
of providing the connection information for the authentisgaiihenoserver to
the service 'server in the term nal-device authentication system according
to Caim4, 20 the allocation nethod being adopted in a conputer system
including allocation-information receiving neans and '
connection-information transmtting neans, and the allocation nethod being
characterized by conprising: an allocation-information receiving step of
~receiving, 25 by the allocation-information receiving neans, the 30 June
2005 - 77 allocation information fréf the service server; and a
connection-information transmtting step of transmtting, by the
connection-information transmtting neans, the connection information for

t he aut hertutb@nitdénabicmrnaruldorees poimgy ngtdm Hdheheeservitk addraeat.i on
information. 14. A service providing nethod of providing the service to

t he terni nall?devRc&ifrat thldlacationanetdesd cef andvédingathercomesttdgnaccor di ng
to Caim4, fthe servi ce providing met hod bei ng adopted in a 10 conputer

i ncl udi ng *ATCGEAELBR- TF orifatieGAT e b OF Mgt e AfE Ve L ab P ddist itGFM ARG mat i on

transmtt Id%gri ans, tl(}:gntnect.l O%—_FI nf or mat.i.on I’.EC%%LVI ng means, and

e EVhGS neAHE TR HRB 2% %e provi di ng

connecti Or]-l Nt or mat ron %rl’mélﬁlg ~m
met hodsbeiRgorahag ac &fizefl Ry conprising:

the first allocation method being adopted in a computer
- including receiving means and transmitting means, and the
first allocation method being characterized by comprising:
a receiving step of connecting to the terminal device
10 to receive the first allocation information from the
terminal device by the receiving means; and
a transmitting step of transmitting, by the
transmitting means, the connection information for the
second allocation server corresponding to the received first
15 allocation information to the terminal device.

13. An allocation method of providing the connection
information for the authentication server to the service
servef in the terminal-device authentication system
according to Claim 4,

20 : the allocation method being adopted in a computer
" system includipg allocation-information receiving means and
connection-information transmitting méans, and the
~allocation method being characterized by comprising:
an allocation-information receiving step of receiving,

25 Dby the allocation-information receiving means, the




15 an al l ocation-infornmation receiving step of receiving, by t he

al l ocation-information receiving nmeans, the allocation i3ofJuhe@o0®n from
the term nal device; an al | ocati on-i nfor mati on transmtting step of
transmtting, by the allocation-information transmtting 20 neans, the
recei ved allocation information to the allocation system a
connection-information receiving step of receiving, by the
connection-informati on receiving means, the connection information for the
aut henti cati on server 25 correspondin? to the transmtted allocation

i nformation from 30 June 2005 - 78 the allocation system and a
connection-information transmtting step of transmtting, by the
connection-information transmtting nmeans, the received connection

i nf or mat i edlvoathen tierfiurmalcioh deomcthe EervAceetbedetoraral servi ce server,

of receiving the connection information for the authentication server from
t he aIIocatloﬁi§V§P@@¢a@@0¥@f¢xpaﬁﬁqn &mﬁnsmlttmﬂgnﬁﬂﬁ@dOEelng adopted in a
conput er |nclud|n | | ocation-information receiving neans, first

transm tti*hg SHean 'fl ¥s tthee EBPRE R %aﬁsforgléeéﬁa EFanfHiktiPAg neans,

second re n neans and conn n |nfor transmtting means, and
t he netho%géé%hgtc STARFST B § I%%ﬁﬁ “dutherticatio

5 server corresponding to the recelved,allocation information.

14. A service providing method of providing the service
to the terminal device in the terminal-device authentication
system according to Claim 4,

the service providing method being adopted in a
10 computer including allocation-information receiving means,
allocation-information transmitting means, connectioﬁ—
information receiving means, and connection-information
" transmitting means, and the service providing method being
characterized by comprising:
15 an allocation-information receiving step of receiving,
by the allocation-information receiving means, the
~allocation information from the terminal device;
an allocation-information transmitting step of
transmitting, by the allocatidn—information transmitting
20 means, the received allocation information to the allocation
system;
a éonnection—informétion receiviné step of receiviné,
by the connection-information receiving means, the
connection information for the authentication server

25 corresponding to the transmitted allocation information from




15 an allocation-information receiving step of receiving, by the

all ocation-information receiving neans, the first all oc@0iJonei280%r mati on
and the second allocation information fromthe term nal device; a first
transmtting step of connecting to the first 20 allocation server to
transmt the received first allocation information to the first allocation
server by the first transmtting neans; a first receiving step of
receiving, by the first receiving neans, the connection information for
the second 25 allocation server corresponding to the transmtted first 30
June 2005 - 79 allocation informali®h fromthe first allocation server; a
second transmtting step of connecting to the second allocation server
based on the connection information received in the first receiving step

t o transmthet hélsexiith Syatdeagathdn i nformation to the second all ocation
server by the second transmtting nmeans; a second receiving step of
recei vi ng, by & renpectadn-ieternd higpmearssni helmpeteet oén i nf ormation for
the authentication server corresponding to the transmtted 10 second

al | ocat i o *PRFBE Wettn St dhct AENReEHRP ANtocERt4An SANARLttdRg a
connection-inforpation transmtting. ste

' iop-Ln i p of %ransnittin ) tEe _
connect i ofs AT br MAT i O Trafs iPEPF ALt OThedte T éo%dﬂﬁégFigﬁrpﬁPB mat i on
recei ved yBvthe, second
15. A method for a service server, of receiving the
connection information for the authentication server from
the allocation system according to Claim 7,
the method being adopted in a computer including

10 allocation-information receiving means, first transmitting
means, first receiving means, second transmitting means,
second receiving means, and connection-information
transmitting means, and the method being characterized by
comprising:

15 an allocation-information receiving step of receiving,
by the allocation-information receiving means, the first
allocation information and the second allocation information
from the teiminal device;

- a first transmitting step of connecting to the first

20 allocation server to transmit the received first allocation

. information to the first allocation server by the first
transmitting means; |
a first receiving step of receiving, by the first
receiving means, the connection information for the second

25 allocation server corresponding to the transmitted first




15 receiving step to the termnal device. 16. A first allocation nmethod of
provi ding the connection information for the second al | d6auhe208%rver to
the service server in the allocation systemaccording to Claim?7, the
first allocation nethod being adopted in a conputer 20 including receiving
means and transmtting neans, and the first allocation nethod being
characterized by conprising: a receiving step of receiving, by the
receiving means, the first allocation information fromthe service server
and 25 a transmitting step of transmitting, by the 30 June 2005 - 80
transmtting neans, the connection Tnforfration for the second allocation
server corresponding to the received first allocation information. 17. A
second al |l ocation nethod of providing the 5 connection information for the
aut hent i catlonatkevemficampahéon séram cehes efivert ahléddretian eeatveon system
according to Caim?7, the second allocation nethod being adopted in a
conput er i ncl Ui SRFINEC Erenepl Heiais e ofanemectiimg froakbe samend he second
al | ocati on t hod being ch racéerized by 10 ¢onprising: .a receiving step
of receivPﬁggcﬁ§l?Wm?%r €& FRRGY nRRANL2e GH@esELBR A IBELn i nf or mat i on

fromthe Lyl §&: S MSle £: 808 Add AN D931 £P0ln' 30RMSLLLRY, by the
5 allocation information to the second allocation server by
the second transmitting means;

a second receiving step of receiving, by the second
receiving means, the connection information for the
authentication server corresponding to the transmitted

10 second allocation information from the second allocation
server; and |

a connection-information transmitting step of
transmitting, by the connection~information transmitting
means, the connection information received in the second

15 receiving step to the terminal device.

16. A first allocation method of providing the connection
information for the second allocation server to the éervice
server in the allocation system according to Claim 7,

the first allocation method being adopted in a computer

20 including receiving means and transmitting means, and the
first allocation method being characterized by comprising:

a feceiving step of receiving, by.the receiving means,
the first allocation information from the service server;
and

25 a transmitting step of transmitting, by the




15 transm tting nmeans, the connection information for the authentication
server corresponding to the received second allocation i3fJone200®Hn. 18. A
term nal device programused in the term nal device including a conputer
that utilizes the service provided by 20 the service server in the
term nal - devi ce aut hentication systemaccording to CGaim1l, the term nal
device program realizing: a first receiving function of receiving the
connection information for the first allocation server fromthe service
25 server; 30 June 2005 - 81 a first transmtting function of connecting
to the first allocation server basad®®n~the connection information
received in the first receiving function to transmt the first allocation
information to the first allocation server; 5 a second receiving function
of receivitrgnshettbmmnenddren thef oonméd e dhfbheaseaontbmldhecati on server
corresponding to the transmtted first allocation information fromthe
first- all segehdnatlesation skeirver tcomrssnandimy tonthé areasfivednifécstng to the
10 second al |l ocation server based on the connection information received

in the se@ohACRrEER VIHPHEFdPRon to transnit the second all ocation

i nformation 20 the second.allocation . server; a thjrd receiving function of
recei vi ng t% C eSS alﬁocaglon method'a% providing the

5 connection information for the authentication server to .the
service server in the allocation system according to Claim 7,

the second allocation method being adopted in a
computer including receiving means and transmitting means,
and the second allocation method being characterized by

10 comprisings:

a receiving steprof receiving, by the receiving means,
the second allocation information from the service serﬁer;
and

a transmitting step of transmitting, by the

- 15 transmitting means, the connecticn information for the
authentication server corresponding to the received second
allocation information.

18. A terminal device program used in the terminal device
including a computer that utilizes the service provided by
20 the service server in the terminal—device authentication
system according to Claim 1, the terminal device program
realizing: |

a first receiving function of receiving the connection

information for the first allocation server from the service

25 server;




15 information for the authentication server corresponding to the
transmitted second allocation information fromthe secord® WnNe@f8%i on
server; an authentication-information transmtting function of connecting
to the authentication server based on the 20 connection information
received in the third receiving function to transmt the authentication
information to the authentication server; an authentication-result
receiving function of receiving the authentication result based on the 25
aut hentication information transmtted in the 30 June 2005 82 '

aut hentication-information transnitti f§ function fromthe authentication
server; and an authentication-result transmtting function of transmtting
the authentication result received in the 5 authentication-result

recei ving funcéibirdto titenssdtving fwertviem of9coAnéctiig ald abati on program
used in the first allocation server that is a conputer providing the
connect i orfiimstopkdetabi¢oroqiversbeond it |deatdoonestivorr infor@gttila t er mi nal
device in the termnal -device authentication systemaccording to Caiml,
the first HCIEEH VA Programt FEsPL¥iRg: fWGtdes Frngrrustt dif connecti ng

1o the tergoal ., devi el o fagelye Lhg, T ste abbogetion | of ormiion from

5 a secoﬁd receiving function of receiving the connection
information for the second allocation server corresponding
to the transmitted first allocation information from the
-first allocation server;

a first transmitting function of connecting to the
10 secend allocation server based on the connection information
.received in the second receiving function to transmit the
second allocation information to the second allocation
server;
a third receiving function of receiving the connéctién
15 information for the authentication éerver corresponding to
the transmitted second éllocation information from the
second allocation server;
an authentication-information transmitting function of
connecting to the authentication server based on the
20 connection information received in the third receiving
function to transmit the aufhentication information to the
authentication server; |
an authentication-result receiving function of
receiving the authentication result based on the

25 authentication information transmitted in the




15 term nal device; and a transmtting function of transmtting the
connection information for the second allocation server360Wﬂ@g§@ﬁding to
the received first allocation information to the term nal device. 20 20.
‘An al | ocation programused in the allocation system that i's a conputer
provi ding the connection information for the authentication server to the
service server in the termnal-device authentication systemaccording to
Claim4, the allocation programrealizing: 25 an allocation-information
recei ving function of 30 June 2005 - 83 receiving the allocation
information fromthe service server;8and a connection-information
transmtting function of transmtting the connection information for the 5
aut henti cati on server corresponding to the received allocation

i nf or mat | @xth2dtides sbsndicFosaryeon ptgisamitsed Fantbbors@ramc@hgerver t hat
is a conputer providing the service to the termnal device in the

t er m nal - déatheataoebion i Tatviean sydt em 10 according to Caim4, the service
server programrealizing: an allocation-information receiving function of

recei ving the 2 |1 B¥ANGACRRI R TRAS W romerhEting niHwitiogefifce; an
al ‘l ocatl O@EEQE&EQ@EAS%I}J %%%g]eg}:ig ifounncrtgs% tO];:eceived in the
5 authentication-result receiving furiction to the service
server,
19. A first allocation program used in the first
-allocation server that is a computer providing the
connection information for the second allocation server to

10 the terminal device in the terminal-device authentication
system according to Claim 1, the first allocation program
realizing:

a receiving function of connecting to the terminal
device to receive the first allocation information from the

15 terminal device; and

a transmittiﬁg function of transmitting the connection
information for the second allocation server cofresponding
to the received first allocation information toc the terminal
device.

20 20. An allocation program used in the allocatioh system
that is a computer providing the connection information for
the authentication server to the service server in the
terminal-device authentication system according to Claim 4,

the allocation program realizing:

25 an allocation-information receiving function of




15 transmtting the received allocation information to the allocation
system a connection-information receiving function of mBegahybkogs t he
connection information for the authentication server corresponding to the
transmitted allocation 20 information fromthe allocation system and a
connection-information transmtting function of transmtting the received
connection information to the term nal device. 22. A service server
program used in the service server 25 that is a conputer receiving the
connection information for 30 June 2005 - 84 the authentication server
fromthe allocation system accordinggd¥o Claim7, the service server
programrealizing: an allocation-information receiving function of
receiving the first allocation informati on and the second 5 allocation

i nformati ercétommg hthd erliriopak i e vi€Es roga fiohs Frbh afisdn ddrvigef uncti on of
connecting to the first allocation server to transmt the received first
al | ocati ofermesrnetdon to the first allocation server; a first receiving
function of receiving the connection 10 information for the second

al | ocati on serf/&°TEGFEeSPoREGIgration Keappahsiing dancitien afl ocati on
informatign_fromthe irst allocation server; second transmtting

‘function F%%Iﬁw—eal}%d: 0 CPRBECEERD M T FEEAPT 0h°% r based on the
connecd i 0B, L RERE BN server corresponding to the received

allocation information.

21. A service server program used in the service server
that is a computer providing the service to the terminal
device in the terminal-device authentication system

10 according to Claim 4, the service server program realizing:
an allocation-information receiving function of
receiving the allocation information from the terminal
device;
an allocation-information transmitting function of
15 transmitting the received allocation information to the
allocation system;
| a connection-information receiving function of
receiving the'connection-informatidn for the authentication
server corresponding to the transmitted allocation
20 information from the allocation system; and
a connection—informatioh transmitting function of
transmitting the received connection iﬁformation to the
- terminal device.
22. A gervice server program used in the service server

25 that is a computer receiving the connection information for




15 received in the first receiving function to transmt the second
allocation information to the second allocation server; 33 £a62005" ecei vi ng
function of receiving the connection information for the authentication
server corresponding to 20 thetransmtted second allocation information
fromthe second all ocation server; and a connection-information
transmtting function of transmtting the connection information received
in the second receiving function to the terninal device. 25 23. A first

al l ocation programused in the first %% June 2005 85 allocation server
that is a conputer providing the connection information for the second

all ocation server to the service server in the allocation system according
to Caim7, the first allocation programrealizing: 5 a receiving function
of receivith§ eathgntigatdlonocarven fign dheneildénchiben thestssr vi ce server; and
a transnittinggfunction of transmtting the connection information for the

second al PGEAETHRE <&t Ve iorr e $PB IR C& §SENEE rRERIRAM F2AdE180F ocat i on

i nfor mati on. %3{%ﬁloég§§8899n %%%ﬁgikgESE%ggrankﬁgﬁgéint e second

al l ocation serverthat i's a ¢ t 8An8Ction i nformation

for the aybhenticAlian SELYeL:{Bedfitn SHEKLAS: BEI By fhd AB.BLLOCAL I ON

system accor di ng aim e secon ocation programreali zing:
5 allocation information from the terminal device;

a first transmitting function of connecting to the
first allocation server to transmit the received first
allodation‘information to the first allocation server;

- a first receiving function of receiving the connection
10 information for the second allocation server corresponding
to the transmitted first allocation information from the
first allocation server;

a second transmitting function of connecting to the
second allocation server based on the connection information

15 ' received in the first receiving function to transmit the
second allocation information to the second allocation
server;

a sécbnd receiving function of receiving the connection
information for the authentication server corresponding to

20 the transmitted second allocation information from the
second allocation server; and
' a connection-information transmittihg function of
transmitting the connection information received in the
second receiving function to the terminal device.

25 23. A first allocation program used in the first




15 a receiving function of receiving the second allocation information
fromthe service server; and a transmtting function of t30aRaeRLOSNg the
connection information for the authentication server corresponding to the
received second allocation information. 20 25. A storage nedi um readabl e by
a conputer storing the term nal device programaccording to Caim18. 26.
A storage nedi umreadable by a conputer storing the first allocation
programaccording to Claim19. 27. A storage nedi um readabl e by a conputer
storing the 25 allocation progran1§c§8rding to Caim?20. 30 June 2005 -
86 28. A storage nmedi um readabl e by conputer storing the service server
program according to Claim2l1 or 22. 29. A storage nedi umreadable by a
conputer storing the first allocation programaccording to Caim23. 5 30.
A st or age addcanipeatriiier hhag denputenpsitany pmgvidéng sgeond al | ocati on
program according to Caim?24. 31. The term nal device according to Claim?2
further CORPPFSERAY: 1AL O8N LPRf Brerets S oL PRt HEarfedver §Poring t he

10 connection_information far e hent.i cati on server _received by the
Chird T eodr S Rk R otk o e AT PR eB o TR TR her  whon

the conneatlnyintRsimatign fobcl ol il all gegiion,gerver is  recei ved

fromthe service server, the connecti 1 on
5 a receiving function of receiving the first allocation

information from the service server; and

a transmitting function of transmitting the connection

information for the second allocation server corresponding
to the received first allocation information.

10 24. A second allocation program used in the second
allocation server that is a computer providing the
connection information for the authentication server to the
service server in the allocétion system according to Claim 7,
the second allocation program realizing:

15 a receiving function of receiving the second allocation
information from the service server; and
a transmitting function of transmitting the connection
information for the authentication server corresponding to
the received second allocation information.

20 25. A storage medium readable by a computer storing the
terminal device program according to Claim 18.

26. A storage medium readable by a bomputer storing the
first allocation program accofding to Claim 19,
27. A storage medium readable by a computer storing the

25 allocation program according to Claim 20.



15 is stored in the connection-information storing neans, the term nal

devi ce being characterized in that, when the confirm ng 30sline 2005fi r ns
that the connection information is stored, the authentication-information
transm tting neans connects to the authentication server 20 based on the
stored connection information to transmt the authentication information.
32. The term nal device according to Caim3l, characterized in that, when
the authentication-information transmtting nmeans is not able to connect
to the 25 authentication server based_on the connection information 30 June
2005 - 87 stored in the connection-rnformation storing nmeans, the

aut hentication-information transmtting nmeans uses the connection
information for the authentication server, acquired by using the first
transmitti n®8eaks StPRaJS cresHdms readable ey remeTpULhe Seo thtwnsmi tti ng
means, and the third receiving neans based on the connection information
recei ved FFAHE S PREYSF RIIRg 2RERSINY - dnlrfe@ 2€0%F he? + aut hent i cati on

server and tzrgansgl %%}__Q a}hjétﬁ%mt %gg&ég | nI%?%%%HﬁFFeapg 10 Icttrh E)Eat t he

connecti on-infornafion OI’I ng neans us

'nfor"Ht'QBISQVa&ESCQHI$ﬁ”de§%%hQQcc§fﬁfﬁE d® 4B4Rt g3t he Stored connection

i nformation.
5 30. A storage medium readable by a computer storing the

second allocation program according to Claim 24.
-31. The terminal device according to Claim 2 further
comprising:
connection-information storing means for storing the
10 connection information for the authentication server
received by the third receiving means; and
cbnfirming means for confirming whether; when the
connection information for the first allocation server is
recéived'from the service server, Ehe connection information
15 1is stored in the connection-information storing means,
the terminal device being characterized in that, when
the confirming means confirms that the cqnnecpion
inforﬁation is stgred, the authentication-information
transmitting means connects to the authentication server
20 based on the stored connection information to transmit the
authentication information.
32. The terminal device according fo Claim 31,
characterized in that, when the authentication-information
transmitting means is not able to connect to the

25 authentication server based on the connection information




A term nal -device authentication systemis capable of appropriately
allocating the allocation target of a CE device. The devisgeluh®2005t he CE
device (3) includes conpany information. The CE device (3) uses the:
conpany information to inquire of a conpany-information allocation server
(6) about an authentication-target allocation server (8) to be connected
and uses the device IDto inquire of the authentication-target allocation
server (8) about an authentication server (9) to be connected. The CE
device (3), which is authenticated_ig,the authentication server (9),
transmts an authentication result to a service server (10).
stored in the connection-information storing means, the
authentication-information transmitting means uses the
connection information for the authentication server,
acquired by using the first transmitting means, the second
5 receiving means, the second transmitting means, and the
third receiving means based on the connection information
received by the first receiving means, to connect to the
authentication server and transmits the authentication
informaticon, and
i in that the connection-information storing means uses

the acquired connection information for the authentication

server to update the stored connection information.
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ABSTRACT

A terminal-device authentication system is capable of
appropriately allocating the allocation target of a CE
device. The device ID of the CE device (3) includes company
information. The CE device (3) uses the company information
to inquire of a company-information allocation server (6)
about an authentication-target allocation server (8) to be
connected and uses the device ID to inguire of the
authentication-target allocation server (8) about an
authentication server (9) to be connected. The CE deﬁice
{3}, which is authenticated in the authentication server (9),

transmits an authentication result to a service server (10).




