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BACKGROUND
L Field
[0002] The following description relates generally to wireless communications,
and more particularly to enhancing policy and charging control functions employed in a

wirgless communication system.

IL. Background

[0003] Wireless communication systems are widely deployed to provide various
types of communication, for instance, voice and/or data can be provided vig such
wircless communication systems. A typical wireless communication system, or
network, can provide multiple users access to one or more shared resources (e.g.,
bandwidth, transmit power, ...). For instance, a system can use a variety of multiple
access techniques such as Frequency Division Multiplexing (FDM), Time Division
Multiplexing (TDM), Code Division Multiplexing (CDM), Orthogonal Frequency
Division Multiplexing (OFDM), and others.

[0004] Generally, wireless multiple-access communication systems can
simultaneously support communication for multiple access terminals. Each access
terminal can communicate with one or more base stations via transmissions on forward
and reverse links. The forward link (or downlink) refers to the communication link
from base stations to access terminals, and the reverse link (or uplink) refers to the
communication link from access terminals to base stations, This communication link
can be established viz a single-in-single-out, multiple-in-single-out or a multiple-in-
multiple-out (IMIMQ) system.

[0005] MIMO systems commonly employ multiple (N7) transmit antennas and

multiple (Np) receive antennas for data transmission. A MIMO channel formed by the
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stations that provide a coverage area to a plurality of UEs. A typical base station can
transmit multiple data streams for broadcast, multicast and/or unicast services, wherein
a data stream may be a stream of data that can be of independent interest to a UE.
Likewise, a UE can transmit data to the base station or another UE. Various data
streams relate to voice, video or other communication data generated by users or control
data that determines the behavior of the UE and/or the network. Based on the type of
data being transmitted and other considerations such as the type of service subscribed to
by the user, different data streams can have different policy requirements associated
therewith. Hence, accurate communication of these policies is required in order to

receive or render the data correctly.

SUMMARY
[0008] The following presents a simplified summary of one or more
embodiments in order to provide a basic understanding of such embodiments. This
summary is not an extensive overview of all contemplated embodiments, and is
intended to neither identify key or critical elements of all embodiments nor delineate the
scope of any or all embodiments. Its sole purpose is to present some concepts of one or
more embodiments in a simplified form as a prelude to the more detailed description

that is presented later.
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4 is used in addition to the flow identification information
represented as flow |l abels to uniquely identify encrypted data fl ows.
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transmitting the generated flow identification information to a policy identifying
component for association of appropriate flow specific rules to the data flows.

[0013] Another aspect relates to a wireless communications apparatus
comprising a processor configured to facilitate communication of data flows. The
processor is configured for receiving one of one or more data flows or an indication that
one or more data flows are to be received and generating flow identification information
for each of the data flows. It also facilitates association of appropriate flow policies to
the data flows by transmitting the generated flow identification information to a policy
determining function.

[0014] A method that facilitates tunneling in a wireless communication
environment is disclosed in accordance with yet another aspect. This aspect relates to
identifying one or more data flows wherein the data flows can be generated at a UE or
can be received by a UE from another network. Appropriate policy rules to be
implemented with the data flows are identified. The data flows are then transmitted in
accordance with the policy rules to facilitate an access network to verify that the
appropriate policy rules have been implemented for different data flows. In a further
aspect, the QoS pipes for transmission of the data streams can be indentified via the

policy rules which can comprise one or more of charging rules or QoS rules.



environnment is disclosed in accordance with yet another aspect. This
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with the data flows. Code for transmitting the data flows in accordance with respective
policy rules is also comprised within the medium.

[0018] A wireless communications apparatus, comprising a processor is
disclosed in accordance with this aspect. The processor is configured to identifying one
or more data flows, identifying flow identification information associated with the data
flows such that the policy rules to be implemented with the data flows are also
identified. Upon identification of the policy rules, the processor facilitates transmission
of the data flows in accordance with respective policy rules.

[0019] A method that facilitates tunneling in a wireless communication
environment is disclosed in accordance with yet another aspect. The method comprises
receiving an indication associated with one or more data flows along with the flow
identification information for each of the onc or more data flows. Flow specific rules to
be implemented for each of the data flows are determined. The flow identification

information along with the flow specific rules are transmitted to facilitate



di scl osed in accordance with this aspect. The processor is configured
to identifying one or nore data flows, identifying flow
identification information associated with the data flows such that
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[0022] A computer program product, comprising a computer-readable medium

is disclosed in this aspect. The computer-readable medium comprises code for
receiving an indication associated with one or more data flows and flow identification
information for each of the one or more data flows. Code for determining flow specific
rules to be implemented for cach of the data flows is also comprised within the medium.
Code for transmitting the flow identification information facilitates transmission of the
one or more data flows in accordance with the determined rules,

[0023] A wireless communications apparatus, COMPprising 4 processor is
disclosed in accordance with this aspect. The processor is configured to receive an
indication associated with one or more data flows and flow identification information
for each of the data flows. It is further configured to determine flow specific rules to be
implemented for each of the data flows and to facilitate transmission of the one or more
data flows in accordance with the determined rules.

[0024] A method that facilitates tunneling in a wireless communication

environment 1s disclosed in accordance with this aspect. The method comprises
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appar at us, ?@%‘%@%{ﬁ% ﬂ%: ﬁﬁl’@‘}ﬁ%"&dﬁ wﬂqnsalﬁ}gsv&tﬁb% atp flows to
accor dance thélhta%@hh@e[noﬁ%ﬁ&ﬁtspec]-ﬂ"@ruﬂ@ml’h%{ fotsRbiN Soupatis Hietrh @RSy, is
related to receiving one or nore data flows transm tted in accor dance

with speci ficenfignredio oxequtg @wr}figwft}oawqt%mmﬁhecra@mw i nformation
associ ated vphsg t he speghits cBh&hﬁlﬁw ata %1 é}ﬂblte?ﬁmﬁgc of data

|dent|f|cat|on|nformat|onaongW| ovvsto |tate
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' accordance with specific rules, means for retrieving flow identification information

associated with the specific rules and means for transmitting the flow identification
information along with the data flows to facilitate verification of the specific rules.
[0027] A computer program product, comprising a computer-readable medium
is disclosed in accordance with this aspect. The computer-readable medium comprises
code for receiving one or more data flows transmitted in accordance with specific rules
and code for retrieving flow identification information associated with the specific rules.
It also comprises code for transmitting the flow identification information along with
the data flows to facilitate verification of the specific rules.
{0028] A wireless communications apparatus, comprising a processor is
disclosed in accordance with yet another aspect. The processor configured to receive
one or more data flows transmitted in accordance with specific rules. It can further
retrieve flow identification information associated with the specific rules and facilitate
transmission of the flow identification information along with the data flows for

verification of the specific rules.



[ 0026] A wi rel ess comuni cati ons apparatus that enables tunneling of
data flows in a wireless communi cation environnment is disclosed in
accordance with yet another aspect. It conprises neans for receiving
one or nor¥WOgEPA4ibws transmitted in accordance wth SEEARNPG/H@IZS,
means for retrieving flow identificatjon information associated with
the specific rules and neans for tranSmtting the flow identification

i nformation ¢ g wtg t he data flo to facjlitate verification of
the specifid e Ah "c%?ﬁ%‘ﬁ?léﬁ\?‘?“ﬁ%ﬁﬂé‘?ﬁob?g@%@ﬁ d redgpppnds; thg one or
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The conput er-readabl e nmedi um conpri ses code for Teceiving one or rmre

data flows teEMsAu incthe Flainag clhe delfrvangwlesariptisacingithe anptred deavdngodbfofibr
retrieving ki ddifNdrhinGthdiativd BbUUBHLOOAH R%E e@@&ﬁg@fe% D TR&c aspects

specific rules. SO conprises code transm
i denti fi cat iaonindihtorepbdwonr, af buig fow of thelverickat veayk hmwhlchdleflﬂmicipids@tf e

ppar at us, o8B STRE sl ok daBtye! a3t Bl IR0 BRIR AR NRre e
anot her aspeédlude Hliguit apeasard mepédqugniets t 0 recei ve one or nore data

flows transmtted in accordance with specific rules. It can further
retrieve flowidentification information associated with the specific

rules and facilitate frapREBHESTRPTION OF 2T BRONWILES! i on
information along with the data flows for verification of the

speci fic rulle®0] 8 [ 0BYY] Mowarstdionat e vriyslcss tmmmunicition hestéoiregoi ng
and rel at ed ?511(11 ancé@vﬁh%]g%@r g{%gaﬁleg{gitﬁg (]rﬂhgreﬁorrprl se the features

her ei naft er y descri oi nted out in the
clai ns. The [#@1] owi ngFHESQas arptiiumrat'mnabf t hﬁcmmm@xéﬂtc&nmfﬂ@ﬁ@@ﬂﬁ orth

herein detail certainjll rative Espects of the one or nore
enbodi nent s. ysf?f&éléacﬁgr&&%ctem @elaﬁ%q ative, however, of but a few of

the various [9e82$ in WPIGJKP;AU@@s&{dnﬁﬁbﬂla@&nﬁéfaﬁ@%bé@yﬁetﬁﬂw&%ﬁhﬁ@an
be enpl oyed and the descri bed enbodi nents are intended to include all

such aspect $OHRPORHRE MEdbticoabeyicd fordpg atinggaralipg SUNotrvithiE DRAW NGS

communication systems.

[0033] FIG. 3B is a schematic diagram of an IP payload being transmitted in a
communication tunnel with flow identification information.

[0034] FIG. 4 is an illustration of the signaling exchanged between various
entities of a communication system that facilitates encryption of data,

[0035] FIG. 5 is an illustration of signaling exchanged between various entities
of a communication system that facilitates encryption of data in accordance with a
further aspect.

[0036] FIG. 6 is an illustration of is a methodology that facilitates generating
flow labels for uniformly applying appropriate rules among the different network
entities,

[0037] FIG. 7 is an illustration of a flow chart illustrating a methodology that
facilitates tunneling in communication systems in accordance with another aspect.
[0038] FIG. 8 is a flow chart illustrating a methodology for facilitating
enhancements to policy and charging control for tunneling of data,

[0039] FIG. 9A is a flow chart of a methodology that facilitates determining if

various data flows are configured with the correct charging/QoS rules by a UE.



[0030]FIG 1 is an illustration of a wireless conmuni cati on systemin
accordance with various enbodi nents presented herein. [00311FIG 2 is
an illustration of a reference architecture of a 3GPP-LTE systemin
accor dancev@i2ft9/1éHél aspect. 100321FI G 3A i s a schennt iRECTAISAGPAMOLS
an access network el enent and a corre;pondi ng UE that can be used for
facilitating tunneling support w thin”comunication systens.

[ 00331FI G 3B I s a schematic diagramof an | P _payl oad bein

transmtted $¥0h comilti-cBi 8 ﬁo‘t"lﬁ?ﬁé Pt othsr meg\ﬂld?lﬂéﬁh?‘f ﬁa@él?aFeé n

i nformati ondel-Q0RHahf fariofs Hsta 80w Lzlelé%ﬁ@ltréd)@nl?{hetcbﬁecﬁ b%@hgx@s rules by
exchanged bet ween various entities of a comruni cation systenit hat

facili tatesaéﬁ%ryptlon of data. [0035]FIG 5 is an illustration of
signaling e%@d]ﬁ?ged beinasns YATLAHTofBE L hb® Rhart detailing a methodology of

dynamic Flow ID generation in accordance with an aspect.

[0042] FIG. 11 is an illustration of a wireless communication system in
accordance with various embodiments presented herein.

[0043] FIG. 12 is an illustration of an example wireless network environment
that can be employed in conjunction with the various systems and methods described
herein.

[0044] FIG. 13 is an illustration of an example system that enables employing
ciphering in a wircless communication environment.

[0045] FIG. 14 is another example system that enables implementation of proper
policy rules for various packet flows within a communication system.

[0046] FIG. 15 is another example system that cnables implementation of

appropriate rules for various packet flows within a communication system.

DETAILED DESCRIPTION
[0047] Various embodiments are now described with reference to the drawings,
wherein like reference numerals are used to refer to like elements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of one or more embodiments. It may
be evident, however, that such embodiment(s) may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block

diagram form in order to facilitate describing one or more embodiments.

5 e 33 &g

[0048] As used in this application, the terms “component,” “module,” “system,”
and the like are intended to refer to a computer-related entity, either hardware,
firmware, a combination of hardware and software, software, or software in execution.
For example, a component can be, but 1§ not limited to being, a process running on a
processor, a processor, an object, an exccutable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a computing
device and the computing device can be a component. One or more components can

reside within a process and/or thread of execution and a component can be localized on



of a communication systemthat facilitates encryption of data in
accordance wth a further aspect. [0036]FIG 6 is an illustration of
Is a nmethodol ogy that facilitates generating flow | abels for

uni form y VMO0 &Y1appropri ate rul es anong the differ ePCTABRKNSHIG012
entities. [0037]FIG 7 is an iIIustraltol on of a flow chart

Il lustrating a nmethodol ogy that facilitates tunneling in

communi cati on systens i cc rdance wi th anot her aspect. C{400381FI G 8
is a flow cREFE mmt?fsap?@{g HCHBEHGER MG PYF C?IQE‘F‘FFISt It 3dqggion, these

enhancenent gohforRalsicey eﬁ:@gte(i”%{ GHrfodls e&%&&lma{d@metmmq{ab g g fiodald:
[0039]FIG 9A 1s a flow chart of a nethodol ogy that facilitates

det er ni ni ng Sirectyigs stexgd theagoa. flhe wempgnenis 6ot cqyurericais bhwenefl loesl rad/or

char gi nV\Q)S[r]érgAti? érc}egss El% as 1% aLc?oQ? g {vﬁh a,%%nlalsha%nfglo%vof:mgtretdapafpackets

anot her ay t aci |
{(e.g., data from one component interacting with another component in a local system,

distributed system, and/or across a network such as the Internet with other systems by
way of the signal).

[0049] The techniques described herein can be used for various wireless
communication systems such as code division multiple access (CDMA), time division
multiple access (TDMA), frequency division multiple access (FDMA), orthogonal
frequency division multiple access (OFDMAY), single carrier-frequency division
multiple access (SC-FDMA) and other systems. The terms “system” and “network” are
often used interchangeably. A CDMA system can implement a radio technology such
as Universal Terrestrial Radio Access (UTRA), CDMA2000, efc. UTRA includes
Wideband-CDMA (W-CDMA) and other variants of CDMA. CDMA?2000 covers IS-
2000, IS-95 and IS-856 standards. A TDMA system can implement a radio technology
such as Global System for Mobile Communications (GSM). An OFDMA system can
implement a radio technology such as Evolved UTRA (E-UTRA), Ultra Mobile
Broadband (UMB), IEEE 802.11 (Wi-Fi), IEEE 802.16 (WiMAX), IEEE 802.20, Flash-
OFDM, etc. UTRA and E-UTRA are part of Universal Mobile Telecommunication
System (UMTS). 3GPP Long Term Evolution (LTE) is an upcoming release of UMTS
that uses E-UTRA, which employs OFDMA on the downlink and SC-FDMA on the
uplink. UTRA, E-UTRA, UMTS, LTE and GSM are described in documents from an
organization named “3rd Generation Partnership Project” (3GPP). Additionally,
CDMA2000 and UMB are described in documents from an organization named “3rd
Generation Partnership Project 2 (3GPP2). Further, such wireless communication
systems can additionally include peer-to-peer (e.g., mobile-to-mobile) ad hoc network
systems often using unpaired unlicensed spectrums, 802.xx wireless LAN,
BLUETOOTH and any other short- or long- range, wireless communication techniques.
[0050] Single carrier frequency division multiple access (SC-FDMA) utilizes
single carricr modulation and frequency domain equalization. SC-FDMA has similar
performance and essentially the same overall complexity as those of an OFDMA

system. A SC-FDMA signal has lower peak-to-average power ratio (PAPR) because of



determining if various data flows are configured with the correct
charging/ QS rules by a HE. [0041]FIG 10 is an illustration of a
flow chart detailing a nethodol ogy of dynam c Flow I D generation in
accor danceV@i2ptd/1aH1aspect . [00421FI G 11 is an il | ustr RATAH2EP/046012

Wi rel ess communi cati on systemin accordance w th various enbodi nents
presented herein. [0043]FIG 12 is an'lillustration of an exanpl e

w reless network environnent that can_be enployed in conjunction with

the vari ous [SyUCERESBEE SHEPHYHS e XFBM FEYRS ysed. fggasiiteran ipts an

i1 ustrati oRoRiARSNRRHR: 18 SL BAPR %ﬁk‘aﬂ%ﬂé&h%f&gﬁ%@ieﬁﬁhﬂg i&@eﬁrﬂ?éf' ng in

a W reless comunication environnent. % 045] F 14 i s anot her

exanpl e systiemnihpeweEsiiiasyi Aptedaayadi-diPNA cpr bparplgodnited asag upkinkf or

various packeh; il oVgs A Nind HPTBARTRAD EOBIuYS HEFB) or Evolved UTRA.
[G051] Furthermore, various embodiments are described herein in connection
with an access terminal. An access terminal can also be called a system, subscriber unit,
subscriber station, mobile station, mobile, remote station, remote terminal, mobile
device, user terminal, terminal, wireless communication device, user agent, user device,
or user cquipment (UE). An access terminal can be a cellular telephone, a cordless
telephone, a Session Initiation Protoco! (SIP) phone, a wireless local loop (WLL)
station, a personal digital assistant (PDA), a handheld device having wireless
connection capability, computing device, or other processing device connected to a
wireless modem. Moreover, various embodiments are described herein in connection
with a base station. A base station can be utilized for communicating with access
terminal(s) and can also be referred to as an access point, Node B, Evolved Node B
(eNodeB, eNB) or some other terminology.
10052] Moreover, the term “or” is intended to mean an inclusive “or” rather than
an exclusive “or.” That is, unless specified otherwise, or clear from the context, the
phrase “X employs A or B” is intended to mean any of the natural inclusive
permutations. That is, the phrase “X employs A or B” is satisfied by any of the
following instances: X employs A; X employs B; or X employs both A and B. In
addition, the articles “a” and “an” as used in this application and the appended claims
should generally be construed to mean “one or more” unless specified otherwise or clear
from the context to be directed to a singular form.
[0053] Various aspects or features described herein can be implemented as a
method, apparatus, or article of manufacture using standard programming and/or
engineering techniques. The term "article of manufacture” as used herein is intended to
encompass a computer program accessible from any computer-readable device, carrier,
or media. For example, computer-readable media can include but are not limited to
magnetic storage devices (e.g., hard disk, floppy disk, magnetic strips, etc.), optical
disks (e.g., compact disk (CD), digital versatile disk (DVD), ezc.), smart cards, and flash
memory devices (e.g., EPROM, card, stick, key drive, etc.). Additionally, various

storage media described herein can represent one or more devices and/or other machine-



[0046] FIG 15 is another exanple systemthat enables inplenentation
of appropriate rules for various packet flows within a comrunication
system DETAI LED DESCRI PTI ON [ 0047] Vari ous enbodi nents are now

descri bed WP2#1é¥lgk ence to t he draw ngs, wherein |i ke RCEfUES2EAHE012
nunerals are used to refer to |ike elﬁmsnts t hroughout. In the

foll ow ng description, for purposes expl anati on, nunerous specific
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a conponent demnitipex¢rs,cakannesd eion), as¥0lldaeprrotipted by omaritild inthstarti Based

bet ween two sf?iﬁom('jfcaﬁ%gﬂ%{cﬁte V!IIHI d?r%(gr Eﬂo?@accg g%fzsr?rlit?a?sngel% gsn‘.gc%e %?aninal
execute fromvarious conputer readable nedia Havl ng vart ous dAata
struct ures d04rtedctdreit &n be Theedanp tachiss stadon H2roan noaieicky wity of

| ocal and/or remnt rocesses, such as.in accordance wth a signal
having one  SROSASTA Y ZURDER 0h ASCTEs (S mina f SHTAF (< FROEEC EHRR Gh Bt User

i nteracting Byuipkheanqbper conponent in a local system distributed
system and/or__across_a network such as the Internet with other

systems by WASHT t heExamgien of UK cradianyane efcdsHrgupionas sepit Beancher ei n
can be used | {ffpsVid RS cdthiBhiBRRn devices, handheld computing/entertaimment devices,

satellite radios, global positioning systems, PDAs, and/or any other suitable device for
communicating over wireless communication system 100. As depicted, UE 104 is in
communication with the base station 102 which transmits information to the UE 104
over a forward link 112 and receives information from the UE 104 over a reverse link
114. The base station in turn can access various resources 106 to provide the UE 104
with the requested services 108. In accordance with different aspects, the resources can
belong to a network in an area visited by the UE, namely, VPLMN (Visitor Public Land
Mobile Network) or may be within the HPLMN (Home Public Land Mobile Network)
of the UE 104. Based on the type of service request, appropriate resources for different
user-user or user-network services are configured. For example, an FTP (File Transfer
Protocol) server within the resources 106 can provide FTP service. Similarly, a HTTP
(Hyper Text Transfer Protocol) server can provide Internet service or another operator
can provide DNS service via another server, Additionally, the resources 106 facilitate
implementation of charging rules and policies for different service data flows (SDF)
arising from these service requests.

[0056] System 100 can also employ various coding/ciphering schemes for

encrypting the data flow amongst the various network elements. Various nodes within



comuni cation systens such as code division multiple access (CDWA),
time division nmultiple access (TDVA), frequency division nultiple
access (FDMA), orthogonal frequency division nmultiple access (OFDMVA),
si ngl e carWPepWfigddiency division nultiple access (SC FOWS26M@4Sther
systens. The terns "systenf and "netwgrk" are often used
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[ 0053] Vari ous aspects or features described herein can be inplenented
as a nethod, apparatus, or article of manufacture using standard
programm ng and/ or engi neering techniques. The term"article of

manuf act urveO 2¢08/14.8d herein is intended to enconpass a PEdHER08/P46012
program accessi bl e from any conputer - gieadabl e device, carrier, or

medi a. For exanpl e, conputer-readabl e nmedia can include but are not
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conprise a plurality of conponents "associated with signal

transm ssi ofamandestiaatoptlP oadress agd thepeme 698weY prajoedl bat errgferred to as an IP

I tipl i.nl i1
be. appr oot atSy ByCangouR e bl pRa i BARARS vt plencin M
conmuni cat e cwintrneagnothanelgthacee bs teneedisi®l tsneisc A ddioadlte sschtofithsnal

104; however, it is ta b reciated that b station 102 can
communi cat o TR RIS RELTSAFRPEY THPGTRGRD I G O QOSSP EPAAFOLR | ar
to access t gharpigla sobschifer(fblsRividd uiidsra isodidtd tHLOGH] BX asmpk@ncoOWithE
can be any gne of cellular phones, snart. phones, | aptops,. handheld

communi cat i GHHEESHERS, these mreted e BFRYGIcTIGFE o tBeY eanhisdifteraigs ces,

sat ellite rfﬂ%e%icalgﬂ. %@Exd@xﬁﬁé,%él@&@%rﬁﬁﬁ%ﬁaﬁ% caﬁ@@;%nd%ﬁ%&?p@é‘fyda%ﬂ%ﬁ{g
sui tabl e device for communicating over w rel ess communi cation system

100. As depigeneeed URyROal sesviderplaoaspandterhivitio ek P02 Nehetsamtes great i on
102 which tr ' i, Rf Q] i f.or0a i nk
112 and recéj?{\(}gglln|£Cﬁ?}z){rﬁﬁgﬁ[{gn@@rl%nthﬁ:ehta%%%%ﬁ%gé%nr%gﬁ)rage5‘?5e Fﬁq?\éﬁh %14.
The base st aiid wniohsmdraoth emmenscdets difarem 38 neesokl ntefhcdOGnhatipg dwei de

the UE 104 wj the re e ervices 108. |In.accor it
W orent adsh &M HEMERL DR e Rsct BiRR B BERE b Ing, o
visited by tSagiddGatorapity.as VIRMND(iM Sitrer Pufakther dspire thdopiREe Net wor k)

or may be within the HPLMN (Hone Public Land Mbile Network) of the
HE 104. Bas&BMBRnicAss thegulepo tha BRERE (Beyjerddinding gp Bpint Reroriies buictien)

for different Userintiselch OF iSSPk MRIden RS RRR WAIERE Qﬁﬁlﬂt&ﬁfc@éj(-no!: or

exanple, an FTP (File Transfer Protocol) server within the resources

106 can pr ovhelen)ike sdesvhich c@i ennipaist gescaptianpb ag By few whesein the dn §peris

Protocol) s n Vi n efVi t 0, n
orovi de. Ds Seryr e s PLRSERER: SRCR, S REG 1P B PERT R sE

106 facilit dloev erigihassyeiht: atdtiaaticf ofchaflgy,nie protoes! abd upel widi s fibot the

MG A TR RN WA R OF AT T
schenes for can all be determined at the PCRF associated with a HPLMN of the UE 202.
[0059] If Mobile IPv4 (MIP) or Dual Stack Mobile IPv6 (DSMIPv6) is used for
the communication between the UE 202 and the PDN-GW as shown in the figure, a
tunncl is established there between for communication of the data packets. This tunncl
proceeds through the non-3GPP access mechanism as shown in the figure. In particular,

depending on whether a trusted non-3GPP access mechanism or a untrustred non-3GPP



encrypting the data fl ow anongst the various network el enents.
Various nodes wthin 13 the network are configured with different

| evel s of access to the data. As a result, it can be problematic to

i npl enent WPaMwHeWiIfic QoS rules for each of the diffeP€tusdewasdiows
at every step within the network. For, _exanple, while the TIE 104,
which is at one end of the encrypti onf’and the resources 106, which
are at the other end of the encryption chain can view data packets

Wi thin a colfifs Bathieanmisied) one\ikEis Fadntgiites@r SThatg ek drenghdle Belvade
simlarly t pansppbafiadihy((BEDAFEESS b BSOS AR S0 HethafGatidid) t he
base station 102 which facilitates transter of the gata packets there
bet ween. As Agcordinglst theiaccesamepmnginf detests the type phgtepashets witbinghetinsd,
chargi ng pol jcie [ . } onsi-derations.at, such . pojnts,.

Add 0t onal 8 e iR bORe EOBS AR DR p U ETh BOL e g
entities w tdhiapaskene tAsandntvasd fiprajeitethyitam 208 yhiobdenmitidediftthdiaocedsg t o
investigate the data packets within tﬁ% cpmmnig)ation tunnel . .
Accor ding t SEREIVAFIbAe K s PRropRt (O dan et tiepackelSSiRSRa piseple

facilitates iflat@ionGE BRDaoIkeE ReddBAt Mdreovht, 9M¥hS BRS HbIGriftill @8 nfeNs as
charging rules or QoS rules for different data flows can be applied

uni form y atcinhgich enisncagtich they moukknol be Hawpashido thedpRBRE withfthe eps|
head , theqtransparenc _ L St hin.t h
Various {1 omspaiy Helgrnt LABNIA AR n ool Col B BRI L BRI €

Fig. 2, ill ispleaeedldvsspeeificmens doraxapleettaircet QAN treftmant3GPR-dathpackets
systemin ace End nce ith one aspect. Although for clarity various

fiinctionaU ogical nodes within the network are shown as separate
entities, ito@d@n be appt fethatRpect,vaicnone pphysliisahntled fomkhelUBmONto £an

inplement a plurality of these fungtional/lqgical nodes. The system
200 facilit e Kok ot the PR AR Bt o Fllsateggn ey LR by the BEY-G
di fferent gat@RY¥SHmEMCatEX ARG hehdt® addbcidlRd WERANLhAGRLFZKEUDR diMaSr NeEL
or other operator |P services 204 via one of a trusted non-3GPP | P

access such sascipitig netypmiyceneantsa T himfaeilittes dfon exirmpipthe BERE edgtermine
comonly |la W i . _ I wth
the accuss. Sz Ebmrliekt OUEE rt & i ombledtor S TR ARy
| ogi cal f unctinongickersutthmicssethe pbadGPP attves Berhanisg. Ght evays medhabibe

Pack Da Ne Ga P ia. S2¢,i f e T )
o K umhir bteh RS Yo e ot 374 B€ afe P REh LBS A el MRSy in

physi cal nodasothuwpbratibabs e cothmgniGriodwsstem QD0 aUyE ibinisetion Tan teheypded
202 can connect t&l PDN- of other networks whjch djrect the traffic
from the DI ESSES. g sysigm g candpiyinte communicalien 9fi thspglicy rulesda 8837 ng

OW comuni CahigFadeh WielehahERRedsHAIBant R SEA LRSI IthIRE yglgg Il%é{dmh RRampighg of

interface while the HSS is in turn connected to a 3C
( Aut hent i catthofntapackess Wk thtflewy Rasoosieddny)imelemgalingd methodptogy that

i nterface. : i.C i k
entities s ug%ﬁ{;%%@@@@%%ﬁ%@da%gg ggmrrlé%acﬁit@én%awr& Qf %%8%%%}? MHG\N
via Wir, Wathe IPafovandaridis aspatte rdlaic esproedipecddniibbation TiferniRbNa GVhe form of

i et th & > O b . 7S : .
Ctoraces pdlisl bR of BeEEAd e 1 B EheaR e S Srisecuin
give rise tgomd¢ hdlisss dad BSTP gvrferSoiaRd SkoiEs Cate PEnySBvellak &ansport

generated at the UE 202 &ﬂiﬁl e other flows can.relate to._data received
by the UE 20%°f R NWRRS ovise Yo varcleg 1$ wiethwithip thepalopdbraden) Hient .

For exanpl e.f; QR@tek hﬁ’ﬁl’ierﬁé’rﬂatfcﬁ‘n@f :tﬂetc%h%ct_lﬁcﬂy‘@e&ﬁc th18s dvik SMmiethe n\é‘ﬁl:rﬁ% &f the

another flow can facilitate Volt) (Voice over Internet Protoco

servi ces. Bylatapackesswighin ithe fipsesrgmpionuggwiot |initation,

unidirectio | ow o i ° . nd

t he sane deg?‘lkr} tion hbé {a%ébg %Z%Eécg’ﬁgobﬁgggcg{%%%% g%@%gr?fadﬁl rﬁ Bot%gg E)%Sfioéﬁ

be ref erredIbgo akntfy sperifit daa fiFhe TRisf foongivensore:, drncapbitatded fovdlD
and source address is unique. This facilitates the UE 202 to receive flows with the same

flow 1D from different sources or disparate PDN-GWs. For example, the UE 202 can



dynam cally. For exanple, the QoS considerations can depend on the
type of data being generated or type of service plan associated with
the UE 202. These rules are determ ned by the PCRF (Policy and

Char gi ng RHPa80°8¢H& i on) and communi cated to the vari oPSTAS2HOH0K6012
el enents via the different S7 networ (l;@i nterfaces connecting the PCRF
to the trusted/untrusted netwrk access mechani sns, the PDN- GW and
the Serving Gateway etc. as shown_in the figure. In a further aspect,

the PCRF cofffitPdarasvithiae sameelowt s g mErRropsidrsmeBiadrhipoaior
Event Repor taidigs (GUIP s@iice BESHB kombinBiidh Sa6cOhddfi8 364 NG W8 Mould be

el enents associated with the S7 interfaces (not shown). The rules

whi ch can comdbf.se description of an IP flow wherein the IP flowis
identified filter, C he . . p
address 1 rontut] oh « ngr ¥PG SRR Ay L0 A ALRTE 6o ylibRa
t he pr ot ocolvetify iBthe AEE2DAMat hsddhke édroat pdiloes/dscior thieiappropfiaté bea dadkats

within the fl ow.and a net hodol .of treatment, of t dat a C. can
b1 be et ePnnia GeipiEcBeRe ASlistist LR T e SRt ndlon £S50e.
[0059] I f Mok kendpredt tolhdPdccois niddBdnisaisenmk, Mebid, /nlIPve HOPEMWPE) ideify

used for the_ comunication between the UE 202 and t he PDN-GW as shown
in the figuriehe sorfeshientmens has beeyiapaltsddo thedtoavsyiearivst fragp the appropriate

communi cat i QB Qf mboanHALY6PRENRLSdetcHRir: if BRGhe f&%@%&%ﬁ%@;&ﬂ thd 6E
non- 3GPP access nechanismas shown in the figure. I'n particular,
dependi ng oR0dked the pcegss meghpridm?Oh- BERRampleed suapde Ipassitderihet the UE has
untrustred - C i i ed., one of. t.he S
interface OE‘B @Jfgqﬁér?‘fvg)r gacgo § Ct%%%glgégsﬁg?%ed%@\ﬁg%%%w é%(f(oé]%mlﬁlé(faam “%é&/%ey
(ePDG is usectss mechaoismdisc &owencrothistdae bd atiteapaidiyehs uscAf darftbwgl vy,

t he access chani sm detects the data packets, wi.thi.n the
tunnel , and?%e&ﬂg‘éqi@nﬁ ﬁﬁafeﬁl}e Fh%/eg&r:‘ 2&%?%6? \3 Pdﬁ’btﬂt%cé{l%n

treat nent tenfgfnapnlfioadiht PON-O8Y dadiarRack el e URR0NRRAE baRAEk SMPIBs fok he
system 200 can _be enhanced if the access nechanismcan identify the

appr opr i at e SERHig Pebitopsiginatdatafiovsa dibe dlewUBbnge §ﬁ§ﬁfpépiﬁﬁ§$3@@t)éﬁ@n of
the packet headars theﬁﬁﬁﬁﬁ)ﬁﬁ% 1Qdepéﬁér%§g'QIgé BE RO WHeh h{erl’ﬁl*@—ﬁ]w lr'&@ﬁrle?:fh\%

ci phered or “encrypted, ey woul'd e transparent to the BBER
wi t hin t he ddsteddlomsdivanibs ME HEnaethe nhesamedraismsidhaihramnademnide flow

col l aborate \w.th the, P ive i mplenent fl speci fic,rukes, [for
exanpl e, oAb I ARy LB S el Bt R RS R bl
tunnel . [ 00GOjHen agpetithi: il I@s@ade a Mbieselelsit vayd waltn ostet IMiaHadof r om
the UE 202 Hone. Agent. (not shown), an identifier is allocated to
the IP fl owtl‘_gi?ﬁ%@eﬁ’ﬁ%éﬂﬂ%i s is communicated within a header

associ ated %063! the dﬁh@th&%F&It $eldt6s Blind @RS the foWhaakifiedtichhefoRfitMArK
el enents. This facilitates, for exanple, the PCRF to determ ne the

appr opri at e UWhghdappackets &y fhe aseess mephanisppd Wyas dha Iy vipp Sateway y br thig
packets and g&g{ﬂd{y : t - C ism
The access rarlechéni s%ﬁggzn%{m%& ét%‘t}%eﬁ%tart%x%ilﬁtt%%&ﬁ%@?%g%ﬁ%?ﬁ%@@%&% Vi a
the flow i dértdvayshwougtherrcadyyndraQob ipires imagcomdamevathrpaspataariles ke t he
comuni cati gn tem 2 n_t i nation of an encrypted  session,
Che syst om S L kPR s0s 3R Tgd S AT o8 Gp PRBREPBHF EEL
t he 57 i nt eridemci@sativheénfemmtionasweard svitteedpaoi weOpipansilived ty thh&EX0RF
based on a sanpling_of the data packets within the flows. Thuys,
i nstead of ﬁﬂfgﬁ%ﬁ@ﬁﬂfmg{%@e%‘e Hﬁd’Bﬂ%&‘/LWS?BIY@SEEHW B/ g{1eREResdie access
nmechani sm t enddAMAsrk DO RUBE: Hpeid 8ol fcHii Beafibn #A6 hapas K@hSs Whivhindidde
| P flows, various aspects relate to providi ng identification

v

i nf or mat i on ¢ AR pyer feadenodtheglatagpyelet and tyismitghe packetptq e RPNG¥F ofsor
the | P fl owggdneh udi g e ® | RUG o 6 j [ ¢ ss and
DSCP (Differ erlljﬁca%%dnger v]it)cgﬁs é%g IgoIlthé) ,éga;ta %%ba gg@?ﬁgr@%ﬁ‘f | ayer
port nunber sd¢niesticoDiFfotaivslchm gomsareibhe dlowndetificatidugnfoaybtoadetreader .
from the access mechanism 206/Serving Gateway to the flow identification information

associated with policies of the data flows as determined and communicated to it by the



16 receive flows with the same flow IDs originating fromits Internet
service access or access to Vol P service since the conbination of
source address and flow I D woul d be uni que. [0062]In anot her aspect,
the flow i Y& iH8HLIi on informati on can be utilized to REWUS29096f600he
UE 202 has used the correct policies/rules for the appropriate data
packets on uplink conmunications. As discussed supra, the data
packets within a flow nmay nqot be transparent to the access nechani sns
206. Hence, W elhusdhpBRNAACeR verbnbatitle data Hows weretwpsmigted by heME
has been applobedink @cdeBEmbRNEM 2?06)’5%8%'1%’ ﬁw frelifiee @v@tﬁrf@g ép?lfigt\al\ggi&?e%s

nmechani sm 206, it cannot deternmine if e sane IS true

bet ween t he ayEetea@inghby thh #CREe ddys.eshemorsidenidpng Bae flowanpd aly fatilitats
b i bl i t i . th
oot R packot <P deork HonlR S RRKAR, biby HeORE RS AR FARE pERid ' e

However, t hiverifieatiohenarhdnigafoedeteyminhe this @ WH hdsheafel oachi ddarftdv witRttieon
as detailed her%]i . The UE 202 can receive flow identification
i nf or mati on PrEtY'A% PDN-GWor alternatively, the UE 202 can generate

flow I Ds forjosqugci fi c Fibh i @hégaitadifdart 30@of 0iBess ABRofd Q¥WnédP @R
be used for placi n(ng the data gackets in.the appropriate QS pipes by

the UE 202. ‘pHewondas PENbatarn a¢ bieg dor fagiltaling Bnaling|suRporiwighin t he UE

202 via the l.sm i t 0.
corifythat PRERBRaIRE NIRRT MRy b R B0 BcldudlopiOR chflics

flows. |n a fhalitetseiphgspesippott wathinl onetv@koach dsehaPGRB) ROMIGW6Sdrving GW
val ue wit hi I - i specific data flows,

{50631 Anot nasBECASARAE Ble SRt BRI BREE v s Fhfor 1R on

i nf or mat i on phesicyg) kicnkndaf thepatvkoek s Abyordihgly athe phwicabdbaait S02 2@6inahe t he
Serving Gate .. IL.n this aspec UE 20 ransm.ts the data fl ows
to the acceél\é%lé ﬂﬁhi‘%ﬁ%@%‘%@@ﬁﬂg" Q%%/‘é’v?ﬁ‘i/é?rﬁ?‘& C%‘h%‘m@?“sﬁﬁrﬂ@w@s
pi pes in acq@nti@ibaRnhfoinfntgerdthidn dotipBient T0SinHAGRSS tOEEARRIS P

206/ Serving GW has information regardi gﬁg—;[l articul ar Fl ow

i dent i fi cat iCORPPING? atnddiicesd ybe PapRAne - 1 EapiEeeiving copBIshiHES can
aent! e ) ; PHPE
utilized by thgeldre 8P fofd: ta§ ﬂ?&yrﬂ 8F & {d ot &@gﬁ?ﬁ&e Q&e%\% o(?)giﬁb{f%né IrBIEO bas

received frompolicy server). € access ani sm
append f| owrgeeistanfindieatioo droprdnothennétenrkalerhengsuth o podibe bsvert that dne oan

out er header ket. transm.t th ackets.to. t

PDR G or otk b BiodRLR BBE KEL B M AR b LG BRESSIR64 e 10
al ong with tgeserfticmveongendrt B0E adsodated with tHEeRD MGW 302 canpedngpléfd b | ow
identification informati.on received fromt access nechani sm .
006! Ser v g Cou B Db B AP ID Gseh Pl be IF aRVS mila afereaare Wk oaresitis
Wi th poli ci egpdef, theRovlRicatifida QWS indsindebeEdH-RBEn BRHpHRATINGISRLET 1dblild

by the 17 PCRF, Thus, the PDN- GWN can verif(ﬁat hat the data fl ows were
transmitt ed 9B flofe WiensigUE 304 prd the PSS GRE3Hatckinto 06l Ser vi ng OV i n
accordance 3 ief G =T L by,

Thus, Tabel | b Bo TARRPRE S B Rl S, SRanBh BT ARRI o U T Lo
net wor k el erieht sommunipdtingrovithye saimght PDRRGWGE Qg it GoiBssibiledr, the TEA04 a0

P 0% s 2 ASHRLARAH LI TRRAN. TIPSR ol B
detailed herein. In this case, a combination of HA (Home Agent) address assigning the
flow identification information can be used along with the flow identification
information to uniquely identify cach of the plurality of flows associating the UE 304
with the plurality of PDN-GWs. A transmission component 308 is employed to
communicate the generated flow identification information to a policy server (not
shown) executing the PCRF that determines the QoS rules to be implemented for the
flow associated with the generated flow identification information. The policy server

can then communicate the flow identification information along with the QoS rules to



[0064] Fig. 3a is a schematic diagram 300 of an access network el enent
and a corresponding UE that can be used for facilitating tunneling
support wi thin communication systens. As discussed supra, the various
functi onalWOgP@amentities that facilitate ci phering sBYIOFR00RI04GHN a
network such as the PCRF, PDN GW Sersléi ng OW (Serving Gateway), or

t he BBERF can be inplenented by the me or di sparate physical

el enents of the network. Accordingly, the physical elenment 302 within
t he net wor k 21 Bgess RpAbamsnsach #e tF‘BF@@WéW&‘%gGFR anoghansng gs OfkLled puprra
conprise a fghowpldeatiibhcation informtion generation conponent 306
in addition to a transm ssi on conponent 308 and a receiving conponent
310. The red®6dl ng cofwHER4 3a0reeeive daseBow elongevidrihaasseciaded Bow| ows,
or, 1 N an0t NELASREE hurohfioh 661 AL BAEATROAC b AH SR LEEEINE: M o o
i ndi cation from another Retwork er emen , such asa policy ser\ﬁer,

t hat one or novoek datha ublitigia dregraneccher r@o@inesd 14 Ugba Ukelddican mgpley ohe
comuni cation, the,flow | D gen i on conmponent. 306 .associ ated with
Che PO Gw 303 1l traitbhiset SO0 BP peer B DO RS PR SR GRS
for each of thdwetkbikf A@Wstailed Rerdif GRE S@B&ENWhIsA csRBRhTchies &8P B6H.th e
flow identification information generation conponent 306 can start

| abel i ng dat?84{ BwprigpaatehiN-GBY 90 sheqmdink hEh W32 resstve ddloporleng n
on encr ypt i QRfGhPASY i fiekioR M bintkioR rob] MWEE WALRRUED iHeHow
simplicity, the HE 304 is shown to be communicating with a single
PDN- GW 302, idantifisatinsfotshasiohds crnfleyddio Serdlyttiant derbi A4 basempletdentgd

plurality of f C di ff t es, Of . servi ces as
fet i | ed” neralire pinteniobuREE AR Sitts rSf Finels BRDPLISREIGESE,)
addr ess assiigfimagionlten bt mad italenify QoSatleofor patioulandldvanwieaein ids uatfibd

along with the flow identification information to uniquely jdentif
Gach ol t he U SRERICKSS 81 tepplia NS JePer g e aT o CROA Mot | b e chn
plurality ofyefidh B&lowAD LRNEEhSTOR LGP RS, RQB ab GoguRbedsto
conmuni cate the generated flow identification information to a policy

server (not fanbiiey etthe btk 10gria the mpeshme demporrstt dFhivAkS indslegids fiowl es
to be inpl erf@é?ﬁiﬁg?tfoﬁrin ¢ Hﬁatfoh_l_ hHRe ﬁ’é:th abed MhukNnd Rew %@éﬁﬁﬁ@a@tﬁg it{fbfﬁ}[{&tion

i dentification Infornmation. e policy server can then conmuni cate
the flow i demchinigmatinoye domfloyedenithenpding teeapbiibh ¢ bleargpgQolichecktan tha BE
an access n%%Qani smsuch as a trusted/ non-trusted 3GPP nechani sm as
detail ed supra for inplenentation. [0065] The UE 304 can receive data
fl ow al ong W0046)t he a¥FR08hafedhéhaiv digdenhiof uCH paglval béiag rahdntitted ham
the network on the downlink .while transmitting dat 0 a netwaork on
the upl 1 nk SPATERGAET R e AR BT Kb SOP B ahp! oy
one of a trushedited frdmtd UB kes HOAR AT a8 Sa IRGHdR keuih £ BAth hRCAI TP N
or sending data to the network. As detailed herein, the access
nmechani sm céwifghis estelisherhacios tsninteraedigte sgwotke 1B vl s iteatsedpre Gw
on the upli C i 1 liew
R e R L R

i denti fi cat itameling, ordhelfi paplobd 3 Ehp lcoyfepirgdov itemifdrpatidrate gardmg UE g B@ Usoners
i npl enented correc oliciesdor upldnk.transm ssions. ,&or. exanpl e
the flow | daRtrie OmE Prep i Rhad st b SR TRER 7 hOOg: 1 el iplse
for particulaad dedtipwgonififor@ition itleritiSyive thel"emibotning od dieauprt k@thsr on t he

uplink were assigned to the correct_ QoS pipes. This matching, bet ween
the flow I DidAEREHEE @55?13?5%46&3@6ff%w‘%ﬁn& hegpeylogid Hlaégpf@;@ﬂ& af éﬁ@ﬁs@
is facilitatygskdan, fohexddhid U MndnhhEutidR hEbAG eAHIRRBERE. Aldhe\Whinghend

includes the flowidentification information with the data fl ow

Thus, the f PGPt @eckeisiraversingthe apdaiois from hedeamaih nerotese Bepeerlreay dir
on the upli Q%nﬁ?h&ﬁél@ghd B %@@ﬁ@ﬁh@gf %ﬁ%@%&i%})d 1&1’@1@ obtvertOffinto native
3 I I a g

[ 0066] Fi g. I's a schematic agram of a payl o bein
t ransni t t ed protoepl damatimidciajeriod ittte ieestacki inhe hbwwctadehadspbitctht flow

identification information in the form of flow labels, pointers or flow IDs can be



included in the outer |IP header 358 as shown. This can allow the PCRF
and eventually the BBERF to identify a tunnel flow by inspecting the
outer header 358. [0067]Fig. 4 illustrates signaling exchanged

bet ween vawpoeewgtliti es of a comruni cati on syst em t hatpdracdzhiotoadoes
encryption of data. As seen fromthe figure, the HE and a

correspondi ng Hone Agent (for exanpl el an IP ternination point within
a PDN-GWN initially set up encryption of data flow exchanged there
bet ween vi a FHededdd hggater Eﬁ‘)@eaé?f 5434 shoptve ridincangiloy ke g eenordy

ref er o theSnbuRke, LAt Udhilel 18097%,808, pGALd). bign need Lo be

ci phered. The Home Agent function alfocates™a flow relates to
the flow upd®047lir ni ngFign4tlhetrdas sigebiog ypthanged Bdfveren tvhagoudAntitinsog aon

encryption for a flow i at.es a_Fl qw | nd ,sends. t he fl ow
doscr | pt ton.cormrioafdlarblonRATAARRs Brdsiitp of g2t Bt e e the
g\ onmuni (lilgt edIbynd ah@)ri_dé’pdndintg_llfﬁqnmge_ v (far éﬂaﬁlpldgam\tzﬁiéiﬂatf&rpmtv@imﬁlf y
ccess t wor ssion nodification conveyed on . In particular,
the IP- cm@éﬁ. ity PLAPieBH YR date dlg %hﬂgpg@efer@wmw teipl e,

a flow I D asgds@peds®yanines na0d 181 5 BldERSSrs rg‘ﬁlquértgﬁlaglrﬁglé Gﬁ'chhcﬁng

5-tuple conprises source |IP address, destination Ss, source

port nunber (&)ges arkyildeard) ohighoreed ulbrrphessd. divd HemsrAgent BinctiaD, allopates a
Ceobton mocitFroD HECRIANE o B2 6igfpb R RR o HETRR Rl PR LT tums

BBERF wi t h tonen@usisnfoes flawsiv gerataes allow IDhad kérositiedipet dmcripticnhtht g

Flow I D and the HA Addres as, t l.aw I D i s uni er ur.c

addr ess) as agdrgﬁsn%dﬁ}éﬁ%?ﬁgf ° eo‘%ﬁ?‘r'l[:) @H%IISSCSW@%‘%H&@? I?‘glzo ﬁlﬁg’f:&s)
is used to péd hoIPOADE(IBDbnfidyine) AOGRsIN IR sEs@W)mddifdiioh te&dki@ o or
downl i nk packgt’sé]. Accor di n%l ,.the PCRF transmts nmessage 410

conpri si ng jt4lq - P} RARHQUEST thenThx M%?‘O%Wﬂdlﬁg@@!%sé%e@@?@f% thedPtdhe
BBERF associt@{igd fivt D bRnkFby Ih8 HAC &R JARCRIMAL NGMRIAIQUSe ASPRGIS, the
BBERF can be i npl enmented at a |ocation wherein a S7 1hterface

t er mi nat es. cPEprigRapngrell aidess destinatioHPasidess sourhep@BERIbor@h dpwination

i npl enment ed r n r Ke~i-N
accordance \ﬂgkﬁ%%&%ﬁ? E)gés{%cteozﬁ)s ﬁlqﬁ%rg’g%pgl%ggéfﬁ?gﬁwggcei ves an
ACK nessage (AtihdwdedgementDoShe IR-EAN @868] MbdificHicnl frans the HCRF @i 48alTihag

500 exchang t ween vari entities of a co nication system that
facilitates ?)g:r@:re@fﬁ‘t”g%%%%éb%ﬁ anﬂhtlhgg(?gFﬂlﬁﬁ?:séoW%W ﬁﬁl?rff%ﬁo%%fbﬁe‘%]fh

Due to vari ausFI6&dBong the 104 /aXadsP (8 theF bz 1Y iiflgud Fc@ §d a6 Adatdsiiskad to
a trusted access, .the l1JE or the HA can deactivate the encqrfypti on of a

fl ow previ ofSPym3tien ¢dtiey IDppd soweqpddeesadh addsgssyisasehtoipareitiie iSHFal
exchange W t8y{dEldadEs DAY Fgﬁq idNEERL TS dﬁawn?ih% g@dkéts5g%cﬁaﬂﬁgf9$e F

exchanged between a UE and a HA with delete payl oad. Thr's results
in a | P- CANtsaygitonessesi 410 camposing trdlam g 1Hhd Addenas, ladd assdciated QoS rules

addi tionall - y 0, icated.al
Mih the Fl i BRAIARE IR BN RKERRE L SIS SR i
sessi on nodicki bat@emdnyed he |RERED whcenrad higleyfacRERnpeo ViFdesarhle, based
BBERF with S.rule provisi usi.ng_the 5- tuple.al opne inst of a
Prow 1D it i WA 66RO Sl i tahBredien §%% e Biee Piontproeds
transm tt ed nywdrk & LBERmdevithas o0 spetsd 10 res b1 Bl TRF febdiSesad AL
relates to switching off the Flow ID nechanismto facilitate QS rule
conmmuni cat i SRESRARE YA BB (ﬁ‘gs ’f"_r#f‘e 5-tuple. This mtigates redundant
si gnal ing ofjoddd¢ F| oWrieDs W isfth@s LiBSAIRE EHOEdcharddt DetwRES G4 R entities of a
necessity, the Flow ID can be dynam cally enployed to identi ?y dat a
packets to vamnBiFape vl thetthaliers clonsonRE flen i smyotdandeivgth a Buther,
met hodol ogi &t i .0 P nt. vi-a. enploynent of fl ow
"obe i g Shdf 3 Qe RERRISEIRY Uk TR TR e Sty | e,
for pur posesrustd séap, ihciionthe Eptaaniatdtionte thhmcrpptibwodd Hew ervaiuely
protected. This can be achieved via an informational exchange with DELETE payload.

Accordingly, signals 502 and 504 are exchanged between a UE and a HA with delete



generating flow information for uniformy applying QS rules anong
the different network entities. The method commences at 602 wherein
one or nore flows are received for comuni cating to other network

el ement s ovVO2p%IAHiltati on is received from anot her net \BOITKUS200O/neGot2
that one or nore flows are to be recejved. For exanple, the received
fl ows can be associated can be a respéc?nse conpri sing control
information or  data fromthe server to a TIE for a service request

etc. At 604 Paded!. ofhis raulisde aikréchNisassion modiication raeriog theddow e und hat
for each of hfiGohdieNht HAMMAL hat nAWhavedRBE EShbatiEA% él&ﬁgoxgxfﬁ?gfe%\irfb
the formof a Flow 1D, a Flow | abel” or a pointer s generated as
shown at 606ia 30¢. AfessaepdO8 sighdiearAOl ofdhe BRCHY sass@pnpnedificatian by thei t

val ue conmug ed. L0 | f . ata flow A further
aapoct r ol at 6 ool pRatr ot PR ERE i G Bl iy St b
r epr esent ed tage alokd mweddofadflowaDlwithdd &l (. | Avackuehlet fadenal AOKPHTEE Q08

of 21 sourc ress and,the E Dis uni f each fl| ow

ossoci ated VR AsdpBunres oY B Pk et Gela Fhstoria PP atieh
i nformation té Switdh@pSITF th b D irRenRERRofiliREIR @ld @hnWniddtion via
appropriate policies as shown at 608 and the nethod subsequently

terninates SRPIGYEESAY > e kThis mairepfasireflundartt sigpalmg oftheridew 1D within the
iIlustrating.R,.met 790 thata £ agi) § 3 dyRAREA a1y
conmmuni cat i Qﬁ sys’t?@r&%%%%c%%&%n ’eth%\n?{b# I?n%ithﬁ%rd aspg%wgrc%? hod
comrences atidengdy deteepaskets trerions mpwerkpatkest flows and related flow

i ndenti fi cat} i nfor L.on .s Fl .a Fl ow | r-a .
poi nt er assgt(':@agg ed w gﬁfe%ﬂ t%négqbéﬁtrjr‘orp%%dgg%?s rFlla tgl\ll%mg}r%gd ?ng% et via
Addi ti onal | ympltdyechifofaticr Bbd i @ witches FdrowudiEsioa anvik@nicecet iRetraud h
that a conbi ign of HA address apd the Flogw ID is uni que for each
flow At 7oX?€4%§°r@PW?S TIPSR 01 G0 R RERohBiag o ey seatm 30

identify thelef@ht€itSscHULH R, £ ab Bk N8ddrHbAParANghRbiaf That tHees for the
rel ated data flows. A PCC rule rraé\gbedfgr edefined or dynam cally
oF

provi si oned mgthasetogies pecHips Hinitath by of #éS, § $QENG 498 GBR., InACIOPBARE With
sessi on. Thepnk defbicldn@ddR®ntCl r ] t

mechani sm f%? gppf}l;ecati gn vvlsf %&?ﬂ@ cﬁgﬂ%{gﬁtﬁ?&;@# %lgogoor(??gt egﬁ%‘;ﬁﬁﬁ?wg acts
recei ved f | dwni detrshpiviead lesaribadfloramt Farexasplshiboge shilled 06the Thevill
procedure event ual t er m nat on_ 1t he,end bl.ock. [0072]Fiqg. is a
f1 ow chart iuflﬁcﬂrg IFCIa ndigp Iéemre%%ttﬁ% (ﬂl%éﬁf%gf% CP@? aﬁ%rei’theg’alf%rﬁ sented's3 2
enhancenent setied of tltéreglatanslateharcgbing sacndsriol sttRGRgrbm. Mdadesvet,@ot all
facilitate tynneling of data. The, nmethod begjns at 802 wherein flow
 donti 11 cat TGP AFaT eaiErd e LORPmENG TRod0IAR 4" R CRRSST I benT8r
i npl ement i ngnoM: ERbadiget@ flow At 804, the received rules are

inplenmented for the data flow and the data packets are transmitted in
accor dance WAMI t he r Witthgeferepee et élustrfed ps methedodpgyH00IB It fagildates

that facili .35 ha i - i.at e
8 pi pes. aftpal AR dsnAlodlor Wifodia) BRARLALS il dikneAROARIAL
end bl ock. 10734 Fiities.nEhe methpdjcordagnde$ hfdf metesah o @ rmet lodohegy 900
that facilitate etermning i f various data flows .are configure
wih the corfelRd fEShmMdG o IRaBNEnE Sk RatS B i Ru R rom
encrypt ed wahdther deheorRSNhvGhhtume ek mbheflBRERE tdRSrettdved] Fobédahipie, te

t he i nner header. . The BBERF Can?nfgt i)et ect the SDF and hence cannot
apply the rdSHEELTIONS fE} PrassReialefbsinde 2 respense sPRerisipg cRItiRh i Qmation or

identify ci pherReh fhkQWser0d BIfRh UL rédiestBRERR qok bhthtdrenCReEdiRGitdata
rules for those fl ows described herein can also be enpl oyed for

veri fying i flogsae iHepsifiedyypadyibeiderach ef thp fleaifieddats fory.iidgnagicationr

exanpl e, enploying. thg, pi St

packets. Accof?3 I n%fly, g?%%(g@t %I%%)f s r?}g)?}eifa%%(? té? &?f%\gﬁrséeg%g&? gse%}%i(‘?‘i &éd

and t he appr6pr Instneaspdcpihe PI2w Id can be a 8 bit or a 16 bit valuc communicated in the outer
IP header of the data flow. A further aspect relates to generating the flow identification

information represented as a Flow 1D for each data flow such that a combination of



identification information for the generated packets is retrieved at
904. Appropriate policies, such as the QS pipes to be enployed for
these flows can be identified as shown at 906. The identification
i nf or mat i OWOR2609/1dHdh packet, such as the Flow I D for tRETIZER6S04401DW
is included in the outer head as shogg 908. The packets are
eventually transmtted as shown at 9%0. Inclusion of Flow ID in the
outer header facilitates identification of appropriate charging/ QS
rul es by al SowReadiseshandthe FiveH? & uniyp dorregeh Hwa@se@a%wrﬁlia@aeql t hat
t he UE has y I : i r:. di

SORLOYRIL dhEralcrRS Iaamemgdg%ﬁwam is garggff&&e%% ﬁ%@xfdigiho oy

flows. [0074]|Wth reference to Fig. , ustrated Is a net

950 t hat fa@piopieberewittlepraepriaté prjicich ay shomvoues 60l the omehod sebseprhilgur ed
with the port%{ﬁ'{fﬁateg%lnitﬁé &3 biiglckgc_cor dance with another aspect. For
exanple, if data flows are received at an access nmechani smsuch as a
Serving OW \[d@71$peci f Fiz. DixS: o elsarf itlostrading Tmetiokdblogu 700 thet fhéitiates

identification j.nformation, .and forwarded to a _Ho Agent, the Ho
Agent may. nGEEEREICAMY TTaeR RS ARG IR FORET GRote e B He
UE and the aggastcdRENENVRRNASe 60A6GhEE NBwWRGEIEBRATR WnEdhtiERSion
rul es determ ned by a policy conponent such as the PCRF. Thus, it can
enhance secdpimeatioh suchss el sa klpw lehet esapairiemssaciated witle bajonnet mors
with the HA g L L take ek yfi-cabil on. : . nce
W th uni b PRac SRR Sk GRh e P Jack Hrifh HDwABEEL

met hodol ogy réeyied suchtthgsZombinetien of [bAeddressmpd ¢hef FlowdDtis @mgur fot edhi n
accordance wWth i eulbar rul re recei.ved at t acc ..
mechant om 19" oot ERY EP e B TRlRa Sl B vialte PERESdup pejisies
encrypted. AnctB4hargingirslcsleiddsaetids fortthercldia@datail @vsa pprodedc Wdyhbe

respective flow.identificat 1 on i nformtion, t he cess

I f yes, t pr.oc.
branches outPTtgTiRadon feraaica{ st mavipipRifet spahghpetiaod Hurng Ggdifetime of an IP-
i dentifi caticooN kabivh Mhd PEnEHA l%ﬁéwsl%e%qns&ﬂuml% aifcd@s fe@ahishabe the

verification that the particular rules were rules for the packet
flows as detBplifaherwBY therlatagliv espodsapwiib the. regofvedflopsidensifigptifmned at

954, that th i i.f] i i I . t he
Prons. the Prom et Stk 4786 ! PR, 4O A0 AL ARRROHREL B
particul ar AM7B$ as kKRB ist flohehatitlessiting e hatliosnopy 8epfoe fedtddating t he

flows at 956 _and subsequent | he.flo ransm.tted. as, shown at
055 The pr SRCRGr SRR Y cabna B tRECy HEMA® BROLEE pog P o
10 is a fl owahaht ndeiodibkiingatcOnethdaaoflOg ydeafifichyiva mrermtalionvadhssociated
generation i h. an aspect. The t hod begins at 1002

ccordance w .
Wher el n t he PA&CH aFF&&%ﬁiY%%gM&)ﬂﬂ%@ﬂB&g 48 aﬁﬂﬁwi"ffoaf- et S0Asthareseiyed pees
supra, the Wk @dlendGeRSs: M6 Thth B wSBH YIRS PcRetY A% QbniRIRldctdr@mesuch
as a trusted non-3GPP access or an untrusted non- 23 P access.

Addi ti onal | yithttherudese s sxampdpdhomles cuebe@aS allesghaHaglifate dypnsisden pfithe
Such dynam Mg} : . 1 r
oxanp! o 11 (pREARER I L A AREETR Hp ST W iEw 08 B HRbSF Mlnaly
trust ed net wormknags asthewnd Bloch004, the data packets are ci phered.

Either the P or the UE ¢ i pher e packe as at. 1006.
As a resul t 1% net woFK'8eP ?ﬁ%%ﬁ”s‘ﬂl’\%@#eﬁ& 318518%@8% %"Q"g@%ﬂc}%"ﬂ@*&te? he
packets in tiberhinty if GurdRplsta ibes aRRoRIUre! RitPkiceires pollhe) effigussehe

flow identification | nfoqrgnati on, such as pointers or Flow |IDs are
gener at ed f S¥2/FaRI the el 1§ snsheptedsvitiipts RaMRy6 gunngk thg BBERFihgane | ow

i dentifi cat ivomiliffprBhieNetRN PR BERRNS tidnbegkid HeRO AR M aihdhi n
the network that "need to inplenent agpro%l ate QoS treatnents to the

packets. ThaBplyfheogsnedetnofiricasuchns.i t Ponechamishdo priEiriciphbiey

generated u it i LL.8c .

policies f orma?! i gﬂg{ggﬁgﬁ% %%Mggwﬁé? %?Crtitlﬁag ﬁgﬁl&%gﬁﬂﬁsg&sﬁ%etdg eremn

wi rel ess corauaiehd croplopydsbeverfliog ifi aSUE hhustplateretdithe apeqridenoticies,t h
for example, employing the correct QoS pipes for transmitting the data packets.

Accordingly, at 902, one or more packet flows are identified and the appropriate flow



[0077] Base station 1102 can communi cate with one or nore access

term nals such as access termnal 1116 and access term nal 1122;
however, it is to be appreciated that base station 1102 can

comuni cat\WORPPH4YAbst anti al |y any nunber of access terBATAE2809816%13 ar
to access termnals 1116 and 1122. Ac ess termnals 1116 and 1122 can
be, for exanple cel lul ar phones phones, |aptops, handheld
conmmuni cati o vi ces, . handhel d corrputl n devj ces, satellite radios,
gl obal posi ﬁ?@ﬁ?ﬁﬁmg}%ff”é’ﬁfgwn%@&ge BNHFGHD EtlFFS?S SrHEFved§ POt ApraeRFiate

for communi galitiBg s@welk tM! O6d ﬁg&; 8 BERHPI058d FR Phe3y BbR M QderiSicd as
depicted, access termnal 1116 is in comrunication with antennas 1112

and 1114, wibewn atR0enAhe identificagipg infarmetien fn saghtpackatonamed haFloy Btfess
termnal 11 e 0

ocose t or ARt B RINAIE b BE ol HaRR0LARAME THODRACRIKARIAAT

t er m nal 1121‘,_an$rsitteqh as shdwopahdifhilodtsionofdilotw [Bnt drrmatr hdQldr Goiditatck06,

wher e antenn 4 a d 1106, .tr.ansm nf or.ma n to access term nal
1122 over a' Iig/:/‘éq no ﬁ?@r‘ﬁf?ﬁe SdREE: ?%@8$ %eﬁwa@frtﬁ%f]ﬁyﬂﬁfégﬂ?‘ﬁ%c

term nal 11ZZiknes v@nﬂoﬁti@f thet the UIE hhi 2@plob&d e frﬁlmpeﬂgoyidtélwﬁ)sm@ferem
dupl ex (FDD) E)k?/shem forward link 1118 can utilize a different
frequency b@AHCEHAWSt hat used by reverse link 1120, and forward Iink
1124 can enp h(m%a di fﬁhﬁfh%?cufn'&@%@% hﬁ@gatt:@mﬁl&ﬁ&domlg%%t by
reverse link 11 for exanfp . Further, in a time division duplex
(TDD) syst erffcilitgicgdetermining ifTvprigusdat fewsears eonfignked pigtothe aorrast policies im
common freq r can
G111 76 5 carterie Dot S INEL g0 s df AR Bab B aR ek kel O
the area mmdq:hmhsmlsne&laaaécdw @ﬁmmdpdndico’{hwﬂmpcMamwblewte]ﬁceﬂmed
to as a sect f bas tlon 02. . Eqr nna,grou can
be designed’ ecS'tlgfiaﬁWBﬁl? 83? op,ang 3:7[1 zgéagde[dge ﬁﬁ%g’eﬂt ghesﬁ%rfl%f‘ aﬁém?
areas cover &d ably thaaernsih@ifititolibizhication GAWERNLE AIE QA 1Ry Rkesk AicdRdntkm
links 1118 and 1 ‘ﬁ‘Ffﬁit he transm tting antennas of base station 1102

can utilize YGE&AR Ay 2qc8tdengsr wtethe Ty padelqraingdiby @ nolEY epraTonen suRly &b
links 1118 apdpdiRATHA! it dGF&Handeatfirtabfa LAkt 20 ald22meMaSilm iphi | €

base station 1102 utilizes beanformng to transmt to access

term nal s 1resupsignmithxhe Hax ¢asfedilitelgrvdotitajion pf heghlesain agesdaricawét which
coverage, aGhegs,d eér@waﬁ@rﬁﬁwama%gﬁéﬂefag 158 e ABReD Bt 883, e

| ess interference as co ase station rrarsmi I 'ng 1111
a singl e anteeanambe ﬂdes tr&nsnﬁtedasa:cbzelamnenaﬂspartﬁ@ﬂh?@@lﬁ ge re’bﬁwsdlalvthe
anot her exanple of a wr Iess ommunj cat j,on s m.1200. The wir
ommun car | GRSy Seeitnitendn BEprERE Wb S B bl BRoaSa gt renated. A2°
access termosa)it berhined Fakefl®fs ¢ epichied WiBWRYSRItivd flod Sdeh@fif8on

appreci at ed tljlgat system 1200 can_ include nore than one base station
and/ or nor e RERtISHe e dhe PiogsstLRELhes RHEPR SR vAigein the Aars plggg with the

stations ang{uQf 1d@1ﬁ%§§or{ B F MR rSarE At REled HPSE BN doahdiNiativid lré'i‘fﬁcﬁ’tfon that

different from exanpl e base station 1210 and access term nal
descri bed béhongrtiquiaraelas wetsmyles for ithe napkdh Sowp py datéraninead bylbg pckias e

station 121930 gg{ie%;. 12%3; ﬁ&e&ﬁﬁc{g'oeg@k% lil%%?nquﬂv %1)% r}éﬁ&{"% ?1%1&”\%&3 not

(Figs. 1-3, escri ere n
facilitate wppseﬂde&s)th@ﬁuwsuthraﬂiommehﬂnféwmoﬂnetfmnon ﬁﬁ@cﬂ&kd\mthal&:q)articular
station 1210 ffic ﬁlta for a nunber of adt stfjieams %bs

rilles as own at the access mechanism 18 appended to the flows at 956 and

subsequently the flows are transmitted as shown at 958. The procedure eventually
terminates at the end block.

[0075] Fig. 10 is a flow chart detailing a methodology of dynamic Flow ID
generation in accordance with an aspect. The method begins at 1002 wherein the access
modalities of a UE are monitored. As discussed supra, the UE can access desired

services via various modalities such as a trusted non-3GPP access or an untrusted non-



provided froma data source 1212 to a transmt (TX) data processor
1214. According to an exanple, each data streamcan be transmtted
over a respective antenna. TX data processor 1214 formats, codes, and
i nterl eave¥ORKRI#4IEY f | ¢ data stream based on a parti culP&T/USaHPAEF012
schene selected for that data stream,¢,0 provide coded data. 25

[ 0081] The coded data for each data stteam can be nultiplexed with

pil ot data i orth nal frequency divigi mul tipl exing (OF
t echni ques. 3?@@%@%6&%@}3“& B AIFELS WPWS % ﬁg CAR fla? c@mmﬁee;ﬁ%e
f requency dis%i:ﬁé(ijy%mﬁ%ﬂah@s%_@@ ACEIADE schiibe oo Wé Sdt@ed ok ERINGNE G the

|

(TDM, or code vision multiplexed (CDM. The pilot data is
typi cal | y aUdhaaresdatmupaisted ppcoshiipdalsy Bpaadestd netyvosk Rndarn gh Hifdy the

and can be ﬂﬁﬁg)a%{efsaaggaﬁger%%Bﬁeﬂa‘f%?{he]f%?&h‘woor UERLECERAMEl LeSpONse.

The mul ti pl exe ot a data for each data streamTcan
nmodul at ed ( ehgyy atsfifihols aeppledpmb aswdrioelcmegamay ool rabfod pe@tive the

h . g.., ,bi h - shi keyi PSK d . . .
schens T N S oA AR LB it
anpl i tude nMagioimdtion sutVhQMtersek Glow BBl eei@drataarfot lnbdlind @il Sty B3RO

provi de nodul ation s ols. The data rate, coding, and podul ation for
bach data st W @éﬁﬁg@%@w HeRgrapgn mirmatiet ¢ tﬁéf%&@dﬁwkrﬂeﬂts

provi ded by \RHRCHS §Qkvod2B0: n&@@ﬁi%]pT@&n%&ﬁiait@ﬂ%oS;M@Q&Eﬁs foohe phigedat a
d P 220, wh

streans can be provided to a TX M MO processor ich can

further proddws flofddenidighian inferaytimiolas be dyepmicdllyrgenrarg upanchnsaot

processor 1 i i I ns to NT
transmtter s%g%f‘%\}%%h@%g%a&? F(%gtg@%g@hc %F%&é@%gﬁe?ﬂéﬁ%bdi ments, TX
M MO proces$®#761220 aRpleires nosanfiig. fil ngwwelegpirbsinfuridahien spgtrbol 1900 t he
data streans,and to the antenpna fromwhich the s | is bein

CFansni 1 & od 1L BaA Pedrerr AR U v b et s SR Rt soaeog
respective syhibbiesstbagamaton 1P0DMaOEnNGudRImUETaFIE aftdRl0G0GisFat Sanphd

further conditions (e.g., anpljfies, filters, and upconverts) the
anal og si gn&PS *ENBEERNDIEn g anistea [dPdnd 1196; angHiceerogp can comprise

transm ssi onnR4els 1908 el MPOCHANAGHiibAH] fgﬂ)%ga caRihcHae thdiiad 1 ?iNz%ﬂﬁ'I?t 14.

fromtransmtters 1222a t hrough 1222t are transmtted from

ant ennas 122 antanaeire fihpiated fos sprbmtopny group:JOSEY AL Matecs Sevar @nighrrs|
1250, the tr L1128 £ Q%H %gﬁj §190akis, M@ & S%&J'M&%{l Y Nﬁ ant
1252a thr ouﬁ%oﬁgg@rz an(g%t eﬁr cel vseg Si rglgnaqa ¥ om eac Qanrg: enna a@@% S
provi ded t o chain@specictiver chemeeack ot (VREYRn habhacotipristig hlufa?iBAef. Each
receiver 1254 cond'i tions t&(dle. ggg fi { ters, . agﬁl i fi es q%nd downconverts)
a respect i vEOUPEIAN SHCGHT YRS R RSN TGRS SPEIE & 8P B0 e
sanpl es, andndduladiemptipleass esmbiaatsRMnastiflexRy, ambiiRs e s @apeNdi ng
"received" synbol stream_, .
appreciated by one skilled in the art.
[0071 Base station 1102 can communicate with one or more access terminals
such as access terminal 1116 and access terminal 1122; however, it is to be appreciated
that base station 1102 can communicate with substantially any number of access
terminals similar to access terminals 1116 and 1122, Access terminals 1116 and 1122
can be, for example, cellular phones, smart phones, laptops, handheld communication
devices, handheld computing devices, sateilite radios, global positioning systems,
PDAg, and/or any other suitable device for communicating over wireless
communication system 1100. As depicted, access terminal 1116 is in communication
with antennas 1112 and 1114, where antennas 1112 and 1114 transmit information to
access terminal 1116 over a forward link 1118 and receive information from access

terminal 1116 over a reverse link 1120. Moreover, access terminal 1122 isin



[ 0085] An RX data processor 1260 can receive and process the NR

recei ved synbol streans from NR receivers 1254 based on a particul ar
recei ver processing technique to provide NT "detected" synbol

streans. RXOga¥d4padbcessor 1260 can 26 denodul ate, deir{T&r2empeso1and
decode each detected synbol streamto, recover the traffic data for

the data stream The processing by RE%at a processor 1260 is
conplenentary to that perfornmed by TX M MO processor 1220 and TX data
processor 15PAuRicghonswith aitprgys iéaf/'(ﬁnd[lé@@ﬁ‘] herapgaaas 04 apg b1 Qotransmit
peri odi cal | ¥, eghfloMid St :6MhiAN Al b RO 2 FEGARPE AN 2 Indekbil Bufthation

di scussed above. Further, processor 1270 can fornulate a reverse [ink
message conpromsiqsessdermanal il %23 engex rgyerst iliok 1 Hifd Ta afigakenea divésigodupicn.
0087] The r ' LIS ious. tyvpes, of

 nf or mat  on (F oA G oA et 133 af ARkl YRk B Bl atpogd
stream The byewersdinkilhR0,med &agerddaf 1184 prroggssedditfereat frxqudadiaband than

B Poans i r o oRReL iR BRE 1o e Sl pf Rt e G oBpplex
condi ti oned (PRDY EARHITItbiwE S 1iH2DAR shll k@B AR PH0 candlitd Aevuithéd BehURAGK
to base station 1210. i900881 At base station 1210, the nodul ated

signals fr orvead pskferwaad kg 31 24apgd geverse link 1126 can utilize a common frequency
band.
[0078] Each group of antennas and/or the area in which they are designated to

communicate can be referred to as a sector of base station 1102. For example, antenna
groups can be designed to communicate to access terminals in a sector of the arcas
covered by base station 1102. In communication over forward links 1118 and 1124, the
transmitting antennas of base station 1102 can utilize beamforming to improve signal-
to-noisc ratio of forward links 1118 and 1124 for access terminals 1116 and 1122.

Also, while base station 1102 utilizes bearnforming to transmit to access terminals 1116
and 1122 scattered randomly through an associated coverage, access terminals in
neighboring cells can be subject to less interference as compared to a base station
transmitting through a single antenna to all its access terminals.

[0079] Fig. 12 shows apother example of a wireless communication system
1200. The wireless communication system 1200 depicts one base station 1210 and one
access terminal 1250 for sake of brevity. However, it is to be appreciated that system
1200 can include more than one base station and/or more than one access terminal,
wherein additional base stations and/or access terminals can be substantially similar or
different from example base station 1210 and access terminal 1250 described below. In
addition, it is to be appreciated that base station 1210 and/or access terminal 1250 can
employ the systems (Figs. 1-3, and 13) and/or methods (Figs. 6-10) described herein to
facilitate wireless communication there between.

[0080] At base station 1210, traffic data for a number of data streams is
provided from a data source 1212 to a transmit (TX) data processor 1214. According to
an cxample, cach data stream can be transmitted over a respective antenna. TX data
processor 1214 formats, codes, and interleaves the traffic data stream based on a

particular coding scheme selected for that data stream to provide coded data.



are received by antennas 1224, conditioned by receivers 1222,

denodul ated by a denodul ator 1240, and processed by a RX data
processor 1242 to extract the reverse |link nessage transmtted by
access terWPRAAY/14MLD. Further, processor 1230 can procd¥8/§33e09/046012
extracted nessage to determ ne which ecoding matrix to use for
determ ning the beanform ng wei ghts. T0089] Processors 1230 and 1270
can direct , control, ordi nate, nanage, etc.).operation at
base stati oﬁﬁ&@lo and&é?:?:%gg?t@?‘?ﬁeﬁ% dafasppam cag be ppiltinlexgd withaylatdaty e
processors 1gag orhehohkqhaity ey idss At &sh WO MPEG Y ube 3§d(ﬁ8611a31? [
that store program codes and data. Processors 1230 and 1270 can al so

per f or m complitfattivehs thepilgbsinhsls san do disgyenandivisigunsEplees GRS, time
timtes fog;t i i T 2 SRR LYE] S0 .
estinmates 1Qhy %15'%'%12%%566:}? gi;ﬁei\/lﬂ%\fma!)dermv éllz)ﬁ m&%@ (@Pl\%h 989 é{l& Bl is

aspect, |ogica Classified into ntro annel's ‘an
Traf fi c Chatymtadly alkogivo dhta @etiirn Siat Ghyawnesded icakndwrcharder andBrao dd assitat

Control Channel . ich i DL.channel .f or broadcasti ng system
control inf g‘r@cneﬁ {egﬁ%q:]&rs pﬁoe?s,tmfgegﬁ%g% ol ESPIG| T%[&Hﬁgf%e(@%{ﬁ}t F‘P{%Wﬁ%g a
Pagi ng Co Pt rdala féinanin dhta (HRGEEH)an Bﬂmhdlfllnlakeﬁi (la g%yrﬁﬁtﬂ :Mh%heci) fba'%edtoh&r}ﬁftﬁzhﬁar
pagi ng i nformatjon. regver, the Logical Contro annel s can
conprise a @l%ﬁ%?c%ﬁ??'%i b‘@?fé(rﬂlfé%e‘*ml}g (RESED, quadrgture phase-shift

Poi nt - t 0- Mulkk{iRE(OPSID; M-PREIAGHI USSRl (AP bt it PR ati

Br oadcast andyll\glmt?? clgs_t Eer Vi clet (ﬁ/Bﬁ/é) s%h)ggﬁﬁ?gﬁgdtg}?i& g%lu'td (?gflydﬁ’ianon

i nf or mat i on MoRAYRects) sdesiest far thefrdatsstrogmirie pelvide, medulagion spbols. The data

T3 only vsed By P ERLES, % el R SRRGERKAR Y BV

Addi t i onal | perfermedlon gioyaled GymptacotsoCHidinel s can i ncl ude a Dedi cat ed
Control Cha ( whi,ch.i s a.Ppi.nt-to-point bi-directional
channel tha{rﬁ'@r‘z Lnsni tih%‘élaf‘@g‘loé&yg@ﬂ@f%ﬁ the ﬁ§t8§tﬁeﬁﬁsgﬁn Eh%mﬁ’gﬁ‘?g’ea T&ed
by UEs havi ngiMO BRCesoN 20t whish chinfuiegse@ed the hidaulbag sabboly @k irsr
Channel s car&#ﬁﬁg})rﬁie a (S)edi cated, Traffi c Channel gD,TCH), which is a
Poi nt - t - poi - i MU eregrssehbrtidhonguer i banedyiasing spebal sreanpigto Nr
transfer of yaahinkRiONMRYI10Ma oSk 131€ 1r08HEA endic@iddss, PRanpgls can
include a Multicast Traffic Channel (MICH) for Point-to-nultipoint DL

channel f or Precgsferd 420 angliesibgrmfosmingtveeiglitoOghe symbwis of $ipedata stiermn spbiot

Channel s ar ki L : . ransport Channel s
conprise a %Fegdélﬁggﬂo%]qgﬁg% e%&ﬁéﬁsg&%%qs% Shar ed Dat a Channel
(DL- SDCH) arfeP83] Pagi nfadBhzmmpmeitte( PLRA)recciies aRChtocapesaupipoctiveldEmpolsekam

saving (e.g.,.Discontinuous Recepti.on cycle can be indicated by
The. netvior k4 BOVHE SBorHOHSngISE BB Snf Bihen ShQiont B e FlieBel |
and bei ng mappeapcohoerBhisiaaabe bighas o(flbi)lc & BBauEEGE Sighdlatittanobe used
for other control/traffic channels. The UL Transport Channels can

conprise a RARUHAINLREE thedfiiAehamRadiyther Mrawduksied siganla Slom rRmemiers a

Upl i nk _Shar gdodaahRubh 8809 hre(ddhsmatEiio R, dydihsy bl WiflohARYsichannel s.
[ 0092] The PRY channels can include a set of DL channel sg and UL

channel s. F&¢spestiyall e, the DL PRY channel s can include: Conmon Pil ot
Channel (CPI 1 Sync [ ' I CHD. rol .
Channel ( ; 1 Shar e%l{ %[I}E%g%#ﬁo l%gﬂﬁaetfa% S &J%%?'%?ts}%@g%ta %(fgcnet“fegl
Channel ( MCGIWNx aSteanasd 262 thesigh n2irtnCianaeived SIJATH)om Acknowshedpsoent
Channel (ACKCH) Physi.cal Shar t nne - PS .. UL _Power
Control Chakhél deﬁ&&tﬁ%@“ﬁs&%ﬁeﬁ @%‘@t%ﬁ%ﬁghll&% gﬁﬁﬂ méﬁﬂﬁ‘?"hgs oad
| ndi cat or Cheudigdns((k.k Chillters Bynpidiys, @hd Howddavertsh b uspéati Q%Kn,t digitikls tREY
Channel s can lilf[m ug:g];é{HPhysi cal] Random Access Channel (PRACH); Channel

Qual ity | ndicBzBenegpigAmldp PrortgecPlenere Sihetpropessts tehsrrpds tQ oKde):
Ant enna  Subggfred Bt Qfeitdaa ol 6Al,CH) ;. Shared Request Channel
(SREQCH) ; UL Ph}/si cal Shared ta Channel (UL-PSDCH); ancUor

Br oadband Pil#$¢] Cchanndn R()Bqtqt@p{ppcssor 1260 can receive and process the Ny received

symbol streams from N receivers 1254 based on a particular receiver processing

technique to provide Ny “detected” symbol streams. RX data processor 1260 can



[0093] It is to be understood that the enbodi nents described herein

can be inplenented in hardware, software, firmvare, m ddl eware,

m crocode, or any conbination thereof For a hardware inpl enentation,
t he proces¥PA§*iA? S can be inpl emented within one or TgUS2009/046012
application specific integrated circujds (ASICs), digital 28 signal
processors (DSPs), digital signal processing devices (DSPDs),

programmabl ¢ | ogi.c _devi.ces (PL fie rogra b e te arr
Crpane) " pr SemSdiifie GRS of- oy Bheogs £t 2BHE sTTER susant Br bbb Bt T
ot her el ect rdanifor thadits saesi. gNiechrb@sfes BYRM dabeprbdesgi i O65is deaplembmery
herein, or a ﬁ_‘onbi Eati(g{; &%T%Yrjrﬁ)gf. £0094¥l en the enbodi nents are

i mpl enent ed ' HAERFTWRRFLLY 5 Perogerigg 1ot dais progesserel 21 hAdgEam
code or codeis88MENLSs, they can be stored in a machi ne-readabl e

medi um such as a storage conponent. A code segnent can represent a
procedure, al98¢hcti onA rioesinsr 8t eamperio@eadlyrdgiprmine mdughi aveilabde technology
subrouti ne, . RAUL QiscBsSPII YT FuliRE R8s 1 2SR forlil AN QTDIRA T On
of instructions, data structures, or program statenents. code
segnent can nhasage wpinpdsit®a envixhedexqodensad meaik atuegponamdwar e circui t
by passing r recejving information, data, argunents,..paraneters,
of hamory oM o ©F Rheidieier BO P ot hin BEbR Bes o ARy
can be passeggardifg Welcoehunatid RikSdidtch @ rosdivid danysisarh t TR RvEBalsk

i ncluding menory sharing, nessage_passing, token gassing, net wor k

transni ssi orPCSEEE Ca1f ORBFIsERd by &S bX tilanEocRYRpr rdnaich also Tecaives traffic data
techni ques deschidRg oh@iieieafid @rogﬁz% %agfkeﬁﬁ&mtzga MbdullarIPO &8ddIfto81230,

procedures, functions, and so on) performthe functions

descri bed hepeditionciithe tepsmifiarsd 2&4rdberugh 2 e, anddrassmittad haolkde hasgmtation
and executed,hy processors. The nenory unit can be inplenented w thin
t he processor or external to the processor, in which case it can be
comuni cat i J8d88] coupl adbisse stahien p2 B desardulsital sigamlsdtgn aeagsderatindl $250

known in the art.. 0961 W th ference 1o Fig. 1 illusirated is a
Syot om 1300 H PR BBl B9 GTRPBHER o 13 ety d
comuni cat i GRmeaVhto® NIENEnd frofesSMATRI X dst HiaBisds DI26a BxtFRE1hd fevaksk hi n
a network element. It is to be appreciated that system 1300 is

repr esent ed H& MG5eAeE SRR e fGRaICTBIRE kS0 URIES. Brdcser Faf et gRgass
bl ocks that epleseinctUBCtd RRSmitIRNBIEREER R aiR PRI eterS it JRE €

or conbination thereof (e.g., firmvare). Syst'em 1300 includes a
| ogi cal grobghmiprmB@EIveghts| ectri cal components that can act in

conj unct i on oy | NSt BRGEeokq8hEala B8R BRI A02 GARo BELHGE Aanage,
el ectrical conponent for receiving one or nor ata T ows 54" 1R
accordance wid hopdidiibepetnte ssiiect ) ahd esessdatandl 1056 respedtigelyaRespective

originated on the SS work in response to a Vi C uest or
e Dot of Droone SR gRa P be o HERE SRB Gty 4 e 74 Seb e
include an glreghhicedds 60 AMANERedkO 198N&{dEIT70dad AlYhdrdeRicbibe@tiéRo
informati on such_as Flow IDs or Flow |l abels for different fl ows 1306

and an el ectdrEafcqsRpoREInPRIST rospodss patimatas dor the uplingvind devekiss, cat i on
i nformation 13Q&iv.fddi tionally, system 1300 can

[0090] In an aspect, logical channels are classified into Control Channels and
Traffic Channels. Logical Control Channels can include a Broadcast Control Channel
(BCCH), which is a DL channel for broadcasting system control information. Further,
Logical Control Channels can include a Paging Control Channel (PCCH), which is a DL
channel that transfers paging information. Moreover, the Logical Controf Channels can
comprise a Multicast Control Channel (MCCH), which is a Point-to-multipeint DL
channel used for transmitting Multimedia Broadcast and Multicast Service (MBMS)

scheduling and control information for one or several MTCHs. Generally, after



29 include a nenory 1310 that retains instructions for executing
functions associated with el ectrical conponents 1304, 1306 and 1308.
Wi | e shown as bei nlg external to nenory 1310, it is to be understood

that one OVORBPE@4Bil el ectrical conponents 1304, 1306 ofCT3EA0AEH012

exist within nmenory 1310. [0097] Fi g. AA i s anot her exanpl e system
1400 that enables inplementation of proper rul es for vari ous packet

flows within nu atlon syste exa 1400 ca

oot de i ¢ nes T SERE A HaaR kR R Ehah RRE) EAEeR: LR oo G8by

[) Iepr ES enth ed UEs tha edceidt ]rcngBMar(s &, emawf:ummdﬂ)émccdmmny e Tame F@madl
ocks that represent fu ctlons [ enent e a_processor, software,

or combi nat (GAMeRR drelyds aded 1‘1“?@%?5%@9%&@5%50@ hich i) & fepiet-tg-point

| ogi cal gr O%QHﬁ&n@aﬂa@%hQ{neﬁth%Pahbrﬁﬁi dSRARAREAS il BAkateARndEdn Yeised by

conjunction. For exanple, logical group 1402 can include an

el ectrical &Bisperaas RRS; cqnaeion hiyarf aspoet) the Logiesl watiio hanmgls can comprise
Addi tional | y,nan.eligeddiL 8 n‘éP@}Jl‘ﬁng‘Evh ﬁrls é‘?&ﬁ%’}g%uﬁ bﬁ] hf?ggtwpak%an%ei

dat a packet to an appropri at
rul es/ QS r dedicdtdd® onat/Eafos thethens foicd fudedninirhdtion. e, gmdwgncagTﬂaﬁmZ

@S pi po. THCRE Car G Bap Ry A SR AR TPkt fplfre S D

transm tter cBAHPIORE finstitting @Bficigtat he data packets in accordance with
respective rules 1408, Additionally ystem 1400, can include_a nenory

1410 t hat ré¥®%lhs .ns{wwpﬁfﬁgrwp%%w@ﬁﬁ@e dlapsidied gre Dhoad Hlatidl
with electr mﬂsp&@epaﬁ@l@fc&ngé&% Br%é@c@st@an&é@ﬁcr{yh DEvIARWRaRE DR NY

external to nenory 0, is to be understood that one or nore of
el ectrical @@m@aﬂp§m@nd M’@@ﬂeIChm‘@B(PﬁH é")hpé’ﬁfwanhml’mn@%pwcr

1410. | 0098]5@1 Ibﬁco%ﬁ%crgﬁ{e gr | Ozcz);c%% g%f(fpa?ed b&?[ﬁ%rlleﬁa/grk to

i npl emrent at i on jroper pac
communi cat i o lsngl,st 8y ong benedenplcd pvmteefmabéﬂ)@nctbﬁ’mg’ @sprae ty\Pliysical layer

twork el It | b iated th
Fepr esent ed (A1) R ETRES FEET bRt e naR b d o LikcTrpsRar
bl ocks that O}ﬁﬂ{e%@ﬂfco:iﬂﬁ:td ReislomMceRETHa gk YA BHPOCR88R Chamef t war e,

or conbi nation thereo stem 1500 includes a
ogi cal or ol FREIE0IMET S A horeeh St ) BioA Pl SERH P chansls,

conj uncti onpgeaf exanphepryQhals gh %Rld@?ggt FHL dh@ﬂ&%d% channels.

el ectrical corrponent 1504 for retrievi n? l ow identiftication
i nf or mat i on Fooexanipde, thedal Péld’ ehanzels daowee udeoﬁommmlj’uigt Chanpeld@PECH); ows

T804 can' ot Tl PR iR (SHR: KBRS Aol ey G Lt Spafrmon e
poi nters, fICthrblBShamnelf(SD@leﬁ;chBxcasnOo&trcﬂ@mm&dMC@I—BﬂSlmm&cHﬂL header
of the data ackets e wth as a. fl th
The Trom | aePeErmER G (R OARRT b Sl es i i trne IR0 R iy il

transm tted shhad Dhe @{aaﬁélr(maismmp@mweﬁ Qonlrs1areahdl (UPOCH b'['z@afgin@W
identification information along with the data fl ows 1506.

facilitates [Qapaten Chgrne (PICGTR a Lpad Indiqatand haneb (I g Baray of further
transmtted ﬂlPL)/strﬁtl&lJEtHem@Pﬁ?r@?aﬂﬁ&f; Wit et e Pﬁ?sﬁéa‘?ﬁﬁncfo‘rﬂ ﬁ@cess Chanpel

Addi tionally, system 1500 can I nclude a nenory retains
i nstructi 0néPMEHé;@Gmml@ldflt}'ricdllc%tnstthdc(Céll@H) \Md{ho‘eleémdntéhdnnel

conmponent s 06 gg} y
To08 it i s o saBARtRR A RGeS (PR SEEE RPst R
conponent s J;SR)EQGH),]I%@hmI Bhired Dwia tChiaimeir@4PRE DLBD Band[dd GO What Pilvas
been descri l%ﬁmm l??gﬁc‘lfd udes exanpl es of one or nore
[0993] It is to be understood that the embodiments described herein can be
implemented in hardware, software, firmware, middleware, microcode, or any
combination thereof. For a hardware implementation, the processing units can be

implemented within one or more application specific integrated circuits (ASICs), digital



enbodi ments. It is, of course, not possible to describe every
concei vabl e conbi nati on of conponents or nethodol ogi es for purposes
of describing the aforenentioned enbodi nents, but one of ordinary
skill in tWngﬁ?gt’l ¥y recogni ze that many further conbi rEETUE099HN12
pernutations of various enbodi ments ajge possible. Accordingly, the
descri bed enbodi nents are intended to enbrace all such alterations,

nodi fi cations an d var w thin the i and sc e of
the appended&f a?rﬁ%essoﬁhﬁ%? rﬁ'ﬁltél Slg%& P’f?éesé%gﬁ‘flc?sﬁggbbﬁ)epfogfaﬁ’?m
"includes" ilegitgededs (PEDS)NEld bhgraehatild gde sless (FIRG AONproteskdts, coh@dINgss,
such termis intended to be inclusive in a manner simlar to the term
"conpri si ngMGQ-coufiles. digIpProcesspige theyclacapnigHails demgnes ey the
transiti onalfud@lofs §ddcide@lRid, or B dorbiMithR thekeofA Met hod t hat
facilitates tunneling in a wirel ess comuni cation environnent,

conpri si ng: [0094] [ c¥dicpithrerdmdingntoave iroplemer ed spEwhtcolgneie.an

i ndi cation I |

access tern%%gpﬁgﬁ%oug Hg%ﬁgg@%@mﬂu: 3%%@%% éﬁgrggﬁckgﬁgéﬁéﬁﬂﬁﬁ1

i dentificat |mmh1nn#rcﬂdablb mdlmmu@a(sh sm‘ragmmnmermr Armd@sagateat dfah @s@esent
transn1tt|n%’the f identifi.cation infornat

conponent t ¢ FAEAEr aafuémtéosfls 8 éﬁlbé’lr Mot prf’ $3W E)bci“uﬂe? élssulﬂﬁpoflﬁneb ﬁéﬁogﬁ{g Br

nore data f |36?nﬁfare package, al k361 of lafig citnHon BB iRtridions, fdh@WEuWeR, or
respective flowidentification information fromthe access term nal ;

and \PERFTR Statpmentsy KeCQdR seTReNE A e FRMRICY [aARSther erdsiscaeniPEd t he
respective fﬂaﬁ%a&*@‘gfcﬁﬁﬁo&(w%i@fa%HfEFFéc@ing"iﬁBﬁnétfoﬁn&%ﬁ@ %P%%ﬂlehnrl%vgnet&@e
access nechanismin accordance with associ at ed 1 ow I Cl es

or memory contents. Information, arguments, parametel S, data etc. can be passed,
forwarded, or transmitted using any suitable means including memory sharing, message
passing, token passing, network transmission, efc.

[0095] For a software implementation, the techniques described herein can be
implemented with modules (e.g., procedures, functions, and so on) that perform the
functions described herein. The software codes can be stored in memory units and
executed by processors. The memory unit can be implemented within the processor or
external to the processor, in which case it can be communicatively coupled to the
processor via various means as is known in the art.

[0096] With reference to Fig. 13, illustrated is a system 1300 that enables
employing ciphering in a wireless communication environment. For example, system
1300 can reside within a network element. It is to be appreciated that system 1300 is
represented as including functional blocks, which can be functional blocks that
represent functions implemented by a processor, software, or combination thereof (e.g.,
firmware). System 1300 includes a logical grouping 1302 of electrical components that
can act in conjunction. For instance, logical grouping 1302 can include an electrical
component for receiving one or more data flows 1304. In accordance with different
aspects, these data flows could have originated on the access network in response to a
service request or as part of a paging signal etc. Further, logical grouping 1302 can
include an electrical component for generating flow identification information such as
Flow IDs or Flow labels for different flows 1306 and an electrical component for

transmitting the flow identification information 1308. Additionally, system 1300 can



2. The nethod of claim1l1l, wherein transmtting the flow
i dentification information further conprises transmtting one or nore
source addresses, DSCP or port nunbers with the flowidentification

i nf or mat i oR® 2%/ M3k et hod of claim2, further conpri SIHPREMINRINg

at least a source address of at |eastygone of the data flows with
respective flowidentification information to define a unique
identifier f I data.flow. . 32 4. The.nethod. of, .
chaim 1 wdids o 330 weN AR ARl fortieading AR IR 088l wign
char gi ng r ulekstrizal de@Ponenteki04, B06Ehé 1388t Htilofhoshak beidg eftamulhememory
conpri sing ¢ipher.i at | east one of the e aqr nore dat 6.
e et hod dp Rt b SRRt 1% F e e et faneorerb bt 0 mer o
upon det ect i1BQ8 adh itk HitBin@tkr¢@880. 7. The nethod of claim1,
further conprising receiving one or nore other data flows with

respective P8l dent Fig thisisaptheimgmplersygem 1480 thihenaplss ienieraentationiom
7, further | Si ' ' i : WS
wor -1 1 amonE g 1o VLl cRél ol PR ContinBLBnBhlGh, 8 Apb
associ at ed #ydem péld gingsside WithiTh &/ Erelt hdd bofipprtadted Bat sptemdidao ishe

verification_j . ar.in he fl i ntifjcatio
i nformati onQ?ﬂégsgﬁt\%gSQI\P\AE@H%I%%%@O%%QEOSES’ r‘?’t%i(r?ce c&?ﬁ%%unﬁ{é?ngi lPlf’ g&(vxslsth% th the
flow i denti fr¢adehioindtivhe impltmhancdlssoprioadsast, suiffnard, of gediination il f (e.g.,

O R TN G E NI W M R

i nfor mati on c@ga@MecAundBEe Kr ckdBe, 188841 Sroub! 1002 boSinQLdPM AE@h&I 1 N an

outer header of the one or nore data fl ows. _
component for receiving flow [D information 1404. Additionally, an clectrical
component for matching a flow ID of a data packet to an appropriate policy rules, such
as charging rules/QoS rule 1406 can also be included within the grouping 1402. This
facilitates the data packcts to be transmitted in the correct QoS pipe. The logical
grouping can also include an electrical transmitter component for sending the data
packets in accordance with respective rules 1408. Additionally, system 1400 can
include a memory 1410 that retains instructions for executing functions associated with
electrical components 1404, 1406 and 1408. While shown as being external to memory
1410, it is to be understood that one or more of electrical components 1404, 1406 or
1408 can exist within memory 1410.
[0098] Fig. 15 is another example system 1500 that enables implementation of
proper rules for various packet flows within a communication system. For example,
system 1400 can reside within a network element. It is to be appreciated that system
1500 is represented as including functional blocks, which can be functional blocks that
represent functions implemented by a processor, software, or combination thereof (e.g.,
firmware). System 1500 includes a logical grouping 1502 of electrical components that
can act in conjunction. For example, logical group 1502 can include an electrical
component 1504 for retrieving flow identification information for the received data
flows. For example, the data flows can be received from a UE on the uplink and the
clectrical component 1504 can retrieve the flow identification information such as
pointers, flow IDs or flow labels to be appended to an outer header of the data packets

in accordance with an aspect. The data flows with the flow identification information



33 11. A wireless conmunications apparatus, conprising: a processor
configured to: recei ve one of one or nore data flows or
indication_that one or nore data flows are to be received froma
access ter%%)r?gq M bugh an access mechani sm generate qu;wszoowomozz
identification information for each t he data fl ows;

facilitate association of appropriate fIOM/poIicies to the data fl ows

by transmitt, hﬁ&d&@&ﬁ%@q@ra% t%gn II‘LI’P \rl}{ltteqie he & ec%nc ncolmnr?%gé’nq?trlt%ﬂ?qu?nv{kg

policy determning
with res pectﬂna/ﬂovfr idewtificheint irffowatibn mlongltmhrmt da@erﬂdwg)m%hé‘hﬁe‘mﬂstsms

termnal; an . rify if the one nore.data f celve
wth the r espuleion el B ddesaeTEnonarg brlrBHE e pd T Rkt e o
t hrough t he tacar&st IREhaANH S My AG6@MABO0 ainbids SREbAL EBZD kiWretains
policies. 12. The agpparatus of claim 11, wherein the one or nore

data flows AREUeliRsyRreEacuting functipes aspsitas wish Pectpsad comnanenig 804iand t he
encryption '1§0§CWhYl§El§ﬁvdJﬁ%mgee§<%ﬁ{a'l fbnm%o 1S0RNOE 1d Bk ARERRR that one or

mechani smfroma trusted accesSs to an untrusted access.
more of electrical components 1504 or 1506 can exist within memory 1508.

[0099] What has been described above mncludes examples of one or more
embodiments. It is, of course, not possible to describe every conceivable combination
of components or methodologies for purposes of describing the aforementioned
embodiments, but one of ordinary skill in the art may recognize that many further
combinations and permutations of various embodiments are possible. Accordingly, the
described embodiments are intended to embrace all such alterations, modifications and
variations that fall within the spirit and scope of the appended claims. Furthermore, to
the cxtent that the term “includes™ is used in cither the detailed description or the
claims, such term is intended to be inclusive in a manner similar to the term
“comprising” as “comprising” is interpreted when employed as a transitional word in a

claim.



14. The apparatus of claim 11, wherein the flow identification
information 34 15. The apparatus of claim 14, wherein a source
address is used in conbination with tB& flow identification
information represented as flow |labels to uniquely identify at |east
one of the data flows. 16. The appgLaims of claim 11, wherein the
flow specific rules conprise one or nore of QoS rules or charging
rules. 17. A wireless communi cati ons apparatus that enabl es

transni ssj on of ﬁl\%ttﬁocf I f?] 'fé};uﬂaf@sr %ﬁﬁéh @O"ng CRb R reg}ghgﬁgﬁgg%)%

conpri si ng: I ecel vi one or
or an indj cartlon fC onegor rmre data flows to be received from an
access t &R Ry &Jna?{sé'?p access nechani sm nmeans for

generating flow identification information for each of the data fl ows
such that appreffiViaeena sl Pl Blose dalmipws 95 Sedndcalonithat angcdr vpre
the data flows based at |east on the generated flow identification

i nf or mat idgita flows are dpahe Meseivedafiom @ni Agcadse teyativalatredugh ;am access
identification information to a policy conponent to facilitate

associ at inechaEnisrhpw policies with the one or nore data flows;

means for receiving one or nore data flows with respective flow

i denti fi cati ogyenefatirmpfiowiddntificatidieirieeasin for BhoRbf téhe or more @S
for verifying if the one or nore data flows, received with the

respecti ¥@wstow i ndication information, were transmtted through the
access mechani smin accordance with associated flow policies.

transmitting the flow identification information to a policy component to
facilitate association of flow policies with the one or more data flows;

receiving one or more data flows with respective flow identification
information from the access terminal; and

verifying if the one or more data flows, received with the respective flow
indication information, were fransmitted through the access mechanism in

accordance with associated flow policies.

2, The method of claim 1, wherein transmitting the flow identification
information further comprises transmitting one or more source addresses, DSCP

or port numbers with the flow identification information.

3. The method of claim 2, further comprising combining at least a source
address of at least one of the data flows with respective flow identification

information to define a unique identifier for the at least one data flow.



35 18. The wirel ess conmunicati ons apparatus of claim 17, wherein
the data flows are encrypted. 19. Thg Wi rel ess communi cati ons
apparatus of claim 17, wherein the da 2 flows are encrypted when the
nmeans for receiving detects an untrusted access. 20. The wirel ess

anor at od 11 owrednarie & graf st bl B Sindnd S n e OF

addr ess Lﬁdataflowsm g:gi(rc:ig nto the flowidentification

i nf or mat MY f¥es4dargingidies s trl" -of the flow specific rules with
respective flows, wherein the flow specific rules conprise one or
nore of QoS rules or charging rules. 21. A conputer program

conpri si ng: code for receiving one or nore data flows or an

i ndi cati &én t hdtheometimd abekinat,dufthensompeising tiphedogial dehdtrana ahthe
access termnal through an access nechani sm code for generating flow
i denti fi oaticymomf datadliom@n for each of the data flows; code
for transmtting the generated flow identification information to a
policy conponent for association of appropriate flow policies with
the data fl ows code for receiving one or nore data flows with

respective flawe ARMdd bfaldiMna! WherdiRtheMt| 16380 bRE BRSSRY ILEPhBA

and
upon detecting an untrusted access.

7. The method of claim 1, further comprising receiving one or more other

data flows with respective flow identification information.

8. The method of claim 7, further comprising verifying if the one or more
other data flows were transmitted through an access mechanism in accordance

with associated flow policies.

9. The method of claim 8, wherein the verification is based on comparing the
flow identification information received within the one or more other data flows
with the flow identification information associated with respective flow policies of

the one or more other data flows.

10. The method of claim 1, further comprising representing the flow
identification information as one or more of flow labels, flow IDs or pointers in an

outer header of the one or more data flows.



code for verifying if the one or nore data flows, received with the
respective flow indication informti 03 were transmtted through the
access nmechanismin accordance with a éoci ated flow policies. 36
22. The conputer program of claim 21, further conprising code for

| nf or et i'0n-r opf SHEsERg AR boeeBrs o of tne <

appropriate flow Egecific .ruleqs wth the data flows. 23. The

conput er pr ogrraCEESETHAMNIGYed G t her conprising code for detecting

encryption associated with the data flows. 24The conputer program of
claim 21, furtFRCIDAPEOSPA\ O Hrrerdsita flowh srindicatiprdhat ene pprore ggtas
of IPv6 fields as the flow identification information for the

associ at iflowsairedp peopctived fdnansseess iamingldbroughareaccassenéttmnism;
specific rules conprise one or nore of QoS rules or charging rul es.
25. The wi r el egenemtatibincideniificatiap paivathaton forcdsmhmoflifie dabeflewvs: t he
processor is further configured to enploy one or nore of a source

address or i nf eadikthic0BsEs@atich ofRIpgprebridtBVifo) iRlidesCOME S0 IBRSFhPr
transport |ayer port nunbers in addition to the flow identification
I nf or mat iRhshitftingShe YetletRBd How RentifieNtid?PhfdthRstion to a policy determining
function;
receive one or more data flows with respective flow identification
information from the access terminal; and
verify if the one or more data flows, received with the respective flow

indication information, were transmitted through the access mechanism in

accordance with assocciated flow policies.

12.  The apparatus of claim 11, wherein the one or more data flows are

encrypted.

13. The apparatus of claim 12, wherein the encryption is activated upon
detection of a change in access mechanism from a trusted access to an

untrusted access.

14. The apparatus of claim 11, wherein the flow identification information

comprises one or more of flow labels, source addresses, DSCP or port numbers.



26. The wirel ess comuni cati ons apparatus of claim 11, wherein the
processor is further configured to deé&ct an untrusted access
mechani smin order to generate the fl I dentification informtion.

15. The apparatus of claim 14, wherein a source address is used in
combination with the flow identification information represented as flow labels to

uniquely identify at least one of the data flows.

16.  The apparatus of claim 11, wherein the flow specific rules comprise one or

more of QoS rules or charging rules.

17. A wireless communications apparatus that enables transmission of data
flows in a wireless communication environment, comprising:

means for receiving one of one or more data flows or an indication of one
or more data flows to be received from an access terminal through an access
mechanism;

means for generating flow identification information for each of the data
flows such that appropriate flow policies can be associated with each of the data
flows based at least on the generated flow identification information;

means for transmitting the generated flow identification information to a
policy component to facilitate association of flow policies with the one or more
data flows;

means for receiving one or more data flows with respective flow
identification information from the access terminal; and

means for verifying if the one or more data flows, received with the
respective flow indication information, were transmitted through the access

mechanism in accordance with associated flow policies.
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18. The wireless communications apparatus of claim 17, wherein the data

flows are encrypted.

19.  The wireless communications apparatus of claim 17, wherein the data

flows are encrypted when the means for receiving detects an untrusted access.

20. The wireless communications apparatus of claim 17, the means for
transmitting the generated flow identification information also transmits a source
address of the data flows in addition to the flow identification information to
facilitate association of the flow specific rules with respective flows, wherein the

flow specific rules comprise one or more of QoS rules or charging rules.

21. A computer program, comprising:
code for receiving one or more data flows or an indication that one or
more data flows are to be received from an access terminal through an access
mechanism;
code for generating flow identification information for each of the data
flows;
code for transmitting the generated flow identification information to a
policy component for association of appropriate flow policies with the data flows
code for receiving one or more data flows with respective flow
identification information from the access terminal; and
code for verifying if the one or more data flows, received with the
respective flow indication information, were transmitted through the access

mechanism in accordance with associated flow policies.
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22. The computer program of claim 21, further comprising code for
transmitting a source address in addition to the flow identification information
represented as flow labels for association of the appropriate flow specific rules

with the data flows,

23. The computer program of claim 21, further comprising code for detecting

encryption associated with the data flows.

24 The computer program of claim 21, further comprising code for
transmitting one or more tuples of |Pv6 fields as the flow identification
information for the association of appropriate flow specific rules, wherein the flow

specific rules comprise one or more of QoS rules or charging rules.

25. The wireless communications apparatus of claim 11, wherein the
processor is further configured to employ one or more of a source address or
information from a tuple of IPv6 fields comprising DSCP or transport layer port
numbers in addition to the flow identification information for association of the

flow policies.

26. The wireless communications apparatus of claim 11, wherein the
processor is further configured to detect an untrusted access mechanism in

order to generate the flow identification information.



