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INSIDER THREAT CORRELATION TOOL 

BACKGROUND 

[01] Increasingly, organizations are responsible for protecting individual's confidential and 

proprietaiy electronic information. For example, financial institutions collect and retain 

vast amounts of personal information in electronic format, therefore the storage and 

distribution of such information must be closely monitored. This is also true for 

medical organizations that must effectively collect, store and distribute vast amounts of 

electronic data while complying with HIPPA (Health Insurance Privacy and Portability 

Act) and other regulations. Regulating access and distribution of electronic confidential 

information is more difficult than physical data as it is more readily copied and 

distributed. Thus, organizations with such information must closely monitor their 

employees and other individuals to ensure the information is protected, not only from 

disclosure, but inadvertent contamination. 

[02] Prior systems attempted to block certain activities, such as visiting certain sites on the 

Internet or accessing certain storage devices containing confidential information. 

Unfortunately, however, blocking sites alone does not provide any indication of a 

threat. Furthermore, while it may be desirable to block transmissions that pose a serious 

threat to the organization, blocking each transmission that violates any rule could 

reduce productivity, efficiency, and frustrate both the holder of the blocked user 

account, the IT department, and/or any third party that needs to receive the 

transmission, such as time-sensitive material. Additionally, many systems apply a "one 

size fits all" security policy, which cannot consider the type of user account being 

monitored. 

[03] Current systems also do not provide an overall threat rating that considers several 

different security measures for individuals within an entity or domain. For example, 

even if an entity has enacted several individual security measures, a specific user may 

not meet the "threshold" level to be considered a threat for each individual security 

measure, despite the fact that they have significantly high activity for several measures, 

and thus pose an overall threat. In contrast, a user who exceeds one security 

"threshold" level for only a single measure may incorrectly be deemed a security threat 

to the entity or domain. In this regard, current systems don't adequately consider 
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individual characteristics of accounts. For example, certain job responsibilities may 

require some users to have higher than usual activity levels. 

[04J Current systems for collecting data from different systems strain valuable resources. 

Often, the time spent collecting data exceeds the time available to stop or minimize the 

threat. Therefore, the lag in data does not present an up-to-date indication of the 

entity's current threats. Moreover, current systems do not allow quick analysis of 

threats that may readily be navigated for more precise information. Novel systems and 

methods that improve upon one or more of these and other deficiencies would be 

desirable. 

BRIEF SUMMARY 

[05] Aspects of the embodiments address one or more of the issues mentioned above by 

disclosing methods, computer readable media, and apparatuses configured to calculate 

threat ratings. Aspects of the invention relate to computer implemented methods that 

form a predictive threat rating for a plurality of individuals. The plurality of individuals 

may be members of an organization, such as a corporation or business entity. In one 

embodiment, the predictive rating is calculated for employees of an organization. 

[06] In one implementation, a first threat score corresponding to a first time period may be 

calculated for several user accounts. The first time period may be relatively short, such 

as less than 3 days. In one embodiment, the first time period may be about 48 hours. In 

another embodiment, the first time period may be about 1 day. Those skilled in the art 

will appreciate that the exact length of the first time period may be different, and may 

depend on the type of user accounts, the type of organization hosting the accounts, the 

length of a second time period (discussed below) and/or other factors. In one 

embodiment, each user account may have access to a first network, such as the Internet. 

Some of the user accounts may also have access to a second network, such as a 

restricted portion of the organization's intranet. 

[07] In one embodiment, certain activity, such as accessing the internet, may be monitored 

for the presence of a security threat, an ethics threat, or combinations thereof. The 

monitoring of activity may include blocked activity, in which the user account was 

prohibited from undertaking an action or viewing an internet page. An indication of 
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blocked transmissions enforced upon a user account may also be received. The 

indication may be restricted to a specific network or group of networks, such as the 

Internet and/or specific network resources within an organization's intranet that may be 

restricted to certain user accounts 

[08] In one embodiment, an indication of any blocked and/or non-blocked communications 

that meet a predefined criterion from a targeted communication application may be 

received. Exemplary targeted communication accounts include but are not limited to: e-

mail and instant messaging. Thus, certain embodiments may not block transmissions 

that violate one or more predefine rules, however, indications of such improper 

transmission may be considered when constructing a threat rating in accordance with 

various embodiments. 

[09] In another embodiment, it may be determined if any communication through a network 

is transmitted or received through an unauthorized protocol. An indication whether at 

least one security application is associated with the user account may be received. If the 

security application is not associated with the account, a specific sub-score may be 

assigned. Further embodiments determine if the security application has been tampered 

with or removed, and if so, may assign a different sub-score. In one embodiment, the 

security application may monitor illegal storage attempts. 

[10] In one embodiment, certain activity may be weighted. For example, weights may be 

applied to: a security threat, an ethics threat, blocked communication through the 

targeted communication application, communication through the targeted 

communication application meeting a predefined criterion, accessing the centralized 

store, an attempted illegal storage attempt, and combinations thereof. In other 

embodiments, certain user accounts may be weighted. Weighting may be based upon, 

for example, the account having access to certain data storage devices, whether the 

account is associated with a security application, job criteria associated with the user of 

the account, or meeting any predefined criteria. 

[11] In further embodiments, the threat score from the first time period may be compared, or 

otherwise analyzed in conjunction with a second threat score corresponding to a second 

time period to create an overall threat score. Further weighting may also be considered 

in one or more embodiments. In one embodiment, an activity weight is applied to 
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certain activities that occurred during a first time frame within the first or second time 

period. For example, illustrative time frames may include, but are not limited to: a 

predefined quantity of time before the user associated with the user account is 

scheduled to utilize a network, a predefined quantity of time before or after the average 

time frame the user account is active on a network, a holiday, and combinations thereof. 

Weighting may depend on one or more factors, including for example, the user 

account's average activity, average activity of other user accounts, or combinations 

thereof. 

[12] Aspects of the embodiments may be provided in a computer-readable medium having 

computer-executable instructions to perform one or more of the process steps described 

herein. These and other aspects of the embodiments are discussed in greater detail 

throughout this disclosure, including the accompanying drawings. 

[13] Further aspects relate to systems and methods for displaying the ranking of a plurality 

of user accounts. In one embodiment, the ranking of several user accounts may be 

transmitted through a network and displayed as part of a graphical user interface. In 

one embodiment, a system which comprises a processor and a memory may be 

configured to transmit electronic signals configured to display the ranking of the user 

accounts. Further embodiments relate to receiving a user input selecting a graphical 

representation of certain activities or criteria utilized in the ranking of the user accounts. 

In one embodiment, a graphical display of blocked communications may be displayed. 

In further embodiments, it may be displayed whether the blocked communication was a 

security threat, an ethics threat or combinations thereof. Any aspect of a user account 

that may be utilized in calculating the threat score may be displayed. 

[14] Further embodiments allow the reception of a user input providing a new account 

weight to be applied to at least one of the plurality of user accounts. The accounts, or at 

least a portion thereof, may be reranked using the new account weight. In another 

embodiment, a user input may provide a new weight for at least one control. In further 

embodiments, a user input may select a user account from the plurality of user accounts, 

an in response, ranking for a plurality of controls may be displayed for the selected 

account. Further embodiments may permit the displaying of data relating a user 
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account's average activity (i.e, per control) and/or the average activity of other user 

accounts. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[15] The present invention is illustrated by way of example and not limited in the 

accompanying figures in which like reference numerals indicate similar elements and in 

which: 

[16] FIG. 1 shows an illustrative operating environment in which various aspects of the 

embodiments may be implemented. 

[17] FIG. 2 is an illustrative block diagram of workstations and servers that may be used to 

implement the processes and functions of certain aspects of the embodiments. 

[18] FIG. 3 shows a flow diagram of an illustrative method in accordance with one 

embodiment. 

DETAILED DESCRIPTION 

[19] In accordance with various aspects of the embodiments, methods, computer-readable 

media, and apparatuses are disclosed that assist in the creation, implementation, and 

review of predictive threat ratings for several user accounts. The user accounts may be 

related to an organization, such as employees of an organization. 

[20] Figure 1 illustrates an example of a suitable computing system environment 100 (e.g., 

for which may be part of illustrative system 200 and/or perform one or more aspects of 

illustrative process 300 (as shown in Figures 2 and 3, respectively). The computing 

system environment 100 is only one example of a suitable computing environment and 

is not intended to suggest any limitation as to the scope of use or functionality of the 

embodiments. The computing system environment 100 should not be interpreted as 

having any dependency or requirement relating to any one or combination of 

components shown in the illustrative computing system environment 100. 

[21] The embodiments are operational with numerous other general purpose or special 

purpose computing system environments or configurations. Examples of well known 
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computing systems, environments, and/or configurations that may be suitable for use 

with the embodiments include, but are not limited to, personal computers, server 

computers, hand-held or laptop devices, multiprocessor systems, microprocessor-based 

systems, set top boxes, programmable consumer electronics, network PCs, 

minicomputers, mainframe computers, distributed computing environments that include 

any of the above systems or devices, and the like. 

[22] With reference to Figure 1, the computing system environment 100 may include a 

computing device 101 wherein the processes discussed herein may be implemented. 

The computing device 101 may have a processor 103 for controlling overall operation 

of the computing device 101 and its associated components, including RAM 105, ROM 

107, communications module 109, and memory 115. Computing device 101 typically 

includes a variety of computer readable media. Computer readable media may be any 

available media that may be accessed by computing device 101 and include both 

volatile and nonvolatile media, removable and non-removable media. By way of 

example, and not limitation, computer readable media may comprise a combination of 

computer storage media and communication media. 

[23] Computer storage media include volatile and nonvolatile, removable and non­

removable media implemented in any method or technology for storage of information 

such as computer readable instructions, data structures, program modules or other data. 

Computer storage media include, but is not limited to, random access memory (RAM), 

read only memory (ROM), electronically erasable programmable read only memory 

(EEPROM), flash memory or other memory technology, CD-ROM, digital versatile 

disks (DVD) or other optical disk storage, magnetic cassettes, magnetic tape, magnetic 

disk storage or other magnetic storage devices, or any other medium that can be used to 

store the desired information and that can be accessed by computing device 101. 

[24] Communication media typically embodies computer readable instructions, data 

structures, program modules or other data in a modulated data signal such as a carrier 

wave or other transport mechanism and includes any information delivery media. 

Modulated data signal is a signal that has one or more of its characteristics set or 

changed in such a manner as to encode information in the signal. By way of example, 

and not limitation, communication media includes wired media such as a wired network 
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or direct-wired connection, and wireless media such as acoustic, RF, infrared and other 

wireless media. 

[25] Although not shown, RAM 105 may include one or more are applications representing 

the application data stored in RAM memory 105 while the computing device is on and 

corresponding software applications (e.g., software tasks), are running on the computing 

device 101. In one embodiment, RAM 105 and/or any other memory may include a 

security application. The security application may assist in monitoring activity of one 

or more user accounts on one or more other devices, such as devices 141 and 151, 

which are described in more detail below 

[26] Communications module 109 may include a microphone, keypad, touch screen, and/or 

stylus through which a user of computing device 101 may provide input, and may also 

include one or more of a speaker for providing audio output and a video display device 

for providing textual, audiovisual and/or graphical output. 

[27] Software may be stored within memory 115 and/or storage to provide instructions to 

processor 103 for enabling computing device 101 to perform various functions. For 

example, memory 115 may store software used by the computing device 101, such as an 

operating system 117, application programs 119, and an associated database 121. 

Alternatively, some or all of the computer executable instructions for computing device 

101 may be embodied in hardware or firmware (not shown). As discussed above, 

memory 115 may comprise one or more security applications, some of which will be 

described below. 

[28] Database 121 may provide centralized storage of response information. Processor 103 

may access the response information from database 121 and process the response 

information that may be included in an interactive response to a user. While database 

121 is shown to be internal to computing device 101, database 121 may be external to 

computing dcvicc 101 with some embodiments. 

[29] Computing device 101 may operate in a networked environment supporting connections 

to one or more remote computing devices, such as user terminals 141 and 151. 

Additional computing dcvices and the arrangement of such devices arc described in 

illustrative embodiment shown in FIG. 2. The user computing devices 141 and 151 
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may be personal computing devices or servers that include many or all of the elements 

described above relative to the computing device 101. 

[30] The network connections depicted in FIG. 1 include connections through multiple 

networks. For example, in one embodiment, a local area network (LAN) 125, may be 

an organization's intranet, and a wide area network (WAN) 129, may be the Internet. In 

one embodiment implementing a LAN networking environment, computing device 101 

may be connected to the LAN 825 through a network interface or adapter in the 

communications module 109. When used in a WAN networking environment, the 

server 101 may include a modem, modem, or interface in the communications module 

109 or other means for establishing communications over the WAN 129, such as the 

Internet 131. Thus, from a security perspective, one user account may be configured to 

access a LAN, such as LAN 125, however, not to access one or more WANs, such as 

WANs 129/130. 

[31] It will be appreciated that the network connections shown are illustrative and other 

means of establishing a communications link between the computing devices may be 

used. The existence of any of various well-known protocols such as TCP/IP, Ethernet, 

FTP, HTTP and the like is presumed, and the system can be operated in a client-server 

configuration to permit a user to retrieve web pages from a web-based server. Any of 

various conventional web browsers can be used to display and manipulate data on web 

pages. The network connections may also provide connectivity to a CCTV or image/iris 

capturing device. 

[32] Additionally, one or more application programs 119 used by the computing dcvicc 101, 

and/or user terminals 141/151 according to an illustrative embodiment, may include 

computer executable instructions for invoking user functionality related to 

communication including, for example, email, short message service (SMS), and/or 

other targeted communications applications that transmit communications from a user 

account to a second user account (whether internal or external to the organization or 

domain of the first user account).. 

[33] Embodiments of the invention may include forms of computer-readable media. 

Computer-readable media include any available media that can be accessed by a 

computing dcvicc 101. Computer-readable media may comprise storage media and 
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communication media. Storage media include volatile and nonvolatile, removable and 

non-removable media implemented in any method or technology for storage of 

information such as computer-readable instructions, object code, data structures, 

program modules, or other data. Communication media include any information 

delivery media and typically embody data in a modulated data signal such as a carrier 

wave or other transport mechanism. 

[34] Although not required, one of ordinary skill in the art will appreciate that various 

aspects described herein may be embodied as a method, a data processing system, or as 

a computer-readable medium storing computer-executable instructions. For example, a 

computer-readable medium storing instructions to cause a processor to perform steps of 

a method in accordance with aspects of the embodiments is contemplated. For 

example, aspects of the method steps disclosed herein may be executed on a processor 

on a computing device 101. Such a processor may execute computer-executable 

instructions stored on a computer-readable medium. 

[35] Referring to FIG. 2, an illustrative system 200 for implementing methods according to 

some embodiments is shown. As illustrated, system 200 may include one or more 

workstations 201. In one embodiment, workstations 201 are similar to user terminals 

141/151 shown in FIG. 1. Workstations 201 may be local or remote, and are connected 

by one of communications links 202 to computer network 203 that is linked via 

communications links 205 to server 204. In system 200, server 204 may be any suitable 

server, processor, computer, or data processing device, or combination of the same. 

Server 204 may be used to process the instructions received from, and the transactions 

entered into by, one or more participants. 

[36] Computer network 203 may be any suitable computer network including the Internet, an 

intranet, a wide-area network (WAN), a local-area network (LAN), a wireless network, 

a digital subscriber line (DSL) network, a frame relay network, an asynchronous 

transfer mode (ATM) network, a virtual private network (VPN), or any combination of 

any of the same. Communications links 202 and 205 may be any communications links 

suitable for communicating between workstations 201 and server 204, such as network 

links, dial-up links, wireless links, hard-wired links, etc. Connectivity may also be 

supported to a CCTV or image/iris capturing device. 
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[37] With some embodiments, illustrative system 200 may support an interactive system as 

will be further discussed. For example, workstations 201 may function as user terminals 

and server 204 may function as a security application control system that monitors 

activities of multiple user accounts on workstations 201. As understood by those skilled 

in the art, the steps that follow in the FIGS may be implemented by one or more of the 

components in FIG. 1 and 2 and/or other components, including other computing 

devices. 

[38] Aspects of the invention are directed to collecting, analyzing, and utilizing data to 

create a threat rating for several user accounts within an organization or domain. 

Figure 3 shows flow diagram 300 for ranking a plurality of user accounts that represent 

a threat to an organization. In one embodiment, one or more of the "user account" may 

be associated with a particular individual, such as an employee of an organization. 

Thus, regardless of whether the individual is using user terminal 141, user terminal 151, 

or any workstation 201, the individual's actions may be tied to a particular user account. 

In an alternative embodiment, a "user account" may be associated with a particular 

computing device. Thus, in one embodiment, if any of a plurality of individuals use a 

particular computing device, such as user terminal 141, the computing device will be a 

specific user account. In another embodiment, a "user account" may be a combination 

of specific user(s) on specific computing device(s). 

[39] As would be understood by those skilled in the art, it is quite common for a subset of 

user accounts within an organization or domain to have access to resources not 

available to other user accounts within the same organization or domain. Unlike prior 

art systems, embodiments disclosed herein may be used to implement, monitor and 

review a ranking system across an organization or domain having user accounts with 

security features that differ from other user accounts. For example, in one embodiment, 

each user account may have access to a first network, such as the "Internet" through 

WAN 131 shown in FIG. 1, however, only a subset of those accounts may have access 

to a second network, such as specific resources accessible on the organization's or 

domain's intranet, such as through LAN 125. In one embodiment, the resources may 

include a centralized store of electronic data that is accessible from several different 

user terminals 141/151 or workstations 201. 
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In various embodiments, a plurality of activities serve as controls for monitoring the 

accounts over a first time period, such as 24-48 hours. Enabling the reception of data 

within the relatively short period allows IT or security personnel to act quickly to 

prevent or minimize any adverse events. In certain embodiments, monitoring the 

activity for about 24-48 ensures adequate collection of data. The values received for 

each control may be compared with values from the controls during a second time 

period. In the illustrated embodiment, block 302 may be implemented to receive an 

indication of values for one or more activities associated with a user account. In one 

embodiment, one or more computer-executable instructions measure at least a portion 

of the activities on computing devices, such as user terminals 141/151 and/or 

workstation 201. The computer-executable instructions may be read by processor 103 

on device 101 shown in FIG. 1. 

Exemplary activities are described below, however, those skilled in the art with the 

benefit of this disclosure will readily understand that additional or fewer activities may 

be measured without departing from the scope of the invention. Further, while the 

exemplary activities are described in relation to block 302, those skilled in the art will 

understand that such actions may be conducted in relation to one or more additional 

processes. 

In one embodiment, one or more values indicating the bandwidth utilized by a user 

account may be received at block 302a. The values may indicate the amount of data 

received, transmitted, or combinations thereof. The measured valued may indicate the 

transfer of data through a first network, such as through WAN 131 to the Internet. 

Thus, in certain embodiments, the values may not measure all traffic through multiple 

networks, but rather may just be indicative of specific traffic, such as sites that are 

external to an organization's resources. 

An indication of blocked transmissions enforced upon a user account may also be 

received (see e.g., block 302b). The indication of blocked transmissions may be 

restricted to a specific network or group of networks. For example, in one embodiment, 

indications may be for, activity on the Internet. Yet in other embodiments,, the 

indications may include activity on the Internet as well as specific network resources 

within an organization's intranet that may be restricted to certain user accounts. Thus, 
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unlike certain prior art systems, certain embodiments may allow for the quantification 

of how many instances the user account's actions on a network are blocked. 

[44] Further embodiments may classify the blocked transmissions as posing an ethical threat 

or a security threat. Although certain prior art systems may classify the type of site by 

the type of material offered on the site, such as adult content or gambling, such 

classification is often insufficient or too labor intensive for security or IT professionals 

to determine if the site is a security threat and/or an ethical threat. Thus, such 

classification may be inapplicable for determining the threats to the organization or 

domain. Block 302c may be implemented to classify the blocked transmission^). In 

one embodiment, one or more of the blocked transmissions are classified as either 

posing an ethical threat, a security threat, or both an ethical threat and a security threat. 

In one embodiment, content classified as adult, gambling, and/or dating may be 

considered an ethical threat. For example, sites that may contain objectionable material 

or material that could not be needed for the individual's job duties may be deemed an 

ethical violation. In one embodiment, sites that are routinely utilized to transfer 

proprietary data, such as ftp (file transfer protocol) sites or peer-to-peer (P2P) sites may 

be classified as a security threat. Sites that promote illegal activity, such as introducing 

malware or viruses may be deemed a security threat. Indeed, certain sites may pose 

both a security threat and an ethical threat. 

[45] Further embodiments may also monitor (or receive indications from the monitoring of) 

targeted communications applications. As used herein, a "targeted communication 

application" encompasses those applications that allow a first user to directly 

communicate with another individual. For example, common targeted communication 

applications include, but are not limited to: electronic mail (e-mail), instant messaging 

(IM), chatting, and combinations thereof. Such applications may allow one account 

associated with a first user, which may be an employee of the organization to transmit 

and/or receive electronic information directly with a second account associated with a 

second user, which may be external to the organization. Often, organizations filter 

outgoing email and block transmissions that violate one or more predefined criteria. 

For example, if the transmission contains inappropriate material or is of a certain size, it 

may be blocked or olherwise prevented from reaching the intended account in the 

typical manner. 
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[46] In one embodiment, block 302d may be implemented to receive an indication of 

blocked communication (transmissions) through a targeted communication application. 

The indication may indicate what application was blocked, why the application was 

blocked and other information. In one embodiment, the blocked communication is 

classified as a security and/or ethical threat. Such information may be stored in a 

database and accessible by a graphical user interface ("GUI"), including by methods 

described in more detail later in this disclosure. Indeed, any information collected, 

transmitted, or received herein may be preserved and utilized for display in a GUI. 

[47] In certain embodiments, non-blocked communications (transmission) through one or 

more targeted communication applications that violate at least one predefined criteria is 

considered (block 302e). Block 302e may be performed in conjunction with or 

independent of block 302d. In that regard, while it may be desirable to block 

transmissions that pose a serious threat to the organization, blocking each transmission 

that violates any rule could reduce productivity, efficiency, and frustrate both the holder 

of the blocked user account, the IT department, and/or any third party that needs to 

receive the transmission, such as time-sensitive material. Thus, certain embodiments 

may not block transmissions that violate one or more predefine rules, however, 

indications of such improper transmission may be considered when constructing a threat 

rating in accordance with various embodiments of the invention. In some embodiments, 

the non-blocked transmission may be altered to partially or wholly remedy the 

violation. For example, if an organization prohibits the transmission of certain 

identifying information, such as Social Security numbers, the number may be removed 

from the transmission and then transmitted. 

[48] While several different types of data are received within block 302, such as from sub-

blocks 302a-302e, there is no requirement that the data is treated equally. Indeed, as 

discussed above, block 302c may be implemented to distinguish activities that may pose 

an ethical threat or a security threat. In this regard, certain aspects of this disclosure 

relate to the weighting of different data. Discussions relating to weighting are provided 

further in this disclosure, however, the reader is advised that such weighting may be 

conducting before, during, or after almost any process described herein. For example, 

data may be weighted as it is collected, further weighted in a sub-block (e.g., 302c), and 
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data that is collected from several different sources may then be weighted when 

compared with other data. Illustrative processes will be discussed in more detail later. 

[49] Block 304 may be implemented to receive information regarding one or more 

applications associated with the user accounts. In one embodiment, the information 

relates to whether a security application is associated with the user account. The 

security application may be installed on user terminals 141/151 or workstation 201. In 

other embodiments, the security application may be active on a centralized server or 

device, such as device 101. Those skilled in the art will readily appreciate that one or 

more applications may be active at multiple locations and at different times. Block 

304a may be implemented to determine if a specific application is associated with a user 

account. This process may be advantageous to detect new account users who may not 

have the security application. It may also be implemented to ensure that user accounts 

have an up-to-date version or patch of the application. 

[50] If at block 304a, it is determined that the user account is not associated with an 

application, block 304b may be implemented to determine if the application has been 

improperly disabled or removed. If it's determined at block 304a that the user account 

is associated with the security application, then one or more indications regarding the 

application may be received. In one embodiment, block 304c may be implemented to 

monitor (or receive an indication of) illegal storage attempts. For example, the security 

application may be implemented for data loss prevention purposes and can monitor 

illegal write attempts. For example, some user accounts may be prohibited from writing 

to removable storage devices, such as USB thumb drives. Thus, block 302c may 

provide an indication of any such attempts. While the illustrative embodiment is 

described in relation to "write" attempts, those skilled in the art will readily appreciate 

that "reading" from certain sources may also violate one or more predefined rules. 

Information associated with the illegal write/read attempts may also be collected. 

Illustrative information may include, but is not limited to: the filename, the size of the 

file, the location of the file, or any metadata regarding the file. 

[51] Further embodiments may determine if any communications are conducted using an 

unauthorized protocol. For example, employees of an organization may attempt to 

circumvent security measures by creating a self-signed security certificate or using a 
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proxy server. Block 306 may be implemented to determine if transmissions through a 

first network (such as the Internet through WAN 129) is transmitted or received using 

an unauthorized protocol. 

[52] As discussed above, blocks 302-306 (as well as additional processes) may provide 

information regarding a user account's activity over a relatively short time period, such 

as 24-48 hours to quickly and effectively detect threats that may be posed against an 

organization. In certain embodiments, however, such as before major deadlines, user 

accounts may appear to show a rise in improper or unauthorized activity that is 

unwarranted. Furthermore, certain user accounts naturally will show more activity than 

other user accounts given the inherent nature of the individual's job associated with that 

user account. Thus, values obtained during the first time period may be compared with 

other values to more accurately determine the ranking. For example, in one 

embodiment, the values of controls received over the first time period (such as through 

blocks 302, 304, and/or 306) may be compared with values obtained over a second time 

period (i.e., block 308). In one embodiment, the second time period is longer in 

duration than the first time period. For example, the second time period may be about 

one month, about 45 days, or about 2 months. Indeed, any amount of time is to be 

within the scope of this disclosure. Further, the first and the second time periods may 

be overlapping, such as the first time frame may include the most recent 2 days while 

the second time period includes the most recent 45 days. Those skilled in the art will 

readily understand that the length of the time periods may depend on a myriad of 

factors, including the type of activity conducted, the organization's structure and 

activities, the IT infrastructure, and other factors. 

[53] By comparing values obtained during the first period with values of the same user 

account during the second period, it may be determined if a user account's activity is 

abnormal. Each activity measured (or notification of the results of such measurements) 

may be accorded a different weight, for example, a security threat may be weighted 

differently than an ethical threat. Likewise, a blocked transmission may be weighted 

differently than a transmission that is not blocked, however, contains improper material. 

As shown, illustrative block 310 may be implemented to weight different activities. 

Table 1, described below in relation to block 310, provides one illustrative weighting 

scheme that may be implemented in block 308 or any other process in accordance with 
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the invention. While block 308 is shown below block 306, those skilled in the art will 

readily appreciate that block 308 may occur before, during, or after any block. In one 

embodiment, one or more processes may be conducted as soon as the activity is 

detected. 

[54] Illustrative block 308a may be employed to receive an indication if a user account 

comprises an activity level during the first time period that is over a first threshold level 

above an average of the same user account during the second time period (denoted 

hereafter as "spikex", where x is the specific activity. For example, in one embodiment, 

each activity considered as part of blocks 302-306 (and even 308) may be considered. 

Yet in other embodiments, only certain activities, such as the traffic measured in sub-

block 302a, is considered. In one embodiment, the predetermined threshold may be 

about 40% of the average of the user account's activity during the second time period. 

In other embodiments, the predetermined threshold may be a value less than or greater 

than 40%. 

[55] Block 308b may be implemented to compare a user account with other user accounts. 

For example, in one embodiment, an indication may be received to indicate whether a 

user account comprises an activity level that is over a first threshold level above an 

average of a plurality of user accounts for the same time period (hereinafter referred to 

as "aboveavgx", where x is the specific activity or control). 

[56] The timing of a user account's activity within the first or second time period may be 

considered in any analysis (see, e.g., block 308c). In one embodiment, an indication 

may provide information whether the user account comprises an activity level during a 

time frame within the first time period that is determined to be before or after the 

average start or end time for that user account. For example, if a user account suddenly 

shows a lot of activity during a different frame (i.e., about 6 hours before they are 

scheduled to work) this may be weighted to further increase the user account's ranking. 

In one embodiment, the user account's activity level during a second time period (which 

may be expressed as an average) is compared with the recent activity level. In other 

embodiments, certain time frames, such as holidays, weekends may be weighted in 

additional analysis. In one embodiment, the output of block 308c may be expressed as 

OffHoursx, where x is the specific activity. 



17 

[57] In one embodiment, each of block 308a-308c may be implemented. One illustrative 

embodiment implementing blocks 308a-308c is described later in this disclosure. 

[58] In further embodiments, a weight assigned to an activity may depend on whether the 

activity occurred within the first time period or another time period (block 310). The 

second time period may include all past data obtained for the relevant activity. Table 1 

shows one illustrative weighting scheme that may be used in accordance with various 

embodiments of the invention. As shown in Table 1, a weighting applied to an 

activities may differ from at least one other activity, even if it occurs during the same 

time frame. Additionally, a weighting applied to an activity may differ depending if the 

activity occurred during the first time period or during a second time period. 

[59] Table 1. Exemplary weighting scheme 

Control Weight - If occurred during 
first time period 

Weight - If occurred 
during another time 
period (i.e. second 

time period or all past 
data) 

Security Threat 3.5 2 

Ethical Threat 1.5 1 

Unauthorized Protocol 3.5 2 

Illegal write attempt 5 3 

Blocked Targeted 
Correspondence 

5 3 

Access to specific data store 3.5 2 

Targeted Correspondence 
that violates rule 

4 3 

[60] Those skilled in the art will readily appreciate that the above categories are merely 

illustrative and that other categories may be implemented. Further, at least one of the 

categories may further be subdivided into one or more subcategories. 

[61] In further embodiments, a weight may be assigned to certain user accounts (see, e.g., 

block 312). In certain scenarios, it may be advantageous to weight one account 

differently than another. For example, certain user accounts may have access to highly 
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sensitive data, thus the potential for adverse events is greater. In this regard, different 

weights may be assigned to different user accounts, regardless of what activity is 

conducted on that account. For example, different weights may be assigned to accounts 

depending on whether the account has access rights to a specific collection of data, 

exempt from having the at least one application (such as for example, a security 

application), the at least one software application is absent; access rights to at least one 

service has been deactivated, and combinations thereof. Table 2 shows an exemplary 

weighting scheme that may be applied to one or more user accounts in accordance with 

one embodiment of the invention. 

User Account Category Weight 

Access to a collection of data 2 

Exempt from application 1.5 

Application missing 1.5 

Exception to monitoring traffic through a 
network 

1 

Exception to monitoring of targeted 
communication application 

1 

Deactivated User 2 

[62] Those skilled in the art will readily appreciate that the above categories are merely 

illustrative and that other categories may be implemented. Further, at least one of the 

categories may further be subdivided into one or more subcategories. 

[63] Certain aspects of the invention are related to computer-readable mediums, such as 

including memory 115 that contain computer executable instructions, that when are 

executed by a processor, such as processor 103, process a unique process that 

incorporates one or more of the principles disclosed above in relation to blocks 302-

312. In one embodiment, the computer-executable instructions may be used to calculate 

a threat score for a plurality of user accounts. As discussed above, some accounts may 

have access to a first network (such as the Internet) and at least a portion of the user 

accounts have access to a second network that comprises a centralized store of 

electronic data, for example confidential information on the organization's intranet. 
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[64] In one embodiment, an overall threat score (f0Veraii) may be calculated for each of the 

user accounts. In one embodiment, f0Veraii may be determined according to Equation 1: 

[65] Equation 1: 

[66] fov overall 
[fjjye+^analytic)* 

100 
person 

[67] wherein fiive includes the calculation of data from a first time period and is calculated for 

a plurality of activities and fanai>iic includes the calculation of data from a second time 

period and is calculated for the plurality of activities of f|jve. Equation la may be used to 

calculate fiiVe for each activity and Equation lb may be used to calculate fanaiytic-

[68] Equation la: 

r . ., ** weiqntv & A j(VS 
f hit* 1 ~ wesqbt,. 

~ Aitve 

2 j 
'41 

^maXhitx j 

CM 

[69] ^live """ = 8xgreaterThafiQ 

[70] where x specifies a predefined activity selected from a plurality of activities, and 

x,.. gfeaterThanO' 
[71] 

1, hitsx > 0 
0, hitSx = 0 

[72] As discussed above, fa„aiyiic includes the calculation of data from a second time period 

and is calculated for the plurality of activities of f)jve. In certain embodiments, the 

determination of fanaiyiic may include one or more sub-blocks of 308, including 308a, 

308b, and/or 308c. For example, Equation lb provides on illustrative method: 

[73] Equationlb: 

fanaivtc =f spikex+aboveAvgx+offHoursx] Jweightx 
[74] 

[75] Wherein in one embodiment, spikex is assigned a zero value unless the user account 

comprises an activity level during the first time period that is over a first threshold level 
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above an average of the same user account during the second time period, aboveavgx is 

assigned a zero unless the user account comprises an activity level that is over a first 

threshold level above an average of a plurality of user accounts for the same time 

period, wherein offhours>; is assigned a zero unless the user account comprises an 

activity level during a time frame during the first time period before or after the average 

start or end time for that user account. 

[76] Returning briefly to Equation 1, there is a variable "fperson-" In the illustrated 

embodiment, herein f|Krson considers any weights given to the user account. In one 

embodiment, one or more values from block 312 are used for fperson-

[77] The exact weights and thresholds applied to the equation may depend on a myriad of 

factors, including but not limited to preference. For example, some organizations may 

treat certain behaviors or trends as more risky than others. In one embodiment, spikex is 

assigned a first integer if the first threshold level of spikex is about 40% great than the 

average of the same user account during the second time period. In another 

embodiment, aboveavgx is assigned a first integer if the first threshold level of 

aboveavgx is above about 30% greater than the activity of the plurality of user accounts 

for the same time period. In a further embodiment, the offhoursx may be assigned a first 

integer if the activity level is detected about 6 hours before or after the average start or 

end time for that user account. 

[78] The controls or activities considered for inclusion within the formula to rank the 

plurality of user accounts may consider any activity, including but not limited to any 

activity discussed in relation to FIG 3. Some illustrative activities may include, but arc 

not limited to: a security threat, an ethics threat, blocked communication through the 

targeted communication application, communication through the targeted 

communication application meeting the predefined criterion, accessing the centralized 

store, an attempted illegal storage attempt, and combinations thereof. 

[79] Aspects of the embodiments have been described in terms of illustrative embodiments 

thereof. Numerous other embodiments, modifications and variations within the scope 

and spirit of the appended claims will occur to persons of ordinary skill in the art from a 

review of this disclosure. For example, one of ordinary skill in the art will appreciate 

that the steps illustrated in the illustrative figures may be performed in other than the 
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recited order, and that one or more steps illustrated may be optional in accordance with 
aspects of the embodiments. 
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

1. A non-transitory computer-readable medium storing computer-executable 

instructions that when executed by a processor cause the processor to perform: 

calculating a ranking of a plurality of user accounts within an organization that 

represent a threat to the organization, wherein the ranking is determined by a predictive 

threat score for each user account of the plurality of user accounts, wherein the predictive 

threat score is based on a comparison of a first set of at least four values that arc monitored 

over a first time period to a second set of at least four values that are monitored over a 

second lime period, and wherein the values of the first set of values and the second set of 

values for each user account are selected from the group consisting of: 

a value corresponding to a quantity of bandwidth utilized by the user 

account over a network; 

a value corresponding to a number of blocked transmissions by the user 

account over the network; 

a value corresponding to a number of blocked communications through a 

targeted communication application, the targeted communication application allowing a 

first user to communicate directly with another individual; 

a value corresponding to a number of non-blocked communications through 

the targeted communication application that violates at least one predefined criterion; 

a value indicating whether at least one security application is associated 

with the user account; 

a value indicating an illegal storage attempt; and 

a value indicating whether a communication has been transmitted or 

received through the network via an unauthorized protocol; and 

transmitting electronic signals configured to display the ranking of the plurality of 

user accounts. 
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2. The computer-readable medium of claim 1, wherein the blocked transmissions by 

the user account over the network are classified into a category selected from the group 

consisting of: a security threat, an ethics threat, and combinations thereof. 

3. The computer-readable medium of claim 2, the computer-executable instructions 

further comprising: 

receiving a user input selecting a graphical representation of the blocked 

communication through the network; and 

displaying whether the blocked communication was a security threat, an ethics 

threat or combinations thereof. 

4. The computer-readable medium of claim I, wherein an account weight has been 

applied to at least one user account displayed, wherein the account weight is assigned to 

the at least one user account, if the user account is within a category selected from the 

group consisting of: 

granted access rights to a specific collection of data, exempt from having the at 

least one security application, the at least one security application is absent; access rights to 

at least one service has been deactivated, and combinations thereof. 

5. The computer-readable medium of claim 4, wherein the at least one user account 

are weighted according to weights set forth in Table 2. 

6. 1'he computer-readable medium of claim 4. the instruction further comprising: 

receiving a user input providing a new account weight to be applied to at least one 

of the plurality of user accounts; and 

re-ranking a plurality of accounts using the new account weight. 
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7. The computer-readable medium of claim 2, the instruction further comprising: 

receiving a user input requesting the re-ranking of the plurality of user accounts 

based upon one of the values the predictive threat score is based on. 

8. The computer-readable medium of claim 4, the instructions further comprising: 

receiving a user input selecting a user account from the plurality of user accounts; 

and 

displaying the ranking for a plurality of values selected from the group consisting 

of: 

a value corresponding to the quantity of bandwidth utilized by the user 

account over the network, a value corresponding to a number of denied access attempts by 

the user account over the network, a value corresponding to a number of blocked 

communications through the targeted communication application, a value corresponding to 

a number of non-blocked communications through the targeted communication application 

that violate at least one predefined criterion, a value indicating whether at least one 

security application is associated with the user account, a value indicating whether 

communications through the network are transmitted or received via an unauthorized 

protocol, and combinations thereof. 

9. The computer-readable medium of claim 1, wherein the first time period is less 

than about 3 days and the second time period is more than about 40 days. 

10. The computer-readable medium of claim 1, wherein a value weight has been 

applied to at least one value utilized in determining the predictive threat score, wherein the 

weight is assigned to the at least one user account if the user account is within a group 

selected from (he groups consisting of: 

a security threat, an ethics threat, blocked communication through the targeted 

communication application, communication through the targeted communication 
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application meeting the predefined criterion, accessing the centralized store, an attempted 

illegal storage attempt, and combinations thereof. 

11. The computer-readable medium of claim 10, the instruction further comprising: 

receiving a user input providing a new value weight to be applied to at least one of 

the values; and 

re-ranking a plurality of accounts using the new value weight. 

12. The computer-readable medium of claim 10, further comprising: 

determining that an activity associated with one of the values occurred during a 

time frame of either the first lime period or the second time period; and 

applying a second value weight to the activity that occurred during the time frame. 

13. The computer-readable medium of claim 10, further comprising: 

further weighting one of the values if incidence of activity associated with the value 

is above a predetermined threshold. 

14. The computer-readable medium of claim 13. wherein the predetermined threshold 

is based upon an average activity of one of the user accounts of the plurality of user 

accounts, an average activity of at least one of the other user accounts of the plurality of 

user accounts, or combinations thereof. 

15. The computer-readable medium of claim 10, wherein the activities that occurred 

during the first time period are weighted differently than the activities that occurred during 

the second time period. 
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16. The computer-readablc medium of claim 15, wherein the activities that occurred 

during the first time period and the second time period are weighted according to weights 

set forth in Table 2. 

17. An apparatus comprising: 

a communications module configured to receive data from a plurality of 

applications, the data relating to a first set of at least four values and a second set of at least 

four values associated with each user account of a plurality of user accounts within an 

organization, wherein the first set of values are monitored over a first time period and the 

second set of values are monitored over a second time period, and wherein the values of 

the first set of values and the second set of values for each user account are selected from 

the group consisting of: 

a value corresponding to a quantity of bandwidth utilized by the user 

account over a network; 

a value corresponding to a number of blocked transmissions by the user 

account over the network; 

a value corresponding to a number of blocked communications through a 

targeted communication application, the targeted communication application allowing a 

first user to communicate directly with another individual; 

a value corresponding to a number of non-blocked communications through 

the targeted communication application that violate at least one predefined criterion; and 

a value indicating whether a communication has been transmitted or 

received through first network via an unauthorized protocol; 

an application detection module configured to determine whether at least one 

security application is associated with at least one of the user accounts: and 

a processor configured to respectively calculate a predictive threat score for 

eachuser account of the plurality of user accounts based on a comparison of the first set of 
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values lo the second of values that are respectively associated with each user account of the 

plurality of user accounts. 

18. The apparatus of claim 17, wherein the processor is further configured to determine 

that an activity associated with one of the values occurred during a time frame of either the 

first time period or the second lime period; and 

applying a second value weight to the activity that occurred during the lime frame. 

19. The apparatus of claim 17, further comprising: 

further weighting one of the values if incidence of activity associated with the value 

is above a predetermined threshold. 

20. The apparatus of claim 19, wherein the predetermined threshold is based upon an 

average activity of one of the user accounts of the plurality of user accounts, an average 

activity of at least one of the other user accounts of the plurality of user accounts, or 

combinations thereof. 

21. The apparatus of claim 17, wherein the activities that occurred during the first time 

period are weighted differently than the activities that occurred during the second time 

period. 


