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METHOD FOR HIGH-SPEED DATA STREAM TRANSMISSION TO AN INTERNET-
TYPE NETWORK BETWEEN A SERVER AND A SMART CARD TERMINAL, IN
PARTICULAR A MULTIMEDIA DATA STREAM

The invention relates to a method for high-speed data stream transmission to an Internet-
type network between a server and a smart card terminal.

The invention applies more particularly to a safeguarded multimedia data stream.

Within the scope of the invention, the term "high speed" relates to data streams whose

10 rate is typically on the order of 100 kbit/sec or more. By way of example, an audio data file
encoded in MP3 requires a memory space of one MO for one minute of recording, or
approximately 100 kbit/sec, when this file is transmitted by a digital channel for real- time
broadcasting. Video data streams can also be mentioned, which require a transmission speed
on the order of 2 MB/sec to be displayed in real time. This is emphatically also the case with

15  what are known as multimedia data streams, which can carry images, video and/or sound all
at once.

Within the scope of the invention, the term "smart card terminal" must be understood in a
general sense. It can in particular comprise a personal computer using various operating
systems, such as Windows or UNIX (both of which are registered trademarks). It can also be

20  aworkstation or a portable computer.

Also within the scope of the invention, the term “Internet network" or “Internet" includes
not only the Internet per se but private business networks or the like of the type known as
“intranet", and networks that extend them to the outside, known as "extranet", and in general
any network in which data exchanges are performed by an Internet-

25  type protocol.

To define the concepts, the following description of the preferred application of the
invention will be made, without limiting the scope of the invention per se, in terms of
transmitting a safeguarded multimedia data stream, unless otherwise noted.

The term “safeguarded" is understood to mean that the data in question are encrypted

30 entirely or in part to assure confidentiality, or at least so that they cannot be freely accessed.
In certain cases, this may mean data for payment access. In all cases, it is in general
necessary to furnish identification data (password, identifier or "login", credit card number,
and so forth) that enable a transaction with a view to obtaining desired data (multimedia file,
for instance). These data are known to be sensitive and cannot be transmitted in the clear
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over the Internet. Hence they must be safeguarded: encryption or use of a safeguarded
protocol, such as SSL (for Secure Socket Layer).

Given the very rapid development of the Internet, a first need is to know how to transmit
afl sorts of digital files via this network, from or to various server and/or client systems.
When the bandwidth of the transmission path or part of this transmission path connecting the
systems is low (for example, telephone lines of the switched type are limited to about 56
kbits per second, using the V90 standard), high-volume files can indeed be transmitted over
these transmission lines but cannot be used in the majority of cases except after complete
remote downloading, but pot in real time. The availability of High-speed communication
paths (Integrated Service Digital Network or ISDN, cable, or satellite links) makes it possible
to contemplate real-time broadcasting of audio files or even multimedia files via a terminal
connected to the Internet. Even a conventional telephone line, using ASDL, a new
transmission technology, can transmit digital data at a speed on the order of 1 megabit per
second.

Historically, the transmission channel between a remote server and a terminal, both of
them connected to the Internet, was a bottleneck. It is quite clear that information processing
systems at both ends of the chain, that is, servers and terminals, can handle data outputs
required for a transmission and/or processing and broadcasting of multimedia files. The
recent implementation of high-speed paths over the Internet thus allows this type of "end to
end" processing.

Another need is to know how to use smart cards in association with the terminals.

In fact, in a smart card-based applications system, the smart card can be considered to
perform various functions, and especially security functions. It is advantageous to store the
data associated with security (passwords, access rights, and so forth) in a smart card that can
be kept by the user. Furthermore, the data, recorded in a read-only memory in a form that
can be encrypted and thus cannot be easily modified or read directly from outside.

In payment transactions, similar functions are implemented. It is also necessary, as noted
above, for passwords and/or identifiers as well as various sensitive data (bank card number,
etc.) and data defining the rights of a user (subscripti'ons in force, accessible services, etc.) to
be transmitted.

However, it should be noted that in the prior art, the security function cannot be
embodied directly inside the smart card, because the stream of data received and/or
transmitted does not pass through the smart card. Hence a dialog must be established
between the terminal and the smart card, so that controls associated with security can be
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performed. This mode of operation degrades the level of security and even allows "Trojan
horses" to be introduced into the terminal, under certain unfavorable conditions. Hence it
would be necessary for the security controls to be done in situ, that is, in the smart card itself,
which would require the data stream to be rerouted via the smart card before being
transmitted to the terminal.

Over and above the security function that has fallen to it, it would also be valuable for the
smart card to be capable of directly controlling certain operations that are executed in the
terminal and for example to be capable of modifying predetermined characteristics of data
received and/or transmitted via the terminal. ¢

In the prior art, these modes of operation are incompatible with currently available
technologies and with the standards made for smart card-based applications, as will be seen
hereinafter.

First, the general architecture of a smart card-based applications system will be reviewed
briefly, with reference to Figs. 1A and 1B.

A smart card-based applications system can generally include the following main
elements:

- a smart card;

- a host system comprising the aforementioned terminal;

- a communications network, that is, the Internet in the preferred application;

- and an applications server connected to the Internet.

Fig. 1A schematically iltustrates one example of this type of architecture. The terminal 1,
such as an individual computer, includes a reader 3 for a smart card 2. This reader 3 may or
may not be physically integrated with the terminal 1. The smart card 2 includes an integrated
circuit 20 whose input/output connections are flush with the surface of its substrate, to allow
a supply of electrical energy and communications with the terminal 1. This terminal includes
circuits 11 for access to the Internet RI. These circuits can be constituted by a modem for
connection to a switched telephone line, or in the case of the invention, preferably a higher-
speed communication path, such as the Integrated Service Digital Network (ISDN), cable, or
satellite links. The circuits 11 enable connection to the Internet RI, either directly or via an
Internet service provider (ISP). Recourse can also be had to an intermediate system such as a
proxy or an insulation system known as a firewall (or guard barrier).

The terminal 1 naturafly includes all the circuits and devices necessary for its proper
functioning, which have not been shown for the sake of simplifying the drawing: a CPU,
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random access and read-only memories, magnetic disk mass memory, disk drive and/or CD-
ROM drive, and so forth,

Typically, the terminal 1 is also connected to conventional peripherals, either integrated
or not, such as a display screen 5a and a sound reproduction system 5b (allowing the
broadcasting of multimedia files within the scope of the invention), a keyboard 6a and a
mouse 6b, and so forth.

The terminal 1 can be put into communication with servers or any information processing
systems connected to the network RI, of which a single server 4 is shown in Fig. 1A. The
access circuits 11 put the terminal 1 into communication with the servers 4 using a particular
software 10, called a web navigator or browser. This enables access to various applications
or data files that are distributed over the entire network RI, generally by a client-server mode,
and in particular enables access to multimedia files.

Typically, communications over the networks are done in accordance with protocols that
meet standards including a plurality of superimposed software layers. In the case of an
Internet-type network R1, the communications are done according to protocols specific to this
type of communications, which will be described in detail hereinafter, but which also include
a plurality of software layers. The communication protocol is selected as a function of the
particular application contemplated, such as looking up web pages, transferring files,
electronic mail (or e~ mail), forms, news, etc.

The software architecture of the system including a terminal, a smart card reader and a
smart card, is shown schematically in Fig. 1B. It is described by ISO standard 7816, which
in turn includes several subsets:

- ISO 7816-1 and 7816-2, pertaining to the dimensions and marking of cards;

- ISO 7816-3, pertaining to the transfer of data between the terminal and the smart card;
and

- ISO 7816-4, pertaining to the structure of the set of orders and the format of commands.

In Fig. 1B, for terminal 1, only the layers meeting ISO standard 7816-3, identified by
reference numeral 101, and an APDU order manager (ISO 7816-4), reference numeral 102
are shown. For the smart card 2, the layers meeting ISO 7816-3 are identified by reference
numeral 201, and the APDU order manager (ISO 7816-4) has reference numeral 210. The
applications carry reference symbols Aj, ... Ay, ... A, where n is the maximum number of
applications present in the smart card 2.

A "cardlet" (registered trademark) application A; in the smart card 2 (Fig. 1A) conducts a
dialog with the terminal 1 by means of a set of orders. This set typically has writing and
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reading orders. The order format is known by the abbreviation APDU ("Application Protocol
Data Unit"). It is defined by the aforementioned ISO standard 7816-4. A command APDU
is written as "APDU.command”, and a response APDU is written "APDU.response”. The
APDUs are exchanged between the card reader and the smart card by means of a protocol
specified by the aforementioned ISO standard 7816-3 (for example, in the character mode: T
= 0; or in the block mode: T =1).

When the smart card 2 includes a plurality of distinct applications, as illustrated by Fig.
1B, it is called a multi-application card. However, the terminal 1 is in a dialog with only one
application at a time. An application A; is present for example in the form of a piece of
software called an "applet”, in the JAVA language (JAVA is a registered trademark) and will
hereinafter be called a cardlet. The selection of a particular cardlet A; is obtained with the
aid of an APDU of the selection type ("SELECT"). Once this choice has been made, the
APDUs that follow are routed through the cardlet. A new "APDU SELECT" causes the
current application to be abandoned so that another ome is then chosen. The software
manager subset of the APDUs 210 makes it possible to choose a particular application A; in
the smart card 2, to memorize the application thus chosen, and to transmit and/or receive
APDUs to and from this application.

To summarize what has just been described, the selection of an application A; and dialog
with it are done by exchanges of APDU orders. Let it be assumed that the applications A;
are conventional applications, hereinafter called GCAs (for Generic Card Application).

Given the above review, it should be noted that the smart card 2 cannot communicate
directly with standard commeroial navigators except by modifying their code.

Furthermore and above all, current smart cards, which moreover meet the standards
described above, have a hardware and software configuration that no longer allows them to
communicate directly with the Internet. In particular, they cannot receive and transmit data
packets by one or the other of the protocols used in this type of network. Hence it is
necessary to provide an additional piece of software, implanted in the terminal 1, generally in
the form known as a "plug-in". This piece of software, which is identified by reference
pumeral 12 in Fig. 1A, acts as the interface between the navigator 10 and the card 2, and
more specifically the electronic circuits 20 in this card 2.

It is also clear that given the rapid development of technologies in the past and their
foreseeable development in the future, the capacity for recording information in memory
circuits, either random access or read-only, of a smart card has been and remains quite
limited, compared to the capacity offered by a "host" terminal for this smart card, and
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naturally the capacities offered by larger systems, mini- computers, or very large systems of
the mainframe type. Nor is it possible to store high-volume data files in the smart card,
especially files of the multimedia type. It would thus be necessary, while allowing the
possibility of having the smart card communicate with the Internet and have data sent
through it (which the prior art does not allow, as reviewed above), to perform all the
necessary processitig operations "on the fly", that is, without storing them in memory, even
temporarily. The calculation power of logic circuits, and especially of the microprocessor, in
the smart card does not allow such a mode of operation in the state of the art, or in the
foreseeable near future. ’

Finally, the aforementioned standards organize communications between a smart card
and a terminal via the serial-type reader. What is more, the speeds allowed by current
technology is quite low, on the order of from 1 to 10 kbits per second, which once again is
incompatible with the rates contemplated (100 kbits per second at minimum) in the context
of the applications according to the invention.

The invention seeks to overcome the disadvantages of the methods and apparatus of in
the prior art, some of which have just been reviewed above, while responding to felt needs,
that is, in particular to be capable of handling high- speed data streams while enjoying
maximum security.

In a first characteristic of the invention, the smart card behaves like a web-type server-
client with regard to the terminal with which it is associated.

To do so, a specific communication protocol layer is provided in the smart card and its
counterpart in the terminal. The term “specific" must be understood to mean specific to the
method of the invention. In fact, these communication layers, called specific communication
layers, are non-specialized, regardless of the application in question. They act only in the
process of bidirectional data exchanges between the smart card and the terminal on the one
hand, and the smart card and the network, on the other.

The specific communication software layer, known as "intelligent agents", which make it
possible in particular to convert protocols. The intelligent agents will hereinafter be called
simply "agents". There are matched agents in the specific communication layers assigned to
the terminal and the smart card, respectively. By the method of the invention, sessions
between matched agents are established.

These arrangements make it possible in particular to reroute all or part of the data stream
from or to the Inmternet via the smart card, while still meeting the aforementioned ISO
standards for communications between a smart card and a terminal via the reader.
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In another characteristic of the invention, a particular application, which will be called a
"filter" hereinafter, is implanted in the smart card. This is a software entity that plays a role
similar to that of a proxy. To do so, the aforementioned arrangements implementing agents
are used. This proxy makes it possible to perform processing operations on security-linked
data directly in the smart card.

In another characteristic of the invention, a disymmetrical communication protocol is
implanted. According to this characteristic, the data stream being output or received is
subdivided into two components: a first, low- speed stream representing a low volume of
data that will hereinafter be called "critical data stream", which passes directly via the smart
card, and a high-speed stream representing a large volume of data, hereinafter called the
"opaque data stream", which passes via the terminal.

In the preferred applications of the invention, the critical data stream is made up of
security data that can be addressed to the aforementioned proxy of the smart card in order to
be processed there secretly. The opaque data are made up of the multimedia data per se.
These data are processed by agents located in the terminal. However, the authorization to
receive opaque data and process them is subordinate to the outcome of an authentication
procedure initiated by the security data in the smart card. Because of the presence of the
aforementioned filter, the reception of data by the terminal remains under the direct control
of the smart card.

The opaque data passing through the terminal can also undergo particular processing
operations in this terminal before being effectively used, under the command and control of
the smart card, or in other words definitively of the critical data that the smart card has
received.

To this end, particular additional agents, which will be called "protocol agents" located in
the smart card and the terminal, or in only one of these devices, are provided.

Hence the principal subject of the invention is a method for transmitting a data stream,
via a network of the Internet type, between at least one remote server and a terminal provided
with a smart card reader, said terminal including at least one application of the TCP/IP client
type, said terminal and said server both being connected to said Internet-type network,
characterized in that it includes at least the following phases:

a) a first phase, comprising implanting a first piece of software, forming a specific
communication protocol layer, into said smart card;
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b) a second phase, consisting of implanting a second piece of software, forming a
specific communication protocol layer and forming an interface with at least said application
of the TCP/IP type, into said terminal;

- that said first and second pieces of software each furthermore include at least one first
autonomous software entity of the client type and one second autonomous software entity of
the server type, said entities cooperating in such a way as to enable the establishment of
bidirectional data exchange sessions between said terminal and said smart card and in such a
way that said smart card offers the functions of a client/web server, and to enable the
establishment of a bidirectional data exchange session between said terminal and one of said
remote servers, via said Internet-type network, said autonomous software entities
communicating by means of predetermined protocol data units;

- that it includes a phase of embodying, in said smart card, a piece of applications
software of predetermined functional characteristics known as a “filter", receiving and/or
outputting protocol data units to and/or from said first and second autonomous software
entities of the client and server types, respectively, that are included in said second specific
piece of software, the embodiment of said piece of applications software piece being under
the control of said server-type autonomous software entity;

- and that said filter cooperates with said autonomous software entities of said second
specific piece of software to open a session with said autonomous software entities of said
first specific piece of software in order to modify the predetermined characteristics of said
data stream transmitted between said terminal and said remote server.

The invention will now be described in further detail in conjunction with the
accompanying drawings, in which;

- Figs. 1A and 1B schematically illustrate the hardware and software architectures,
respectively, of one example of a smart card-based applications system according to the prior
art,

- Fig. 2 schematically illustrates one example of a smart card-based applications system
according to the invention, the smart card acting as a web server;

- Fig. 3 is a diagram showing states of a session between software entities known as
intelligent agents, in one feature of the invention;

- Fig. 4, in simplified fashion, illustrates the software architecture of a system according
to the invention in which the smart card includes intelligent agents;

- Fig. 5 schematically shows a proxy according to the prior art;
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- Fig. 6, in simplified fashion, illustrates the sofiware architecture of a system according
to the invention, in accordance with that of Fig. 4, in which a filter called a proxy is
embodied in the smart card;

- Fig. 7 is a schematic diagram illustrating a first exemplary embodiment of a

disymmetrical filter (or "redirection” filter) in an architecture according to the invention, of

the type shown in Fig. 6; and
- Fig. 8 is a schematic diagram illustrating a second exemplary embodiment of a
disymmetrical filter (or SSL) in an architecture according to the invention, of the type shown

.

in Fig. 6.

In the following description, without in any way limiting the scope, the context will be of
a preferred application of the invention, which unless otherwise noted pertains to a
multimedia stream safeguarded by a proxy implanted in a smart card cooperating with a
terminal connected to the Internet, where web servers are also connected to the Internet.

Before the method of activating applications located in a smart card according to the
invention is described and an architecture for implementing it is described in detail with
reference to Fig. 2, it is appropriate first to review briefly the main characteristics of
communication protocols in these networks.

The architecture of communication networks is described by various layers. By way of
example, the OSI standard (for Open System Interconnection) defined by the ISO includes
seven layers, which range from what are known as lower layers (such as the "physical" layer,
which involves the physical transmission substrate) to what are known as high, or upper,
layers (such as the "application" layer), passing through intermediate layers, especially the
“transport" layer. A given layer offers its services to the layer that is immediately above it,
and requests other services, via suitable interfaces, from the layer that is immediately below
it. The layers communicate with the aid of primitives. They can also communicate with
layers of the same level. In certain architectures, various layers may not be present.

In an environment of the Internet type, the layers are five in number, and more precisely,
ranging from the highest to the lowest layer, they are: the application layer ("http", "ftp", "e-
mail", etc.), the transport layer ("TCP"), the network addressing layer ("IP"), the data link
layer ("PPP", "Slip", etc.), and the physical layer.

With the exception of specific communication protocol software layers 13 and 23a,
implanted in the terminal 1 and the smart card 2a, respectively, the other hardware or
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software elements are common to the prior art, and there is no need to describe them again
here in detail.

The terminal 1 includes circuits 11 for access to the network RI, the circuits being
constituted by a modem, for example. These circuits include the lower software layers C;
and C,, which correspond to the physical and data link layers.

Also shown are the upper layers C; and C,, which correspond to the network addressing
(IP, in the case of the Internet) and transport (TCP) layers. The upper application layer
("http", “fip", "e-mail", etc.) has not been shown.

The interface between the lower layers C; and C, and the upper layers C; and C, is made
up of a software layer, generally called a "low layer driver". The upper layers Cs and C, rest
on this interface and are implemented by way of specific function libraries or network
libraries 14, with which they correspond. In the case of the Internet, TCP/IP is implemented
by means of what are known as "socket" libraries.

This organization enables a navigator 10 to make requests of a server 4 to consult web
pages (“http" protocol) to transport files ("FTP" protocol) or to send electronic mail ("e-mail"
protocol), in an entirely classical fashion.

The terminal 1 also includes a card reader 3, which may or may not be integrated. For
communication with the smart card 2a, the card reader 3 also includes two low layers CC,
(physical layer) and CC, (data link layer), which play a role similar to the layers C; and C..
The software interfaces with the layers CC; and CC, are described for example by the PC/SC
specification (part 6, service provider). The layers themselves, CC, and CC,, are described
in particular by ISO standards 7816-1 through 7816-4, as has been noted above.

An additional software layer 16 forms an interface between the application layers (not
shown) and the lower layers CC, and CC,. The main function assigned to this layer 16 is
that of multiplexing/demultiplexing.

Communications with the smart card 2a are done by a paradigm similar to that used to
manipulate files in an operating system of the UNIX type (UNIX is a registered trademark):
OPEN, READ, WRITE, CLOSE, etc.

A similar organization is found in the smart card 2a, that is, the presence of two low
layers, CCa; (physical layer) and CCa, (data link layer), as well as an interface layer 26a,
which is entirely similar to the layer 16.

In a first characteristic of the invention, two specific protocol layers 13 and 23a,
respectively, are provided on one hand and other, that is, in the terminal and in the smart card
2a.
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In the terminal 1, the specific layer 13 interfaces with "low layer drivers" 15, libraries 14
of network layers C; and C,, and protocol layers for the card reader 3, that is, the lower
layers CC, and CC,, via the multiplexing layer 16. The specific layer 13 enables the transfer
of network packets from and to the smart card 2a. It also adapts the existing applications,
such as the Internet navigator or surfer 10, e- mail, etc., for uses that employ the smart card
2a.

In the smart card 2a, quite a similar organization is found, with an additional instance of
the specific layer 23a, which is the counterpart of the layer 13.

More precisely, the specific layers 13 and 23a are subdivided into three main software
elements:

- a module 130 or 130a for transferring blocks of information between the layers 13 and
23a, via the conventional layers CC,, CC,, CCa;, and CCay;

- one or more pieces of software, called intelligent agents, 132 or 232a, which by way of
example embody protocol conversion functions;

- and a specific configuration management module 131 and 231a, respectively, which
module can be likened to a
particular intelligent agent.

For the sake of simplicity, these intelligent agents will be called simply agents
hereinafter, as noted above.

In the terminal ! and the smart card 2a, a communication protocol stack is found between
the two entities.

The layers at level two (data link layers) CC, and CCa, assure the exchange between the
smart card 2a and the terminal 1. These layers are responsible for detecting and as needed
correcting transmission errors. Various protocols can be used, and by way of a non-
exhaustive example, the following:

- the recommendation ETSI GSM 11.1;

- the protocol defined by ISO 7816-3, in character mode T=0;

- the protocol defined by ISO 7816-3, in block mode T=1;

- or the protocol defined by ISO standard 3309, in HDLC (High-level Data Link Control
procedure) frame mode.

Within the scope of the invention, the ISO 7816-3 protocol in block mode will preferably
be used.

In a manner known per se, a certain number of primitives is assigned to each protocol
layer; they enable the exchanges of data between layers of the same level and from one layer
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to the other. By way of example, the primitives assigned to the level 2 layer are of the "data
request” ("Data.request”) and "send data" (*Data.response") by the card as well as
"confirmation of data" ("Data.confirm"), etc.

More specifically, the layers 13 and 23a are tasked with dialog between the smart card 2a
and the host, that is, the terminal 1. These layers enable the exchange of information
between a user (not shown) of the terminal 1 and the smart card 2a, for example by way of
scrolling menus in the form of hypertext in the HTML format. They also allow the
installation of a configuration adapted for the transmission and/or reception of data packets.

As indicated above, the layers include three distinct entities.

The first layer 130 or 230a essentially comprises a software multiplexer. It enables the
exchange of information between the smart card 2a and the host terminal 1, in the form of
protocol data units. It plays a role similar to that of a data packet switcher. These units are
sent or received via the layer at level 2 (data link layer). This particular communication
protocol makes it possible to put at least one pair of agents into communication. The first
agent of each pair, 132, is located in the layer 13 of the terminal 1, while the second agent,
232a, is located in the layer 23a in the smart card 2a. A link between two agents is associated
with a session that will be called "S-Agent". A session is a bidirectional data exchange
between these two agents. If one or the other of the layers 13 and 23a includes a plurality of
agents, then the agents of the same layer can also establish sessions between them and/or
with the modules 131 and 231a that constitute the particular agents.

More precisely, an agent is an autonomous software entity, which can embody all or
some of the functions of layers at levels 3 and 4, depending on the configuration
implemented by the terminal 1.

These agents are assigned particular properties or attributes. To define the concepts, and
by way of non- limiting examples, the following six properties are assigned to the agents:

- "host": agent located in the terminal;

- "card": agent located in the smart card,

- "local": agent not communicating with the network;

- "network”: agent communicating with the network (in the terminal);

- "client": agent which initializes a session;

- "server": agent which receives a session request.

A particular agent is identified by a reference, such as a 16-bit integer (that is, an integer
between zero and 65535). The most significant bit (b15 = 1) tells whether this reference is
local (local communications with the smart card or the terminal) or remote (b15 = 0).
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Two large categories of agents exist: the agents of the "server" type, which are identified
by a fixed reference, and the agents of the "client" type, which are identified by a variable
reference that can also be called ephemeral, issued by the configuration management module
131 or 231a.

The agents communicate with one another by way of entities called protocol data units or
pdus, which include a target reference and a source reference. This particular pdu can also be
called a "SmartTP pdu", with reference to the currently used term "smart card". In particular,
the pdus utilize the references defined above.

A SmartTP pdu, or more simply pdu hereinafter, includes a source reference, a target
reference, a set of bits comprising flags, which specify the nature of the pdu, and optional
data:

- the "OPEN" flag is in place to indicate the opening of a session;

- the "CLOSE" flag indicates the closure of a session; and

- the "BLOCK" flag indicates that the agent is waiting for a response from its
correspondent and has suspended all activity.

A pdu that does not include data will be called a token.

The SmartTP entity controls the existence of the target agent and performs the
commutation of a packet to it.

An agent session or "S-Agent" has three notable states, specifically:

- a disconnected state: no session is open with any other agent;

- a connected state: a session is open with another agent, an "S-Agent" session being
identified by a pair of references; and

- a blocked state, where the agent is connected and is waiting for a response from its
correspondent.

The mechanism for establishing an "S-Agent" session is as follows:

- a new instance of a client agent is created (in the smart card or the terminal), this agent
being identified by a psendo-unique ephemeral reference;

- the client agent sends a pdu to a server agent (whose reference is furthermore known)
with the "OPEN" flag in place, and the client agent shifts to the connected state or the
blocked state, depending on the value of the "BLOCK" flag; and

- the server agent receives the pdu with the "OPEN" flag and shifts to the connected state.

Once a session is open, two agents exchange data via pdus.

The mechanism for closing a session is as follows:
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- one agent sends a pdu with the "CLOSE" flag in place (which may possibly include
data); and

- the other agent receives a pdu with the "CLOSE" flag in place (which may possible
include data), and the "S-Agent" session shifts to the disconnected state.

Fig. 3 schematically illustrates the diagram of states of "S-Agent" sessions, such as have
just been described.

The layers 130 and 230a manage tables (not shown) that contain the list of agents present,
in the host terminal 1 and the smart card 2a.

In practical terms, the agents enable an exchange of data (in hypertext, for example), but
also enable launching network transactions.

The configuration management modules, 131 and 231a, respectively, are similar to
particular agents. For example, the module 131 in the host terminal 1 in particular manages
information relating to the configuration of this terminal (modes of operation), lists other
agents present, and so forth. The module 231a in the smart card 2a has analogous functions.
These two agents can be put into communication with one another in order to establish a
session.

In a first characteristic of the invention, the smart card 2a behaves like a client/web
server.

In practical terms, the smart card 2a is advantageously "addressed" by using a URL (for
universal resource locator) that defines a feedback loopto the terminal 1 itself, rather than
pointing to an external server. By way of example, the structure of this URL is typically as
follows:

http://127.0.0.1:8080 (1)

in which 127.0.0.1 is the feedback loopIP address, and 8080 is the port number.

Fig. 4 in simplified fashion shows the software architecture of a system according to the
invention, of the type shown in Fig. 2 but now shown in more detail. The smart card 2a
includes a plurality of agents, only two of which are shown: an agent 232a, of the web type,
and an agent 232a,, whose type is not precisely defined. The software stack includes the
lower protocol layers 200a, which meet ISO standards 7816-3 (Fig. 2: CCa; and CCa,), the
APDU command manager 201a;, and the packet multiplexer 230a, this latter being interfaced
with the agents, in particular the web agent 231a;.
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There are two stacks in the terminal, one communicating with the Internet RI and the
other with the smart card 2a. The first stack includes the devices 11 (Fig. 2: C; and C,) for
access to the network (standards OSI 1 and 2), and the TCP/IP protocol layers (Fig. 2: Cs
and C,), reference numeral 100. These third layers are interfaced with the web navigator 10.
The other stack includes the lower protocol layers 101, which meet ISO standards 7816-3
(Fig. 2. C; and C;), the APDU order manager 102, and the packet multiplexer 130, this last
being interfaced with agents, only one of which, 132, is shown. Assuming that this agent is
of the network type, it can furthermore communicate on the one hand the navigator 10, via
the TCP/IP layers 100, and on the other with the Internet RI, via these same TCP/IP layers
100 and the device 11 for access to the network RI.

The APDU order manager 201la is also interfaced with one or more applications-level
layers, which will simply be called applications. As has been noted, these applications A; ...,
A; ..., A, are application of a conventional type, known as cardlets.

In summary, the client/web server furnished by the smart card 2a can be embodied by
association with the web agent 231a; in the smart card and the network agent 132 in the
terminal 1, and by implementing sessions between agents, as has been described.

The smart card 2a does indeed have the function of client/web server. In addition, in a
characteristic of the method of the invention, any conventional application A, through A, of
the GCA type mentioned above can be activated through this client/web server, either via the
web navigator 10 in the terminal 1 or via a remote navigator 4 located at any point in the
Internet RI, by implementing sessions between agents. According to the method of the
invention, the applications A; through A;, do not have to be rewritten and are implemented as
is.

In another feature of the invention, by implementing the mechanism of agents as has just
been described, a function known as "proxy TCP/IP" is implanted directly in the smart card
2a. This function is embodied by a particular software application, which will hereinafter be
called a "filter".

The "proxy" function is well known in the field of Internet applications, but it cannot be
implanted in smart cards of systems according to the prior art.

Before an architecture according to the invention is described, the characteristics of a
classical proxy according to the prior art will be reviewed briefly, in conjunction with Fig, 5.

In TCP/IP technology, a software entity Py is called a proxy when on the one hand it
embodies a TCP/IP server Sv and on the other a TCP/IP client Cl. The software entity Py
makes a connection between a local client and some other remote TCP/IP server.
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A proxy Py usually performs the functions of a filter and/or security functions. For
example, an http proxy generally assures the connection of a navigator, such as the navigator
10 of the terminal 1, to a web server 4 in a business (this is known as a firewall). It can also
be an SSL proxy, which can be defined as a proxy that is local to the terminal and that
performs the requisite security operations (authentication, confidentiality, integrity) for
establishing a safeguarded tunnel through the Internet RL

A software architecture that integrates the proxy function directly in a smart card, in
accordance with an additional aspect of the invention, will now be described in conjunction
with Fig. 6.

The elements common to the preceding drawing figures have the same reference
numerals and will not be described again except as needed. To simplify the description, the
agents in the terminal 1 are grouped under the unique reference numeral 132, and those in the
smart card 2a are grouped under the unique reference numeral 232a. They will be
differentiated hereinafter by the letter "T" for terminal and "S" for smart card, and these
letters are assigned index numerals, The proxy 27 embodied on the smart card 2a will be
called a "Smart Proxy" hereinafier. '

The Smart Proxy 27 is embodied by the association of four agents, that is, two in the
terminal 1: T, and T, and two in the smart card 2a: S, and S,, and a filter function 28, as
described below:

- a "terminal/client/network" agent T, embodies a TCP/IP server (for example at the port
8080);

- a "card/server/local" agent S, is associated with the agent T; via a session, and this
agent typically performs the functions of a web server;

- a filter function 28, which is determined as a function of information originating in the
agent T, is capable of sending or receiving pdus to and from the agents S; and S.;

- a "card/client/local" agent S, an instance of this agent being created dynamically by the
filter function 28; S, opens a session with the network agent T, to which it tells the address
of the remote Internet server 4 to which S, seeks to be connected; and

- an agent "terminal/server/network" T, embodies the function of a TCP/IP client which
is connected to an Internet server 4.

The mechanism for creating the Smart Proxy 27 is described below.

A TCP client, hereinafter called cTCP, typically the web navigator 10, opens a
connection with the network agent T;. A session T:-S; is then created. For example, the
following URL:
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http:/127.0.0.1:8080/? desl=xxx.com:80/yyy/content.html 2)

causes the opening of a session between the agents T; and S;.

On the basis of data exchanged by T1 and S1, the application assigned to the agent S1 (a
web server) determines which filter function 28 is to be used. Thus "des1" is the name of a
particular filter; "xxx.com" is the arbitrary number of an Internet server, such as the server 4;
"80" is a port number; and "/yyy/content.html" is the arbitrary name of a file in this server,
for example constituted by a page in HTML language. In the example, the filter "des1" is a
filter making it possible to perform a decryption and/or encryption operation in accordance
with an algorithm of the DES (data encryption standard) type.

In other words, the "card" URL (2) encapsulates another URL intended for the outside
world; the first part of the card URL is made up of the feedback loopURL as defined by
statement (1).

The filter 28 "desl" creates an instance of client S,; a session is opened between the
agents S; and T,. The data inserted into the first pdu ("pdu OPEN") states the name of the
Internet server ("xxx.com") and its assigned port number (80).

The agent T, opens a connection of the TCP type with the remote server "sTCP"
("zzz.com"). Once this connection has been made, a token is sent, whose destination is Ss.

In terms of these exchanges, a Smart Proxy 26 has been created; a filter function 28 that
is resident in the smart card 2a is capable of processing the data (originating from the Internet
RI) received by the network agents. The filter 28 controls the data output by the network
agents T; and T, in a logical way. It behaves like a proxy TCP that controls the data
exchanged between the client ¢cTCP and the server sTCP.

To define these terms, arbitrary reference numerals for various agents have been shown
in Fig. 6: fixed numerals 2 and 5 for agents of the server type, that is, T; and S,,
respectively, and variable or ephemeral numerals 15360 and 2559 for agents of the client
type, that is, T; and S, respectively.

Particular examples of filters 28 will now be described in more detail.

Example 1: Redirection filter

A redirection filter assigns an http request to an
external server (such as www.email. com) to a card URL, for instance the following URL:
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(http://127.0.0.1:8080/eMail) 3),

and this external server can for instance, by using the well known "POST http" method, serve
to post identification data: login and a password, for example, that are assigned to a free e-
mail server "email". The filter can also assure identification/authentication of the service

- user by more- certain challenge-based methods (these methods are described for example in

the standard "http 1.1".

Typically, implementing a redirection filter includes the following steps:

1. The navigator 10 opens a connection with the network agent T, (IP address:
127.0.0.1:8080) and the session T,-S; is opened with the web server of the card 2a;

2. The http request (in accordance with the recommendation "http 1.1 rfc 2068") is
transmitted from the navigator 10 to the web agent S,, which in turn, from the filename
"feMail", detects that a filter 28 is being called, in this particular case a redirection filter:
from this moment on, all the data received by the network agent T, are processed by this
particular filter 28;

3. Aninstance of a client agent S; is created by the filter 28;

4. S, opens a session with the network agent T, and the first pdu sent ("OPEN flag in
place") includes the address and the port of the remote web server 4 (in this example,
"www.email.com");

5. The agent T, opens a connection with the remote web server 4, and after it is open, a
token is sent to the agent S;

6. The agent S, transmits an hitp request to the remote web server 4;

7. This server 4 typically sends a redirection header "http", which indicates the success
of the operation, and furnishes a new connection URL to the navigator 10 along with a piece
of software, known as a "cookie", that the navigator is to use;

8. The filter function 28 does not perform any processing on these data; and

9. The data are transmitted to the web navigator 10 via the session S;-T;.

When the navigator 10 receives the redirection header, it connects itself to the mailserver
4 with the appropriate cookie. In return, it typically receives a log-on page written in HTML.

Example 2: "http - des” filter
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The case of an HTML page encoded by an algorithm of the DES type noted above will
now be considered. This page, for example named "/yyy/content.html", is housed in a web
server 4; "zzz.com:80". A filter function 28 located in the card (whose arbitrary name is
"9des1") will perform a decryption algorithm, that is, an inverse function (or "DES™"), with
a key associated with an index 1.

The following URL:
http://zzz.com/yyy/content. html . (@),

executed from a navigator 10, causes the loading of the file "content.html" from the server
"zzz.com". Once the HTML page has been encoded, the flags «<html> and </html», used by
the conventions of HTML to mark the beginning and end of the document, do not appear in
the clear, and the navigator 10 will display either incoherent signs or an error indicating that
an HTML page has not been received.

The following URL:
http://127.0.0.1:8080/7des1=zzz.com:80/yyy/content. html )
tells the card to load the page:

http:/fzzz.com:80/yyy/content.html 6)

through a filter 28 of the DES type, whose key index is 1.

Loading of the "content.htm!" page is done as follows:

1. The navigator 10 opens a connection with the network agent T: (IP address:
127.0.0.1:8080) and the session T1-S; is opened with the web server of the card 2a;

2. The http request ("http 1.1 rfc 2068") is transmitted from the navigator 10 to the web
agent S,, and from the filename "/?desl = zzz.com.80/yyy/content.htm!", the web agent S,
detects that a filter 28 is being called, in this particular case a filter 28 of the DES type (key
with index 1): from this moment on, all the data received by the network agent T, are
processed by this filter 28 of the DES type associated with the key with the index 1;

3. Aninstance of a client agent S, is created by the filter 28,
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4. S, opens a session with the network agent T,: the first pdu sent ("OPEN flag in
place") includes the address and the port of the remote web server 4 ("zzz.com");

5. The agent T, opens a connection with the remote web server 4, and after it is open, a
token is sent to the agent S,;

6. The agent S, transmits an http request to the remote web server 4;

7. The remote server 4 sends a header "http", which indicates the nature of the file and
transmits the file per se: these data are relayed to the function filter 28 via the session T5-S,;

8. The filter function 28 does not perform any processing on the header "http" and
decrypts the HTML page. ‘

9. The decrypted data are transmitted to the web navigator 10 via the session S;-T;.

The result of this operation is that the navigator 10 receives a decoded HTML page. The
redirection operation can be automated by a script (typically in JAVA script language; JAVA
is a registered trademark). For example, a script included in an HTML page (which will
arbitrarily be calted "content.html") redirects the URL:

http://zzz.com/yyy/xcontent. html @)
to
http://127.0.0.1:8080/?des1=zzz.com/yyy/content. html (8),
where xcontent.html and content.htm) are the arbitrary names of two HTML pages.

Example 3: SSL filter

The Secure Socket Layer protocol or SSL is widely used for web applications. It makes
it possible to open "safeguarded tunnels" between a client (typically the navigator 10) and a
server. SSL makes it possible to authenticate the server and assure the confidentiality and
integrity of the data exchanged. To do so, a shared secret is constructed on the basis of a
public key specific to the server. A session key is deduced from the shared secret and assures
the encryption, for example, of information with the aid of an algorithm of the "triple DES"
type. As is well known per se, a technique implementing authentication “certificates” is also
used.
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The importance of embodying an SSL filter directly in the smart card 2a is that the
verification of the certificate of the public key of the server (which constitutes the essential
point of systems with public keys) is done by the smart card, not by software residing in the
terminal, which is considered less secure a priori. In the conventional way, once an SSL
session is open, a user or "internaut" (not shown) furnishes personal identification data,
conventionally the association of a login and a password, which are entered in the clear at the
terminal 1, using a keyboard (Fig. 1A: 6a). Another advantage of an SSL session done from
the smart card 2a is that the login and the password are furnished by the smart card 2a, not by
the user.

An SSL connection takes place as follows:

An HTML page that one wishes to obtain by an SSL session will now be considered.
This page, named "/yyy/content.html", for example, is housed in a remote web server 4
(whose arbitrary name is "www.bank.com"). A particular filter function 28 located in the
card (and arbitrarily called "?ssl1") embodies the SSL protocol and uses a login and a
password associated with an index 1.

The following URL

http://127.0.0.1:8080/?ssl1=www.bank .com:80/yyy/content. html %)

tells the smart card 2a to load the page "/yyy/content.html" using the SSL protocol.

Loading of the "content.html" page is done as follows:

1. The navigator 10 opens a connection with the network agent T; (IP address:
127.0.0.1:3080) and the session T;-S; is opened with the web server of the card 2a;

2. The http request (conforming to "http 1.1 rfc 2068") is transmitted from the navigator
10 to the web agent S;, and from the filename "/?ssl1=www.bank.com.80/yyy/content.html",
the web agent S; detects that a filter function 28 is being called, in particular of the SSL type
(with keys with an index 1): from this moment on, all the data received by the network agent
T, are processed by the SSL filter 28;

3. Aninstance of a client agent S is created by the filter 28;

4. S, opens a session with the network agent T,: the first pdu sent ("OPEN flag in
place") includes the address and the port (No. 443, in this example) of the remote SSL web
server 4 ("www.bank.com:443");

5. The agent T, opens a connection with the remote web server 4, and after it is open, a
token is sent to the agent S;;
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6. The filter 28 initiates a negotiation by the SSL protocol with the remote server 4 by
means of the session Tz~ S;

7. When an SSL is opened, the login and the password are transmitted by the filter 28 to
the remote server 4, and the session T,-S; is closed;

8. A new session S»-T is opened by the filter 28;

9. The filter 28 negotiates the resumption of the preceding SSL session;

10. The agent S, transmits an encrypted hitp request to the remote web server 4 to get the
file "content.html";

11. The remote server 4 sends a header "http", which indicates the nature of the file and
transmits the file per se: these data are relayed to the function filter 28 via the session T5-S;;

12. The filter function 28 decodes the data received and verifies their integrity; and

13. The decrypted data are transmitted to the web navigator 10 via the session S;-T;.

The result of this operation is that the navigator 10 receives a decoded HTML page. The
redirection operation can be automated by a script (typically a JAVA script). For example, a
script included in an HTML page (which will arbitrarily be called "content.html") redirects
the URL:

http://127.0.0.1:8080/?ssl 1=www.bank.com/yyy/content.html
(10)

to
http://www.bank.com/-yyy/xcontent.html (11).

An additional aspect of the invention will now be described, with which it is possible in
particular to process multimedia data streams by a disymmetrical communication protocol.

When the terminal obtains multimedia data, for instance from the Internet R, these data
lose any nature of confidentiality they had and are memorized by a system that is generally
less secure.

A Smart Proxy, embodied by one of the characteristics of the invention, thus constitutes a
key device for the identification and authentication of the user of a particular service. The
algorithms and keys are stored and executed inside the smart card 2a. Once a particular filter
28 has opened a TCP connection with a remote server 4, two cases can be contemplated:
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A) fixed, secret keys are used to assure the integrity and confidentiality of the data: in
this case, the data stream is decrypted and verified by the filter of the Smart Proxy; or,

B) ephemeral keys, also called "session keys", are calculated when a connection is
opened successfully between the filter 28 and the remote server 4. the second case is
encountered in numerous security protocols used for the Internet, such as the aforementioned
SSL protocol, or the IPSEC protocol.

When ephemeral session keys are used, calculation of algorithms by the smart card 2a is
of no particular value, since in any case these keys will be used only a single time, and their
sole purpose is to make it possible to transfer data in the clear to a léss-secure terminal.

Sometimes, the connection with the server is disymmetrical from a standpoint of security.
An identification and authentication procedure is secret, while the data exchanged
subsequently have no confidential nature whatever. This leads to the notion of data streams
that will hereinafter be called “critical"; the “critical stream” represents data that must be
processed by the Smart Proxy in a secret way. Ephemeral session keys (which sometimes
vary during a single connection) can be deduced from the critical stream and implemented by
the terminal 1 without any particular security measures.

A distinction will accordingly be made hereinafier between the critical stream, which
designates the data stream that has to be processed by the Smart Proxy, from an "opaque”
data stream that can be processed on a nonsecure terminal.

In the context of pdus (command pdus) identified by a particular value of flag field, make
it possible to transmit commands to the agents. These commands are processed by the agent
addressed per se and are not transmitted to any other agent or to the network RI.

Within this context, although the mechanism of agents specific to the invention is
employed, data exchanges can take place outside a session.

Two agents can in fact exchange a certain quantity of data without being connected via a
session. A particular command pdu tells a first agent, arbitrarily called A;, what quantity of
data Q, it should output (outside a source reference field, target reference and flag), and
another pdu tells a second agent, arbitrarily called A, the quantity of data Q. sent from agent
A; that it is also authorized to receive. The pdus that include the "CLOSE" flag are not
transmitted outside a session.

The paths of the critical and opaque streams, respectively, are as follows:

The critical stream contains secret information, which must be processed by the filter 28
assigned to the Smart Proxy and must accordingly necessarily travel via the smart card 2a.
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The opaque stream can be processed solely by the agents located in the terminal 1, using a
mechanism for data exchange outside a session, for instance.

The opaque stream can be safeguarded by the critical stream.

A global data stream can generally be broken down into a critical stream and an opaque
stream, which makes it possible for example to decrypt a high-speed stream (representing
multimedia data per se, for instance) by way of a critical stream of less amplitude.

The arrangements specific to the invention make it possible to process such a high-speed
multimedia data stream by organizing disymmetrical communication and data processing
protocols.

Example 4. disymmetrical redirection filter

A "card" URL of the type:
http://127.0.0.1:8080/?f1=/www.host.com/oneFile (12)
is assigned an http request to an external server 4, such as:

http://www.host.com/oneFile (13)

by a disymmetrical redirection filter.

The connection with the server 4, which includes a phase of identification and
authentication (a challenge-based mechanism, for instance), is managed by the filter 28,
which will arbitrarily be called "7f1" that is assigned to the Smart Proxy 27. The filter 28 is
called disymmetrical, because once the authentication has been done, the data exchanged
with the server 4 are not encrypted and no longer pass through the filter 28,

The steps for implementing a disymmetrical redirection filter 28, illustrated schematically
by the diagram in Fig. 7 (which in a simplified way shows the architecture according to the
invention of the system of Fig. 6), are as follows:

1. The navigator 10 opens a connection with the network agent T; (IP address:
127.0.0.1:8080) and the session T-S; is opened with the web server of the card 2a;

2. An http request is transmitted from the navigator 10 to the web agent S;, and from the
filename "/?f1= www.host.com/oneFile", the web agent S; detects that a particular
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redirection filter 28 is being called: from this moment on, all the data received by the
network agent T; are processed by this filter 28;

3. Aninstance of a client agent S is created by the filter 28;

4. S, opens a session with the network agent T,: the first pdu sent ("OPEN flag in
place") includes the address and the port of the remote web server 4 ("www.host.com");

5. The agent T, opens a connection with the remote web server 4, and after it is open, a
token is sent to the agent S,;

6. An authentication procedure takes place between the filter 28 "?f1" and the remote
server 4, and the data are exchanged by the session S,-T);

7. X this procedure is successful, the filter 28 sends a command pdu to the agent Ty,
which authorizes it to receive all the data sent outside a session by the agent T, and sends a
command pdu to the network agent T, which tells it to transmit all the data received from the
network to the agent T,: the data originating in the remote server 4 are
relayed, via the agents T, and T, to the navigator 10 and hence no longer pass through the
smart card 2a; and

8. When a TCP disconnection occurs (at the command of the server 4), one of the agents,
T, or Tz, outputs a pdu with a flag in the "CLOSE" state to one of the agents S; or S,, and
the filter 28 then supervises the closing of the sessions T;-S; and T,-S..

Example 5: disymmetrical SSL filter

This example is schematically illustrated by the diagram in Fig. 8, which in simplified
fashion shows the essentials of the architecture according to the invention of the system of
Fig. 6.

As has been described above in Example 3, an SSL filter can be activated by means of a
card URL (such as that in statement {11)). In such a protocol, the critical data stream is used
to select a pair of entities, which includes an encryption algorithm and a monodirectional
hash function, as well as a certain number of associated parameters (keys and the current
value of the hash function). Once a phase of negotiation has been completed, the execution
of these algorithms in the smart card 2a is of no particular importance, since the data are
directed from the Internet RI to the terminal 1 in the clear.

An additional agent T3 (of the server type) to which an SSL function has been assigned
can now advantageously be used. This agent T is located in the terminal 1. Once the
parameters of the SSL session have been negotiated, the SSL filter 28 opens a session
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between an additional client agent S (in the smart card 2a) and the SSL server agent T3 (in
the terminal). When the session is opened, the agent Ts is

initialized with values of DES keys and ongoing parameters of the hash function. The SSL
filter 28 sends a2 command pdu to the agent T, which enables it to resend the data output
outside the session by T3 to the network RI and to redirect the data received from the network
to Ts. The SSL filter 28 sends a command pdu to the agent T to enable it, outside a session,
to receive the data output by T, and T,. The SSL filter sends a command pdu to the agent
T1, which enables it to resend the data output outside a session by Ts to the network RI and
to redirect the data received from this network RI to T5. A "tunnel" outside a session is thus
established between T,-T,-T3 in the terminal 1. When an agent T, or T, closes the session
assigned to it, the filter 28 proceeds to close the other two remaining sessions.

Disymmetrical filter, in general

More generally, and returning again to one or the other of the diagrams in Figs. 7 or 8, the
steps in the method implementing a disymmetrical filter 28 are as follows:

A Smart Proxy 27 (Fig. 6) is embodied on the basis of a card URL by means of two
sessions T;-S; and T,-S,. The particular filter 28 to be embodied is determined on the basis
of this URL. In a first time period, the filter 28 controls the data stream between the TCP
client (navigator 10) and the remote server 4. At the end of an authentication and negotiation
phase, a set of security parameters is obtained. This consists of a critical data stream.

The filter 28 then opens a session with a security agent (T, for example), which performs
the negotiated protocol with a set of parameters defined by the filter 28 at the time the session
was opened. The filter 28 creates a tunnel T;-T,-T; for transferring data outside a session.
For example, a predetermined quantity of data is transmitted outside a band by the chain T,-
T2-Ts. In other words, the opaque data stream is processed by the set T;-T,-T3 and
accordingly does not pass via the smart card 2a. The critical data can be identified by various
methods: periodically fixed length of opaque data, marks in a TCP packet by means of an
urgent data pointer, and so forth. These methods are known per se. The critical data, in
contrast to the opaque data, are transmitted by agents T; or T, of the terminal 1 to the filter
28. This filter consequently, by means of a command pdu, modifies the functional
parameters of the agent T5. When an agent, T; or T; of the terminal 1 closes the session that
is assigned to it, the filter 28 proceeds to close the other two remaining sessions.
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Also in general, the opaque data stream, aside from any aspect associated with security,
can undergo various transformations, performed for example by an additional agent similar to
the agent Ts. The term “security" must be understood in its most general sense:
confidentiality, authorization, application of a seal or signature, especially by using
"certificates”, etc.

In this case, as above, the filter 28 can consequently modify the parameters of the agent
T3, by using a particular pdu.

To define the concepts and by way of nonlimiting example, this can pertain to a format
conversion. In the case of audio data, opaque data, for instance trahsmitted and coded by the
MP3 format could be converted to the wav format or any other format accepted by the
terminal 1. The same is true for video data; opaque data received in the MPEG format could
be converted to the avi format or any other format accepted by the terminal 1.

In all cases, only a low-volume, low-speed data stream, comprising what are called the
critical data, pass through the smart card 2a. Only these data are necessary for selecting an
appropriate filter, which will subsequently control the passage of opaque stream data in the
terminal and their processing, via the agents T, and T, and optionally Ts.

In other words, thanks to the specific arrangements of the invention that convert the smart
card into a client/web server on the one hand, and that on the other make it possible to
embody a proxy directly in it, the smart card becomes capable of delegating the processing of
an information stream of fixed quantity to the terminal to which it is connected. It follows
that global streams, which are at very high speed, can also be processed by a smart card
terminal, thanks to the implementation of disymmetrical communication protocols, all the
while preserving a maximum degree of safeguarding. This high degree of safeguarding is
due to the fact that the essential operations of encryption and/or authentication remain under
the exclusive control of the smart card, with the critical data passing through it.

From reading the above description, it can easily be confirmed that the invention indeed
successfully achieves the objects assigned to it.

However, it must be clear that the invention is not limited to the sole exemplary
embodiments described above, in particular in conjunction with Figs. 2-4, on the one hand,
and 6-8, on the other.

It must also be clear that the process described is reversible: transmissions between a
server and the terminal can be done in both directions. In fact, the terminal can also transmit
a file at high speed to the remote server, still under the control of the smart card. In this case,
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the data called critical data are furnished to the smart card by the terminal, after an optional
phase of negotiation with the remote server.

Finally, although the method has been described in detail in terms of the transmission of a
safeguarded multimedia data stream at high speed, the method according to the invention, as
has already been noted above, is in no way limited to this particular application.

The invention also relates to a method for transmitting a data stream, via a network of the
Internet type, between at least one remote server and a terminal provided with a smart card
reader, said terminal including information processing means and information storage means,
the information storage means including at least one application of the client TCP/IP type,
the card including information processing means and information storage means, said
terminal and said server both being connected to said Internet-type network, characterized in
that it includes at least the following phases:

a) a first phase, comprising implanting a first piece of software (23a), forming a specific
communication protocol layer, into the information processing means and information
storage means of said smart card (2a);

b) a second phase, consisting of implanting a second piece of software (13), forming a
specific communication protocol layer and forming an interface with at least said application
(10) of the TCP/IP type, into the information processing means and information storage
means said terminal (1),

- that said first and second pieces of software (13, 23a) each furthermore include at least
one first autonomous
software entity (T2, S1) of the client type and one second autonomous software entity (T;, S,)
of the server type, said entities (Ty, S;, T», S;) cooperating, thanks to the information
processing means and information storage means, in such a way as to enable the
establishment of bidirectional data exchange sessions between said terminal (1) and said
smart card (2a) and in such a way that said smart card (2a) offers the functions of a
client/web server, and to enable the establishment of a bidirectional data exchange session
between said terminal (1) and one of said remote servers (4), via said Internet-type network
(RI), said autonomous software entities communicating by means of predetermined protocol
data units;

- that it includes a phase of embodying, in the information storage means of said smart
card (2a), a piece of applications software of predetermined functional characteristics known
as a filter (28), receiving and/or outputting protocol data units to and/or from said first and
second autonomous software entities (S, S1) of the client and server types, respectively, that
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are included in said second specific piece of software (23a), thanks to the information
processing means and information storage means, the embodiment of said piece of
applications software piece being under the control of said server-type autonomous software
entity (S1);

- and that said filter (28) cooperates with said autonomous software entities (S, S;) of
said second specific piece of software (23a) to open a session with said autonomous software
entities (T,, T1) of said first specific piece of software (13) in order to modify the
predetermined characteristics of said data stream transmitted between said terminal (1) and
said remote server (4). '
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CLAIMS:

1. A method for transmitting a data stream, via a network of the Internet type,
between at least one remote server and a terminal provided with a smart card reader, said
terminal including at least one application of the client TCP/IP type, said terminal and said
server both being connected to said Internet-type network, characterized in that it includes at
least the following phases: '

a) a first phase, comprising implanting a first piece of software (23a), forming a specific
communication protocol layer, into said smart card (2a);

b) a second phase, consisting of implanting a second piece of software (13), forming a
specific communication protocol layer and forming an interface with at least said application
(10) of the TCP/IP type, into said terminal (1);

- that said first and second pieces of software (13, 23a) each furthermore include at least:
one first autonomous software entity (T», S;) of the client type and one second autonomous
software entity (T, S2) of the server type, said entities (Ty, Si, Tz, S2) cooperating in such a
way as to enable the establishment of bidirectional data exchange sessions between said
terminal (1) and said smart card (2a) and in such a way that said smart card (2a) offers the
functions of a client/web server, and to enable the establishment of a bidirectional data
exchange session between said terminal (1) and one of said remote servers (4), via said
Internet-type network (RI), said autonomous software entities communicating by means of
predetermined protocol data units;

- that it includes a phase of embodying, in said smart card (2a), a piece of applications
software of predetermined functional characteristics known as a filter (28), receiving and/or
outputting protocol data units to and/or from said first and second autonomous software
entities (Sz, S:) of the client and server types, respectively, that are included in said second
specific piece of software (23a), the embodiment of said piece of applications software piece
being under the control of said server-type autonomous software entity (S;);

- and that said filter (28) cooperates with said autonomous software entities (S, S1) of
said second specific piece of software (23a) to open a session with said autonomous software
entities (T2, Ti) of said first specific piece of software (13) in order to modify the
predetermined characteristics of said data stream transmitted between said terminal (1) and
said remote server (4).
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2. The method of claim 1, characterized in that said autonomous software entities are
constituted by intelligent agents (T, Ty, Sz, S1).

3. The method of claim 2, characterized in that each of said intelligent agents (T, T,

S2, S1) is assigned at least one of the six following properties:

- "host": intelligent agent located in said terminal (1);

- "card": intelligent agent located in said smart card (2a);

- "local": intelligent agent not communicating with said network (RI);

- "network”: intelligent agent communicating with said network (RI);

- "client": intelligent agent that initializes one of said sessions; and

- "server": intelligent agent which receives a request for one of said sessions.

4. The method of claim 3, characterized in that said agents (T2, Ti, Sz, S:) are
identified by identifiers including whole numbers, that said intelligent agents of the server
type (T2, S1) are assigned said "server" characteristic and are identified by a fixed reference
numeral or symbol, and that said intelligent agents of the client type (T;, S,) are assigned
said "client" characteristic and are identified by a variable reference numeral or symbol,
which changes from one of said sessions to the next, instances of said intelligent agents of the
client type being created at the time of these sessions.

5. The method of claim 4, characterized in that said protocol data units include one of
said identifiers, an entity called a flag that specifies its nature, and optional data exchanged
between said intelligent agents (T,, Ty, S,, S1).

6. The method of claim 5, characterized in that said flags can assume at least one of

the three following states:

- "OPEN" indicating the opening of one of said sessions;

- "CLOSE" indicating the closure of one of said sessions; and

- "BLOCK" indicating that one of said intelligent agents (T, T1, S,, S;) is waiting for a
response from a corresponding intelligent agent and remains inactive;

and that said sessions assume the following three states:

- a state called "disconnected” when no session is open between one of said intelligent
agents (T2, Ty, Sz, S1) and any other of said intelligent agents;
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- a state called "connected" when one session is open with another of said intelligent
agents (T2, T, S, S1), a session being identified by a pair of set identifiers; and

- a state called "blocked" when one of said intelligent agents (T, Ti, S», S1) is connected
and is waiting for a response from one of said intelligent agents with which it is connected.

7. The method of claim 6, characterized in that the steps of establishing one of said
sessions between two of said intelligent agents (T2, T, S, S;) includes the following:

a) creation of a new instance of one of said intelligent agents of the client type (T3, S,),
said intelligent agent being identified by one said variable reference numerals or symbols
called ephemera;

b) outputting of one of said protocol data units to one of said server-type agents (T, S),
identified by a predetermined fixed reference numeral or symbol, with a flag in place at said
"OPEN" state;

c) shifting of said client-type intelligent agent (T:, S;) to the connected state or the
blocked state depending on the value of said flag "BLOCK"; and

d) reception by said server-type intelligent agent (T,, S;) of said protocol data unit with
said flag in place at said "OPEN" state and shifting to said connected state;

and that after the opening of said session, said two connected intelligent agents exchange
data via said protocol data units.

8. The method of claim 7, characterized in that the steps of closing one of said
sessions between two said intelligent agents (T, Ti, S», S;) includes the following:
a) outputting, via one of said client-type intelligent agents (T, S.), of one of said
protocol data units with a flag in said "CLOSE" state, and optionally including data; and
b) reception by said server-type connected intelligent agent (T2, S;) of said protocol data
unit and shifting of said session to said disconnected state,

9. The method of claim 8, characterized in that said TCP/IP-type application present
in said server includes a web-type navigator (10).

10.  The method of claim 9, characterized in that said first specific piece of
software includes a first intelligent agent (T.) assigned said “"petwork", "client" and
“terminal” properties, known as T, performing the function of a server of the TCP/IP type,
and that said second specific piece of software includes a first intelligent agent (S;) assigned
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said "card”, “"server" and "local" properties, called S;, this agent S; being associated with said
first intelligent agent T, via a session, and that said predetermined functional characteristics
of said filter (28) are a function of information originating in said first intefligent agent T,
that said first specific piece of software includes a second intelligent agent (T.) assigned said
"terminal”, "server” and "network" properties, called T,, performing the function of a client
of the TCP/IP type, in order to be connected to said remote server (4) via said Internet-type
network (RI), and that said second specific piece of software (23a) includes a second
intelligent agent (Sz) assigned said "card", "client® and "local" properties, called S,, an
instance of said intelligent agent S, being created at each of said sessions dynamically by
said filter (28) and said agent S, opening sessions with said second intelligent agent T, and
telling it an address enabling it to connect to said remote server (4), in such a manner that
said intelligent agents (T2, T1, S, S:) and said filter (28) cooperate to form a function known
as "proxy TCP" (27) and control the exchanges of data between said remote server (4) and
said client (10).

11. The method of claim 10, characterized in that the creation of said proxy TCP
function (27) includes the following steps:

a) opening a connection between said client (10) and said intelligent agent T,, and
transmission by said web-type navigator (10) of a predetermined IP address of the URL type
bringing about a feedback loopto said smart card (2a) and the creation of a session between
said intelligent agent T; and said intelligent agent S;, said IP address of the URL type
encapsulating another IP address of the URL type identifying a path leading to an entity
included in said remote server (4);

b) determination, from protocol data units exchanged during said session between said
intelligent agents T; and S; of a predetermined filter function (28) and creation of said filter
(28);

c) creation by said filter (28) of an instance of said intelligent agent S, and opening of a
session between said intefligent agents S, and T, and transmission, via a first protocol data
unit, of data carrying said encapsulated IP address, these data specifying the name of said
remote server (4) and an assigned port number;

d) via said intelligent agent T, opening a TCP-type connection with said remote server
(4) via said Internet-type network (RI); and
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e) subsequent control of the data output by said intelligent agents T; and T, in such a
way as to perform a predetermined processing on the data exchanged between said remote
server (4) and said web-type navigator (10).

12. The method of claim 11, characterized in that said protocol data units are called
"command"” protocol data units and identified by a flag of a particular value, that said
command protocol data units are processed directly by said target intelligent agents (T2, T,
S2, S1) without being transmitted to other intelligent agents or to said Internet- type network
(RY), and that said command protocol data units indicate to a first intelligent agent a quantity
of data to be output and indicate to a second agent a quantity of data which it is authorized to
receive from the first intelligent agent, in such a way as to enable exchanges of data between
intelligent agents outside said sessions.

13. The method of claim 12, characterized in that said data stream is a composite
stream, including what are known as critical data that must be derived from said smart card
(2a) in order there to undergo a first predetermined processing, and what are known as
opaque data that must be transmitted directly to said terminal (1), said opaque data
undergoing a second predetermined processing in said terminal (1) under the control of said
critical data acting on said filter (28).

14. The method of claim 13, characterized in that said second processing of said
opaque data is performed at the time of data exchanges outside said sessions between
intelligent agents (T2, T, Sz, Si).

15. The method of claim 14, characterized in that said data stream transmission
between said web-type navigator (10) and said remote server (4) is done by a disymmetrical
communication protocol, and that it includes at least the following successive steps:

a) opening a connection between said web-type navigator (10) and said intelligent agent
T, and transmission by said web-type navigator (10) of a predetermined IP address of the
URL type causing a feedback loopto said smart card (2a), and the creation of a session
between said intelligent agent T; and said intelligent agent S, said IP address of the URL
type encapsulating another IP address of the URL type identifying a path leading to an entity
included in said remote server (4);
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b) determination, from protocol data units exchanged during said session between said
intelligent agents T and S, of a predetermined filter function (28) and creation of said filter
(28);

c) creation by said filter (28) of an instance of said intelligent agent S, and opening of a
session between said intelligent agents S, and T, and transmission, via a first protocol data
unit, of data carrying said encapsulated IP address, these data specifying the name of said
remote server (4) and an assigned port number, and transmission of a request of the http type
to it;

d) exchanges of particular critical data between said remote server (4) and said filter (28)
by way of said open session between said intelligent agents S, and T»;

e) as a function of a predetermined result of a processing of said particular critical data
by said filter (28), sending a command protocol data unit to said intelligent agent T,
authorizing it to receive data output outside a session with said agent T, the data
subsequently exchanged between said remote server (4) and said web-type navigator (10)
constituting said opaque data and being relayed directly by said intelligent agents T; and T,
without passing through said smart card (2a); and

f) when a TCP disconnect order is detected, outputting by one of said intelligent agents
T, or T, of a protocol data unit associated with a flag in said "CLOSE" state in the direction
of one of said intelligent agents S; or S; in such a way that said filter (28) supervises a
closure of said sessions between said intelligent agents T; and S; on the one hand and said
intelligent agents T, and Sz, on the other.

16. The method of claim 15, characterized in that said step (d) includes an
authentication procedure effected between said filter (28) and said remote server (4), and that
said predetermined result of said step (e) is the verification that said authentication procedure
has taken place properly.

17. The method of claim 16, characterized in that said filter (28) is a filter for
implementing said safeguarding protocol SSL, that a first additional intelligent agent (Ts) of
the server type assigned a function of the SSL type and called Ts is used, which is included in
said first specific piece of software (13), and a second additional intelligent agent (S3) of the
client type, called S, included in said second specific piece of software (23a), that it includes
said steps a) through d) in such a way as to initiate a negotiation with said remote server (4)
and to select a pair of security data consisting of an encryption algorithm and a
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monodirectional hash function, and parameters associated with these security data, and
subsequently to perform the following steps:

1) opening a session between said agents S; and Ts, the latter being initialized with an
encryption key value and current values of said hash function;

2) via said filter (28), sending said intelligent agent T, one of said command protocol
data units, enabling it to transmit to said remote server (4), via said Internet-type network
(RI), data output outside a session with said intelligent agent T and to redirect the data
received from the Internet-type network (RI) to said intelligent agent Ts;

3) via said filter, sending said intelligent agent Ts one said command protocol data unit,
enabling it to receive data output outside a session with said intelligent agents T; and T;

4) establishing a transmission tunnel in said terminal (1), through said intelligent agents
T, Ts and T2; and

5) when a session assigned to it is closed by one of said intelligent agents T; or T,
closure by said filter (28) of other sessions that have remained open.
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