- 1 NETWORK, |Psec SETTI NG SERVER APPARATUS, |Psec PROCESSI NG APPARATUS,
AND | Psec SETTI NG METHOD USED THEREFOR BACKGROUND OF THE | NVENTION Field
of the Invention 5 The present invention relates to a network, an |Psec
setting server apparatus, an |Psec processinng apparatus, and an | Psec
setting nethod used therefor, and in particular to a network structure
according to an I Psec (Internet Protocol security protocol) which provides

functions such aggeReds d Lal 4 10,4 ) d.auth ' ' on the
| nt ernet. 'Descr?%tion'b?@%ﬁg %éﬁ%ﬁﬂgdQ§${E§§§$?é§FF%§al ??cggh#%%&#ﬁgernet
spreads wi dely, thergppPARATUBS' &85 iTPgecdCSETFERINGO MESEOT sEBCHIERRRGRN t he '
Internet. In particular, many conpanies desire to establish a virtual
private 15 network on the Internet and establish a network connecting

offices or the like.in renote places at |low cost instead of establishing a
networ k using an expensive private line. In response to such desire, the

| Psec (I nternet Protocol secut) ocol ) which provides functions such
as, 20 confidentiality, integﬁ%(%¥R§ﬁ§6éﬁ$ﬁ®ﬁtF§%E Non the Internet is
standar di zed bypi8fg |JeThknt! M8 bnENQi neering Task Force) (e.g., see
pages 8 to 11 and FIG 1 of Japanese Patent Laid-Open No. 2001-298449). In

the case whese diff efppresent AaRbRE SorCAMALRIAY Lndidrk2 an 1P I JHt@ipgt » 1t

beconmes possible to secure security on the - 2 Internet path by using the

| Psec. |t becongéressseppardtusy awpiPset processing apparatus, and an IPsec
setting method used therefor, and in particular to a network
structure according to an IPsec {(Internet Prdtocol security

protocol) which provides functions such as confidentiality,

10 integrity, and authentication on the Internet.

Description of the Related Art

Conventionally, as the Internet spreads widely, there is
increasing desire to secure security on tﬁe Internet. In
‘particular, many companies desire to establish a virtual private

15 networkontheInternet énd establisha ne_twork conhecting offices
or the 1:;ke in remote‘places at low cost instead of estéblishing
a network using an expensive private line.

In response to such desire, the IPsec (Internet Protocol
‘security protocol) which provides functions such as-

20 confidentiality, integrity, and authentication on the Internet
is standardized by the IETF (Internet Engineering Task Force)
(e.g., see pages 8 to 11 and FIG. 1 of Japanese Patent Laid-Open
No. 2001-298449). | |

In the case where different two centers communicate via

25 .the Internet, it becomes possible to secure security on the



a new Internet protocol, IPv6 (Internet Protocol version 6), wth the

| Psec, and it is expected that a | arger nunber of network apparatuses wll
be associated with the I Psec, and communication 5 using the IPsec will .
al so increase fromnow on. FIG 31 shows g structure of an IPsec processing
apparatus which perforns communi cation using this IPsec. In FIG 31, an

| Psec processing apparatus 4 includes interface sections (I/Fs) - 41 and 42,

| P ' ti 43, S S [ty Poli 10 Dat ab 44,
SAD (Secur Uy ALBErT Rk By dadBySTECnat  hedoni exseatder oh oBPOTe |
i nterface sect i@qleg,llﬁgeﬁ@%n?%@gcglq Eppﬁ'i (\gqlttngg{ K och P ‘pegrrsfigrg n% gfat a

comuni cation with the private networ h I'nterface section

connected to theithntiey IRéed,Cargel £ 05 Bxpd St SBERA €8 TRVHES Aoy ¥E At iErk
Internet. The | Psec processing section 43 subjects a data conmuni cation

packet recei verHpegrtuaes whlkbe aseostatadonisthitthe Bk o] 2aridocdniie®d cat DHESSi Ng.
The SPD 44 is referred to fromthe |Psec processing section 43 and stores
a policy for aphiVionghoolRsre Ppléalsmdncpenss Srem ewraned to from t he

| Psec processing segtjon.4 nd. stores._ an SA(Security Assogsiation), which
is necessary for s%ltgjbéc%tli %’g&’isnaolls%f:ﬂﬁé‘fmc% -@gﬂ%%q%smg appagatus
processing. TheHiRu! haeFcifis! bnhlchE L iV €S d

comuni cati on packet% to and from ?heﬂlg}lggg%ﬁ%ﬁ%ggssi ng'szlc ?%% Q%fg‘ and
det er m nes ! rarkisec mesiekpahdg apfaitushe 1h€ERRE iMer#aba seCRIBAM | EAFd ON

packets. However, in the above-described network structure according to
t he conventi onatl 342, an APs¢ePrecassihgrsecthen KPs en SPDASesRI Nty PoBicy
10 Database) 44, an SAD (Security Association Database) 45, and
a routing section 46.

The interface section 41 is ;::onnected to a private network
to perform data communication with the private network. The
interface section 42 is connected to the Internet to perform

15 data communication wvia the Internet.

The IPsec processing section 43 subjects a data
communication packet received from the interface sections 41
and 42 to IPsec processing. The SPD 44 is referred to from the
IPsec processing section 43 and stores a policy for applying

20 thg IPsec. The SAD 45 is referred to .from the IPsec processing
section 43 and stores an SA(Security Assosiation), which ié
necessary for subjecting individual communication to the IPséc
processing. The routing section 46 transmits and receives data
communication packets to and from the IPsec processing section

25 43 and determines transfer destinations of the respective data
communication packets.

However, inthe above-describednetwork structure according

to the conventional IPsec, in the case where one IPsec processing



apparatus carries out |Psec communication with a | arge nunber of opposite
parties, contents to be set in the apparatus carrying out the |Psec
processing increase in the connection by the IPsec. In order to use the

| Psec, it is necessary to set 'a service_ % [.service provided by an AH

(Aut hentication Header), an ESP (Encapsulating Security Payl oad)],
an-algorithm and the like to be used for comunication, to which the

| Psec is applie ' p S t ich the | Psec
processing is %%ppa}ﬂlag&g (?%srgtggt(?\itela%.sggdg Fﬁﬂg%%é%ao\ggm eraefngPeaﬁ’PﬁlHﬁf i c key
managenent (| KBe bpped 1@l parkQ%sEXeRRBAE) +8HRIRE0 115 MSSFhathl aa&rg-kﬁg
necessary to set an encryption algorithm a hash algorithm a key conmon
al gorithm andowthehé Ckeec phoods=dng nsedasa ihheaithasatien key¥haaragement
protocol, in the apparatuses at both the ends. Since these 15 settings are
required for each opgposider pakeg the Reesonhedsdpcegarhdolfeder seaviopposite

parties to he connected by the |Psec . jncrease, nore settings are required.
I n additi on,bs i nf)?eﬁ‘?lﬁ’@t %g‘kl{etdr bgtﬁ?eA}hrc}@BFB?%Bl‘"ta&LPﬁeﬂ%?ﬁant ABnEE | Psec,
it is likely th i f ' . h ends,,of

conmmuni cati on t?:ﬁp@%ﬁ%ﬁ%ﬁq Sgé{lzf?%?g% ??aé%).oj 'r%q%%'%tog%g%?'ataﬂge%hea}i]ﬁ%t h the
ends to which tH& yePubBb@C@sSS cBfimunfoatlBhi, ©€b wWHilchhens apeehes &dpigeget ti ng
of a service to be wused or the setting of an algorithmto be uSed Is
different, thelappepazatsess aiznboth Eadsoton ol the difiser. pYeskddngdss of 25
comuni cation to which the IPsec is applied increase, since the nunber of

settings al so | #RRERdesTrespeqidy8hEs nore likely that such an error occurs.

4
10 In the case where an automatic keymanagement (IKE: Internet

Key Exchange)} protocol is used, it is also necessary to set an
encryption algorithm, a hash algorithm, a key common algorithm,
and the like, which are used in the automatic kéy rhanagemer;t
_protocol, in the apparatuses at both the ends. Since these
15 settings are required for each opposite party to be connected
by the IPsec, as opposite parties to be connected by the IPsec
increase, more settings are required.
In addition, in the network structure according to the
conventional I-Psec, it is lfl.kely that different settings are
20 made at both ends of communication to which the IPsec is applied.
In the apparatuses at both the ends to which the IP processing
is applied, in the case where f.hé. setting of a service to be
used or the setting of an a.ftgorithm to be used is different,
the apparatuses cannot perform communication. When kinds of
25 communication to which the IPsec is applied increase, since the
number of settings also increases, it becomes more likely that

such an error occurs.



Moreover, in the network structure according to the conventional |Psec, in
the case where the autonmatic keynmanagenent protocol is used, an arithnetic
operation for generating a commbn secret key takes tine and, as a result,
it takes long tinme until 5 'communication is started. Usually, in the IPsec
processing apparatus, as shown in FIG -32,-since generation of the common
secret key is not started until communi cati on becones necessary, if the
generation of the common secret key takes time, it takes long until the
start of comuni cat¥oreove®, Fimt ther meteork nstdvetaes Wrdoraihyctsirgeaccor di ng
to the conventional |Psec, in the case where the automatic key managenent
protocol is us&@nvartiMadilifsespdnaheense vhere theauiommtdd kegmahagement
apparatuses to_wh e | Psec g%g essing is applied. Since a |arge nunber

ich 1h .
of arithmetic 5%8%%?? neUEre- AR ?W%F¥9P3ﬁ§8$50ﬁ§°FSe@%ﬁﬁﬁQWEﬁ??ﬂ@qgonnnn
t key, cQt ks functi f a packet
secret key, perfQroRRee ke #ﬁed%wg%%%lg SiF@nsf Ly %J é |g8|n Q Ta gac e

to which the IPsec is not applie provi‘ded in a

decreases. WhemoknaflscdiiohPs8CstHABAUNIUERLLLY, [ Bt EPAL LG 3LAVLfApeous] y
i ncrease, chances of generating the common secret key also increase, and a

rate 20 of decppasetus theshwenfin FAGCaheshin®ms ghasetionBoF EheStHMORY OF
THE | NVENTION Thus, it is an object of the present invention to'solve the
above- descri beFefrebkerdsaed hcakpdaniipcomprricatiionecomes seteswpryar ver

apparatus, an k%;@ﬁagrqg§§§ing:?%ﬁaratus, and .25 an | Psec setting nethod
used t heref or Wi SR EVENTT (AG SYOMOR SR eh T tRF SR $ L8P0 A rat uses
comuni cating Wohf w8@Gh t8kNSfart o communication.
10 Furthermore, in the network structure according to the
conventionalIPsec,inthecasewheretheautomatickeymanagement
- protocol is used, arithmetic operation load is generated in the
apparatuses to which the IPsec processing is applied. Since
a large number of arithmetic operations are necessary in order
15 togeneratethecommonsecretkey,pérformanceofotherfunctions
(transfer function of a packet to which the IPsec is not applied,
etc.) provided in the apparatuses decreases. Whenkinds of IPsec
communication to be treated simultaneously increase, chances
of generating thercommon secret key also increase, and a rate

20 of decrease in the performance becomes larger.‘

BRIEF SUMMARY OF 'THE INVENTION
Thus, it is an object of the presént invention to solve
the above-desc.fibed problems and provide a network, an IPsec
setting server apparatus, an IPsec processing apparatus, and
25 an IPsec setting method used therefor which can prevent

inconsistency of settings among apparatuses communicating with

each other,



In addition, it is another object of the present invention to provide a
network, an | Psec setting server apparatus, an |Psec processing apparatus,
and an | Psec setting nethod used therefor which can perform encryption and
decryption after setting a policy 5 without delay and can receive a packet
froma transm ssion source wthout faitubPe: Further, it is another object
of the present invention to provide a network, an |Psec setting server
apparatus, an | Psec processing apparatus, and an |Psec setting nmethod used
t herefor 10 whi ch chmaddkeien.sitistalcdheardbjeotidfctinppraseninaigGessar y
to reduce a connection tine of an IPsec path at the tinme of starting
comuni cat i on it FOYPER ARAEVEEbarRIFEES sahiirg APy epRanidese 20l Psien

per f or mance. k in accl rdanc Wi t he resent invention is a 15
net wor k i ncl udr#gw%%‘neqca OCESSI e} a%%?%‘?%%ee tingnethadoesed thegefor

(Internet Prot @e@kn &8k Pbifdmilft rgﬁﬁkéan&ﬁ’&d tli B ar BECYEL LN, c%ﬂ%% a the

Internet path in the case where fferent t centers comm

Internet; afd anthésedebs} hdgas eeveivappatrétSroMhitelnsRISIEs 4566
settings of the I Psec processing 20 apparatuses, in which the |Psec

setting server vighawttfiadlonel udes neans for coll ectivel ymanagi ng policies
of the IPsec to be applied ,anpong the | Psec processing apparatuses. In
anot her network in Jan’c%lﬁnaﬂ’?tﬂ’% PriesEmE £he @rerent invenadien toon to

(ne, above desciiotha LN, A SPATS SScEEh] K22 B! (AFRRLAL VS

i ncl udes neans upon recei'ving a

request ‘start UprBBSSAy sbAAthBSema 4 PEERSE ﬁ@ﬂﬁéﬂ{oﬁ%&f %%%895' te
party of an | Psec processing apparatus, whic transmtte request
nmessage; i hOordiich can make a secret key arithmet:l.c operation unnecessary
toreduce aconnection time of an IPsec ﬁath at the time of starting
communication in respective apparatuses and can prevent decrease
in performance.
A qetwork in accordance with the present invention is .a
‘15 network including: IPsec processing apparatuées, which use an
IPsec (Internet Protocol security protocol) for‘ securing
security on the Internet path in the case where different two
centers communicate via the Internet; and an IPsec setting server
apparatus, which mahages IPsec settihgs of the IPsec processing
20 apparatuses, inwhichthe IPsecsetting serverapparatus includes
means forcollectivelymanagingpoliciesof the IPsectobe 'app.lied
among the IPsec processing apparatuses.
Inanothernetworkin éccordance with the present invention,
in addition to the above-described structure, the IPsec setting
25 . server apparatus includes means for, upon receiving a request
message, transmitting a request startup message to an IPsec
processing apparatus of an opposite party of an IPsec processing

apparatus, which has transmitted the request message; in order



-- 6 to cause the I Psec processing apparatus to transmt a request
nmessage for the conmunication. In another network in accordance with the
present invention, in addition to the above-described structure, the |Psec
setting 5 server apparatus includes neans for generating a commobn secret
key to be used in encryption and aut henti€ation of the |IPsec, and a
function for distributing the generated common secret key to the |Psec
processi ng apparatuses. An | Psec setting server apparatus in accordance
with the 10 priesemss fheriHsee psocassiBgetpsatatiingte erdesmip parahisstf or
managi ng | Psec settings of |Psec processing apparatuses, which use an

| Psec (I nter nefeBpagd AT $BEUFPIYINICEEER™Y ) for securing security on the
Internet path in th case wher.e different_two centers communicate via the

Internet, which inc R RINEEATEPE 1T§°88Waé1ﬁeiwwhr‘?&¥§§?ﬂ§ib’&ﬁ?r?fciioé‘s of the
| Psec 1o be apahi &f:dEBAGo {iPad RRLGREALESS LEAARRAL ASA%e ARG | Psec

setting server apparatus in accordance wt e present 1Tnven

i ncludes, iB addirtrépapbarities aheveddeRsand edr Yendehtiify a'ERRSn MoretPOn
receiving a request 20 nmessage, transmitting a request startup nessage to
an | Psec procegsinip dbpgpased o efcuyptiopposl hatharticatfioand PrecImyeesessi ng
apparatus, which _has transmtted the request nessage, in order to cause
the 1Psec proc@8gihimagiianster distribaidpptthe genprased cemmengectet kelye

comuni cati on. .25 er. | Psec setting server apparatus in accordance with
t he present in&énFﬁ%gﬁ%ﬁgl Bﬁ%%?ssllﬁ‘gaaﬂﬁﬁao °F8-the above-descri bed

structure, means foin G@BEE HdtRIng LAV SR a®his 1n accordance with the
10 present invention is an IPsec setting server apparatus for
managing IPsec settings of IPsec¢ processing apparatuses., which
use an IPsec (Internet Protocol security,prc;tocol) fdr securing
security on the Internet path in the case where different two
centers communicate via the Internet, which includes means for
15 collectively managing policies of the IPsec to 5& applied among
the IPsec processing apparatuses.

Another IPsec setting server apparai:us in accordance with
the present invention includes, in addition to the
above-;described structure, means for, upon receiving a request

20 message, transmitting a request startup messélge to an JIPsec
processing apparatus of the opposite party of an IPsec processing
apparatus, which has transmitted the request message, in order
to cause the IPsec processing apparatus to transmit a request
message for the communication.

25 Another IPsec setting server apparatus in accordance with
the present invention includes, in addition to the
above-described structure, means for generating a common secret

key to be used in encryption and authentication of the IPsec,



key to be used in encryption and authentication of the IPsec, - 7 and a
function for distributing the generated commopn secret key to the |Psec
processi ng apparatuses. An | Psec processing apparatus in accordance with
the present invention is an |Psec processing apparatus using an |IPsec 5
(Internet Protocol security protocol) on Yhe Internet, which includes
means for, upon receiving a packet to which the IPsec should be applied,
j udgi ng whether or not to inquire an IPsec setting server apparatus of a
setting concer @ndg fhurciiRyefor dbkteBnibtiabythengagathtied ddnechReetes addyi Ng

server apparatus. 10 Another |Psec processing apparatus in accordance with
the present iPehbfotFSss PEPRESSING ERBAEMIWESdescri bed structure, upon

receivi-ng a request ssage_for_causing the |Psec  setting server
apparatus to transmm?'r[gégf 1&oer<r;§ i ggﬁgac‘ﬂsaﬁ?s%cégﬁﬁﬂc%vufrhﬁh‘?%’fﬁ%ﬂt
message. 15 AnqhibeftldsSs BROPRAS! BtoBBRAIA WhphPadle UR4ARCE, Yrkllo! e
present invention includes, in addition tothe above-describe structure,

nmeans for asqui(Thogriel @IGOOCEE Geeirkey frotbeolUs s the BB Ghizad
aut hentication of the IPsec fromthe above-described | Psec setting server

appar atus. 20 ARclpdes meansfior . nepdiodeceivingoa darket via khidie the etoweic
invention is an_| Piec setting nethod for a network including: |Psec
processi ng app&Patide appttet-udedging phethey prcheleito M@tigEopn SkBses ty

protocol) T or SSEVLPO S Lo L Ge N\ GEREY, ORLILLT L Tig uner

different two Centers comunicate via S&E setting

server appar at s118bt Ge19BRaEsSed i8S 8fe SBIddcNE8tPind MR- BR SGJUAEESSI NY
apparatuses, in.which

10 Another IPsec processing apparatus in accordance with the
present invention performs, in the above-described structure,
uppn‘rc_aéeiving a request startup message for causing the IPsec
sgtting server apparatus to tfansm:l.t a request message,
transmission of the request message.

15 Another IPsec processing apparatus in accordance with the
present invention includes, in addition to the above-described
structure, means for acquiring a common secret key to be used
:_|‘.n encryption and authentication of the IPsec from the
aﬁove—described IPsec setting server apparatus.

20 An IPsec setting method in accordance with the present
invention is an IPsec setting method for a network including:
IPsec processing apparatuses, which use an IPsec (Internet
Prbtocol securityprotocol) for securing securityon the Internet
path in the case where different two centers communicate via

25 the Internet; andanIPsecsettingserverapparatus, whichmanages

IPsec settings of the IPsec processing apparatuses, in which

the IPsecsetting serverapparatus includesastepof collectively



the I Psec setting server apparatus includes a step of collectively - 8
managi ng policies of the |IPsec to be applied anong the | Psec processing
apparatuses. |In another |Psec setting nethod in accordance with the
present invention, in the above-described operation, the IPsec 5 setting
server apparatus includes a step of, upon8receiving a request message, y
sendi ng a request startup nessage to an | Psec processing apparatus of an
opposite party of an | Psec processing apparatus, which has transmtted the
request nessag@&®anpFing olicies cefliddet FesePdochbpramddeinagmappahat IBsdwm
transmt a request 10 rressags_w[_or the communi cation. In another |Psec
t¥$%he present invention, in addition to

tSﬁt ti Bg me:jhod p.rrgcgﬁﬁ??%zﬂ?? . in additio
e above-descri be e i server_apparatus j.nc es a
In ﬁ‘HJth%Q‘ IPééDé %Cet‘l?gﬂ% On[;'%ho% 1 acncpo%glgf;g%tvpow §H

step of generating a commobn secret ke e used 1 _ g
aut henti cati on pteseht tikeehPsgs, 18NthedardvRRaelcHisdd bhitdti9nt NG OpRRIAL ed

commopn secret key to the | Psec processing apparatuses. That Is, -in'the

| Psec proce8si mgtépparserwsesapmaragus himdlbdes a @ltepesieupbh alceedlisgaurity

protocol) on the Internet, the IPsec setting nethod of the present

i nvention col | FEAPGET PeFEGE’t SLRADNT Foreqiast safapsmessaget be anctRract | ve

| Psec processing apparatuses in the |Psec setting server, thereby reducing
FRsPre -

t he number of 7Y PRPHETESOF I PRROFHERAUTER AL ppdBser PEeeesiing
t o LT . ' ! : .
appar at uses '&p@gﬂ%ﬁﬁ&”whigh Lag ﬂ%ﬁ%ﬁ:ﬂﬁé& rthe‘?%ﬁgx%g%legs%gg%gﬁ%i”?mﬁeﬁce' ving

a request nessage, e |1 Psec setting nmethod o I on
transmts a reqdesiusd ahbUPIERS G IsAng apfiaetub’ A5 83ah B @ RPALGldLt Of the

opposite party of communi cation of
10 message for the communication.

In another IPsec setting method in accordance with the
pbresent invention, in addition to the above-described step, the
IPsec setting sexver apparatus includes a step of generating
a common secret key to be used in encryption and authentication

15 of the IPsec, and a step of distributing the generated common
secret kéy to the IPsec processing apparatuses.

That is, in the IPsec processing apparatuses using the IPsec
{Internet Protocol security protocol) on the Internet, the IPsec
setting method of the present invention collectively registers

20 policies tobe set in the respective IPsec processing apparatuses
in the IPsec setting server, thereby reducing the number of
policiestobesetintherespective IPsecprocessingapparatuses.

In addition, in the above-described structure, upon
receiving a request message, the IPsec setting method of the

25 present invention transmits arequest startupmessage to an IPsec
| processing apparatus of the opposite party of communication of
an IPsec processing apparatus, which has transmitted the request

message, in order to cause the IPsec processing apparatus to



an | Psec processing apparatus, which has transmtted the request nessage,
In order to cause the | Psec processing apparatus to transmt a request
nmessage for the communication, whereby setting of a policy of the IPsec to
be applied anobng the respective | Psec processing apparatuses is perforned
substantially sinultaneously in those aﬁparét uses, and it becones possible
5 to performencryption and decryption after the policy setting wthout
del ay. Consequently, it becomes possible to receive a packet froma
transni ssi on sdGREEM HaZRAMEEHreSHRAgede5ithg comppricrtione Wherebwastigsy on
destination wtho ailu eover., in_the above-described structure,
the | Psec 10 soltia%tekJ ?1%14%?%%5‘%‘&%?%:0&%?% 1§HTRMNRY Bhe TPEPRTH Y FPsec
No-response  ehiBbe SBERAGPphPat S d FSCHe PEQGRISLNGS %.rag%%'ts of the

transm ssion source unless the I Psec setting server doés receive a

request messageimelpansiusgyt On ahoRQUESEarsitakbYp 4R $806ecaifR8Npbis yigauest
startup nessage is'transmtted. Therefore, 15 it becones possible to

recogni ze nén- &Ri Bexfirrm efhcryptdppoyel deapypiriatuatier the pdlsey peoEERRESI NY
appar at us of ”ﬁ]‘ﬁ gr ansm ssion source. Furthernore, in the above-described
structure, in PHERPEselayet (GORGEHMIMHIT -ofitt PREGRCSSBASSIbhgefib] Degeiee

ti | P [ { [ t k t
be lised 1 n encyBroket £HERS3, ReERRRRioh obhath r BebGorrtoonsa
setting server apphesely o go%ﬂeeﬁoﬁgqesgﬁggiaﬂgﬁ AbREEL G g, Qperation i s

elimnated, and a time until the start Psec processing 1's reduced.
25 More speci fi cal INgrdaverhein RIrc apeté i g ciebbatsfudtiee Pr @8 trsec

i nvention, the I Psec setting server stores a policy of the |IPsec
10 setting method of the present invention transmits a no-response
error message to the IPsec processing apparatus of the
transmission source unless the IPsec setting server does not
receive a request message responding to arequest startup message
when the request startup message is transmitted. Therefore,
15 it becomes possible to recognize non-existence of an opp.osed
apparatus in the IPsec processing apparatus of the transmission
source.
Furthermore, in the above-described structure, in the IPsec
setting method of the present invention, the respective IPsec
20 processing apparatuses acquires a common secret key to be used
in encryption and authentication of the IPsec from the IPsec
setting server, whereby a complicated key exchange arithmetic
operation is eliminated, and a time until the start of the IPsec
processing is reduced.
25 More specifically, inthe IPsec settingmethodof the present
invention, the IPsec setting server stores a policy of the IPsec
tobe applied among the respective IPsec processing apparatuses.

Intransmittingadatacommunicationpacket toanIPsec processing



to be applied anong the respective | Psec processing apparatuses. In
transmtting a data communi cati on packet to an | Psec processing - 10
apparatus of the opposite party, the |IPsec processing apparatus of the
transm ssion source requests the | Psec setting server to perform necessary
setting. The | Psec setting server haviﬁgloréceived the request instructs
the | Psec processing apparatus 5 of the opposite party to request setting.
Upon receiving the request fromthe | Psec processing apparatus of the
opposi t e party2PPREATESBE theqppesite pavby. the IRsarprorheskappasradaispol i cy,

an SPI (Securi dex)._infornmed by both the | Psec processing
appar at uses of t‘%fhg %g@%s%og} EHLE%%Fceg“&ﬁES e SPPeRiTeE ARG (SPTVARd t he

comon secr el eyeraener sy HALLSECIAE 00D SHUES kS IAgRect Ve

| Psee processing apparatuses. At this™ point, i on

necessary for tieeeiRskthproepesintharaces RCirsed BrhobdtinhCappBeRGs
processi ng apparatuses of the transm ssion source and the 15 opposite

party, and Pt BEctheCRResite|Ranty &recequestheetPier. processing. Note that
transm ssion and the reception of setting information are protected by the

conventional |Psec tRPHEEREVEYY thr Ev@MEd fFreBnthiseilRges dppragssyng t hird
ol | oot vel y manaszat il o Rt B B e tpo P o BPEERRT SerBeEomes
possibl e o T eduafohit kAbateqiutReea Polithl ! HSrANMsecdls tyFafiIR L™, and
to prevent comunication failure caused by difference o onténts 0O
settings betwe@ndexp iootmzdby bomhathdl 1Pt prdtdsaeng =ppavhtidBeeot k@R, Since
a request 25 startup nessage is transmitted, in an |IPsec processing
appar at us 10 transmission source and the opposite party, and the commen secret
key generated by the IPsec setting server to the respective IPsec
.processing apparatuses . Atthispoint, allpiecesof information
necessary for the IPsec processing are collected in both the
IPsec processing apparatuses of i:he transmission source and the
15 opposite party, and it becomes possible to execute the IPsec
processing. Note that transmission andthe reception of setting
“information are protected by the conventional IPsec to be. thereby
prevented from being tapped by a third party.
In this way, in the present invention, IPsec policies are
20 collectively managed in the IPsec ‘setting server, whereby it
becomes possible to reduce the total number of settings and,
at the salhe time, and to prevent communication failure caused
by difference of contents of settings between two centers.
In addition, in the present invéntion, since a request '
25 startupmessage is transmitted, in an IPsec processing apparatus
opposed to an IPsec processing apparatus of a transmission source

of arequest message, setting of apolicy of the IPsec is performed

substantially simultaneously with setting of a policy of the



opposed to an | Psec processing apparatus of a transm ssion source of a
request nessage, setting of a policy of the IPsec is perforned
substantially sinultaneously with setting of a policy of the - 11 [IPsec in
an | Psec processing apparatus of the transm ssion source. |If the |IPsec
processi ng apparatus of the transm ssion dodrce encrypts and transnits a
packet after setting the policy, it becones possible to decrypt and
recei ve the packet fromthe |Psec 5 processing apparatus of the

transm ssi on sdfFeEipanIfeesppecetrinuppparptuwetthairayspasal assource.

Consequent |y, g]{f gﬁcqﬁps possible to receive the packet fromthe
transni ssi on sour ¢&%in THePTPEFE Y, RGNS abfieattrrosnissient 0% ssi on

destination w thewnhed adqguie ' e present invention, unless
a request rressage%?n respon&éﬁﬁgﬁ%ﬁé&& EEF%ErItsﬁgtﬁ%%s eplogl%t gt

transmtted frascohbs popplskitd BSEEyiY AGEHEET MRS Alonl i F8d1 Of

transm ssion of the request startup nessage, Since a no-response error
message i s5tr awomkssi appatreusPse thpriomassi agi@ppairidsn ahet Sigpded
transm ssion source, it becones possible to imrediately recognize

non- exi st ence JfS&f PERFESEHPRPPRATRIYS i (Fonsearenidy, bir beewsisnpospiideat us of

t he transm ssi sour.ce. Furthermpre, .in the present invention, since the
| KE (Internet %&efleci‘:e)i"gﬁa e?agfﬁtgﬁﬁ?r\" Ei"ﬁetfaﬁﬁ FOWiast B S FBEec20 not

anari Chet 1o, Saecary e SPERTRE SR s Senlalch RIARRISR R, I

becones possi blfaifiaréeduce a tinme until the start of the I Psec processing
conpared with the conventional nethod requiring the arithnetic operation
of Diffie-MlIman. Moreover, inthepresent invention, unless arequestmessage

in response to a request startup message is not transmitted from
the opposed IPsecprocessing apparatus at the time of transmission
of the request startupmessage, sincea no-response erroxr message
is transmitted to the IPsec processing apparatus of .the

15 . transmission source, it becomes possible to immediately
recognize non-existence of an opposed apparatus in the IPsec
processing apparatus of the tran.smission source.

Furthermore, in the present invention, sin;:e the IKE

(Internet Key Exchange: automatic key management protocol) is

20 notused for acquisition of a common secret key, it is unnecessary
to perform an arithmetic operation of Diffie-Hellman used in
the IKE. Therefore, it becomes possible to reduce a time until
the start of the IPsec processing compared with the conventional
method requiring the arithmetic operation of Diffie-Hellman.

25 in the conventional method, the arithmetic operation of
Diffie-Hellman is performed periodically in order to update an
SA (Security Association) of the IKE, and arithmetic operation'

loadisgeneratedeachtime thearithmeticoperationisperformed.



25 In the conventional nethod, the arithmetic operation of Diffie-Hellnman
Is perforned periodically in order to update an SA (Security Associ ation)
of the IKE, and arithnetic operation |oad is generated each tinme the
arithmetic operation is perfornmed. - 12 Since chances of updating the SA
of the IKE increase when there are nore Yarties of comunication according
to the IPsec, the arithnetic operation |oad al so increases, and processing
performance of the entire | Psec processing apparatus decreases. 5 On the

ot her hand, inSiReeshéaens dfnyrdnting, the AR tee IKE|iniorease whperiidren of
Diffie-Hellman _js not gﬁgzorme for comunication other than the :

comuni cati on BECWEETP TEEE ?W?Fﬁﬁn &sparatis&e Hhrl IPRECH Aidec
setting server ’aﬁimPé@ﬁT%ierQﬁfcﬁ]qo%dt 914 q’&%%&%% 'ﬁ%l?hh%n%‘ﬁ%%%%gf ::"(I)'In N

| oad as well conpared 10"wt e conventiona

OF THE DRAW NGpelkéamandesomtiié efiki£d 2psadhsbodNdghpphi-HEts REcLLad et wor k
according to an I Psec in accordance with an enbodi nent of the present

i nvention; 35 FI G ©nitheaobhexrkhahidaginntisdh @uesgne Bivention e sincanth&sec
setting server of FIG 1, FIG 3 is a diagramshowi ng stored contents of a
distribution REEFRREPRGEALIMN iBnDdffig-(Helimay|iy notj pexfadimegr fox showi ng

stored contentsco% 2 rgq%agenﬁgt tgxo t‘gl%)le of FJG. 2; FIG 5 is a diagram

showi ng cont enS TSGR NGR (AN Te gopmplcatieh hetween §hegtBaeCshow ng

an exanpl e of rbeasehiy AHR848ses and the IPsec setting sexver, it becomes
possible to reduce the arithmetic operation load as well compared

10 with the conventional method.

BRIFF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagrém showing a structure of a network
according to an IPsec in accordanée with an embodiment of the
present invention;
15 FIG. 2 is a block diagram showing a structure of an IPsec
setting server of FIG. 1;
FIG. 3 is adiagram shéwing storedcontentsof adistribution
policy storage section of FIG. 2:
FIG. 4 is a diagram showing stored contents of a management
20 table of FIG. 2Z;
FIG. 5 is a diagram showing contents of an SA parameter
of FIG. 4;
FIG. 6 is a diagram showing an example of a request message
in accordance with the embodiment of the present invention;
25 FIG. 7 is a diagram showing an example of a distribution
message in accordance with the embodiment of the present

invention:;



I n accordance with the enbodi nent of the present invention; 25 FIG 7 is a
di agram showi ng an exanple of a distribution nessage in accordance with the
enbodi ment of the present invention; - 13 FIG 8 is a diagram show ng an
exanpl e of a request startup nessage in gccordance with the enbodi nent of
the present invention; FIG 9 is a diagramshowi ng an exanple of a no
corresponding 5 entry error nessage in accordance wth the enbodi nent of

the present i nventiﬁg;. FIG_10 is a diagramshow ng an exanple of a
contents inconsistEht: 3ers BPIRETYRGBOVHRA BB SFHRALR ofi 3 Regreste AEREtURRNt

.of the present_l tjon [ di.agr.am showi an exanple of a
no- r esponse eﬁnreg ?Xﬁg s:’élggnc1 6 c?’%d%:%o r“é'zjitﬁc gh‘% ?“f?ot%ﬁ’ge%ﬁbod%\qtﬁgni’r%ﬁeqathe present
i nvention; FlGinlént$o: fl owchart show ng operations of an | Psec setting

server in accordance with the enbodi nent of the present invention; 15 FIG
13 is a flowchart sADW Bd.sapéiagiannshawinighen ¢ R0 eSEs & ndboree¥pbndihg
accordance with the enbodi nent of the present invention;, FIG 14 is a

bl ock di agr &m SRERFNYFEPL EERRIR dRofceprdadrecwith ddes sivbodiapmdr af utheof FI G
1, FIG 15 is a_dia [am shgwi ng contents of an SPD of FIG 20 14; FIG 16
is a diagram sl?&?fﬁg a¥&R4Pre of an application policy (z) of the SPD

shown in FIG 15 Fpfs, Lp 4§ & ﬁa%@aﬁ”hﬁ&?ﬂgﬁ%nﬁ%@éﬁp”fes o%f a%on Aé[r)rl:gf FI G
inconsistent. error message in accordance with the embodiment
-of the present invention:

10 FIG. 11 is a diagram showing an example of a no-response
error message in accordance with the embodiment of the bresent
invention;

FIG.IZisaflowchartshowingoperationsofanIPsecsetting
server inaccordancewith the embodiment of the present invention;

15 'FIG.13isaflowchartshoﬁingoperationsoftheIPsecsetting
servérinaccordancewiththeembodimentofthepresent1nvention;.

FIG. 14 is a block diagram showing a structure of an IPsec
processing apparatus of FIG. 1;
FIG. 15 is a diagram showing contents of an SPD of FIG.

20 14; |

FIG. 16 is a diagram showing an example of an application
policy (z) of the SPD shown in FIG. 15;

FIG. 17 is a diagram showing contents of an SAD of FIG.
14;

25 FIG. 18 is a flowchart showing processing operations of
an IPsec processing section of FIG. 14:

FIG. 19 is a flowchart showing processing operations of

a setting management section of FIG. 14;



14; 25 FIG 18 is a flowhart show ng processing operations of an |Psec
processing section of FIG 14; FIG 19 is a flowhart show ng processing
operations of a setting nanagenent section of FIG 14; - 14 FIG 20 is a
fl owchart show ng processing operations qf the setting nanagenent section
of FIG 14; FIG 21 is a diagram show ng-an. exanple of contents of an SPD
of FIG 2; 5 FIG 22 is a diagram show ng contents of an application

policy (v) of the SPD shown in FIG 21; FIG 23 is a diagram show ng
contents of an SPD '0f¢-a?0ctinftrBrary sheving sresessipappsratiens PEG 24

I's a diagram s%ggn’zggugiqlg} @QLQ%;&&&”SQBP;I_&C%Q gg?_slloﬁ_pol icy (j) of the SPD

of FIG 23; FI | I agt am show ng conte of a managenent table of

FIG 2 after a requess. HeSSAHeaisreRCHioNE gl 4D BLaRHT PSEC o ATESSH
apparatus; FIG 26 is a diagram show ng cogterit sgig;f) t he %OPDeoggF%%g 15 14

after a distrilSaDiof BIEssage is received and an application policy is set;
FIG 27 is a diagramshow ng contents in the case where a new entry is
generated i® order E¥-updat® a Hdagpamishowingermmdentatof teabhppbicadicn 2; 20
FIG 28 is a seggince art show.n erations of the |IPsec processing

h 0
apparatus in a€ ‘d‘én(cvé OFt He P fBOWR iehF L6t ke present invention:

FIG. 23 is a diagram showing contents of an SPD of a
‘conventional IPsec processing apparatus;

FIG. 24 is a diagram showing contents of an application

10 policy (Jj) of the SPD of FIG. 23;

FIG. 25 is a diagram showing contenfs of a management table
of FIG. 2 after a request message is received from an IPsec
processing apparatus;

FIG. 26 is a diagram showing contents of the SPD of FIG.

15 14 after a distribution message is received and an application
policy is set:

FIG. 27 is a diagram showing contents in the case where
anewentry is generated in order toupdate the SA of the management
table of FIG. 2;

20 FIG. 28 1s a sequence chart showing operations of the IPsec
processing apparatus in accordance with the embodiment of the
present invention:

| FIG. 29 is a block diagram showing a structure of an IPseé
processing apparatus ln accordance with another embodiment of

25 the present invention;

FIG.3Qisadiagramshowingstoredconfentsofadistribution
policy stofage section in accordance with another embodiment

of the present invention;



FIG 29 is a block diagram showi ng a structure of an | Psec processing
apparatus in accordance wth another enbodi nent of 25 the present
invention; FIG 30 is a diagramshow ng stored contents of adistribution
policy storage section in accordance wth _another enbodi nent of the
present invention; - 15 FIG 31 is a bl dck ~di agram showi ng a structure of
a conventional |Psec processing apparatus; FIG 32 is a sequence chart
showi ng operations of the conventional |Psec processing apparatus; and 5
FIG 33 is a bl ock T&gramtEndviitagkafbdrsran sheuirdire séructive odnaent i onal

| Psec processi : t ys...,DETAI LED DESCRI PTI OF THE PREFERRED

EMBODI MENTS Nggfl?glg%%‘g#n%ﬁ?%c &rofﬁgsb?%sa@ﬁﬁr%l%‘nt ion will be described

with reference to tjg; ageorRalVddighedE@WHIES sﬁb‘(&nés‘%%rgf¥ﬁ)sglr6§e%gﬁdi agram

showi ng a structure of a network ‘according to an | r ot ocol
security protocohyentic@iorHaas orockbsaty ppaedtientanal the present

i nvention. In FIG 1, in a network in accordance with the enbodi nent of
the present3inventiB¥i- 33 b dlteck dfagrEmeshpringessothpmapppanatwsesr?a t o
2f, which are 1% about tq carry out |Psec applied communication with each
other, are cofREctRWSHLIoPAL ilprﬁeé’r REPCaFFILNgaABPAFAYYSsec setting server 1
I's al so connected on-the Internet 100. Note that, as showmn in FIG 1, the
| Psec processing apparatuses 2a to 2f may be routers switching private

networks 201 to 204piid1.rAeRseRFSITORY oR OO BREPERRIT %gﬁﬁ%ﬁgg to the
ZPsec. Alternatively, the ZPsec processing apparatuses 2a to 2f may be
personal conput ers Néiiglembodiments of the present inventionwill be described
with reference to the accompanying drawings. FIG. 1 is a block
10 diagram showing a structure of a network according to an IPsec
(Internet Protocol security protocol) in accordance with an
embodiment of the present invention. In FIG. 1, in a network
_in accordance with the embodiment of the bresent invention, a
plurality of IPsec processing apparatuses 2a to 2f, which are
15_ about to carry out IPsec applied communication with each other,
are connected via the Internet 100, and an IPsec setting server
1 is also connected on the Internet 100. Note that, as shown
inFIG. 1, the IPsec processing apparatuées 2a to 2f may be routers
switching private networks 201 to 204 with each other by
20 communication according to the IPsec. Alternatively, the IPsec
processing apparatuses 2a to 2f may be personal computers which
apply the IPsec to their own communication.
FIG. 2 is a blqck diagram showing a structure of the IPsec
setting server 1 of FIG. 1. In FIG. 2, the IPsec setting server
25 1 includes an interface (I/F) section 11, an IPsec processing
section 12, an SPD (SecurityPolicyDatabase) 13, an SAD (Security

Assocliation Database) 14, a request processing section 15, a



apply the IPsec to their own communication. FIG 2 is a block diagram
showi ng a structure of the IPsec setting server 1 of FIG 1. In FIG 2,
the I Psec setting server 25 1 includes an interface (1/F) section 11, an
| Psec processing section 12, an SPD(Security Policy Database) 13, an SAD
(Security Association Database) 14, a teguést processing section 15, a -
16 distribution policy storage section 16, a managenent table 17, a

random nunber generator, 18, a tinmer 19, and a recording nmedium 20. Here,
the | Psec sett §rEdberomPolicyfHpxpaconetion te Bynanzgenaptittable &d t he

conput er execute i he 5.recordi ng nedi um 20, whereby
oper ati ons of %’h%%ﬁ%ﬁéﬁ%%mg&tﬁm%gﬁ?? g&ear“ o F?%?jrr’alﬁ?em‘?drﬁ“&face
section 11 is conneed ¢k thsed ] t104 .QF : pication
via the Internet 100. The | Psec %tr??ggc%%ssilsggegelc%?%gl%%@s%%éﬁgg%&lg)gtca
comruni cati on packmputidr,r anéi ted compitéhexebtitsd Progeansd istordd {9 dn@sec
processing. The SPD 13 is referred to fromthe | Psec processing section

12 and stor@s &Fegerding mediypgPyiwigrehe cbpratiorecof dbe dhveretascribed SAD 14
is referred to fromthe | Psec processing section 12 and stores an SA
(Security Asso&CEPPRTSECEsEE* A subj ecting 15 individual communication

to the | Psec proce;ﬂ@gnggggé&egec{ﬂ%r ﬂ_ n. g?‘ﬁ%éﬁ%%ggé‘; 6%3@3@%’[5 1so%ct I on

15 receives a setting requést nessage Trom

appar at uses 2a toOpedirdrif @ colehldatebh Ak S trhelrddt 3646, %Efﬂ»% 2
ction g IS

di stribution nessage. 20 The distribution policy storage se
referred to fremocebelnggeesioproresbijagtsecidats ddmandcstsepahet Psec
pol i cy 10 received from the interface section 11 to IPsec processing.

The SPD 13 is referred to from the IPsec processing section
12 and stores a policy for applying the IPsec recorded tﬂerein.
The SAD 14 is referred to from the IPsec processing section 12
and stores an SA {Security Association) necessary for subjecting

15 individual communication to the IPsec processing recorded
therein.

The request processing sectioh 1’_:3 receives asetting request
message from the IPsec processing apparatuses 2a to 2f through
the Interface section 11 and returns a distribution message.

20 The distribution policy storage section 16 1s referred to from
the request processing section 15 and stores an IPsec policy
necessary for determmining a réquested setting. The management
table 17 isreferred toand set from the request processing section
15 and stores information onrespective kinds of SA communication

25 requested to be set.

The random number generator-la generates random numbers

according to a request from the request processing section 15.

The timer 19 is requested by the request processing section 15



necessary for determning a requested setting. The managenent table 17 is
referred to and set fromthe request processing section 15 and stores

i nformati on on respective kinds of SA comruni cation 25 requested to be
set. The random nunber generator 18 generates random nunbers according to
a request fromthe request processing section 15. The timer 19 is
requested by the request processing section 15 - 17 to neasure tine. Anmong
t hese conponents, the |IPsec processing section 12, the SAD 14, and the SPD
13 are only ned@sBeaspreotimeg.heAn@spthess cpmpomarhsertie TBser precéssing
communi cation with.the cessi nﬁaap%arat us 2 according to the |IPsec

. I
and are 5 i denti®€Ato%i 1% feﬁ%g%”‘%r o W RERI TR & e SRYBMaSERERTY Fisat .

Upon recei ving d all ' p e the Internet 100, the
interface sect itglr? %g?cfcgggyg*rlga%é}@aaa?g&c%ﬁ%%%ﬁ%ﬁnl%aatcll?& Wf"gh {H€ | Psec
processi ng sectipgdclpréditstihgngppdratasdat focdt@IAY NS AeORpPAC KR are
transferred fromthe | Psec processing 10 section 12 to the Internet 100.
The | Psec pBocdsienhicakotitbntidses iloj @atechandahact GOBBRAIKAN DBsat , to
whi ch the | Psec has _been applied, received fromthe Internet 100 to
decryption processi HePwFedsiyippadatpgomgunient itheacket Edon tine Emterreft t he
SAD 14 and the .SPD 15_1%-%%nd ch%g{%es t he data communi cati on packet to a

state before t i‘} Oappta &3 61 =% PPeETaRRE 95 g drtaempgniFrtiosquest
processi ng secijeRed %o ke 33dLLI eEan%%%@%in?x‘ri g%e%ﬁde @?%ﬁsﬁr%é%sogpq%t%essi ng

subj ects a data communi cation packet receive _
section 15 to0 tdeRmhirSELtidh0pasKkdt) trafs6EAIZR6R Whd NPdAc! Prols¥i8g

contents of the SPD 13 and the SAD 14 and transfers
10 section 12 to the Internet 100.

The IPsec processing section 12 subjects a data
communication packet, to which the IPsec has been applied,
received frofn the Internet 100 to decryption processing of the
IPsec based upon the stored contents of the SAD 14 and the SPD

15 '13, and changes the data communication packet to a state before
the application of the IPséc and transfers it to the request
processingsectionl5. Inaddition, the IPsecprocessingsection
12 subjects a data communication packet received from the request
processing section 15 to the IPsec processing in accordance with

20 the stored contents of the SPD 13 énd the SAD 14 and transfers
the data communication packet to the interface section 11.‘ The
IPsec processing section 12 is a mechanism necessary for
protecting communication between the IPsec setting server 1 and
the IPsec processing apparatuses 2a to 2f and is completely thé

25 same as that in the conventional IPsec.

FIG. 3 is a diagram showing stored contents of the

distribution policy storage section 16 of FIG. 2. In FIG. 3,

the distribution policy storage section 16 includes an address



the data communi cati on packet to the interface section 11. The |Psec
processi ng section 12 is a mechani sm necessary for protecting

comuni cati on between the | Psec setting server | and the |Psec processing
apparatuses 2a to 2f and is conpletely the 25 sanme as that in the
conventional IPsec. FIG 3 is a diagram o ng stored contents of the
distribution policy storage section 16 of FIG 2. In FIG 3, the

di stribution policy storage section 16 includes an address - 18 pair

col umm for sped®Pi¥i ARlEIEer  sRRAlfERNgoR | Bistadubiondipolicyandm pol i cy
columm for settj.n n lPsec polic 149 be di %ri but ed. Paraneters which can
be set in the GLETFIRIEIBEoBtey 1B For GPEHBEMY SReTOROLo B e

o i ar e Bk fbated PAREekes BASARP LA OIn AL a1 BB EAGLIRY | 07

algorithm an authentication algorithm and a term of "val An SA.

In an exanpl e $o0WEy off the@istriBitidSEELiRY 4 tobagliicei b 16 ARR!4neEbdR:
conmmuni cati on between the | Psec processing apparatus 2a and the |Psec

processi ng app&ratescRb anaenicapsulRséon pldecyan khonlgbthon salappltied, tan
communi cation between the | Psec processing apparatus 2d and the |Psec
processi ng app&hbeRticatignealgqrithfg: and [hitezmuel valdddsytef sot Sall itens

in the distribution_paqglic t orage seclion 16 _in _advance. In addition, the
items are not aut o%rrgtﬁncgﬁrgpireeﬁﬁ%gﬁ fétﬁ% iy S‘bgﬁpﬁef’o?maﬁﬁyer‘.”h%% 1St ens

are .15 set 0RES11&$ tbRemtthsiddildh i ; ocessi ng
apparatus 2a angﬁt he | Psec processi r%%g%%grt§¥u1?%%éﬁ?gﬁg9%§g§§%rfg%ﬁl§uI ating
Security Payl o@d)é4nd sheelpsed phRelsBIRG dPparaces 2b, dand HANGIse@DSSI'idyS Set in

t he encapsul ati on node, "DES-CBC (Data ,
10 which is applied to communication between the IPsec processing
apparatus 24 and the IPsec processing apparatus 2e, are set.
Note that a user needs to set all items in the distribution policy
storage section 16 in advance. In addition, the itemé are not
automatically rewritten during operation after the items are
15 set once.

As the distribution policy between the IPsec processing
apparatus 2a and the IPsec processing apparatus 2b, an "ESP
(Encapsulating Security Payload)” is set in tﬁe IPsec protocol,
a "tunnel mode” is set in the encapsulation mode, “"DES-CBC {Data

20 Encryption Standard-Cipher Block Chaining)” is set in the
decryption algorithm, "HMAC (Hashing Message Authentication
Code) -MD5-96" is set in the authentication algoritl-xm, and "3600
seconds” is set in the term of validity of the SA.

In addition, as the distribution policy between the IPsec

25 processing apparatus 2d and the IPsec processing apparatus 2e,
an "ESP" is set in the IPsec protocol, a “transport mode” is
setintheencapsulationmode,‘3DES-CBC”issetinthedecryption

algorithm, "HMAC-SHA-1-96" is set in the authentication



20 Encryption Standard-GC pher Block Chaining)" is set in the decryption.
al gorithm "HMAC (Hashi ng Message Aut hentication Code) -MD5-96" is set in
the authentication algorithm and "3600 seconds" is set in the term of
validity of the SA. In addition, as the distribution policy between the

| Psec 25 processing apparatus 2d and the'q Psec processi ng appar at us 2e,
an "ESP" is set in the |IPsec protocol, a "transport node" is set in the
encapsul ati on npde, "3DES-CBC' is set in the decryption algorithm

" HVAC- SHA- 1- 96'2198TiEhm andna36QQ Ferepdut idsnset g thpgtrim lof vahility600
seconds"” is set termof validity of the SA. In the conventional
method, it is necessary to input an identical setting individually in the

respective | Psec 5 P QGRS shAGeARRALA! HsAH Rt Y n n | Psec
policy to be applied. However, inat he met 'oéizglfgzlﬁte:g]%?e eﬁltt% %ﬁ%‘ggntal%on,

since an | Psec igehttyabiieythag tmiikadagliy nid Rbe diedgddritvh orpsdeo! i cy
storage section 16 with respect to | Psec communi cation anong the |Psec
processi ng app@racaseitnarpargfusegrtateifefnr ¢ontdntivadd ag Iidecepatiicy

settings in the respective | Psec processing apparatuses 2a to 2f by
m st ake can beté’vlberggﬂl’ﬁﬁ]d, Howeyge  danthe pethod of Ehe prpsenbinsentiongs whi ch

Stored cont ent S 5Per RS TRakeatiel” o iy il B8 1ve Gttt e HuRritlen he
managenent t ablga)ldy i SOHEE Sect 1b8EH 8 MGEAY 98 Se& Yokiling AL 1QRPOSI te
party address columm, a request ID columm, ang an SPI cg{ um %or recordi ng
a request soummengddiedPsearnnmppesing NAMtased @sStoate,| Bn 266k @ntSP
10 of making different settings in the respective IPsec processing
‘apparatuses 2a to 2f by mistake can be avoided and, at fhe same
time, the number of settings which the user actually inputs can
also be reduced.
FIG. 4 isadiagramshowing stored contents of the management
15 table 17 of FIG. 2. In FIG. 4, the management table 17 includes
arequest source address column, anopposite partyaddress column,
a request ID column, and an SPI column for recording a request
source address, an opposite party address, an ID, and an SPI
(Security Parameter Index), which are included in a request
20 message transmitted from the IPsec procéssing apparatuses 2a
to 2f, respectively, and a setting parameter coiumn for recoxrding
a parameter group which are necessary for IPsec processing for
the communication. Amongthesecolumns, inthe settingparameter
column, SA parameters consisting of policies to be applied to
-25 the communication and parameters necessary for éstablishing an
SA for the cormnunication are set.
FIG. 5 is a diagram showing contents of the SA parameters

of FIG. 4. InFIG. 5, theSAparameters includesanIPsecprotocol,



(Security Paraneter Index), which are included in a request 20 nessage
transmtted fromthe | Psec processing apparatuses 2a to 2f , respectively,
and a setting paranmeter colum for recording a paraneter group which are
necessary for | Psec processing for the caonmunication. Anong these col ums,
in the setting parameter colum, SA par&fefers consisting of policies to
be applied to 25 the comruni cati on and paraneters necessary for
establishing an SA for the comrunication are set. FIG 5 is a diagram
showi ng cont ent3d capRelaagpdiosiee tAederryption &l gorithmy, aflagthepti¢ation
paranmeters inclydes.an | Psec protocql,.- 20 an encapsul ati on node, a
decryption al gérPth naaﬁfﬁ‘gn‘f' éré‘gilgﬁty'alaé‘ofef’?mt’é’nt Ef¥r ™ validity, an

encryption key,au%ggng#s% Bhikd ] 9 KEY rnffidi{6E0b04 '\%'c't?%&'égarflgggrggﬁrg% ’ 5and

an SPI  value to I'n the | Psec processing appara on

the reception siadaeofo bheussimuNiKatIPeRe ﬁ@@@sil@%%‘ﬁbﬁa@ﬁ&&@ﬁeﬁ@tﬁd from
the | Psec processing apparatuses 2a to 2f on both side comunicating with

each ot her 5f oronofibe | Res@ptdommssivie atfi bhe dommunégaieixin.sour ce addresses, two

opposite party addresses, two request IDs, and two SPIs exist 10 for one
entry of the manage®EMie FEEVeSHY arcegpertatipd from thead8Fe proagssangn an

I dentical |Psec_co ni catiqn, new. SA | be requested in preparation
for expiration agpaf%uﬁeér%?%f) 2€3Pi &t?ys#a%/ﬂ@“@ﬂ gH‘PQ With e2sB o8& entry
Is registered | tg r ~Not.e that,
since 15 all t%g%\(,:%nnét gﬂ%%@g t he na%ggé?rcewﬁ?r%%g sl‘%'&g:?gg%&tftégﬁg?rggﬂ y set
by the request oppbosessipagtgenidrensds, twberdtiristdpss, aal ARSEpILeaek the

contents of the nmanagenent table 17 directly.

10 for one entry of the management table 17, respectively. In
addition, even in an identical IPsec commuﬁicat:i.on, a new SA
may be requested in preparation for expiration of the term of
validity of the SA. In this case, one entry is registered anew

-in the management table 17 for the new SA. Note that, since

15 all the contents of the management table 17 are automatically
set by the request processing section 15, the user does not need
to set the contents of the management table 17 directly.

Since the management table 17 is referred to, setting
parameters to be distributed to the IPsec processing apparatuses

20  2a to 2f can be obtained. Since the SA parameters in the setting
parameters are decided by receiving request messages from the
respective IPsec processing apparatuses 2a to 2f carrying out
the IPsec communication, in the case where the request messages
are received only from the IPsec processing apparatuses 2a to

25 2f on the one side, the request ID column and the SPI column

~ on the opposite party side are blank, and the SA parameters in

the setting parameter column are also blank. However, since

the application policy is decided only by receiving request



Since the managenent table 17 is referred to, setting paraneters to be
distributed to the | Psec processing apparatuses 20 2a to 2f can be
obtained. Since the SA paraneters in the setting paraneters are deci ded by
recei ving request nessages fromthe respective |IPsec processing
apparatuses 2a to 2f carrying out the t1Pdec communication, in the case
where the request nessages are received only fromthe |Psec processing
apparatuses 2a to 25 2f on the one side, the request ID columm and the SPI
colum on t he mgspages drparthe IPdec preochsaitly apardtieeSA2pabarebrihe N the
setting paraneter colum are al so bl ank. However, since the application
policy is deci #8¢ BHISr ByPeLkdl FPnkpe pgléed is set opdysbyemcedving Hbel Psec
processi ng appalat Uses Zaato 2 on. he__one side, .a policy to be applied is
set only by rec&iVing THEIPEIUEE THE K& PFPCHTRG FRRUCHISEE &3 ity

appar at uses 2a Af0on2fhONakheigoe side. 5 In the exanple shown in FIG 4,
policies and SA paraneters to be applied to comruni cati on between the

| Psec processing appahatdiampaeaMdwhhin FRSEQ, BNGRISE RHAAPPREALNS 22 are
registered in a first entry, respectively. Policies to be applied to
comruhi cati on Bet heerpnlied Peeconprudestion tmipacat tise A2saadpitdu@stngPsec
processi ng apparatus, 2b are_also registered in a second entry. However,
since a corresFERATALISE? g fhe dEEREProgrssige appaTANS 2 ate vedishenedt he

| Psec processi p 2h, SA [ aneter re not decided., FIG 5 shows
contents of anrl Agpg;ﬂas?réet%zlfcr{ra)r‘?sﬁe%l%év%‘ ?L%ﬁfﬁ\?SSWd%\‘? appldpdto

generated by tRemhetasiiocR! i ' i ts of a
di stribution policy, an 1§PIW?@fﬁé%pé@sgﬁéggp%%scggﬁat e

10 IPsec processing apparatus 2b are also reglstered in a second

entry. However, since a corresponding setting request message
is not received from the IPsec processing apparatus 2b, SA
parameters are not decided.
FIG. 5 shows contents of an SA parameter (a) in FIG. 4.
15 The SA parameter is generated by the request processing section
15 based upon contents of a distribution policy, an SPT notified
by a setting request message, and random numbers obtained from
the random number generator 18.
The request processing section 15 receives request messages
20 from the IPsec processing apparatuses 2a to 2f and transmits
a request startup message, a distribution message, or an error
message to the IPsec processing apparatuses 2a to 2f. |
FIG. 6 is a diagram showing an example of a request message
in accordance with the embodiment of the present invention. In
25 FIG. 6, the request message includes an ID “1001" | for
distinguishing the request méssage from other request messages,
a request source address "IPsec processing apparatus 2a”

indicating an address of one of the IPsec pProcessing apparatuseé



by a setting request nessage, and random nunbers obtained from the random
nunber generator 18. The request processing section 15 receives request
nmessages 20 fromthe | Psec processing apparatuses 2a to 2f and transmts
a request startup nessage, a distribution nmessage, or an error nessage to
the | Psec processing apparatuses 2a to2f2 FIG 6 is a diagram showi ng an
exanpl e of a request nessage in accordance wth the enbodi nent of the
present invention. In 25 FIG 6, the request nmessage includes an ID "1001"
for distingui sBarfy #hwhieybasitrapssiiyed tlomretursrt nespmael, thesomyesite a
request source_address "l Psgc processing apparatus 2a" indicating an
address of onePBFY rRddresac {J?%éé?é?ﬁﬁs%ﬂﬂ’&dﬁa?ﬁ%%@s. 2bjoingicatdngfamhi ch

has transmtte uest a t he opposite arty address 'l Psec
processi ng appg?i{gl%%qsg g’%"&?en Feat %gs%%f’raa Fees 8?9%?%%185% SN
processi ng appakatiis 8ppddi tiePpattt Oan®@ THELOPBOSHT SrPal k¥T RRYA &, \pkue
"5100" of an SPI used in the 5 request source. Note that, since the |IPsec
conmuni cat i Bn ergsésihgoampag the | Psec processing apparatuses 2a to 2f on .
both the sides is Ilimted to one kind in this enbodi nent, if addresses of
the | Psec processiV¥feahatattises Phe tIFset ¢omotibathben sixdesing emong

determ ned, 10 Sn | Psec poli c;ég' to be applied can be s%ecified uni quel y.
Therefore, -addtBEsESEGPIRAGTSERE FRPRTRRESG LAY ShmRthPeiRi e sides 46t in a

St e SR B

| Psec conmuni cation are desire _ nohg : Essi ng
appar at uses 2apk8cadsity Pdtatlséd8a oG on bHISHd s PasLafe abE ARG, on

necessary for specifying

10 an IPsec policy to be applied can be specified uniquely.
Therefore, addresses on both ends of the IPsec communication
are set in a request message. In addition, it is possible that
a plurality of kinds of IPsec communication afe desired to be
set among the two IPsec processing apparatuses 2a to 2f on both.

15 thesides. Insuchacase, information necessary for specifying
the respective kinds of IPsec communication (e.g., a protocol
number, a port number, etc.) is set in a request message.

FIG. 7 is a diagram showing an example of a distribution

message inaccordance with the embodiment of the present invention.

20 FIG. 8 is adlagramshowing an example of a request startup message
in accordance with the embodiment of the present invention. FIG.
9 is a dlagram showing an example of a no corresponding entry
error message in accordance with the embodiment of the present
invention. FIG. 10 is a diagram showing an example of a content

25 inconsistency error message in accordance with the embodiment .
of the present invention. FIG. 11 is a diagram showing an example
of a no-response exrror message in accordance with the embodiment

" of the present invention.



the respective kinds of |Psec conmunication (e.g., a protocol nunber, a
port nunber, etc.) is set in a request nessage. FIG 7 is a diagram show ng
an exanple of a distribution nessage in accordance with the enbodi nent of
the present invention. 20 FIG 8 is a diagram show ng an exanple of a
request startup message in accordance vii 4% the enbodi ment of the present

i nvention. FIG 9 is a diagram show ng an exanple of a no correspondi ng
entry error nmessage in accordance with the enbodi mrent of the present
invention. FIG 10 F5% dragpdAsstiintAgwelranteanpdeing opexawiritomst o2 Fhe

I nconsi stency PI%ror r%scsage In _accordance with the enbodi ment of the
present invent itSASCHERE1RY SCEVET i AR AERPEHIGNL th thS sbrdimept gf the
no-response err ' cC ] di ment. . of the present
i nvention. - 2 Elg%%%?gngﬁof 13%‘?%%?%%%% %g%gﬁoqvl\;% r?gc So%tetr’léllgi BHS Gt t he

| Psec setting geidedccoridandsCRitiAREe dMtdiikBht LB el {Rfeniiicgsent
I nvention. The operations of the IPsec setting server 1 in accordance with

t he enbodi nént wifllt be dusesdhediwitdntederdnas it PEGSlescrbbed. Wrihst ef er ence

to FIGS. 1 to 13. First, operations in the case where the request

processi ng sectiPERATENAR thecersaihare dhacmauess serpressihg [sectider rlished.

Upon receiving.a request nmessage fromthe | P cpgrocessi n appar at uses 2a
S

to 2f (step Si g Ff _1vf?) - th 3 Bigerags gesFFibetti on 15 retrieves
e STV, A Col e e LRSS LRSS0, PSS DT Y

address, and an ID i'nc e e’ request ssage,
table 17 (stepapbaratuddsa ta3ns (Mep 91 GOFAE dbNY tRBe ubst oy ile

request processing
10 section‘ls retrieves an entry, which coincides with a request
source address, an opposite party address, and an ID included
in the request message, out of the management table 17 (step
52 in FIG. 12).
When a coinciding entry is found, the request processing
15 section 15 confirms whether an SPI of the coinciding entry
- colncides with an SPI included in the request message (step 83
in FIG. 12}. If the SPIs do not coincide with each other, the
request processing Section 15 transmits a content inconsistency
error message to the IPsec processing apparatuses 2a to 2f (step
20 S8 in FIG. 12). |
At this point, the ID, the reguest source address, and the
opposite party address included in the request message, and an
entry list are set in the content inconsistency error message.
All entries with coinciding request source address and opposite
25 party address among the entries included in the management table
17 are set in the entry list. However, items to be set in the
entry list are only request IDs of the respective entries and

SPIs for request source address used in the entries.



15 section 15 confirns whether an SPI of the coinciding entry coincides
with an SPI included in the request nessage (step S3 In FIG 12). If the
SPI's do not coincide with each other, the request processing section 15
transmts a content inconsistency error Jiessage to the | Psec processing
apparatuses 2a to 2f (step 20 S8 in FIG 247 Z). At this point, the ID, the
request source address, and the opposite party address included in the
request message, and an entry list are set in the content inconsistency
error nessage. Al | BERSCPEYING the CoPRentitngonretiancysororanerithoes sthend

opposite 25 par ddress anmong the entriges. included_in the _managenent
table 17 are slt@?%é et g?%ceesesﬁfl?y Efasrtatulg—ﬁﬁe%%ert ?Jf.ec??é‘ {62He 4t Fﬁg‘irl'ﬁ-? entry

(st are only iaesh bRl 1hErRASRRGIGCANY LESTANCL oSFLSd QL psAueS!

source address used in the entries. - celving the co

i nconsi stency dr mad Qesm@e;nfhﬁnaﬁﬁaegrwﬁfwl 88e mcabﬁé@&s%@l to 2f can
| earn a difference between setting information nanaged by the IPsec

setting server appagatuses tZangoi 2 or mati on grasped by the | Psec processing 5

apparatuses 2a to 2f FIG 10 shows an exanple of this content
i nconsi st ency error FIGelQ shevs ppeppmpleof this pentandninqeasistengyrrror

i nformation ha ad ner.at.ed b est 1" and "1002"
for, communicati on et &% {hesr F5"stec%sp?%%bgggﬁgseat&ﬂggaﬁf%%taﬂ’d hase 10

| Psec processi ng R rddsS géRe Pt dd Byl PEGEsIETbEN91 G Ghals gl.ues of
an SPI used there |§§"5100 aﬁd "5116 ,&E%spectlv ?ﬁi %*d %e caseLmhere
an entry coi ncicimgnit4ticnisetwegnesie m&m@tﬂ;@&ﬁg apbhﬁa@i@@é @ Rty

addr ess, and the 1D included in the
IPsec processing apparatus 2b on the IPsec setting server 1,
andvalues of an SPTused there is "5100" and "5110", respectively.
In the case where anentry coincidingwith the request source
address, the opposite party address, and the ID included in the
request message is found in the management table 17 and contents
15 of the SPT also coincide with each other, the request processing
section 15 confirms a request ID column on the opposite party
side of the entry in the management table 17 (step S4 in FIG.
12).
If the request ID column of the opposite party side is set,
20 since the setting parameter column of the management table 17
has already been decided, the request prodessing section 15
transmits a distribution message to a transmission source of
the request méssage (step S5 in FIG. 12). The request source
address, the transmission source address, and the ID included
25 in the request message are set in the distribution message, and

the distribution policy and the SA parameters in the management

table 17 are set in the setting parameter. In this case, all



request nmessage is found in the managenent table 17 and contents 15 of the
SPI also coincide with each other, the request processing section 15
confirms a request I D colum on the opposite party side of the entry in

t he managenent table 17 (step S4 in FIG __12). If the request |ID col umm of
the opposite party side is set, 20 si Acé t fie sett | ng paraneter columm of

t he managenent table 17 has al ready been deci ded, the request processing
section 15 transmits a distribution nmessage to a transm ssion source of
the request neShlEng PEEpneEeTswhieh shopld Reeretgiines: havr edseadyideess, the
transm ssi on S(ag(t:g?e@ddress, and the ID included 25 in the request nessage
are set in the ribution nessage, and the distribution policy and the

SA paraneters in therdeiageIBNAn etahbfe LE ﬁ;\,\ﬁ gﬁggiorb&ttgggg&tstsggg' pghamat er.

In this case, all - 25 setting paraneters e retdrned have

al ready been deeialathplElshowh SHOWS.an, exaigdrabatiéhipd168ept(a)huinosa
nessage. In the exanple shown in FIG 7, a distribution policy (a), and SA
5 paraneter® (®pranetqus) (al @énde(db) prergetsdntthegspbiiageparanetEne. | Phec
processi ng apparatus 2a can carry qQut |Psec communication in both

di rections usi MG=PAGTAFEEFILERPRAT ISR Y ThF GOt hdPs e comraMEtadion( a) and
addr ess, the onioly b H3apERr vE2hAUis BBk incach BEES a] RS Faguest
message are fogAdphfatdi@ribpageiRinypyable 17 and contents of the SPIs al so
coincide with eacﬁ other, but the request ID colum on the opposite party
side is not set, thintlesjoesdwhere anentry coincidingwith the request source
10 address, the opposite party address, and the ID included in the
request message are found in the management table 17 and contents
of the SPIs also coincide with each other, but the request ID
column on the opposite party side is not set, the request
processing section 15 ends the processing as it is (step S6 in
15 FIG. 12). In this case, although the request processing section
15 has already received identical request messages from the IPsec
processing apparatuses 2a to 2f, since there is no information
on the opposite party side, the request processing section 15
is waiting for information on the opposite party side.
20 ' In the case where there 1s no entry with coinciding request
source address, opposite party address, and ID in the management
table 17, the request processing section 15 retrieves the
management table 17 with the request source address, the opposite
party address, and the SPI included in the request message as
25 keys (step 87 in FIG. 12). |
When a coinciding entry is found, the request pProcessing

section 15 transmits a content inconsistency error message to

the transmission source of the request message and ends the



processi ng section 15 ends the processing as it is (step S6 in 15 FIG 12).
In this case, although the request processing section 15 has al ready
received identical request nessages fromthe | Psec processing apparatuses
2a to 2f, since there is no information on the opposite party si.de, the
request processing section 15 is waitinmg® or information on the opposite
party side. 20 In the case where there is no entry wth coi nci di ng request
source address, opposite party address, and ID in the managenent table 17,
t he request pr ®EeSSsnSdeteprSe R EIF| s tHes Aantigeese whiste the with

the request soyrce address, tru3%£% osite art¥ address, and the SPI
i ncl uded i n ¢ hd PPEG RSP TRVELRRPIEuSES Raye 1Ehaye Syaves ved@emagttiwen a

coi nci di ng ent b e d GNGuo 116 994RSL PLOCESS 1Y, 5ECLLON 45§ fansm (s a

content inconsistency error nessage to rans T he

request Messaggpaad seR€sng Berved. mbmﬁgﬁh%nﬁgngfingbgsié‘&)ﬂc This is

the case where the |Psec processing apparatuses 2a to 2f have requgéted
new setting5d paranetmrssagepl tleati®Pbyc ustaugsking Siipaahitassy Jegbsiercg in the
| Psec setting server 1. By receiving the content inconsistency 5 error
nmessage, the | A8EechHAYREERHEPQHERAEBE andrelestHn Rhnotdupticatuipig.cat i on
of the SPI and seleg% an SPI not duplicating.  If there is no entry with
coi nci di ng request SblPTR® H3BP &BETY bﬁ%g?%ﬁéﬁﬂ%Pﬁfegﬁﬁ?E§8Pr%ﬁ@ﬁ¢%9ﬁsn t he

managenment t ab'oggazi@marﬁgm&a&%wrm IamnS%hgi%r%gemgﬁ etcattb;gl gi, tf; r, the

request 10 processing section fetrieves t gement th
the- request - sodpeidiions sEaa P 18PROE I det bl Ve AGHESSh NEdgided i n the

request message as keys (step S9 in FIG 12). At this

10 processing section 15 retrieves the management table 17 with
the request source address and the opposite partyaddress included
in the request message as keys (step S9 in FIG. 12). At this
point, the request processing section 15 retrieves an entry in
which the request ID column is blank.

15 | If a coinciding entry exists, a request message for the’
communication has already been transmitted from the IPsec
processing apparatuses 2a to 2f of the opposite party side, and
even an application policy of setting parameters is decided.
The request processing section 15 sets an ID and an SPI, which

20 are Set in the request message, in the blank regquest ID columh
and SPI column, respectively, and generates SA parameters for
the respective directions in accordance with policies indicated

. by the application policy in the setting parameter column.
More specifically, the request processing section 15 gsets

25 contents identical with the application policy for the IP'sec

protoc¢ol, the encapsulationmode, the decryption algorithm, the

authentication algorithm, the term of validity, obtains random

numbers from the random number generator 18 to determine values



poi nt, the request processing section 15 retrieves an entry in which the
request ID colum is blank. 15 If a coinciding entry exists, a reqguest
nmessage for the comunication has already been transmtted fromthe | Psec
processi ng apparatuses 2a to 2f of the ogﬁpsite party side, .and even an
application policy of setting paraneters “4’s decided. The request
processi ng section 15 sets an ID and an SPI, which 20 are set in the
request nessag in the blank request 1D colum and SPI col um,

e ) .
respectively, and G¥nSPSrEtion ke aFha apthenjricatpen keypeand e divs 01d ons i n
accordance wt LGl Lndi he, application policy in the
setting parane?@ggégﬁgﬁﬁ?kQﬂ§?2E§§SE?¥Fc§EP§&B?%%P¥%§ﬁﬁ§§E96P§EE§EH%ﬁf
section 15 set 9a 2526 £4Y §eb9&r£htdn0§liaé/\&ﬁth%&@@hbﬁ%&h%r&o#ﬁxﬁor the
| Psec protocol, the encapsul ation node, the decryption algorithm e
aut henti cati on al goWldthirhe tde pheame tafrsv 8o dihleyre PHAIRE dRRERAbNE WHRET S
fromthe random nunber generator 18 to determ ne values - 27 for the
decryption Rey Pet genenateént thearporesteproeestinigeseédtiondls maistarvathee of an

SPI to be used _Qy the IPsecwfrﬁcessiQ% apparatuses 2a to 2f on the
reception si de FrPTSTELE T GRS ST 188 PRIAMGTRT SAaHD: ok the managdders for

Lhe respective dbigol) Ategao SOREENEIAL ol NG ERUCSL pLOCESSIND

section 15 registers the parameters 1n Set

the managi ng tabhistdded $hetheShOnern® tdifle 1Y80 Pém%ﬁoggéggéﬂn% are

regi stered in the managenent table 17, the request processi section 15
transmts a di sectbon ldnuaessitea distbabien negswsd, 10 whDcRROr itng
paraneters_of the transm ssion source of the request message, the | Psec
pr ocessi ngl8ppdPandsesting payrapretens ef the transmission source of the request

message, the IPsec processing apparatuses 2a to 2f, are set,
to the IPsec processing apparatuses 2a to 2f and, at the same
time, also transmits a distribution message including a regquest -
ID of the opposite party to the IPsec processing apparatuses
15 2a to 2f to be the opposite party (step S11 in FIG. 12).
In addition, the request processing section 15 uses the
timer 19 to measure time same as the term of validity of the
S2& parameters and, at the point when the time measured by the
timer 19 hasl been a predetermined value, deletes the entry of
20 the management table 17.
In the case where there is no entry with coinciding request
source address and request ID in the management table 17 and
a coinciding entry is not found even by the retrieval with the
request source address and tﬁe opposite party address as keys,
25 the request processing section 15 retrieves the distribution
policy storage section 16 withapair of the request source address
and the opposite party address included in the reguest message
as a key (step S21 in FIG. 13).



to the | Psec processing apparatuses 2a to 2f and, at the sanme tine, also
transmts a distribution nessage.including a request |D of the opposite
party to the I Psec processing apparatuses 15 2a to 2f to be the opposite
party (step S11 in FIG 12). In addition,_ the request processing section 15
uses the timer 19 to neasure time sane & the term of validity of the SA
paraneters and, at the point when the tine neasured by the tinmer 19 has
been a predetern1ned val ue, deletes the entry of 20 the managenent table
17. In the case mheF@aFHEF%FHQ?GHBQ§HF¥ViﬁP?hf@%HQKﬁhﬁﬂﬂgﬂﬁ@@@@gceSSUHWce

address and re t he nagenment table 17 and a coinciding entr
is not found e\%leé‘r?%%%oJl Qr SIS F ?%ﬁeﬁgong BRI S5 RE Megdrge £ond %/he

opposite party t%@dﬁes%% ﬁ&é@%&éing %51)59&15%@&%0%0?%% %iﬁ%tfs?%bf: he

retrieves the distribution policy storage section pai'r

request sour ce Thedreemest andcéhel MPPAsiion 1aEdts GRS hé pelkdads bik-dde
request nmessage as a key (step S21 in FIG 13). - 28 If a correspondi ng

entry i s noP f@ddgess hendddeceprasiteassitypddessiinwlifed iandm tequesto
correspondi ng entry error nmessage to the | Psec processing apparatuses 2a
to 2f (step S2EFREFAN I8P No FEFROULNI SPSERSITINT Beesaem 15IGets the

I D, the reques rce and the o | address i ncl uded
in the requestts ?r’t%gsa% 8 %gf%igol}? SSHoH ﬁ%lgﬂtq?r&zgy‘?’b‘?"rr@%%% FIG 9
shows an exanpl e of 14 hﬂ-ﬁa RAsE AN AP ANEh gk 61! hgye l;ip XFE he! N t he case
where a coinciding entry exists in the distribution policy s orage section

16, the requestdigtotiasisiongpollidyseeidape ddrtichsid,Nens eagesit poOUEESRYIr ess,
the opposi '&e pasr(atc:xlon 15 sets the re t ddr

quest source a ess, the opposite party

address, the ID, and@ the SPI included in the request message

in an request source address column, an opposite party address

column, a request ID column and an SPI column of a new entry

of themanagement table 17, respectively. The request processing

15 section 15 sets the oﬁposite party address of the request message
and the request source address of the request message in another
request source address column and the opposite party address
columninthe identical entryrespectively, andleaves the request
ID column and the SPI column blank.

20. In addition, the reques_.t processing sectjon 15 sets the
distribution policy included in the entry of the distribution
policy storage section 16 in the setting parameter column of
the management table 17 (step S22 in FIG. 13). At this point,
all parameters other than a common secret key such as an encrjaption

25 keyoran authentj.cation key, and SPIs to be used in the opposite
party IPsec processing apparatuses Za to 2f among a parameter
group necessary for generating SA parameters are decided. Since

the cormon secret key uses random numbers ocbtained from the random



address, the ID, and the SPI included in the request nmessage in an request
source address colum, an opposite party address colum, a request ID
colum and an SPI colum of a new entry of the managenent table 17,
respectively. The request processing 15 sgction 15 sets the opposite party
address of the request nessage and the request source address of the
request nessage in another request source address colum and the opposite

party address colum in the ident.ical entré respectively, and | eaves the
request | D colWRReAnIFIHE8B| Lo idnAnhY ik SPP 00t thedeppowite PRBLY dguest

processing sectddpfald SE Setlifios halibbU LOLRALLEY Luckuded i Lhe entry

of the distribution I cy Stordage Sec

column of the manager@moihabifthdl entsh&ki324 iR fHCa1dRinftliohbS1RY Nt
all paraneters other than a comon secret key such as an encryption-25 key

or an aut henti cdbirege keyti@nte Sefsert redisteseny the ERErPRR®EE M@nagaidnt | Psec
processi ng apparatuses 2a to 2f anong a paraneter group necessary for
generating 8A gabarel?rin geespgess deda spaesst tremctmmiiPssecpuicdsaingses

random nunbers obtaiFed f#o %he rgndon1- 29 nunber generator 19, If only
an SPI of the A&Fp85F %?%%1%€% £ of khe raauest $ouRGSo e TSRS B PEOE S Hdder at e

Lhe SA paramet giesribf s GOLAGELIG AL PUGLS . el 87 butan pol | oy

storage section after registering e entry °8 tabl e

17 in response grocassasl appatdtmelnes t&%@%ﬁ&ﬁé%@bgﬂté%%ﬂgt(‘&s R Lo 2f
of the request source, the request processing séction I5 transnTts a

request startudnkdatp) + oThdeeqiRsHrprresedagisegtapp abaidtsetheldedqustf Of
the opposite party (step S23 in FIG 13). The request processing Section
15 sets -t hdOr efoEsEe address of the request message in the request startup

message. FIG. 8 showsanexampleof thisrequest startup message.
After transmitting the request startupmessage, the request
processingsection 15 repeats transmissionof the request startup
message at an interval of five seconds and, upon receiving a
15 request message corresponding to the entry of the management
table 17 from the IPsec processing apparatuses 2a to 2f of the
transmission destination of the request startup message or
transmitting the request startup message for six times, stops
the transmissionof the request startupmessage. By transmitting
20 the request startup message repeatedly, the request processing
sectlion 15 can continue the processing with another request
startupmessage even in the casé where one request startupmessage
is lost.
If the request‘processing section 15 has stopped the
25 transmission by transmitting the request startup message for
six times (step S24 in FIG. 13), the request processing section
15 deletes the entry from the management table 17 (step S27 in

FIG. 13) and transmits a no-response error message to the IPsec



10 source address of the request nessage In the request startup nessage.
FIG 8 shows an exanple of this request startup nessage. After
transmtting the request startup nessage, the request processing section 15
repeats transm ssion of the request startup nessage at an interval of five
seconds and, upon receiving a 15 requeéf“%éssage corresponding to the
entry of the managenent table 17 fromthe | Psec processing apparatuses 2a
to 2f of the transm ssion destination of the request startup nessage or
transnitting t RECFEFEERT apPaFttiFafedddge2f ¥f ¢he tiamsmisstapsourbe of
transm ssion of_.the request startu SS transmtting 20 the request
startup rressagé:hieérﬁ%?ggwﬁ?s?%ee ﬁ%%@tl%ﬂi‘nfhWPﬁﬁpfsc%%ﬁi%nti nue
Lhe processing suctoANe) ks BAUIGH, tRbAFLARTESSALS QUANLLY LG gage where

one request startup nmessage is lost. If t requ process1ﬁﬁls Tion 15

has stopped t heppdbité pasty asd:sshwhicaRsaiintl fged DE the GHESE s SheddddR
nmessage for six tinmes (step S24 in FIG 13), the request processing

section 155delfapmshei@senpryceésoimgdrparahagentato tAphie the nbstegpdddé i n
FIG 13) and transnmits a no-response error nessage to the IPsec - 30
processi ng app&raPhLsBeSsSager o FIG.of 1t Fhowsr aRseraplenos oiltise nof resprmseequest
nmessage (step ' 13). The request processing section 15 sets the
I D, the reques?ggggﬁgghééﬁfess, and the opposite party address, which are

ncluded in the reqsssi (BaeRey tnbl AlddLt hESEEPEOEESSINAIRRPAL dhuses 2a
to 2f , in the no-response error nessage. Fl 1 sho an exXanple€ of this
no-response  elkentrysEthagenagimshy @ealei7ig tdiPohed U8 the FBES&DEs tartup
corresponding to the
10 message (step S24 in FIG. 13), the request processing section
15 stops the transmission of the request startup message and
performs the operations at the time of receiving the request
message (step S25 in FIG. 13).
The timer 19 is requested by the request processing section
15 15 to measure a time and, when a designated time has elapsed,
informs the request processing section 15 to that effect. The
timer 19 can measure a plurality of times simultaneously.
As described above, since a request startup meSsage is
transmitted, in an IPsec proceéssing apparatus opposed to an IPsec
20 processingapparatusof atransmissionsocurceofa requestmessage,
setting of a policy of the IPsec is performed substantially
simultaneously with setting of a policy of the IPsec in the IPsec
processing apparatus of the transmission source. If the IPsec
processing apparatus of the transmission source encrypts and
‘25 transmits a packet after setting the policy, the opposed IPsec
prdcessing apparatus can decrypt and receive the packet frofn

the IPsecprocessing apﬁaratus of the transmissionsource. Thus,



entry of the managenent table 17 in response to the request startup 10
nmessage (step S24, in FIG 13), the request processing section 15 stops the
transm ssion of the request startup nmessage and perfornms the operations at
the tine of receiving the request nessage (step S25 in FIG 13). The tiner
19 is requested by the request processinglséction 15 15 to nmeasure a tine
and, when a designated tinme has elapsed, inforns the request processing
section 15 to that effect. The tiner 19 can neasure a plurality of tines
si mul t aneous| y SNASYRELMT ¢bdeapmidon gffies sattingie prlicnecanpe pessaged s

transmtted, in, | Ps rocessi ng apparatus opposed to an | Psec 20
processi ng appé’figﬁggo‘fg"ﬁ&t‘ransm ssion source of a request nessage,

setting of a policyy Ehigg?éaﬁ%ﬁd}ﬁ?ﬁ’%%{%%%?@%&@"“'ﬂ‘\é?ﬁﬁé‘a .tti%neousl y

with setting of a policy of t proces atus of

the transm ssi a GRityBe thepabRet bPaerypF QSHh RACRPP L AbVer BhrtdiSnea
transm ssion source encrypts and 25 transmts a packet after setting the

policy, thebSoppysaistisec anpibess Jrogeaphay apparatils GEC by pramdisd sse68i ve t he
packet from the |Psec processing apparatus of the transm ssion source.
Thus, - 31 enfeypinghiomennisessiita be apcket £xemithg trapenissicnasohme

performed wthQq delay.. In this case, since a packet is not cancelled due
to inability w&%hg%fy%lﬂflﬁ&packet or decryption of a packet is never

performed S by m sikdas Bn| 78 26eRLAGESSHILARNAALNS, O ( Sy L ADFISSI 0N
destination can receive the packet om the transm ssron source TW thout
failure. |In addithiredp meésddeeid RotILSEe FRITIM the JpoRRATOsLOpLbEeLaHeSt

10 apparatus at the time of transmission of the request startup
messade, since a no-response error messagé is transmitted té
the IPsec processing apparatus of the transmission source, the
IPsec processing apparatus of the transmission source can
immediately recognize nonexistence of an opposed apparatus.

15 FIG. 14 is a block diagram showling a structure of the IPsec
processing apparatuses 2a to 2f of FIG. 1. In FIG. 14, the IPsec
processing apparatuses 2a to 2f are collectively illustrated
as an IPsec processing apparatus 2, and the IPsec processing
apparatuses 2a to 2f have the same structure as the IPsec |

20 processing apparatus 2.

The IPsec processing apparatus 2 is mainly constituted by
a computer and uses an IPsec setting server 1. That is, the
IPsecprocessingapparahn;2includesinterfacesections(I/Fs)
21 and 22, an IPsec processing section 23, an SPD 24, an SAD

25 25, a setting management section 26, a routing section 27, and
a recerding medium 28. The computer executes programs of the
recording medium 28, whereby operations of the above-described

respective components are realized.



startup nessage is not received fromthe opposed | Psec processing 10
apparatus at the tinme of transm ssion of the request startup nessage, since
a no-response error message is transnmtted to the |IPsec processing
apparatus of the transm ssion source, th% | Psec processing apparat us of
the transm ssion source can immedi ately rzeéogni ze nonexi stence of an
opposed apparatus. 15 FIG 14 is a bl ock diagramshow ng a structure of the
| Psec processing apparatuses 2a to 2f of FIG 1. In FIG 14, the |Psec
processi ng appar at us®S 135e¥{R0s segtdopg?l dgqopapgted tas Puiwate retwark Psec

processi ng app t rLOCessin a tyses 2a to 2f have
the sane str uctazlr?r%eé%f ?lhegg?ﬁ%ggaégggg‘?g% sgﬁiaogﬁﬁa(?éﬁt@ ;? Ry
processi ng appdathWomduhScaBid i GPRSd bl RV twdk ut an
| Psec setting server 1. That is,lthe FPsec pr oc%sg%ﬂ)aplgg?gﬁﬁ%f%%%ncl udes
interface sectisensi¢h/#s)is 2dnmected? toathd RRRerfE OCRRS itBUpSLLdrinP a3, an
SPD 24, an SAD 25 25, a setting managenent section 26, a routing section

27, and a Pec&PrEMAnleRidionnVEe. thiehdngemmit di00execut es prograns of the

recordi ng nmedi um 28 wh%r eby gger ations of the above-described respective

conponents are real 1B d-E SECIPEOCCASINE NFF 11080 23 o8 isFtS13] datbnnect ed to a

o vate et endD, Lo oBiopl BEEIRGR BELICHS 200 102U RS, 1)

perfor-m data conmuni cat1 on e private

section 22 is eeaneriedidsect Peodddsenyet mheQdid1RE fagedalie segtioxb 36

communi cation via the Internet 100. The | Psec processing section
subj ects a dat ds vemeasteddiy the IXsketpraressirg secevh P8 toegliase tact i ons
21 10 IPsec setting server 1 to perform necessary setting.
The SPD 24 is referred to from the IPsec processing section
23 and the setfing management section 26 and has a poliéy for
applying the IPsec recorded therein. The SAD 25 is réferred
tofromtheIPsecprocessingsection23andthesettingnmnagement
15 section 26 and has an SA, which is necessary for subjecting
individual communication to the IPsec processing, recorded
therein. The routing section 27 transmits and receives data
communication packets to and from the IPsec processing section
23 and the setting management section 26 and determines transfer
20 destinations of the respective data communication packets.
A structure of the IPsec processing apparatus 2 is different
fromthestructureoftheconventionalIPsecprocessingapparatus
shown in FIG. 31 in that the setting management section 26 is
added. In addition, as described later, the structure of the
25 1IPsec processing apparatus 2 is different in that new items are

added in the SPD 24 and that new operations are added to the

IPsec processing section 23.



and 22 to I Psec processing. The setting nmanagenent section 26 1s requested
by the I Psec processing section 23 to request the 10 | Psec setting server 1
to performnecessary setting. The SPD 24 is referred to fromthe | Psec
processi ng section 23 and the setting agenent section 26 and has a
policy for applying the |Psec recorded tierein. The SAD 25 is referred to
fromthe I Psec processing section 23 and the setting management 15 section

26 and has an SA, ﬁCh i s necessary for subjecting individual
comuni cation to th&R¢ PIEETHRER 3RGHER ?%c@“&é&est%&f’éﬂncowmupng

section 27 tra c atio ets to_and from
the | Psec procgj% s%}k Iﬁg fgggtt?%r%&ll%?%%?trﬂrkggpu &rﬁﬁﬁgﬁ’gﬂégttos%ﬁﬁﬁ?c% and
determines trapsbeesdthdlesdttatd LnenPErddigit S SNERH Y ﬁﬁ%@a&f&ﬁ%@}?&t 1on
packets. A structure of the I Psec processing apparatu ere
fromthe structinaesbérteief convbatiPesalprolsesing 06655583 apPHAbHSratRhOWn i n
FIG 31 in that the setting managenent section 26 is added. In addition,

as descri bed Idleéworlﬁh@ostructure of the 25 | Psec processing apparatus 2 is

different in that nﬁh ne _are added in the SPD 24 and that new
operations are adde ‘?&“t ﬁEfa??’fifé’t&PBc%%s’?‘%?ﬁlgé%tq Slatagcommygpgicatien

I nterface secti %@kggsﬁw%ﬁgs%ﬁtﬁqﬁt&% E)%maliﬂi cca %@?Wp%geg%| %{Fo%sggngrl vat e

net wor k 200 an(?tran ers It Sec pro

transmts a datpRoeesFaHY SeitiOR AR trdd-alshald4 Jo?rﬂlhmﬁ.@@ti

processing section 23 to the private 5 network 200 e I nt e section
22 receives a dagastermaiioat tienIPpscirbcdssamytdeethoh @8Rt tHdthedtthet
transfers it to the |IPsec
10 100. _
"I_'he SPD 24 includes an ID column for identifyingan individual
SPD entry and clarifylng a priority, a selector column for
selecting a traffic, a processing column for a selected traffic,
an IPsec application policy column for recording pafameter
15 information or the like of the IPsec in the case where IPsec
processingisapplied,andtheoppositepartyaddressforsetting
request column for judging whether or not.to request the IPsec
setting server 1 to perform setting at the time of SPD retrieval.
FIG. 15 is a diagram showing contents of the SPD 24 of FIG.
20 14, In FIG. 15, the SPD 24 is identical with an SPD used in
an ordinary IPsec except that the opposite party address for
setting request column is added. Note that the SPD 24 includes
an SPD for transmission and an SPD for reception.
Inthecasewhere the IPsecprocessingsection23has received
25 a data communication packet, the SPD 24 is used for determining
treatment of the packet. Upon receiving a data communication
packet to which the IPsec is not applied, the IPsec processing

section 23 compares it with the selector column of the SPD 24



processing section 23, and transmts a data communi cati on packet
transferred fromthe | Psec processing section 23 to the Internet 10 100.
The SPD 24 includes an ID columm for identifying an individual SPD entry
and clarifying a priority, a selector quunp for selecting a traffic, a
processing colum for a selected traffic,”  an | Psec application policy
colum for recording paraneter 15 information or the like of the IPsec in

t he case where | Psec grocessin is applied, and the opposite party address

for setting r&QuEsts Fu’?‘n‘FOlengiﬁ%i%%e?’H%? e feingiglinggertty iFe | Psec
[ f i . ' f. SPD ' |. FILG 15
TS & dragr am shoud, REE QEEAGdRR R SE051 005 dHeatinhS et fens ot 15

I s a diagram show ng content

the SPD 24 is itenpadialt WhibcastdaRBeUsth ithe BRoQHiRG ¥olBSEC except that
the opposite party address for setting request columi 1s added. Note that

the SPD 24 incl udesAnyaon&Bb TiRserrapsiticasion” anpasyadsPD i "aegepiken. |1 n
the casewhere the | Psec processing section 23 has received 25 a data
communi cat i ®n paAcKEredtietispprogessingeelymsy. dbt pantiirigr, tiredhawaseof t he

packet. Upon regeiving a data erjuni cation packet to which the IPsec is
not applied, tH eﬁ’?§§°ffﬁ)’d‘@s§' ngt S8R EPPHIFE 0B, iFaF @ Pei Rerformed héhsel ect or

colum of he PEB:ahsmll o ssebuie e CalRtL LI R, Wen e

coinciding entry Is processing sec Res

treatnent of thenpasiitehts oG d2BES pYLlikyt BS1RRCessi ng col utm.” Any one
of "lIPsec application", "passage", and "disposal” 5 is stored in the

processi ng col um. Im tpas temboldment n inhthe apposine parpy G@AReES Gollumn! Psec
appl i cati Oﬂ')' ! Sexg.s?tjt.)neg %gr I:I?er\. nSePcll)’ 2t4r.]eif the processing column :l.s. "IPsec
ai)plication", the IPsec application policy column is used for
judging whether or not to request the IPsec setting server 1
to performsetting and, at the same time, is used as an identifier
for specifying setting parameters to be requested in the case
15 where the IPsec setting server 1 is requested to perform setting.
Note that, as in the standard IPsec, basically, it is
necessary tosetall fhe contents of the SPD 24 inadvance. However,
it is possible to omit an IPsec application policy for an entry
in which the opposite party address for setting request is set.
20 Inthiscase, the settingmanagement section26 acquiresnecessary
IPsec application policy information from the IPsec setting
server 1 and automatically sets the IPsec application policy
"column of the SPD 24. At this point, the application policy
cannot be omitted only for setting for encrypting communication
25 with the IPsec setting server 1. |
In the example shown in FIG. 15, setting is made such that

a packet from the IPsec processing apparatus 2a 1tself to the

IPsec setting server 1 is subjected to the IPsec processing in



processing of the IPsec is performed continuously in accordance wth
contents of the IPsec policy colum. In this enbodinent, in the opposite
party address colunmm 10 existing in the SPD 24, if the processing colum
is "I Psec application”, the |IPsec appl i_cast ion policy colum is used for

j udgi ng whet her or not to request the IPséc setting server 1 to perform
setting and, at the sane tine, is used as an identifier for specifying
setting paraneters éo be r_gﬁuested in the case 15 where the | Psec setting

server 1 is refUSSTaY o PP Yt APRLEFHPD PROLEY t(fdt, 2 Ragkett Aéreqtaddar d
| P , basi cal lpy, +id i t . f thi PD 24 |
5 AT S 8y B TBSESL I TR0 4 1

advance . However, I't 1's possi sec

an entry in Wheehotld@06pRas subifotdd tadHees8sd Phrs&ddding LRHUESI1 -3 Set -
20 In this case, the setting nanagenent section 26 acquifes necessary | Psec

appl i cati on poltheyeforf dsnatquirell Sron lthel Pree: settimgsesesvear, add and
automatically sets the | Psec application policy colum of the SPD 24. At
this point, >t hdPgfeERIGe I FATCHot sxhiettask tothet Rbeonprodessingtuitng f or
encrypting corr%ni cateiéin 25 with the I Psec setting server 1. In the
exanpl e shown M e ‘5, setting is made such that a packet fromthe

cubjected to the | P 5 asct dtRgre ohOuldl an CRRBI ST IR aBRLIGPRLt | on

subj ected to the | Psec processing in acco nce w

policy (z), a patkey (d) b€ahedGPDi shwmbir wad e19et YR 298, 3RfofmAtasket
directed to the private network 203 are subjected to the I Psec processing

and a policy mneeestany for spepifivagftheniRdee piRRessseg tbng Sp1ded shchand al |
5 e ot neg P S o U L ot O e e S OCer s N O,
. gorithm,
and an authentication algorithm, which are used in IPsec
communication, is set in the IPsec application policy.
In the example shown in FIG. 16, it is indicated that
"AES-CBC" is used for the encryption algbrithm and
15 "HMAC-SHA-1-96" is used for the authentication algorithm, a
"transport mode” of ESP is applied, and a term of validity of
an SA is "3600 seconds”. Note that, since parameters to be
required are different depending upon a protocol, an encryption
algorithm, or the like to be used, parameters other than the
20 parameters shown in FIG. 16 may appear or a part of the parameters
in FIG. 16 may not exist in respective application policies.
In the conventional IPsec, a user needs to set all the
applicationpolicies in the IPsecprocessing apparatus inadvance.
However, as described in the preceding section, it is possible
25 to omit setting of the application policies in the SPD 24 of
this embodiment. In that case, the IPsec application policy
acquired from the IPsec setting server 1 is automatically set

- by the setting management section 26.



Is passed. FIG 16 is a diagram showi ng an exanple of the application
policy (z) of the SPD 24 shown in FIG 15. In FIG 16, information
necessary for specifying the | Psec processing to be applied such 10 as a
protocol, an encapsul ati on node, an enc_r%%tion algorithm and an

aut hentication algorithm which are used*’n"I Psec conmunication, is set in
the I Psec application policy. In the exanple shown in FIG 16, it is
indicated that "AES-CBC' is used for the encryption algorithmand 15

"HVAC- SHA- 1- 96" i s V¥ tPaF - e thatFrsi: oeke She alifoipt weRd.aparamedinsisor t
de" of ESP i ' ' Lidity. A i5."3600
noae 0 I %‘e a?:!:éc?%oralﬁl% fKﬁ F]}_[%gefé e&%gg%n%&ﬁﬁ%%l&:%&r r?ﬂl'l f%;rl&r?rﬁec

seconds". Note t since paranmeters to r

dependi ng UPON aRpi S40GH poBILEBEBH 551 248 GRLLLEM £2bntde Like d:9be
used, paraneters other thgn thyg 20 parameters shown | n%l%%%&%%/ﬁgppear

or a part of t o€ theisabiodiment Nthéfe pdtanietpreireadiiival Bnt €52l 1B c
application-policies. In the conventional |Psec, a user needs to set all

t he appl i caPi ofPpdlsatics policydn hedcthnsecresttigiapply pavans remmdadobe .
However, as de%gi bed inbﬁge recedi ng section, it is possible 25 to omt
setting of the “BRHSEEAIHHIS G Tbcan ReOfd tephby AsdngrhiesIRefsosrtamg. | n

t hat case, the | i i | ired fromthe | Psec setting
server 1is auts%%fg]?cﬂﬁjlgyltgg% %3) t geér_g%’t tﬁ%y.mfﬁgggﬁ%%tog;ggpf%aﬁonl 36
Note that, in tAetk@sRsehfhérd el Euds apgigcaﬁﬁfna BLEES off @I &8 Jlhor the
| KE itself exist independently fromthe sec application policy of the

SPD 24. HoweveHrs & podicheisingvie BKE, dhet posicgnbodireaned ddsemenyamaiet er s
are equivalent to the |IPsec
10 all the parameters for the IKE are also included in the policy.
Therefore, in the example shown in FIG. 16, setting parameters
fortheIKEarealsoincludedinthepolicy. Inanactual structure .
setting of the IKE itself is still independent from the IPsec
application policy.
15 FIG. 17 is a diagram showing contents of the SAD 25 of FIG.
14. InFIG. 17, anSArequired for individual IPsec communication
is registered in the SAD 25. That is, the SAD 25 is a database
for managing the SA.
In the IPsec applicatioq policy of the SPD 24, information
20 for indicating IPsec processing to be applied (what kind of IPsec
processing is applied) is shown. However, additional
information is required for actually performing the IPsec
processing. | |
For example, in the case where the IKE is used, IPsec
25 processing can be carried out once only when an encryption key
and an authentication key used in the IPsec processing are

exchanged with an IPsec processing apparatus of the opposite

party and values of the keys are used. In this way, a parameter



5 application policy in that these are originally paraneters which the
user should set and can be omtted by using the IPsec setting server 1 of
this enbodi ment. Thus, for ease of explanation,. in the case where the

| Psec application policy of the SPD 24 is a policy using the IKE, the
policy is treated assumng that 10 all” tHe-paraneters. for the IKE are

al so included in the policy. Therefore, in the exanple shown in FIG 16,
setting paraneters for the IKE are also included in the policy. In an
actual st ruct uSEFOUP RAASSHGTHIEAThEaFRENG g6t fthesIBsed prppelespidadencte fisom t he
| Psec appli catciaq_iegol i %G 15 FIG 17 is a diagramshow ng contents of the
SAD 25 of FIG aalh i 17, an SA required for individual |Psec

conmuni cation s rel r ' [ SAD 25 a -
dat abase for nanag%s'%hﬁeggéﬂﬁltﬁh? ﬁgéP ﬁ?&%ﬁ“&% ?{%ltrigeﬁéjl ﬁ%él% dsl{aﬁ‘e SPD
24, informatiomap2entey, iandeeaihy JaBsess NrREeasIAG e BEpsppld edriyhat
kind of |IPsec processing is applied) is showmn. However, additi onal

i nf or mat i on5i s addyess ef f8seactarmiunycaeidrr shniPddie pkPseml pbObEafHeaay. For
exanple, in the case where the IKE is used, |Psec 25 processing can be
carried out ond® t%ILFsREEAMRANESRELPE iagFPlafrichig aanidenthEhert peciidarkey

used in the IP%%caHr:(L)c gvsid‘r_l1 exchan e%vm’th an | Psec processing =
appar at us of the opposte %&%@ S 9&’%’% PoPATAReYERFs are used. In this
vay, a parameter - SihcdiAdPsASOASIAr Yutdaaatiyl b Oty HIE dRSRg
processing once is called an SA. The SAD 25 mc%%s a%ff for |Bgnt|fy| ng
an individual management section 26 or the IPsec processing section 23, a user
10 does not need to set the SAD 25 directly. Note that the SAD
25 is identical with an SAD used in a standard IPsec and includes
an SAD for transmission and an SAD for reception.
In the example shown in FIG. 17, an SA between the IPsec
processing apparatus 2a ahd the IPsec processing apparatus 2b
15 "1s registered in a first entry and an SA between the IPsec
processing apparatus 2a and the IPsec setting server 1 is
registered in a second entry.
FIG. 18 is a flowchart showing processing operations of
the IPsec processing section 23 of FIG. 14. FIGS. 19 and 20
20 are flowcharts showing processing operations of the setting
management sectlon 26 of FIG. 14. Operations of thé IPsec
processing apparatuses 2a to 2f will be described with reference
to FIGS. 18 to 20.
_ Upon receiving a data communication packet directed to the
25 Internet 100 from the private network 200 (step S31 in FIG. 18),
the IPsec processing section 23 compares the data communication

packet and the selector column of the SPD 24 to retrieve a

corresponding entry (step $32 inFIG. 18). If the opposite party



SAD entry, a term nal address indicating the opposite party '5 address of

| Psec communi cation, an | Psec protocol to be used in the |IPsec

comuni cation, an SPI which is an identifier peculiar to an individual SA,
and ot her SA paraneters. Since the SAD 25 is automatically set by the
setting managenent section 26 or the | Pstt “processing section 23, a user
10 does not need to set the SAD 25 directly. Note that the SAD 25 is
identical with an SAD used in a standard | Psec and includes an SAD for
transni ssi on arftfIXRS8A9H 5?“‘%6?@6??’5 FRLEHR ofx B IcOTERoRRndingFeIEryl7, an

SA between the process a 2a _and the | Psec, processing
appar atus 2b I‘g?)g&rﬂég HEH e(J:IO i &O%ﬁl ?asé Ft B CSRES P §E°Bé&’/\e7e3n 3Re | Psec
pr ocessi N9 appafehiusc2fvat thBEe bEHe SRSl Y8Lod (LBop E8GIN £ i1 2
second entry. FIG 18 is | onchart show ng processing o l%ratlons of the

| Psec processirig)section 23 of FIG 14 FIGS. 19 and 20 20 are flowharts
showi ng processing operations of the setting managenent section 26 of FIG
14. Qperati &ns of tNet¢ pbat. agrocdivy by thepeeatbiess 8f the ddhventiohe
described with reference to FIGS. 18 to 20. Upon receiving a data

conmuni cati on pEcRSt TdRPERLRE ARG EeCeRFipRS HBESITP ‘P?Bﬁqﬂh@ﬁ)ﬂ’ﬁm e

t k 200 P t
Compar 65 the. adiecBanidiiatartBhana e rheas e LA Ra Y1 35E phafedtadie spD
24 to retrieve mhatCs I @SR At 1SR bhverhCtheo38sbd diio@esé—@% ﬁ%{)afms

opposite party - 38 address for setti ng request col umm
correspondi ng entainy the IPsapkseiopagabeornsr Af ikheediRteee@racans 86b act i on

23 are 10 in advance in accordance with the ordinary method of the IPsec.
In the case where it is found by the retrieval of the SPD

24 that the opposite party address for setting request column

of the corresponding entry is set, and the IPsec application
policy column is set, the ;Psec processing section 23 further

15 retrieves an SA for the communication from the SAD 25 (51.:397534
inFIG18). IftheSAforthecommunicationexists, the operations

of the- IPsec processing section 23 are identical with those of

the conventional IPsec, and the IPsec processing section 23
subjects the data .communication packet to the IPsec processing

20 1in accordance with contents of the SA (step S33 in FIG. 18).
. In the case where it is found by the retrieval of the SPD

24 that the opposite party address for setting request column

of the correspondingentryis set and the IPsec applicationpolicy
‘column is also set, and in the case where a corresponding entry

25 does not exist in the SAD 25 or in the case where the IPsec
application policy column is not set in the first place, the
IPsec processing section 23 suspends the processing of the data

communication packet and requests the settingmanagement section



i dentical with those of the conventional |Psec (step S33 in FIG 18). 5

Note that, according to the operations of the conventional |IPsec,
transm ssion and reception of a nessage between the | Psec processing
apparatus 2 and the |IPsec setting server 1 are protected . That is,

comuni cati on between the | Psec processTﬁE’épparatus 2 and the | Psec
setting server 1 is registered in the SPD 24 10 in advance in. accordance
with the ordinary method of the IPsec. 1In the case where it is found by
the retrieval &P FhECIPEre 245¢HARg: Feom ppratitiag remver adihepsS3s dn BRIt i ng
request col um f the.corresponding.entry is sef, and the |Psec

appl i cation p&aﬁéy Arc{oitﬁl ploélplgeﬁhefgﬁ S?‘ﬁ’é’é&?"ﬁ?%ﬁ‘é‘%??ﬁ@"%@@i BAtBEESyr t her
15 retrieves anps i Aty onen! ' f t (st S in FIG
18) . If the SA fﬁsréﬁlentgggmmni cgiticﬁldtggfls%é;&t%glgégé Fo%%t%o gt € | Psec
processi ng sectspon223 are identical with those of the conventional |Psec,
and the | Psec processing section 23 subjects the data comuni cati on packet
to the | Pseé proces3firr Z@dhestiveprtienset viindhmenageawnt eéctimm 94 (6t ep S33
in FIG 18). In the case where it is found by the retrieval of the SPD 24
that the opposi®FaUpE? ASetddrasdompthe ettty sekirist thoBsec Popcesring

corresponding, Stiol S:ethod il il Pt BRpAceon Rl Loy gl e oL

set, and in the case ere a ‘corresp

SAD 25 or in theteaserubere ikhidiPses fﬁﬁ%ﬂ&@&%?ﬂgﬁgﬂg eérgé lstu %ﬂisonnOt set

in the first place, the |Psec processing section sus
processi ng of tlfe d#t ahecIPsabratéanineARKRigaRht 88HERIS hhbers&l vyl

managenent section - 39 26 to acquire a setting froma setting server
(step S35 LA FpGnotification of completion of setting from the setting
management section 26 (step $36 in FIG. 18), the IPsec processing
sectior_1 23 resumes the IPsec processing of the data cormnuniéation
packet (stepS33inFIG. 18). At this point, the necessary policy
and SA are set by the setting management section 26, and IPsec
15 processing as conventionally done is only carries out.
‘Upon receiving a notification of failure of setting from
the setting management section 26 (step S$33 of FIG. 18), the
IPsec processing section 23 stops the data communication packet
processing which has been suspended {step S37 in FIG. 18).
20 In the case where a data communication packet, to which
| the IPsec has been applied, directed to the private network 200
is received from the Internet 100, the IPsec processing section
23 operates in the same manner as the conventional IPsec. That
is, the IPsec processing section 23 retrieves a corresponding
25 entry from the SAD 24 and, if a coinciding entry exists, carries
out decryptionprocessingof the IPsec iﬁ accordancewithcontents
of the entry. If a coinciding entry does not exist, the IPsec

processing section 23 disposes of the data conmunication packet.



18). At this point, the |IPsec processing section 23 notifies the setting
managenent section 26 of an ID of the entry of the SPD 24. 5 After
requesting the setting managenent section 26 to acquire a setting formthe
setting server, the | Psec processing section 23 does Pot nake a request
for the identical- SPD entry wuntil a resd#C -is notified fromthe setting
managenent section 26. If the | Psec processi ng nanagenent -secti on has
received 10 a notification of conpletion of setting fromthe setting
managenent secti on P8 [B3pprS3eSsing|sgetion 23tdrafifssa terooeSsanglityect i on
23 resunes the | Pse ocessi ng .of the data comuni cation packet (step S33
in FIG 18). Af’ft?ﬁ‘“g’% i%ﬂt,rYtHg theceRl £oyand estgblighessa nave S3dredoret he

setting manage LR QHG P 15 processing.as conventignally
done is only cg?lrgittggﬁgﬁtbgﬂ?'&%r}%n réjgesﬁ\%ctrtllgesa &@PFESF%BF%CBPV?%W% of
setting from tPge6et At RO1FHOALEBAIHRESIdHAS (i 601533 O Bl Garl®) . the
| Psec processing section 23 stops the data conmuni cati on packet  processing
whi ch has b&enbyudpeiitieek Estepnd3érivar Al, Gthd §psed brokebBtns asetbigng a data
comuni cati on packet, to which the IPsec has been applied, directed to the
private networ Feguests §he seEtirgimppagendnd sentdionsls tOGcqtiize hPssting
processi ng sec%i on ,.23 In the sane manner as the conventi onal

erat es
| Psec. That i &FOFnEhS Igg’gﬁcp?%fctél%i A§Te¥%thi-on 23 retrieves a correspondi ng
e ; 1 Mot e . :
oot on o oosss: ot ftedidng bads SV BRI I GTNGY ¢ B pERL LTy O

decryption processing t he I'n"accordance { _
entry. If a cogBetibm@3eidtitideathe8bt@XiPhanddinenPSSsetiBhOSESE 40 rpect i on
23 di sposes of the data communi cation packet. - 40

10 of an entry of the SPD 24 corresponding to the SA. Although

aresult in response to the request is notified from the setting
management section 26, the IPsec processing section 23 neglects
the notification of the result.
Upon receiving a request for acquisition of a setting from
15 the IPsecprocessing section 23 (step S41 inFIG. 19), the setting
management section 26 generates arequestmessage for thenotified
entry of the SPD 24 (step S42 in FIG. 19). The settingmanagement
section 26 sets an ID, a request source address, an opposite
party address, and a value of an SPI used in the request source
20 in the request message. The setting management section 26 sets
an arbitrary numerical value, which does not duplicate with other
request messages, in the ID, and sets an SPI, which the setting
management section 26 itself intends to use in the IPsec
communication, in the SPI. The setting management section 26
25 setsanaddress of the IPsec processing apparatus 2 in the request
source address. The setting management section 26 sets the
opposite party for setting request address, which is included

in the entry of the SPD 24, in the opposite party address.



The | Psec processing section 23 confirns a termof validity of each SA
entry in the SAD 25 and establishes a new SA before the termof validity
expires in the same manner as the conventional |Psec. At this point, in
the case where the SAis an SA generated 5 by the I Psec setting server 1,
the | Psec processing section 23 request e setti ng nmanagenent section 26
to acquire a setting fromthe |IPsec setting server 1. In requesting
acquisition of a setting, the |IPsec processing section 23 notifies the
setting management SERES &he 8. dhesFequsstosPircgmddresy . ¢ing the SPDRike

di Al t hough It i to th ti
ot 1 ed 1 om REepRes HARLEL R MESHRde FiIBSRE RS uctbp Riidsing
section 23 neghf@hgemtite sBOEidd 68t 1051 {48y EE%L%E;%@QE?%%%@&%%?

request for acquisrtion of a setting from 15 the essing section
23 (step S41 i MPEe6 sdiP)ingt heeet 1| Ngie FBREURRAhaFRRN0Se A6 FEREI &S a
request nessage for the notified entry of the SPD 24 (step S42 in FIG
19). The sebt i fskanagisiewhichgwessage26s setspoadeitoa request source
address, an opposite parté address, and a value of an SPlI used in the
request source 20 ihLEhBSPSERRAREXIBISRfethimreavest magsagmagBreexammet i on 26
sets an arbitrgr Lcal u i ch.does not duplicate wth other
request rres_sages?,O%PrrlEL éél ,l%n %ﬁmsp £n°%B MesRngenY ng‘tﬂ?itﬁ‘ﬁ IRf&Fagenent
section 26 itseirbckasaifSpperaess 28 Fbs.dRses mgn' '5%[1?,' the SPI.
The setting rranagerrentﬁigsieg%i on 26 25 %g%s an- addr es %‘?@étie P‘gg{'—: i
processi ng appdPstuscémumitheisremitht theé OIPsee pEEaSHngl BEp&eitisNan.

managenent section 26 sets the opposite party for setting request address,
which is i A8l uded The tSedténg manggenget SRDt2dn 26 trheswpipos Yenerten
addr ess.
request message to the IPsec setting server 1 (step S43 in FIG.
19). After sending the request message to the IPsec setting
server 1, the settingmanagement section 26 repeats transmission
of the request message at an interval of 5 seconds and, upon
15 receivingaresponse to the request message fromthe IPsec setting
server 1 or sending thé request message six times, stops the
transmission of the request message.
If the setting management section 26 has stopped
transmission by sending the request message six times or has
20 received ano corresponding entry error message Or a no-response
érror message {steps S44 and S47 in FIG. 19), the setting
management section 26 notifies the IPsec processing section 23
of failure of the setting to end the processing (step S49 in
FIG. 19).
25 Note that, inrepeating transmisé ionof the request message,
the setting management section 26 transmits the request message

always using the same ID and the same SPI. By transmitting the

request message repeatedly, the setting managemént section 26



- 41 Since the ID, the request source address, and the opposite party
address set in the nessage transmtted by the setting managenent section
26 are included in a reply nessage fromthe |Psec setting server 1, the
setting managenent section 26 can 5 distinguish which nmessage is responded
to. FIG 6 shows an exanple of this requégt -message. The exanple shown in
FIG 6 is an exanple of a nessage with which the | Psec processing
apparatus 2a requests a setting necessary for the |1Psec comunication with
the | Psec proc€88isntippartdieuprotessi@aTiitls enotimyr regegeineetssagetaven 26
transmts a generated request nessagg to the | Psec setting server 1 (step

S43 in FIG 18] 9§ (B CsBRTFh PAehEeEefife SEsHRER dde 108t he | Psec setti ng

server 1, the setti | L e s transm ssion. of the
request nessage at %tiﬂ%? gggg@%?ﬁ%%gggg n%g tgﬁlg?gtﬁlﬁg nrefgl?’géé—’i ‘?ﬁ“r’f&n%
response to thenegsklieftlentPes28fmbES8Gd Beonl HsCEr SR 4d 11 ng SRV EE 13(s%gsendi ng

the request nessage six tines, stops the transm ssion of the request
message. |f5th&43eirt FRG. Managarentt sant manadgdme@sssdtGppezs cbhaisid a6i on by
sendi ng the request message six tines or has 20 received a no

correspondi ng EREFY laFt dnchededide the eontent dagonsts tancyrerneggsepsagst eps S44
and $47 in FIG iQ& t he 3etnig$. nmanagenent  section 26 notifies the | Psec
processi ng sectPORCES LD aRG GReSBE 39N BE{ng yatBes mibere then @s IPng

(step $49 in Eh@mﬁgh 121 b8LE 1HhAhe eh@rgeﬂl%?ct ié]-g%tt{:%‘éﬂ Shon ok ghe
request nessage, the setting managenent Section PAFSH Y & TofeF quest
nessage al wayselSag tohenhs amsekDsabind @ s08® 1SktePYsde ANSHEE L 1189 .t he
10 This is the case where the IPsec processing transmits a
request messége using an ID or an SPI registered on the IPsec
setting sefver 1 side after lqsing operation information due
to some reason.
The settingmanagement section 26 can generate a new request
15 message, which is consistent with existing information of the
IPsec setting server 1, by using values other than the ID and
the SPI notified by the content inconsistencf erroxr message.
If the setting management section 26 has received a
distribution message from the IPsec setting seiver 1 (step S44
20 inFIG. 19), the settingmanagement section 26 sets anapplication
policy included in the distribution message in the IPsec
application policy column-of the.SPD 24, and generates an SA
using SA parameters included in the distribution message and
registersitinthe SAD25 (stepS45inFIG. 19). Afterregistering
25 the SA in the SAD 25, the setting management section 26 notifies
the IPsec processing section 23 of complefion of the setting

and ends the processing (step S46 in FIG. 19}.



request message repeatedly, the setting managenent section 26 - 42 - can
continue the processing with another request nessage even in the case
where one request nmessage is lost. If the setting nanagenent section 26 has
received a content inconsistency error nessage fromthe |Psec setting
server 1 (step 5 S47 in FIG 19), the ‘sét?’tl“"ng managenent section 26
confirnms an entry list included in the content inconsistency error nessage,.
selects an ID and an SPI again using values other than an ID and an SPI

i ncl uded in the ent¥BPn FeéEceiving & aAgwe Yt sarbquasssage firegethe Iisecl Psec
setting server 1 gitep S48 i.n FJCG gi) %0 Thiz I s the case where the | Psec
processi ng trafsimte? §eTVehdest TSP BLFng0dn S BPtiRocmrnagegiedter ed on
the I Psec settlpg;:Ser | t I ' [ rmation due to
Some T eason. THE LAt Iy ReRaboRenr S Be8 ARSEBLLAL bRl s uest
15 nessage, whifoh iertiagsiehrit ¥oidviMh§lwintg hRfRpEBLLODaty! dfirdsBSec
setting server 1, by using values other than the ID and the SPI notified
by the cont &nt inptedsd dnetly regnest missayp melskatibeodebt | el rRBaGE Rt
section 26 has received a _distribution nessage fromthe |Psec setting
server 1 (stepSERAZ4 R¥ep£52 1 Fi18) 20) he If @ ¢oimgidinagotenisedtfamd26 set s

an application_pol.i included in the distributio ssage in the | Psec
appl i cation poltlﬂce,y's e%liaﬁﬁ"a@fagfaﬂgngﬁﬁcﬁg?n gﬁd’ ﬁgpﬁ'{{g@ THHuSKE sigriypsa
paranmeters incliddedyd r*(th% 855ty Rl osgyessage and registers it in the
SAD 25 (step $45 in FIG 19). Ailfterregl stering 25 the SAin the SAD 25, the
setting management Bechisncadfe,nehé fiegaest RAakBee meREAGESY BPasSkliiraR 23 of

conpl etion of the setting

10 fromthe IPsec setting server 1l six times. Thereafter, the IPsec
setting server 1 stops the transmission of the request startup
message, and an error message is transmitted to the IPsec
processingapparatus 2, whichhas transmitted the request message
originally, from the IPsec setting .server 1.

15 If a cqinciding entry is found by the retrieval of the SPD
24, the setting management section 26 operatés in the same manner
as at the time when the setting management section 26 received
the setting acquisition request for the entry of the SPD 24 from
the IPsecprocessing section 23. That is, the setting management

20 section 26 generates a request message and transmits it to the
IPsec setting server 1 repeatedly up to six times (steps S54
and 55 in FIG. 20).

However, since this is not transmission according to a
request of the IPsec processing section 23, evenif a distribution

25 message Or an error message is received from the IPsec setting
server 1, the setting management section 26 does not notify the
IPsec processing section 23 of the result {steps 856, SSB, and

S60 in FIG. 20).



and ends the processing (step S46 in FIG 19). - 43 Upon receiving a
request startup nessage fromthe IPsec setting server 1 (step S51 in FIG
20), the setting managenent section 26 retrieves an entry with an opposite
party address .for setting request coi n_ci4qli ng with an opposite party
address 5 included in the request startup nmessage out of entries of the
SPD 24 (step S52 in FIG 20) . If a coinciding entry is not found, the
setting managenent sectjon 26 neglects the request startup nessage (step
S53 in FIG 20). r A ‘ilfdé%‘e,l t%@CP@&UB%%@%%F%fpinemmtwmtted

10 fromthe | Psgc et | | mes, . Thereafter, the | Psec
setting server 2 Sé?%tttssl fhe ﬁléﬁé%&so?i %nllel%ue hd'SSEqT8 st SEERMRS tonddeage,

and an error nesgaget ktatt@usiddpd i &B@tirPgsnﬁ&lagﬁn%ﬁ@ P02 BBHALUS 2
whi ch has transmtted the request nessage orlgina , fromthe I Psec
setting server nbt tiBnémiica ter neuistgesstty uh 811 thitegnatee rafbnhisMan of the
SPD 24, the setting nmanagenent section 26 operates in the sane nanner as
at the timedSwhéroPREVERth Agesinalehentus sessage Z6rrthecidad ichieemeyt i ng
acquisition re LElef-ltg f#ﬁ? tzge,entr .of the SPD 24 from the |Psec processing
section 23. Th & e 28el? i T ilRd9genent 20 section 26 generates a

reguest nessage an Lans m [ o] I setting server 1 repeatedly
up to six tines (s'?%%ﬁ%Sgkﬂ%%g%gES %PnetlyleGEég%n.g ﬂSﬁ%% 'c’:n_tsFﬁE ‘T”_hizé i s not
transm ssion ageerebBgvéda aisfLMBIRSbnAeskhSe E;E)&ﬁﬁh@'iﬁggé§éﬂ.gin§e§ézh%? 23,
even if a distribution 25 nmessage or an error nessage IS recelve romthe

| Psec setting detstmp 356 theFI€st 20 g tharegeing manegémnait 26cenas28@letgot i fy
t he '

10 an application policy included in the distribution message in
the IPsec application policy column of the SPD 24, and generates
an SA using SA parameters included in the distribution message
and registers it in the SAD 25 (step S57 in FIG. 20).

The routing section 27 receives a data communication packet

15 subjected to the I-Psec decryption processing from the IPsec
processing section 23 and, in the case where the packet is a
packet directed to the setting management section 26, transfers
the packet to the setting management section 26. In the case
where the packet isnot apacket directed to the éetting management -

20 section 26, the routing section 27 determines an interface to
which the packet should be transmitted and transfers the packet
to the interface via the IPsec processing section 23 again.

In addition, the routing section 27 receives a data -
communication packet from the setting management section 26,

25 determinesaninterface towhichthepacket shoﬁld be transmitted,

and transfers the packet via the IPsgec processing section 23.
FIG. 21 is a diagram showing an example of contents of the

SPD 13 of FIG. 2. FIG. 22 is a diagram showing contents of an



| Psec processing section 23 of the result (steps S56, 558, and S60 in FIG
20). - 44 In addition, in the case where the setting managenent section
23 starts transm ssion of a request nessage in response to the request
startup nessage, the setting managenent section 23 does not transmt anew
request nessage until the repeated transi’sion 5 stops even if a request
startup nessage for the identical entry of the SPD 24 is received. On the
other hand, if the setting managenment section 26 has received a

di stribution mEPPadeatiBmPeAECY PSBC ofethe iFFDsdBvahown] insTER. SH6 iFIGI G

20), the setti managenent sectjon. 26 sets_10 an_application polic
Cobi utiog in 1 he PRt T SRR Bo e teh 8t 19 D SR0FRS aePURNE AL

colum-of the S$PRe2dro88kk AE8us ANFRA éu%{%%% I %?'éﬁéémig ¢l.uded in

the distribution message and reglsters Tt 1 % FlG

20). The routi RE aacipsELcRATibRCMRY jfadM HRNELRI satden packet 15
subjected to the | Psec decryption processing fromthe | Psec processing
section 23 and, in Ih@ddatéomh&i6. tAveipaclbagrasn ahophnkebntknteCcbedHe0 t he
setting managenent section 26, transfers the packet to the setting
management sec1EAgIERENY Fableel 7 98 FIGertt amhe rpaetet messans inrpoeketd

directed to thefr%%t#li1 ngpmana%e?ment .20 secti t‘c:m %g‘u the routing section 27
determnes an interface to- Rm-ch-the FREREEIS HGul Fife 2P disA ¢9Famd
transfers the RaG%eha cbRtihS LALRES | e 1,P o] ' section 23
again. In addition, ?ﬁe 1r:outi ngttgécs??gznyggF?gééﬁv%}%g Jdgggéﬂcd;ﬁ%snﬁggat I on
packet from t helssmicelitgd BRdagaBbDicSEN fY1139 15 s&% . dgtel. 768 &ladrther f ace

to which the packet shoul dbe transmtted,

10 showing contents of the management table 17 of FIG. 2 in the
éase where a new entry is generated in order to update an SA.
FIG. 28 is a sequence chart showing operations of the IPsec
processing apparatus 2 in accordance with the embodiment of the
present invention.

15 Specific operations of the IPsec setting server 1 of this
embodiment will be described with reference to FIGS. 1 to 28.
Here, taking notice of the IPsec processing apparatus 2a in FIG.
1, acasewillbedescribed inwhich the IPsecprocessing apparatus
2a subjects data communication from the private netwoxrk 201 to

20 the private network 202 to the IPsec processing. First, items
required to be set in the IPsec s'ett:l.ng server 1, the IPsec
processing apparatus 2a, and the IPsec processing apparatus 2b
in advance will be described.

In the IPsec setting server 1, in order to secure safe paths

25 of the IPsec between the IPsec setting server 1 and the IPsec
processing apparatuses 2a and 2b, respectively, an SPD 13 is

set with the same method as in the past. As shown in FIG. 21,

the SPD 13 is set such that the IPsec is applied to communication



and transfers the packet via the |IPsec processing section 23. FIG 21 is a
di agram showi ng an exanple of contents of the SPD 13 of FIG 2. FIG 22 is
a di agram showi ng contents of an - 45 application policy (v) of the SPD 13
shown in FIG 21. FIG 23 is a di agranlsr(gvyi ng contents of an SPD of the
conventional |Psec processing apparatus. FIG 24 is a diagram show ng
contents of an application policy (j) of the SPD of FIG 23. 5 In
addition, FIG 25 is a gi agram showi ng contents of the rmanagenent table 17
of FIG 2 after ré’mrglﬂﬁé: e%ﬁ&@@%%“?’@i‘fe}r v&8e1lf tenthe dPsem propedsiasi ng

apparatus 2a. E | ' ' contents of _.the SPD 24 of FIG
12pafter a set t%p%lr ﬁgggéasggad%lg@?gc@éﬁ %gg\%é%%cgnw% 1 ERPLOF SN BOHY set .

FIG 27 is a di@grafulén ppwisge catdnlisyofwf NeeNpoagRmyt table 17 of FIG
2 in the case where a new entry is generated in order to update an SA.

FIG 28 is a sequenE&Gcharshosisovimtgnaperfathinappliddia oh Peas.cy 9Gessi Ng
apparatus 2 in accordance with the enbodi nent of the present invention. 15
Speci fi c opér atihsngrpiiceaidopppeticet{v) ngpebicies. for odnduypsingnbodi nent wil |
be described with reference tg Fggs. 1 to 28. Here, taking notice of the

| Psec processi i UPPArA R B4th the Bsec) procesaing, ppnangstus el ArBettti-n whi ch

the I'Psec procegsihAgi &RRAr l.egt s ;data conmmuni cation fromthe
private network 201 to 20 ?h’j'éjé%?tlze\?:astsgg#le V\%rIgEZ ta?STf%h%etf PEe 85 B0 si ng.

First, itens reguyr &6t keybexs@inddbyhend RKEC: S aird &Qsé@rdb%%%icé{h?od Psec

processi ng apparatus 2a, and the |1 Psec processing apparatus I n advance

wi |l be descrihddh rhetIRseicPprocastinigngps@raters 2a.in order to secure safe

pat hs 10 Note that, although settings for the IKE essentially exist
independently form the iPsec application policy, for ease of
explanation, the settings are treated as a part of the application
policy in the description‘of this embodiment. Contents of the
application policy (w) are the same as those of the application

15 policy (v).

The safe path of the IPsec is set between the IPsec setfing
server 1 and the IPsec processing apparatus 2a by these settings,
and distribution of setting information and a secret key can
be performed safely.

20 - In the SPD 13, it is necessary to perform setting for all
the IPsec processing apparatuses 2 commmunicating with the IPsec
setting server 1 one by one. For example, in the example shown
in FIG. 21, policies for the IPsec processing apparatuses 24
and 2e are also set in addition to the policies for the IPsec

25 processing apparatuses 2a and 2b.

Subsequently, in the IPsec setting server 1, policies of

the IPsec to be applied betweén the IPsec processing apparatus

2a and the IPsec processing apparatus 2b are set in the



25 of the I Psec between the | Psec setting server 1 and the |Psec

processi ng apparatuses 2a and 2b, respectively, an SPD 13 is set wth the
sanme nethod as in the past. As shown in FIG 21, the SPD 13 is set such
that the IPsec is applied to communication - 4 6 fromthe | Psec setting
server 1 itself to the IPsec processing 4gpbaratuses 2a and 2b in
accordance with an application policy (v) and an application policy (w,
respectively. FIG 22 shows contents of this application policy (v). In 5
t he applicati ofifsFiytioppoldsristiorase sechhen bt i AFG. Scthormianattawlei t h t he
| Psec processi I n _additi.on raneters for the |IKE

. 24. . n,
are al so set i%%ogﬁgghgﬁgigyﬁvﬁgﬁPigé§ %58ﬁ%§ﬁg§3%5“¥hggrKédpﬁe?§ﬁ§ PBsec

50 s o " 10,
conmuni cati on gy ﬁsteee%ﬂo%%ggiﬂg Qﬁﬁéfét{i%fég%f‘é?&%?n%% séégéﬁ%}xeaé%r%ﬁsnst he

al t hough settings for the | KE essentia pen y

| Psec appl i cat ipafirpliuéy, off @he GASErObutdHd PEBIdORtokdlR S6t¢idid%e Alggt r eat ed
as apart of the application policy in the description of this enbodi nent.

Cont ent s of 53t h@olappts daxt benapmliecly towyheroomnheicaininasre hosie iaf at he
application 15 policy (v). The safe path of the IPsec, is set between the
| Psec setting ddaFfthutionnpoiiey ooduen pkhekeedi-ng apparatus 2a by these

settings, and dist 'qE%ion of, setting infornption and a secret key can be
performed safely. Z%Aln ?ﬁePEﬁﬁSCfg:‘P?ePgaﬁﬁgggééWym? ° &P BPATERPPNg for
all the | Psec Jdgaeeam Non HRACALHEAS of OB RLAALHAG YLh Jeval fRG
setting server 1 one by one. For exanple, 7in the exanple shown 1n FlG 21,
policies for tlg dPSrcPbOceeaia1e SEPALAHESHSLides. In addition, since
10 the IPsec setting server 1 distributes a common secret ke}f to
the respective IPsec processing apparatuses 2a to 2f, the IPsec
processing apparatuses 2a to 2f do not use the IKE. Therefore,
itisunnecessary toset parameters for the IKE in the distribution
policy. |
15 All policies for other kinds of communication managed by
thé IPsec setting server 1 are set in the distribution policy
storage section 16. In the example shown in FIG. 3, policies
for communication between the IPsec processing apparafus 24 and
the IPsec processing apparatus -2e are set in addition to those
20 for the communication between the IPsec processing apparatus
2a and the IPsec processing apparatus 2b.
The SPD 24 is set for the respective IPsec processing
apparatuses 2a to 2£. The usual setting of the IPsec is applied
to the SPD 24 in order to encrypt communication with the IPsec
25 setting server 1 using the IPsec. A selector column and an

opposite party address for setting request column are set for

communicationtowhichthe IPsecisactuallydesiredtobeapplied.



and 2e are also set in addition to the policies for the IPsec 25
processi ng apparatuses 2a and 2b. Subsequently, in the IPsec setting server
1, policies of the IPsec to be applied between the |Psec processing
apparatus 2a and the |Psec processing apparatus 2b are set in the - 47

di stribution policy storage section 16.~ -~ 3 shows an exanple of the
distribution policy storage section 16. Addresses of the |IPsec processing
apparatuses 2a and 2b are set in an address pair colum of the

di stribution policyFEotageoweer psanule ofde SPPat pEitbs IPsebprappisiedy t o t he

comruni cati on are_se |3 a distribution policy cqolum thereof. An |IPsec
i

protocol, an eAFRBERIYE8n ABUR N BALFYptY Brfe R fahacmmting the
aut henticati On_c%hﬂﬂﬁiéMogaBQtﬁ‘ 4 Pplfc \i%éﬂttﬁ_gg?/%erogeragf J{Sﬁﬁ]t&gsg?e?/%%%g are

set in the policies. In addition, since Sec’s

distributes a eREFESPGRE &b HRYsboridd8of AHRECEHD V8 sLRE ﬁé&%&%&fﬁg
apparatuses 2a to 2f, the I Psec processing apparatuses 2a to 2 0 not use

the | KE. Thérefserwer li.t BIS.ukstessaoytdntsset thanppbi@ltsohgioltiks (445 i n t he
distribution policy. 15 Al policies for other kinds of comunication
managed by t hdDPPSRtandst pFe) Wer §aire Rsatkosefi the peldtses isetit imrtheol i cy
st or age sectiog 16. Ir%the exaquﬁ showqhin FIG- 3, policies for

communi cat i on BEPREETT THEY BRE Lo tEER 'h F apiResites Pt e pddress. [andec

processing appyf abHeid§ e thEL ke 130994 L YhhQabROse 20 for the

conmmuni cati on between the | Psec processing apparatus 2a and the |Psec
processi ng appar at usn 2htrFhe B2 24 a Sot38hglr Q8-ypRIRE CohiBnl &8N

processi ng

10 directed to the private network 202. The communication directed
to the private network 202 is set in tﬁe selector column as
communicationtobeatarget,andtheIPsecissetintheprocessing
column. Here, the IPsec application policy column is omitted,

and an address of the IPsec processing apparatus 2b is set in

15 the opposite party address for setting request column.

All kinds of communication to wﬁich the IPsec processing

apparatus 2a desires to apply the IPsec are set in the SPD 24.

In the example shown in FIG. 15, a setting is made such that

the IPsec communication is carried out with the IPsec processing

20 apparatus Z2cwlthrespect tocommunicationdirectedto theprivate
network 203 in addition to the communication with the IPsec

‘ processing apparatus 2b.

The same settings as described above are applied to the

IPsec processing apparatus 2b as well. That is, a setting for

25 the IPsec setting server 1 is made in the SPD 24 together with
anapplicationpolicy, andaselectorandanoppositepartyaddress

forsettingrequest are set forotherkinds of IPseccommunication.



apparatuses 2a to 2f . The usual setting of the IPsec is applied to the
SPD 24 in order to encrypt comrunication with the | Psec 25 setting server 1
using the I Psec. A selector colum and an opposite party address for
setting request colum are set for comTégi cation to which the IPsec is
actually desired to be applied. - 48 Fl I5 shows an exanple of the SPD
24 of the I Psec processing apparatus 2a. An entry of ID=1 is a setting for

encrypting the co nication with the | Psec setting server 1. This setting
corresponds to the S8 MF b7 sehéingpreguired pp aduange seFIFn@3sshamsver 1.

FIG 16 shows n of, _t ppl.Lcati.on lic z). The contents are the
same as those 0%9 %ﬁ%ﬁ%oe] F%i‘ge}gcgle? 1“lL'n eesegg]slé%gggt %1?%%1‘13@;1\,8 e &éept an
opposi te party apgti &80 tROEPD &€ 864 Lo nftebnh P ersdiidtedksn h§§ AN
entry of I1D=2 is a setting for encrypting comuni catli on 19 rected to the
private networ En20@. cdiiventdnnahiiBase ppodéseitigeabpdratbe thei setirangaiopor k 202
Is set in the selector columm as communi cation to be a target, and the

| Psec is seb i ¥ReHESpESeEsinGgerver LS whecessahe, aPepplippticateldcypol i cy
colum is omtted tEn address_of the | Psec processing apparatus 2b is

set in 15 theiBﬁb‘égfrtngg AriSFrAEreds ther e SRRy egaes (ftoptdnkinds) ki nds
appl y the | pseo s amilEReiciieb I EES ] s BURTEE Tpithel Srae 15, a
setting is mdensisfinl od. 2bleul BESOLGATBMNEAIYON) Sn8%Hd b filcitihl N the
| Psec processing 20 apparatus 2c with respect t0 comunication directed to
the private ngblek (203are seddifdbr ororimuntibat taMmaitieeséd @d whe hptfiatbPsec
processi ng_appar at us 2b.
10 ' network 202 and communication directed to the private network
203, respectively. FIG. 24 shows éontents of the application
policy (j). The policy of the IKE is also set in the application
policy (j) in addition to IPsec application policies such as
an IPsec protocol and an encapsulation mode.
15 Hére . 1in the case where n IPsec pfoces sing apparatuses carry
out communication of the IPsec each other in all combinations
of the apparatuses,; a setting amount in the case where the IPsec
setting server 1 in accordance with this embodiment is used and
a setting amount neces'saz_'y for the conventional IPsec processing
20 apparatus are compared. When a setting for the policy of the
IPsec and a setting for the policy of the IKE are counted as
*1", respectively, in the conventiocnal IPsec processing
apparatus, since it is necessary to set (n-1) IPsec policies
and IKE policies for one IPsec processing apparatus, a setting
25 amount for one IPsec processingapparatusis2(n-1), anda setting
amount for n IPsec processing apparatuses is 2n{n-1}.

On the other hand, in the IPsec processing apparatuses 2

in accordance with this embodiment, since only one IPsec policy . -



The sane settings as descri bed above are applied to the |[|Psec processing
apparatus 2b as well. That is, a setting for 25 the |IPsec setting server 1
is made in the SPD 24 together with an application policy, and a sel ector
and an opposite party address for setpjg% request are set for other kinds
of IPsec coomunication . - 4 9 These are the settings required in advance.
FIG 23 shows an exanple in which the sane settings as descri bed above are

appliedto the SPB of g(ge (sionvent i onal | Psec processing apgar atus. In the
conventional | PEEERSASERSSIHYIEDPEF SPTSomMTRRication Hith she EPserseiRiag

setting server gl.ts.-unngc : pRlj.cati olicy _including the
setting for the | !(Er?h'ogl 2 aernéet #51% gH: ol?llenglgs coP%%?ﬁﬁi'Tﬁgcﬁ???f??tt"ﬁ whi ch
the I Psec is appl 2pthnd 8 ddiayadiidnt 8OOW ThSedhPocddsi aﬂ?&é&g«a‘son
policy (j) and an application policy (k) are set for co cation
directed to thdspRhvate 10 network 202 and communication directed to the -

private network 203, respectively. FIG 24 shows contents of the
appl i cation®policy Th9 IPsPReSYiIinEysSeFvaIhd ne@ls @ gbtbimptamonnt hef 2n

application polic j). in_additiqgn to | Psec_application policies such.as
an | Psec prot o%gFaéﬁ% Jéﬁ’ gﬁﬁ%‘f)sﬁﬂl&f:?oﬂn‘?‘rﬁﬂ’@ Il‘g PRYCY pRet¥RE &% where n

Pecc b ocees! RanBRRL AR LY e Mo GO Lol Eph e gnch

other in all conbinations e appar at uses, a ‘set

where the | Psee an®hlsoGesas \Wiedtiny atG@IHISRGE M § /o bBEelﬁué‘éTBHQifﬁ% i s

used and a setting anount necessary for the conventional |Psec processing

20 apparatus abelieypksy ¢t Pimerombinations fofr commumi@iaiteyn Gdmdode thePsec and
a setting for the policy of the IKE are counted as "10, respectively, in
t he Conven}POn&‘pSpﬁg@éfep,Iggggsqmessing apparatuses 2. Thus, a setting

amount necessary for the entire setting server 1 is 2n+n{n-1)/2.
Therefore, a setting amount in the case where the IPsec
-setting server 1 in accordance with this embodiment is used is
4n+n(n-1)/2=n(n+7)/2. Forexample, inthe caseofn=10, asetting
15 amount of the present invention is 85 as opposed to a éetting
amount of 180 of the conventional method. Thus, about a half
amount of setting is enough.
Taking notice of a coefficient of n?, it is seen that, as
n increases, the setting amount in this embodiment approaches
20 1/4 of the setting amount of the conventional method, and that
an effect of the present invention increases when there are more
combinations. |
Subsequently, operations after the IPsec processing
apparatus 2ahas received apacket directed to the private network
25 202 will be described. When the IPsec processing apparatus 2a
receives a packet directed to the private network 202 from the
interface sectlon 21, the packet is given to the IPsec processing

. section 23.



apparatus, since it is necessary to set (n-1) IPsec policies and |IKE
policies for one | Psec processing apparatus, a setting 25 anmount for one
| Psec processing apparatus is 2 (n-1), and a setting anount for n |IPsec
processi ng apparatuses is 2n(n-1). On the _other hand, in the |IPsec
processi ng apparatuses 2 in accordance Wit h this enbodl ment, since only
one I Psec policy - 50 and one IKE policy are set for conmunication with
the I Psec setting server 1, a setting anount for one |Psec processing
apparatus is 2, an'EIheaIgé??lFﬁij’C&ﬁﬁW seetien |2lﬁs@@mqﬁm§etls¢ sglapper atfuses

Is 2n. 5 The IP erver. amount of 2n because
one | Psec poli c?/l%gﬁ@ one‘? 58??%‘{/6 P%‘g'segttcf éi’:g;r?ﬁﬁﬁ?%%ﬂq’@ﬁ’ SR -t he
respective |P5%eﬁr&§@%éh£'&n?909ﬁ6?ﬁ‘ﬁe?13 gid e IELLLOP Zmount
of n(n-1)/2 because one | Psec Icy 1's set for co |na i ONS

conmmuni cat i on amrgﬁvheehétwespemzla& thiaRGeRl Qﬂﬁsﬁddi&ta&%{rﬁh%‘%ﬁtﬁ Thus,
a setting anount necessary for the entire setting server 1 is 2n+n(n-1)

/2. Theref ®rethg ertuyt of dPsint They FHseccpsecassdng sdetilolseB setdniptg server
1 in accordance with this enbodinent is used is 4n+n(n--1)/2=n(n+7)/2. For
exanple, in thé‘PBélé"éaHf‘mn"fl@he§P§8Ft31“nﬁccof51a§ﬁﬁﬂ’ﬁtthcﬁ ProrRegsiagersiumyent i on

Thus. about a A5 Foe SRS BP ”%P%@ﬁ%%%ﬁoﬁ%#c“%aﬁ o oLty 2o
coefficient of na2, sdt dng %%%g%giize 2bBFLLAFES séég%ngekwe%taqgum in
t hi s enbodi nent approaches 1/4 o t e setting ano f
conventional msehkathstaad dthat, ahe aPbeetprobebfendE86€1¥n ho\RRPEAAS ither eases
when there are nore
1o IPsecapplicationprocessing and requests the settingmanagement
section 26 to acquire a setting.

Upon receiving the request for acquiring a setting from
the IPsec processing section 23, the setting management section
26 generates a request message for the SPD entry. FIG. 6 shows

15 anexampleof therequestmessége. The settingmanagement section
26 sets arbitrary numerical values in an ID and an SPI, sets
anaddress of the IPsec processingapparatus 2a itself inarequest
source address, and sets an address of the IPsec processing
apparatus 2bwhichisanoppositepartyaddress for settingrequest

20 of the SPD entry in an opposite party address.

The setting management section 26 transmits the generated
requestmessage tothe IPsecsettingserverl. After transmitting
the request message to the IPsec setting server 1, the setting
management section 26 repeats transmission of the request message

25 - at an interval of five seconds and, upon i:eceiving a4 response
corresponding to the requestmessage fromthe IPsec-setting server

1 or sending the request message six times, stops the transmission

of the request message. By transmitting the request message



conbi nati ons. Subsequently, operations after the |Psec processing
apparatus 2a has received a packet directed to the private network 25 202

wi |l be described. Wien the | Psec processing apparatus 2a receives a packet
directed to the private network 202 fromthe interface section 21, the
packet is given to the |Psec processing %8ection 23. - 51 - The |Psec

processi ng section 23 conpares the selector of the SPD 2 4 and the
recei ved packet to find a corresponding entry. Wen the contents shown in
FIG 15 and t h&epegiedlydi ks setting manegsmeniasaectiondh kaR@@niisue dhpar ed,

t he packet coincides with 5 thﬁ entry of 1D=2. The | Psec processing section
23 attenpts, BPpPFPEHODKIE Ather SEMERSAIRAHNE Wt cpPe cdesrng

colum of theoﬁQtfé/qﬁ.le'ﬂV‘ﬁXE%agesii'écioépe | Psec application policy is not
art r [

set and an opposite y addriess for Setting request is set instead of

it, the |Psec procegsdnens a¥guebt IdseagRei S rhhenikQehPeesm 2RR! dalihgn
processi ng and requests the setting managenent section 26 to acquiie a
setting. UpBn mevagemerd sdwetioadeett theriPaequietitngy aesedt LnGhkrfuekhe | Psec
processing section 23, the setting managenent section 26 generates a
request nessag®efdrde he supireiad to the EPsec byidhe IPscapresesping sHctiihe

request messag%3 The s%t é%\gna&qggegent section 26 sets arbit raré‘ numer i cal
values in an | aly SHTOBPRTCS R fHFPEsE U PRSI ShEVD cls Hilfg
oae AL 2o quashle Oud EAieahy e o d9EES el SELPY S0fES: O,
setting requesh m@ébdde tHHSERaRMIttedNt8tHRPPESEd RePAAY sRFFELSHS can
10 Dbe transmitted safely without being ta.pped by a third party on
the Internet 100. Note that, sinceallmessages tobe transmitted
from the respective IPsec processing apparatuses 2 to the IPsec
settingserver l are subjected to the IPsecand, then, transmitted
in the same procedure, a description will be omitted for a
15 procedure for applying the IPsec to a message transmitted to
the IPsec setting server 1 in the following description.
The requést message transmitted to the IPsec éetting server
1 arrives at the interface section 11 of the IPsec setting server
l. The request message received in the interface section 11
20 is transmitted te the IPsec processing section 12. The IPsec
prdcessing section 12 decrypts the request message, which was
encrypted by the IPsec, to the original state, and transmits
the packet after decryption to the request processing section
15.
25 Note that, since all messages to be transmitted from the
respective IPsec processing apparatus 2 to the IPsec setting
server 1 reach the request processing section 15 in the same

procedure, a description of a procedure from receiving a message



The setting managenent section 26 transmts the generated request nessage
to the I Psec setting server 1. After transmtting the request nessage to
the I Psec setting server 1, the setting nanagenent section 26 repeats
transm ssion of the request nessage 25 at_an interval of five seconds and,
upon receiving a response correspondi ng 20"t he request nmessage fromthe
| Psec setting server 1 or sending the request nessage six tines, stops the
transmi ssion of the request nmessage. By transmitting the request nessage
52 repeat edPythe gBterfage geahinyéhamtidede}ioer2ag cidnte dinel nemasive

i i th_ot her. t in th wh one t
hessage 19 | 05T OMRETATRETaqRAC i TE o SRE e 1 LR AT, (B E CERPFHREISB | ng

S managenent s %&Pnh?&rl?sie%%éﬁﬁg??&? o#&] blr-B8e e’ 8br (jﬁp %ﬂfné %ﬂgeﬁ;seches sage

I's subjected to the | y t Psec processing se I'n accor dance

with the first tend mgsohgSRbadshitua Eronttie 1ph8cad tihfYarvhransyidyed to
the I Psec setting server 1. Thus, a nessage to be transmtted to the |Psec

setting ser¥%er IPsearpidreseing sapprrated 3afidlly bwi tthbittedoei ng t apped by a
third party on the _Internet 100. Note that, since all nessages to be
transmitted from YPRR FESPHECINY Ehe Paspiest Jeanssiongl HimpaPit s £8G2 120 .t he

| Psec setti ng 381 ver 1tare subj.ect edv\ho tgg | Psec and, then, transmtted
in the same procedtiraesy HERTTTPO%RCHII™ 52 BRI TeNES o SRt Bidt&ure for

lying the | Bagge 4 ' o Y :
appl ying the | Baacedd ada s $895iARTHY Wikl {l‘gase;m? tlhesf(-ggl.fe%tt dﬂnc?%sa?g%;vlelgsec .

in the follow ng description. The requUest nessage trans te
setting server fromr the/ emnagehditt ivabeel 826 B6Wdved) sined ddtdihfFses seetting

server 1. The request nessage received in the interface section 11
. _ 19 in the management table 17 first, a coinciding entry is not found
(steps S2, S7, and S9 :I.-n FIG. 12).

For new registration, the request processing section 15
retrieves a corresponding entry out of the distribution policy
storage section 16 with a request source address and an opposite

15 | party éddress included in the request message as keys (step S21
in FIG. 13). Since the request source address and the dpposite
party address included in the request message are the IPsec
processing apparatus 2a and the IPsec processing apparatus 2b,
respectively, a front entry of the distribution policy storage

20 -section 16 shown in FIG. 3 coincide with the request message.

Since acoincidingentry is foundin the distributionpolicy
storage section 16, the request processing section 15 selects
a new entry of the management table 17 and sets an address of.
the IPsec processing apparatus 2a, an address of the IPsec

25 processing apparatus 2b, “"1001" of the request ID, and "5100"
of the SPI included in the request message in a request source’
address column, an opposite party address column, a request ID

column, and an SPI column, respectively. The request processing



20 is transmtted to the | Psec processing section 12. The | Psec processing
section 12 decrypts the request nessage, which was encrypted by the |Psec,
to the original state, and transmts the packet after decryption to the
request processing section 15. 25 Note that, since all nessages to be
transmtted fromthe respective | Psec ﬁ?&%eésing apparatus 2 to the | Psec
setting server 1 reach the request processing section 15 in the sane
procedure, a description of a procedure fromreceiving a nessage - 53 in

the interface SECET R P SGHE 38 REIFGEF i9fg the IRPacherPeeiring apperaasi ng
section 15 w |y he, o éﬁ@eé@o% tﬂﬁefl‘ﬂ'lslag\ﬁk:nge?%:hcré ;%é&-%guﬁ&?s%lag{,l o 2

description of a procedure tor applying mtted

from the | Psec aghubbpGkgfbeiaderdsy LR a&th8§%(§gsggssé§&f% %Iag@é%;b% 2t wi |l

be omtted. Upon receiving the request nessage he
request procesdihegidentical tbtref rdeespestdrelgntry with an address and an ID
coinciding with those in the request nessage fromthe managenent table 17.
However, si Rce not MeEeIversethe equest neropassdoaesecitiapl 8515ets rast, a

coinciding entry is not. found, (steps S2, S7, and S9 in FIG 12). For new
regi stration, tFéﬁ‘b%’s"r“ BPgE%éséaﬁgngc’t‘? Gh CPEresRANGiggeentre Gt &8Bondi ng

oriry U, Of LW sheL ik OGP Bt LOLECS, SeCk) aneafelf befodstes

source address and an oppo par Simnclu est

nessage as keysollahfbiStle ndhabhbfent] $hbl1&i17C estdis shoME FraS o) Ce AQr ess
and the opposite party address included in the request nessage are the

| Psec pr ocessiabgshepartat vsar2geannt tHable PEE dnpwioids $he Gahaivieadasaiti bdld,
10 settings are finished.

The request processing section 15 transmits a request
startup message to the IPsec processing apparatus 2b which is
the opposite party address (step $23 in FIG. 13). The request
processing section 15 sets the address of the IPsec processing

15 . apparatus 2a, which is the transmission source.address of the-
request message, in the request startup message as an opposite
party address. FIG. 8 shows an example of the request startup
message.

The request processing section 15 transmits the request

20 startup message at an intexrval of five seconds up fo six times
until a request message is received from the IPsec processing
apparatus 2b. By transmitting the request startup message
repeatedly, the request processing section 15 can continue the
processing with other request startup meésages even in the case

25 where one request startup message is lost.

The request startup message transmitted to the IPsec
processing apparatus 2b arrives at the interface section 22 of

the IPsec processing apparatus 2b. In the IPsec processing



respectively, a front
16 shown in FIG 3 coi
entry is found in the
processi ng section 15
sets an address of th
| Psec 25 processing ap

entry of the distribution policy storage 20 section
ncide with the request nessage. Since a coinciding
distribution policy storage section 16, the request
selects a new entry of the managenent table 17 and
e | Psec processin"g5 pparatus 2a, an address of the

paratus 2b, "1001" of the request ID, 'and "5100" of

the SPI included in the request nessage in a request source address
col um, an opp@BPREAYLT AP - allf seIvesuFtAr P Baseage meceéwdihy, thad an SPI

col um, respect.i T Pr Qcessi. 4 segti 15 sets an address
of the IPsec p%gségjéés{?cnegg%ﬁ:%g%% lSZbr%Iﬁ%“l%%egdB? etg'ée gg SthPHEEEINY
processi ng appaeatisn 2.1 n anot her request source address and anot her

opposite party address

of the identical entry, respectively. 5 Mreover,

the request processTigiBectipmitetbisgtscitiontizdddriypts e pelniést {@rtspt 1 n a

correspondi ng entry of

the distribution policy storage section 16 In a

setting par AnefMefseds emervptedacrandiuntnt theafPeed To( ah eprig2fal stAlt&. 13).
FIG 25 shows the nanggenent table 17 in which the above-descri bed

settings are fPRASHEPS
request startug nggsa

opposite party addreéess

he & Bttt apFek desTyRiivact? dherputingssratdon

10

atd BetIor 05 R PO Pk ey

section 15 set mekbggdddr 886 1@bebNOrdRS8EnH RPASELAT 251 ARPA 3hi 1@ Whi ch

I's the transm ssion source address of the fréquest nessage, I n the request

startup messagéhasremuesppoisitiap pesdageatis tbessefiify Basdyt®ndnsstasnl e of
t he reques&ostartup

15

20

25

26. Note that, since all messages transmitted form the IPsec
setting server 1 to the respective IPsec processing apﬁaratuses
.2 reach the setting management section 26 in the same procedure,
a description of a procedure from receiving a message in the
interface section 22 until delivering the message to the setting
management section 26 will be omitted in the following
description.

Upon receiving the request startup message from the IPsec
setting server 1, the setting management section 26 retrieves

an entry with an opposite party address for setting request

coinciding with the address of the IPsec processing apparatus

2a out of the entries of the SPD 24. Since an entry for the
IPsec processing apparatus 2a is set in the SPD 24 of the IPsec
processing apparatus 2b in advance, the IPsec processing
apparatus 2a coincides with the entry.

The setting management section 26 generates a request
message inorder to acquire policies of the entry. Inthe request
message, the setting management section 26 sets the addresses

of the IPsec processing apparatus 2b and the IPsec processing



nmessage. The request processing section 15 transmts the request 20
startup nessage at an interval of five seconds up to six tines until a
request message is received fromthe |IPsec processing apparatus 2b. By
transmtting the request startup nessage repeatedly, the request
processing section 15 can continue the =~ Pfocessing w th other request
startup nessages even in the case 25 where one request startup nessage is
| ost. The request startup nessage transmtted to the | Psec processing
appar at us 2b aPPPREStRR 28hd Rrifeqiest esyusei afdrz2soind aheodpesdte raatgssi ng

apparatus 2b. |Ia t he | Psec r_ocissi ng - 55 apparatus 2b, the request
startup nessag& PE%%?VE&S%?/&HY@ Y nt2frSftdind manggenent seetinisiftSeds to the

| Psec processi QR n ¢ i section 23 decrypts the
r equest startu%qre rgrgggggéggjﬁc%%?%gﬁgcscgédc?ic'ﬁ'gétcg’qzthﬁese}t%%%mﬂa%% i gi nal

state and tragsBtién 2ePekettad tAbidesr iRl @A 40 FQnKOLh idi section 27.
The routing section 27 judges that a destination of the nessage is the

| Psec proce8sing apPse actbibmatagErfendnbayiivases tiensndiqeedie gédddteanmessage
to the setting nanagenent section 10 26. Note that, since all nessages
transmtted foffftfpetNEEwge todheIRgegeetingisaryerie AddpetransnitRtdiag

processi ng app%hat uses .2 reach thg sIg;tti ng managenent section 26 in the
same procedur e, PeE HEEEF TRIBHC T SPGB rTCsq S HNgnSoES Vi AgeaSekddedge i n

mnagemen | ScorPRS IR I be S A8 T 02080 LGl R® 10
at an interval of five seconds and, upon receiving a response
10 correspondingtotherequestmessage fromthe IPsecsettingserver
‘1 or transmitting the request message six times, stops the
transmission of the request message.

The reguest meséage transmitted from the IPsec processing
apparatus 2b arrives at the interface section 11 of the IPsec

15 setting server 1 and is transferred to the request processing
section 15. Upon receiving the request message from the IPsec
processing apparatus 2b, the request processing section 15 stops
the transmission of the request startup message, and starts
reception processing of the request message (step S1 in FIG.

20 12).

The request processing section 15 retrieves an entry .with
an address and an ID coinciding with those included in the request
message from the management table 17 shown in FIG. 25. However,
there is no entry with a coinciding ID (step 82 in FIG. 12).

25 1In addition, there is no entry with coinciding address and SPI
either (step S7 in FIG. 12).

Subsequently, the request processing section 15 retrieves

anentrywith a coinciding address and a blank ID in the management



Upon receiving the request startup nessage fromthe |IPsec setting server
1, the setting nmanagenent section 26 retrieves an entry with an opposite
party address for setting request 20 coinciding with the address of the

| Psec processing apparatus 2a out of the entries of the SPD 24. Since an
entry for the |Psec processing apparatus? 2a is set in the SPD 24 of the

| Psec .processing apparatus 2b in advance, the | Psec processing apparatus
2a coincides with the entry. 25 The setting nanagenent section 26 generates
a request nessfgde 1A Esthgy Svoiackfid.r a2pol Stnes offitrsé emtryy shbwntire
request nessage, the setting nmanagenent section 26 sets the addresses of
the | Psec procdE%si dycaprranends Ihthmentrie timsseqynddRiesies§ing 56Ctagipar at us
2a in a. request source addresiag%g a art

it dd .
respectively. Yh8Se3{@HGS 1Y H‘Pnggeggg‘iﬁe%ggﬁ%’e g? 5&32%5395651'2001 and

an SPI " 6100", ryhi,gy i N5, Seht &0 -4RHRIYIPEL THEBLLAN A 88! S B1um

arbitrarily, in an he setting managenent section 26

transmts the genar akedpidBgueskpseesage.to the | Psec setting server 1.
After transmtting the request nessage to the |IPsec setting server 1, the

setting managenentMoseotrenn tBé rezmest spracwssing Segitioh liShgemexrpltest amessage
at an interval of five seconds and, upon receiving a response 10
correspondi ng $& pefemetRIEST HESEWRE Aivrstion frakthe SBSERPTASEFELNT 1 or
transmtting -the reques tinmes ftops t nsm.ssi of the

nes e_SiXx he, tr
request nmessag@P uPeéﬁe*s‘E_ sEgﬁ%c tﬁraﬁsﬁf B FOPAERTIR SN BES Ty essing
apparatus 2b- apli st cdleden bPb&L A8 RALLAN stlp Y10 fiPFEESES) . Thosg! 1 NG

server 1 and ransrerre e request procesSsing
10 spegifically, the request processing section 15 sets contents
identical with the distributionpolicy (a) for an IPsec protocol,
an encapsulation mode, an encryption algorithm, an

authentication algorithm, and a term of validity, and acquires

random numbers from the random number generator 18 for an
. 15 encryptionXkey, anauthenticationkey, and an IV and sets values.
In addition, the request processing section 15 sets an SPI,
which is used by the IPsec processing apparatus 2 to be a reception
side, in a reception side SPI column. FIG. 4 shows contents
of the management table 17 after setting. For the first entry,
20 T"2001” is set in the column of the request ID, “6100" is set
in the column of the SPI, and an SAparameter (a) andan SAparameter
(b) are set in S8A parameters for the respective directions. FIG.
5 shows contents of the SA parameter {(a}. The SA parameter (b)
in the opposite direction has the same .contents except that
25 different random number values are used as the encryption key,

the authenticationkey, and the IVand that avalue of the reception

side SPI is "5100" for the IPsec processing apparatus 2a.



section 15. Upon receiving the request nessage fromthe | Psec processing
apparatus 2b, the request processing section 15 stops the transm ssion of
the request startup nessage, and starts reception processing of the
request nessage (step S1 in FIG 20 12).__The request processing section 15
retrieves an entry with an address and af I'D coi nci di ng with those

I ncluded in the request nessage fromthe nanagenent table 17 shown in FIG
25. However, there_is no entry with a coinciding ID (step S2 in FIG 12).
25 In addition, theF ei%e‘?r‘(‘?sén¥¥‘§f’%stlﬁgc%?ﬁ‘?éi°d‘i ﬁg WIRF €o8tanks M thej t her

(step S7 in FI request processi section 15
retrieves an grﬁt%éh%ptgﬁgggg%ﬁﬁé#‘%ﬂ]égaggr@?&g&wg?ggsﬁiﬁB‘%I'ﬁ? PRneYREe
nmanagenent - 5% aisiti®utioh He8Rad® ahf tilaFemidd 165 FpELE gﬁ:ogg%éﬁm' hown
in FIG 25 corresponds to the entry, the request processing sectio 15
uses val ues i ncppdedtus 2t hadtbguestcpessage iPagriratul @8y eslspebtbiva301l" and
an SPI "6100" in an ID colum and an SPI colum 5 which are bl ank,

respectivel y. M§tepv8ll ¥h&IFeqlist processing section 15 generates an SA

paraneter for a forggrg,di rection fromthe | Psec processi n; apparatus 2a
to the | Psec procesStiGTappattt tRe BeuGHt DEPCSASing pagkiany 15 vsesivabigsosi t e

direct i t in E 0 i fical est

bt 0cesst ng. secrratogk Enthe el B trbin SRR E Mk 17 ot ABEReF pol i cy

(a) for an |P$%u@&@tdm|ess,%6g[§@§!§t‘é| ﬁ&ﬂﬂaaaﬁi@ss,aan&fbgfwtﬂqoﬂeaée‘lo”thm
n n

an authentication algorithm and a termof validity, and acquires random
nunbers from t e therdstribwbiemn mgpesagatobe tBahanitdiead. Therefore, values

10 of the request source address, the opposite party address, and
the ID are the address of thé IPsec proéessing apparatus 2a,
‘the address of the IPsec processing apparatus'Zbr, and the request
ID "1001", respectively, in the distribution message directed
to the IPsec processing apparatus 2a, and are the address of

15 the IPéec processing apparatus 2b, the address of the IPsec.
processingapparatus 2a, and the request ID "2001", respectively,
in the distributioﬁ message directed to the IPsec processing
apparatué 2b. - FIG. 7 shdws contents of the distribution message
directed to the IPsec processing apparatus 2a.

20 After sending the distribution message, the request
processing section 15 uses the timer 19 to measure a time which
is the same as a term of validity of the SA pa.fameters and, at
the point when the timer 19 expires, deletes the entry of the
management table 17.

25 The distributionmessage transmitted fromthe IPsec setting
gerver 1 to the IPsec processing apparatus 2a arrives at the
interface section 22 of the IPsec processing apparatus 2a and

is transferred to the setting management section 26.



15 encryption key, an authentication key, and an IV and sets values. 1In
addition, the request processing section 15 sets an SPI, which is used by
the | Psec processing:apparatus 2 to be a reception side, in a reception
side SPI colum. FIG 4 shows contents _ %tg’ t he managenent table 17 after
setting. For the first entry, 20 "2001" 'S set in the columm of the request
I D, "6100" is set in the colum of the SPI, and an SA paraneter (a) and an
SA paraneter (b) e set in SA para te]irﬁ)for t he respective directions.

FIG 5 shows cont etR¥ SPOEHEEh Phg SIRTEPUELfn mersagr pavhideedPE®ey i n

the opposite dggemwemi,h%ha@aﬁg&gghgﬂggerﬁ&ggéycﬁ%@zezéfdc'hfSL e

random nunber values are used as t cryptron ~the aut |
key, and the |¥rosesdiiaf appaaltne 24 Jtbps QEERELMIIsEHER FPhnbSrequb@@” foOr
the | Psec processing apparatus 2a. - 5 The request processing section 15

uses contents obsshge adt sehy Ppacppiieaticol pohicd invdudedapersdet table 17
to generate_ a distribution nmessage and transmts it to the |Psec
processi ng 3apfafFirtitionpresage Ypshe IFseeappligatbpapel ey 2blumn of

respectively 11_1n ELG, 12). At this i nt, the request
processi ng sec?P%%§255e5k€alzﬁe?ow nﬁ?‘?%‘?"&& ‘?%%gﬁes@n?? Pt $E tRfagenent
table 17 for apgp¢ _ source address, an opposite party address, and an
IDto be set in the distribution nmessage to be transmtted. Therefore,

val ues 10 of the r egpiRBives9UEE s2Adl 8§ mariemerP aridteoRasd YasaddEgss, and
the ID are the address of the I Psec processing apparatus 2a, the address

of the | Psec pretamsiony bppadativa Py disidribneionqessage Bo'dbd@tate SAs

respectively, in the distribution nessage directed to the |IPsec processing
appar at us éé TRy cqmundeating dasbekh directions, respectively, and sets

the SAs in the SAD 25. FIG. 17 shows contents of the SAD 25
inwhich an SA in a direction from the IPsec processing apparatus
2a to the IPsec processing apparatus 2b is set.
A first entry of the SAD 25 is a corresponding entry. The
15 SA parameter {a) notified by the distribution message is set
in the SAD 25 with the addition of a sequence number. The setting
management section 26 also sets the SAD 25 for reception in the
same manner in accordance with contents of the SA parameter (b)
notified by the distribution message. At this point, the IPsec
20" processing section 23 of the IPsec processing apparatus 2a can
' carryoutprocessingof t.he IPsecwithrespect tothe communication
directed to the IPsec processing apparatus 2b.
Upon finishing the setting of the SPD 24 and the SAD 25,
the setting management section 26 notifies the IPsec processing
25 section 23 of completion of the processing. Upon receiving the
notification of completion of the setting from the setting
management section 26, the IPsec processing section 23 resumes

the processing of the data communication packét which has been



15 the I Psec processing apparatus 2b, the address of the |IPsec, processing
apparatus 2a, and the request ID " 2001", respectively, 1in the

di stribution nmessage directed to the | Psec processing apparatus 2b. FIG 7
shows contents of the distribution nmessage directed to the |IPsec
processing apparatus 2a. 20 After sendi hdP® e distribution nessage, the
request processing section 15 uses the tiner 19 to neasure a tinme which

is the sane as a termof validity of the SA paraneters and, at the point
when the tiner S5PERELE eshit i Poinhe wmceyanfantidcahbomgedsny ofilde 17.

25 The, di stribeuntti on SS éra smtted frogmthe | Psec settin server 1
to the |Psec procgs?%ag%[gg A8 DEOHGIRPRLIng ephy of fhe SRR e%ktt.on 22

B R S A e

g
managenent section 26. 59 Upon recelVving e stri m t he
| Psec setting s&ervethd,pddte setting managenent section 26 of the |Psec
processi ng apparatus 2a stops the transm ssion of the request nessage and
sets an appPi cati onTphelpagkei nsthitedeint¢ hhebIH st risbttamsmitRegags tine t he
| Psec applicatign policy colum of the SPD 24. FIG 26 shows contents of
the SPD 24 aft SFSEEtRTFSSHBY | BPEFatus oy efincehentwlies age rmisagsakn

ti 26 ' ded_j he distributi t
Gencrate Sas 051 BFD 2 Mih ER T n 2 FbSER TRPECRTeses he SPREFAFRt ¢b and
sets the SAs insildaetSAR g8inthfen :l:ﬁe%l@e@ilgﬂ'ﬁ'.[o%%éss%%?h nerst (Z?Et Lo, Whi ch

an SAin a direction fromthe | Psec processing appar is TSEEUHFE™ Psec
processi ng appahat IBsethsébtisref server 1, decryption processing of the IPsec

10 can be carried out in the conventional procedure at the point
when the packet subjected to the IPsec is received from the IPsec
brocessing apparatus 2a.

The packet subjected to the decryption processing by the
IPsec processing section 23 of the IPsec processing apparatus

15 2Zbis tranémitted to the private network 202 from the interface
section 21. Inthisway. the packet transmitted from the private
network 201 arrives at the private network 202.

A case will be described in which a packet from the private
network 201 to the private network 202 is further generated

20 continuously. The IPsec processing section 23 of. the IPsec
processing apparafus 2a retrieves the SPD 24 shown in FIG. 26
toconfirmthatpoliciesalreadyexistina secondentry, retrieves
through the SAD 25 shown in FIG. 17 to confirm that the SA exists
in a first entry, and uses the SA to carry out processing of

25 the IPsec. That 1s, after acqui.fing setting parameters form
the IPsec setting server 1, the IPsec processiﬁg section 23

operates in the same manner as the conventional IPsec.



Afirst entry of the SAD 25 is a corresponding entry. The 15 SA paraneter
(a) notified by the distribution nmessage is set in the SAD 25 with the.
addi tion of a sequence nunber. The setting managenent section 26 al so sets
the SAD 25 for reception in the sanme manner in accordance with contents of
the SA paraneter (b) notified by the di &drrbuti on message. At this point,
the I Psec 20' processing section 23 of the | Psec processing apparatus 2a
can carry out processing of the IPsec with respect to the comunication

directed to the | Ps¥&tyr geesatinPsaphatae Usimehof Gmstatingi ahi$iy wiAd betti ng
of the SPD 24 %ggc£9§¥§Aq%251P the setting managenent section_26 notifies
the | Psec processing 25 SEcti SﬁGZ%r%‘feSE&ﬂBI B0 0f> tHe PPoLBEEF ng. Upon
recei ving the pobbLesaq Atk cGoRERLOS-Ond 88 SELIY BO-IIAING BEL! i N0
managenment secfion 26, the | Psec processing section Fesumes R e

processing of blfeafasm feemannéaly off WRLKEtaMi 64 A dREPNexpi§Rs , SUSPended.
At this point, since an application policy of an entry of the SPD 24 and a
correspondi Bg ent r yITnfpddeingsmn 85, she JPsecplrecéBsioy pradeasd Nee@estison 23
can carry out the |IPsec processing as in the past. 5 The packet subjected
to the | Psec i $hesgiding magagemeteseqtioncihEeceguirra Ae4Lag usARFhisi nce

tri | t o he SPD 24 d t he .SAD. .25 the | P [ [
Spparatue b ouREL i 2PREr T oRER PR PR PR EHES s SPL ARG er ved
from the | Pseqafgbdndit S86¥EN b6 &@W@ﬁwo@raﬁ?%% %r%gsg%d{qgﬁg 10 can

be carried out in the conventional procedure at ol nt e~ packet
subjected to the tisesa.is received fromthe | Psec processing apparatus 2a.

10 Upon receiving tl_'le request for acquiring a setting from
the IPsec processing section 23, the setting management section
26 generates a request message for the SPD entry. In the request
message, contents identical with the request message transmitted
first are set except aanD and an SPI. New values are set for
15 -theIDandtheSPI. Here, itisassumedthat the settingmanagement
section 26 has selected "1002" and "“5110" as values of the ID
and the SPI, respectively. |
The setting management section 26 transmits the generated
request message to the IPsec setting server 1. After sending
20 the réquest message to the IPsec setting server 1, the setting
management sectlon 26 repeats the transmission of the request
message at an interval of five seconds and, upon receiving a
response corresponding to the request message from the IPsec
setting server 1 or sending the fe.quest message six times, stops
25 the transmission of the reguest message.
The request message transmitted to the IPsec setting server
1l arrives at the interface section 11 of the IPsec setting server

1 and is delivered to the request processing section 15. Upcn



The packet subjected to the decryption processing by the 1Psec processing
section 23 of the |Psec processing apparatus 15 2b is transmtted to the
private network 202 fromthe interface section 21. In this way, the packet
transmtted fromthe private network 201 arrives at the private network
'202. A case will be described in which-a®acket fromthe private network
201 to the private network 202 is further generated 20 continuously. The

| Psec processing section 23 of. the | Psec processing apparatus 2a retrieves
the SPD 24 shomcﬁh"ﬂq}h@@e%‘éﬁ%@ﬁﬁwmt(ﬁ’a@p PdlIncFES. AR) eally wquestin a
second entry, retrieves ouggﬁt he. SAD 25 shown in FIG 17 to confirm

that the SA expgf’gessl’ﬁ‘gas”f}? o t??ltrjéﬂ’(?sug’ése”(tl’f@ Whth @nc afdvessyand
processing of 2n {H&.d;! %?LﬁanQﬁtth' %Roﬁﬁﬁf’etﬁ%qf‘é 44 Isnggtl negd_%ara {ers

form the |IPsec setting server C processing 23 %perat es

in the sane W&ﬁaﬁﬁg@ﬁeﬂthﬁaﬁw\i@m iHRRket PsBGice- bdth oweéﬁ Iﬂ)Qﬁaa&d apg at the
time of updating an SAwll be descri bed. The | Psec processi ng section 23

of the |Psek prueassi vglugsnanatoedn2adivaniehors ilshEodhD(2bepsd2caid kgs out
update of an SA for an entry of which termof validity expires. 5 In
updating an SAINHE-| Bikc F? 6683%1ioRy, sEcthisnpohy.cpeentsy witd sdilienkg

t 2 tt Al h t, the IP
oy ocges ng sectPoreirbs BRRfe (fteh 88 4 Mo ndabgenent secti on 26 of an
entry of The SPD 24;aakngspondlcndr s Lie Sy dhe RELILEELYLRR NG, eOues!

for acquiring a setti ng[l?rom %e | Psec processing secC Setti ng
managenent secthentinbwien el Q&q@eé@%&hg@ﬂ%‘haﬁécéﬂeé kerSHR gatky. In

t he request

10 time. That is, the request processing section 15 retrieves the
distribution policy storage section 16 (ste§ 521 in FIG. 13)
and registers an entry in the management table 17 anew (step
522 in FIG. 13). FIG. 4 shows contents of the management table
17 at this point. It is seen that an entry, in which an ID column

15 and an SPI column are "1002" and “5100", respectively, is added
in the second place.

The request processing section 15 transxﬁits a request
startup message to the IPsec processing apparatus 2b to be an
opposite party (step 523 in FIG. 13)., Uponreceiving the request

20 startup message, the IPsec processing apparatus 2b also sets
a new ID and a new SPI and transmits a request message. Here,
it is assumed that the IPsec processing apparatus 2b has selected
"2002" and "6110" as the new ID and the new SPI, respectively.

Uponreceiving the request message fromthe IPsec processing

25 apparatus 2b (step S1 in FIG. 12), the request processing section
15 of the IPsec setting server 1 finds an entry with a coinciding

address and a blank ID (step S9 in FIG. 12) and sets the ID and

the SPI notified by the request message and the generated SA



nmessage, contents identical with the request nessage transmtted first are
set except an ID and an SPI. New values are set for 15 - the ID and the SP
. Here, it is assuned that the setting nanagenent section 26 has sel ected
"1002" and "5110" as values of the ID and the SPI, respectively. The
setting managenment section 26 transmits ®Re-generated request nessage to
the I Psec setting server 1. After sending 20 the request nessage to the

| Psec setting server 1, the setting nmanagement section 26 repeats the
transm ssi on oParABeFHudBt thepmagggement dgblatlt sttepfSIq va BB@oridd .and,

upon receivin response corresponding to the request nessage fromthe

Illgsec setti ngFggl’\?gr W@rc%ﬁ?d\%ﬁgoéjﬁféeg‘@ﬂﬁ%‘*‘é‘ienﬁe%%ﬁ@elgﬁi iggRoIndt.ops 25

the transm ssion ofy{he +he WEenTESSALS .Jrﬁgr_eg?l%&te cr}’rgnslsaalgﬁ {,{Jf[a_gfscg%tted to
'O

the I Psec setting server 1 arrives at thie interface So he

| Psec setting sehveiits dhawd insFrtel by areds k@chha el PhOCGISHAGSECt i on
15. Upon - 62 receiving the request nessage (step Si in FIG 12), the

request prBcesektntp dbet Plankl 3Dratd iSBYesolamnenand/ thiet ba parasdtess aaad an
I D coinciding with those of the request nessage fromthe nanagenent table
17. However, siPAER 6t h Morearer Dthpdegresipprocensiagrmagtianidsgennarate

R L )

this point, no enjfry Wt

Subsequent opegahhgalerd Eablle IOP&: he $ile when the
request nessage wag recei \a/led f%’?@ﬁﬁ%@%eg%@ﬁ)n@e 1::';1'5tetci §J,:&erhse51|ngquest
processi ng sechppardtig 24 ah@¥RS IPBEc Protddnlyl DpapeL i€ ¥b 555G 8RGYI on 16

(step S21 in FIG 13)
-10 - (step S11 in FIG. 12}.

' Upon receiving the distribution.message, the setting
management section 26 of each IPsec processing apparatus 2 sets
policies notified by tﬁe distribution message in the SPD 24 and
generates an SA from the notified SA parameters to set the SAD

15 25. At this point, the new SA is available and update of the
SA is completed.
Here, a procedure according to the conventional IPsec and
a procedure according to this embodiment are compared concerning
processing after the IPsec processing apparatus 2 receives a
20 first packet to which the IPsec is applied from the interface
section 21 until the IPsec processing apparatus 2 actually
performs the IPsec processing for the packet to transmit it to
the interface section 22.
In the conventional method, as shown in FIG. 32, upon
25 receiving a packet from the interface section 41, the IPsec
processing section 43 carries out an arithmetic operation of
a public key according to the IKE and exchanges the public key

with an IPsec processing apparatus to be an opposite party of



and registers an entry in the managenent table 17 anew (step S22 in FIG
13). FIG 4 shows contents of the managenent table 17 at this point. It is
seen that an entry, in which an ID colum 15 and an SPI col umm are "1002"
and "5100" , respectively, is added in the second place. The request
processing section 15 transmts a requésﬁ4 Startup nessage to the | Psec
processi ng apparatus 2b to be an opposite party (step 523 in FIG 13).
Upon receiving the request 20 startup nessage, the | Psec processing

appar at us 2b al°8mMuptEatieny o fheJEReE Rrosers S| sagklay 4hEnrtemcasgesst

message. Here, it_is_assuned that the |Psec processing apparatus 2b has
selected "2002"tHY ax%ﬁ%ben& s OPHE TR ?gaa‘?‘l%g’ierjfek‘?ﬁéwa%ﬂ’;esr &8plhsegel v.
Upon recei Vi ng dohend auRst JIBASAGR SELMRLHE OBy 0GRAS e ? ar at us
2b (step S1 in FIG ?2), tﬁé rgquest pré%%%%%ﬁ%ﬁéggiﬁgﬁa gwlgﬁgggpsec
setting server phckbtdiso aheebhtériddensac€dmaizdi ng address and a blank ID
(step S9 in FIG 12) and sets.the ID and the SPI notified by the request
message andSt he gener dthedoSiter hgdd, pin dibet preceduriehef neniag eimbodinicnikl, e 17
(step S10 in FIG 12). FlIG 27 shows contents of ‘the managenent table 17
at this point. 3AEHPENLR EIRt Aft-sURIDRACTHVING@ pavkef Erovrijer tatesfaset he
contents shown J 4.1t 0is seen that "2002" and "6110" are 5 set in
the. bl ank I D aﬁ'g_ggg+r§(2:%[ Elﬁ%rélpgﬁa PFRECEAIILTFAHE S BrEeatsFhestettiBleover

the request propassemhiSeekbtosh LB 38N8EQiGe & Qé\t?éaﬁééu%Bgtnﬂgee%%% %ﬁ#?s »

accordance wth the contents of the nmanagenent tran

to the | Psec pmacageiery sappinmpesransadts hheedudseindsaeesStd e afpRakat us
2b, respectively 10 (step S11 in FIG 12).
10 setting server 1.

Upon receiving the distribution message from the IPsec
setting server 1, the setting management section 26 notifies
the IPsec processing section 23 of completioﬁ of the setting.,
and the IPsec pro;:essing section 23 applies the IPsec to the

15 packet and transmits it to the interface section 22.

A time spent since the interface section Zi receives the
packet and performs the IPsec processing for the packet until
the interface section 21 transmits the packet to the interface
sectionr 22, is assumed to be Tb and Ta for the conventional

20 procedure and the procedure of this embodiment, respectively.
At this point, it is seen that, since the arithmetic operafioh
of the publickeyand the privatekey takes time in the conventional
procedure, Tb is larger than Ta, and the packet can be transferred
earlier in the procedure of this embodiment.

25 For example, in the case where a group to be used in the
Diffie-Hellman key common algorithm of the IKE is assumed to
be a 1536 bit MODP (Modular Exponentiation Group) and an RISC

(Reduced Instruction Set Computer) processor of 50 MHz is used,



Upon receiving the distribution nessage, the setting nanagenent section 26
of each | Psec processing apparatus 2 sets policies notified by the

di stribution nmessage in the SPD 24 and generates an SA fromthe notified
SA paraneters to set the SAD 15 25. At this point, the new SA is avail able
and update of the SA is conpleted. Here$3a-procedure according to the
conventional |Psec and a procedure according to this enbodi nent are
conpared concerning processing after the |IPsec processing apparatus 2
recei ves a 20 fIbr 3% grpyegimatelthiléhsebendsP{ectusl appsuedméntomaibe)j nt er f ace
section 21 until the | Psec processing apparatus 2 actually perforns the

| Psec processi HJeFe?s tq]r?elﬁag‘i’(%‘i Han: PRd APt to the interface section
22. In the conventi I s shown in FI.G 32, upgn. 25 receiving a
packet fromthe i ntbgc?}%agge@%%g‘gﬁ’o%mfﬁ 9‘?%53?'#%%%’"65?%%%5&% ReqeRe43
carries out ano#r thidrRinedPRe@li0RrShemi tRHDLY Cele %86685l N¢ 1Rt he | KE
and exchanges the public key wth an | Psec processing apparatus fo. be an
opposi te pa$ty cohvenifibnatormaed, Cat ithds pbift ) RHers BhALESS tASh F8CiA $Re43
further carries out an arithmetic operation of a secret key, applies the

| Psec to the pagkabeysithg kaveexthangecrf the I8E lscygrrird dutansivesreirhe
packet to the int e{face section 42. 5 On the other hand, in the procedure
of this embodi f8ht the FTLSRANGRT TPEpe, comuUnisahione egrrgleshaEkat from t he

o soument SocEhch e LESSEod ASES ANoAERIAD. G Y
section 26 trapaftids A Thesyerdrg@®SeRse TaOwhiMs |4858& of the IKE for the
10 TIPsec setting server 1 is vaiid.

In addition, in the case where the arithmetic operation:
of the public key or the secret key is carried out in the
conventional method, sincé_the IPsec preocessing apparatus
concenfrates on the arithmet:l.c operation processing of the IIKE,

15 a transfer speed of a packet not required to be subjected to
the IPsec decreases. Since the key exchange processing of the
IKE is performed periodically for each communicating opposite
party, a rate of decrease in processing ;bility'increases when
there are more opposite parties performing IPsec communication.
20 On the other hand, in the procedure of this émbodiment,
although the key exchange processing is performed periodically
between the IPsec processing apparatuses 2 and the IPsec setting
sexrver 1, since the key exchange processing is not performed
for each IPsec processing apparatus 2 to be an opposite party
25 of communication, a rate of decrease in processing ability is
constant even if opposite parties performing IPsec communication

increase.



10 setting server 1. Upon receiving the distribution nessage fromthe | Psec
setting server 1, the setting managenent section 26 notifies the |IPsec
processi ng section 23 of conpletion of the setting, and the |IPsec.

processi ng section 23 applies the IPsec to the 15 packet and transmts it
to the interface section 22. A time spent®since the interface section 21
receives the packet and perforns the | Psec processing for the packet until
the interface section 21 transnits the packet to the interface section 22,
is assumed to. be Th¥eh@xTmPier inhthe eipgenvhentah Moym dodshiusednth tthe

procedure of this_e i.ment, respectively. At this point, it is seen
that, since t hglgﬁgﬁfﬁgﬁf@no‘f@? A AL9Eth S EhRelkEdg peeupad F8te key

takes tine in e ept i QR e Ls.larger than_T t he
packet can be E)rgaérllg#%gg\rérg%t earl?@éoﬁcﬁgﬁeﬁp%& N2A O%fa]’?hl °£n§ré)edi%%gnt. 25
For exanpl e, instaoswReet¥hey end WEatPah@ RERYSEpridtekhsr J2 BB';@H“? | man
key conmmon algorithmof the IKE Is assuned to be a 1536 bit MODP dul ar
Exponent i at § onu€edupjheandhanlfR<SCproBeskioar appatatiod icafrSed JCAMUEEE )
processor of 50 MHz is used, - 65 Tb is approximately 18 seconds (actual
measur ement vaFQEUNiGHIdPB1thofBer d§sIRIfenpoeRessdoonbpaviatteses r itbel v,

since the requi?t nme sage o% the _procedure, of this enbodinent is
transnitted by ee}f)(fa’&'fl GuPt Wie thE & SErvdndi YHateppsites 4p ¢ng hopsint, Th
is smaller thag,Tand kohbEntf e ex of. the |KE_IsS
carried out. H0\]A1/ever, ° olr1 t he sgggé%%&é%' Fﬁ% C %ggmﬂr%(r?ﬁ%aef%ﬁéserseggfdl ess
of a conbinat agpretindteiyPies J¥ceaasSindGrPRaLAL Uses 2 to be opposite

i0 On the other hand, in the method of this embodiment, the
-key exchange is only carried out with the IPsec setting server
1, performance decreases only for approximately 18 seconds in
one hour.
As existingmeans for solving a problem due to an arithmetic
15 operation processing speed of the IKE, there is a method’of
mouﬁting aclircuit dedicated for arithmetic operation on an IPsec
processing apparatus to speed up the arithmetic operation
processing itself of the IKE. FIG. 33 shows an example of the
IPsec proceésing apparatus mounted with the circuit dedicated
20 for arithmetic operation. The IPsec processing apparatus is
‘different from the conventional IPsec processing apparatus 4
shown in FIG. 31 in that a circuit dedicated for arithmetic
operation Si 1s connected to the IPsec processing section 43.
When the arithmetic operation of the IKE is required, the
25 1IPsec processing section 43 requests the circuit dedicated for
arithmetic operation 51 to perform an arithmetic operation.
Since the arithmetic operation is carried out at a high speed

by the circuit dedicated for arithmetic operation 51, a time



parties, Th is larger than Ta while an SA of the IKE for the 10 | Psec
setting server 1 is valid. In addition, in the case where the arithnetic
operation of the public key or the secret key is carried out in the
conventional nethod, since the |IPsec processing apparatus concentrates on
the arithnetic operation processing of 18 FKE, 15 a transfer speed of a
packet not required to be subjected to the |IPsec decreases. Since the key
exchange processing of the IKE is perforned periodically for each

conmmuni cat i ng Ggguire@ fqraithe, anitimedsiof optemitdaseprovgssdagset nheabi l ity

i ncreases when there are nore opposite parties performng |Psec

comuni cat i on. SP8VERtIMA PRERCG £RQVR| P FHE - pPd e Eeduesd t [and antmegidnent

al t hough the k p i.ng. i s _perforged periodicall bet ween t he
| Psec processi % g%%}?lggg%eésﬁ%géﬁastq'hnecrleggg%' sg‘f)tiflﬁgf MERPY &° ké?egi Ade t he
key exchange priggassHiBieitd slvePRld SFOBEn &)Y t635R a!:!i%ﬁfﬁeﬁ’{c%?éfét;}% :
apparatus 2 to be an opposite party 25 of communication, a rate o Gecr ease
i n processi Ag aipebitof e IENSH@RIvey dn tHe COshd R RRIPEES pPEEL Y iHgNT

| Psec conmuni cation increase. - 66 For exanple, in the case where a group
to be used in ERRATETRYST ViEthauit|thewikreyit dadben tedfinm athirnhob tihepeidt iiom

assuned to be 3%536 bit MODP and a termof validity of an SA of the |IKE
is assumed to Bé B HE6RIY Hrgnatrstiadder otledsonecnssooy Ve Teplacedde when

the I Psec proc ' ARRar S rIl t . I.Ps co nication with other
10 | Psec proce??%gg%ppaggﬁﬁge%@gﬁgsgkjgﬁseelfc gﬁ%e&b%ﬁg PYREGSEIRY 1 ed
gut ten ti ][res laPpePLLEP WA thi & diReuee MRAhPBA! £t ATSEMidh1 ABHe P A, maNce
ecreases for

10 On the other hand, since all required functions can be

realized by software in the method of this embodiment, it is
possible to add a function through version-up of software for
an IPsec processing apparatus already installed, and existing
equipment can be utilized effectively.

15 ' In this way, in this embodiment, since information such
as a service and an algorithm to be used_. is collectively set
in the IPsec setting server 1, it becomes possible for the IPsec
processing apparatuses 2 and 2a to 2f to acquire almost all
settings from the IPsec setting server 1. Thus, a nﬁmber of

20 settings in the IPsec processing apparatuses 2 and 2a to 2f can
be reduced. |

In addition, in this embodiment, since the secret key is
updated without using the IKE in the IPsec processing apparatuses
2 and 2a to 2f, settings for the IKE become unnecessary. Thus,

25 a number of settings in the IPsec processing apparatuses 2 and
2a to 2f can .be reduced.

Moreover inthis embodiment, since the IPsec settingserver

1 is used, although in the prior art it is necessary fo perform



approximately 180 seconds in one hour. 10 On the other hand, in the nethod
of this enbodinent, the .key exchange is only carried out with the |Psec
setting server 1, performance decreases only for approximately 18 seconds
in one hour. As existing nmeans for solving a problemdue to an arithnetic
15 operation processing speed of the |KE®8 here is a nmethod of nounting a
circuit dedicated for arithmetic operation on an |IPsec processing
apparatus to speed up the arithmetic operation processing itself of the
| KE. FI G 33 sHéfstirpksapilegsforharpiasesr ot doshnendp parayisg muknt ed
with the circui%gd i cated 20 for _arithnetic operation. The |Psec

t

processi ng appd 5% r&F??‘éﬁjé’rﬁlYfr%?ﬁ‘ieh&%E fehfdfRlanepset by ddessi ng
apparatus 4 - shouloiduetify Ahh f BaluR LLsUl degicated Lor ariLiet ic

operation 51 is connecte Sec processing

arithrmetic operatbomedf it hes! & bpparauld, ed tdhg n@t’ﬁ)elrpéf%eQrtQﬁgé%ioQ‘g
section 43 requests the circuit dedicated for arithnetic operaliion 51 to

perform an ari ttheelPseopeoaessing cdnnbe tdimced.t hneti c operation is carried
out at a high speed by the circuit dedicated for arithmetic operation 51,
atime - 67 requirEy2fGFtiondothieahae. dndpdsambedipenivesigioen véquese
conventi onal ne%hog shown iniF G 32 .is rgduced}j and a speed of the entire
appar at us i ncr SA8E5P PPSY IS HEERETH L ted e 41 A 1P SeS BROSEF IR0 RBPAALYE t he

bl d ' ' | ' . L h
010 i due. L0 hssai S5 BRLALL 0D Bt O G bEep NEISLy ) 1O

case where an | PSec processing  apparatu he Crrcu
arithmetic opebo&ladiuebi mbasagd | St ngoEDHo1Reiéd bEEhe TPsdS1HE6L53AH 1O

repl ace the
10 substantially simultaneously with setting of policies of the
IPsecinthe IPsecprocessingapparatus of the transmission source.
After the setting of the policies, when the IPsec processing
apparatus of the transmission source encrypts and transmits a
packet, the opposed IPsec processing apparatus can decrypt and
15 receive the packet fron_l the IPsec proéessing apparatus of the
transmission source.
Consequently, inthisembodiment, encryptionanddecryption
after setting policies can be performed without delay, a packet ,
from a transmission source can be received in an IPsec processing
20- apparatus of a transmission destination without failure, and
a time required until the packet from the transmission source
is decrypted in an opposed IPsec processing apparatus can be
reduced significantly. |
In addition, in this embodiment, if a request message in
25 response to é request startup message is not transmitted from
an opposed IPsec processing apparatus at the time of transmission

of the request startupmessage, since ano-response error message

is transmitted to an IPsec processing apparatus of a transmission



| Psec processing apparatus itself with an | Psec processing apparatus with
a circuit dedicated for arithnetic operation. 10 On the other hand, since
all required functions can be realized by software in the nmethod of this
enbodinent, it is possible to add a function through version-up of
software for an |Psec processing apparat®ds-al ready installed, and existing
equi pnent can be utilized effectively. 15 In this way, in this enbodi nent,
since information such as a service and an algorithmto be used is

col l ectivel y séourge. thelPsepransssing appanaiusbe fitte hanemiss possidrce f or

the I Psec processin aggaratuses_z and 2a to 2f to acquire al nost al
settings from {8 1I“ngt’: et Ferpandzedonexistrpce of apcepepsed apparaiiusi.ngs i n

the | Psec processin es. 2 and 2a tq 2f. can _be reduced. In
addition, in this e g%%%%@%‘?sa}s"r?é’ee'tﬁ%n‘ée EgSPanX/- iSdPCR RS e EAb Ut
using the |KE isattg hBSES HRIIACRSSE RApALPRAL AL ¥S & and fenaset tings
for the | KE becone unnecessary. Thus, P_25 a%fmbe?Po aset tslz%égjgrﬁ e{nﬁ% | Psec

processi ng appaaatyies ditatbe DRsec) Péspavtikelyeducad 1MesppMeRt in this
enbodi nent, -since the | Psec setting server | is used, although in the
prior art it igdnfepekataneyt of pwtitdng com@ntsdeatursal Ketdvemgsif othis
appar at uses ateggtg_enqi carryiqg out the | Psec, respectively, since
contents whi chSBPRILEGN Gy ST thplEgeg setiing SEFVRF 1115 Hsehe thediPseri ve

SOpar AL uses oM BB Fpel b alBLe bk By L ARREL e el SR
above, in thisagnbeeh AL, SIN98cAnEEAEYYy of setting contents does not

10 occur. Thus, connection failure due to inconsistency of setting
of the IPsec is eliminated.

In addition, conventionally, a complicatéd arithmetic
operation using the IKE is necessary in order to update a comn';on
secret.key periodically. However, in this embodiment, since

i5 a common secret key is acquired from the IPsec setting server
1 instead of the IKE, it becomes unnecessary for apparatuses
at both ends to perform an arithmetic operation of the common
secret key. Thus, a time until communication can be started
is reduced compared with the case where the IKE is used.

20 - Similarly, conventionally, a complicated arithmetic
operation using the IKE is necessary in order to update a common
secret key periodically. However, in this embodiment, since
a common secret key is acquired from the IPsec setting server
1 instead of the IKE, it becomes unnecessary for apparatuses

25 at both ends to perform an arithmetic operation of the common
secret key. Thus, arithmetic operation load on apparatuses

~carrying out the IPsec processing can be reduced.compared.with

the case where the IKE is used.



startup nessage is transmtted, in an | Psec processing apparatus opposed
to an | Psec processing apparatus of a transm ssion source of a request
nessage, setting of policies of the IPsec is perfornmed 10 substantially
sinmul taneously with setting of policies of the IPsec in the |IPsec

processi ng apparatus of the transmni ssion ®ource. After the setting of the
policies, when the |IPsec processing apparatus of the transm ssion source
encrypts and transmts a packet, the opposed | Psec processing apparatus
can decrypt and 15 FEeeikfela Adlpabkdiagrapmbcheny Bs strprtonceset ag Hpear at us
of the transm ssion source. Consequently, in this enbodi nent, encryption
and decrypti on PTRFEEFIREFPPATATH 1B ascordaneR wathfanokbar ambegimenlody, a

packet froma.ra ] S e be,received in | Psec processing
20 appar at us ofttl-,lae ??%gnés‘% g@?’%ﬁﬁc@s‘t %fi gﬁ %‘?"ﬁo&f‘ ?%?f’fﬁﬂé}% anple e
required until ijhhendagketmbre B fPsdd PRSHE S rhpi%&faiﬁsd $s %e%_é@én%‘i In-an
opposed | Psec processing apparatus can be reduced significantly. I'n
addition, iA tRiogpebtdodiatiket, thdn & request nessage in 25 response to a
request startup nessage is not transmtted from an opposed | Psec

processi ng appar at uEhaIP$¢RProGRSsihgEPRASAtES B dn acobridree wijeatoidiear t up
nessage, since a na_-yaes onsg error message Is transmtted to an | Psec

processi ng app&FRPHLmgR PrFERhAnveRblon has dde pame |ShIBEtEFO@Sssi ng

o st once oftPeTaas FEas] A ab Al eEar f00 ) RE B LR RE BnbSoinental 1 .
since an i dent iogathe giRbbhfInPetdonidholf 15848 . 38R&EALEHat ﬁfgﬁg&ﬁaﬁes at

both ends 5 carrying out the |IPsec, respectively, Tt Is
10 section 21 is removed and an upper application section 31 is

provided, and identical components are denoted by the identical
reference numerals. In addition, operations of the identical
compdnents are the same as the embodiment of the present invention.
The upper application section 31 is an entity transmitting
15 and receiving a data communication packet and is ‘connected to
the routing section 27. The routing section 27 judges whether
a packet to be transmitted and received is directed to the upper
application section 31, the setting management se;::tion 26, or
the Internet 100 and transfers the packet to each destination.
20 Here, a case will be considered in which it is assumed that
the IPsec processing apparatus 2d. and the IPsec processing
apparatus 2e in FIG. 1 are personal computers, and a packet is
transmitted from the IPsec processing apparatus 2d to the IPsec
processing apparatus 2e.
25 : As in the case of a router, the IPsec setting server 1 is
provided with the SPD 13 between the IPsec setting server 1 and
the IPsec processing apparatuses 2d and 2e, respectively, in

order to secure a safe path of the IPsec, and policies of the



I nconsi stency of setting contents occurs. However, in this enbodi nent,
since the I Psec setting server | is used, the IPsec setting server 1
distributes an identical setting to apparatuses at both ends, and

i nconsi stency of setting contents does not 10 occur. Thus, connection
failure due to inconsistency of setting” @ “the IPsec is elininated. In
addition, conventionally, a conplicated arithnmetic operation using the |KE
IS necessary in order to update a comopn secret key periodically. However,
in this enbodi MEREC & heetuigdcbetinrers the diPskeypiccesedug rapgpairabns t2de | Psec
setting server I.nsiead of the |KE, it becones unnecessary for

| .
appar at uses  at™ oty €S FECSEF+DY APRATHMS: 3nate 8 bR theidd R taibeHenc ommon
secret key. Th%ligytg%%@t gg%&yl%%i_cation can be started is reduced

e

conpared with the case whére t is used. 20 Simlarly, conventionally,
a conplicated arithogtispd opeidise®nin StHaG et hpsé&%rbgeggﬁpgs%g%:%%s%rsder to
update a common secret key periodically. However, in thi's enpbodl nent,
since a cofmprRdsendele keyn irddogquy res:tfingnof hte PPe6c SBi peRgobfdd/an 1
instead of the IKE, it becones unnecessary for apparatuses 25 at both ends
to perform an SFOFRNER CRCEBRT ABHnscatinn whthomhe JBgeetsaiding Thrrser
arithnetic operatjaon |l aad,on_apparatuses carrying out the | Psec processing
can be reduced 1(5(?r171(p@&§rseegle\ﬁit?ﬁan$ﬁ‘8ogggilmﬂ%@r%ﬁf% SEEEIRI MRIUSSEG, 29
is a block di agraetaW BlnfurichYEbHLE P 55119, 8pparatus in
accordance wth anot her enbodi nent of %’gﬁpntrﬂgsen 9 %%gﬁf?%i&ygﬁ%re‘fg shows
an applicati on texaspagplied.t he case where an | Psec processi ng apparatus 3

is a personal
10 In the case where a packet is transmitted from the IPsec

processingl apparatus 2d, a data communication packet is given
to the routing section 27 from the upper application section
31 which is an entity transmitting and receiving the packet.
The routing section 27 recognizes that adestination of the packet
15 is on the Internet side, and transfers the packet to the IPsec
processing section 23.
The subsequent procedure is the same as the embodiment in
the case of a router. That is, the IPsec Processing section
23 compares the selector of the SPD 24 and the packet to retrieve
20 a corresponding entry and, if pProcessing indicated in the
corresponding entry is the IPsec, carries out application of
the IPsec.
At this point, in the case where policies to which the IPsec
is applied does not exist in the éorresponding entry, the IPsec
25 processing section 23 suspends the processing of the packet and
requests the setting management section 26 to request setting.
The setting management section 26 transmits a request message

to the IPsec setting server 1 and receives a distribution message



5 conputer rather than a router. The |Psec processing apparatus 3 in
accordance with another enbodi nent of the present invention has the sane
structure as the IPsec processing apparatus 2 in accordance with the
enbodi nent of the present invention showmn in FIG 14 except that the
interface 10 section 21 is renoved and "ad2upper application section 31 is
provi ded, and identical conponents are denoted by the identical reference
nunerals. In addition, operations of the identical conponents are the sane
as the enbodi néRtthsrepres BreAPDi2dvand the SADTHe aphectippes cheilPsesect i on
31 is an entité transmtti n%t 1 a%d recei ving a data conmuni cati on packet
and i s connect 2GRS PSTONNGS SdcPPRIeS3on B the geithdng ec Fhe FP2RC) udges

whether a packebclos e LLAOSIH 55640l rEeeLystis a0l reeted to Lhe upper
t% i‘ ecdtslolr)l U5 S63P%t F‘ﬁ'

application section 31, e settilng nmanagenen t er net

100 and transf gaskéhanpagipates Anearitedosd thdbheRet udInbRiR sk §RSGaW || be
considered in which it is assuned that the | Psec processing apparatus 2d

and the | Psgc fhounestwiangfenppareapask@e o theGintemiet peo SeiadugBOfRe!t €rS,
and a . packet is transmtted fromthe |Psec processing apparatus 2d to
the | Psec prodBseYfafeaspaE@us22e. 25 As in the case of a router, the

| Psec setting serv% %_ isd rovitgeg%\élm't the SPD 13 between the | Psec
setting server 1 arfdPTPREIYS2L the IeERiPR RS2 dulstpidally

respectively, iRe Qfelst é?#re t h ,of Psec, and policies of
the - 71 |Psec ?o be ggpﬁle ot \?ge%a‘"{cﬁ%% Pse]:gl Bbggléésssﬁcngrgﬁ?)%?j%igus 2d

and the | Psec pppaestiseg 2@RAGALES t2@ 8P 2ehnd NtHeN8aS I B hhbytd132agpo! | CY
storage section 16. _

10 been set by the setting management section 26. The packet
subjected to the IPsec received through the interface section
22 is transferred to the IPsec processing section 23. The IPsec
processing section 23 retrieves a corresponding SA from the SAD
25 and performs decryption processing of the packet.

15 The packet returned to its original state by the decryption
processing is transferred to the routing section27. The routing
section 27 judges whether or not the packet is directed to the
upper application section 31 or to the settingmanagement section
26 and, if the packet is directed to the upper application section

20 31, transfers it to the upper application section 31.

In this way, the reception processing of the packet is
completed. Therefore, this embodiment can be applied whether
the IPsec processing apparatuses 2d and 2e are routers or personal
computers.

25 FIG. 30isadiagramshowing storedcontentsofadistribution
policy storage section in accordance with anothef embodiment

of the present invention. In the embodiment of the present

invention, it is necessary to set policies to be applied among



The SPD 24 is set in these |IPsec processing apparatuses 5 2d and 2e. An
ordinary setting of the IPsec is perfornmed in order to encrypt

comuni cation with the I Psec setting server 1, and a selector and an
opposite party address for setting request are set for conmunication to
which the IPsec is actually desired to Bé applied. 10 In the case where a
packet is transmtted fromthe | Psec processing apparatus 2d, a data
conmuni cati on packet is given to the routing section 27 fromthe upper
appl i cati on sethpdBsegpropeafindannaretusey2acanshiy pérkpravidgrtbediPeeng t he
packet. The routing, section 27 rec%gnizes that a destination of the packet

15 i s on the | fACEPYEcalign inFhe dig ?@?Wh@%%?oqa@etwqw of
' | t j Sqt :
T 0 Y XU

enbodi nent in e case o outer. S

23 conpares thgoweb&e! 9h bothbe HBBa2Ae s tthe PAGSk irﬁrénﬁ‘:%h?\éqngg a

corresponding entry and, if processing indicated in the correspondi ng
entry is the | Bemmon palithss ane wedl feaseoerall combitndtRease. ofAthé Nipsepoi Nt ,

in the case where policies to which' the IPsec is applied does not exi st

i n the correspBREFeRFiaS FRRanatusePs dbe pybprafepeliniesecte bersed3in dbpends

t he processi ng _of t}'be rpzzla%ket and requests the setting _nanagenent section 26

to request setCFHAGE> s%?HWgS Rt Yedti bh 22aurednshiPte thatequest
TS0 | e bR BRI Bt BE Sl HI gm0
processi ng seckmnbdddrent of 6APbebiomt: Shvé@ oneid tRE salb@s! fIREStructure
10 of the IPsec setting server 1 in accordance with the embodiment
of the present invention shown in FIG. 2.

Inthisembodiment, the distributionpolicy storage section
16 is capable of setting policies for a combination of specific
addresses and, at the same time, settingpolicies in an arbitrary

15 combination. In the example shown in FIG. 30, policies to be
applied to communication between the IPsec processing apparatus
ZdandtheIPsecprocessingapparatus2eandpoliciestobeapplied_
to all the other combinations are set. In the case of this
embodiment, sincemany IPsec processing apparatuses 2 uses common

20 policies, the numﬁer of policies to be set in the distribution
policy storage section 16 can be reduced.

Here, in the case where n IPsec processing apparatuses carry
out communication of the IPsec each other in all the combinations
of the IPsec processing apparatuses, a setting amount necessary

25 for this embodiment and a setting amount necessary for the
conventional IPsec processing apparatus will be compared. In
this case, it is assumed that identical policies are applied

in all combinations of the IPsec communication.



processi ng section 23 resunes the suspended processing of the packet and
applies the IPsec to the packet using the set SA and, 5 then, transfers the
packet to the Internet 100 through the interface section 22. A procedure
at the time of reception is also substantially the sane as the case of a
router. In the |IPsec processing apparatddes 2d and 2e, the SPD 24 and the
SAD 25 have already 10 been set by the setting managenent section 26. The
packet subjected to the IPsec received through the interface section 22
is transferred to thtotdset the settingrumdiievesasry Foe th€sonveprianedsi ng
section 23 retrieves a correspondinguSA fromthe SAD 25 and perforns

decryption prolBESF RFOGPSERRI FRIRERTIS 5oTRR(RrldkeF Fatarladadtertiderer i gi nal
state by the dggrypt {)%r 5%19] iej?iﬁl&qslg torﬁrr[l\%};@;rggg?%gl%%g%%%ﬁ%g%bsect i on

27. The routing Sectron ges whet her FEcted to

the upper appbircaémihat@ohi 06 Tbrini atide aRbtd NGHTBPEGE eég%j. on 26
and, if the packet is directed to the upper application section 31,

transfers i5 tapphcatupes), appbyiaml isentiHeftamotnBlof |TPskhi foVidiest NS
reception processing of the packet is conpleted. Therefore, this

embodi ment can SBELEpinted Therefere, tthe sPtbtnpeoeust | rewpedr i ugds 2d and.
2e are routers og Rers nal  computers. 25 FIG 30 is a diagram show ng
stored cont ent &8P EPi Bitton  policy storage section in accordance

e eventon ATk, 181 RHIL L BNCRLL A LiobE SERRILAF TS O 11
73 the |Psec professididPRRASRIdeE P Reld/ébhoertebhal fbPlod Nehd:RSEC |
10 in this embodiment, since the setting amount increases in
proportion ton, aneffect increases as the number of combinations
increases. For example, in the case of n=10, the setting amount
of the conventional method is 180, whereas the setting amounf
of this embodiment is 41. It is seen that setting is reduced
15 to approximately 1/4.

Asdescribedabove, in the apparatus andmethod of the present
invention, since policies of the IPsec to be applied among IPsec
processing apparatuses are collectively managed, there is an
effect that inconsistency of settings among communicating

20 apparatuses can be prevented.

In addition, in another apparatus and method of the present
invention, in the case where a request message is received, since
a request stai'tup message is transm_itted to an IPsec processing
apparatus, which is an opposite party of communication of an

25 IPsec processing apparatus which has set the request message,
in order to cause the IPsec processing apparatus to transmit

a request message for the communication, there is an effect that

encryptionanddecryptionaftersettingpolicies canbeperformed



comuni cation in the distribution policy storage section 10 of the |IPsec
setting server 1 for each kind of comrunication. However, in another
enbodi ment of the present invention, since 5 conmon policies are used for
several conbinations of the |IPsec processing apparatuses, the nunber of
policies to be set in the distributionm g8lircy storage section 16 is
reduced. Note that a structure of the IPsec setting server in accordance
w th another enbodi nent of the present invention is the sanme as the
structure 10 ofifReul pgéayséndimngagkstyean be recrdveddvoea wirthsmigsion
enmbodi nrent of the present .inpvention shown in FIG 2. In this enbodi nent,
t he distributi58“58$ﬁ€§$§wﬁrgﬁ§ﬂ§§%tion 16 i s capable of setting policies

for a conbination SRl i at .the.sanme.tine, setting
policies in an ar biq{I? ary lfS %#@?ﬁ%ﬁ%ﬁi#ﬁ%?gx%e%og %%J\I%ﬁ PRESERE, 30,
policies to beingppti®fl E2nEO®MEUBER! iSEBrEERMSC R L uLESEG B loRg
apparatus 2d and the | Psec processing apparatus 2e and policli€s to be
appl i ed to5al lanfifecoybbiorcefithadPsendsgeaesated aid the genseatdfd ddiindn
enbodi ment, since nany | Psec processing apparatuses 2 uses common 20
policies, the FGRBeTkBY igdiisérekutas trelBzac proqessidysppabatises, fheirecy
storage section_16 c re,..in the case where n | Psec

N %gebg ]Eedtuced. . ,
processi.ng appafatusadSCar V2t 6 28 PCaPPYTRIIPN Ak & PEBROR FEFTSEther i n
all the conbi ngtd p i ratuse a setting anount
necessary 25 f%&y?%is gagérbdgtg&?ﬁ%%%déﬁzt% Itc IE%%&%B”%S” £Jr'Eluéc %Ss?§r9a1ftbla%t he
conventional | RhecifeEeRHrRIng RPMAGE 1ifatiioh l1nhe CUMALE dve hPpatdtiegase, it
is assuned that identical policies are applied in all conbihations of the
| Psec commiifi cgahdre redgded, and decrease in performance can be prevented.



A total of the setting anmount necessary for the conventional |Psec
processing apparatus is 2n(n-1) as calculated earlier. On the other hand,
in this enbodi nent, regardl ess of the nunber of conbinations of

comuni cati on anong the | Psec processing 5 apparatuses, only one setting
amount of IPsec policies is sufficientm 7fherefore, the setting anount
required in this enbodinent is 4n+l. As it is seen fromthis, the setting
anount increases in proportion to the square of n in the conventi onal

met hod, wher ea®hatlfs jglailmed &sbodi nent, since the setting amount increases
in proportion ton, an effect increases as the nunber of conbinations

i ncreases. For exanple, in the case of n=10, the setting anount of the

conventi onal thod |%ﬁ}80 whe er eas the setting anount of this enbodi nent
is 41. It is seen R FPHS5 86 ced 15 to approximately 1/4. As

described above, 1nrbde: ARRAIALNS ARAPELOAOT NG WLEPTboed PSILLON. STNCE

policies of the IPsec to be applied anong 1 Psec  processi ng ppara s are

col l ectivel y mpagedol s&and typrafocd f €64 sddidtingReels 6 S0ENe PhtS&ldd Ngs
anong commruni cati ng 20 apparatuses can be prevented. I'n addition, in

anot her appar awathainl thet hase ofhetrhed i fegent twm\nemtenﬂ,cdmuhlﬂeawmamher e a
request nessage i s_received, since a request startup nessage is
transnitted to R PIneh Po€%§5|ng apparatus, which is an opposite party

of communi cation of rocessing a ratus whi ch has set t he
request nessage, - |?§”k€§ '%%ﬁ%éefﬁ%F 4§£§3ggPﬁcé§E¥ﬂg mAEatEsefo
transnmit -a re%@%ﬁin@@Sﬁ?Qﬁi&ﬁEPé&@e QEQHH]%ﬂ%bBQE {figke 1S an effect that
encryption and decryption after set ng polici€s can b6 ’ per f or med
wherein said IPsec setting server apparatus includes means
10 for collectively managing policies of said IPsec to be applied

between first and second IPsec processing apparatuses.

2. The network according to claim 1,
wherein said IPsec setting server apparatus includes means
for specifying policies of said IPsec to be applied between said
15 firstandsecondIPsecprocessingapparatusesbaseduponcontents
of a request message for communication between saild first and
second IPsec processing apparatuses received from said first

IPsec processing apparatus.

3. The network according to claim 2,

20 wherein said IPsec setting server apparatus includes means
for, upon receiving the request message, transmitting a request
startup message to said second IPsec processing apparatus, which
is an opposite party of communication of said first IPsec

processing apparatus_ which has transmitted the request message,



- 75 wthout delay, and a packet can be received froma transm ssion
source without failure. Mdireover, in another apparatus and nethod of the
present invention, since a commobn secret key to be used in encryption 5
and decryption of the IPsec is generated and the generated comobn secret
key is distributed to | Psec processing -affarat uses, there is an effect
that an arithmetic operation of a comon secret key is nade unnecessary, a
connection tinme of an I Psec path at the tine of starting conmunication in
t he respecti veiappuden doesaude ceridbeecatldPdec aprcb@sing Sepparapasf ©6 mance
can be prevented. - 76 What is clainmed is: 1. A network conprising: |Psec
processi ng apparFabfRids 2 FRTPSt SesgRge Fue thenee@icapien ocol security
protocol) for securing security on the Internet 5 path in the case where
different two centers comunicate via the Internet; and an |IPsec setting

server apparatys, WHERRORA0GdoRIgEy §FdihigS: Of said I Psec processing
appar at uses, wherein said | Psec setting server apparatus includes nmeans 10

for collectively nanagieig fa0litrses sftt3ny dekPeeappOrdfisainiRiiads deahyeen
first and second | Psec processing apparatuses. 2. The network according to

claim 1, whereifarsahgn| thane $etno nesmEEecto dhparauesti sicrddpmarage, for
specifying policies of said | Psec to be applied between said 15 first and
second | Psec pPBELEENFySahhAiZEl S eFaRERFasSaRI PEEAtYs dhas thepeds

message for Coﬁgupé%tds%nf]@% %a%'& sssgcl:gn ! _P%tecaggocessing apparatus.

5. The network according to claim 2,
wherein sald IPsec setting sexrver apparatus includes means
10 for generating SA (Security Association) parameters to be
required iﬁ the IPsec communication from contents of the request
message and contents of the policies of said IPsec to be applied

to the communication.

6. The network according to claim 2,

i5 - wherein said IPsec setting server apparatus includes means
forsendingadistributionmessage includingat least thepolicies
of said IPsec and the SA parameters in response to the request

message.

7. The network according to claim 1,

20 wherein said IPsec setting server apparatus includes means
for generating a common secret key to be used in encryption and
authentication of said IPsec and means for distributing the

generated common secret key to said IPsec processing apparatus.



second | Psec processing apparatuses received fromsaid first |Psec
processi ng apparatus. 3. The network according to claim?2, 20 wherein said
| Psec setting server apparatus includes nmeans for, upon receiving the
request nessage, transmtting a request startup nessage to said second

| Psec processing apparatus, which is an78pposite party of conmunication of
said first | Psec processing apparatus which has transmtted the request
nmessage, - 77 in order to cause said second | Psec processing apparatus to
transnt a reqdest MedFage dedtintcesxuyemanreakiton nahagThe Ifsewosdkt dagor di ng

to claim3, wherein said | Psec setti n% server apparatus includes neans 5
for, when ther & 565 PERGGIER9 FPRAIE FEGT e I 1Eh A1y B Rsesg bIntemeits vi ng

said first IPs ' hat there is 0o respopse from said
Second | Psec preeeear bR ranpRE8ta Lol ecntibire Buehumis briamaom 2.
wherein said | ?&Qﬁ SetthieNgaS€ MR APPAHALHE W IMHeSrfRRunIatd via
generating SA (Security Association) paraneters to be required In the

| Psec conmubi caheobnfematcont ents of the request mnmessage and contents of
the policies of said IPsec to be applied to the comrunication. 6. The

net work accordi ng t¥hedednpaid Isegratdilngsgrder Bpparais inglsies\eans

appar at us i ncl ydes ans, for sendji-ﬂr%tgj a distribution nessage including at
| east the pol i GPESLOGECELTYY BaRadiipehiciss ob Saidihsec P Pesirimidedi o t he

request  messagGong- s 4pREL I dbedSERE UgihrbRusbe M 1.

9. The IPsec setting server apparatus according to claim 8§,
10 wherein said IPsec setting server apparatus includes means
for specifying policies of said IPsec to be applied between an
IPsec processing apparatus and another IPsec processing
apparatus based upon contents of a request meésage for
communication between said IPsec processing apparatus and
15 another IPsec processing apparatus received from said IPsec

processing apparatus.

10. The IPsec setting server apparatus according to claim 9,
wherein said IPsec setting server apparatus includes means
for, upoﬁ receiving the request message, transmitting a request
20 startup message to an IPsec processing apparatus, which is an
opposite party of communication of an IPsec processing apparatus
which has transmitted the request message, in order to cause
said IPsec processing apparatus of the opposite party of
communication to transmit a request message for the

25 communication.



20 wherein said | Psec setting server apparatus includes neans for
generating a comon secret key to be used in encryption and authentication
of said I Psec and neans for distributing the generated conmon secret key
to said | Psec processing apparatus. - 7 8 - 8. An |Psec setting server
appar at us managi ng | Psec setting of |Pséé® processing apparatuses, which
use an IPsec (Internet Protocol security protocol) for securing security
on the Internet path in the case where different two centers comuni cate
via b5 the |ntéfdnetThenABses seshing sPo¥er spparatisecoerdiagptr altasmiloc| udes
means for collectivel mana. i n policies of said |IPsec to be applied

among sad | Psec pro 1ing sefyer pppata it 1pelgdesmaans

apparatus acco n £ aid IPs eC setting server
apparat us i ncl %ggégﬂrlr{eeglngﬂ o%mgpneochg g“:'r p!g |t21|ee§e a?%a'ﬁtlg?e *16 e

appl i ed betwee Eio@ﬂfyir@9&1@1@§&§§t6&ﬁﬂﬂ§ra%bﬂ§aﬁ@wm &S tLER&H dgcessi ng
appar atus based upon contents of a request nessage f conmuni cat 1 on

bet ween sai 8 | RhecrgmestssésEpgepphatitherant hb ﬁéu};toh\eé tReCeaRd ax@es NY
apparatus received fromsaid | Psec processing apparatus. 10. The |Psec
setting server PEPPaFHtNss AR g gt the lopprsdte pamby edih comindni®sgonset ti ng
server apparatus includes means for, upon receiving the request nessage,
transmtting a request 20 startup nessage to an | Psec processing

appar at us, whi 'Sm?en f catio of 2N Pse
processi ng appgraat us ‘E%&gg?g:ﬁsﬁéﬂeﬁqt%@%ﬁ@%‘gﬂ% e%ues s?aﬁie f"f% *or der
to cause said IPs %@&ﬁ@a&ﬂr@@@mﬁt&&% RivbhappRPesld fnéiii{dfe)é n¥fan

for generating SA (Security Association) parameters to be
10 required in the IPsec communication £rom contents of the request
message and contents of the policies of said IPsec to be applied

to the communication.

13. T‘he IPsec setting server apparatus according to claim 9,
wherein said IPsec setting server appa:r:atus‘ includes means

15 for transmitting a distribution message including at least the
policies of sald IPsec and the SA parameters in response to the

request message. ¢

14. The IPsec setting server appara‘tﬁs according to claim 8,
wherein said IPsec setting server apparatus includes means
20 for generating a cohmon secret key to be used in encryption and
authentication of said IPsec and a function for distributing

the generated common secret key to salid IPsec processing

apparatus.



comuni cation to transmt a request nessage for the 25 comunication. -- 79
11. The | Psec setting server apparatus according to claim10, wherein said
| Psec setting server apparatus includes neans for, when there is no
response to the request startup nessage, notifying said |IPsec processing
apparatus which has transmtted 5 the T8fuest nessage that there is no
response fromsaid | Psec processing apparatus of the opposite party of
comuni cation. 12. The | Psec setting server apparatus according to claim9,
wherein sai d | PSec AetliPsag Bercsssiappaprinasusnesirde sannERsse f(@ntgenet at i ng
SA (Security Association) paraneters to be 10 required in the |Psec
comuni cati on FFBRPTUNSERPELEY nuedorelledy thapelrtgydednd contents of the

policies of said IP lied to.the co ni catj on. 13. The | Psec
setting server appa‘?lgetgﬁg'gasggg?tglgﬁ%pfgc%ﬁsﬁnﬁ\aé‘p?rnggm?"é?wdse&i“&aF‘P;@E'setti ng

ser ver ‘appar at Upoh ReloNPSuqBABoHER. LOurEANSIN 1hagk Bndhd Hhbubign ressage

I ncluding at least the policies of said IPsec and t par ers in

response t o5t hgudgbgyehtthes sagrot Itd iddei ddPacseBally Ber SAHMeipaRP kAt US
according to claim8, wherein said |IPsec setting server apparatus includes
means 20 for gbBAcftlesdiveln mapagsdcireankEPsem sedting dsdnveenappgiatas and
aut henti cati on _of saijg’al Psec and a function for distributing the generated

common secret EKEP LIRS epRETLIPg s e aPRREAFMR-us. - 80 15. An | Psec

processi ng apparatus using an |Psec (Internet

16. The IPsec processing apparatus according to c¢laim 15,
wherein said IPsec processing apparatus includes means for
10 transmitting a request message for communication with another
IPsecprocessing apparatus tosaid IPsecsetting server apparatus

in order to acquire a setting for saild IPsec.

17. The IPsec processing apparatus according to claim 16,
wherein, upon receiving a request startup message for
15 causing said IPsec processing apparatus to transmit the request
message from said IPsec setting server apparatus, said IPsec

processing apparatus transmits the request message.

18. The IPsec processing apparatus according to claim 15,
wherein said IPsec processing apparatus includes means for
20 setting an SPD, in which policies for applying said IPsec is
recorded, and an SAD, in which an SA (security Association)
necessary for subjecting an individual kind of communication
to processing of said IPsec, based upon a distribution message

received from said IPsec setting server apparatus.



Protocol security protocol) on the Internet, wherein said | Psec processing
apparatus includes neans for, wupon receiving a packet to which 'said | Psec
shoul d be applied, 5 judging whether or not to inquire a setting for said

| Psec to be collectively managed in an | Psec setting server apparatus from
said | Psec setting server apparatus. 16. 8Fhe | Psec processing apparatus
according to claim1l5, wherein said |Psec processing apparatus includes
means for 10 transmtting a request nessage for communication wth anot her

| Psec processi A9 .apfes dPesct premstihfsappaesitusngec@iMay BPparamuss, i n or der
to acquire a setting for said | Psec. 17. The |Psec processing apparatus
accordi ng to cl ai mEreifiis Hseagmnpaeseény pRpara tusgiresiudes aeanp foessage

for 15 causing sai? | Psec Broce55| g ap aratus to transmt the request
message from s&d TPYEE % EPPTHRYy SE5FFEr %’bﬂi?r Jeuesed dng eppemRtios: gedssi ng

appar at us tranggitﬁgn{i@atriggugftsaﬁsgg?%% Aidm £0€a ! 1R8% Qég‘?ﬁf‘éﬁiggg}{%?par atus

according to claim15, whereln sal ec processing appa udes
means for 26 sepphfge@n SPD, in which policies for applying said I Psec is
recorded, and an SAD, in which an SA (security Association) necessary for
subj ecting an individual kind of communication to processing of said

| Psec, based upon a_distribution nessage received fromsaid |Psec setting
server apparat #8: -Thel IPFeC p¥Reaspdeg #pRATESYE necenssdnat te clador d5ng to

claim 15, wherein aei %.I Psae%]{p'ocessi ng ;ﬁgar atus i ncludes neans for
acquiring a conmon Secret Key 16 FPIEEFSTHY BRRISAHYSoicInges gaReforcat i on

of said | Psec fpepusdlidthibgqse e8¢ meEE4§8 to sald IPsec setting server

apparatus and acquiring new setting information before a term

10 of validity of the SA expires.

21. 2nIPsecsettingmethod for anetwork which comprises: IPséc

processing apparatuses, which use an IPsec {(Internet Protocol

security 'protocol) for securing security on the Internet path

in the case where different two centers comrﬁunicate via the

15 Internet: and an IPsec setting server apparatus, which manages
iPsec settings of said IPsec processing apparatuses,

wherein said IPsec setting server apparatus inciudes a step

of collectively managing policies of said IPsec to be applied

among sald@ IPsec processing apparatuses.

20 22. The IPsec setting method according to claim 21,
wherein said IPsec setting server apparatus includes a step
of specifying policies of said IPsec to be applied between an
IPsec processing apparatus and another IPsec processing
apparatus based upon contents of a request message for

25 communication between sald IPsec processing apparatus and



5 apparatus. 20. The | Psec processing apparatus according to claim15,
wherein said | Psec processing apparatus includes neans for retransmtting
t he request nessage to said | Psec setting server apparatus and acquiring
new setting informati on before a term 10 of validity of the SA expires.
21. An | Psec setting nethod for a networ B2whi ch conprises : |Psec
processi ng apparatuses, which use an IPsec (Internet Protocol security
protocol ) for securing security on the Internet path in the case where

di fferent two coetbes IRsecuprecessingaapperalthsl néesinveld faad sid Ppeecsetting
server apparatus, which nmanages |Psec settings of said | Psec processing
appar at uses, \WEPEFH¥RFHPAEREISsetting server apparatus includes a step
of collectively managi ng policies of said |IPsec to be applied anpong said
| Psec processing apparatuses. 20 22. The | Psec setting nmethod according to

claim2l, whengin s@d drsBsesesally RELSE \eRlco2 AR s Ligldes a step of
e

specifying policies of said IPsec to be applie tween an ~1'Psec

processi ng appar at ushered nauiidiFsebRete ify 86866t Afparalitcisabagedeppon
contents of a request nessage for 25 comruni cation between said | Pséec

processi ng App@fatipenargeiviyy thamrdquestinRssegpr serdimigwrappatadta-tugcei ved
fromsaid | Psec grocessing apparatus. 23. The | Psec setting nethod

accordi ng to cMEPif92 to FhdFErn PEeresF ParRatatusy Wuichcts gppepRasite
i ncludes a ste f ecelyi th equest nessage, sending .a request
startup rressag)g"'a‘ t g dgnggﬁsecl%%ﬁ%éé%% ﬁ%elgﬁﬁgr%f?%?ssaﬁgg‘?ﬁ%aﬁﬂs Bite
has transmitted the request message, in order to cause said IPsec '
processing apparatus of the opposite party of communication to

10 transmit a request message for the communication.

24. The IPsec setting method according to claim 23,

. wherein said IPsec setting server apparatus includes a step

of, when there is no response to the request startup message,

'notifying sald IPsec processing apparatus which has transmitted
15 the request message that there is no response from said IPsec

processing apparatus of the opposite party of communication.

25. The IPsec setting method acco;r:ding to claim 22,
wherein said IPsec setting server apparatus includes a step
of generating SA {SecurityAssociation) paraméters toberequired
20  in the IPsec communication from contents of the request message
and contents of the policies of said IPsec to be applied to the

commanication.

26. The IPsec setting method according to claim 22,



party of communi cation of an | Psec processing apparatus which has
transmtted the request nessage, in order to cause said | Psec processing
apparatus of the opposite party of comrunication to 10 transmt a request
nmessage for the communi cation. 24. The | Psec setting nethod according to
claim 23, wherein said |Psec setting sedder apparatus includes a step of,
when there is no response to the request startup nessage, notifying said
| Psec processing apparatus which has transmtted 15 the request nessage
that there is no redporsa faidmPsecddtRidng seprecesparaiuappaiatias agitephe
opposite party of comunication. 25. The |Psec setting nethod according to
claim22, wheP& Fragrdtifre@ déstriRptdepngssagpainatlyding@tudeash theep of

generating SA (Security Assaciation r ters to be required 2Q.in the

| Psec communi cg’tol on T é&sca %t%% & %%dt%ﬁgaﬁaﬁ’é%'?e%§s’£gﬁes%wec5ﬂtt@ﬁt s of -
the policies ofegabd: INR38agk0 be applied to the communication. 26. The

| Psec setting nethod according to claim?22, - 83 wherein said |Psec

setting server apparatus includes a step of transmitting a distribution
nmessage including at |least the policies of said | Psec and the SA
paraneters Pn R2dspofre IPserheettiamgumsthod ssmgeding X6, cTaim |Bsec setting
met hod according to claim?21, _wherein said |Psec setting server apparatus
includes a step of YR&ESEHIHEG PsesRnthingErEVeRaPPAYE insdydes agtepypt i on

and authenti catd d |Ps and_a, step, of distributin e’ ner at ed
conmon secr et E’tefyg%%e(};agﬁgblﬂbgg%ﬁ%? SEEEET geyatb%%Fa‘fst?s. i&(?“fé'gpgfﬂ‘én Iaggec
setting method.a¢aeneidtibn 6 &d¥diprsec and a step of Gistributing the

generated common secret key to said IPsec processing apparatus.

10 28. The IPsec setting method according to claim 21,
wherein, upon receiving a packet to which said IPsec should
be applied, said IPsec processing apparatus judges whether or
not to inquire a setting for said IPsec to be collectively managed
in an IPsec setting server apparatus from said IPsec setting

15 server apparatus.

29, The IPsec setting method according to claim 21,
wherein saild IPsec processingapparatus transmits a request

message for communication with another IPsec processing

. apparatus to said IPsec setting server apparatus ih order to

20 acquire a setting for said IPsec.

30. The IPsec setting method according to claim 21,
wherein said IPsec processing apparatus sets an SPD, in
which policies for applying said IPsec is recorded, and an SAD,

in which an SA (Security Association) necessary for subjecting



wherein, upon receiving a packet to which said | Psec shoul d be applied,
said | Psec processing apparatus judges whether or not to inquire a‘setting
for said IPsec to be collectively nanaged in an |IPsec setting server
apparatus fromsaid | Psec setting 15 server apparatus. 29. The |Psec
setting method according to claim21l, -W%rein said | Psec processing
apparatus transmts a request nessage for conmmunication with another |Psec
processing .apparatus to said |IPsec setting server apparatus in order to
20 acquire a sentindggviduakkind pPoorpmulicatiive idsewesstinyg g swidhtrseaccor di ng
to claim2l, wherein said |Psec processing apparatus sets an SPD, in which
policies for appF§RHBCRAAYSFPMMtiPRMEEERTMERFeYRE faAN SAES IPSer sRfitdmgan SA
(Security Asso%ie@,{réprg necessary for subjecting - 84 an individual kind of
comuni cation {0 pr OCeSs] ng of said |IPsec, basedupon a distribution
nmessage receivedfromsaid | Psec setting server apparatus. 31. The | Psec
setting nethod according to claim2l, 5 wherein said | Psec processing
apparat us acquistles The dPeea sStEcingt mkeyod Gdeerases o ce@ash YRt i on and
authentication of said |Psec fromsaid |Psec setting server apparatus. 32.
The | Psec s@tting néwnsdnasaish BPsrr proedssiimgzpparahes eicquinesl al dseon
processi ng apparatus _resends the request 10 nessage to said | Psec setting

server appar at §8°5RH *&¥qtR PEITRWIR SOFVRELOH ABA PSR bersIad af tsadfh of
validity of th%P!?@‘c%n{ 8334 IPsec setting server apparatus.

32. The IPsec setting method according to claim 21,
wherein said IPsec processing apparatus resends the request
10 message to said IPsec setting server apparatus and acquires new

setting information before a term of validity of the SA expires.



