10

15

20

TITLE "A SYSTEM FOR SECURE COVMMUNI CATI ON'' FI ELD OF
THE | NVENTI ON The present invention relates to a
system for securely transnitting information across 5
a comuni cati on network, such as the Internet. Despite
the grow ng nunber of people and organi sations
conducting commercial transactions over the Internet,
there are still significaXIIddhcerns regarding the
security of such transactions that limt the potentia
growt h of EACBOUNEENEFOR SBCGURE AIGVIMEINIOKTI@Nreasur es
are avail able to provide various |levels of security to

data 10 transm tt eYEDPADF ITHE INVENEIQONt hese neasur es
general ly have drawobacks I1n terns of the costs, ease

T ST 28 ¢ PR SR SRR fon s
secure.n tvvork t,ransm s Secure Socket Layers
afggmumc\?ﬁ%ﬂew@g% S ﬂée ﬁ‘@%‘“& yptography. Public key

togra i nvol ves the use of a air of keys, .
Dgg F‘? thg %ﬂ%ﬁ( g IR@Pen R PEOPIEi APt @rgﬁwg l%ﬁf"@éfl?ﬁ/ng commercial
encrypted by one key 15 requires the other key for
traieseetyqsi over thiei Interpgie théreearer stidl isigmifieant sboesrad egardg the
asynmetric encryption. In symetric encryption, the
sezariy &fyudbstraisecliduerthatolimit ke goyentialogroanil of escotmhneren. on the
Asymmetric encryption has the advantage that the

Ilﬁ@rﬁgte Whif heb & %8Tavaflabléldd BrdiRddPAriRR AN IS 0P 8¥&irity to data
shared the encryption key prior to the comunication. -

e xqﬂg&erg@@fge% i f@a{khmga%h@ sndthid BRI bR grytemg of the
T P e R

as they alone have the private key. Also the owner
Tb%mum stasdardfposactirs ratwark Wansmissien iaicswecockaliLayeng (SSL)
this to others. If this information can be decrypted

whichtuses Puliid Kek EyyptbgmplnhPupbe ken cryptograpdyrippelsek thowse of a
it came fromthe owner of the private key.

pair of keys, being a public key and a private key. Any data encrypted by one key

requires the other key for decryption. This type of encryption is referred to as
asymmetric encryption. In symmetric encryption, the same key is used for both
encryption and decryption. Asymmetric encryption has the advantage that the sender
and receiver of data do not need to have shared the encryption key prior to the
communication. The owner publishes the details of the public key and keeps the
details the private key secure. Others can send information encrypted with the public |
key to the owner knowing that only the owner can decrypt it as they alone have the
private key. Also the owner can encrypt information with the private key and send
this to others. If this information can be decrypted by the public key then the person

who decrypts knows it came from the owner of the private key.
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11t is known however, that for a required encryption
strength, keys of greater length are required when
usi ng asynmetric encryption in conparison to symretric
key encryption. The | onger keys nmean nore conputation
and asymmetric encryption is therefore often used to

i npl end a kno ich is then s
B R i weSt, i B eit A chvePhich Srenh ey grentergength are
facel ess el ectronic. conmunications there are
rg@tedambgn using asymynetiie sweryptinat i éempadsage to symmetric key
addressed. These issues are : Authentication - A neans

. ehoryptio.i Tha longtr kdys miemrmose edmpiiaticays! isynisetriPenoyption is

- A neans to ensure that the comunication is private

tRéeifork bitére Usdd fosimply fAYeSKHoWh kPOWhidhNis@BeH tided-fof symmetric
means to ensure that the conmuni cated data cannot be

corrupted. Non-repudiation - A neans
éhag@ﬁéﬁ?%m%g%?1rnatlon or authorisation of the

nsac t he user can no
WHB RREHP! fee5 oo ertnis cRERETRIRDS e (g gpneialis 4 gesurity
I\/bst secur.i t ens only deal with two of these
igsyey; gt nwéﬁ%gsf %@J@fﬁe@ﬁl@aﬁ IS§WS A Privacy. The | ast
two issues are nore difficult to overcone, with the
Awhengicaiigi nd mduas toasifirgi thatitherhger i3 whe heisays hoisieal
with all four of these issues, it will generally be

~ Pibaey -ed fnearshice ghsiie thiarthe L@rﬁxﬁ@:hﬁmioﬁagisepnm @hd ddifficult to

with specific issues, which is expensive and

'egbgﬁﬁjqj phot avai | able to all users. 20 The pr esent

I nven n provides a system for communi cating securely

U YD B0 D g0

effecttll vely and economcally. 2
corrupted.

Non-repudiation - A means to ensure confirmation or authorisation of the transaction
so that the user can not deny responsibility for the transaction at a later date.

Most security systems only deal with two of these issues, namely Authentication and
Privacy. The last two issues are more difficult to overcome, with the latter being the
most difficult. In order to deal with all four of these issues, it will generally be
required to integrate various technologies which deal with specific issues, which is
expensive and therefore not available to all users.

The present invention provides a system for communicating securely over a

s

communication network, such as the Internet, which attempts to address the above

mentioned issues effectively and economically.
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SUMVARY OF THE | NVENTI ON I n accordance with one aspect

of the present invention there is provided a system

for secure comuni cation across a communi cation

.network conprising: a personal code generation neans
havi ng one or nore identification codes and one or 5
nore encryption codes, the identification and

encrypti on codeSUMMARY OFFAE INVENRHONe at
predeterm ned tine intervals; and a code server

s yexoindaone sath oviet dspedt of ey mesenl invenidorytherer iatprovideteangstem for
such that the code server has information regarding

stdife &6mPARIRaGoN 4@Hs ol DathhditARhinefveREBmpfisinghe or
each current encryption code of the personal code

a?ﬁfb%ﬁé\tdoﬁg 2853950n hia Rrﬁig{bnn% di$dre ti(?]@lﬁﬁ%ﬁcﬁl Hde®38d one or
e comuni-cat | on networKk, e or each current
identification caode.of .t.he.perspnal code neration

€ Rttt Dlet 7 i nalilgii i had BRbryP OGS cfR g Aanged to
encrﬁgtion code of the personal code generation nmeans
changeiahpredgigamingd tigeriniegvads; @pd i nf or mati on r egar di ng

the or each current identification code to :
azapdh esatvier ayechromdsadswith ghel petsendl fode rgenéretiom brpans skeh that the

. each current encryption code to 15 decrypt the

cbdeseavrthiag tnfdarhation rRgAABR HaBE €adl duiredt RRaAtfichtRBEDAE and the
of the present invention there is provided a nethod

nti o ec.a el
of each%%ﬁﬁgﬁéé%g@%ﬁwgéé@f PYeRhA 353 GRS Intehk;

net wor k racteris y“conprising the steps of:

rovidin ersonal cade generati.on ,
Pt o Ok AR08 ok N8 SRRGE2R AR, e B 28h current
.pore identificati on codes, and one or nore encryption .
H[%&ggenqn@de& ROFS TR PR GHTE IS gt qrieied with the

each encryption code being arranged to change wth

or gk cuarent prasypiiimepds of dbie personad codleg¢nemitiop means@nd the code
each identification code and the or each encryption
saoce usssdthey ndomaiioai regatdivg deder secly enrreatt hiehtiication code to
personal code generation _

authenticate the user and the information about the or each current encryption code to

~ decrypt the transmitied data.

In accordance with a second aspect of the present invention there is provided a
method for securely communicating across a communication network characterised
by comprising the steps of:

providing a personal code generation means to a user, the personal code generation
means having one or moré identification codes and one or more encryption codes, the
or each identification code and the or each encryption code being arranged to change
with time; and

providing a code server including the or each identification code and the or each

encryption code and synchronising the code server with the personal code generation
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3 neans such that the or each identification code of
the code server and the or each encryption code of

t he server- change i ndependently of and in

synchroni sation with the or each identification code
of the personal code generation neans and the or each

encr ode of the er sonal eratlon ans;
s Bk - or, sash el R G el e og SedyEr Aad Khnot cach
network, the or each identification code of the
epyBiimtode of theferver ghanga indeagndentivi ofiandinayaelrpnisation with the
the or each encryption code of the personal code

og each alehtificaieansdand thd eeconkd code wenerasommetheandthe or each
each identification code of the code server to

dodl o tHeRrdoR8T codB Gehdt@ic m@aghanenCrypti on code
he code server to decrypt the transnmitted data. 10

tﬂe Ny %Qﬂ{ﬂ@gg \%Lfogs fhel mngrqgﬁéaﬁo% %&g o GhPLESE identification

I'nventi on provi dr secure

e n dat stored i an encr ed formo
c§ioPaTE ustnal L0 eenespion eats eitiath TR NG ﬁ‘ngOf cach
conprising the steps of; providing a personal, cod
CRUHRION Goslk ofdhBerpenal pefleogracisHonsicans a%«:hthefqoeeﬁ:raﬁr using the
codes and one or nore encryption codes, the or each

of ehtidéitifaniiancadebfithe code ®ach to AGthentoagthe esercmddhe or each
bei ng arranged to change with time; providing a key

eRdToRtioneods 99 Bieadodel sitvéitoldasrypehe aaadmicleddagener at i on
means and with one or nore data files on the storage

lr{%éopcﬁncet\ﬂtﬁ 2N a?ﬂ’eﬁlyf %({} Pllgéﬁtj. {Lgntion( lrer@ﬁrb\%éd a (%[jfd?gecurely

ocat i on of S an encryption keys
h_each. of the es is_enc
ishoing SR, ASBET G o rpled R B an G, T BessistBle by 2
and 20 synchr0ﬁ{3|ng the code s Frver Mﬁth t he personal
CRIBRNiGATIYN BITVEFK SRIARTSING {R SERRPL t he or each
identification code of the code server and the or each
pviiyga ipersonaldwde igendrationsmeansrhayingrene 9rmetsdderticaion fodes
and in synchronisation with the or each identification
ab@dee ofr ivee pRESPtoh @desg thenear eddhoidemtificationndnd ke @ each
each encryption code of the
encryption code being arranged to change with time;
providing a key archive associated with the_personal code generation means and with
one or more data files on the storage means, the key archive having information
including the location of the data files and encryption keys with which each of the
data files is encrypted, the key archive being encrypted with an archiving code; and
synchronising the code server with the personal code generation means such that the
or each identification code of the code server and the or each encryption code of the
server change independently of and in synchronisation with the or each identification

code of the personal code generation means and the or each encryption code of the

personal code generation means, the code server also having a previous archiving
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personal code generation neans, the code server also
havi ng a previous archiving 4 code being the

archiving code |l ast used to encrypt the key archive

and a current archiving code being arranged to change

at predetermned tinme intervals; the user transmtting
across the communi cation netmork the or each

codschring ithe archiving sade st ured foerwHpl theoksy ehiweandon current
means and data including a request to access the 5
ashbiggicdiatbeiy dresgahorohphgdat \prddeteringnedtineainkervals;
encryption code of the personal code generation

tHEERRS itrahfiRitGRH Gcr98d MR! cotshificitid A¥twBAShhe or each identification
identification code of the code server to authenticate

chiefdREpaL bR, BncBAON 1ARRL KL 4R D} CdiE 0 ocss the
serv nuni_cat the user th r evi ous
SRR FELBH R 70t s Saash syl ikl the Rogsgpal code
may decrypt the key archive providing access to the
SEHEHUON TSRS fi | es. DESCRI PTI ON OF THE DRAW NGS The
present invention will now be described, by way of
thexcadp ba yenising the foe eacicidentificatione catemfrtb@nqdaﬂgrw dovhuthenticate
in which: 15 Figure 1 is a representation of persona

tHealsenandf the od s&chérichypliofi Xol€ o fhelcode sativer to clediypniteatdnemitted
in accordance with the present invention; Figure 2 is

d&ta raﬁﬂ kS %8&@%&9& égmrﬂﬁﬁléé’c tol 1A §RePfhd &{}96151%3 BRARRY code in

code server for use wth the systemt secure
0 [ rese .
er‘fcﬁ@w@ h?r%i € e Pl BBl AR IREE B Rig apoessyp the
ent invention |nplenented on a conmuni cation
W? % 1legi gure 4 is a representation of an
alternat|ve enbodi nent of a systemfor secure
conmuni cat i on DESCRIIIEN ORI HE DR BNt i nvention
i npl emented on a
The present invention will now be described, by ‘way of example with reference to

the accompanying drawings, in which:

Figure 1 is a reprt_asentation of personal tokens for use with a system for secure
communication in éccordance with the present invention;

Figure 2 is a representation of personal token and corresponding code server for use
with the system for secure communication;

Figure 3 is a representation of a system for secure communication in accordance with
the present invention implemented on a communication network;

Figure 4 is a representation of an alternative embodiment of a system for secure
communication in accordance with the present invention implemented on a

communication network; and
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comuni cation network; and 5 Figure 5 is a
representati on of personal tokens having a plurality
of encryption codes for use with the systemfor
secure comuni cati on. DESCRI PTI ON OF THE | NVENTI ON
Referring to the Figures, there is shown a systemfor
secure communi cation 10 across . 5. a comuni cation

- Figare\ika 1epreseniation ahnersenal tekennbavipg g piuraliy plisacyyption codes

publicly accessible network, such as the Internet, or
far yse withtthe syastano fde seciiive ceyptueitatfi@r. secure conmuni cati on
10 includes a code generation neans in the formof a

personal tokenpEBCRIPTION OFCHETNVENTION i n the
Fi gures, the personal token 12 is provided in a

R@Mﬁg@hﬂe}g P SLBRd F%%lotﬁ ais?st&ﬁsﬁ)f YechR donGHu¥atfon 10 across

user. t 0" pef sona oken 12 may, for exanple, be in

the formof a pendant..17 or card.18. | fur r .
ahEutEEn RBSHCPEGT cPhuERlcRaod nobibe? 14 a8 4 publicty
software funpctionin as a virtual device on a
a@&ﬁ%@?@?’“’f‘ﬁk#ﬁ“ﬁ%?ﬁth%ﬂ%teB’QF’%HQFW?‘tSWQWOI *i's arranged

to generate and/or store information including one or
Thospstendefot iséduea commuoidtien 10 intludesaz godeEerprafiongmypans in the
point in time and one or nore- 15 encryption codes 22
farhabf apersudlitokent 1AMy thobmboditehi stowr in thed'igndgdhepatsonal
shown in the draw ngs, the personal token 12

tcg@g 9hatk %?ov&@ém{noé Bﬁﬁ%a? Sor2d SuchhhCf lis b%ﬂgtdaﬁéﬁﬁy QMuser. The

ode 20 "and one curtrent encryption code 22. The

| ta i ncl -
DB ER e Y AR5 T P PR SclgBeL ot FBEDS, o
O e SHSE 1B bS58 205 BE SR Hioning

processi ng neans whi ch is capable of changing the
a$ gemtupt devaes o evoputagemmigak he encryption code 22 at
predetermined time intervals. The identification code

TRO pensdnad nakent2i is arrangtel 2 Z2enoatedindfvastpge information including one

or more identification codes 20 that are valid at any point in time and one or more
enc@tion codes 22 that are valid at any point in time. In the embodimeént shown in
the drawings, the personal token 12 generates and/or stores one current identification
code 20 and one current encryption code 22. The personal token may include one or
more display means 24 on which the current identification code 20 and the current
encryption code 22 can be displayed.

The personal token 12 is provided with a suitable processing means which is capable
of changing the identification code 20 and the encryption code 22 at predetermined
time intervals. The identification code 20 and encryption code 22 would change

randomly. Also, the time intervals at which the changes occur may not be regular.
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randomy. Also, the tinme intervals at which the
changes occur may not be regular. 6 Wile the persona
token 12 may be a single device which operates as
descri bed above, the function of the personal token
12 may be achieved by a conbi nation of devices. For
[ | t venkt on .
WEETE: Borsghal, SKEF (b 187 Pe o Shaft SRG Rl M fiertes gy, gosorived
ersonal toke 2. As smartcards e readi,l N
a5 PR ARStOR oL 15 PeBRAl dake L ey s acicieH Wed cembinggion of
the personal token 12. However, these devices do not
dervigge Borpeamplre it is sawisagesolat e conveationali ‘Bmarearicandithe user’s
are therefore not able to performthe function of the
tepeinglonay attakdlre jdsalabtvden 18, Abbmanesds are headilymvhitatie it may
woul d be provided with an initialisation code for each

beOdesirtd @ usteRichl deSiel @8 taPerSitl YdehO. ERAURSer, AR devices do
first set up by the code server 16. The 10 code

not 315%5 b p ﬁné&nf"fxﬁ@g&gﬁ)%réeomgf ﬂ;%rirz%ge\;igfaﬁ&%gch%fore not able to
i dentification"and encryption e€s by using an
: orijthmwhich.is a fyncti f the initialisation

peBioHB ahe, Ot FEipe Pedobsldfksn Anst her ¢ he- user” s
computer_is, provided with software which is al so

Inghyscase, the praamasd promld he pepvided wish enfinigakisagian gade for each of
encryption codes once provided with the

the rdentifitdtioat sndrencryghtion weilesy whiee festreet nebe tencalecdeoek . 16. The
15 I'n one enbodi nent, the code server generates a

coflé rseivet N6t is adri‘aﬁ?l?éd @ genéltteathd chafigiag dentifithtiérdlhhd@ ntHtion
code for each of the identification and encryption

co@dpy arf B oriﬁgﬂr&}ﬁ@ﬁ Gs bSfuf eOJPBf e itidlistion COdCSn%ld a

initialisation codes are provi to the smartcard a

fLr st d second initialisatjon, codes ar .
refdRle GTUGY FileroliE viE T Smbis Pradid 8lp SERERe g s also
se the syste the yser' s conputer is provided wt A
ablerio genPEe ths Ghngingidentiicion BheacTyRiA fpdes once provided with
retransmtted to the code server 16. The code server
the mitiglisatiesengdesesing desame seforenge ¢lhek.second
initialisation codes back to the user's conputer,
Inwhe embbtmmennsths cadpsadaf dgeneriteslagbirst iritialisati@pohierandtahgecond
first and second initialisation

initialisation code for each of the identification and encryption codes when the

smartcard is set up. The first initialisation codes are provided to the smartcard and
both the first and second initialisation codes are stored by the code server. When the
user wishes to use the system, the ﬁser’s computer is provided with the first
initialisation codes, which is retransmitted to the code server 16. The code server 16
in response transmits only the second initialisation codes back to the user’s computer,
which then uses a predefined algorithm to combine the first and second initialisation
codes into the final initialisation codes. The final initialisation codes are then-used as

mentioned above to generate the changing identification and encryption codes.
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codes into the final initialisation codes. The fina
initialisation codes are then used as nentioned above
to generate the changing identification and encryption
codes. 7 The secure comuni cation system 10 is al so
provided with one or nore code servers 16 to service

Thee? chmfmiseBh 3758 AR S 8%(}%%??*2‘?1“% B RSBl o Servers
P AP 3B UGPSR ARLISEILI0 e RGFFRER ris B iR form of

each of the personal tokens 12 5 that are serviced by
suliable cetepeter cammedted toj the comimugicatien ingevark fl#c B¢ erdecserier 16 is
20 and encryption code 22. The code server 16 is
affah@aigwdgdrerdne asd/oc bbaningeehatibh Abewcdachiof thdpependankdins 12
tokens 12 before use of the personal token 12 is

thA B RERALAY LY IR u&fer serv&rol 6, ONEINGing YiRe hﬂé}mfﬁ:ahb@ Rodé P® and
code server I6 will have informati on about the

BRIl iezcgﬁ? SR T B o, B ke Gy o of
et Bkett b ol B roopALoker S R BimeRa By the user

al so_provided mnth a Usernanme and/or Password
Fallewiiga syt hygnisatione thee cedsh s¢rvero ke nwilh haws tip@rmation about the
username or password or both may be provided

passendi takead 1@i sueht thet fer smiraderteokBn isl 2bleuto detetnivae the current
enbodi nent descri bed, both 15 are provided. As the

iden@fibat{dnC@lde 20 aﬁaﬁ%c%gu@ﬁ] BoRex ythé BrseRsokeh BY 8t any instant
avai l able to the hol'der of the personal token 12,

A58 of the personal token 12 by the user could result
|n a breach of security. Information regarding the

rd f,ar the oken 12
TR GFBPTg0° braana tokand 2ok Pl proBC IR 2 Ut Py password

t he, rsonal token 12. In.this way, unauthori qjuse
agyociated Widh therpsrsonaliaken 2. iHithepa rquree@%r or n#réwgrsf or both may be

functions of the credit card conpany server 28 and the
prwidedsgsociated Fithalye msonahtoegr 52 bat infthoembedimghtdeseribest, both

if required (not shown).
are provided. As the identification code 20 and encryption code 22 are available to the

holder of the personal token 12, loss of the personeri token 12 by the user could result
in a breach of security. Information regarding the username and password for the
personal token 12 is stored by credit card server 28 but is not stored by the personal
token 12. In this way, unauthorised use of the personal token 12 is restricted. The

functions of the credit card company server 28 and the code server 16 may be

~ integrated into a single server if required (not shown).

Figure 3 shows an example of the system for secure communication 10 in use on a
communication network 14. In this example, a user operating a user terminal 24

requires to communicate securely with a merchant’s server 26 in order to make a
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Figure 3 shows an exanple of the systemfor secure
communi cation 10 in use on a conmmuni cation network
14. In this exanple, a user operating a user. termnal
24 requires to conmuni cate securely with a nerchant's
server 26 in order to make a 8 purchase. The

rchagt's server 26 requires to conmuni cate securel .
PURGHBE. of e, Baehant s,3efves o EAYTESclo, RATBHIICHS Hegurply, Witk o credit

determine if credit card details provided by the uaeﬂrﬁ'
¥ided by the

- cagd gompanygseryT 28na grderplesdeterpnng Hecrprib sand: dstiilschrg

the enbodi ment shown in Figure 3, the credit card _
usearp anlid Harsthe pugubses ef the pré@ntprmkastelh e corteidimerftghown in
5 exanple by a private connection, to the credit card

Fig@8 R Nthe SEdie lcariBeortpaly Bis b hwduseiver ergrcomiecd, sdcheely, for
nmer chant server 26 and the Credit Card conpany server

oxERRIH P NSt TR aROLI LD SARRDR O
e T g, 58 BB R ke MR 0RO, SRBAY B CRAR A Rprpany
credit, card. det a_i |s to the rchant's. 10 server. 26, he

h
selift @Ssist PROVided dWith GRPEYPHER S0Ttwaren Fpaplie Of £BFTYPURGdRta To be
24 along with his wusernane and password. The credit

trapamiftedatvar the camenunietion merwopk f 4 dsipg anisacrypteny pedems the key.
software using the current encryption code 22 of the

Inpsesahah thoksst dkhedhicc trahsinit hisosredit cbatd defadls eoahy pidrchant’s
software by the user: The encrypted information is

sehRENG, hE QRRME hkQied 0N IR ihRdChESREN RIRIN Q4PASSYNiM his
and the current identification code 15 20 di spl ayed on

us%xﬂgm@%%ﬁﬁuﬁgs!w&r@kﬁ% &%?1&%&}@%?@@ Qﬁ@kleﬁc%{e\gﬁ@r %@ e?ﬁéﬁfption

nication ne e curre ypti1o
ode 22 is not transmtted acrgss. the co nj cation,. . .

soffitio o 4h¢ VTP STRIXRIGRHEE i OB A0 AFIGR, oKl 12 Which is

i nformation generated and/or stored on the personal
previfechtol thej encayptioh sp&wvareoby Wheetierigl ke anarypisd dnfogpation is then

manual 'y into the user 20 termnal 24, the personal
tranekited Konppyith ehepusentiadechndi pabsveord entrihei @sBitend nleptfication code

(not
20 displayed on the personal token 12 to the merchant’s server 26 over the
communication network 14. The current encryption code 22 is not transmitted across
the communication network 14.
While in the present embodiment, the information generated and/or stored on the
personal token 12 is displayed for viewing and then entered manually into the user
terminal 24, the personal token 12 may be provided with a communication port (not
shown) arranged to connect directly to the user terminal and provide the identification
code 20 and encryption code 22 to the user terminal via the communication port.

As it is possible that the user may make an error in entering the codes if entering

manually, it may be necessary in this case to perform a checking step, prior to
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shown) arranged to connect directly to the user
termnal and provide the identification code 20 and
encryption code 22 to the user ternminal via the
comuni cation port. As it is possible that the user
may make an error in entering the codes if entering

e ﬂéﬂﬁﬁaﬁ%@%ﬁ%ﬁﬁg@%ﬁr& FeSurgR Gie yREwers 1 enter

encrypted comunication. |f or exanple, the user
theegoarepicidenitfiation prdecidy pus dhe wa@rstqnﬁwaw effiee Bigeaushentigation of

the wong encryption code, the authentication of the

~ thes arsemowbuldbéec aorrectt andd ttansmissioss iconldc gudatedr dwreyer the

however the conmmunication would fail due to the

cOR BT Ration wearieRil dde M@ the BHCH/PHBE coddd 2hat al@itEnd In the above
nmenti oned checki ng step, one-way hashes of the

n d e odgie2
nieﬂﬁpﬁdédbléﬂe%iéiqn 919 ﬁré@groggggféé}v%t; Wiﬁ{lﬁ iofh f’cg:l 20 and the
are th ues

F R S 2G O‘Qﬁ&’eeﬁﬁ{ﬁ : FSRS%M&"'%EWﬁﬁh Dieatd Sy these
If the results differed, the code server 16 could

valggs Bdth; ere-yyaw hashesofaihe deemsificaion apd sRcralien codes 16 on the
O herwi se, comuni cation could proceed. 10 The

sereerc Hathe' resdtediffere@,othe wodé werser He cord aduise theneser that an error
password, the current identification code 20 and the

hahbdeyiph&id. Offedri¥8 dodimiliicatichveuldyroceedr m nal 24 and
re- transmts to the credit card conpany server 28 for

THe! Ihgl%hétﬁge"fseﬁv@ia 265 GERNE MR usdPgimsd\Oind ?&@WBF& fH3€ current

current ntification code 20 and agai ns he Credit

1&%%1&032{% Igg, a(% g?(P %ﬁ%ﬁgrﬂg{edqgfrogngﬁj PRI 12 cf\épﬁigl%ﬁ‘lal 24 and re-

again passmor rrecei ve
r uests_from.t he code server cor.res

f% 10 theroredit cgdCommany SEPVer g 1!0 "“a]t‘é)%tlf’n r?gtt g‘Pf’Fé'c and
current identification code 20 recelved Fol

pasiyverd againse theicomentoidentifidatipe apdeot) an&%awte@#tcre@afrt‘dlrd details.
conpany server 28 requests fromthe code server 16

The sreclitr caed ronghiany sever 2P; againgt dle usevharh ast quaksivérd teheived,
same as the encryption code 22 for the tinme the
reqiédhs Mokl e vl Rk VBt @ caepbhdine iduntifibfioabddle and verifies
that it matches the current identification code 20 received. Following this
anthentication verification, the credit card company server 28 requests from the code
server 16 its corresponding decryption code, which should be the same as the
encryption code 22 for the time the information was encrypted and therefore be able
to decrypt the information. The decrypted information, decrypted in the credit card
company server 28 is compared against the valid credit card details and the

merchant’s server 26 is advised, via the communication network 14, whether the

transaction may proceed. In the event that any of the steps of verification fail, the user
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20 to decrypt the information. The decrypted

i nformati on, decrypted in the credit card conpany
server 28 is conpared against the valid credit card
details and the nerchant's server 26 is advised, via
the communi cati on network 14, whether the transaction

8 eed. Jn the event that V., of . t he steps of ,
wAfEKe OGN A b e Roan (R n g Bin b FPR ot proceed
t he conmuni cati on network 14 that the transaction
acLMAY P Frayetied to enter alkihe pavired, detalleagain enter all the
requi red details again. Wiile this exanple shows only
Whilenthis exanaple shos fondyraitansmis§ion roft inforostion tfoom Hbe user to the
| ocation of the credit card conpany server 28 and its
locatiten £ theecredh,catdhtomipiiy Sutver2&end Gtstdodaseivet €6, information
the opposite direction could be transmtted using the

béiAgBanganed inlfhelopbssite! direb b PERA bORaAGRAS ﬁfn%ﬁle same means.

transmtted across the communi cati on net wor

t credii car onpan he identity. of
Thakdo. 4P Sfort BB REAF SR brbRifle RERE s ol ibh p¥ooiork 14
current. identification code 20 ovi ded by the code .
togBp ERT e theeree i earch Fosmham: dhe WSty Slhe esdyiseasd campany is
the current encryption code 22 provided 10 by the code
awfbgnispted gvithTihe qusnsnt tdentification code 20 wpevidérbby teocarst seover 16
by providing the encryption code 22 fromthe persona
aridothe mfb@nationt Weuld be eypdybed it theaiugettrenthptius @ode 22 provided
termnal 24. Figure 4 shows an alternative arrangenent

bpthetddfle SHIELTE. THe #R26 UbHIdGRITHHFA thO ThfdSn tﬁﬁ%sgpﬂ Riding th
)Ei gure 3. In Fi guere 4, the Credit card corﬁ)any 0("3,)51 e He

[ e v
e RnBR B 75 omt MR 80Ra RaR B HEhe KRerypiin SRR AR ueer
teW'Ih H:e credit card conpany server 28 via a code
ﬁ%’f’% server 30 al so connected to the comunication
network 14. 1t is foreseeable that sonme organisations,
Figgs dhowsan ajfsmativearapgeprent ofibe sysham s sspure gamymusjgation 10
code server 16 and use an arrangenment such as this.-
showa imFigveel 3 f lorFiganerh thiecGediv naridreotdpasy dessandt bavdthes aven code
as previously described _
server 16. The code server 16 is provided at another location and may communicate

with the credit card company server 28 via a code network server 30 also connected to
the communication network 14. It is foreseeable that some organisations may not be
able to justify the expense of their own code server 16 and use an arrangement such as
this. The method for communication in this case is the same as previously described
with the exception of the communication between the credit card server 28 and the
code server 16. In this case, as the information is not being passed over a private
connection, the information passing between the credit card company server 28 and
the code server 16 must also be cnérypted. The credit card company in this case will

possess their own personal token 12 or another form of code generation means which

11
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20 with the exception of the comunication between the

credit card server 28 and the code server 16. In this
case, as the information is not being passed over a
private connection, the infornmati on passing between

the credit card conpany server 28 and the code server

1S4 :al : ' . [

P OSUTA B P seife SRGIAR, AseribaF ol R ontelh e AR Rtwveen
taqp%ffr formof c gqperatigg means which 11 can be
HrcEentt ¢ard fampanys 1HEP9CEVEESRr i bed above to encrypt
transm ssions between_ the credit card conpany and the
The grstery fpg seqe cppunujertiom f0odessrbad wilk Haw ANy sy Fomputers
described will allow any two conputers provided with
pridednwith pelkers td@ned 2 anendtber foonmfebde gaeraimmenednsovithin a
means within a 5 network to communi cate securely, in
néfWioglc tto Piodvthlhibgte | sec@blyedh dffeket ippdvadingi int effdct FhnlViplee “virtual
channel s’ within any network or commruni cati on neans

phil4te TBEHelY SwRlin{ 44§ nAREMOLK cRL ARt o ﬁné‘éﬁm@ple&hjcggf the

nmeans. The system for secure conmuni cation may al SO

L i der t.0 pbrovided a systemfor secure
né@S&%@@ %CTOE]alg%oafu\Rlﬁ%"gﬂPo annléagl' accessed across the
ommuni cation 10 network. The archiving of data is |
TE% SYBFREIT [55CUre SOMERInTatin maY: pisq i%ﬁg“téﬁ in prler to provided a
archiving code is %enerat ed by the code server 16 when
sytskean derdzecysy sfenagd 61 dgiarivhich s d¢ agfeshed aerogsethe spgimunication
token 12. The archiving code is arranged to change at
ngiwetle tHfemirobWinghdfdatalis perforrive Batie wenofean afhivings code. The
identification and encryption codes 20 and 22 but is

attRAMY QBHY ib OodiBit&O®g AR ¥&le 1&vaNd6NGheh Nl PEIEROBGVer 16

token 12. The 15 codeserver 16 is arranged to store

I | \i d .
S BRaREF Yoo Pl 0 e IRBIBY o3 St nge
in .an encrypted.fgrmat on a storage.server qn the.
DreHRAR S el fsroaine Pt f/8° ARPLRCRIS A SoRtion codes
stored data are encrépt ed upon creation

20vaad 22 bvarti,s(kﬁowgiquy totke g@ﬁqsyg{er df apd @et Wﬁi%r@ﬁiop%l token 12. The

code server 16 is arranged to store also previous archiving codes used by a user.

The system for storage of data is arranged to store data in an encrypted format on a
storage server on the communication network. The files which comprise the stored
data are encrypted upon creation or modification using the encryption code which is
cuﬁent at that time, Also provided is a key archive. The key archive comprises a data
file which includes details of the encrypted data files and corresponding encryption
codes, so that access to the key archive allows decryption of the encrypted data files.
The key archive is encrypted with the archiving code.

In use, when a user reciuires access to the stored data, the user communicates to the

code server 16 his username, password, current identification code and a request to
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current at that tine. Also provided is a key archive.
The key archive conprises a data 20 file which

i ncludes details of the encrypted data files and
correspondi ng encryption codes, so that access to the
key archive allows decryption of the encrypted dat a

e, ke chive is .engrypted
ac@é*?ﬁevstﬁ% X eW% SRR Rl fﬁi’i°FYé°§‘°3c°88§ Tigecode
the stored data, the user communicates to the, ﬂ
segv&r,\)cgrrv we eug.gg ﬁéﬁ@tl%apbcg%ge e@mvlug.}ﬁarchlvmg code that was
identification code and a request to 12 access the
ussq & encrip the uapi’ chey archiver Yhe eadensarvert ethen mrevides this to the
encryption code. The code server, on verifying the
usosabhg witthethe ictiyentaeddeiag sotldfor rnlia\dseru Thizriaforiiatign ¢op@vided
that was wused to encrypt the user's key archive. The

ushidBe SRFr¥RendByptiBe Qod, OHcEqBe Ltk Bad hid PSRk, ﬁ‘l'eﬁ%mputer
with the current archiving code for that user. This

is agfégf) rﬁ%qré/gp hﬁ‘;ke a?éﬂrﬂ cf’#é?ef&% c@eess o gt&%‘ﬂ cﬁa?'“ r’Ph%tL{sgpthen

Ser ormati on, thei

ut er 4 abI to de t the ar chj . .
cryAiey o Bioditiss ued dh & Baqéﬁefaa‘r%wﬁ%én%ere tfﬁ@ﬂwmg use with
creates or nodifies stored data as required, which is
engrypfippkeys Whichows sigradsia th key awhivey Fhessrackieysangralperformed
are stored in the key archive. These actions are all
aupemndtimathe by siftvwenabhahe yerty caopiteanel occur lpeefambly snly in the
conput er and occur preferably only in the 10 RAM of

RAREofUEE Gset’scomiputeer - Wien the user has finished their
current session, the key archive is encrypted again

wgreﬁ hhe Br B Kb AHGH tE\%Xloiﬁ‘hih%h( a&ctﬁ@@fh e%te&qgm

server an archi ve and enc

a files vvard t he | n f stora
Vﬂ%bf*ercamm Higmeey 00 dlz?ﬁ%erwnpﬁs@%r?'r Sl SRV A the key
_encryption and archiving codes are purged 15 fromthe
arghiye and cpeRypiedrdate dlps arcTioswaded to ér?ﬁv dgcatipn oL plgFags- Before

the current archiving key overwiting the previous
endingtthe isergione the identifidatiob end ppergplicn eutl aiechivingheodegyare purged
archive and the encrypted stored data may be stored
from the user’s computer memory. The code server then stores the current archiving

key overwriting the previous archiving key.

It will be appreciated that the key archive and the encrypted stored data may be stored
together or separately. Also, it does not matter where in the communication network,
the key archive or the encrypted data is stored.

Figure 5 shows alternative embodiments of personal tokens 12 in which a plurality of
encryption codes 22 are provided on the personal token 12. In the embodiment shown,
two encryption codes 22 are used. The personal token 12 of Figure 5 may be used in a
system for secure communication wherein the method of encryption of data utilises

both encryption codes 22 for greater security.

13



together or separately. Also, it does not matter where
in the communi cation network, the key archive or the
encrypted data is stored. 20 Figure 5 shows
alternative enbodi nents of personal tokens 12 in which
a plurality of encryption codes 22 are provi ded on

h rsonal, token 12. | he enbodi ne h , two
MO G AR saa s o ol bRt o Siled iR ssee S deemed
Figure 5 may be used in a systemfor secure
t%%ﬁﬂ%ﬁh%’b@?is%qpe\ﬂféh@fﬁsqlﬁ@v %bd of encryption of data
utilises both encryption codes 22 for greater
security. 13 Mdifications and variations as woul d be
apparent to a skilled addressee are deened to be
wirthin the scope of the present invention. 14 CLAIMS
1. A systemfor secure conmmunication across a
comuni cation network characterised by conprising: 5
a personal code generation neans having one or nore
identification codes and one or nore encryption
codes, the or each identification code and the or each
encryption code being arranged to change with tineg;
and a code server including the or each identification
code and the or each encryption code, the code server
bei ng synchroni sed with the personal code generation
means 10 such that the or each identification code of
the code server and the or each encryption code of the
server change independently of and in synchronisation
with the or each identification code of the persona
code generation neans and the or each encryption code
of the personal code generation neans;- wherein a user
transm ts across the comunicati on network, the or
each identification

14
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15 code of the personal .code generation neans and data
encrypted with the or each current encryption code of
t he personal code generation nmeans and the code server
uses the or each identification code of the code
server to authenticate the user and the the or each
encryption code of the code server to decrypt the
transmtted data. 2. A SyQLé&EESr secure comuni cation
in accordance with claiml| characterised 20 in that

t he code server communicatés to the user follow ng

aut hentication of the user by transmtting data _
1acr 0gs dybiemc qoimset@at caNmIAicdsK dcpodshe ueAmuaRatywpt sdwork
with the or each encryption code of the code server

cﬁé}gctgﬁg%dﬁqonﬂfg{n?pts the data transnmitted by the

code servér wth the or each encryption code of the

| eneratiqn. . ns. 15 3 stem,fo
=B PA ogk R R AR oA B ot Mep P PP ome or
claim?2,-. cha(%%cteri sed bg tﬂ,at .the code server stores
MOKe SPORPHH cpdrs: thei geashidentiigation cofle aad) the grepgh encryption

owner of the personal code generation neans and the
codedhamagrartanged taehanie veth tiegseods t he conmuni cati on

network with the or each identification code of the

apets gaater Indwlieg gener edchoidertifivasionnddé hed disd ar each encryption
encrypted with the or each encryption code of the

CHRY, W%déé@i’fﬁer%ﬂﬁ‘% AR ARt Btk {Jélﬁolfap d8deS 8ENRhtion means
uses the usernane to authenticate he user as the

s fl!lt tﬂ{; of Qaechqgérﬁﬂﬁgﬁorf: gcgﬁ & ?Hee&ﬁfei safe the 04'ea encryption
system an

Or Ssecure conmmuni cati on 1 n accordance w

one claims, 1 ta .3, characteri.sed in that the de
o ofothe SeBiet Shage dpdabendiy i i R 2 BatiSfism M RS Or each
.assigned to the owner of the personal code generation |
ideptificationcrodn of feparng! saletgensration megnnandoths of [gach encryption
- communi cation network with the or each identifjcation

codedd the persdrel pedesgenetationdeagener at i on neans and t he
data encrypted wth the or each encryption code of

whbBRi1P£ 15 BidhsERdecrg8nhE ebrhMNnRBAGEnaRdIK, e Aragieh sduntification
uses the

code of the personal code generation means and data encrypted with the or each
current encryption code of the personal code generation means and the code server
uses the orreach identification code of the code server to authenticate the user and the
the or each encryption code of the code server to decrypt the transmitted data.

2. A system for secure communication in accordance with claim 1 characterised
in that the code server communicates to the user following authentication of the user
by transmitting data across the communication network to the user encrypted with the
or each eﬁcryption code of the code server and the user decrypts the data transmitted

by the code server with the or each encryption code of the personal code generation

means.
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password to authenticate the user as the owner of the
personal code generation neans. 15 5. A system for
secure comuni cation in accordance with any one of
claims 1 to 4, characterised in that the personal
code generation neans conprises a personal portable

token 6. A.system for secure .conmuni cati

3accofdSHAieE it OB AFHTB Pt 88 clafmn 1 or claim 2,
portabl e token is a pendant. : ¥stemfor secure
chassriarised &t thehthesode saverainres WfQIﬁlaélpﬁF wling\p upEngme esigned
personal portable token is a card. 8. A system for

tosthe wvarer ofithenpessniabeodengeacmtion arwers and theasyrname isftransmitted
clainms 5 to 7, characterised in that the personal

ad0siahd entmahicaioBARSrH With URes caclcdentifidationh code ofBe ersonal
to communi cate the or each identification code of. t

4 urg}ﬁ&%{xo& H{éﬁnfﬁ{h%é‘ﬁgﬁ%n?&?ﬁﬁ%ﬁﬁ?th%ﬁj lelu!h dq%}yp‘ﬁ%ﬁ%de of the

ent encryption code O ersona

ene 0 S ut er
Pﬁgfafenai g e S BF fodk O InGUnR ARy R gyicate
aims 1 to 4, characterised in that the personal
theé!a%r B@éhﬁewawdﬁ thapgisonabeRdieicsRalion MGae 5 resi di ng
on a user's conputer. 10. A system for secure
4.conmArsiystatni fon sécurecreomusging®mnin ehea aicmvetyanyrmeoif claims 1 to
claims 5to 9, characterised in that the personal code
3.0eesndrised iEMAs thhebddesver stdiespindymimiansinclubing a password
di spl ay neans di splaying the or each identification

assHed o th'GwnBEHS g%%ergalgﬁ c&fe”&érfé}a{tfbﬂ ﬂ@ﬁﬁsalrﬂn@letﬁh@sﬁérd is

each encryption c e persona code

trgﬂ"s%%%\t a6 é?ﬁsgﬁ Q?%rlglgg%g?{\ %est%v%pt W&% ltlgeegr ?%h identification code of

char actg ?1 in that the code ner
the SBeFEOnaD (FORF SERNCH O aREanSn Al eRctyptt 4% or cach

encryption code of the personal code generation means and the code server uses the

password to authenticate the user as the owner of the personal code generation means.
5. A system for secure communication in accordance with any one of claims 1 to
4, characterised in that the personal code generation means comprises a personal
portable token.

6. A system for secure communication in accordance with claim 5, wherein the
personal portable token is a pendant.

7. A system for secure communication in accordance with claim 5, wherein the
personal portable token is a card.

8. A system for secure communication in accorciance with any one of claims 5 to
7, characterised in that the personal code generation means includes a communication

port to communicate the or each identification code of the personal code generation
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initialisation code known to the code server and

software residing.on a user's conputer, the software
bei ng capabl e of generating the or each identification
code and 15 the or each encryption code based on the
initialisation code and a reference clock, the code
server al so bei ng capable of generating the or each

megas end theawicaeh ewtrat anetyptinn ede of thetpessnnal padegeneration means
based on the initialisation code and the reference

teh osde’s chtnpwersyst em for securely accessing data stored

in an encrypted formon a storage neans accessi bl e by

92 COMTHkEHA FdraBeRe LHRRUnialih irsddedidarét WwitR@h$ ORébs 61afHAs 1 to
generation nmeans having one or nore identification

AC : ‘ r | e

¥ SERRCRISA RS Bl (RGeS inedd oin g0 hoftwere
arr.anged t o,chan e with time; a key archive associ at ed
rﬁ?@ﬂg ﬂ81$@?§%ﬁgﬁl?bde generation means and with one

§r nore data files on the storage neans, the key

19y chify 8ysieri 19§ seetre oommM@HCAtion| indosgrdanse vt Flaatanynone of
of the data files and the encryption codes with which
ckidroh Sofo 9 hehadmtaised i dsatithe pasongitoode geheraliey naaohiivaudes a
bei ng encrypted with an archiving code; and a code

dﬁsﬁrayefheér[sg? kediiglay eeads deptdyigdert dif éaatitorifiadon @0de of the
the or each encryption code, the code server being

PO Ol B R R R ot A BRNECAE tnq RESnal code

grcl)edgt.server and the or each encryption code of the
£ véaneﬁ%{ﬁge i ndependently of and in synchronisation

ith the or each identification code of .th nal
1ﬂ)de

.pers A
SHUFRIPOIFHESOARICAN T ACCORAROB IR chamgisrised

.of the personal code generation nmeans, the code server
imthas thevpergonal prode i gemsratian cinearisneproprdsss beismaprt isard having an

archiving code |last used to encrypt the key archive .
imtidisatiod Goderkremin &5 ¢hd \cbdg sevde ahei suftvarre angdihgt on a user’s

change with tine; wherein when a user wi shes to access
cohputef, tRPSIFvI & b&Hg aaBlel dfl Bnerhilfy e ¥ chdtARieMifidation code and
the or each encryption code based on the initialisation code and a reference clock, the
code server also being capable of generating the or each identification code and the or
each encryption code based on the initialisation code and the reference clock.
12. A system for securely accessing data stored in an encrypted form on a storage
means accessible by a communication network comprising:
a personal code generation means having one or more identification codes and one or
more encryption codes, the or each identification and the or each encryption code
being arranged to change with time;

a key archive associated with the personal code generation means and with one or

more data files on the storage means, the key archive having information including
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across the communi cati on network, the or each
identification code of the personal .code generation
nmeans and data including a request to access the

stored data files encrypted with the or each

encryption code of the personal code generation nmeans

and 15 the code server uses the or each identification
thedgeation ofiibe clottefilos and the encyptitancedeamdth whishuessh adribie data
the or each encryption code of the code server to
fitks s grpiryptdd thie leeyantHivebeingl aiicayptad withencochiviag cuds; and
comrmuni cates to the user the previous archiving code
aicBde 8BYEY RIcBR{OHY MSEd HARIMRAHSREHIE RS MR bP@ac‘hO&%ryption
of the code server so that the user may decrypt the

v, . e r a S

oS5 1 Qe i) SRARRERS vhith MISrab e PodEhhebdicitmeans
accordance wth cl.aim 12, erein when t code .

s EhfntAy osachidestigadtretiie of Wi odd st band e &R Foshgroryption
code, the code server also transmts the current

coglecefi the servepeleangn andependesdly of had insprchromisationr wish the or each
archiving code to encrypt the key archive when the
idgs@ficdtian coderpf geqarsohsl acle gssdratjort measst amdatle datachf ¢rcegption
and the code server stores the current archiving code

c@tle oftthe peFsBidlVade abhdthiid M thefdd ehef Qdel sdier Qls8 ST 4 Previous
the store data fil'es. 14. A nethod for securely

cati s ; c : . _
R Ul BT SR e O S8 BT MR Koy archive and 2
a rsonal cod ener at i ans to.a user, the
c'ﬂ%]&g@ﬁﬁ’r“%%? e&gﬁlgﬁﬁapg?fp%rfgggﬁe ‘ﬁ'zﬁpﬂjﬁ; one or nore
i dentification codes and one or nore encryption codes, .
whersin whenea gperi Wishasi tpiasaess dhe oershairted Hatadile.dhe iser transmits
encryption code being arranged to change wth tineg;
acaes$ the coimsiunjcation ostewerly ter o1 emchuidentifidation gpde af the personal
identification code and the or each 10 encryption
catletgenandos YNGR @Rl datigirchelingos @c Rl R adseishihiehsored data files

personal code generation neans such that the or each

erlctiffild with Bl SHabIPSferRtidn o de 0 the $RI6RAI BB gliiRatRin B8&HRE and
the code server uses the or each identification code of the code server to authenticate
the user and the or each encryption code of the code server to decrypt the transmitted
data and the code server comm.unicates to the user the previous archiving code in
encrypted form using the or each encryption code of the code server so that the user
may decrypt the key archive providing access to the stored data files.

13. A system for securely accessing data stored in accordance with claim 12,
wherein when the code server transmits to the user the previous archiving code, the

code server also transmits the current archiving code and the user then uses the

current archiving code to encrypt the key archive when the user has completed
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encryption code of the server change independently of
and in synchronisation with the or each
identification code of the personal code generation
means and the or each encryption code of the persona
code generation neans; and 15 the user transmtting
across the communi cati on network, the or each

aqegssing the stor¢dbdata Glegendfthe ¢releservenstaresdorienrrpat archiviag)code as
means and data encrypted with the or each encryption

‘the poleviafs drdidvipgcadnfir fomeeagedses did woredarfiieand t he

code server using the or each identification code of

14.he ROHRARAN Y& sdcRrdYt WpRhiGadimgl BEoks @ caRfhubR8tio network
each encryption code of the code server to decrypt

cﬁap&t&{sgggﬂcg&ggsiggg}ge %gl% 5. A nethod for securely

comruni cati ng-acr oniruni cati on network in
accordance wi.th .claim14 including the step of the .
PN S PP e B BETE i TGRS i Ve e RAFIGUR Fgle generation
aut hentication of the user by transmtting data across
megts hayBygrAngios agre identifigation qodes and onecor mprEopptoRICodes, the
the encryption code of the code 19 server and the
orusch idtetifiggtiomepdetaad dixt ar ¢achraciyptien code bdieg swalged to change
server wwth the encryption code of the personal code
wiBfigleabhdn neans. 16. A nethod for securely
comuni cating across a contmuni cati on network in

prF RS 1ANG8e Yol vl GHidthd thOlor EheH TchAficdt! e Nthd! B8 or cach
steps’ of providing the“user w a usernane an
asswor d .kno to the cqgde server a ransmtti t he .

erSBATIOR FRds AR paeBiaising, icchod® seryer WiiBR REFSeTish ohds gxekation

with the or each identification code of the personal
meFeugh teatdhe on caen identifisationecadataf tha cpdp sayerpndthener each

or each encryption code of the personal code:
engeypsiontcodnofitbaservenchanpe irclepkandently ef andsinisgnabinenisation with the

usernanme and password to authenticate the user of the
orpeich ddaitifvatien gede bAtheopersdifal BBdd genctation*medishad fheror each

securely accessing data stored in an encrypted form on

erryphiBh @8&e of the personal code generation means; and

the user transmitting across the communication network, the or each identification
code of the personal code generation means and data encrypted with the or each
encryption code of the personal code generation means and the code server using the
or each identiﬁcatioﬁ code of the code server to authenticate the uéer and the or each
encryption code of the code server to decrypt the transmitted data.

15. A method for securely communicating across a communication network in
accordance with claim 14 including the step of the code server communicating to the

user following authentication of the wuser by transmitting data across the

communication network to the user encrypted with the encryption code of the code
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means accessi ble by a communi cati on network conpri sing
the steps of: providing a personal code generation

nmeans havi ng one or nore identification codes . and

one or nore encryption codes,. the or each

identification and the or each 15 encryption code

bei ng arranged to change with tinme; providing a key
seivehiané the sisen deariptinigt thet data poanswittad by dbe gede rsarvieorwith the
means and with one or nore data files on the storage
enedption tdile dfehe persdnal codeqpehargtiominesnsat i on i ncl udi ng

the location of the data files and encryption keys

1¢i th m&ﬁb@ﬁﬁr&e@&etwgomﬁlﬂhﬂaﬁﬂ% 88robS a WaIRi€Mion! H8work in

key archive being encrypted with an archiving code;

chr.oni si . . e i .
o MR £ b bl B B R ent O S o B it o
identification de of the gode server and .the or each
USERYH ARG RAESHFE KROWHID the Sode orHiage LR darn epagge and
and in synchronisation with the or each identification
pesstird pcropethsenosunanicativaenctjeorbrwith the erecash iderdifichdoeode of
each encryption code of the personal code generation
thiee pesspndl heodeo genaaatiore meahs antdathendata  @iceyptediswith the or each
archiving 20 code being the archiving code |ast used .
ch&ypiiG ddtle dftBe &Yool ebde/ gerdffion nfdahs A theAdodBis¥hveBusing the
code being arranged to change at predetermned tine.

ubdth&hY 3hd; szgk@oﬂdsf%r al&t’fl@rtﬁﬁe et {hk nlgseﬁ%lffggé ﬂelfh%nal code genération

conmuni cat’i on net wor or eac ntitication
ceode of the personal code generation neans and data
MR8 udi ng a request to access the 5 stored data files"

encrypted with the or each encryption code of the
1er sénaethed der sequwisht ascrsingAstngored i ap spREYRIEH Fm 01 A §tprage

the or each identification code of the code server to
meathaneesside by atchmmsgratian detwoek comprisitg thestoppofon code

of the code server to decrypt the transmitted data
peovidihie peasdaalS@ide @eneronidn it arat having end dremuteidetitification codes .

previous archiving code in 10 encrypted form so that

a{@o Q)tnﬁ :&r oY SeRpYiBh ddass ke¥ &' ehdhY fadkiB¥kinNan®GRESS each
encryption code Being arranged to change with time;

providing a key archive associated with the personal code generation means and with
one or more data files on the storage means, the key archive having information
including the location of the data files and encryption keys with which each of the
data files is encrypted, the key archive being encrypted with an archiving code; and
synchronising the code server with the personal code generation means such that the
or each identification code of the code server and the or each encryption code of the
server change independently of and in synchronisation with the or each identification

code of the personal code generation means and the or each encryption code of the

personal code generation means, the code server also having a previous archiving
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stored data files. 18. A nethod for securely accessing
data stored in an encrypted formon a storage neans
accessi bl e by a conmuni cati on network in accordance
with claim17 including the steps of: 15 the user
using the current archiving code to encrypt the key
archive on conpleting accessing the stored data
cod¢ beingahe ar¢hiving dede dastarsed $¢ @nenygt theekayuprchivie and a current
archiving code as the previous archiving code for
afcdhivin@cadeteds Artarigb@tcSétange Stgfrédetdriised thde intervals;
the user transmitting across the communication network, the or each identification
code of the personal code generation means and data including a request to access the
stored data files encrypted with the or each encfyption code of the personal code
generation means;
the code server using the or each identification code of the code server to authenticate
the user and the or each encryption code of the code server to decrypt the transmitted
data and the code server communicating to the user the previous archiving code in
encrypted form so that the user may decrypt the key archive providing access to the
stored data files.
18. A method for securely accessing data stored in an encrypted form on a storage
means accessible by a communication network in accordance with clair 17 including
the steps of:
the user using the current archiving code to encrypt the key archive on completing
accessing the stored data files; and

the code server storing the current archiving code as the previous archiving code for

future access to the store data files.
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