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W RELESS ACCESS PO NTS SUPPORTI NG ROAM NG Field of the Invention This 34/’
inventi oRye B/@dses to the field of wirel ess comuni cati onspcpg€o2/0Msse! ess N
comuni cations is a burgeoning field.; Personal conputers, In office and, to

a | esser extent Y nt 03-4 5 10
15 20 25 wirel es@é@é?& JPE%&EA @@ﬁ@%%ﬁm(’%ﬁm ates
particularly to the security o§uppORTINGROAMINGhrough wirel ess access

poi nts that support roam ng of wrel ess devices. Backgroun

I nvention | apt ops per sonal digital assistants, tel ephonesEM MMM lm
control devi 4% ﬁ]b a few of the types of deV| ce that ed in
¢ld ot ennveg Mhorted by wirel ess Local Area Net wIf®®2(LANs). A
contenporary international Standard for wireless LANs is | EEE 802.11 b. In

the 802.11 b Standard, wireless client stations (STA) connect to the access
points (AP) to acdddsineentionaelstes tp thadicld ofouirgessicommminicaiorss sndhoi nt s ar e

essential |y St Nal PO A5 RRCaSrd G40 RLELRYbRAT D LER (O, O

nore conmmonly own- as he W T SUth hérne andard thus

provi des a sisstdrdty of@ita @hnshtited thesughiviedlad abgesap@hwshaahpMmﬁtg ¢foi nt  but
at the wireless level. Together with this, the Standard al so defines an

Ext ended Ser\)YlE,“éesSé‘F“G@SS) to allow nmulti pI e LANto forma single virtual
AP. The ggvantage of wireless LAN systens is that a nj oys the
benefits 30 of Ethernet while at the same tine is fﬂ?@ﬂjﬂ@wmmmmmrtm n the
servi ced ar eBackpeovaydufohke hinteationr ed equi val ent of t ' is a user

bei ng able to nove about and plug his Ethernet cabl e int*gsry avail abl e
network point. However, the wireless LAN environnent also presents new

security issues t hﬁfrel@%%@nﬁl%ﬂ?&h@ﬂ&jfseﬁﬁﬁgeon fidl@ PekSith bARbRYS! ens,
w reless LAN systens d /0.1s03. 1°PCT/’S&02/ 00223 not recogni ze

physi cal wal Ilamwngemﬁ)@l;dlgltml @Slwantsdtel_eﬁhbmﬁsmémm@n coufred idewicescaahut easi |y
gai n acc§§s tofe entt erna net}/h/(;)i ?Pecausgdof t he éc/ﬂ}' . cal stecurity
ava| | abl d°( e Ao MHSYEE S 98‘6‘&? { arg DEineysed I3 aiTEleSs SIHPBEYs can easily
access wireless LAN systens since walls do not bl ock t he passage of radio
frequency (RF) si %lnal s of wireless LAN systens to the outside world.
Because of this, theffieeapddoa lesserapdentchianme apyirnperts sichdevdessiared an

ti | St de dat
conf i dont i & HEP SRy B T RL oo E R A L AND R Gkl 7 P Y hat VP
i's weak and deaternatiorsd StangardrfokwirelesnioANe is BEE80201 Ibi. thh tAAER2i1dbt hat its
|ntegr|ty is difficult to maintain %i,ASecause | i s based on_a shared

secret ke sydandaqd, pirefess gligny staiionsy SPR5GE todh acesss points (AP) to

access services in the wired backbone. Access points are essentially STAs that
provides access to the distribution systems (DS, or more commonly known as the
wired LAN, such as Ethernet). This Standard thus provides a similar set of
services offered by a physical Ethernet point but at the wireless level. Together

25  with this, the Standard also defines an Extended Service Set (ESS) to allow
multiple LAN to form a single virtual AP.

The advantage of wireless LAN systems is that a user enjoys the benefits
of Ethernet while at the same time is free to roam within the serviced area. The
30 approximate wired equivalent of this scenario is a user being able to move about

and plug his Ethernet cable into any available network point.

However, the wireless LAN environment also presents new security issues

that need to be addressed. Unlike wired LAN systems, wireless LAN systems do



a secret, but it is not practical for a conpany with hundreds of enpl oyees
to try to keep a secret. One known solution to the security problemis to
i mpl enenw(??j,d_‘g@wall 15 router at APs. The idea is to |inmpdrddrwomiber of
services o ered; to wireless LAN userss. The wirel ess LAN users can only
access a wi der range of services by creating a virtual private network

(VPN) by t uriftirecegnize pixsical stall dgpndagies, in g WiFsdsL AN syfte@saq PYRALH | rout er.

The VPN 50! Vegnti\asity Blth SMeRf 10thd MAGHaI R GRBELASELE BbiphysicdlSeciReput Si der

who attenpts to garn access to the wreless LAN 20 systens w be bl ocked
at the firewnlailabldl &g, wallsyandtsechinipy gudrds). Sloiwfeler, outsitlarsand eagilyaaceshe dat a

packets will pe frustrated, as thes ackets wll be encrypted within the
VPN tunnel . wrgles Ie‘g{\lc?ﬁ'StE‘i‘?é\ﬁh’?"WRﬁ%g? E‘?ti _ th?\_l??sﬁﬁfée gg?ﬁ?%ﬂ‘}%?nt _
Tunnel i ng 25@)% aglofﬁg’%ﬁ%&gmys{%%@% ¥ dufedidd whaaT Bﬁ@autsé)ot:r /iR (i.e. at

t he network Tayer Ma WwsTM operating systens have built-in PPTP

" clients. ThelBHEBH2X Sianderds Commiitdel alsoalefioed APoptidnal Standardcelleder , i s t hat

the users will. no lLonge | O SS I i ng_ouer 1 i r LAN
System A f1 PR ESONABEE BN ARLE BV iR e Rttt t SPETRe 1P 1 ayer
in the case @frefeRel ANRYyLEMS IR PAEHEm iMMeIWEPSs weak andyasoeeatilpf the range
of one AP to another AP they will need to reconnect because the network

| ayer addr esroken. gAnotherptablemsyith WEP ig shas its iniegrityl is diffigoligg maindain- 4

PCT/ S@&2/00223 3 Typi.cal, firewall |np|l nt at i r i |l e from
open s ouioc esbe(cf”‘Pséiég/%rb edaornea %arr\egxsfﬁﬁ%s;egg%tg%’ gﬁggﬁgﬁ‘g@% p%f“ﬂ }égéé k@e%

i mpl ement at | ®Bcravdinlt by nbi practicanfdr aebmpary Wil Aundraddeftesnpldyeeytoattetoal so
capabl e of stateful inspection of VPN packets such as PPTP and | PSec. The
present i nvekRPABEFESt.di rected to overconing the probl em of security of data
and, at the sanme tine, avoiding the deficiency of the firewall router
approach so far as roamng is not possible. 10 Summary of the Invention
Theref ore, the i nGaakhown ehlsidmivdke secngtyproblémris esingiémetitiadfgewall a access

for a wireless device W, red network. resource Vi W r.el es cess
poi nt, cbhpriWHS ARE i-g‘él%abgft.o?‘fﬁt é@f‘&’ﬁ'lb?%?ﬁpsr‘?ﬁ"%\esﬂf&é%éﬂwm 15 ?rf'ﬁglbove t he

data |ink |ayers ik $RbEssAGER S8erPLAdnly BcdRas s widtr Yanble of SévicBy by at e net wor k
dat a packets; connecting the wreless device to a server on said wred

network vi a emhdngaviewiel proiate nework (Y PR ba tuineking aWVaiN petocet tireugd thisnet wor k
| ayer address.tp the wi.reless.daviGe; 1:shi a virtual private
net wor k conngértefé%ﬁbe&%%t%? ﬁghe\;e\\,iy ir)lg;%(élsv gp%gél? %"Zé'éﬁézbt‘ﬁgéyg“g‘ﬂ ver, via tﬁe

access poi nt céifiddgiingypackousidevheanenpe wigialaesss tetvb odrebnsLANe ser ver,

above the network layer, for data access to a network |
20  systems will be blocked at the firewall. Also, any attempts to ‘sniff> or eavesdrop

on the data packets will be frustrated, as these packets will be encrypted within the
VPN tunnel.

Examples of known VPN solutions include Point-to-Point Tunneling
25  Protocol (PPTP) and [PSec, which interface to TCP/IP (i.e. at the network layer).

Many Windows™ operating systems have built-in PPTP clients.

The problem with a firewall router AP solution, however, is that the users
will no longer enjoy seamless roaming over the wireless LAN system. A firewall
30  router operates at the network layer (or the IP layer in the case of the TCP/IP
standard). When the user moves out of the range of one AP to another AP they
will need to reconnect because the network layer address (e.g. IP address) will

have changed.



resource. 25 The invention further discloses a nethod for providing a

W reless device with roam ng data access to a wired network resource via

Wi rel essyageessoR0i nts, the method conprising the steps ofcpst@hbishing a
firewal |, at or above the data link laayer, in said access points to pass
only virtual private network data packets; 30 connecting the wreless

devi ce to a ser vékypinsl firpwalliimpiementationk that are available fiemoPsn pOIesS at t he data
link layer; ,allocating.a networ S . i vi ce; and
establ | ani ndseOre LB e eb T praBRREC Tb afeallah RS ey Co

devi ce and tH’yeﬁlﬁdi‘fnéQﬂét\ﬁ&ﬁ\l'@ef packest Waekadeaysrcapabléof figtefit dppectippiont

bridgi ng data WO 03/0-1,03. 1 PCT/ S02/ 00223 packets between the wirel ess
devi ce and t¥N paeketysuch g PREP andBSess to a network resource; and wherein,
upon the 5wi rel ess device roam ng to another access point, the nethod
conprises the further steps of connecting the wireless device to said

" server via said Ortegreseac@sentipaiindirated toevembming thk ptabyem of tearityiafel ess
device retaipning the currently al] ocated_network | ayer address and the
virtual priviataAndeftibe RAmaloe; OHiRE e GRACISHRY (Hjébﬁ ﬁ?@maHdowawP&tae ss to a
net wor k res%r@easl}}gmﬁﬁj s b fod@blePr i vat e network connection via said other
access point. 10 The 1 nvention yet further discloses an access point for a
Wi rel ess conmuni cati ons network supporting roam ng, in which wireless

devi ces connect via id access point with a server on a wired network to
access al%et%ﬂ‘a%gg&e veRtin access point conprising: 15 a wirel ess
transcei ver for communications with a wreless device; a wired network
interface for conmunications with a server; and a processor, interfacing
bet ween sai d t r ariBreséfors; therinvensipd diselosgsradmethed far getabliding ¢ #rgessrferyr ammed
to connect a wreless.deyi t,0 e, W[ net alink layer b
bridgi ng pac?%’frglef)se e\Xécee‘r%lo ¢ ﬁ@reﬁnf E‘Poerls(\gésgﬁ%ev‘ﬁ?ar%\%{rﬁlg V\%%ES% pgn to 20 g Y
i mpl ement  a donipRiseig thevbiepdiofoper ates to pass only virtual private network

dat a packets existi n? above the data link | ayer. The invention yet further
di scl oseb a wi r el S&bhpunga fikewall, ghorahoxe thedataduk layerdasaldageeserdidgh connect

to a server @h.g My SaAPHAREndRoAHESFackEENOT K

connecting the wireless device to a server on said wired network via said

access point at the data link layer;
allocating a network layer address to the wireless device; and
20 establishing a virtual private network connection between the wireless
device and the server, via the access point bridging packets between the wireless
device and the server, above the network layer, for data access to a network

resource.

25 The invention further discloses a method for providing a wireless device
with roaming data access to a wired network resource via wireless access points,
the method comprising the steps of:

establishing a firewall, at or above the data link layer, in said access points
to pass only virtual private network data packets;

30 connecting the wireless device to a server on the wired network via a said
access point at the data link layer;

allocating a network layer address to the wireless device; and
establishing a virtual private network connection between the wireless

device and the server above the network layer, via the access point bridging data



25 resources by one of a plurality of access points, and roam between said
access points while maintaining network connection with the server, the

network GaypidsShd9: a said wireless client device; a plurghigdoabsal d
access points, each inplenenti ng a figewal | which 30 operat es to pass only

vi rt ual privat wor k dat a etselstln e the dat | ayer;
and a said SS?@@FS%% rg? Were S?/ f‘i?é‘ln é‘?eéatﬁége%ﬁﬁceé% arﬂfltwe)r k
addressi ng; afdurcedq03/ 0- 4503- 4 PCT/ SGOZ/(l( 1223 5 wherein said wreless

client device connects to said server via a said access point at the data
link layer, said wiereiesupinl tbe airekesadavisewoarkingdy enothefchcesss poist.ithee wi r el ess

client device and the wrel cljent, device establishes a said virtual

private net Wsompgiseyihe %@Wrtghgsgferver above the network |ayer, via the
access 5spoint b&érﬂlgbtmlg tﬁéhﬁreﬂ@%&h& tb@hmeﬁe;msmr&lh@%ce@,é péiAtatdevi ce and
. the server, for data access; and further wherein, on the wrel ess device

roam ng to ahodateﬂlnh(bawssh@wnmms daviceuptpiningsthe d@lv'i:ni adlopated nefwprk saj d

t  at dat | d t ai th
curront] y anRstareaciny b Bl kak G Tomoh M O o Vet

network |ayer copdifhingtat2atesabhinBesk ti3b@cabyesia virtuahpriedtsativoriesour ce
by said virtual private network connection via said other access point.

Bri ef Descrlwemloéfv“t?r@éi mhawwg@ PP 0 t he acconpanying draw ngs: Fig.l is
a sche ic black diagramof a wireless access point; Fig. 2 shows a
typical wireless LAN data packet format; Fig. 3 is a schematic bl ack

di agram of a physTlesihvatitionlyes furthet disidses bn geceds paintefot a)g,iimeladss net wor k
diagram 20 Fig. 5 is a wirel ess access ] ayer nodel t he

i nventi on; mogﬂmwp%mas BElMOR SYRPOB I RABING i APRIC, PiFe eé? (’Jceﬁfg“@’meﬁt showi ng

one i npl eman\%%tsélgﬁccegé int &ﬁh%@grvzporﬁaf wirtd Redvolt Q)Vﬁcgésﬁgrn%ﬁﬁorke' ating to
Fig. 6; Fig I's a schemati ¢ block diagram also simlar to Fig. 3,

show ng anotﬂemur%tﬁerqabeawnimmmpnmﬁg gs. 9a and 9b are bl ock flow di agrans
relating to Fig | Ob_ar.e bl ock,.fl ow.di a rams relating to a

pre-al | oPat ed I P %WHF%g%ﬁr?fﬁc?'ﬁﬂl congﬂldmcatlons with 2 wireless

a wired network interface for communications with a server; and
a processor, interfacing between said transceiver and said network interface, and
being programmed to connect a wireless device to the wired network at the data
link layer by bridging packets between the wireless and wired network, and to
20  implement a firewall which operates to pass only virtual private network data

packets existing above the data link layer.

The invention yet further discloses a wireless network in which a wireless
client device can connect to a server on a wired network to access network
25  resources by one of a plurality of access points, and roam between said access
points while maintaining network connection with the server, the network
comprising:
a said wireless client device;
a plurality of said access points, each implementing a firewall which
30 operates to pass only virtual private network data packets existing above the data
link layer; and
a said server supporting a virtual private network and network addressing;

and



Figs. 11 a and 11b are block flow diagrans relating to the processing of 30
packets at a wireless access point. Detailed Description and Best Mde WO
03/ O-s03 o folis3@02/ 00223 6 Enbodi ments of a wirel ess acogsgsdRifis. a
wi rel ess comruni cati ons network, firewall router and nmethod for providing
data access to a wreles accessg‘%gi nt. will be described. 5 '-é‘ this
description, ref aherupsadwireless cligpt devicegonnegts g safq seoysy Vi wid aeceysy pe
under st ood ig; 1AL Btk $303F, SXd- sehler hchiéd & etk HRRPhdMeRlto heMeChani sm to
pass only \Aggltnggﬁgé\?a pack@tgs’ |§1n Sgccf)r dance vvieth e_ggt%gbl i shed rSI es.
Ref er ence t evieelésy clidntidevipe andathe wirelese client (& establishesrd spid wiktwal t he br oadest
meani ng, and .includes a secure architecture that authenticates an
aut hor i sed FEYRte QRORE, SMsEtion B‘tgg'&ﬁﬁgeagl?(ﬁ'eéﬁ%ﬂ%m%( H?roﬁ'éﬁﬁet H&Use of
encrypti gn. ofink pfiggiRg aMa Ackel bl PLAAhS Mhlchdd Slient BVitKiaR tAO s@V@Ctdri cal and
_ low level functional interface between the wireless domain and the wired
domai n. Wemdetaragéass;emde is nmade to " conputer program or "programred",
this is to be under,stood as incl.uding eaguivalent. | tations such as
ASI Gs. wihi ch_per £ ST Ayl I iEe A8 HEMiph I BT R LB EPiaf e g,
shows the bligckirtleadic@ite @bniectstBisgialsetver @h 658 ottfee @scsPpding at ek data 0.
providing an | EEE 802.11 b AP). A wireless client 12 connects to the
wirel ess 20 linkdavss apdretping thequarentinwpliaspied ewark laysr addressand thayiftwaln,  The
CPU 16 recei V. f i [ '
t ypi cal |‘§ [ g%%%te%&%}%}aﬁéfggﬁgcﬁoq, %lﬁg}oé%‘iw %ﬁ%@%ﬁﬁéh?@{;{%ﬁ r%%ﬂg&g net wor k
chip 18 wit Ibytshid virtlialMrikato ustwadk cdiiectiat via paid lodier 3€cesopdiai. ns a MAC | ayer
header 32, a Network | ayer header 34, a Transport |ayer header 36 and a
payl oad 38. The wireless chip/card 14 and the 25 network chip 18 perform

t he physi Call?éj&ﬁscxii 16 bPGleBralWifgd i ons in a conventional manner. The CPU

16 functionality 1n providing security and supporting roamng wll be
descri bed bel ow. Wrel ess Comruni cations System 30 Fig. 3 is at a
functional |evel, and concerns the.inplenmentation of a transparent firewall

bridge 96 (i.e. W HaCURRABE FEVIESFig. 1 ). It shows the wireless client
device 12 Connectr{iglgistéﬁscﬂE’mlﬁcBerSkaﬂ‘aﬁ@nmmfwrrel%s WeésslpBfig; access points

10, 10', 10", to gain access to the VPN server 40. The client device 12 has
WO U3/ 0- 4S( 13 PCTisCrhows 0 2uscal ivaredesp 29N flatg packet famafr om AP 1 to AP2 and
AP3 and still attain.connect i . . i . .via a secured
VPN tunnel . Fig. Pig'gﬁg\%g&?e}%atlg%}grcgsdtﬂ)ﬁﬁb%Bﬁgg%%&’lﬁé&v}%gﬁa&éﬁﬁram where the
VPN tunnel is indiigatied 1&gical abeverhdagrunyer al 44. Layer Model Referring now
to Fig. 5 the nethod of _c?nnection Wil | lfe ge c,ritl_%e;d. f it is a new
session 8f the clhigms ditireless acspsndayermedel smbodyiag the 10yantign:  akes pl ace.
Bridging and fir %‘f‘%{fi AQLAHRRR LIk difgthH Ediilaf ol FIE. AGRGRRAENT CPU 16, is
provi ded. The fire IF software Is configured to pass only virtual private
net wor k dat dmaplethentidipendi ng upon the form of addressing (i.e. pre-allocated
or dynam c), network, addressi onfiquratio ata...The bridging software
transfers packet \39%?%%41 W@%M‘& 1ams\henllagagg>olﬁ.§i ﬁs, operating at the
data link layer. Hin ¢i8Q sdifentdic bisck(Rigrant A8 siblilRe M Pigopehawinghnothbe client
12 connects to the access point 10 at the data |ink and physical |ayers by
way of t¥e vimpleneestationot ocol. The client 12 then obtains (i.e. is issued
with) a network laye d i I .ig the TCP/IP
standards this aﬁ%/ség%g%g%@g%bggc&féﬁggé m nergﬂﬁﬁggodFlﬁPg’address or by sone
automati ¢ procesigd. kea AdCRON Iy biutk dloModibgramp i¢latingoatpre-alipcatedi® server 20
40 al so establishes a, VPN connection with the client 12. The set up is now
conpl ete, arfddfesEngragine: ad aple to access intranet resources 42 via the
VPN server 40 (asg; i j 1 : . | . a tunnel ed
* VPN (situated abgF\}%;I? ‘I{*:Qe]a}ﬁd;%fv_\ﬂbgﬁb acg/(\eﬂrowdl m‘n%ﬁ?gtg%%%r@é l%%/gs?glg)ebfpl ace in a
secur e manngrackets athewireldsyacoéBlppmtket s are passed by the AP 10. 25 As the
client noves from APl (10) to AP2 (10'), the physical and data |ink

Detailed Description and Best Mode



| ayer connections are re-established with AP2. However, the network | ayer
connection is not broken, as the client 12 retains its network |ayer

addr ess. wWhngfsoany application using the VPN connection gugéddea3m ng
does not need to re 30 establish the gnetwork | ayer connection. This neans

that any file trapnsfer can fonti ue to take place while the client roans
fromAP1 (10) to d(’%“tﬁ.o Fhare CEHROELS FrVIESIpss COmENINAStipRL

(mai nt ai ned) WO K wh ALY, 1”%&‘1% d hg (;‘,I;Hé nagdd g}% abli shed
not wi t hstancﬂeng rt’he ‘():vl [ eﬁl{tel haé\}P%g rkfarre ngg&ang% ée)ﬂra %Agﬁab C%&BBI O~sU3~
PCTI S@02/ 0( 1228 vw8ll biedescriBpici fi c | npl ementation Fig. 6 shows a wirel ess
comuni cations systemin a formsimlar to Fig. 3. 5 Like elenents are
shown with the sanme reference nunerals. The file server 40" is the

prot ect ed resour qg thid B&LApGAH) reffenCOM S Fire DA TR irQb AP ASHEL” iRtPhEct ed
resources on the Ethernet” 20. The server 40 thus acts nuch as a gateway, in
" that it doesindestopd srethe widést contextr dsindudesshdmieaning ofightechanisnm e piss el ess

device. Fig. Wi || descri.bed in conj.unct | t.h the. bl ock fl ow di agram
of F s, v oufevhited da FRACH B3Ecdsfarc Rt A iihst vl RETREEISA 1 cns syot om
are as fol | owgtuafl privte NetWobly (VBINDIsaRTA1 takdsitBe bréadesBin@iniff.andssune that the

internal wired network 20 is subnetted as 192.168.3.x 15 (i.e. w th netnmask
255, 255. 255 ingludesaggenrsprhitecturethat aytheatiqates pn gathpagedaper andgnablss ng t he

known t echni j Thi.s, i ve -st.eps _as foll ows:
- confi g@r e S? ﬁgé E@ﬁ%ﬁﬂgﬁ g?tn}?g‘%\‘ﬁ g%‘eeu§egd flseﬁ&r%@rnésé rélfg%n?%@ ??@E%gt h network
20 mask 255.s3fivaie8 indludes e Rlebthcal anddowfle@t fihctibital saefadetbaeidflthd nterface to
an alias I P address 192.168.2.1 with network mask 255.255.2S5.0 (step 66)
(i.e. the aligdessdamainanddhe wisgd domains YWk refereacesis mads de heommsiet unnel ed
addr essi ng) .,x At . PIP. . 04,25 - allow
user Awth ppr)% %&o%%@m@?ﬁdg’gﬁﬁs 1t§ g({%ﬁlﬁgﬁ&?&sZ%&%Egéq&lﬁlg&end of the
PPTP t unnel implepentationbsch@? A8s Fhichdeffotne theiBine funagionalitput | P addr esses
of range _192. 168. 3.129-192. 168. 3.150 to PPTP clients (step 74). - perform
pr oxy ARP for PPTP clients (step 76). 30 Step 78. Set up the DHCP server 40
to give out WwR-RAULeeTIHiAO WMreless clients of the form say 192.168.2.129
-192.168. 2. 199. V1' O 03/0. 1s03-4 PCT/ SGJ2/ 00223 9 Step 80. Install secure
802. 11b AP 10. This specific inplenentation will be described in greater

detail bel ow. No%é\‘ (tdhols s l?lg&editagrar';i Sa t;ﬁbl:caISWireless access point 10 (e.g.

providing an IEEE 802.11b AP). A wireless client 12 connects to the wireless

20  access point 10 via a wireless chip/card 14 therewithin. The CPU 16 receives a
data packet 30 from the wireless client 12 which typically is of the format shown
in Fig. 2, and communicates via a network chip 18 with the network bus 20. The
data packet 30 contains a MAC layer header 32, a Network layer header 34, a
Transport layer header 36 and a payload 38. The wireless chip/card 14 and the

25 network chip 18 perform the physical layer interfacing functions in a conventional
manner. The CPU 16 functionality in providing security and supporting roaming

will be described below.

Wireless Communications System
30
Fig. 3 is at a functional level, and concerns the implementation of a
transparent firewall bridge 50 (i.e. within the CPU 16 of Fig. 1). It shows the
wireless client device 12 connecting to AP1, one of a number of wireless access

points 10,10',10", to gain access to the VPN server 40. The client device 12 has



Step 81. The wireless client 12 connects to the AP 10. Step 82. The

wireless client requests and obtains an | P address fromthe DHCP server 40.
Here it iwp@ossgd the client obtains |P address 192. 168. gepd$ndDsSt ep 84.
The wireless client 12 runs PPTP client software to connect to PPTP server
40, by the substeps o - the wireless client 12 is configured to connect to

a PPTP ser veheginahilityptozgametom A3 ta dd2and APSrand s§l jattaipronngelign t@ eas user A

wi th password, < - sful 4l0gq] ddr ess
102, 163, 3. 179 BBl s wseBrbE VERUGRITST IS 4 il Mne RoBEBhABIIT 22
92. Data paclsgichetwdrk diagesm, bhehereithe SIRNItunhelds gididaled taeforencPiietalnnel . 20
Steps 94 and 96. As the wireless client 12 roans fromone AP to another, it -
reassoci ates*dtself with the new AP, but retains the |P address

192.168. 2. 129. Hence, the network | ayer address will not be broken. 25
Second Specific Inplenmentation Fig. 8 shows a wireless comuni cati ons

" systemin a Epem\®dei | ar to Fig. 3 Like elenments are shown with the sane
reference nunerals. Fig. 8 will be described in conjunction with the bl ock
fl ow di agram of Figs. 9a and 9b. The 30 principal difference is that the

file server 40" (RefBringhBuito®5£ ! A hROISIhn &R AII DB RscHBRA! Atie_subnet

to the AP. The steps to inplenenting the secure wirel ess systemare as

fol | ows: Vi®a0ewGeSi8: of tROTlicaCoh 0¥ BN server 44y thate setaipualss plase. t he

i nternal w red,netwo 20..i s,subnette s 192.168. 3, j .Wi th net mask
255, 258, 455, BoBG M Hrsd i sfevd ™R AR Tt es o SR B b ope of - 5 -
confi gure t hgopided. eTheERrelal %6ﬂﬁhreli§11:&fﬁ|§ﬂfi‘eﬁ t6 Pisstoney Virahiestvatk kv K 20°
where file server 40" is located) to I P address 192.168.3.1 with network

nmask 255. 255datsadydepending npay the_forp af adgressing iiiee. reralloqatadear dypamigd.er f ace to

| P address w&w&%%l'dére% 1%9%L@B‘&l‘a%@élﬁaﬁa%céﬁ?gl%g§8%\2?rlegﬁa§1§fe§%9gg (i.e. no

alias is require ment at'| server (step
108) to: - abdtweenthewvirdless il waesdemans;Bperating atgh#idata linkayer. Kin(theep 110). -
Its end of the PPTP tunnel to be 192 168.3.128 (step 112). - give out IP
addr esse¥ of St 4P {8 eighlishieny oportigesha ggeng 12 egnnegs & theiapriss poidh{ 2 st ep

114). the data link and physical layers by way of the wireless protocol. The client 12
then obtains (i.e. is issued with) a network layer address by traditional means - in
the TCP/IP standards this address can be a predetermined fixed IP address or by
some automatic process like DHCP (Dynamic Host Control Protocol). The server

20 40 also establishes a VPN connection with the client 12. The set up is now
complete, and the client is able to access intranet resources 42 via the VPN server
40 (as shown in Fig. 4) with the security offered by a tunneled VPN (situated
above the network layer). Communications may take place in a secure manner in
that only VPN packets are passed by the AP 10.

25

As the client moves from AP1 (10) to AP2 (10", the physical and data link

layer connections are re-established with AP2. However, the network layer
connection is not broken, as the client 12 retains its network layer address. Hence,
any application using the VPN connection during roaming does not need to re-

30  establish the network layer connection. This means that any file transfer can
continue to take place while the client roams from AP1 (10) to AP2 (10"). The
VPN connection exists above the (maintained) network layer mearﬁng that the
connection remains established notwithstanding the client 12 having roamed to

another AP.



- performproxy ARP for PPTP clients (step 116). Step 118. Confi gure DHCP
server to give out IP addresses to wireless clients of the form say

192. 168. 3\'&% 3492. 168.2.199. 20 Step 120. Install securgG&inhidsAP 10,
as descri be elow. Wth reference tg Fig. 9b: 25 Step 121 The wirel ess
client 12 connects to the AP 10. Step 122. The wireless client requests and
obtains an | P address fromthe DHCP server 40. Here it is assuned the
client obtai r 8.2.129. 30 Step 124. The wireless client
12 runs PPTngrlsl ef’rf?grgo or’n’g?Z'é”]“?o PPTP server, by the substeps of: WO
03/ 0-4s03 PCT/ S@A02/ U223 11 - wireless client confi gured to connect to a

PPTP server with P ress I9 .168.2.1 (step 126) i.h as user Awth
password <P> (step'& 8‘%0“’3 aé{‘f"f S SRS U?nslséiﬁ?‘ﬁmé ?Fé‘%vgmﬂaé@cﬁ‘é
192.168. 35129;11&%1@9&% &%@h&@ﬁ Wlﬂ'ﬁ[hésﬁ@re@reﬂcg%uﬁp BrdTs. t F'HE' le sbsbERi30) - Step
~ 132. The data packets w il then be tunneled through the secure PPTP tunnel.
St eps 134 anthelB6tectad r¢sherom beles:snmﬁcemse rhganmyfqthﬁnsodepmt%cted anot her, it
1o reassociates itse th t eWAP tan the | P address
To5. 166 5. 1280k et terthimend At et 4biiha h8S RioRR oh aplaBBRERR i 1 g
Speci fic | nplieesam ﬁ%él?ﬂol@%tﬁ%@&h@é’s el s@ﬁ’g}ﬂ%?tth@mrb&s@@@%. P, 6Sking a
pre-allocated | P address for each wireless client device where the IP
address is abedestyibedindcopistnetion withatblogk Bow dingeanm ehFiggeln asd 7bThe net wor k
setup is 3' mlar to that of Figs. 6 and 8, except that DHCP services need
not be rdR on the server in such an i npl enentation. 20 There coul d be ot her
i nstances where sQHe stps of iggserfibritRipithd@cuRasirdes spitémakd Hleds, I P addresses
and other wirel ess client devices use dynamc |IP addressing (i.e. a m xed
addr essi ng s drglygyith referencerto &igi7aonnent s, the inpl ementati on wi II be a
dynam c | P addressing-only environnent. 25 Wth reference to Fi gs. 1l0a and
10b, the steps to inplenenting the secure wireless systemare as foll ows:
Step 200. As$tapplt Aasumdiehat the éntermbl wiredenktwotkv@i) ik s@theitted a21bIP1E8c3]x as

192.168. 3 X (i.e. with netmask 255.255.255.0).

Group Step 62. Set up a PPTP server 40 (e.g. using the known techniques
described above). This involves the sub-steps as follows:
- configure the Ethernet interface to IP address 192.168.3.1 with network
20 mask 255.255.255.0 (step 64).
- configure the same Ethernet interface to an alias IP address 192.168.2.1
with network mask 255.255.255.0 (step 66) (i.e. the alias address is needed
to support the subsequent VPN tunneled addressing).
- configure the PPTP server (group step 68) to:
25 ' - allow user A with password <P> to login to network (step 70).
- Its end of the PPTP tunnel is set to be 192.168.3.128 (step 72).
- give out IP addresses of range 192.168.3.129-192.168.3.150 to
PPTP clients (step 74).
- perform proxy ARP for PPTP clients (step 76).
30
Step 78. Set up the DHCP server 40 to give out IP addresses to wireless clients of
the form, say 192.168.2.129 — 192.168.2.199.



30 (i.e. with netmask 255.255.255.0). Step 202. Assune, for the sake of the
exanple, that the wireless client device is pre-allocated a device address

of 192. 1@@)33%12@% WO 03/ O 1S03~ PCT/ SG02/ 00223 12 St epp@Pdco26i23Up a
PPTP server A , by the substeps of: -9 configure the protected Ethernet

interface (on the protected network 20' where file server 4Q' is |ocated)
to IP addres%teﬂg)@.E‘S‘SUS?CPTQ\W%IHbf*ﬁdpkT?“%§Pﬁ‘ﬂ§k“’25‘5!“25@.“2’55’.‘1bb?step 206) . -
configure t : o rface to I P address 192.168.2.1 with

net wor k mslﬁﬁ%g&%@%&%l&@%%%) (i.e. this could be an alias IP

addr ess dependi ng on whether protected resources are on the sane network
segnent as the wired network of the AP). to - configure PPTP server (step
210) to: - all owN@‘é?’VltEr B IEKIROIY <P> to login to network (step 212). -
Its end gf the PPTP tunnel to be 192.168.3.128 (step 214). - give out IP

_ addresses of range |92.168. 3. 129-192.168.3. 150 to PPTP clients (step 216).
15 - perf or rStpy BXyTHRRirtless diehfl Ttanaedtsto(the &F WL8) . Step 220. Install

secure 802.11b AP 10, as described below. Step 222. The wireless client 12
connects to the AP 10. 20 Step 224. The wireless client 12 runs PPTP client

to connect tQ.PRTPIHEEH8less d¥nt REuSHLHUSBEIRS an 1M Ad81RS Fofl theDH NS i gur ed
to connect to a PPTP server wth | P address . 192.168.2.1 (step 226). 25 -

| og in as uservepdihi Hbreptisswpmaed<tieclient ebtains &F addressf ¥92r1682ct9s s f ul | ogin, a
new | P address 192.168.3.129 is obtained for its end of the PPTP tunnel
(step 230). Step 232. The data packets will then be tunneled through the

secure PPTP gtunpe! ThaRirSlesndicAB12 mintl PR3O cliddt sbiiwam toebisest @ BRI roans from
one AP to another, it reassociates itself with the new AP, but retains the

| P addr ess 159pve1 6@ by thosubsisppeE, the network |ayer address will not be

o oKen. i 0 03 OuftoRieleb LR 7 RABARedrda %mggectﬁm»?ﬁ@is@&emﬁ%ket s _at

Access Points This proc Install'ing a secure 802.1lb
AP, that 5 occur sadfifess 1921681l €sren8@t i ons descri bed above, in respective
steps 80, 120 and 220. For packets receiyed fr éythe wirel ess interface.
Packets Yecei ved -dR8iA8 e Miffharssiord ebn ?tgﬂg of 802.11b header + IP

packet. Wth ref erguegdebskllJogin, a new IP address 192.168.3.129 is obtained for its
end of the PPTP tunnel (step 90).

Step 92. Data packets will then be tunneled through the secure PPTP tunnel.
20

Steps 94 and 96. As the wireless client 12 roams from one AP to another, it

reassociates itself with the new AP, but retains the IP address 192.168.2.129.

Hence, the network layer address will not be broken.
25  Second Specific Implementation

Fig. 8 shows a wireless communications system in a form similar to Fig. 3.
Like elements are shown with the same reference numerals. Fig. 8 will be
described in conjunction with the block flow diagram of Figs. 9a and 9b. The
30  principal difference is that the file server 40’ (i.e. the protected resource) exists on

a separate subnet to the AP.

The steps to implementing the secure wireless system are as follows:



10 1l1la: Step 140. Check, fromthe MAC | ayer header packet, that the packet
is to be received by this AP for devices connected to the AP in either the

wired or whpHless network - if not, throwit away (step 1g@)sgibmobizep 144.
Save the source and destination MAC ggldress in 802.11 b header. Step 146.

Strip away 802.11b header, 20 Step 148. Put | P packet thro irewall in
accor dance \@tﬁle%e‘E?sb‘methﬁ]éemfﬁ :Wl!ed[W.t‘B?rlkt%l§s'§’t“§§e$§s ﬁgﬁG%écﬁu red if
pre-allocated | P addresses are used for the wireless client devices] Is it
DHCP packet ({.stwith n@giask 2§5.2485255.Q)o to step 156, if no - go to step 152. -
s it PPTP packet (step 152)? If yes - got to step 156 (these are encrypted
25 packets). - Else, throw it away (intruder packets will get thrown away
here) (step 154). Step 156. Add in appropriate header to I P packet in

accordance Vdibh1031es QplaPHTOebekr 40!, 89 the subStepdi6r: destination address in the
~ Ethernet network (step 158)7? - If yes, add Ethernet header filled with the

source and destinat i i ( 0). The
dest i nat ir}on can b?o?ﬁ%gﬁrﬁﬁe@?eﬁ%%@ﬁggﬁQ)né%ﬁ@g%%ﬁ d%égc%k%ﬁ support ed
on the Ethernet nehstofile sedfer Wi BHodanel) to [Readileess @02.468.3 ilswitlutetwnek | nst ance.
- Is the destination address in the wireless network (step 162)? - If yes,
add 802.11 b head®?k3359d- 230 O{sAdO8bur ce and destinati on MAC address 5
retrieved in step t = i :366) . Step
168. Transmt pack%?ﬁgé%tﬁﬁ%tﬂgrg%ﬁhgrgfﬁgfﬁf %C%Euéﬁl\égg&sg\l{\%lll:%&?iggg ets received
from t he Ether netnédtworkrhaske55RA6RE6 9 (step éD§)(d e dliak evmegquirdédnin¢hif ace

consi sts of Ethernet header + |P packet. Wth reference to Fig. 1 Ib: Step
170. Chel%, from YHECTRA¥AY-or header, that the packet is to be received by
15 wireless cli em&nﬁgﬁgcppqtpe&r\mrmeﬁ g tdP - if not, throwit away (step
172). Step | 74. Save the source and destination MAC address in Ethernet
header. Step 176. St ripallowayseEAhwitinpasswerkiel™> toologigite petwosk (s 110k packet

through firewall rul es;%sl.:er{dwo' ﬁf?ﬁe’*ﬁnﬁ&gftoib% 158:[165593%3r(§gp B{Z)pre- al | ocat ed

| P addresses are used 1 ess Cl1ent “devices i t™’a DHCP packet
(step 180)? If yes - gogiv@ostIBAdAREsesiof range192.068.9.139-4p2.1883.150 to
15 PPTP clients (step 114).

- perform proxy ARP for PPTP clients (step 116).

Step 118. Configure DHCP server to give out IP addresses to wireless clients of
the form, say 192.168.2.129 — 192.168.2.199.

20
Step 120. Install secure 802.11b AP 10, as described below.
With reference to Fig. 9b:
25
Step 121. The wireless client 12 connects to the AP 10.
Step 122. The wireless client requests and obtains an IP address from the DHCP
server 40. Here it is assumed the client obtains IP address 192.168.2,129.
30

Step 124. The wireless client 12 runs PPTP client to connect to PPTP server, by
the substeps of:



25 - Is it a PPTP packet (step 182)? If yes - got to step 186 (these are
encrypted packets). - Else, throwit away (i.e. intruder packets will get
thrown aygyodRsesy (step 184). 3o Step 186. Add in 802. 1 1bpdweagprooia | P
packet, the header will be filled w §h the source and destinati on MAC
address retrieved in step 144. Step 188. Transmt packet on wreless
interface. WD 03‘/‘(?—1‘29598@“4" 9/comestta aPHTR saverpith &P ons
denonstrate that L Btir ry£an only have access to: 1. DHCP packets -
this is of Iittlelbgggg'g's1 (lkl@sé%?)y shows the | P addresses that the DHCP

server gives out -tlag infes uséri fentith ppssnaird kB> (dteel2&re only visible if
pre-all ocated |I P agdresses e. not used] . 2. PPTP packets -.these are
encrypted - again? ‘iﬁ%’tc‘éesﬁ@?[qg’t“b Pé‘eﬁ'igﬁg‘l‘lrefsrlﬁ’p'@r?'ﬁé‘88"5%"@@ 7 15m t he
packets. 10 The ephgdiEapre Slstpemy of a transparent bridging firevall

pl us VPN connection, w !l block unauthorized users from accessing the
network through the wrel ess access point. Put another way, an AP is

i npl enented to 0 ne r ayer pac s _except net | ayer address
confi gurati epaﬁ;(}' Sﬁ?ﬁﬁlﬁeﬂwf‘%w !%&ﬁ"ﬂﬁ%ﬁ@’@éﬁ@ewr g@tﬁf‘g’f’gm t he
sanme time, users are free to roam 15 transparently from access point to
access point and the application will not have to reset during the roam ng;
for exanpl e,St¢HSI1é4taﬂér1|§g-eA§ theariredess clieni coapafipmgsie\ARei anethehdt wi r el ess
client i.s myving.from t her . AP. 5T 5 1.
ey Sco2P 003 el et Ry A bRPsfis e IRt At 2 Bess for o
wirel ess deHenee,!the Betwotleldydraldd@Edwilbsbe®eokena a Wi rel ess access point,
conprising the steps of: 5 establishing a firewall, at or above the data
link layer, in said access point to pass only virtual private network data;
connecting t .16l j 0 a server on said wired network via said
access poi ntﬁgﬁd\,&tﬁﬁglﬁgzgggﬁgﬁ%ﬁ?éyer; allocating a network | ayer address to
the wirel ess device; and 1 o establishing a virtual private network
connecti on between the wrel ess device and.the server, Yﬂ%@the access

ATt prdr

poi nt, HFidging patkerdmp BHon Fdagedan wing yersraliocy €8/%r, above
the network elaéﬁ’%'ire]egéjélieﬂ@@@vi&qﬁ?e‘fét}kg}’fﬂddl}%lst}@"aKee{d%'%kH l(%@dedléez?ch The net hod

of claim1, wherein the step of establishing a firewall further includes
passi ng net wordess¢tertsicvigg Ehastyarkasetupris dimiler padiRbolFignbdnde step of

al l ocating a_ne I er address i.s rformed dynamcally. 3. The nethod
of claim 2, e\’ﬁ/ﬁ%’&ﬁ%@%’ dswlrcgsu'}fggﬂ?el Q/ealgg oﬁgtﬁms@er eréra pg(}alsagi ng 2o includes an
al i as addr esmpidmen@dtidnr equest ed resource resides on a conmon part of the

wi red network, or one or nore separate addresses if said requested resource
resides 28n one or nore protected subnets. 4. The nmethod of claim 1, wherein

the step of all 0oqld il BESBHShALE naR BHLNERTe iR dLEPGLetpte vy of a

pre-all ocated ad ard-coded In the w ess devi ce.
allocated IP addresses and other wireless client devices use dynamic IP addressing
(i.e. a mixed addressing scheme). In such environments, the implementation will
be a dynamic IP addressing-only environment.
25

With reference to Figs. 10a and 10b, the steps to implementing the secure

wireless system are as follows:

Step 200. Assume that the internal wired network 20 is subnetted as 192.168.3.x

30  (i.e. with netmask 255.255.255.0).

Step 202. Assume, for the sake of the example, that the wireless client device is

pre-allocated a device address of 192.168.2.129.



5. The nmethod of any one of clains 1 to 4, wherein operation of said
firewall perfornms the steps of: stripping data packet headers, and

det er m niw®oiigh3ier the 30 stripped packet is of a data pmekstodops to be
passed. 6. The nmethod of claim5, whesein in the VPN connection, the

bridgi ng then adds an appropriate interface header based on the original
header destination MAC | ayer address. WO 03/ 0~s03.1 PCT/ SE 12/ 00223 17 7.
A nmethod for providing a wireless device with roam ng data access to a
wired net workep 2ebubetapwi BPTA sesves 49, byctheswbsispb af's, the net hod conpri sing
the steps of establishing a firewall, at or above the data link layer, in
sai d access poi nt-conhfigyradise protegtediBtheradt ipetfycet (en tiet protekted attwoga2®et s;

connecting the wireless device 1o a server gn the w network via a said

access point at t‘ﬁ]éerﬁifeasq‘fqlilégl 'ég‘é‘iﬂ,tedgg’@I‘}dgﬁeé?il%g\(\ég-ﬁit‘“g‘rqgﬁmﬂfer addr ess

. to the wisrel ess dgyikcss @B%Ds6N @b neé) N a virtual private network
connection between the wreless device and the server, above the network

| ayer, via the acocesfigweiti othei Ethemet idtetfacpmdReiddrebet Wekd.2 hwithi r el ess
device and the seryer, fo t St networ k resource; and 15
wher ei n, upon the‘l‘l\h"?’glrﬁ%% 2%3\%%&32%5%{%80@6‘%ﬁ%‘éﬁ%\ﬂd Sé‘ﬁgﬁasplgi nt, the
net hod conpri ses Jdagest HépcABIngTnORRetiRl pFRSHIREebdificdslige W fhels@gs device to
sai d server via said other access point at the data |link [ayer, the

wirel ess devi ce rrsteprkisagmentesdag wised ngiwarkl ofdhe Af).net wor k | ayer address and
the virtyal private f aver ion; and 20 continuing data access
og@%g&vﬁgﬁﬂ Osc¥\%r {sE%%S)ﬁ io

to a netWork resouf VIT ivate network connection via said

ot her access point. 8.- afloev W8t AoitlDpasswaidaPE, tolbgin &b fietivoek Step210Y.
establishing a firewall_ further includes passi ngﬁnetwork addr essi ng

configuration data packkt@d oibe RInE" Winggl te e 382.26%.8d 48 (5P H*het wor k | ayer
address is performed d{é]@é‘h&qblaﬁdre?sesIfﬁggﬁﬁ?%if?ilfé-%dﬂ&l‘f‘g@{oa n said
udes an

virtual private networ k™ addressing I nc alTas address if said
request ed resource resPRBESclionta(sep@i6n part of the wired network, or one or

nore separate addresses if saidr st source resi des on one or
nore probtected subnet Squ%)m-ﬂ{%xyngﬁﬁggrﬁjﬂ%ﬁéﬁnﬁﬁ(%epég&ei n the step of
all ocating a network | ayer address is performed by way of a pre-allocated

address hard-coded in the wirel ess device.
Step 220. Install secure 802.11b AP 10, as described below.

Step 222. The wireless client 12 connects to the AP 10.
20
Step 224. The wireless client 12 runs PPTP client to connect to PPTP server, by
the substeps of:
- wireless client configured to connect to a PPTP server with IP address -
192.168.2.1 (step 226).
25 - log in as user A with password <P> (step 228).
- after successful login, a new IP address 192.168.3.129 is obtained for its
end of the PPTP tunnel (step 230).

Step 232. The data packets will then be tunneled through the secure PPTP tunnel.
30

Steps 234 and 236. As the wireless client roams from one AP to another, it

reassociates itself with the new AP, but retains the IP address 192.168.2.129.

Hence, the network layer address will not be broken.



WO 03/ O~-s03-4 PCT/ SQ02/ (1223 18 11. The nethod of any one of clains 7 to
10, wherein operation of said firewall perforns the steps of: stripping
dat a paclgad odanasiar s, and determ ni ng whet her the stri ppedpPa§d®lioods of a
data packet type to be passed. 5 12. (Fhe nethod of claim 11, wherein in the
VPN connection, the bridging then adds an appropriate interface header
based on the original header destination MAC | ayer address. 10 13. An
access poi nt-f.0r rf“chEfSkr%s R 3L Py fet wor k supporting roamng, in
whi ch wirel €8 devi ces connect Vi a salti access point with a server on a
wired network to access a network resource, the access point conprising: a
w rel ess transceiyer, for comunicatjons.with a wrel ess device, a wred
" network interfacéﬁ‘i‘%‘tstl&%?ﬁﬁfﬁ?’éﬁ@%ﬁﬁg‘g\ﬂ?f%tagll%?’%ﬁéﬁe%@r?d“g a Wit ocessor,
i nterfacisng o@&hmﬂhéﬁhﬂeﬁaéﬁgé&ﬁ'dﬁ%db%&@b&@ ﬁn@?ﬁe‘éﬁ{}é%&é}ts%f, E?&&hd and being
programmed to connect a wreless device to the wred network at the data
link |ayer K20bridgi ng packets between the wireless and wi red network, and
to inplenent a firewall which operates to pass only virtual private network
dat a packets existing above the data link layer. 20 14. The access point of
claim 13, wherei ok Becklets'8¥ENdd fhth tHENirHaGSRSr AL VIRcket 2 ERES b0 _
configuration data packets if the network |ayer address is to be assigned
dynam cal | y wireless irtbedace consigts 0§ 80261 biipadarie Papaskets Wish refersheecto &iign 14,
wher ei n : ai ﬂ virtual private network addressing includes an alias address
if saidTeq é%’t ed resource resides on a common part of the w red network,
or one or nore separate addresses if said requested resource resides on one
or nore protected subnets. 30 16. The access point of claim 13, wherein the

processor aldtercktle<Checkelram the Mayeleyerdadar pagket.hpyithe packstistebe addr ess.
WO 03/ 0 t SOqgceF\gE/@I%/@?ﬁ)%%e?i?es]%mJ&&l dj%‘iﬁ@ﬁ? iﬁgitt R witBy oP\Qgelgés claims

13 to 16, wherein rewa strips data pac eaders, an et erm nes
whet her t he mtwdrhpdfingtathkew it svayf(stap dé2)a packet type to be passed. 18. The
access paoint of claim17, wherein in the VPN connection, the bridging then
adds an léppr opriate interface header based on the original header

desti nati on W3 48k e AAHoBRR and Qestihalibd BI85 8dd18MRBE2.1 Tb Weide! a Wi rel ess
devi ce can connect to a server on a io wred network to access network

resources by one of a plurality of access points, and roam between said
access poi ntsﬁepmﬂié‘emgglagvg?%ab-rfgb H&%‘é‘@rk connection with

20  Step 148. Put IP packet through firewall in accordance with the following rules:
- [N.B. this step is not required if pre-allocated IP addresses are used for
the wireless client devices] Is it DHCP packet (step 150)? If yes — go to
step 156, if no — go to step 152.
- Is it PPTP packet (step 152)7 If yes — got to step 156 (these are encrypted
25 packets).
- Else, throw it away (intruder packets will get thrown away here) (step

154).

Step 156. Add in appropriate header to IP packet in accordance with the
30 following rules:
- Is the destination address in the Ethernet network (step 158)? - If yes,
add Ethernet header filled with the source and destination MAC address

retrieved.-in step 144 (step 160). The destination can be any resource



the server, the network conprising: a said client device; a plurality of
said access points, each inplenenting a firewall which is operates to pass
onl'y vir{upds@sdyat e network data packets and network addse@ssdd®or:s
configuration data packets existing gpove the data link |ayer; and a said
server supporting a virtual Brivate net wor k and networ k addressing; and
wher ei n sai d w r rppested opitheEthsmebngtyworkg of whichdls fjlerservend® 18 BpiPngccess
point 20 at the data Link |ayer, said server allocates a network |ayer
address to the wireless device and establishes a said virtual private
net wor k connect i oils thetdestantibh eddiessah drsvitlelvisartvenil (§tbe 1600 Vr yashove t he
network | ayer, via ccess i nt, bridgi ng data packets between the
" wirel ess device éﬂ@l%gﬁémgﬁ’%’f gﬁ?cg\”‘tggleégﬁ@éé%fie%lﬁétl%w addgsswher ei n,
upon theswrel es§etggyéd§ﬁs AN e @6§pot her access point, the wreless
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virtual private network |ayer connection, and continues data access to a
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further passes network addressing configuration data packets, and all ocates
a network | ayer address dynam cally. WO 03/ U-sU3~ PCT/ SG2/ 00223 20 21.
The wirdPess net WOF Racketsapegivadtnm Wedktheryerintesfags. r Ragkpts pedeivgd ennet wor k
addressing i (= i i S [ e..r esi des on
a common parE{Eﬁé(‘#g ?ﬁgﬁ%e‘?&gﬁ@lﬁtg? ?\g&tﬁe e(gbéag%?g}r)%%%érég g@%&? a?egl%a?dlilé'sses if
sai d requestidt: resource resides on one or nore protected subnets. 5 22. The
wirel ess network of claim 19, wherein said client device is hard-coded with
a pre-allocated network | ayer address. 23. The wirel ess network of any one
of clainms 1 , reed { i I i t aders,
and determ %éipqm%t%ﬂggﬁtﬁﬁdeﬂé@%{%{ﬁ&%\gghﬁr’ tlﬂesustgé bg&ﬁgit%é@ﬁgg‘%ﬁ? yge to be
passed. 134. vitetesaichaitessociatedovith tbis AR aifmod3hrowhié awan (step 1712 VPN
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the wireless client devices] Is it a DHCP packet (step 180)? If yes — go to
step 186, if no — go to step 182.

25 - Is it a PPTP packet (step 182)? If yes — got to step 186 (these are
encrypted packets).
- Else, throw it away (i.e. intruder packets will get thrown away here) (step
184).

30  Step 186. Add in 802.11b header to IP packet, the header will be filled with the

source and destination MAC address retrieved in step 144.

Step 188. Transmit packet on wireless interface.
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to pass only virtual private network data;
connecting the wireless device to a server on said wired network via said
access point at the data link layer;
allocating a network layer address to the wireless device; and
10 establishing a virtual private network connection between the wireless
device and the server, via the access point, bridging packets between the wireless
device and the server, above the network layer, for data access to a network

resource.

15 2. The method of claim 1, wherein the step of establishing a firewall further
includes passing network addressing configuration data packets, and the step of

allocating a network layer address is performed dynamically.

3. The method of claim 2, wherein said virtual private network addressing
20  includes an alias address if said requested resource resides on a common-part of
the wired network, or one or more separate addresses if said requested resource

resides on one or more protected subnets.

4, The method of claim 1, wherein the step of allocating a network layer
25  address is performed by way of a pre-allocated address hard-coded in the wireless

device.

5. The method of any one of claims 1 to 4, wherein operation of said firewall
performs the steps of: stripping data packet headers, and determining whether the
30  stripped packet is of a data packet type to be passed.

6. The method of claim 5, wherein in the VPN connection, the bridging then
adds an appropriate interface header based on the original header destination
MAC layer address.
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15 wherein, upon the wireless device roaming to another access point, the
method comprises the further steps of:
connecting the wireless device to said server via said other access point at
the data link layer, the wireless device retaining the currently allocated network
layer address and the virtual private network layer connection; and
20 continuing data access to a network resource by said virtual private

network connection via said other access point.

8. The method of claim 7, wherein the step of establishing a firewall further
includes passing network addressing configuration data packets, and the step of

25  allocating a network layer address is performed dynamically.

9. The method of claim 8, wherein said virtual private network addressing
includes an alias address if said requested resource resides on a common part of
the wired network, or one or more separate addresses if said requested resource

30 resides on one or more protected subnets.

10.  The method of claim 7, wherein the step of allocating a network layer
address is performed by way of a pre-allocated address hard-coded in the wireless

device.
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interface, and being programmed to connect a w1reless device to the wired

network at the data link layer by bridging packets between the wireless and wired

network, and to implement a firewall which operates to pass only virtual private

network data packets existing above the data link layer.

20
14.  The access point of claim 13, wherein the firewall further passes network
addressing configuration data packets if the network layer address is to be

assigned dynamically to wireless clients.

25 15.  The access point of claim 14, wherein said virtual private network
addressing includes an alias address if said requested resource resides on a
common part of the wired network, or one or more separate addresses if said

requested resource resides on one or more protected subnets.

30 16.  The access point of claim 13, wherein the processor allocates a network

layer address as a pre-allocated address.
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a plurality of said access points, each implementing a firewall which

15 operates to pass only virtual private network data packets and network addressing
configuration data packets existing above the data link layer; and
a said server supporting a virtual private network and network addressing;
and
wherein said wireless device connects to said server via a said access point
20  at the data link layer, said server allocates a network layer address to the wireless
device and establishes a said virtual private network connection between the
wireless device and the server above the network layer, via the access point
bridging data packets between the wireless device and the server, for data access;
and
25 further wherein, upon the wireless device roaming to another access point,
the wireless device connects to said server via said other access point at the data
link layer, and retains the currently allocated network layer address and the virtual
private network layer connection, and continues data access to a network resource
by said virtual private network connection via said other access point.
30 |
20.  The wireless network of claim 19, wherein the firewall further passes
network addressing configuration data packets, and allocates a network layer

address dynamically.
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23.  The wireless network of any one of claims 19 to 22, wherein said firewall
10 strips data packet headers, and determines whether the stripped packet is of a data
packet type to be passed.

24. The wireless network of claim 23, wherein in the VPN connection, the
bridging then adds an appropriate interface header based on the original header

15  destination MAC layer address.



