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FIG. 2 
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FIG. 3  
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Access message/Broadcast message

S401: Send a first message to the second node

(first key agreement parameter)

(key agreement algorithm capability)

S402: Send a second message to the first node

(second key agreement parameter)

S405 (optional): Send a third 
message to the second node

(first authentication information)

S406 (optional): Verify the first 
authentication information based on the 

first key

S403: Obtain a first key based on the first 
key agreement parameter and a second 

private key
S404 (optional): Obtain a second key 
based on the second key agreement 

parameter and a first private key

First node Second node

 

FIG. 4 

  



 

 

6/10 

S52: Send X to the second node

S51: Generate a random number x, 
and calculate X=x*U

S54: Send Y to the first node

S53: Generate a random number y, 
calculate Y=y*U, and calculate 

V=y*X

S55: Calculate V=x*Y

First node Second node

 

FIG. 5 
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Broadcast message

S603: Send an association request 
message to the second node

S604: Generate a private key SKg, and calculate a public key 
PKg, where the public key PKg is used as a second key 

agreement parameter KEg

(ID, KE alg, KEt, and NONCEt)

S608: Determine a second key KKE based on the private key SKt 
and the second key agreement parameter KEg

(key agreement algorithm capability)

S607: Send a security context request 
message to the first node

(KEg, NONCEg, and AUTHg)

S610: Send a security context response 
message to the second node

(AUTHt)

S601: Select a TPPEKE algorithm

S602: Generate a first private key SKt, and calculate a public key 
PKt, where the public key PKt is used as a first key agreement 

parameter KEt

S605: Determine a first key KKE based on the private key SKg 
and the first key agreement parameter KEt

S606: Calculate second authentication information AUTHg 
based on KKE and a PSK

S609: Calculate first authentication information AUTHt based on 
KKE and the PSK

S611: Send an association establishment 
message to the first node

First node Second node

FIG. 6
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Broadcast message

S710: Send an association request 
message to the second node

S706: Generate a private key SKg, and calculate a public key 
PKg, where the public key PKg is used as a second key 

agreement parameter KEg

(KEt, NONCEt, ID, and KE alg)

(key agreement algorithm 
capability of the second node)

S701: Select a key agreement algorithm

S703 (optional): Send indication information of 
the key agreement algorithm to the second node

S702: Generate a random number x, and calculate X=x*U

S704: Send X to the second node

S705: Generate a random number y, calculate Y=y*U, and 
calculate V=y*X

S707: Send Y to the first node

S709: Generate a private key SKt, and calculate a public key 
PKt, where the public key PKt is used as a first key 

agreement parameter KEt

S708: Calculate V=x*Y

First node Second node

TO 
FIG. 7B

TO 
FIG. 7B  

FIG. 7A  
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S714: Determine a second key KKE based on the private key 
SKt and the second key agreement parameter KEg

S713: Send a security context 
request message to the first node

(KEg, NONCEg, and AUTHg)

S716: Send a security context 
response message to the second node

(AUTHt)

S711: Determine a first key KKE based on the private key 
SKg and the first key agreement parameter KEt

S712: Calculate second authentication information AUTHg 
based on KKE and a PSK

S715: Calculate first authentication information AUTHt based 
on KKE and the PSK

S717: Send an association 
establishment message to the first node

CONT. 
FROM
FIG. 7A

CONT. 
FROM
FIG. 7A

 

FIG. 7B  
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Communication apparatus

801 802 803
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FIG. 8 
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Communication apparatus

902

901903
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Memory Processor

Communication 
interface

 

FIG. 9 


