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enbodi nment the present i nvent i on: and
sharing and archival, and/or others. Often, the content stored on such digital storage mediais .

15  restricted to use by designated parties (e.g., licensed users, business associates, purchasers,
etc.) and is not intended for general use by the public. Methods have been devised in the past
for protecting such content from unauthorized use, but many of these methods have been
inadequate. Methods and structures are therefore needed for improving and/or simplifying the
protection of such digital content.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram illustrating a data storage disk in accordance with an embodiment

of the present invention;
Fig. 2 is a flowchari illusirating an example method for use in fabricating a data
25  storage disk in accordance with an embodiment of the present invention;
Fig. 3 is a block diagram illustrating an example system for use in accessing a data
storage medium in accordance with an embodiment of the present invention;
Fig. 4is a ﬂowchart illustrating an example method for use in accessing a digital
storage medium in accordance with an embodiment of the present invention;
30 Fig. 5 is é flowchart illustrating an example method for use in implementing a
checkout time limitation function for a digital storage medium in accordance with an

embodiment of the present invention; and
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20 Fig. 1 is a diagram illustrating a data stotage disk 10 in accordance with an
embodiment of the present invention. As shown, the data storage disk 10 includes: a data
recording region 12, a disk center hole 14, aradio frequency identification (RFID) tag 16, and
an RFID antenna 18. The data recording region 12 is operative for storing digital data on the
data storage disk 10. In at least one embodiment, optical data storage techniques are used.

55  Other data storage techniques may alternatively be used (e.g., magnetic storage, etc.). Any
type of data may be stored in the data recording region 12 including, for example, audio data,
video data, computer data, and/or others. The center hole 14 allows the disk to be mounted on
a center spindle structure within a digital storage drive or player to allow the disk to be rotated
during disk access operations. As will be described in greater detail, the RFID tag 16 is used

30 o store information that may be used for security, access control, and/or authentication
purposes for the content stored within the data recording region 12. The RFID anierna 18
facilitates the reception and fransmission of radio frequency (RF) signals by/from the RFID
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20  disk is first stamped to form pits in a surface thereof that are representative of data (block 22).
Tn at least one implementation, the disk is made out of polycarbonate or a similar material
(although other types of material may alternatively be used). After stamping, a metallic layer

is deposited on the pitted surface of the disk (using, for example, sputtering) to act as a
reflective layer to facilitate the reading of the data (i.e., the pits) using a laser (block 24). The

75  RFID antenna traces are also deposited on the surface of the disk (block 26). As described
" above, in at least one embodiment, the antenna traces and the reflective layer are deposited
concurrently as part of the same deposition process. In other embodiments, the antenna traces

and the reflective layer are deposited separately. The RFID tag is next mounted on the
surface of the disk so that the tag is electrically coupled to the antenna traces (block 28). A

30  protective coating may then be applied over the pitted surface to cover the metallic layer and

the RFID tag (block 30). In at least one embodiment, a lacquer coating is used as the
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20 CDROM drive, a DVD drive, and/or a Blu-ray drive; a DVD video player; a CDROM audio

player; a Blu-ray player, and/or others. As shown, the system 40 may include one or more of:

an RFID reader/writer 44, a medium reading subsystem 46, a controller 43, and a memory 50.

The medium reading subsystem 46 is operative for reading data froma data recording region

of the data storage disk 42. This reading may be performed ina conventional fashion using,

25  for example, optical techniques (e.g., a laser and detector approach), magnetic reading
techniques (e.g., 2 read/write head, etc.), or other digital data reading techniques.

The RFID reader/writer 44 may be used to read information from an RFID tag

associated with the data storage disk 42 and to deliver the information to the coniroller 48.

The RFID reader/writer 44 may also be used to write information to the RFID tag associated

30  with the data storage disk 42 under the control of the controiler 48. In some applications,

writing to the RFID tag may not be required. In such cases, the RFID reader/writer 44 may be

replaced by an RFID reader that is not capable of writing to the tag. The controller 48 is




The nmedi um readi ng subsystem 46 is operative for reading data froma data
recording region of the data storage disk 42. This readi ng may be
per f or MW@ 2006808 ¥nvent i onal fashi on using, 25 for exanfffel 7(9&?/'3146&15
techniques (e.g., a laser and detector approach), magnetic reading
techniques (e.g., a read/wite head, etc.), or other digital data reading

techni ques. The RFID regder/w.iter .4 | ' f
an RESEHRG ©O0 4098E A1t %Snuﬁlﬂ%%&a{?%ffg?%?‘g%%& B 09 I R 2",
| nf Or%ﬁ%&&sk SOl Bentidhtion Rt R Blatedad acdewsing the ddid st aal so be

used to ite Information to the RFID tag associated 30 with the. data
st or agje ddiaskorde: disidé2. Thecasrllent8 ofay thadmplemeptnd withmgne op gita

applications, , witing tq the RFID tag ma t qui a1 cases,
the REPeSSFBRdsvices; PRI aYHE % i g e P

capa by ) Atrédtlck@lnstction secoWfPuRd (RISUHL2 38
PgT/ ﬁég%%?%g(%ll%&gg‘&ples?égﬁ%Igg?‘sg%mgﬁgné} otcher St hi ngsSe l(J)si n%ﬁggbl nf or mati on

read doroptet festiBtidh seigodrapyterr (PR, & fielst progranaealie £, AFRY / Bt

aut henti cation functjon el at ac | : he data
st or aPligRID spsci *?H’éte@@%‘i‘i%ﬁugigﬂ%@@gahr@r%f g%@nt QOVI\? %‘ﬁ?‘ﬁ&o“?eh%‘% mor e
di i t flovePTRE SSREdIy 48 YitdyfSe Wd bMof B0 oy heng diflet thirlgsclienpordrdy seranpl e, a
gener.al purpose 5 m croprocessor, a digital signal processor (385@ a

r educiadornmasion uddringn pseessiegaiger stoRl 9 | infgrmaiinhy I@‘%@W%’s%"&'&t"h‘%

conput er ?CI,SC) a ;i el d programmabl e gate array (FPGA), an application
s]&ciﬁaéer‘ml@ﬁf%teé‘a .circuit (ASIC), and/or others, including conbinations

of the abgyg 1o R6nE ORbEMICAE ofhe PRoschiSavétionRIREID Bk associatedgthot her
things, tenporarily store information during, processin ée. % , qstore t he
i nf or digfthistomee disk echsbd omstotes d@mﬁ%@i@lf@w?}W‘?mm@é%e plasioreq o 5t | east

' t .of the. - i . e
o e Sl B Reddd Bt RGN hRURHAR s RRNSEGRel ARy aRaBea ) a1 2
decr yHéér&’%}}%ﬂ%&y‘iﬁﬁ@th%W&Q MThd Reryptisk kePohptiende aeskibdgerybidataread on t he

di sk, an eader may be used to read the, decryptio e ram t.he RFID
tey. Tom ihediskpDifferchityeymayaytbeatonsd on déprens digks F?B@V&iﬂ ‘gfé@éﬁfq@s £ % om t he

disk. Different keys,may,be .store [ [ ' i fferent
| evel &GS E’é@&%@%@“ﬁfgP?S?fié’ﬁtac%eﬁﬁgg%tg's’}%as eg té% a celi‘cg Oir:)iﬂ%\ﬁ%égﬁe he RFID
tag ng%relaaéﬁaa coRfigftati6h BRt-hRInK that Sloaldtbeatsbiil for anklipdistaibition anvbtontagt i ons

t hat wou be uséeful for nedia distribution _and content ntrol ., For

c .
exanptkentrdlhe FRFleBamplghtthe RFILYenight inedudeyst jIBHUHIR PRk ﬂaf‘a?'atﬂo A ¢the

corresponding medium may be played, but not copied (e.g., in the case of video or audio

20  data). Other instructions may also (or alternatively) be stored.

Tn at least one implementation, a digital storage medium (e.g., 2 disk) having stored
content is maintained in a “locked” mode prior to sale, using an associated RFID tag. Atthe
time of sale, the digital storage medium may be “unlocked” by modifying the contents of the
RFID tag so that the disk may be accessed by the purchaser. The process of “unlocking” the

25  medium may be accomplished in a varjety of different ways. In one appro ach, for example,
the unlocking process at the point of sale (POS) may include simply writing a valid
decryption code to the RFID tag. The medium may then be accessed as described previously.

In another approach, a memory location within the RFID tag may be used to record the
present status of the associated medium (e.g., a bit position to indicate a locked condition ifa

30 logic 1 is stored and an unlocked condition if a logic zero is stored, or vice versa). At the

POS, the status of the medium may be changed to “unlocked” using an RFID writer. Other
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from the corresponding RFID tag for use in accessing the medium. Information may thenbe

written to the RFID tag indicating that the sofiware has been installed to a computer. TheID
20  of the computer may also be recorded to the RFID tag at this time. If the software license
indicates that the software is only to be written to a single machine, then subsequent efforts to
install the software to another machine will fail. That is, the other machine will read the "~
RFID tag associated with the medium and determine that the software has already been
installed and thus block the new installation. The computer would have to be pre-
25  programmed to perform this function. The software may be permitted to be re-installed to the
same machine to which it was originally installed (a finite or infinite number of times). In
another example, an RFID tag may be programmed to permit the software stored on a
corresponding medium to be installed on a predetermined number of machines, or in some
other manner. In at least one embodiment, when sofiware is de-installed from a computer, an
30  RFID tag associated with a corresponding digital storage medium may be modified to remove
the previously written installation state. In this manner, the software may now be installed on

another machine without violating the license. A time limit may also be established for using




key and |icense tracker for comrercial software distributed on the nedium
When a@i ece of software is installed to a conputer froma digital storage
medi um W8 298¢00a3% key may be read fromthe correspontiHESWEYH2Pg for use
in accessing the medium Information may then be witten to the RFID tag
i ndi cating that the software has been installed to a conputer. The ID 20 of

t he comut may, al s e recorded tq LS ol ;88 tol e t he
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typi cal require that an appropriate RFID technol ogy be selected (e.g.,
hi gh flo&GUE (IF), ultra high frequency (UHF), etc.) to achieve the read
range 10 necgmsiad Yoel SpRediates tRatr 1ap| Aoeedadcribed tedimigms wadde pragticeBar code
repl acenent feature may  also be used to provi dg. inv%ntorxmapd.srb%f

moni t cepanafelyTore itRERYD coadinationclonedigyiph plospge medium.  For example, 1l

jmplementation, an RFID tag associated with a storage medium may include only a

20  decryption key. In another implementation, an RFID tag associated with a storage medium
may include a decryption key and an expiration date, and so on. Furthermore, other types of
information may also, or alternatively, be stored within an RFID tag associated with a digital
storage medium in accordance with embodiments of the present invention. In the above
discussion, a disk-shaped digital storage medium having an RFID tag is described. It should

25  be appreciated that RFID tags may also be used in connection with other types of digital
storage media to provide security, access conirol, and/or authentication functions in
accordance with embodiments of the invention. For example, in some embodiments, the
inventive principles are extended to non-disk passive digital storage media including tapes
{e.g., mini-DV, DV, SD, Digital8, ADAT, DARBS, DCC) and/or others.

30 Fig. 4 is a flowchart illustrating an example method 60 for use in accessing a digital
stbrage medium in accordance with an embodiment of the present invention. The method 60

is for use with a digital storage medium having an associated RFID tag. First, information is




digital storage nedium may al so be used as a theft detection device by, for
exanple, providing RFID readers at store exits to detect RFID tags that
have nofyobmaesodainperly processed by a cashi er during mueiasg0iesisy. .
electronic article surveillance (EAS)). Again, an 15 appropriate RFID
technol ogy nust be selected to achieve the read range required to detect
stolen items. It should be appreciated that the above-described ,hg{:hni ques
may beagriehi the RETDe pry adsetiptedrwith thedigithistorege awdiwn (Blogk ial or age
medi um_ For, exanple, in one inplenentation R ' wth a
Rpr R e e R e ey

i npl e @ﬁgﬁiﬂpﬁlvﬁ% REhRa e d s G Aérage Wetitnd TFlhoimgemaniediresd fromyhd ncl ude a
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functions in accordance wth enbodi nents of the invention. For exanple, in
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the information read fromthe ta i ncl ude a decryption key
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contents of the RFID tag may then be modified to reflect the fact that access rights to the

digital storage medium have expired (block 82). For example, in one implementation, a

20  decryption key stored within the RFID tag may be deleted at this point. In another
implementation, a status bit within the RFID tag may be toggled to a “locked” status. Other
techniques for modifying the RFID tag content when it is determined that an expiration date
has passed may alternatively be used. In at least one embodiment, the contents of the RFID
tag are not modified after the expiration date.

25 Fig. 6 is a flowchart illusirating an example method 90 for use in managing the
installation of commercial software within a host system in accordance with an embodiment
of the present invention. An RFID associated with a digital storage medium carrying the
software is first read to determine whether it is permissible to install the software on the
subject machine (block 92). For example, the RFID tag content may indicate that the

30  sofiware was already insialled on another machine and thus may not be installed on the
present machine. Conversely, the RFID tag content may indicate that the software has not

been installed on another machine or that the software was installed on another machine but




RFID tag. Fig. 5is a flowhart illustrating an exanple nethod 70 for use
in inplementing a 10 check out tinme limtation function for a digital

st or agewgegbdawzas accordance with an enbodi nent of thepossesMszirventi on.
Before data is accessed fromthe digital storage nedium an expiration
date is read froman RFID tag associated with the nmedium (block 72). The
expiration date nmay then be conpared to_a present date,(qPI ock 74&1&& The
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modulated onto a carrier wave for transmission over a transmission medimm.

In the foregoing detailed description, various features of the invention are grouped
20  together in one or more individual embediments for the purpose of streamlining the
disclosure. This method of disclosure is not to be interpreted as reflecting an intention that
the claimed invention requires more features than are expressly recited in each claim. Rather,
as the following claims reflect, inventive aspects may lie in less than all features of each
" disclosed embodiment.
25 Although the present invention has been described in conjunction with certain
embodiments, it is to be understood that modifications and variations may be resorted to
without departing from the spirit and scope of the invention as those skilled in the art readily

understand. Such modifications and variations are considered to be within the purview and

scope of the invention and the appended claims.




is installed (block 94YN, 98). After the software has been installed, the
contents of the RFID 5 tag may be nodified to reflect the installation

(bl ock 100). For exanple, in one approach, an identifier of the subject
machi ne (and possibly other information) may be entered into the RFID tag
after installation. O her techniques may alternatively be used. The net hods
illustrated in Figs. 4, 5, and 6 may be executed, for exanple, by control
functionalijty. within.the systens that are attenpting to access the
correspo%ﬁlsﬁmy‘s‘stor age 10 nedia (e.g., controller 48 of Fig. 3,
etc.). In one possible form the nmethods may be stored as instructions
and/ or data structures on nmachi ne readabl e nedia. Exanples of different
types of l.machPnertidaeianprsingsdi a that nmay be used include floppy diskettes,
hard di sks, opti,cal disks onpact ,di sc_read only nenories (CD ROW),
DVDs, magnet o-%%?%%@%f%%", é;t?r a‘ﬁgl&)ar]l%fi%’ ?ﬁ‘a‘fmri es (ROWs), random access
menori es (RAVE] radd dealéyPidegianeh((RFEOVag1&upRROMaId sotgethbdam! t
erasabl e programmbl e ROMs (EEPROVE), magnetic or optical cards, flash
nenory, averearfopnpim foy pesingrcessiagdigial dapsoredhen siGporge @esimoni ¢
instructions o tas : r i i ' '
enbodi ed as a ‘élé?rg%lf&lldnls ?@%&gﬁiﬂ%‘%gﬁ] S&%dgﬁ Firrﬁlogafﬁnglf Tél?e%)%;a g&'ﬁ gg@# ?{’a(r?orwave
for transusess desrypuey digitilrdatisiorsd boRaidetirgga médiuinhe f or egoi ng detail ed
description, various features of the invention are grouped 20 together in
one or nore individual enbodiments for the purpose of streamining the

di scl osurge. Thig fetiRQ¢ . Lmqi sebRslre is not to be interpreted as
reflecting an Intention that’ the claimed invention requires nore features
~than are expressl storge intedthni imchaiehadiskj md Rat her, as the follow ng clains
reflect, inventi ects lie in less.than all features of each

di scl osed enbo%f‘i/rg]r:\ﬁf%@és ﬂ?‘lﬁ%{f@t‘? c?)?]i%aé#ﬁlls nvention has been descri bed
in conjunction with certain enbodinents, it is to be understood that

modi fications and variations may be resorted to wthout departing fromthe
spirit amd scopke asticleleé claipdnwhenisitas t hose skilled in the art readily
under st and. SuS pd g{gr%i‘f:;n% 1ti ons i @sg vgrtiic%] hlo S, are considered to be within
t he purvi ew an scope of Thé imvelt Pontand*tHe appended clainms. 9 44 1
VWhat is cl ai megid RFID tag is coupled to a surface of said optical disk.

4. The article of claim 3, wherein:

said optical disk includes a metallic layer covering a data recording region thereof
and antenna traces deposited on a common surface of said disk, said RFID tag being
electrically connected to said antenna traces, wherein said metallic layer and said antenna

traces are formed from the same metallic material.

5, The article of claim 1, wherein:
said information includes rules indicating how said digital data stored on said

storage medium can be used.

6. The article of claim 1, wherein:

10




1. An article conprising: a storage nediumto store digital data; and a
radi o frequency identification (RFID) tag coupled to said storage nediumto
store information for use in accessing digital data stored on said storage
medi um wherein said information stored on said RFID tag includes a
decryption key for wuse in decrypting digital data stored on said storgae
medium 2. The article of claim1l, wherein: said storage nedi umincludes a

di sk; and said D tag.is. C |l ed to. a surface of .sagid disk. .3. Th
artiel o of ol dPH ToWREIR: HEE GXrOiP e Hredr O TR Uged I 6RE WAIShgi sk
and said SBEi'c[i)gftﬁgiatasst&@H'Bh@ﬁtdtsﬂqr%esrﬁédiﬁﬁ%ﬂ’[f noSRhfer@Rldceakibfl sk. 4. The
article of claim3, wherein: said optical disk includes a netallic |ayer

covering a data recording region thereof and antenna traces deposited on a

common suw face.of id.disk, said. RFID tag being electrically connected to
sai d antg{nna ﬁ}gc@ae%g#ﬂgpﬁ’gﬁ?rﬁl%t allic layer and said antenna traces

are formed fromddigitsalae dsredbhisgid¥Rirgsd @ediuf. indll@estolivwat& a8l Cclaim 1,
wherein: said information _ includes rules indicati n_g how said digital data
&

stored on sai daidingrragEonsrilydes eaandeativaad wigthersaidgptivarechagfaligndyi bren,

wherein: . ol ion includes expiration information indicating a
time aftéﬁ%\lﬁ?&c Ag(g?wgital data stored on said storage nediumw ||l no

| onger be accessible. 7. The article of claim1l, wherein: said digital data
stored on said storage nediumincludes software; and said information
i ncl udes %an i HYFXHEN SABFSHBet her said software has al ready been installed

O T, B AT SRR e SHEREN D 01
RFID tag associated with a digital storage medium;
a medium reading subsystem to read data from said digital storage medium; and
a controller to receive said information read from said RFID tag and to use said
information during an access operation involving said digital storage medium;

wherein said information includes an expiration date and said controller is to deny

access to said data on said digital storage medium after said expiration date has passed.

9. The system of claim 8, wherein:

said digital storage medium includes an optical disk.

10. The system of claim 8, wherein:
said information includes a decryption key; and
said controller to use said decryption key to decrypt data read from said digital

storage medium.

11. The system of claim &8, wherein:
said data stored on said digital storage medium includes software; and
said controller does not allow said software to be installed in said system when

11




RFID tag associated with a digital storage nmedium a nediumreading
subsystemto read data fromsaid digital storage nmedium and a controller
to receive said information read fromsaid RFID tag and to use said
information during an access operation involving said digital storage
medi um wherein said information includes an expiration date and said
controller is to deny access to said data on said digital storage nedi um
after said.expiration dat.e has d..9. The, system.of claim8, wherein:
Sai 0 i g PF EPBRUINE HRGTM Tt Rl HO i OISl saiecervaiers Tt ackyledif of
claim8, ybaisgiled iS3idsjsder mation includes a decryption key; and said
controller to use said ‘decryption key to decrypt data read fromsaid
digital storage nmedium 11. The systemof claim@8, wherein: said data

st or ed onlfaidgg%g%ﬁ%#Pg%ﬁé@ggﬁg@%LUﬁ]includes software; and said

control | er“doe PMare to be installed in said system when

11 said infor npdidl @Bntr@IRE doeoRvsAldv Bl Rofiddrd b BlsRfled MRkaid dlystedOhMBr € i S
not permtted to be installed in said system 12. The systemof claim 12,

wher ei n: &3¢ dnfegnation) tead figoe said REIR) tagvindigatgs §wt ssidseftwerdokasi alecrdy beeh i n

sai d syst . .0l tion read fromsaid RFID tag indicates that
sai d softﬁg%ggﬁggmgﬁ?ggggggégﬁ‘ installed within another system 13. The

systemof claim@8, wherein: said information includes a decryption key to
decr ypt d?ta r%gg fromsaid digital] storage nmedium and said controller is
to del et elsai d BB PhHAIRY. VRYRMNSai d RFID tag after said expiration

date has passegq Lk RnShsy R Bov NELEIR: ' t 0
nodi fy said data stgre?g |nn sa?%n %Ef%ﬁ%g art er scii‘pgd%%g}g?da??g‘nga?%g eta¢1as
passed. storage medium; and

said controller is to delete said decryption key from said RFID tag after said

expiration date has passed.

14. The system of claim 8, wherein:
said controller to modify said data stored in said RFID tag after said expiration

date has passed.

15. A method comprising:
| reading information from an RFID tag coupled to a digital storage medium; and
using said information during an access operation of said digital storage medium
to control access to data stored on said digital storage medium;
wheremn said digital storage medium has software stored thereon and using said
information includes determining whether said software can be installed on a subject
computer based on said information and installing said software on said subject computer

when it is permissible to do.

16. The method of claim 15, wherein:
12




15. A nmethod conprising: reading information froman RFID tag coupled to a
digital storage nedium and wusing said information during an access
operation of said digital storage nedium to control access to data stored
on said digital storage nedium wherein said digital storage nedi um has
software stored thereon and using said information includes determ ning
whet her said software can be installed on a subject conputer based on said
information and.installing said sof re on. sai.d subject conputer when it
is perrrissiblesat“%)8 21% agﬁﬂ@dﬂﬁﬁﬁﬁ &% A pRfl Tg? wherein: 12 said digita
storage nediumincludes an optical disk. 17. The nethod of claim 15,
wherein: said information includes a decryption key; and using said

i nf or mat i bh i nthemethod 9if nlgis dbdwhieremmypt i on key to decrypt data stored on

said digital storage di u 8. .The t hod of claim 15, wherein: said

i nf or mati on in%?%ﬁg OB%%#W%?F5WGHBE§?E%%&nﬂsing sai d i nformation

i ncl udes C0Wpal!isiixﬁysa‘i@iiﬂoﬁiiﬁwnaﬁlbl@lﬂeﬁﬂsﬁg%fsﬁd%e@fg@ﬁ@@keﬁ% Becr i AL Btdag
access to said digital storage nmedi um when said expiration date is earlier
t han sai dotpyaeddigitalgerege mgdivThe net hod of claim 15, further conprising:
after installing said software on said subject computer, witing
information to said RFID tag indicating that said software has been
instal | edi®n aTleompthbe of cRin 13hehdreinhod of claim 19, further conprising:

after installing said software on said_sub%ect conputer, witing an

identifier i dwHtinfgrmagon smcndeypnsepiratiohsidteeand o said RFID tag. 21. An

article conpri.Si e ohi i i 1k t.are reon
that. when exSued! TUBRRAENIRIE ARt AR EHLNE BaR B Sl UBRY, | on
from an REdDRIdngmgcawpdsed daal digiiblgstbalge shatiag ewinmdiaidrex@rdion siates & chrlier

i nfor ion in rati on of i igital r ium
o] natt8m1gﬁ pﬁgm%%agfcess operation of said digital storage nediumto

19.  The method of claim 15, further comprising:
after installing said software on said subject computer, writing information to said

RFID tag indicating that said software has been installed on a computer.

20.  The method of claim 19, further comprising:
after installing said software on said subject computer, writing an identifier

identifying said subject computer to said RFID tag.

21.  An article comprising a storage medium having instructions stored thereon that,
when executed by a computing platform, operate to:

read information from an RFID tag coupled to a digital storage medium; and

use said information during an access operation of said digital storage medium to
control access to data stored on said digital storage medium,;

wherein said information includes a decryption key for use in decrypting digital

data stored on said storage medium.

13




control access to data stored on said digital storage nedium wherein said
information includes a decryption key for use in decrypting digital data
stored on said storage nedium 13 22. The article of claim 21, wherein:
said digital storage nediumincludes an optical disk. 23. The article of
claim 21, wherein: said information includes an expiration date; and
operation to use said information includes operation to conpare said

expiratio d t rese date. and deny access to said digital storage
medi um wh sgi§3m§§%ﬁ$§§W%2ﬁdgggeF% earlier than said present date. 24.

The article of yfd aiogfhiPlorapbiciut insRides £ Gitlcal aigk.or age nedi um has sof tware
stored thereon; and operafion to use said information includes operation to

determ ne whether said software can be installed on a subject conputer
based on %ﬁid 'ﬁgon &k%pia 0 %;ation to install said software on said
subj ect cotput er® WHEK G C'9E PePArS¥ bl e to do so. 14

said information includes an expiration date; and
operation to use said information includes operation to compare said expiration
date to a present date and deny access to said digital storage medium when said

expiration date is earlier than said present date.

24, The article of claim 21, wherein:

said digital storage medium has software stored thereon; and

operation to use said information includes operation to determine whether said
software can be installed on a subject computer based on said information and operation

to install said software on said subject computer when it 1s permissible to do so.

14




