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THE | NVENTI ON [ 0002] Thiégﬁﬁg%%tion rel ates generally
to information technolo%é (Igé systens, and nore
specifically to systens ¢iHods for automating and
depl oyi ng I T sol uti ons Mictsal @rityer pri se envi ronment .
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envi ronnment i ncl udes mAndigw ¥eliimaged endpoi nts, such
as user workstations, switches, and routers. This
enterprise environnent i s managed by managenent
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receive informati on describing the configuration or
referegeqit us of t he managed endpoints. [0004] O ten
performng an I T task requires software support on

bot h the managenmepfp 1G9 G RIE ERgHe8ed endpoint.
Simlar IT tasks may need to be perforned on severa

[0002iranabias insroiimi rtasesvgehbralla to/infigntagioo weeheolagy (19 fysiansg and more
.configurations. esult, .installin ) )
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enterpri3€ cHARFGRGt endpoi nts is often a difficult process.
[ 0005] Additionally, the managenent conputer often

needs to conmuni cate with the managed endpoints in
order to perf BACKGRQEND OK KHEJNY EDRHYN ent

onp r. e .CO . catin it h_t housands .of
100034 e et Ry R e Pt R A o o wser
workstlinRawitthéd) agd rourag ethie BAREIRE cRAIhnidni® Managed by management

communi cation i.S necessary can result in )
computers that perform various information technology (IT) tasks on the managed endpoints.
For example, a management computer may install software or patches on the managed
endpoints, send messages to the managed endpoints, reconfigure the managed endpoints, or
receive information describing the configuration or status of the managed endpoints.
[0004] Often, performing an IT task requires software support on both the management
computer and managed endpoint. Similar IT tasks may need to be performed on several
managed endpoints with varying hardware and software configurations. As a result,
installing and maintaining the necessary support software on all of the managed endpoints is
often a difficult process.
[0005] Additionally, the management computer often needs to communicate with the
managed endpoints in order to perform IT tasks. A single management computer may be
communicating with thousands of managed endpoints. Establishing a new communication
channel with a managed endpoint each time a communication is necessary can result in

significant overhead, particularly when the management computer attempts to establish

communication with multiple managed endpoints that have gone offline.
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[0013] FIG. 6 is a flowchart illustrating a method for creating and maintaining a

persistent connection between an appliance and a managed endpoint, in one embodiment.
[0014] The figures depict embodiments of the invention for purposes of illustration only.
One skilled in the art will readily recognize from the following description that alternative
embodiments of the structures and methods illustrated herein may be employed without

departing from the principles of the invention described herein.



enbodi nents of the structures and nethods illustrated
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104C and 106C. For exanple, plugin 104S-3 cooperates
pluging Y0AS pndid Pos capatatswish cerieponding mapaze-mdpeigt plugins 104C and
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[0017) 5 ﬁm}laﬁ ¢ SErepaRkPLaeAd an ﬁﬂg ¢ Pb gy xecutable
progréit %{Eﬁlugtlolﬁ. Plip@ihsm 040hda06@Bn be implemented to run on multiple platforms
with varying hardware and software configurations. For example, a plugin 104 on an
appliance 102 running a particular operating system may communicate with plugins 104 on
endpoints 108 with various other operating systems. Since the plugins 104 are designed with
a modular interface as described below, a common source code base can be maintained for a
particular plugin 104, and the code can merely be compiled differently for different

platforms.



appl i ance 102 running a particul ar operating system
may conmuni cate with plugins 104 on endpoints 108 with
W 2000088 7Dt her operating systems. Since the plRgi/ms2009675624
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random access nmenory ds instructions and

than thkaowes|sbade th Fi(ord. tHoe esamplagecqjmt@e'm@@tgtmg as an appliance 102 may
have greater processing power and a larger storage device than a computer acting as a
managed endpoint 108. Likewise, a computer 200 acting as an appliance 102 may lack
devices such as a display 218 and/or keyboard 210 that are not necessarily required to operate

it.



generated during processing, and/or from other
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[0026] The function module 304 includes a user interface component, in one
embodiment. A function module 304 in an appliance functional plugin 104S may interact
with the operator of the appliance, such as a member of an IT staff. This user interface may

display the status of the various managed endpoints 108 and their corresponding functional
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[0030] The out-of-band communication module 308 can be used for sending large
amounts of data that may not be handled well by the persistent connection between the built-
in plugins 106. Out-of band communications are also more appropriate for occasional
communications where the overhead of opening and closing a new communication pathway

for the particular communication is acceptable. For example, in the activity logging example
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that are intended for the functional plugin. Once aware of the functional plugin 104, the

built-in plugin 106 can also properly manage the functional plugin as described below. In
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versions available. If the versions are out of date, the plugin management module 410 can
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the message is received by the destination computer 200, the message is sent to the receiving
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106 processes the tier-1 data and removes it from the message. Since the tier-1 data indicates
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described below, that includes the sequence number. The sequencing module 414 can use the

sequence number in the received acknowledgement message to determine which message it
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nmodul e _can pass the acknow edgenent to th

built- 1&3@#&3@%&? an therepligies) 0p4 fog expmda by renshinghe THE Sr\@ﬁpaﬂ@t
I

e LB SR A IR PR LG RS RICLAD, AN, 9

mentidinaltabohe osleq pestotatgbevidts IT€Pcramy pe¢ osedde t he functi onal

lugin 104 with. the acknow enpent al :

l0046ﬁesg¢m%ﬁhe BFTSEHRA ﬁ?w%%ﬁefgléﬁemﬂa&egggé 0“[‘@(9341”‘1*[%%9
severdlib@hefiks. r@ﬁé‘t)@neﬁ@fs R (RS Qﬁ;ﬂﬁn&ef@ i8 taﬁt%hlaﬁgilﬁle&}tifféﬂ Svhen a

over the network 114 with other built-in plugins 106,
managgdcendpoiot s¢fesndsenlinc. SNvRddigipagl nievhamemeshediedréntthe fipdiance
102 to learn of the existence of a managed endpoint 108. Another benefit is that a connection
can be established through a firewall 116. Often, a firewall 116 will be configured, for
security reasons, to block incoming requests for connections to a managed endpoint 108.

However, the firewall will not block a connection initiated from a managed endpoint 108,

enabling a persistent connection to be established. Once established, the connection can be
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persi stent connections can be used when needed for
control nessages between built-in plugins 106 and for
wore®@emspa32 bet ween functional plugins 104. The BCI/U$20081075624

Lugin 106.0n .an liance. 102 y nmaintain_ a .
used (G5 Pep i e RHEN G fpiene Pac bt dhthesse cadaint 108
The fil@RADEID g NUBekRY ad B&n% bRcpdrits compenent hont the hrahag@ddialdfoint 108
404 on the appliance built-in pluginl O6S naintains

in FIGy ]}, thogple itdpperetis o she fagppll so hhsdearypd withrhg managed endpoint.

ui | =1 ' af - - i n: .
007, ondch RASLA ARG 2 ERARE SRRl o MRS R a1
can schdckefigurhti@at datetoahe coproti@vitiadoe mddaky 41 8 f thobuilt-in plugin 106

[ diate c njcation to be sent. en any nessage ,
on therfarrg%séomuﬁé 300 fhiscon Bgiratin %9?“019015\/1\3% dytpgbout %agﬁ?ﬁéﬂugms
104 reﬁlggvfg’iﬁd%lﬂg{e hl?ﬁn QAYE083¢ oftfer FRETDAA 1R it Q08 %Eglp%khiés

ersistent connections are initiated
hardwaonereottivare ¢omifiginatipen ImodidnebodirBent) the coencetityo dhii tregion , modules

the connection injtiation nodule 418 in.the built-in .
418 oy i DD PR i LA S0 B RGP TR R T i o Pagstion
data 42PPdds@ised bERAY. i nitiates the persistent connection,

The connection initiation nodule 418 on the managed
[0048& n d pBiiaonaoBiop alataydl 2 mainfagisidatapseagiatediwith tiie pangstent
comet 58 £ Blac 15008 155 AR bRk OER B bR Bl
applia@OO NET 61 Hfewi Hrdibiaht RnEBRIAHS, Forld:@npawith en applRAc@and a backup

.connection with the built-in pl u%i n 106S on the
appliaggp| ABapRII2pOD 102, 9n theathpr kandymap Ry aigogsardyofpegsistent
askert; i : £.r.opt -

conncBARKSYth LAREL Hi Mot 0B CPREIRD b iy applianc 102
can inalwdv @ listdfwnngartohoenl sfdemntide sboCrhamynbeiousasdch {004 Glentity

Qpening the. p i stent cannection fromthe managed :
of the dgas endpt _gfi@@ffsa@%teé /B Reh B%‘H’_é’?ﬁl‘%ns‘i‘nd&]és_t B_E Rieiiongl glugins
104 at tﬂ@%ss%@ﬁte@ﬁﬂdﬂa%%%d%@%ﬁ BoRtcAnREAGah b ﬂ"aggé fdcﬁféle]eﬂbeﬁatus of

a managed endp 08 cones onl i ne. Ngaa Itiona
the pemestbre mosmckion nedidgchgf 16 thetdosnenpiph iisnreentl@ Actie dnddhatioe of the
last t he e.xitstence of a nﬁﬁaged endpoi nt 108. Anot her
ast cQIAMURICHIQNIONCE the coReGitlet i on can be est abl i shed

[00491 hr ot coanédtionwatal 4121an bb@ite@whbh 8Wailf-inJpkeaiii1 b6 oRen
configured, for security reasons, to block incom ng

applianeq LS wents &r sand mgssagcs rssaverahmangesd etdpmas d 08t Faogample, a
. er ir [l wihh! _ not ock n ,.Qn .
runct AR, 104 5 HeaPihcs P Btk RERF itk W functona

plugiB&nhSeséranh st ecdjodits 1 08. bEhesinabltionhiaeh 4 1A@a be used to
est abl i shed, the connectjon can beused for

deterrpigpmiiicendpein {0ficurrapidahaip acHye BEpRicaIr@ne@Pna ndagye the
deskt(lﬁf‘a[ly? ?u&ﬁ@@ﬁ ;glggrg 4901 Tile dfiR:in iﬁﬁ%lﬂ‘ | JeeHPL a@gar%h?c‘ #]%2 can then

ustrate I ng a separ at e conponent
send thadedexp dord pessae 1&n i thdst Ganidgedt dndp@htsi 108 sonpasgighirecessing

for the firewall to be integrated wi t aged .
and b@%@?ﬁ?ﬁ%{t@éﬂﬂ S e p%}f%_?tane_ a é%ﬁ@gf@ﬁ i fditin plugin 106
to iter@RURRLER B8 of BRSO BTl Rbhs! Rl kAL lcRRafRAM Rrddrean

send configuration data to the connection initiation
conneptochsl e 418 of the built-in plugin 106 on the other

[0050;82%%%&%&&1"[ gg)%reuﬁgl;%ﬁfgéigt%{nasttheo Eersdigttegt go%rrlec!tpoglls qurgug avtvﬁ‘at is
referred to as “heartbeat” messages. In one embodiment, the endpoint built-in plugin 106C
sends a heartbeat message periodically to the appliance built-in plugin 106S. A heartbeat
message can be any predefined message understood by the appliance 102 and managed

endpoints 108. Since a heartbeat message is only used by built-in plugins 106, the message

12



104 retrieved fromthe plugin data 402 or other data
about the conputer 200 such as its hardware or
wa@odovmsaie2 configuration. In one enbodi ment, theCT/US2008/075624
connect i qn inddd Ak on dul e 18 on one,or hoth .
does BT A o0 b S0 TR sl Bed) S0 tRE o T G Ragpemimtervats,
and ifitRe ippiaB@NTRCH0e® Rotddtdvdd Rearthesiahéshaet diet 9¥one8@dBor a long
~ The connection data 412 nmaintains data associated with
period pfdipe e gndighcecesnirartiferibe mansged £gdrpiehfiSap heve discapageted
r.si: - [ - [
snd el IREC TR SlhadiRP LR B a1 D21 SAlBTFS: can
also chie &Pl (R Bk cvdydo datbd okt pha@pint @ivoefteAn canih patiekoftdRe. The
I he otheg hand, may have thou%ands of persi stent

) n

time tﬁ@ﬁhﬁe@@ﬁ RSAEDGI! FSYAgF MR SoGThITA GRY DR HARdi Rl cpggoction data 412. A
e 1 AP i oL MR R enplc
“discaronctBotessags, such as the identity of the managed

ndpgi nt 8 associ ate i th each ect.ion and a

10051f7 o sl et PRSI PUGIL® S0 AE° { o dSuBBIpEuitent satus of
conncUBARAE JafOERRAzed SRIPOARS | BstRh et BAR Rt SPerit REA D

the status of the persistent connection, indicating i
messaghetocprtiee thdppints. peatt dndpeistsi W& raayoga eigling fer variousiieasons,

| ast ¢ i.cation qver the connectien. .[]0049] The .
such g5 ¢ afBATT B BR 0§ A58 B, 1R BRI b iR o 410 pigm in the
netwopk UG NA L8RnRfioR In&ipRttedlyRinklRaineB s ar@uifto FRSiIER WS tbeat

to several managed endpoi nts 108. For exanple, a )
messaRehelinS FrEPVRd Gl Hsolba Biggehor sigpnplipee 1830 fakg sapmapctien. The

. : i an i . S
applisBE0 SR AT B B A 0y b SRSk o AU RE R R e
appliansechrt send e n@sssagaeo whinaiioedl hpaiimbs a k6@nduanaptd ghdpaine 108,
ctive persistent connections and have the desktop
reconfiguing theson Anagnd caiRoiRble takgevep ihq fungtipny Pgénersiwfe@nected
mana@¥d dnldfoi@PP! i ance 102 can then send the desktop alert
hessage to only those nmanaged endpoi nts 108,
[0052¢ onsBy wiaitgaipingpesssiteng camwbchamsdwitl hénribestouwrg@sing) the appliance
: eral.. .t connection data 412 enables the built-i
102 il e e b SPRF g A2 BTG pIeRls oa i g gpmicetions
The apPIAEE 1 008 RAE nRERGed B tRYRBAdsFHappRaIceSWith @atively little
connections. [0050] The heartbeat nodul e 416 nai ntains
overhegglebasaussitee eamneetiomp etat dlisady opano Udisrainap niced foedpenpagw o

"heari b " a . L.n.on di.nen t he -
connefon WFPSBRT sofFESRTRRT: G Bul BRSO TE prilEn wpically
requirdBasagefopen hehotdddoyment (tlpg vappTCRNce built-in plugin

A heart beat nessaﬂe can be any predefined

106S, : .
[0053}he s shgymeniiensd ebesy theytiartemagipe rohEa™euh mattrashRefyean appliance
funct G0 51 X8 Snd bR Be ol RESHIF DARER 1030 Ynt!Bociment,
the quielimig-n2odalVP Adatdaackildvel etigaa dnlb emidulkeR9 apgefomanohe of thate fhctions.

equl ar |i

r ntervals, and if the appliance 10 ges. not
The qpageg m@daleﬁiéﬂpﬁ&aﬁn%%%@ebwaf 5 r@%ﬁﬂ?é?f?ﬁ%cﬂ 4 gengrally, these
messdg@ere REIIRE fRm FilitBond] BRIARPI0UAME Bl R nEQBed Blay all® be
managed endpoint 108 to have di sconnect ed

generated by the tier-1 module 404 itself (e.g., heartbeat messages). The queuing module
414 can then send messages from the queue when network resources are available. The
queuing module 414 can implement a priority system where some functional plugins 104
have higher priorities than others. In one embodiment, the queuing module 414 also attaches
tier-1 data to the tier-2 data received from the functional plugin. This tier-1 data can indicate

the type of functional plugin 104 and a sequence number, as described above.
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and can mark the connection as inactive in the
connection data 412. The appliance 102 can al so cl ose
W b@9ER750cket associated with the connect i onPGf/UEzO0a075624
ertain REr d of t he
0054f,c7 s BTadhdl O TRpinRoll L O PGl g2 inre o
proce$SUNAS64d WilarddhB nfbbdageé\oRNAgananpRgind 04 8% 410tasidof the
appl i ance 102) can_ also terninate a connection wi.th an

functiggad Iplygins. "Messegns ﬁ@b@ se%@% tgles to[teaempleterbcandgrre¢rbead by the
queulﬁ%ﬁl%a@l%%lg Nall e #1 ﬁ@ €& hRE irkQ ORI AR tfl@ﬁnorlty of each
rrent status o co e |ons to various mana
of theemsitpandingssh@& @ thé Malhhﬁlwbmm@slﬁg aod o&pﬁfﬁsoﬁeﬂﬁ)m@e
nes es i nactiv poi Managed endpoints 10
appliangg ?ﬁﬁm&rﬁ% Rave Parrbuedwad TSN aadmokeas possidle.
[0055]3 n d pﬂiéﬁckﬁ@dvﬁg QRN 'h?déluf%%@ rgr&@ﬁesea[&ﬁ%féﬁgiments for messages
unctlonlng, or a problemin the netwo A
recemt;d tﬁmacthne oatwark ) @éct’\é@hyt yGisTEy 16 naetvicd by dse tauilkt-eis pluginof06 and

succe%sgul u{qﬁl:gigrrgﬂg Eoe ?1‘ (rgt orgﬁlacfl %hai plug el npq4rt%%: ti l% ghcg)a QItIIalg Sr’lf?odule
422, a@cafckmwma’%&n@pﬁiemg@ AGRS chobe ffetdiot A eRESRk & theforiginating
the situa or a unc i onal lugin 104 on the

built-igmbhegiane éha:ramommnraltm?é)ﬁaé%th@ olugirf tmtitlg awénle;ﬁagws nghable to
a.second ed end o] nt um
cetiv SRR R BRd B i SRS BRaor G gpmore

compiBe20U. STAE Bﬁﬁéd@dr irauteln ke [Biﬂ@iﬂféndeﬂ QeRiAhti®Y functional plugin 104

mai nt ai ni ng perS|stent connections wth heartbeat
is not g lied ronrslge desHpatigmompmics 2002 The segyprecryngyer frepeihe tigr-1 data of
the oA el Bl SR SREL A M RATTHAREALR B 1B i B quqnging module
422 at tho usastd SOmf)utapm(] anaeschhehuckedvat dyombont ta tht bﬁlt message, as

. rhhead because the connections are already open.
dawn%giﬂgnﬁs no need to open a new connection and cl ose
[0056] he ﬂf@"ﬂéﬁtdngmﬁékerﬁes%%@ 'af@tlérmemgg%ﬁgé'%%@mt ﬂ%ﬁxf&nocfullt in plugins

typically require waitin n acknow genen%
106 al(lcbdcgnot haive h titCP)ayef. O@MCKSOHMCKame@agd@on@paw Iwélether the
1 nodul

orlglnpmgﬁsla%%\gﬁs eﬁw&%ﬁgfr(%%: ﬁlbenﬁgatgoglgg lgﬁ {aape? thad Whether the
functibhd) Hligdi das Bb1b e A8lydless 1hd nddd C%%ml‘@ﬂb le ali€ssage to a

queui ng nodul e 414 and acknow edgenent nmodul e 420

functipes! frbrem $erhmap Conthiagecomypand fonthe m@n éﬂmrfmgl byl e
defra@edflteﬂ{'l | ?%ra{glﬁﬁ RY %&{eg % mgglfségﬁ]ttan?ou%{ 0% é‘[%? n%h cknow%e‘ldlgaﬁxlent

nessa are recelve rom unc

modum 42@! amﬁleﬂdéémnatubﬁ Wt lrds Iaﬁ A@SS@gﬁalaf@y indli @€in eha@ tiReoAINEGd was
he tier-1 nodule 404 itse heart beat

dethq% S%‘rgee@)er PIRE taqa@mcﬁglalltﬁb{gpbl Qfl134 t]éealﬁa@qg@ﬁ cadiopnt 108 may send
a mesg%%%?zgcg%e]; Q%’iﬁ@ REend lfﬁ%@io“‘%j)“uﬁﬁ%%@ 5%151?421%? | @ﬁldﬁraﬁng that the

queui ng ement
defragméntationyopsiasibe comhleteel ssoemstiilipct i onal  pl ugi ns 104 have

riorities than others. .In one enbodi
[00572 :§‘?ﬁj o G S e R HIET RS PRl el 93 can

receivielr8id fedBhdk (fnezﬁleﬂsélu%g cbf@@nt RRd HNE khORA s RIHGER - walthStor a
tier-1 data can indicate

response to a command. The persistent connection also enables rapid, low-overhead
acknowledgements. For example, an appliance 102 can send SMMP messages to thousands
of managed endpoints 108 in rapid succession and keep track of which managed endpoints
respond with an ACK. If a managed endpoint 108 does not respond, the appliance 102 can
retry the message or remove the persistent connection associated with the managed endpoint

from the list of active connections in the connection data 412. If a client responds with a
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the type of functional plugin 104 and a sequence
nunber, as descri bed above.[0054] In one enbodi nent,
W0 b@9oqssari ng nodul e 414 on the appliance 102 i BCHDOF®08/075624

rocess. and ad bal ance all .nessages from functigna
Nacky fERRIGES 1 460 EE e e PRRTAGRRel LAY iR hflth 105 o
indicaMesaa@e sndpvimelosShdt hand tHeasksctédfupetiGRMplugierbscan be
recei ved by the queui ng nodul e 414, and the queui ng

[0058hpduinerdgiionttate MAPYNTHHEIFERASIFER QRBCGSIONH DTSt connections
can bERFET byl Q&n{ngé ALHOE ARAGRS AN th@ S%p%\éﬁ&é AP | Trgézfe&fbles the
processi'ng an ot her resources on the pPpl 1 ance 1 In

appliantel €02 todnekecitantdtntvelsksvantds aadratiee thmr seaigfes thesndpoint
tinely as possible. [0055] The acknow edgenent nodul e

108 toipgfiagy. N FMP@%&W@&%A@@W ¢ lagg ¢ pradpginy dfs in

advantf, AR iR MBY Kont M bra BN R ARG ioh HERLET LR eyer, as

mentianadedbiadircwalls Uibahaoblatk pérugetions Guitibied i ehqdppdiamce 102.

out | ng, nodul e 422, .an acknowl edgemnent ssgge (ACK .

jo0ss) or b fyciReiaried Tani Qe BN BE R BT RE g} Py omifgon. In this

type df¥bhdection, Ph&imAcQibnt iRRialiSRloGu e ATRWh e &RPoink 108 B open a new
pl ugin routing nodul e 422 was not able to deliver the

connereers wgbe apiencal Retfalelived mekvdn(sedlyanenve pENAGKINIBHES) H&Vith
cach nse%vnct:o ! (e)Ct}OI'I]let reeeggtoel CRERY tdetres %Oa' ill-eli]ﬁcse 193 Wit CGiient fo%rﬁ uration
exanﬁwe, |f1%he PAtended “aee Il on funct i onal dfugﬁn
inforndQ#bniadd R&deivied sh@lnsedctdns fildeh teapplivact that gRnpplisice B0Obeen
.The sequence nunber fromthe tier-1 data of the
queuipg b pipeRithgdass sepmcetion. pEhis HPP 9f eemmynicgdon may be useful where
. . S0t he sequenci ng nodul e 422 at
and?%Eﬂ$%%§98%§§%%8§gP(%g%m%an mat ch t he acknow edgenent
[0060f 0 tHIE. $end flovsbagdlusastingesmethbé dorabeviag ahddhGitaifimg a
. ACK and NACK nessages .are tier-1 nessages, sent getmeen
persisfsi PRUICHIQH REGVFD apopPHRFed Q2B amanagyt fidaping 19% g pne
embodid@nfK r%lemgr‘(a_ PESRAYESornadidal Scohel R8s b%r g ﬁ{pli%d&aﬂoz from
nessage s delivered properly to the function
a manpgedyindpddd 1 0§. atne requbsiramhettheexanipde, fadlf(ck S¥hapacipttudiba

eopligfEE LT sty P R R TS E ko B geS 107 hen

receive® B0 figFatiol @nfBlHStidh fidn PR hekdPed chldhnt 108. This configuration
defragnent ati on operation that takes a significant

informagiipnrean ofcluderrpformpgornalionbihic duepsionalplwainu | & metlled on the
dest i;nat | ret.ur an_ ACK | [ Ly i.ndi in hat

mansg FERBTRL A 40 HE BB TR, G Bptali Db P AL LR aLP

endpolintndhi @pplianpé WD Stod9408thd dvafigrRdge thfemeiponahd I8rmi@ion
send a nessaggﬁémﬁth tier-2 data) to the functional .

associgfedgyifh Be PEmBted pINGAERN (Fap: indighieng thafghe AeRnCetiRn is active).
[0061?j ef r'@%‘%%iﬁgﬁt%m%}‘ﬁgaﬁée@&n&ml A05H a8 tugériﬁs;t%tfe%de}{ if there is no

005 ecause ackno gnents are re
immediatvacicd f@l furtharcoampini eatioes. 102 masisteecenuetivaphdbe used to send

f eedback on an issued nd and avoj d spendi ng :
messaﬁ@%%ﬁwegg&%ﬁwk gﬁl_gal.s 14 SR celand 13)26831%1‘6‘?11&%@ endpoint
108 wRBHSH tAE REUd t6 QRARCE AN clRetiGRPLES haRheb. 1how: eMBHMERAL, the

acknow edgenents. For exanple, an appliance 102 can
built-iwgrigzisiMPontssageged ondpooudABdends a heartbeat message to the built-in
plugin on the appliance 102 at regular time intervals. If a heartbeat message is not received
by the appliance 102 when expected, the appliance may mark the persistent connection as
inactive and close 612 the persistent connection.

[0062] The above description is included to illustrate the operation of the preferred

embodiments and is not meant to limit the scope of the invention. The scope of the invention
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of managed endpoints 108 in rapid succession and keep
track of which managed endpoints respond with an ACK
\VOﬁmmmmﬂmaged endpoi nt 108 does not respond, tPﬁwnmzmmm7an4

etr t he,nessa renove

i o bR ARER B BBl B LS o FATLERPO R GHERUR A ag veriaions

will beapiR@éito biORilldEinlthStel@hn@gt thuewe@aechd Qrem Eélssb@ By the spirit
connection data 412. If a client responds wt NACK

and sqope ofHSIINedHEEN.102 can update its connection data
associated with the endpoint 108 to indicate that the
endpoi nt does not have the expected functional plugin
104. [0058] In addition to the endpoint-initiated
persi stent connections, persistent connections can be
initiated by a connection initiation nodule 418 on the
appliance 102. This enabl es the appliance 102 to
initiate a connecti on whenever it desires rather than
wait for the endpoint 108 to initiate. If the
appl i ance 102 does not know the | ocation of the
endpoint 108 in advance, the appliance may send a
broadcast or nulticast initiation nmessage. However, as
menti oned above, firewalls 116 may bl ock connecti ons
initiated by the appliance 102. [0059] An alternative
to a persistent connection is an interval -based
connection. In this type of connection, the connection
initiation nodule 418 on the endpoint 108 can open a
new connection to the appliance 102 at defi ned
intervals (such as once per five mnutes). Wth each
new connection, the endpoint 108 updates the appliance
102 with current configuration information and
receives any instructions fromthe appliance that the
appl i ance has been queuing up since the | ast
connection. This type of conmunication may be usef ul
where avoi ding a persistent connection is desired.
[0060] FIG 6 is a flowhart illustrating a nethod for
creating and nmaintai ning a persistent connection
bet ween an appliance 102 and a nanaged endpoi nt 108,
in one enbodi ment. A request for a persistent
connection is received 602 by the appliance 102 froma
managed endpoint 108. This request can be, for
exanpl e, a TCP SYN packet. The appliance 102 responds
and opens 604 the persistent connection. The appliance
102 then receives 606 configuration information from
t he managed endpoint 108. This configuration
i nformation can include information about the
functional plugins 104 installed on the nmanaged
endpoi nt 108 and the hardware and software
configuration of the managed endpoi nt. The appliance
102 stores 608 the configuration information and
i nformati on associated with the persistent connection
(e.g., indicating that the connection is active).
[ 0061] The persistent connection is maintained 610 in
an open state, even if there is no i medi ate need for
further communi cations. The persistent connection can
be used to send nessages between functional plugins
104 on the appliance 102 and the nmanaged endpoi nt
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We cl?@b

1.

108 without the need to create a new connection for
each nessage. In one enbodinent, the built-in plugin

wae®omossivhe managed endpoi nt 108 sends a hear t PEHUS2008/075624

ssage to the built-in plugin on the appliance 102 at
ular tinme intervals. If a heartbeat nessage is not
recei ved by the appliance 102 when expected, the
appl i ance may mark the persistent connection

i AacarEcrapplenased Bethod fer qﬁéfpgn@géﬁﬁon@am%@f%mgy (IT) tasks

uﬁng%%@ﬁ%h&IQEaﬁﬁﬁ%?c?ﬁ@ﬁ%%gtion is included to illustrate

2.

peration o ferred enbodi nents and i s not
meantcdiving ianrtdquebifer s popstent cdrimectidivert b astwork roacopanaged
of the inventionis to be limted only by the foll ow ng
clai ms. F¥RPPHe above di scussion, many variations
Wil | j i - eV,
that ST Ger he SN Rr Rk PEy ek S Il 1S hanaecd
of the imndpoinon. W& claim 1. A conputer-inplenented
nmet hod .for perform ng.i nformati on techngl ogy .(I'T .
{ asRecsitih Bt roefe Rk raonpricoiiyht He configuration
recei Vi Nginfori@adeedmprNinda RETOTiIFeBBhal GAILESH @R ndMBEcP
network from a managed endpoi nt; accepting the request '
and openiangpeint agendiostlenugio samptising s smftqum@dui@gn@étformmg
endpoint;m%ﬁqggving configuration information fromthe
managed endpoint, the configuration information
CoMytorid g fadmatisi d&kribpehd suiabted degih&Sioaand e dsAfiagadon
endpoi nt, a functional plugin conprising a software
nodul e fdﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁg an I T task; storing information
desct.i:hik - S : ect | t he
e R S
persi stent connection in an open state. 2. The
c dhp ao@puterrphgmmpbted megtddad ctfimdl, sihareln thatrequestfrérh¢he managed

request fraomthe a e oint .traverses a }
endpofi HNRISES 4 Bl T dERy oIl Rt s Bet B reqwets gieeted to
the miRQE@SA ottty ected to the managed endpoint. 3. The

4.

conputer-inplenented nmethod of claim1, further
conpri sing: responsive to not receiving a heartbeat

ma 8¢ agiapvict-inplcaewed awthodrifebdmpe fyrdyr edmpiisieg: cl osi ng
t he L; conn Len ring.info ' -
 nai EERG R GRS aAPa R SRR B loderiod o
conput er -tifgltosait tad pasiskadcainectlian didktorfrgrihfo@mation indicating
conprisigg: receiving a naotification froma source
f unct i onadfc peisyicht epnneEonCisfiRSedr , t he
The computer-implemented method of claim 1, further comprising:
receiving a notification from a source functional plugin on the computer, the
notification indicating a command for execution on a managed endpoint;
and
sending a command message to the managed endpoint using the persistent
connection, the command message comprising the command, the

command message further comprising an indication of a type of a

destination functional plugin at the managed endpoint.
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9.

notification indicating a command for execution on a
managed endpoi nt; and sendi ng a command nessage to the

woraiwagad7endpoi nt usi ng the persistent connectPONUS100&075624

d i Si . d he . d
A e B e R R e GRS B B b o

a desgtditialiafRckionaédgeitht Pbsigidfrai thd taf®itd@adpoint that the
endpoi nt. 5. The conputer-inplenmented method of claim
4, furt hefonEaansrmesspep Wesedadivoicdgtha ackioriedacewgieisesived prior to

message viae el TPARREEetalal o I miEFRTERIE

prior to the command conpl eti ng execution on the
nihegedpetad poplatentdd mbttedadrpumey, furthek eoepti€dg:met hod

of claimb5, further conprising: responsive at least in

par t'CHRYNEIVE ahkﬁ@}ﬁ&%p%wg%eqpﬁmg%ﬁi&ﬁw&ﬁf é@ﬁ‘@?ﬁé cment message,
nessage, QRtrihy HGLRE RRYORSE FIHAR thRBR mBJshl Wad dilvered.

t he nessage was delivered. 7. The conputer-inpl enented

met hod of claim4, further conprising: placing the

c dherappwes dapjemprted mepthadeo! clama 4 &rther pemphisngonmand
MesSage, ] RTINS dUsie, bazed al. Legst in part on a

rel |vegpri8rf?y OrtHe 'Sodtee flhct i onal pl ugi n. 8.

The eapligehc tdihenentadgiibmatc glicuelbabdd dt lcastintpadtion a relative
conprising; receiving version information fromthe

nmanaged &NpEY Af theppercy BmstignplipHigdt-mat i on i ndi cating a
version of a functional plugin on the managed
e4pebbutcfhAERLRALhIRIF i e U1 LOplising TSt

recent version; responsive to the version not- being

t he mostingecsn vérsroom fremrtbé mynaged wpdpaie thressageinf@mation
t he managed. endpoi nt., the .upgrade, nessage incl uding .

ot r uct BHSTHERS LIGPAAT G HERT GHE GG BRGSREI oI

Sy st @mRri@in® htMeMhRetsiiok ARhdsPRectRGRAGHRIY (1 T)

tasks using a conmputer, the systemconprising: a
conpuyspensive saltiig|verssanorad feingwllt mastgeent vigsierecndiablas upgrade

dul i sjng: ion ..
i ral | ZARgH o op PR Gl g P ERIRTR pfudine
per si st enhsteENDRCIr ApgiAdRE the ALtNETaKplugiin a managed

endpoi nt, the connection initialization nodule further

for acce tln% the request and openi ng the persistent
c ontreten ©n Pt ing i ferpriign decbnaloay AT tagky using a computer, the

system comprising;:

a computer-readable storage medium storing executable computer program
modules comprising:

a connection initialization module for receiving a request for a persistent
connection over a network from a managed endpoint, the connection
initialization module further for accepting the request and opening the
persistent connection with the managed endpoint; and

a tier-1 module for receiving configuration information from the managed
endpoint, the configuration information comprising a list of functional
plugins on the managed endpoint, a functional plugin comprising a
software module for performing an IT task, the tier-1 module further
for storing information describing the persistent connection and the
configuration information, the tier-1 module further for maintaining

the persistent connection in an open state.
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a tier-1 nodule for receiving configuration
informati on fromthe nanaged endpoint, the
w@eobjosparat i on i nformation conprising a |ist oOPCT/US2008/075624

functional .pl ugiyns, on. t he managed endpoi nt .

0. ¢ e AR Brligor¥edisk M RECE H6 FRAPD Rt Reopy paverses

firew A ki cOfir@ival camfidufed @KHock dddnédtRhrdquenddirecttdtd emahased
storing information describing the persistent

endpognnect i on and t he configuration information, the
tier-1 nodule further for maintaining the persistent

11. cq% WalaPy N s P o1 &hﬁ%ﬁ- ). The system of claim§9,
mhe?e %étﬁebréqgégk rom-t é hmanaged endpoi nt
t r avehaebea niadubntal,| responeivé ta ewatdeivaomé heputbedt messhgaoekhin a
connection requests directed to the managed endpoi nt. :
11, The SySiRmiRCErgonos iy FlOHgE %&Wﬁg@tﬁg@%ﬂon and storing
hear t beatnmRehlien fndfcatih® BRPB NGt eBnfRlioh RCBIKEINT @
heart beat nessage within a predeterm ned period of
time, closing the persistent connection and storing

12. i dhe pywsern of claivd P chrthagcantsispr si st ent connection is
cl osaet%r- r% 1-|11h Gt cS:eti\%rI{] %fno 1hgai1t{8n l’Ifl urst Qreg fifeH ﬁalls iunggn on the
atier: ngguFe for reeeiving a notificatt on om‘a
sour ce f waipuidtathe pbtigtdtio indibRing@rGoiredind fohexecution on a
notification indicating a conmand for execution on a
nmanaged SRHUFEFHENAPOHY, ey areinithratierr lemodulgpyiyrtges eonfigured for
further capfiigur r ' 2} .
the managen Badsern R ASeg o PR TR AR R poristent
t he comuadnae®aathe command siasghet lkempasing e, confreand, the
comand nessage, further conprisjing an i.ndicatjion of _ a
type of aCHUBHIdAEE @Gﬁe&%&w&wr@ fgnsicatton e Hraneited
endpoi nt . jel@3natibGuRARhEPIAin &t e Mahdoed dbORE.
conprising: an acknow edgenent nodul € for receiving an
acknow edgenent nmessage fromthe managed endpoint that

13. t Hbe spnterandclaes 4 adertherscogwirisingt ed, t he acknow edgement

recejve riqr to.th (o) nd. conpl etin xecution on

[ PeinRniedhom it EOBTRAE FRTR kAR bR from
further c@BiahstddGndpoisCUERE coBnaBdwcsa®fuas delivered, the
responsive at least I1n part to a sequence nunber in

t he acknoitkeenyledanpeneecsivge priabio thy corgmened cappletiag execution on

function ' . 1 he nessage was delivered. 15.
The systgﬁ$gkﬂg%§f%? ?£further conpri si ng:

14. The system of claim 13, further comprising;:
a sequencing module for, responsive at least in part to a sequence number in the
acknowledgement message, notifying the source functional plugin that the

message was delivered.

15. The system of claim 12, further comprising;:
a queuing module for placing the command message in a queue, and for removing
the command message from the queue based at least in part on a relative

priority of the source functional plugin.

16. The system of claim 9, further comprising:
a plugin management module for receiving version information from the managed

endpoint, the version information indicating a version of a functional
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a queui ng nodul e for placing the conmmand nessage in a
gueue, and for renoving the command nessage fromthe
were®aesizased at | east in part on a rel ative prPOr/US2009675624

the source f.unctional plugin. 16. The system of cl.ai
ot urt nanve o8 hEPReeedy SHithin el ki RS s lrther
recei vi ngfoy aéteindiRingni IR thover§io® 9 4 MestFedagedsion, the plugin
endpoi nt, the version information indicating a version
of a funchigamentygednle firthseforaisarpudive ieipwsivigtsion p being the
pl ugi n I . | .
Rhether  THe SRy wAOH' Endi bl Bherndf mEShEL B L Bhnaged endpoint,
pl ugi n mahagpgredd mendpd tcfudirtghastrfotibns foe spgradingehd functional
t he versiagn not being the nost recent version, sending
an upgrad@uﬁ%ssage to the managed endpoint, the
upgr ade nessage including instructions for upgrading
17.  t hecdninedr REGhmS@icR havkde a ComPRREE@HaE OBFARRIIAHH Ghving
havi ng a conput er-readabl e storage nedi um havi ng
executgbbcennabiter pregrpmtinytrugtiony rseerided thereon iforpsrfosmorgdetbrmation
tech Hherg%ﬂ fﬁr ferforniqg,infonnation technology (IT)
echnQigey, & 1) BSKy U E H PP EF BRI IEi ng: a connection
i ni td @nnga@fdnaRitABgiod nhetuld B8 Bdoéivigk @rdq8eHd Esita feddistant
persi stent connection over a network froma nanaged
endpoi nt , COnAECtOBMVELE PHHOTkrem a4 mangerd ANdReH Be Femnchden
for accept] [ t i S
connect | O e EORE RGP R QRERLRE RS iU bng the
nmodul e f oferdigemicohimgtionmfithgbe afaharedieafipsinmbthdn from
t he managed endpoi nt,. the configuration informtion
conp i€t hgodulg e reegivipg serfigraongnipgmadon ormile managsdd
endpoi nt, | ' I ugi | S .
modul e 1 57 CBerF e A e R Tof TR Bl Ae 3 BEfetona!
further frngiss onthegnamied emtpoon, dfesctional plgginh@mprising a
per si stent .connection and.the configuyration
o or a1 B At EoRHIE o erang e B hnortds Arihgr for
the persigd @ infRRAESE HQRBribMe Ik ARG @hfectibf-and BR
conput er program product of Claim 17, wherein the
request fooofgttatomdagedioantip icni madalefugber far maintaining the
firewal |, Eh% Hirgwakl %9nfi urgg to bl ock connection
requests R Y EET A" PRE Hh éles %ndpoi nt. 19. The
conput er program product of claim 17, further
18. caipcospng: pdgheapiodeatof tdul1g, fbercin ths pafusit\fednt thertdnaged
receiving a heartbeat nessage within a predeterm ned.
endpoytragersgfa firgyell, tedgewyl ?‘P@?gﬁéﬁidstp dlosktcoppsisHar f5ayasta Arected to

the rné&a%&l Bfdpoint.

19. The computer program product of claim 17, further comprising:
a heartbeat module for, responsive to not receiving a heartbeat message within a
predetermined period of time, closing the persistent connection and storing

information indicating the persistent connection is closed.

20. The computer program product of claim 17, further comprising:
a tier-2 module for receiving a notification from a source functional plugin on the
computer, the notification indicating a command for execution on a
managed endpoint, and wherein the tier-1 module is further configured for
sending a command message to the managed endpoint using the persistent

connection, the command message comprising the command, the
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21.

22.

23.

24.

i nformati on indicating the persistent connection is
cl osed. 20. The conputer program product of claim 17,

w0 eoovksat7zonpri sing: a tier-2 nodul e for recei RAYSH08/075624

notification froma source functional. pl ugin the
comput er , CRREETFPRESFER ol g deBaialvpefte
execut i ondegfinAioRERRGREalqNEEHN aNthe ntidd g @idpomt.t he
tier-1 nmodule is further configured %or sendi ng a
conmmand nessage to the nmanaged endpoi nt using the
pd 8 CAMBHET PISRTTEL PiogHCt of KR ZnBICHEMBRIEE L onpr i si ng
t he ' fur [ Sl
i o e R Ot a2 from
pl ugi n attht henagedagdpoienttipotha tomibnd Tessage npudelivered, the
progran1prgduc@dof ckain128, furtper congéisi %{ an
acknow edyERBHICIRTAMNt EFbird PELRIANH GOTgiand complTing execution on
acknow edgepRRhsdrsapgs:.f rom the nmanaged endpoint that
t he command nessage was delivered, the acknow edgenent
received prior to the conmand conpl eting execution on
t Hbe rempyetpioatipopivductf claine LcBwihar eampyistiy: am pr oduct
of ¢} Mt HHALDS: SOMRIIR Mt An EIYER S TRHC in the
for,” 7 spon&ﬁv% at 1'eagk®*h par oP4 sequéW‘e nunber
i n the ackReuwRdgeNEN nIRSs AgRifyiRGthS uneg fll@iodelU1GEn that the
functional plugin that the nessage was delivered. 23.
The conpubePags wayeMvpicdduct of claim 20, further
conprising: a queuing nodule for placing the conmand

' .0k ' : G nd
B R
r el at quesinymaodilt Yorglacidpeths oomoend urestaigomad qpduggaml foR demoving
The conput er program product .of claim 17, further :
conpr 1 o) e co AT e Sa RSt fidraf gt amrelative
versi on ipH{Rfy8t ineRoficOmdchendpnaged endpoint, the
version information indicating a version of a
functional plugin on the nana%ed endpoi nt, the plugin
mahagemswer priegtanepiodpetiod claimrl 7dBrideneampigingiet her t he
versjon is recent | t I N
ranaenei R R ot s o P #diop fiom the managed
ver si on naidpbiat, g vdrsiomaFbrniRioa nhdivangi aorersisiesth g cadhal
upgrade nessage to the managed endpoint, the upgrade
nessage iMBgnAnAbe MaARtged cpdlrat. thsdlugiy meapgsgnankanodule further

functi onafy, Hétglgliliﬂing whether the version is a most recent version, the plugin
management module further for, responsive to the version not being the
most recent version, sending an upgrade message to the managed endpoint,
the upgrade message including instructions for upgrading the functional

plugin.
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