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PROCESSING FINANCIAL TRANSACTIONS

CROSS REFERENCE(S) TO RELATED APPLICATIONS

This application claims priority to Indian provisional patent application number 5083/CHE/2014,
filed on 9 October 2014, which is incorporated by reference herein.

FIELD OF THE INVENTION

This invention relates to systems and methods for processing a financial transaction and, in
particular to systems and methods for processing financial transactions conducted using mobile

devices.

BACKGROUND TO THE INVENTION

In general terms, a push transaction may refer to a financial transaction where a consumer
obtains an identifier of a merchant and requests an issuing financial institution of the consumer
to push a payment to, i.e. to initiate a transfer of funds in favour of, a merchant account
identifiable by the merchant identifier.

This differs to a so called pull transaction where the consumer may provide the merchant with a
consumer identifier (typically including a primary account number, a card verification value,
expiry date, etc., and being usable in identifying a consumer account). The merchant can then
use the consumer identifier to request, via an acquiring financial institution and a payment
processing network, that a transfer of funds from the consumer’s account be initiated by the

consumer’s issuing financial institution in favour of the merchant’s account.

While push transactions may present various advantages over pull transactions, they presently
suffer the disadvantage in that the issuing financial institution, or a payment processing
network, does not receive sufficient information about the merchant at which the consumer is
transacting. It may for example be possible for a consumer to provide only an identifier of the
merchant’s account and an amount in respect of the transfer of funds to the consumer's issuing

financial institution in order to initiate the push transaction.
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This could result in the issuing financial institution, or indeed the payment processing network,
being unable to calculate business intelligence, evaluate fraud risk or calculate an interchange
in respect of the transfer of funds. For example, some issuing financial institutions may prohibit
consumers from transacting in certain jurisdictions. Without knowing more information about
the merchant at which the consumer is transacting than a merchant account identifier, issuing

financial institutions could be unable to enforce such prohibitions.

Furthermore, determining fraud risk could also be problematic as the issuing financial institution
or payment processing network would have less information with which to determine whether

the transfer of funds may be considered fraudulent.

Additionally, appropriate mechanisms for the calculation of interchange fees may not be catered

for.

There is accordingly a need for a solution which solves these and/or other problems, at least to

some extent.

The preceding discussion of the background to the invention is intended only to facilitate an
understanding of the present invention. It should be appreciated that the discussion is not an
acknowledgment or admission that any of the material referred to was part of the common
general knowledge in the art as at the priority date of the application.

SUMMARY OF THE INVENTION

In accordance with a first aspect of the invention, there is provided a method for processing a
financial transaction conducted at an issuing server computer associated with a first entity, the
method comprising: transmitting a transaction request message to an acquiring server
computer associated with a second entity, the transaction request message being in respect of
a push transaction in which funds from the first entity are transferred to the second entity,
wherein the transaction request message includes a first set of data elements including: a first
entity identifier, a second entity identifier, and an amount associated with the funds to be
transferred; in response to transmitting the transaction request message, receiving a
transaction response message and receiving a second set of data elements including at least
one of: identifying data, location data and entity-type data relating to the second entity;
associating the second set of data elements with the first set of data elements; and, processing

g3



10

15

20

25

30

35

WO 2016/055930 PCT/IB2015/057629

the financial transaction using information contained in the first set of data elements and the

second set of data elements.

Further features provide for the first entity to operate a mobile communication device and for the
method to include: receiving, from the mobile communication device, a payment message
relating to the transfer of funds, the payment message including the first entity identifier, the
second entity identifier, and the amount associated with the funds to be transferred.

A still further feature provides for the method to include: responsive to transmitting the
transaction request message, creating a transaction record in a database and storing at least

the first set of data elements in the database in association with the transaction record.

Yet further features provide for the transaction request message to be an 0200 message in the
standard 1SO 8583 messaging format, and for the transaction response message to be an 0210

message in the standard ISO 8583 messaging format.

Further features provide for the transaction response message and second set of data elements
to be received together, and for the second set of data elements to be included in the

transaction response message.

Still further features provide for the transaction response message to be received from the
acquiring server computer via a payment processing network; and for the transaction request
message to be transmitted to the acquiring server computer via the payment processing

network.

Yet further features provide for the transaction response message to include a second entity
identifier and for associating the second set of data elements with the first set of data elements
to include: extracting the second entity identifier from the transaction response message;
querying the database using the second entity identifier to identify a transaction record having a
first set of data elements associated therewith; and, associating the second set of data

elements with the first set of data elements.

A further feature provides for receiving the second set of data elements to include receiving an
interchange data file including the second set of data elements from a payment processing

network. Alternatively, receiving the second set of data elements may include querying a
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database maintained by a payment processing network in which the second set of data

elements is stored in association with the second entity identifier.

Further features provide for processing the financial transaction using information contained in
the first set of data elements and the second set of data elements to include one or more of:
calculating interchange in respect of the transfer of funds; calculating business intelligence in
respect of the transfer of funds; updating a business intelligence record associated with the first
entity, wherein updating the record includes storing the second entity identifier, the second set
of data elements and the amount in respect of the transfer of funds in the record in association
with the first entity identifier; and, where the location data included in the second set of data
elements is a physical location of the second entity, querying the location data included in the
second set of data elements against permitted transaction locations; and, if the location data is

within a permitted transaction location, allowing the transfer of funds to proceed.

In accordance with a second aspect of the invention, there is provided a method for processing
a financial transaction conducted at a payment processing network comprising: receiving a
transaction request message from an issuing server computer associated with a first entity, the
transaction request message being in respect of a push transaction in which funds from the first
entity are transferred to a second entity, wherein the transaction request message includes a
first set of data elements including: a first entity identifier, a second entity identifier, and an
amount associated with the funds to be transferred; identifying a second set of data elements
associated with the transfer of funds, the second set of data elements including at least one of:
identifying data, location data and entity-type data relating to the second entity; and, processing
the financial transaction using information contained in the first set of data elements and the

second set of data elements.

A further feature provides for the method to include: forwarding the transaction request
message to an acquiring server computer associated with the second entity; receiving, from the
acquiring server computer, a transaction response message; and, forwarding the transaction

response message to the issuing server computer.

Still further features provide for the transaction response message to include the second set of
data elements and for identifying the second set of data elements to include extracting the

second set of data elements from the transaction response message.
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Yet further features provide for the payment processing network to maintain a database in
which the second set of data elements are stored, and for identifying the second set of data

elements to include obtaining the second set of data elements from the database.

Even further features provide for the method to include: storing the transaction request

message or a derivative thereof in a database in association with the second entity identifier.

A further feature provides for processing the financial transaction using information contained in
the first set of data elements and second set of data elements to include calculating interchange

in respect of the transfer of funds.

A yet further feature provides for the method to include: transmitting an interchange data file,
including interchange calculated using the first set of data elements and the second set of data
elements in respect of the transfer of funds and optionally the second set of data elements, to

the issuing server computer.

A still further feature provides for processing the financial transaction using information
contained in the first set of data elements and second set of data elements to include

calculating business intelligence in respect of the transfer of funds.

Even further features provide for the location data included in the second set of data elements
to be a physical location of the second entity and for processing the financial transaction using
information contained in the first set of data elements and second set of data elements to
include: querying the location data included in the second set of data elements against
permitted transaction locations; and, if the location data is within a permitted transaction

focation, allowing the transfer of funds to proceed.

Further features provide for processing the financial transaction using information contained in
the first set of data elements and second set of data elements to include updating a business
intelligence record associated with the first entity, and for updating the record to include storing
the second entity identifier, the second set of data elements and the amount in respect of the

transfer of funds in the record in association with the first entity identifier.

In accordance with a third aspect of the invention, there is provided a system for processing a

financial transaction including an issuing server computer associated with a first entity
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comprising: a transaction request message transmitting component for transmitting a
transaction request message to an acquiring server computer associated with a second entity,
the transaction request message being in respect of a push transaction in which funds from the
first entity are transferred to the second entity, wherein the transaction request message
includes a first set of data elements including: a first entity identifier, a second entity identifier,
and an amount associated with the funds to be transferred; a receiving component for, in
response to transmitting the transaction request message, receiving a transaction response
message and for receiving a second set of data elements including at least one of: identifying
data, location data and entity-type data relating to the second entity; an associating component
for associating the second set of data elements with the first set of data elements; and, a
processing component for processing the financial transaction using information contained in

the first set of data elements and the second set of data elements.

Further features provide for the first entity to operate a mobile communication device and for the
issuing server computer to include: a payment message receiving component for receiving,
from the mobile communication device, a payment message relating to the transfer of funds, the
payment message inctuding the first entity identifier, the second entity identifier, and the amount

associated with the funds to be transferred.

A still further feature provides for the issuing server computer to include: a database accessing
component for, responsive to transmitting the transaction request message, creating a
transaction record in a database and storing the first set of data elements in the database in

association with the transaction record.

Yet further features provide for the transaction request message to be an 0200 message in the
standard I1ISO 8583 messaging format, and for the transaction response message to be an 0210

message in the standard ISO 8583 messaging format.

Further features provide for the transaction response message and second set of data elements
to be received together, and for the second set of data elements to be included in the

transaction response message.

Still further features provide for the receiving component to receive the transaction response
message from a payment processing network; and for the transaction request message

transmitting component to transmit the transaction request message to the acquiring server
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computer via the payment processing network.

Yet further features provide for the transaction response message to include a second entity
identifier and for the associating component to include: an extracting component for extracting
the second entity identifier from the transaction response message; and, a querying component
for querying the database using the second entity identifier to identify a transaction record
having a first set of data elements associated therewith.

A further feature provides for the receiving component to include an interchange data file
receiving component for receiving an interchange data file including the second set of data
elements from a payment processing network. Alternatively, for the receiving component to
include a database querying component for querying a database maintained by a payment
processing network in which the second set of data elements is stored in association with the

second entity identifier.

In accordance with a fourth aspect of the invention, there is provided a system for processing a
financial transaction including a payment processing network comprising: a transaction request
message receiving component for receiving a transaction request message from an issuing
server computer associated with a first entity, the transaction request message being in respect
of a push transaction in which funds from the first entity are transferred to a second entity,
wherein the transaction request message includes a first set of data elements including: a first
entity identifier, a second entity identifier, and an amount associated with the funds to be
transferred; an identifying component for identifying a second set of data elements associated
with the transfer of funds, the second set of data elements including at least one of: identifying
data, location data and entity-type data relating to the second entity; and, a processing
component for processing the financial transaction using information contained in the first set of

data elements and second set of data elements.

Further features provide for the transaction response message to include the second set of data
elements and for the identifying component to exiract the second set of data elements included

in the transaction response message.

Still further features provide for the payment processing network to maintain a database in
which the second set of data elements are associated with the second entity identifier, and for

the identifying component to query the database using the second entity identifier and obtain

i
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the second set of data elements associated therewith.

Yet further features provide for the payment processing network to include a storing component
for storing the transaction request message or a derivative thereof in a database in association

with the second entity identifier.

In accordance with a fifth aspect of the invention, there is provided a computer program product
for processing a financial transaction, the computer program product comprising a non-
transitory computer-readable medium having stored computer-readable program code, the
computer-readable program code executable by a processing circuit of a payment processing
network to perform the steps of: transmitting a transaction request message to an acquiring
server computer associated with a second entity, the transaction request message being in
respect of a push transaction in which funds from the first entity are transferred to the second
entity, wherein the transaction request message includes a first set of data elements including a
first entity identifier, a second entity identifier, and an amount associated with the funds to be
transferred; in response to transmitting the transaction request message, receiving a
transaction response message and receiving a second set of data elements including at least
one of: identifying data, location data and entity-type data relating to the second entity;
associating the second set of data elements with the first set of data elements; and, processing
the financial transaction using information contained in the first set of data elements and the
second set of data elements.

The invention extends to a computer program product for processing a financial transaction, the
computer program product comprising a non-transitory computer-readable medium having
stored computer-readable program code, the computer-readable program code executable by a
processing circuit of a payment processing network to perform the steps of: receiving a
transaction request message from an issuing server computer associated with a first entity, the
transaction request message being in respect of a push transaction in which funds from the first
entity are transferred to a second entity, wherein the transaction request message includes a
first set of data elements including a first entity identifier, a second entity identifier, and an
amount associated with the funds to be transferred; identifying a second set of data elements
associated with the transfer of funds, the second set of data elements including at least one of:
identifying data, location data and entity-type data relating to the second entity; and, processing
the financial transaction using information contained in the first set of data elements and the

second set of data elements.
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Further features provide for the computer-readable medium to be a non-transitory computer-

readable medium and for the computer-readable program code to be executable by a

processing circuit.

Aspects of the invention will now be described, by way of example only, with reference to the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:

Figure 1

Figure 2

Figure 3

Figure 4

Figure 5

Figure 6

Figure 7

is a schematic diagram which illustrates an exemplary system for processing

a financial transaction;

is a block diagram which illustrates components of an exemplary system for

processing a financial transaction;

is a swim-lane flow diagram which illustrates a method for processing a
financial transaction according to an embodiment described with reference to
Figure 2;

is a block diagram which illustrates components of another embodiment of an

exemplary system for processing a financial transaction;
is a swim-lane flow diagram which illustrates a method for processing a
financial transaction according to the embodiment described with reference

to Figure 4;

illustrates an example of a computing device in which various aspects of the

disclosure may be implemented; and,

shows a block diagram of a communication device that may be used in
embodiments of the disclosure.

9
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DETAILED DESCRIPTION WITH REFERENCE TO THE DRAWINGS

Figure 1 is a schematic diagram which illustrates an exemplary system (100) for processing a
financial transaction. The system (100) includes a first server computer (110) associated with a
first entity (112) and a second server computer (120) associated with a second entity (122).
The first and second entity (112, 122) may also have a first entity device (114) and second
entity device {124) respectively associated therewith. The system (100) may also include a
payment processing network (130) via which the first server computer (110) may transmit and

receive financial system transaction messages to and from the second server computer (120).

“First” and “second” are generic ways of referring to separate, but possibly related, entities,
devices, computers, etc. and should not be interpreted as to limit the exemplary system (100) to
only two of such entities, devices, computers and the like. It should be anticipated that the
system {100) could be expanded to include third, fourth, fifth entities, devices, computers and
so on. Some embodiments anticipate respective “first” and “second” devices and server

computers having the same functionality as their respective counterparts.

The payment processing network (130) may include data processing subsystems, networks,
server computers and operations used to support and deliver authorization services, exception
file services, and clearing and settlement services. The payment processing network (130) may
be any suitable network able to transmit and receive financial system transaction messages
(e.g., 1ISO 8583 messages), and process original credit and debit card transactions. An
exemplary payment processing system may include VisaNet™. Payment processing systems
such as VisaNet™ are able to process credit card transactions, debit card transactions, and

other types of commercial transactions.

The first and second server computers (110, 120) respectively may be any appropriate server
computers, server computer clusters, distributed server computers, cloud-based server
computers and the like. Each of the server computers (110, 120) may include a processor and
a non-transitory computer readable medium comprising code executable by the processor to
perform functions, such as generating messages, electronically receiving and transmitting
messages or data, parsing messages or data, and the like. The server computers (110, 120)
may be configured to transmit and receive financial system transaction messages (such as 1SO
8583 messages), debit and credit financial accounts, transmit messages to and receive

messages from the first and second devices (114, 124) respectively and the like. The first

10
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server computer (110) may be maintained or operated by financial institution (116) controlling a
financial account (118) of the first entity. Similarly, the second server computer may be
maintained or operated by another financial institution (126) controlling a financial account (128)
of the second entity (112). Each server computer may have functionality of both first and
second servers depending on their role in a transaction.

The first entity (112) may have a first entity identifier associated therewith. The first entity
identifier may be derived from or may include portions of a communication address (e.g. an
MSISDN) of the first entity device (114), or alternatively an account number identifying the
financial account (118) of the first entity. The first entity identifier may include a bank
identification number (BIN) which is usable by the payment processing network (130) in
identifying a financial institution (e.g. 116) associated with the first entity (112). The first entity
identifier may further be used by another entity in order to initiate a transfer of funds in favour of
the financial account (118) of the first entity (112).

The first entity device (114) may be any appropriate mobile communication device capable of
communicating over a communication network (150). Exemplary mobile communication
devices include: a mobile phone such as a feature phone or a smart phone; a tablet computer;
a wearable computing device such as a smart watch or smart glasses; a personal digital
assistant; a laptop computer and the like. The first entity device (114) may have a mobile
application resident therein and installed thereon which may enable the first entity device (114)
to transmit data messages to and receive data messages from the first server computer (110).
In other embodiments, the first entity device (114) may exchange data messages with the first
server computer (110) using Unstructured Supplementary Service Data (USSD) sessions or

Short Messaging Service (SMS) messages via the communication network (150).

The second entity similarly has a second entity identifier associated therewith. The second
entity identifier may be a primary account number (PAN) of the second entity. In some
embodiments, the second entity identifier may be derived from or may include portions of a
communication address (e.g. an MSISDN) of the second entity device (124). In other
embodiments, the second entity identifier includes an account number identifier the financial
account (128) associated with the second entity (122). The second entity identifier may include
a bank identification number (BIN) which is usable by the payment processing network (130) in
identifying an appropriate financial institution (e.g. 126) to which the transaction request

message is to be transmitted.

11
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The second entity device (124) may be an appropriate mobile communication device capable of
communicating over the communication network (150) such as a mobile phone being either a
feature phone or a smart phone; a tablet computer; a wearable computing device such as a
smart watch or smart glasses; a personal digital assistant; a laptop computer and so on. The
second entity device (124) may also have an appropriate mobile software application resident
therein and installed thereon which may enable the second entity device {(124) to transmit data
messages to and receive data messages from the second server computer (120). In other
embodiments, the second entity device (124) may exchange data messages with the second
server computer (120) using USSD sessions or SMS messages. In some embodiments, the
second entity device (124) may be a merchant operated mobile communication device, a point-

of-sales device, an e-commerce portal or the like.

By enabling the first entity device (114) to exchange messages with the first server computer
(110), the first entity (112) may be able to use the first entity device (114) to transact against a
financial account (118) of the first entity controlled by the first server computer (110). For
example, the first entity may be able to use the first entity device (114) to initiate transactions in
favour of the second entity’s financial account (128), submit balance enquiries, request single-

use or one-time-only payment credentials and the like.

In some embodiments, in response to receiving a request to initiate a transfer of funds in favour
of the second entity’s financial account (128), the first server computer (110) transmits a
transaction request message, including the second entity identifier, to the payment processing
network (130) and debits the first entity account (118) with an amount associated with the

transfer of funds.

A transaction request message may be any suitable message transmitted from the first server
computer (110) to the second server computer (120) through the payment processing network
(130). A transaction request message may be in the standard ISO 8583 messaging format, or in
any other suitable financial system transaction messaging format. Suitable messages may be in
an 0200 message format. In some embodiments, a transaction request message may include a
transaction type indicator, a transaction identifier, an amount associated with the transfer of
funds from the first entity to the second entity, information identifying the first entity such as the
first entity identifier, and the second entity identifier associated with the second entity (122).

12



10

15

20

25

30

35

WO 2016/055930 PCT/1B2015/057629

In some embodiments, the transaction request message can be an Original Credit Transaction
(OCT) type message. An OCT is typically a clearing and settlement credit transaction designed
for use in business applications such as a business money transfer or business-to-consumer
repayments. OCTs can further be utilised in push transactions between a first entity and a
second entity in which the first entity initiates and controls a transfer of funds in favour of a
second entity. In some cases, the OCT carries only an identifier (e.g. account number) of the
recipient and no information about the sender. A special indicator identifies an OCT to the
recipient of the message. OCT messages may also include an Electronic Commerce Indicator
(ECH) to indicate an Internet OCTs (if appropriate).

The transaction request message may be routed from the payment processing network (130) to
the second server computer (120). The second server computer (120) credits the second
entity’s financial account (128) with an amount associated with the transfer of the funds and
transmits a transaction response message, either confirming or denying the transaction, to the

first server computer (110) via the payment processing network (130).

The transaction response message may be any suitable message transmitted from the second
server computer (120) to the first server computer (110) through the payment processing
network (130), in response to the transaction request message. A transaction response
message may be in the standard ISO 8583 messaging format, or in any other suitable financial
system transaction messaging format. The transaction response message may be an 0210
message and may include an indication that the transfer of funds was approved or not
approved. The transaction response message may include a transaction identifier, information
identifying the first entity such as the first entity identifier, and the second entity identifier.

In order to complete the transaction, an interchange, settlement and clearing will need to be
performed. This may be done at the end of the day or at any other suitable time period in order
to transfer the appropriate funds from the first entity’'s account (118) to the second entity’s
account (128).

A clearing process can be a process of exchanging financial details between an acquirer and
an issuer to facilitate posting to a consumer's account and reconciliation of the consumer's
settlement position. A settlement process can be a process of transferring funds between an

acquirer and issuer. In some embodiments, clearing and settlement can occur simultaneously.

13
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In some embodiments, clearing data files are created during the clearing process, and
settlement data files are created during the settlement process. These clearing and settlement
data files may contain interchange data. Interchange data may include data describing
interchange fees, switch fees, interchange revenue, interchange expense, net interchange, or
any other information relating to interchange fees or transaction routing details. The clearing
and/or settlement files containing interchange data may be transmitted to the first server
computer (110) as an interchange data file by the payment processing network (130) or other
entity. Alternatively, interchange data may be transmitted to the first server computer (110) by
the payment processing network (130) separate from the settlement and clearing processes.
For example, the payment processing network (130) may transmit an interchange data file to
the first server computer (110) on a periodic basis (e.g., daily). In an alternate embodiment, the
clearing and/or settlement files and/or interchange data may be generated at the first server

computer (110).

However, in order to calculate interchange, and thus perform settlement and clearing, certain
information about the second entity (112) will be required at either the payment processor (130)
or the first server computer (130). This is also the case if a fraud risk or other business

intelligence is required to be calculated.

In one embodiment of the described systems and methods, information about the second entity
{122) and optionally information about the financial institution of the second entity (126) may be
transmitted from the second server computer (120) to the payment processing network (130)
and/or the first server computer {110) in the transaction response message. This will enable
the payment processing network (130) or the first server computer (110), as the case may be,
to use information about the second entity (122) as well as information about the first entity

(112) to calculate interchange and/or perform fraud risk and business intelligence processing.

In an alternate embodiment, the payment processing network may maintain a database in
which information about the second entity, and optionally information about the first entity, may
be stored. In such an embodiment, the payment processing network may transmit information
about the second entity to the first server computer such that the first server computer may
calculate interchange. Alternatively, the payment processing network may use the information
about the second entity and information about the first entity to calculate interchange thereat.
An interchange data file may be transmitted from the payment processing network to the first

server computer periodically. In another alternative, the first server computer may retrieve the

14
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second set of data elements from the database such that the first server computer may

calculate interchange.

In what follows, the first entity may be a consumer operating a first entity device being a mobile
communication device such as a mobile phone. The first server computer may be, or may be a
part of a payment processor, maintained or operated by an issuing financial institution
controlling the financial account of the consumer and will accordingly be termed “an issuing

server computer” from here on.

The second entity may be a merchant operating a second entity device being, for example, a
point-of-sales (POS) device. The second server computer may be, or may be a part of a
payment processor, maintained or operated by an acquiring financial institution controlling the
financial account of the merchant. In some embodiments, the POS device is a mobile
communication device of the merchant. Accordingly, the acquiring financial institution may
provide infrastructure enabling the merchant to conduct financial transactions against the
merchant’s financial account using the merchant’s mobile communication device. The second
server computer will be termed "an acquiring server computer” from here on as that it facilitates

the acquiring of funds from the issuing server computer on behalf of the second entity.

It should, however, be appreciated that the terms “issuing server computer” and “acquiring
server computer” need not limit application of the systems and methods described herein to a
consumer-to-merchant scenario. It is anticipated that consumer-to-consumer (or person-to-
person) push payments may be enabled between the first entity and second entity via the

issuing server computer and acquiring server computer respectively.

Furthermore, it should be anticipated that in an exemplary reverse interchange scenario, the
first entity may be an automatic teller machine (ATM), a mobile money agent facilitating a cash
out, or the like while the second entity may be a consumer. It is also anticipated that the first
entity may be a consumer and the second entity may be another consumer (i.e. a recipient of a
person-to-person payment), an e-commerce merchant, a remote biller {for example a service

provider or utility provider) and the like.

Information about the second entity (122) may include identifying data, location data and entity-
type data relating to the second entity. For example, information about the second entity (122)
being a merchant may include: a merchant category code (MCC) of the second entity and/or

15
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other information relating to the type of merchant or individual the second entity is, the name of
the second entity (e.g. Easy Traders Inc.), the name of the city in which the second entity is
based, a country code of the country in which the second entity is based, and the like. Some
embodiments anticipate more detailed location data being utilised, for example a physical
address, global positioning system (GPS) coordinates or the like.

Figure 2 is a block diagram which illustrates components of an exemplary system (200), such
as that of Figure 1. The system (200} includes an issuing server computer (110), an acquiring

server computer (120) and a payment processing network (130).

The issuing server computer (110) may include a payment message receiving component (202)
for receiving, from a first entity device, a payment message relating to a push transfer of funds
from the first entity to a second entity. The payment message may include a first entity

identifier, a second entity identifier, and an amount associated with the funds to be transferred.

A debiting component (204) may be provided with the issuing server computer {110) for debiting
a financial account associated with the first entity in response to receiving the payment
message. In some embodiments, the debiting component (204) may temporarily debit the

financial account pending a fraud risk calculation.

The issuing server computer (110) may also include a transaction request message transmitting
component (206) which generates and transmits a transaction request message to the payment

processing network (130).

The transaction request message may include a first set of data elements including: a
transaction type indicator indicating, for example, that the transaction is a face-to-face payment
transaction for the purchases of goods and services from a merchant; an amount associated
with the transfer of funds (e.g., $250); the first entity identifier; and the second entity identifier.
The transaction request message may be properly formatted and transmitted as a secure
financial system transaction message. In some embodiments, the transaction may be forwarded
as SMS OC or Base 1 OC. The transaction request message may be formatted as an 1SO 8583

(e.g. 0200) type financial fransaction message.

Some embodiments provide for the issuing server computer (110) to include a database

accessing component (208) for accessing a database (201), creating a transaction record in the
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database (201) and storing the transaction request message, or some derivative or record of it

{(which at teast includes the first set of data elements), in association with the transaction record.

The issuing server computer (110) may include a receiving component (209). In this
embodiment, the receiving component (209) includes a transaction response message
receiving component (210) for receiving a transaction response message, including the second
entity identifier and a second set of data elements, from the payment processing network (130).
The second set of data elements may include one or more of the group of: identifying data,
location data and entity-type data relating to the second entity; transaction data and the like.

In other embodiments, the receiving component includes a database querying component for
querying a database maintained by a payment processing network in which the second set of

data elements is stored in association with the second entity identifier.

The issuing server computer (110) may include an associating component (212) for associating
the second set of data elements received in the transaction response message with the first set
of data elements stored in the database (201). The associating component (212) may, for
example, include an extracting component (212A) for extracting the second entity identifier
included in the transaction response message and a querying component (212B) for querying
the database (201) using the extracted second entity identifier so as to identify the transaction
record and in turn the first set of data elements stored in association therewith. It should be
appreciated that the first set of data elements may be extracted from the database in any of a

number of alternative ways.

The issuing server computer (110) may further include a processing component (214) for
processing the financial transaction using information contained in the first set of data elements
and the second set of data elements. Processing the financial transaction may include
calculating interchange in respect of the transfer of funds from the first entity to the second
entity. For example, interchange fees may vary depending on the first entity, the type of

transaction, the type of merchant accepting the transaction and/or other criteria.

Further, processing the financial transaction may also include calculating business intelligence
in respect of the transtfer of funds; evaluating fraud risk; updating a first entity profile; computing
analytics or the like. For example, the issuing server computer (110) may maintain a loyalty
database to enable the financial institution associated with the issuing server computer to

extend loyalty coupons, discounts, rewards and the like to the first entity based on their
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spending habits (e.g. at which merchants they transact, etc.). It may also be useful for the
issuing server computer (110) to know with which entities the first entity transacts, e.g. for

marketing, offers and other analytical purposes.

In some embodiments, location data included in the second set of data elements may be a
physical location of the second entity. The processing component (214) may be operable to
query the location data included in the second set of data elements against permitted
transaction locations associated with the first entity and, if the location data is within a permitted

transaction location, allowing the transfer of funds to proceed.

Information contained in the second set of data elements, such as the type of merchant and
location of the merchant at which the first entity is transacting may be relevant in calculating a
fraud risk or fraud score. For example, the issuing server computer (110) may maintain a risk
profile in which the first entity’'s transacting habits are stored to enable the issuing server
computer to detect suspicious transactions or transactions uncharacteristic of the first entity and
to notify the first entity accordingly. In some instances, where a fraudulent transaction is
detected, the issuing server computer may cancel the transaction and notify the first entity,

second entity and/or acquiring server computer accordingly.

The payment processing network (130) may include a transaction request message receiving
component (216) for receiving the transaction request message from the issuing server

computer (110).

The payment processing network (130) may further include a parsing and identifying
component (218) for parsing the transaction request message and identifying the acquiring
server computer (120}, associated with a second entity, using information contained in the
second entity identifier, such as a BIN. For example, in some embodiments, the second entity
identifier may include a BIN and an account number of the second entity, in which case the
parsing and identifying component (218) may extract the BIN from the second entity identifier
and use it to route the transaction request message to the appropriate institution (in this case

being the acquiring server computer).

The payment processing network (130) may also include a transaction request message
forwarding component (220) for forwarding the transaction request message to the acquiring
server computer {(120). The transaction request message may be transmitted via a secure
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financial system transaction message.

Additionally, the payment processing network (130) may include a transaction response
message receiving component (222) for receiving a transaction response message from the
acquiring server computer (120).

The parsing and identifying component (218) may also parse the received transaction response
message and identify the issuing server computer (110) to which the transaction response
message is to be transmitted.

A transaction response message forwarding component (224) of the payment processing
network {130) may be provided for forwarding the transaction response message to the issuing
server computer (110). The transaction response message may be transmitted via a secure
financial system transaction message.

The acquiring server computer (120) may include a transaction request message receiving
component (226) for receiving the transaction request message from the payment processing
network (130).

The acquiring server computer (120) may also include an identifying component (228) which
identifies, using the second entity identifier, a financial account of the second entity associated
with the transfer of funds. For example, the second entity identifier may include an account
number representing the financial account of the second entity which the acquiring server

computer can use to identify the appropriate financial account.

The acquiring server computer (120) may further include a crediting component (230) for

crediting the financial account (128) associated with the second entity.

A generating component (232) of the acquiring server computer (120) may be provided for
generating a transaction response message, which confirms or denies the transaction. When
generating the transaction response message, the acquiring server computer (120) may include
a second set of data elements including at least one of: identifying data, location data and

entity-type data relating to the second entity in the transaction response message.

The transaction response message may also include various pieces of information such as at
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least one of: the approved transaction amount, an indication that the transaction was approved
or not approved, an indication that the transaction was partially approved, and the first and
second entity identifiers. The transaction response message may be in the standard 1ISO 8583
messaging format, or in any other suitable financial system transaction messaging format. The

transaction response message may be an 0210 message.

The acquiring server computer (120) may include a transaction response message transmitting
component (234) for transmitting the transaction response message including the second set of

data elements to the payment processing network (130).

In some embodiments the payment processing network may identify a first set of data elements
associated with the transaction request message and process the financial transaction using

information contained in the first set of data elements and second set of data elements.

Thus, embodiments anticipate the payment processing network including an identifying
component for identifying the first set of data elements associated with the transaction request
message. The identifying component may, for example, include a storing component for storing
the transaction response message, or a derivative thereof (including the first set of data
elements) in a database maintained by the payment processing network in association with the
second entity identifier. The identifying component may then, in response to receiving the
transaction response message, query the database maintained by the payment processing

network using the second entity identifier so as to identify the first set of data elements.

The payment processing network may further include a processing component for processing
the financial transaction using information contained in the first set of data elements and second
set of data elements. The processing performed by the payment processing network may
include calculating interchange in respect of the transfer of funds from the first entity to the
second entity. Processing the financial transaction may also include calculating business

intelligence in respect of the transfer of funds, evaluating a fraud risk or the like.

Figure 3 is a swim-lane flow diagram which illustrates a method (300) for processing a financial

transaction using the systems and components illustrated in Figures 1 and 2.

Initially, the first entity, in this embodiment being a consumer, may wish to initiate a transfer of

funds to a second entity being a merchant. The first entity may for example be present in a

20



15

20

25

30

35

WO 2016/055930 PCT/IB2015/057629

brick and mortar store of the second entity wishing to pay for goods. The second entity may
display its second entity identifier at a check-out point to enable the first entity to initiate a push
transfer of funds in favour of the second entity. In other scenarios, the first entity may be
shopping online, may be transferring funds to a friend, conducting a cash-out at a mobile

money agent or the like.

Upon reaching the check-out point, the first entity may use his or her first entity device, being a
mobile phone in this embodiment, to establish a communication link with the issuing server
computer (110). In this exemplary scenario, the first entity may be operating a simple feature
phone having limited functionality (e.g. lacking a camera, data connectivity, processing power,
etc.) and may initiate communications with the issuing server computer (110) by establishing a
USSD session. For example, the first entity may dial *123# to establish a USSD
communication session with the issuing server computer (110). The issuing server computer
(110) may respond with an authentication request requesting that the first entity authenticate
him- or herself (e.g. by entering a first entity identifier and a PIN). In other cases SMS

communications or data messages may be utilised.

Once authenticated, the first entity may be able to request, via the USSD session, a transfer of
funds in favour of the second entity and may be required to key in the second entity identifier
displayed by the second entity as well as an amount associated with the transfer of funds. The
first entity device may transmit one or more payment messages to the issuing server computer
(110) which includes a first entity identifier, the second entity identifier which the first entity
manually keyed in on the first entity device, and an amount associated with the funds to be

transferred.

The transfer of funds in favour of the second entity requested by the first entity is a push
transfer or push transaction in that the first entity initiates the transfer from the first entity
financial account to a financial account of the second entity which is identified by the second
entity identifier. The first entity does not have to provide the second entity with any sensitive

information as may be the case in a so-called ‘pull transaction’.

At a first stage (302), the issuing server computer (110) receives the one or more payment
messages from the first entity device and at a next stage (304) generates and transmits a
transaction request message to the payment processing network (130). The issuing server
computer {110) may also debit a financial account of the first entity for the amount associated
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with the transfer of funds.

The transaction request message may include a first set of data elements including: a
transaction type indicator indicating, for example, that the transaction is a face-to-face payment
transaction for the purchases of goods and services from a merchant; the amount associated
with the transfer of funds (e.g., $250); the first entity identifier; and the second entity identifier.
The first set of data elements may have been generated by the issuing server computer (110)
or may be received in the payment message from the first entity device.

The transaction request message may be properly formatted and transmitted as a secure
financial system transaction message. In some embodiments, the transaction may be forwarded
as SMS OC or Base 1 OC. The transaction request message formatted as an 1SO 8583 (e.g.
0200) type financial transaction message.

The issuing server computer (110) may then, in a following stage (306), create a transaction
record in a database and store the transaction request message, or some derivative or record
of it (including the first set of data elements), in the database in association with the transaction
record.

The transaction request message may then be received at the payment processing network
(130) in a next step (308). In a following step (310), the payment processing network (130) may
parse the transaction request message and identify an acquiring server computer (120)
associated with the second entity (122) (e.g., the merchant) using information contained in the
second entity identifier, such as the BIN. In a following step (312), the payment processing
network (130) may forward the transaction request message to the acquiring server computer
(120). The transaction request message may be transmitted via a secure financial system

transaction message.

The acquiring server computer (120) may then receive the transaction request message in a
next step (314) and, in a following step (316), identifies a financial account of the second entity

associated with the transfer of funds using the second entity identifier.

In a next step (318), the acquiring server computer (120) credits the financial account
associated with the second entity and, in a following step (320), generates a transaction

response message, which confirms or denies the transaction.

o]
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When generating the transaction response message, the acquiring server computer (120)
includes a second set of data elements including at least one of: identifying data, location data
and entity-type data relating to the second entity in the message. The transaction response
message may also include various pieces of information such as at least one of the approved
transaction amount, an indication that the transaction was approved or not approved, an
indication that the transaction was partially approved, a transaction identifier and the first and
second entity identifiers. The transaction response message, including the second set of data
elements, may be transmitted to the payment processing network (130) in a next step (322).

The payment processing network (130) may then receive the transaction response message,
including the second set of data elements, from the acquiring server computer (120) in a
following step (324). The payment processing network (130) may parse the transaction
response message and identify the issuing server computer (110) in a following step (326). Ina
next step (328), the payment processing network (130) forwards the transaction response
message to the issuing server computer (110).

The issuing server computer (110) then receives the transaction response message including

the second set of data elements from the payment processing network in a following step (330).

In a next step (332), the issuing server computer (110) may then associate the second set of
data elements with the first set of data elements. This may include extracting the second entity
identifier from the transaction response message and querying the database using the
extracted second entity identifier to identify the transaction record having the first set of data
elements associated therewith. The issuing server computer (110) may then process the
financial transaction using information contained in the first set of data elements and the second
set of data elements in a following step (334).

Processing the financial transaction may include calculating interchange in respect of the
transfer of funds from the first entity to the second entity; performing settlement and clearing;
calculating business intelligence in respect of the transfer of funds; evaluating fraud risk;
updating a consumer profile or the like.

Messages may then be sent to the first entity device and second entity device, from their
respective financial institutions, indicating the confirmation/denial of the transaction, following
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which, goods or services may be delivered by the second entity (e.g. the merchant) to the first
entity (e.g. the consumer). To complete the transaction, an interchange, and clearing and
settlement may be performed. This can be done at the end of the day or at any other suitable
time period in order to transfer the appropriate funds from the first entity account to the second

entity’s account.

In some embodiments, the steps (332, 334) of associating the second set of data elements with
the first set of data elements and processing the financial transaction using information
contained in the first set of data elements and second set of data elements may be conducted

by the payment processing network and not the issuing server computer.

For example, after parsing the transaction request message and determining an acquiring
server computer associated with the second entity, the payment processing network may store
the transaction request message, or some derivative or record of it (including the first set of
data elements), in a database at the payment processing network in association with the
second entity identifier.

At a later point after the transaction request message has been transmitted to the acquiring
server computer, and following the steps (324, 326) of receiving and parsing the transaction
response message, the payment processing network may identify the first set of data elements
associated with the transaction request message and, in a following step, process the financial
transaction using information contained in the first set of data elements and second set of data

elements.

As such, interchange, clearing and settlement may be performed by the payment processing
network and may be done at the end of the day or at any other suitable time period in order to

transfer the appropriate funds from the first entity account to the second entity’s account.

Figure 4 is a block diagram which illustrates components of another embodiment of an
exemplary system (400) for processing a financial transaction. The system (400) includes an
issuing server computer (410), an acquiring server computer (420) and a payment processing
network (430). In the embodiment illustrated in Figure 4, the payment processing network {(430)
includes functionality to identify a second set of data elements by querying a database in which

the second set of data elements are stored in association with a second entity identifier.
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The issuing server computer (410) may include a payment message receiving component (452)
for receiving, from a first entity device, a payment message relating to the transfer of funds from
a first entity to a second entity. The transfer of funds is a push transfer which is initiated at the
issuing server computer in response to receiving the payment message from the first entity
device. The payment message may include a first entity identifier, a second entity identifier,
and an amount associated with the funds to be transferred.

The issuing server computer (410} may also include a debiting component (454) for debiting a
financial account associated with the first entity. In some embodiments, the debiting component
(454) may temporarily debit the financial account pending a fraud risk calculation.

The issuing server computer (410) may also include a transaction request message transmitting
component (456) which generates and transmits a transaction request message to the payment
processing network (430).

The transaction request message may include a first set of data elements including: a
transaction type indicator indicating, for example, that the transaction is a face-to-face payment
transaction for the purchase of goods and services from a merchant; an amount associated with
the transfer of funds; a first entity identifier; and a second entity identifier. The transaction
request message may be properly formatted and transmitted as a secure financial system
transaction message. In some embodiments, the transaction may be forwarded as SMS OC or
Base 1 OC. It may also be formatted as an ISO 8583 (e.g. 0200) type financial transaction
message.

The issuing server computer (410) may include a receiving component (455) which includes a
transaction response message receiving component (458) for receiving a transaction response
message from the payment processing network (430). In this embodiment, the receiving
component (455) further includes an interchange data file receiving component (460) for

receiving an interchange data file from the payment processing network (430).

The issuing server computer (410) may also include a processing component (462) for
processing the financial transaction which may include: performing interchange, clearing and
settlement; calculating business intelligence; computing analytics, fraud risk; updating a first

entity profile and the like.

25



10

15

20

25

30

35

WO 2016/055930 PCT/1B2015/057629

The payment processing network (430) may maintain a database (450) in which the second set

of data elements may be associated with the second entity identifier.

The payment processing network (430) may also include a transaction request message
receiving component (464) for receiving the transaction request message from the issuing
server computer (410). The transaction request message received from the issuing server
computer (410} includes the first set of data elements.

The payment processing network (430) may further include a parsing and identifying
component (466) for parsing the transaction request message and identifying an acquiring
server computer (420) associated with a second entity. The parsing and identifying component
(466) may identify the acquiring server computer (420) by using information contained in the
second entity identifier, such as a BIN.

The payment processing network (430) may also include an identifying component (468) for
identifying a second set of data elements associated with the transaction response message.
The payment processing network (430) may for example query the database (450) in which the
second set of data elements may be associated with the second entity identifier. In some
embodiments, the identifying component {(468) may also include a storing component (470) for
storing the transaction request message, or some derivative or record of it (including the first set
of data elements), in the database (450) in association with, for example, the second entity
identifier. It is also anticipated that in some embodiments, the identifying component (468) may
permit the issuing server computer (410) to identify the second set of data elements, for
example, by querying the database (450) in which the second set of data elements may be

associated with the second entity identifier.

The payment processing network (430) may also include a transaction request message
forwarding component (472) for forwarding the transaction request message to the acquiring
server computer (420). The transaction request message may be transmitted via a secure

financial system transaction message.
Additionally, the payment processing network (430) may include a transaction response

message receiving component (474) for receiving a transaction response message from the
acquiring server computer (420).
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The parsing and identifying component (466) may also parse the transaction response
message and identify the issuing server computer (410) to which the transaction response
message is to be transmitted.

A transaction response message forwarding component (476) of the payment processing
network (430) may forward the transaction response message to the issuing server computer
(410).

The payment processing network (430) may further include a processing component (478) for
processing the financial transaction using information contained in the first set of data elements
and the second set of data elements including: calculating interchange in respect of the transfer
of funds from the first entity to the second entity; calculating a fraud risk or fraud score;

calculating business intelligence; updating a first entity profile or the like.

Embodiments also provide for the payment processing network (430) to include an interchange
data file transmitting component (480) for generating and transmitting an interchange data file,
including the interchange calculated in respect of the transfer of funds, to the issuing server
computer (410).

The acquiring server computer (420) may include a transaction request message receiving
component {482) for receiving the transaction request message from the payment processing
network (430).

The acquiring server computer {420) may also include an identifying component (484) which
identifies, using the second entity identifier, a financial account of a second entity associated
with the transfer of funds.

The acquiring server computer (420) may further include a crediting component (486) for

crediting a financial account associated with the second entity.

A generating component (488) of the acquiring server computer (420) may be provided for
generating a transaction response message, which confirms or denies the transaction. The
transaction response message may include various pieces of information such as at least one
of the approved transaction amount, an indication that the transaction was approved or not

approved, an indication that the transaction was partially approved, and the first and second
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entity identifiers. The transaction response message may be in the standard 1SO 8583
messaging format, or in any other suitable financial system transaction messaging format. The

transaction response message may be an 0210 message.

The acquiring server computer (420) may include a transaction response message transmitting
component (490) for transmitting the transaction response message to the payment processing
network (430).

Figure 5 is a swim-lane flow diagram which illustrates a method for processing a financial
transaction according to the embodiment described above with reference to Figure 4. As
mentioned above, in this embodiment, the payment processing network (430) includes
functionality to identify the second set of data elements by querying a database in which the

second set of data elements are stored in association with a second entity identifier.

Similar to the exemplary embodiment illustrated in Figure 3, the first entity may be a consumer
and the second entity may be a merchant from whom the first entity wishes to purchase goods
and/or services. The first entity may be physically present at the second entity’s premises and
may wish to purchase the goods and/or services by way of a push transaction in which an
amount of currency is pushed from a financial account associated with the first entity, under the
direction of the first entity, in favour of a financial account associated with the second entity.
The first entity may initiate the transfer of funds by keying a second entity identifier, displayed
by the second entity and associated with the second entity’s financial account, into his or her
first entity device along with an amount associated with the transfer of funds. This information
is sent from the first entity device (e.g. a mobile device) together with a first entity identifier
associated with the first entity to the issuing server computer (410) via a communication

network.

At a first stage (502), the issuing server computer (410) receives the payment message from
the first entity device including the first entity identifier, second entity identifier and amount
associated with the transfer of funds and, at a next stage (504), generates and transmits a
transaction request message to the payment processing network (430). The transaction
request message includes a first set of data elements. The issuing server computer (410) may
also debit a financial account of the first entity for the amount associated with the transfer of

funds.
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The transaction request message may then be received at the payment processing network
(430) in a next step (506). The payment processing network (430) may then, in a following step
(508), parse the transaction request message and identify an acquiring server computer (420)
associated with the second entity (e.g., a merchant) using information contained in the second
entity identifier, such as the BIN.

The payment processing network (430) may then, in a following step (510), identify a second
set of data elements associated with the transaction response message. The payment
processing network (430) may for example query a database in which the second set of data
elements may be associated with the second entity identifier. In some embodiments, the
payment processing network (430) may store the transaction request message, or some
derivative or record of it {including the first set of data elements), in the database in association

with the second entity identifier in a next step (512).

In a following step (514), the payment processing network (430) forwards the transaction
request message to the acquiring server computer (420). The transaction request message

may be transmitted via a secure financial system transaction message.

The acquiring server computer (420) then receives the transaction request message in a next
step (516) and, in a following step {518), identifies, using the second entity identifier, a financial
account of the second entity associated with the transfer of funds.

In a next step (520), the acquiring server computer {420) may credit the financial account
associated with the second entity. In a following step (522), the acquiring server computer
(420) may generate a transaction response message, which confirms or denies the transaction.
The transaction response message may also include various pieces of information such as at
least one of the approved transaction amount, an indication that the transaction was approved
or not approved, an indication that the transaction was partially approved, and the first and
second entity identifiers. The transaction response message may be a secure financial system
transaction message, for example an 0210 message format.

The transaction response message may be transmitted to the payment processing network
(430) in a next step (524). The payment processing network (430) may then receive the
transaction response message from the acquiring server computer (420) in a following step

(526). In a next step (528), the payment processing network (430) may parse the transaction
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response message and identify the issuing server computer (410).

The payment processing network (430) may then, in a following step (530), forward the
transaction response message to the issuing server computer (410) which then receives the
transaction response message in a following step (532). In some embodiments, the payment
processing network (430) includes the second set of data elements in the transaction response
message before forwarding the transaction response message to the issuing server computer
(410).

Messages may be sent to the first entity device and second entity device indicating the
confirmation/denial of the transaction, following which, goods or services may be delivered by

the second entity (e.g. the merchant) to the first entity (e.g. the consumer).

To complete the transaction, an interchange, and clearing and settlement may be performed.
This can be done at the end of the day or at any other suitable time period in order to transfer
the appropriate funds from the first entity’s financial account to the second entity’s financial
account. Thus, in a next step (534), the payment processing network (430) process the
financial transaction using information contained in the first set of data elements which were
stored in an earlier step (512) and the second set of data elements. This may include
calculating interchange in respect of the transfer of funds from the first entity to the second
entity; calculating a fraud risk or fraud score; calculating business intelligence or the like. In
some embodiments, the step (534) of processing the financial transaction may be performed

before the messages are sent to the first entity device and second entity device.

In a following step (536), the payment processing network (430) may transmit an interchange
data file, including the interchange calculated in respect of the transfer of funds and optionally
the second set of data elements, to the issuing server computer (410). The issuing server
computer (410) may then receive the interchange data file in a following step (538) such that
the issuing server computer (410) may, in a next step (540), perform further processing.
Performing further processing may complete the transaction by, for example, performing
interchange, clearing, settlement; calculating business intelligence, a fraud risk or score;
computing analytics; updating a first entity profile, and the like. In some embodiments, for
example where the payment processing network (430) includes the second set of data
elements in the transaction response message, the issuing server computer (410) may perform

further processing prior to interchange being calculated.
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It is further anticipated that in other embodiments, the payment processing network may not
perform the step of processing the transaction. Rather, and as mentioned briefly above, the
payment processing network may include the second set of data elements in the transaction
response message before forwarding the transaction response message to the issuing server
computer. Thus, the issuing server computer may receive the transaction response message
including the second set of data elements, may identify a corresponding first set of data
elements stored locally thereat and may then process the financial transaction using information

contained in the first set of data elements and second set of data elements.

For example, in cases where location data included in the second set of data elements is a
physical location of the second entity, the issuing server computer (410) may query the location
data included in the second set of data elements against permitted transaction locations
associated with the first entity and, if the location data is within a permitted transaction location,
allowing the transfer of funds to proceed. In this manner, the issuing server computer (410)
may be able to regulate where the first entity is permitted to transact. For example, the first
entity may be limited to transacting only within a particular country, city or the like. Where the
first entity attempts to transact outside of a permiited location (e.g. in another country) the
issuing server computer may decline the transaction.

It is also anticipated that the database maintained by the payment processing network be
accessible by both the issuing server computer and the acquiring server computer. The
acquiring server computer may store the second set of data elements in the database in
association with the second entity identifier, for example. The issuing server computer may
then be able to query the database, for example using the second entity identifier, so as to
obtain the second set of data elements and then use the second set of data elements, together

with the first set of data elements, process the financial transaction.

Embodiments of the described systems and methods thus permit interchange in respect of a
transfer of funds from a first entity operating a first entity device to a second entity, and in
particular in respect of the transfer being a push transaction, such as an OCT push transaction.
Other business intelligence, fraud risk/scores, analytics and the like may also be calculated by
one or both of a payment processing network and an issuing server computer associated with a
first entity. In order to achieve this, information about the second entity is provided to one or
both of the payment processing network or issuing server computer without the first entity (e.g.
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a consumer) having to enter this data into his or her first entity device (e.g. mobile phone). This
is particularly advantageous in scenarios where the first entity utilises a relatively simple feature
phone, having basic functionality, in order to initiate the push transaction. In such cases, the
first entity device does not facilitate easy capture of data and thus the data required to be input

by the first entity into the device should be kept to a minimum.

As described above, in one particular embodiment, a second set of data elements (including for
example, a merchant category code, a merchant name, a city name, a country code, a primary
identifier, a secondary identifier, and the like) are included in a transaction response message
{(e.g. the 0210 message) sent from an acquiring financial institution to an issuing financial

institution.

In another particular embodiment, the payment processing network maintains a central
database in which second set of data elements (including for example, a merchant category
code, a merchant name, a city name, a country code, a primary identifier, a secondary identifier,
and the like) is stored in association with a second entity identifier. The second set of data
elements may be included in a transaction response message (e.g. the 0210 message)

forwarded to an issuing financial institution.

Figure 6 illustrates an example of a computing device (600) in which various aspects of the
disclosure may be implemented. The computing device (600) may be suitable for storing and
executing computer program code. The various participants and elements in the previously
described system diagrams may use any suitable number of subsystems or components of the

computing device (600) to facilitate the functions described herein.

The computing device (600) may include subsystems or components interconnected via a
communication infrastructure (605) (for example, a communications bus, a cross-over bar
device, or a network). The computing device (600) may include at least one central processor

(610) and at least one memory component in the form of computer-readable media.

The memory components may include system memory (615), which may include read only
memory (ROM) and random access memory (RAM). A basic input/output system (BIOS) may
be stored in ROM. System software may be stored in the system memory (615) including
operating system software.
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The memory components may also include secondary memory (620). The secondary memory
(620) may include a fixed disk (621), such as a hard disk drive, and, optionally, one or more

removable-storage interfaces (622) for removable-storage components (623).

The removable-storage interfaces (622) may be in the form of removable-storage drives (for
example, magnetic tape drives, optical disk drives, floppy disk drives, etc.) for corresponding
removable storage-components (for example, a magnetic tape, an optical disk, a floppy disk,

etc.), which may be written to and read by the removable-storage drive.

The removable-storage interfaces (622) may also be in the form of ports or sockets for
interfacing with other forms of removable-storage components (623) such as a flash memory

drive, external hard drive, or removable memory chip, etc.

The computing device (600) may include an external communications interface (630) for
operation of the computing device (600) in a networked environment enabling transfer of data
between multiple computing devices (600). Data transferred via the external communications
interface (630) may be in the form of signals, which may be electronic, electromagnetic, optical,

radio, or other types of signal.

The external communications interface (630) may enable communication of data between the
computing device (600) and other computing devices including servers and external storage
facilities. Web services may be accessible by the computing device (600) via the

communications interface (630).

The external communications interface (630) may also enable other forms of communication to
and from the computing device (600) including, voice communication, near field communication,

Bluetooth, etc.

The computer-readable media in the form of the various memory components may provide
storage of computer-executable instructions, data structures, program modules, and other data.
A computer program product may be provided by a computer-readable medium having stored
computer-readable program code executable by the central processor (610).

A computer program product may be provided by a non-transient computer-readable medium,
or may be provided via a signal or other transient means via the communications interface
(630).
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Interconnection via the communication infrastructure (605) allows a central processor (610) to
communicate with each subsystem or component and to control the execution of instructions
from the memory components, as well as the exchange of information between subsystems or

components.

Peripherals (such as printers, scanners, cameras, or the like) and input/output (I/O) devices
(such as a mouse, touchpad, keyboard, microphone, joystick, or the like) may couple to the
computing device (600) either directly or via an I/O controller (635). These components may be
connected to the computing device (600) by any number of means known in the art, such as a

serial port.

One or more monitors (645) may be coupled via a display or video adapter (640) to the
computing device (600).

Figure 7 shows a block diagram of a communication device (700) that may be used in
embodiments of the disclosure. The communication device (700) may be a cell phone, a
feature phone, a smart phone, a satellite phone, or a computing device having a phone
capability.

The communication device (700) may include a processor (705) (e.g., a microprocessor) for
processing the functions of the communication device (700) and a display (720) to allow a user
to see the phone numbers and other information and messages. The communication device
(700) may further include an input element (725) to allow a user to input information into the
device (e.g., input buttons, touch screen, etc.), a speaker (730) to allow the user to hear voice
communication, music, etc., and a microphone (735) to allow the user to transmit his or her

voice through the communication device (700).

The processor (710) of the communication device (700) may connect to a memory (715). The
memory {715) may be in the form of a computer-readable medium that stores data and,

optionally, computer-executable instructions.

The communication device (700) may also include a communication element (740) for
connection to communication channels (e.g., a cellular telephone network, data transmission

network, Wi-Fi network, satellite-phone network, Internet network, Satellite Internet Network,
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etc.). The communication element (740) may include an associated wireless transfer element,

such as an antenna.

The communication element (740) may include a subscriber identity module (SIM) in the form of
an integrated circuit that stores an international mobile subscriber identity and the related key
used to identify and authenticate a subscriber using the communication device (700). One or
more subscriber identity modules may be removable from the communication device (700) or

embedded in the communication device (700).

The communication device (700) may further include a contactless element (750), which is
typically implemented in the form of a semiconductor chip (or other data storage element) with
an associated wireless transfer element, such as an antenna. The contactless element (750)
may be associated with (e.g., embedded within) the communication device (700) and data or
control instructions transmitted via a cellular network may be applied to the contactless element
(750) by means of a contactless element interface (not shown). The contactless element
interface may function to permit the exchange of data and/or control instructions between

mobile device circuitry (and hence the cellular network) and the contactless element (750).

The contactless element (750) may be capable of transferring and receiving data using a near
field communications (NFC) capability (or near field communications medium) typically in
accordance with a standardized protocol or data transfer mechanism (e.g., 1ISO 14443/NFC).
Near field communications capability is a short-range communications capability, such as radio-
frequency identification (RFID), Bluetooth, infra-red, or other data transfer capability that can be
used to exchange data between the communication device (700) and an interrogation device.
Thus, the communication device (700) may be capable of communicating and transferring data

and/or control instructions via both a cellular network and near field communications capability.

The data stored in the memory (715) may include: operation data relating to the operation of the
communication device (700), personal data (e.g., name, date of birth, identification number,
etc.), financial data (e.g., bank account information, a bank identification number (BIN}, credit or
debit card number information, account balance information, expiration date, loyalty provider
account numbers, etc.), transit information (e.g., as in a subway or train pass), access
information (e.g., as in access badges), etc. A user may transmit this data from the

communication device (700) to selected receivers.
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The communication device (700) may be, amongst other things, a notification device that can
receive alert messages and access reports, a portable merchant device that can be used to
transmit control data identifying a discount to be applied, as well as a portable consumer device

that can be used to make payments.

The foregoing description of the embodiments of the invention has been presented for the
purpose of illustration; it is not intended to be exhaustive or to limit the invention to the precise
forms disclosed. Persons skilled in the relevant art can appreciate that many modifications and

variations are possible in light of the above disclosure.

Some portions of this description describe the embodiments of the invention in terms of
algorithms and symbolic representations of operations on information. These algorithmic
descriptions and representations are commonly used by those skilled in the data processing
arts to convey the substance of their work effectively to others skilled in the art. These
operations, while described functionally, computationally, or logically, are understood to be
implemented by computer programs or equivalent electrical circuits, microcode, or the like. The
described operations may be embodied in software, firmware, hardware, or any combinations
thereof.

The software components or functions described in this application may be implemented as
software code to be executed by one or more processors using any suitable computer language
such as, for example, Java, C++, or Perl using, for example, conventional or object-oriented
techniques. The software code may be stored as a series of instructions, or commands on a
non-transitory computer-readable medium, such as a random access memory (RAM), a read-
only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical
medium such as a CD-ROM. Any such computer-readable medium may also reside on or
within a single computational apparatus, and may be present on or within different

computational apparatuses within a system or network.

Any of the steps, operations, or processes described herein may be performed or implemented
with one or more hardware or software modules, alone or in combination with other devices. In
one embodiment, a software module is implemented with a computer program product
comprising a non-transient computer-readable medium containing computer program code,
which can be executed by a computer processor for performing any or all of the steps,

operations, or processes described.
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Finally, the language used in the specification has been principally selected for readability and
instructional purposes, and it may not have been selected to delineate or circumscribe the
inventive subject matter. It is therefore intended that the scope of the invention be limited not
by this detailed description, but rather by any claims that issue on an application based hereon.
Accordingly, the disclosure of the embodiments of the invention is intended to be illustrative, but

not limiting, of the scope of the invention, which is set forth in the following claims.

Throughout the specification and claims unless the contents requires otherwise the word
‘comprise’ or variations such as ‘comprises’ or ‘comprising’ will be understood to imply the
inclusion of a stated integer or group of integers but not the exclusion of any other integer or

group of integers.
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CLAIMS:

1. A method for processing a financial transaction conducted at an issuing server computer
associated with a first entity, the method comprising:

transmitting a transaction request message to an acquiring server computer associated
with a second entity, the transaction request message being in respect of a push transaction in
which funds from the first entity are transferred to the second entity, wherein the transaction
request message includes a first set of data elements including: a first entity identifier, a second
entity identifier, and an amount associated with the funds to be transferred;

in response to transmitting the transaction request message, receiving a transaction
response message and receiving a second set of data elements including at least one of:
identifying data, location data and entity-type data relating to the second entity;

associating the second set of data elements with the first set of data elements; and,

processing the financial transaction using information contained in the first set of data
elements and the second set of data elements.

2. The method as claimed in claim 1, wherein the first entity operates a mobile
communication device and wherein the method includes:

receiving, from the mobile communication device, a payment message relating to the
transfer of funds, the payment message including the first entity identifier, the second entity
identifier, and the amount associated with the funds to be transferred.

3. The method as claimed in claim 1, wherein the method includes:
responsive to transmitting the transaction request message, creating a transaction
record in a database and storing at least the first set of data elements in the database in

association with the transaction record.

4, The method as claimed in claim 1, wherein the transaction request message is an 0200
message in the standard 1SO 8583 messaging format, and wherein the transaction response

message is an 0210 message in the standard 1SO 8583 messaging format.
5. The method as claimed in claim 1, wherein the transaction response message and

second set of data elements are received together, and wherein the second set of data

elements are included in the transaction response message.
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6. The method as claimed in claim 1, wherein the transaction response message is
received from the acquiring server computer via a payment processing network; and wherein
the transaction request message is transmitted to the acquiring server computer via the

payment processing network.

7. The method as claimed in claim 1, wherein receiving the second set of data elements
includes receiving an interchange data file including the second set of data elements from a

payment processing network.

8. The method as claimed in claim 1, wherein receiving the second set of data elements
includes querying a database maintained by a payment processing network in which the

second set of data elements is stored in association with the second entity identifier.

9. A method for processing a financial transaction conducted at a payment processing
network comprising:

receiving a transaction request message from an issuing server computer associated
with a first entity, the transaction request message being in respect of a push transaction in
which funds from the first entity are transferred to a second entity, wherein the transaction
request message includes a first set of data elements including: a first entity identifier, a second
entity identifier, and an amount associated with the funds to be transferred;

identifying a second set of data elements associated with the transfer of funds, the
second set of data elements including at least one of: identifying data, location data and entity-
type data relating to the second entity; and,

processing the financial transaction using information contained in the first set of data

elements and the second set of data elements.

10. The method as claimed in claim 9, wherein the method includes:

forwarding the transaction request message to an acquiring server computer associated
with the second entity;

receiving, from the acquiring server computer, a transaction response message; and,

forwarding the transaction response message 1o the issuing server computer.

11. The method as claimed in claim 10, wherein the transaction response message includes
the second set of data elements and wherein identifying the second set of data elements

includes extracting the second set of data elements from the transaction response message.

39



10

20

30

35

WO 2016/055930 PCT/IB2015/057629

12, The method as claimed in claim 9, wherein the payment processing network maintains a
database in which the second set of data elements are stored, and wherein identifying the
second set of data elements includes obtaining the second set of data elements from the

database.

13.  The method as claimed in ¢claim 9, wherein the method includes:
storing the transaction request message or a derivative thereof in a database in

association with the second entity identifier.

14, The method as claimed in claim 9, wherein the method includes:
transmitting an interchange data file, including interchange calculated using the first set
of data elements and the second set of data elements in respect of the transfer of funds and

optionally the second set of data elements, to the issuing server computer.

15. A system for processing a financial fransaction including an issuing server computer
associated with a first entity comprising:

a transaction request message transmitting component for transmitting a transaction
request message to an acquiring server computer associated with a second entity, the
transaction request message being in respect of a push transaction in which funds from the first
entity are transferred to the second entity, wherein the transaction request message includes a
first set of data elements including: a first entity identifier, a second entity identifier, and an
amount associated with the funds to be transferred;

a receiving component for, in response to transmitting the transaction request message,
receiving a transaction response message and for receiving a second set of data elements
including at least one of: identifying data, location data and entity-type data relating to the
secend entity;

an associating component for associating the second set of data elements with the first
set of data elements; and,

a processing component for processing the financial transaction using information

contained in the first set of data elements and the second set of data elements.

16. The system as claimed in claim 15, wherein the first entity operates a mobile
communication device and the issuing server computer includes:

a payment message receiving component for receiving, from the mobile communication
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device, a payment message relating to the transfer of funds, the payment message including
the first entity identifier, the second entity identifier, and the amount associated with the funds to
be transferred.

17. The system as claimed in claim 15, wherein the issuing server computer includes:
a database accessing component for, responsive to transmitting the transaction request
message, creating a transaction record in a database and storing the first set of data elements

in the database in association with the transaction record.

18. The system as claimed in claim 15, wherein the receiving component receives the
transaction response message from a payment processing network; and wherein the
transaction request message transmitting component transmits the transaction request

message to the acquiring server computer via the payment processing network.

19. The system as claimed in claim 15, wherein the receiving component includes an
interchange data file receiving component for receiving an interchange data file including the

second set of data elements from a payment processing network.

20. The system as claimed in claim 15, wherein the receiving component includes a
database querying component for querying a database maintained by a payment processing
network in which the second set of data elements is stored in association with the second entity
identifier.

21. A system for processing a financial transaction including a payment processing network
comprising:

a transaction request message receiving component for receiving a transaction request
message from an issuing server computer associated with a first entity, the transaction request
message being in respect of a push transaction in which funds from the first entity are
transferred to a second entity, wherein the transaction request message includes a first set of
data elements including: a first entity identifier, a second entity identifier, and an amount
associated with the funds to be transferred;

an identifying component for identifying a second set of data elements associated with
the transfer of funds, the second set of data elements including at least one of: identifying data,
location data and entity-type data relating to the second entity; and,

a processing component for processing the financial transaction using information
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22. The system as claimed in claim 21, wherein the system comprises a component for receiving
a transaction response message that includes
the second set of data elements and wherein the identifying component extracts the second set of

data elements included in the transaction response message.

23. The system as claimed in claim 21, wherein the payment processing network maintains a
database in which the second set of data elements are associated with the second entity identifier,
and wherein the identifying component queries the database using the second entity identifier and

obtains the second set of data elements associated therewith.

24, The system as claimed in claim 21, wherein the payment processing network includes a
storing component for storing the transaction request message or a derivative thereof in a database

in association with the second entity identifier.

25. A computer program product for processing a financial transaction, the computer program
product comprising a non-transitory computer-readable medium having stored computer-readable
program code, the computer-readable program code executable by a processing circuif to perform
the steps of:

transmitting a transaction request message to an acquiring server computer associated with
a second entity, the transaction request message being in respect of a push transaction in which funds
from the first entity are transferred to the second entity, wherein the transaction request message
includes a first set of data elements including a first entity identifier, a second entity identifier, and an
amount associated with the funds to be transferred;

in response to transmitting the transaction request message, receiving a transaction response
message and receiving a second set of data elements including at least one of: identifying data,
location data and entity-type data relating to the second entity;

associating the second set of data elements with the first set of data elements; and,

processing the financial transaction using information contained in the first set of data

elements and the second set of data elements.

26. A computer program product for processing a financial transaction, the computer program
product comprising a non-transitory computer-readable medium having stored computer-readable
program code, the computer-readable program code executable by a processing circuit to perform
the steps of:
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receiving a transaction request message from an issuing server computer associated
with a first entity, the transaction request message being in respect of a push transaction in
which funds from the first entity are iransferred to a second entity, wherein the transaction
request message includes a first set of data elements including a first entity identifier, a second
entity identifier, and an amount associated with the funds to be transferred;

identifying a second set of data elements associated with the transfer of funds, the
second set of data elements including at least one of: identifying data, location data and entity-
type data relating to the second entity; and,

processing the financial transaction using information contained in the first set of data

elements and the second set of data elements.
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