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ANONYMOUS ELECTRONI C TRANSACTI ONS *159159* BACKGROUND )
GSM originally stood for G oupe Special Mbile,

curopean study group Tormed 1n 1562 o study and” [INHINITEN

develop criteria for a pan-European nobile tel ephon

‘system GSMis currently recognized as an acronym f or’s9ise

A obal System.,f [ ¥ ' _ _
represents thp’l\]?)rN'Y BBE 2 b1 66 t of the
wor k of the Groupe Special Mbile. In 10 general, GSM
represents a set of nobile tel ephone standards and
speci fications. Equi pnen pet s GSM st andards in
one GSM network is conpa??%ﬁgﬁQ ¥ any GSM net wor k.

GSM net wor ks, now exi st rl dwi de. 15 DESCR| PT| ON OF
DRAW REX @F {ina ey, §t8°8‘}l\gai’aﬁvﬂ\:‘%‘??ea érﬁ’rﬁﬁﬁ?g’?%b‘?ws a

net wor k. Figure 21is a diag$ag$€£ a cqonmmuni cati ons
REEQRBERT $HeRY) I TRPPart OZRGHy iz &7 0% Fry iy padgdevelop
concept ual di agram depicting the fl ow of 20 data, and |
5688 b £@F vd RAN1ENrRCENBPPOHE cEe yamionet BYatem. GSM is
i nvol vi ng an anonym zer. .Figure 4 is a diagramof an
gnongntkerrerpgnikzed ass aa prsgear for IGiebelafyalem for

techni ques for providing anonyni zer service.
Mobile communications, and represents the criteria developed

as a result of the work of the Groupe Spécial Mobile. 1In
general, GSM represents a set of mobile telephone standards
and specifications. Equipment that meets GSM standards in
one GSM network is compatible with any GSM network. GSM

networks now-exist worldwide.

DESCRIPTION OF DRAWINGS

'Figure 1 is a diagram of a communications network.

Figure 2 is a diagram of a communications network
including an anonymizer.

Figure 3 is a conceptual diagram depicting the flow of

data, and goods or services in an electronic transaction

invelving an anonymizer.

. Figure 4 is a diagram of an anonymizer.
Figure 5 is a flowchart illustrating techniques ﬁor

providing anonymizer service.
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*@00002* Figure 6 is a flowhart illustrating variable
anonym ty. DETAI LED DESCRI PTION s The techni ques
descri bed bel ow all ow network subscribers to conduct
el ectronic transactions with providers of goods and
services, while maintaining a degree of persona
prlvéépurﬁhé technfyoeshare Eshedimlting advaabageous
in the context of a GSM network, but are not io
griopyrmddt.o GSM GSM systens are digital -systens that
enploy time division nmultiple access technol ogy,

al l owi ng several subscribers to share a frequency
channel at the sanme tinme. GSM systens are intended to
interface with di gi palraibeooppyoReetic net wor ks such
as the Integrated Services D gital Network (1 SDN).

GSM gyt eeehatguak Sde s S66te hd 10w \équi&w%tehwaeﬁl 09
comuni cation systems, such as the Public Swtched

éﬁﬁﬂﬂﬁﬂﬂ@%sNQbWEBKdﬁgﬁﬂ@Qecé%éﬂﬂéaEEa%Q%W% @ng¥§ifﬁl

conmuni cati ons network 10 t hat I ncl u

PYOYVHAREs B£SYBeaL! Bl éggfﬁég%‘Mdﬁ%%QSﬁ E§§§1n§2a d%gree

network 10 via nobile device 12 ev ce

ot pedlbrNg:0baby! M AN N ARISIRE DEPUBLL 1Y

such
advantageous in the context of a GSM network, but are not

limited to GSM.

GSM systems are digital-systems that employ time
division multiple access technology, allowing several
subscribeérs to share a frequency channel at the same time.
GSM systems are inténded to interface with digital
communigatign networks such as thé-Integrated Services
Digital Network (ISDN). GSM systems are also intended to
work with analog communication systems, such as the Public
Switched Telephone Network (PSTN). |

Figure 1 shows a typical communications network 10 that
includes GSM systems. A subscriber obtains wireless access
to network 10 via mobile device 12. Mobile device 12 méy.be
any kind of terminal that accesses network 10, such as a
mobile telephone handset. Mobile device 12 typically is
a;signed a unique International Mobile device Identity,

which identifies each piece of mobile device 12 to network
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mobi | e tel ephone handset. Mbile device 12 typically
is assigned a unique International Mbile device
I dentity, 25 which identifies each piece of nobile
device 12 to network 2 10. In addition, nobile device
in erf es wi th Subscriber Identlty Modul e (SIM
150 ?E ry Mabdeft Apveset b tntrnfedeer wiish
t wor Kk, 10 A typlcal SIM14 is a smart card that is
g’f@?‘f EPsniifentddm MearlaalSIMhel 4, sutisty iupdiquedn
receive calls with nobile device 12. Mbile
dé%?%%l e g thes SubseaiherkteOneywast ail.i shi tgpacal SIM 14
w, rel ess communication link with a base transcelver
stiit? oineds caguk dhatapscbnyerted atriton al ESMhekufesa . ‘The
transcei ver that - defines a cellular calling area.
B&%tés‘f*?lé?%%élé\mmaé@atandnreﬁeﬂﬁetqerﬂllcsildiythhanﬁdhﬁé §8@ice 12.
wirel ess protocols with nobile device 12. A plurality
of bad¥ohsitlat idmviceadgcatues sesinmetwganenal by ggeg}gfgsmg a
a base station controller 18. A plurality of base

sWiire lovs < aomroiniens 168 sl Mt GUNaRR £Q@andciPhil & station
services switching center 20, which typically acts 1

a6 a Gaster alranseplnent stk idie 1(@|1|n@1ﬁﬁeges‘“ﬁ %ﬁ?e that
transcei ver station 16 base station contro

risflinesser deldalawl ba gy AL BdA E-LARLEALY station
operated under the auspices of a GSM prOV| er .

N iy iR LyC Bana e 5 CH ) Gy iGRINRs ?}oltBESE.% A{nvgabt&g,e
20 ot her comruni cation services, Such as

Relic@012. A plurality of base station transceivers are
generally managed by a base station controller 18. A
plurality of base station controllers is usually coupled to
a mobile services switching center 20, which typically acts

as a central component in the cellular network. Base

tranéceiver station 16, base station controller 18 and

" mobile services switéhing center 20 are typically operated

under the auspices of a GSM provider 22.

Mobile services switching center 20 interfaces with
other communication services, such as ISDN 24 and PSTN 30,
each of which may be operated under the auspiceé of
different communications suppliers 26, 28. ISDN 24 and PSTN

30 provide service to subscribers such as telephone

‘customers 32. In addition, ISDN 24 and PSTN 30 may each

connect to automated subscribers 34, such as computers,
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.each of which may be operated under the auspices of

di fferent communi cations suppliers 26, 28. |SDN 24 and
PSTN .30 provide service to subscribers such as
t el ephone custonmers 32. In addition, |ISDN 24 and PSTN

t t ed bscri.b 34,
SN ke RN ERe O OSEL At R hERethY UER i e o2
i R R RE S R TN A

B eV Etar BT KA BF QOGRS MIER BaPLgRY: MOIGEZing

ggyicg 15 to place an el ectronic order for goods or
P E8s9OTAPs transacti on.may be processed in severa

ways, sugh as gy accessiqghan account or authorizin
payneff CEHiERLdRetweriy 1&na sebrsaibPer ¢rhusssinabilee

transaction 10 is to use subscriber data stored in SIM
§28VicRveLcES BhRCE tarerplnctyianied order héor dnngs Iser ' s
account with GSM provider 22. Typically the entity
BeEEigrAg t BRidreansactinn mear benproced pedrdin meveralm
the subscriber's SIM 14 and nobile device 12, such as
whyssubschi berbyg ackersing droeatbontoor lduttaldizigg payment
pattern. In exchange for the sinplicity of making an
blvecrrdhtccérdnsatie aneihoat doir HEbCcEONISy GThes AIPENERSLion
subscri bers nay be giving up sone of their privacy.
Thetot ssansgussridese rddied stelred ahl STM QSN S UkSAiideer &an
to preserve
then be billed to the subscriber’s account with GSM provider
22. Typically the entity receiving the order learns
personal information from the subscriber’s SIM 14 and mobile
device 12, such as the subscriber’s identity, location or
calling pattern. In exchange for the simplicity of making
an electronic transactional order for goods or services,
subscribers may be giving up some of their privacy. The
techniques described below allow GSM subscribers to preserve
their privacy while making electronic transactional orders
for goods and services. |

Figure 2 shows a communications network 50 that

includes a GSM system 52. Unlike network 10 of Figure 1,

network 50 of Figure 2 includes an element 54 to be called

herein an “anonymizer,” because it provides anonymity

service. 1In Figure 2, anonymizer 54 provides anonymity
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their privacy while making el ectronic transactiona
orders 20 for goods and services. Figure 2 shows a
comuni cati ons network 50 that includes a GSM system
52. Unlike network 10 of Figure 1, network 50 of

Fgewfc@ Locddifes,an SLETENL, 5 Lo, he Sakled fe'ﬂ 50 of
Spp s 24 BghS

anonym zer, because OVI es "anoriym

s I ago e vi des anonym
?5 LEE 2 Pl S esTy E%é R e aa{t%mated |
5 cl,ude ich may be
a%ugﬁ%ﬁﬁ% eJ%'subscrmﬁg?leﬁé %ﬁﬁﬁ%ﬁted ?uﬁggPFﬁg?'34A GSM
[ g user 58 who subscribes to the
RS yW%%rSﬁb SEIGPEY HRdERS SPHGTYH Fervige Brovided by
in rfaces rk 50, via an interface such
nBBSTERHEST ”ces&‘ésss B P st 3 hanePnapkerByce
way of .an i.nterf h as_a connection to PSTN 30.
%ﬁ%%é?%ﬁnlﬁ SH5hnifn FPBURG P dAteALELEasALh hetwork
tmeen PSTN 30 and payee 56, but anonym zer 54 may 10
Eniifrerisse” 58Chy2hay GTIRSTROBOLOOPSEY 3y
of another communi cati on channel . Furthernore,
anonyn;l\’i%‘?‘i”@@ercélﬂl dspehevacke Bigwiehdr asoénteopesed
network 50.  Anonymi zer 54 could be, for exanple, part
tﬁﬁﬁ%y@ﬁ?ﬂn3§2anénﬁamﬁeréﬁedMUhammnwmezausﬁﬂcmsyof
GSM provider 22. 15 Anonymizer 54 may alternatively be
opeTRiRirairisi thhpayeeshb cey wiy RETRSIB 60, aoy byhesdy of
conmuni cati on provider.
another communication channel. Furthermore, anonymizer 54

could be placed at other locations in network 50.
Anonymizer 54 could be, for example, part of GSM system 52
and operated under the auspices of GSM provider 22.
Anonymizer 54 may alternatively be operated under the
auspices of PSTN 30 or any other communicaﬁion provider.
The service of anonymizer 54 may also be offered by an
andnymity service provider indepeﬁdent of the communication
network. Furthermore, anonymizer 54 is not limited to
application with an analog system such as PSTN 30, but may
proﬁide anonymity in a digital system such as ISDN 24 (not
shown in Figure 2),

Subscriber 58 to the anonymity service pfovided by
anppymizer 54 may conduct transactions by providing no 

personal data or by providing a selected amount of personal
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The service of anonym zer 54 may al so be offered by an
anonymty service provider independent of the

comuni cation network. Furthernore, anonym zer 54 is
not limted to 20 application with an anal og system
such as PSTN 30, but nmay provide anonymty in

a
dattiagi t Anogysiaatshé PERESTEN the '(Ho?éﬁfacyhev‘mz}lhf*ﬁig*aﬁfe 58
2). qugcriber 58 to the anonymity service provided b
byapeeyidiag 54 payseoadutrfermaisiasyi OFs llésﬂl‘p?f—‘évpﬂrﬁ@n%%:
25 personal data or by providing a selected anount of
infersertdlons; dat paysaohfm zer 54 protects the privacy of:
subscri ber 58 by providing no persona
i nf Ghigatrieod, iddubkmates arrexemplary frensactdan waing
payee 56. Figure 3 illustrates an exenplary
aroramszely Gd .usiSapschibeonydi paces) arSedecticbaics58
pl aces an el ectronic transactional order for a good
tnseivdlicea lf aepayee &6goodsongseamhidee ftow payee. 56,
Subscri ber 58 sends information that wll be needed
ud s (derieeder, ssabsesibéwe 368 rendsf imdovimeeion
desired or the quantity of product needed. In io
ek i 0N, beo trhiddanfter BRbes s abieeltosddiscravutr 58 thmykbad
transmtted automatically, such as the name of the
oBUNSEFi derde dihed @athenqahnt ey cat | prodhdtheeeqieidpnent
used to nake the order. This information is passed to

adiPM S¥5! ERh2 i rAHEnERY ohe abel8y&eh ¥d i BT 83thalyo be
anonym zer 54.
transmitted automatically, such as the name of the
subscriber, the location of the call and the equipment used
to make the order. This information is passed to GSM system
52, and may be relayed via PSTN 30 to anonymizer 54.
Anonymizer 54 relays the order information to payee 56
(via PSTN 30 or other communication channel), but does not
relay the other information about subscriber 58. Instead,
anonymizer 54 may pass along limited information about
subscriber 58. The information passed along is authorized
by subscriber 58. For example, anonymizer 54 may pass along
an addﬁess to which delivery is requested. In addition,
payee 56 may pass information to anonymizer 54 to be relayed
to subscriber 58, such as a confirmation number, or a demand

for additional information. Anonymizer 54 may also pass

along to payee 56 personal information about subscriber 58,

6
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15 Anonym zer 54 relays the order information to payee

56 (via PSTN 30 or other comunication channel), but

does not relay the other information about subscriber

58. Instead, anonym zer 54 may pass along |imted

i nformation about subscriber 58. The information

passad1al BBYdéScALWNI ebre2@e Y § UDSK DER 581 EQbeiving

exanpl e, anonyni zer 54 nmay pass along an address to

Wai shtdeEh¥esyy i Srd@quested. sknpagddl ¥

may pass infor%atiéﬁgtgégﬁbnyniger %éé%ﬁ? ee%?éﬁgﬁgg or

t Qesybsgsi Pgr / copfir J unher., o

deﬁand for a%%ﬁ%?%%ua ?ﬁfgfngglén. %ﬁéﬁ%ﬁ% g%Pngaﬁﬁé'by

a 5¢:@al ong to payee 56 personal information

a%ggfegﬁgggr? er 58, 6 as will be described in nore

det ai | AL satisfactory, order .

payee E%%?%%l%%e{lﬁe%%r%g Sg?sogrsgg‘élrcvelscéngyilge RSharea in

S ' or egipient _designated,b

sgggg?% S?aggf g SfDgsyh?roe"’?llt S‘Po?lgﬁléep 0 &°§°3F¥35‘Wi pegpassed
led | everal .ways. As shown in Figure 3,

ggéogg £§H%%§%k§31p§§§§§'rFéaX%oﬁ?n?QﬂﬂymiiﬁrwﬁPE her to

rel ays anpnym zer voucher to payee 56. . In .

g§ﬁ¥¥3lgga voifde Ty r BsBANEhER EERNASHNSc anpa)agkronic

aut horization, such as a credit or other record 1.0

eREKERYR B R 28t PR n BUCkhas v uetRdi t panshher eBegyrd

anonym zer 54 to payee 56 nmay also represent a

QERPEFRERARTC fRK REWEenBachThAAYORHAR tEBnBEE LR bY

b i sk of

gggn§h{é§E 54 to payee 56 may also represent a guarantee of

payment, such that payee 56 does not beér a risk of
nonpayment for products or services delivered.

Subscriber 58 ultimately payé for the goods or services
provided by payee 56, but subscriber 58 typically pays an
entity other than payee 56. For example, as illustrated.in
Figure 3, an arrangement between the GSM provider 22 and the
anonymity service provider results in a voucher being
transmitted from GSM system 52 to anonymizer 54. The bill
for the goods or services may be added to the bill for GSM
service sent to subscriber 58 by GSM provider 22.
Alternatively, the bill for the goods or services is then to
the bill sent to subscriber 58 by the anonymity service

provider.
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nonpaynent for products or services delivered.
Subscriber 58 ultimately pays for the goods or

services 15 provided by payee 56, but subscriber 58
typically pays an entity other than payee 56. For
exanple, as illustrated in Figure 3, an arrangenent

bet weeRYEREM GV PF IV ife2repvaRdefhéd’ AR oPoH? s diiguge 4-
provider results_in a- voucher being transmtted from
AngRYEggeEny 21 peludemyamrsinicativhe IpEerfaces RO tandd 82,
goods or services may be added to the bill for GSM
byemphiied é@ﬁ{lmézenb%%rqwc&s 5y BSENpBBvPHeESD 24, and
Alternatively, the bill for the goods or services is
yhahich anpBYBLfer sthtcamunilsasesbwitBgsuyseniber 58 and
anonymity service provider. 7 A system di agram of
rayery bz er I843ome stiovruriataficgsr endnymdmenydd zeay Sinction
i ncl udes conmuni cation interfaces 80 and 82, by which
wirbnpmsieglé84conmueidst ian REtHrIacer. | BDbhgrizemndb4 also
whi ch anonym zer 54 conmuni cates with subscri ber 58
reayd incpadeedatabase stde whHirchustbaesesndopmyl @erativhit
‘may function wth a single comrunication interface.
sAibaeyibaes, S4nal adingreditaudlivede dat abashe8begrdy CIE
stores informati on about subscribers, including
adidh@ﬁﬁ.itge&eairéﬂ bycetagradsefiribarQnyni ty desired by
each subscriber. 10 Anonym zer 54 further includes

Pr ocasakm$4erWhi Churfiedd OB uidehbbcb Y86kl #NS which

associated wth anonymty ]
performs several functions associated with anonymity
service. For example, processor 84 retrieves information
from database 86 about subscribers’ desired anonymity.
Processor 84 also receives subscribers’ orders from one
communication interface 80 and relays the orders via a
second communication interface 82. 1In addition, processor
84 stores subscriber information in database 86. Anonymizer
54 may be implemented, for example, as a cbmputer system.
Techniques employed by anonymizer 54 may be implemented as
software, which may be stored in a machine or computer
system on any machine-readable medium such as a magnetic
disk or optical drive, or may be stored within non-volatile
memory such as read-énly memory (ROM}.

Figure 5 is a flowchart illustrating techniques for

providing anonymizer service. In an.exemplary
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service. For exanple, processor 84 retrieves
informati on from database 86 about subscri bers'’
desired anonymty. Processor 84 al so receives
subscri bers' orders fromone 15 conmuni cati on
interface 80 and relays the orders via a second

Cc aranfliguakitadnj NARSAREEz B2 54 edddivbs0Bat BT ACESEY + B4
stores subscriber information i n dat abase 86

Arsuysiiri e r’ 54oﬁ@éfrpesdc!}p|a%”Q‘ﬁEe§!def195.t§X@mb?e p'aa%/e% the:
conput er system Techni ques enployed by anonymi zer 54

Maye ddR iRl e BB B €6k afe 2030 WA €he VWL £Yo 08 SHANY
in a machi ne or COITpUt er SySt em on any

merkikedr ¢3dabl eAMhﬁhrﬁeium as
optical drive, or may be storedsangﬁgﬁfﬁ%ﬁ do eu.#ahtlfylng

MRJRRY $ubdeRiBEr! €86l ON| Ah JHRARZY r( et%5 mc' its -
flowhart illustrating techniques prOV| ng

aARRREKaEE! 1586¥hEC€iod Th te)ﬁ‘ﬁ@pgﬁﬁé ?ngPf ' Lglq}diglg’f Sf;or

anonym zer 54 receives data relate scr

Olek@inp 18YCRh@Sab hfed Q?f]&ixtd)(ra%& dE?thaXffo:f cF-rthe

product or service desi e quali
sty pedesi red (90). Anonym zer 54 also recei ves
data identifying 5 the subscriber (90) Amonynizer 54

A R LA it Wi g
RN N Ay
anonymity. A payee receives no personal information about a
subscriber having total anonymity. The subscriber may
specify a lesser degree of anonymity by allowing anonymizer
54 to relay to payee 56, for example, information about the
Ssubscriber’s name but not information about the subscriber’s
address, telephone number or calling patte?ns. The
subscriber may also specify that_information about him be
kept from payee 56,lbut that demographic information aboug
him be disclosed. A subscriber may permit payee 56 to know
the town where subscriber lives, for example, without
disclosing. the subscriber’s name or address. A subscriber
may also provide payee 56 with a pseudonym or a frequent-
purchaser identification code. Another form of anonymify
may vary on the basis of the identity of the payee. The

subscriber may authorize disclosure of more personal data
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10 range of anonymty. One degree of anonymity is
total anonymty. A payee receives no persona
informati on about a subscriber having total

anonymity. The subscriber may specify a | esser degree
of anonymty by allow ng anonym zer 54 to relay to

%ecéger&aa smaggxt? 'inlgefn dt €30 afay 15'“6%& when

SCri nanme ion a

%%%E'Ehge E+§We @g dr i Sf%é’gl{e%p?o%%s g%rrgggn J(,nvoqlves

attern SubscCri

i hout h f 56 but t hat
e gﬁ%hga RRBHIRREYbn BT i iBe CHPLRF BRdcER AoTe

[ may permt payee 56 to know 20 the town
& gﬁggylber lives, for exanple, wthout

discl ing th subscrqu% ane qQr address
subscggggg rﬁ§§l§V§8 gt %ﬁ£§ﬁ5ﬁ5%°§6fﬁPPht%§ﬁ@%ﬁ&ﬁﬂﬁﬁn

31freguent ?urghaser i dentification code Anot her

' oP PRSP APE Y- nESL A%t AR (e PAYERS OBt FReR as the
|dent|t of the payee. The 25 subscriber may aut horize
&rgéFoéapeVSFcﬁﬁFelﬁE?ERﬂﬁﬂ°Qkﬁ%§>9 WABRNEFHEPT Nyt may also
ai rplane tickets, for exanple, than when ordering
Pasfedong £ar PARESf BF AnAN MR Hoeptifieatben data, i.e.,
"Omegotiated anonynmity," which will be explained in
Aeite aé@?ﬁlFhBeF@ﬁPtE¢¥WQ%ﬂﬂKEﬁWbevwﬁQerhbhahfthmat|on
fromthe database (92), anonym zer 54 relays data to
sapssribershah agthovizen dw benpassechsiohaf OrIIatadIh.tlon,
(94). Anonym zer 54 may al so
anonymizer 54 ordinarily processes the transaction (96),
which may include'debiting the subscriber’s account for the
voucher issued to payee 56, or acknowledging a voucher
received from GSM provider 22. Anonymizer 54 may also relay
information from payee 56 to the subscriber, such as a
confirmation number (98).
As described above, aﬁonymizer 54 may provide a range

of anonymity. Figure 6 is a flowchart illustrating a
variable anonymity technique. In this technique, the degree
of anonymity may become part of the transaction, and is
automatically “negotiated” by anonymizer 54 on behalf of
subscriber 58 and payee 56. Anonymizer 54 relays an
anonymous order for a product or service to payee 56 (100),

and includes an offer to provide additional information

about subscriber 58 in exchange for consideration from payee

10
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pass al ong to payee 56 anonynous identification data,
i.e., data about the identity of the subscriber that
the 10 subscriber has authorized to be passed al ong.

In addition, anonym zer 54 ordinarily processes the
transaction (96), which may include debiting the

$¥HSSlLchCEsSaagoEBind OF THRE o AFRYCHSI prESdiathd 3 RRAY 8§
56, or acknow edgi ng a voucher received from GSM

RuB%LIehe2258 ANOHY pZEe b R0 (16LRY donymizer 54
i nformati on from payee 56 to the subscriber, such as a

Gofi HEBt kBB BHADEL oL 2B) -énf%srn&%fi%i g§dp9§>@é/%:s y(110) and

anonym zer 54 may provi a range anonym t

. . | O Lust . . _
reverfseltiph BAEOA. | (115 Tekiletss () BRer she
f ' £ h i.on, d
R i R W e R e e T
Q@h lf of . subscriber 58 a payee 56. _Ano

d i zer, 54
SSrAve g fel MR notiet SRR iesT B oRPRR LA SRt Wlissopgt o
6_( 100 d._j ncl -an ,of fer,t i d

g BP TNt DR b oPos. ATTORLEBEcr ! LErERiRtar the
BB L8 SRR LTS 1t SRR e A0 Sl PR s e
8. | / 5 t 104), ym 54 '
e SHbaPELBRal S8 o ORI 4 rrapostenspanege a " cfctne
transaction proceeds (112). Payee 56 may reject the 5

exed fett 1ForPh WlihimitdioPreametesy, Mg counteroffer

is rejected (114) and the transaction proceeds (112). If
the counteroffer is accepted, anonymizer 54 provides the
additional information to payee 56 (110) and the transaction
proceeds (112).

The techniques shown in Figure 6 ére fpr purposes of
illustfation. Variations of the techniques are possiblei
For example, payee 56 may .initiate the offer to provide the
product or service at a discount if additional information
is provided, and anonymizer 54 may counteroffer. Subscriber
58 may also specify a range of permissible prices,
quantities or degrees of personal information, allowing
further offers and counteroffers. In addition, payee 56 may
refuse to accept anonymous orders, in which case its
counteroffer represents a stipulation that.unless certain

information is provided, there will be no transaction.

11



counteroffer may, for exanple, propose a smaller

di scount or request nore information. Anonym zer 54

eval uates the counteroffer according to paraneters

previously authorized by subscriber 58, which are

stored in database 86. If the 10 counteroffer is not

wi t i PERe H A EPeddmenRs eb e rigrrentions hagee been

(114) and the transaction proceeds (112). If the
detmitRahf f dylGhoughc theefechnbmygs &9r Bpisteindeg vhsious

addi tional information to payee 56 (110) and the
degERRh @l dngvsdéydbayelbyen 1de stihast i dhes comdemti nf a

Figure 6 are for purposes of illustration. Variations
GP nfwardohiinfYesayr eepadabbeed. to Ry aedmoirk ipaybéchba

may initiate the offer to provide the product or
sy e ikemwishgissdounvoifl haviing qreatsdnafloimioroatibs

provi ded, and anonym zer 54 may counteroffer.
rPERd & pAYEsS nBesksand pethdy enbaaligents are within

perm ssible prices, quantities or degrees of personal
theferapst iodh thal IfolMloginguctdins of fers and

counteroffers. In addition, payee 56 may refuse to

accept anonynous orders, in which case its

counteroffer represents a stipulation that unless

certain 25 information is provided, there will be no

transaction. 11 5 A nunber of enbodi nents of the

i nventi on have been described. Although the

techni ques for maintaining various
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degrees of anonymty have been described in the
context of a GSM network, they may be adapted to any
network in which a subscriber wi shes to avoid having
personal information passed to a payee. These and
géhﬁr enbodi nents are within the scope of the

ing clains. 12 CLAIMS 1. A nethod conpri sing:

{eceivin an electronic order froma first party;

ecei}\/i"}?gﬂ"ic’ﬁf GPRRELBHGbout the first party; 5 .
transmtting the order to a second party; transmtting
| ess GSfSH AT 67 abeatremic fondsr Faomy at §irshepartvnd
party than was received; '‘and transmtting a voucher to
t he FEEIYIFG tpfopmatrhen mhdwdd tofe iaisth partwrt her
conprising transmtting 10 no information about the

f i r sttyayami titg nghshe ecexirl g tay seonthpambyhod of
claim1, further conprising transmtting selected

i nf orivamiso tAdogt lehe infetmaidony abouththsefbnsit party to
party, wherein transm ssion of- the selected
the cranemidopairsy Sbhehowagerkdeivieds fandst party. 15 4.
The nethod of claim1, further conprising retrieving

i nf orxenisov thiom a datetbas e« aheeseicbgdt pertyr st

party, and ' selecting information about the first
party for transm ssion to the second party based on
the retrieved informtion.
2. The method of claim 1, further comprising transmitting

no information about the first party to the second party.

3. The method of claim 1, further comprising traﬁsmitting
selected information about the first party to the second
party, wherein transmission of the selected information is

authorized by the first party.

4. The method of claim 1, further comprising retrieving
information from a database concerning the first party, and
selecting information about the first party for transmission

to the second party based on the retrieved information.

5. The method of claim 4, wherein retrieving records from

a database concerning the first party comprises retrieVing

13
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5. The nethod of claim4, wherein retrieving records
from 20 a database concerning the first party

conprises retrieving 13 directives describing the
information to be withheld fromthe second party. 6.

The nmethod of claim 1, wherein receiving informtion
shHFRctinest PFrserphing bhmpitfampatdea Fongei wibhiredd ofrom
about 5 the first party froma subscriber identity
rgulsecond RaTrawticl e conprising a conputer-readabl e
medi um whi ch stores conputer-executable instructions
for receiving and transmtting information, the

i nstructions causing a machine to: to receive an

i -ect Tdsi methadsaft cdash br dérededionreckivsng pafoymation
receive informati on about the first party; transmt
tahowr dbe forstspevhy pempndsds aeseivihgssnfofnstidn about
about the first party to the is second party than was
rdeeifiedt padtyr dosmi & suboncher tdehhetgenoadiparty.

8. The article of claim7, the instructions further
causi ng the machine to transmt no infornmation about

the first party to the second party. 20 9. The

artiche atttbadencémpibeindd rdeipu@ee-eabiBle REASIMhich
the machine to transmt selected information about
stores computer-executable instructions for receiving and
transmitting information, the instructions causing a machine
to:

receive an electronic transactional order from a first
party;

receive information about the first party;

transmit the order-to a second party;

transmit less information about the first party to the

second party than was received; and

transmit a voucher to the second party.

8. The article of claim 7, the instructions further
causing the machine to transmit no informafion about the

first party to the second party.

9. The article of claim 7, the instructions further

causing the machine to transmit selected information about

14
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14 the first party to the second party, wherein

transm ssion of the selected information is authorized

by the first party. 10. The article of claim?7, the
i'nstructions further causing the machine to retrieve
informati on froma database 5 concerning the first

paet §irabhdpaetecio itheosrabndnpabiopt whesreihi tséngmitsion of
for transm ssion to the second party based on the

taer seledtedffminationlis dhtharized dyothel Ainsdlparty.
wherein retrieving information from a database
concerning the first party conprises io retrieving
directives describing.the information to be wthheld
floom the aeeoare pad talaih27, ThRe aitisthastifone! BhftHer
wherein receiving information about the first party
ealpihgetheé efetving tdonfretiéironinbeottiat ifohe frbohséd @afdbase
froma subscriber identity nodule. is 13. A system
eORREEENG: tRe PEDGAS PArtdNdanddaé BHAS einfshRReE Bnt SiSout the
processor is configured to receive information about

FilksEShapeyt Yor Wl rfiinl ssh@nPEBCERSE Osedond paRtLINASEY tén
receive an electronic transactional order from 20 the

EhESEeE§i£¥edWIE%&%ﬁ&HH&% processor transnits the
order. to a second party, and wherein the database

i ncludes 15 information about the first party
and' di rectives descri bing

11. The article of claim 10 wherein retrieving information
from a database concerning the first party comprises
retrieving directives describing. the information to be

withheld from the second party.

12. The article of claim 7 wherein receiving information
about the first party comprises receiving information about

the first party from a subscriber identity module.

13. A system comprising:

a processor and a database,

wherein the processor is configured to receive
information about a first party, wherein the processor is
configured to receive an electronic transactional order from
the first party, wherein the processor transmits the order

to a second party, and wherein the database includes

15



10

15

20

the information about the first party to be

transmtted to. the second party. 14. The system of
claim 13 further conprising a s contmunication

interface coupled to the processor. 15. The system of
claim 14 wherein the processor receives information
imifoumathenf absut pne \fiaat parsydendf doreativestdegamibing
by way of the communication interface. 16. The system
tofe d¢hfiommasdinhealdwt tihe priomes pertyr oshet srangmitied to .
order to a second party by way of the conmunication

that aecanel pa¥tyThe system of claim 13 wherein the
directives describing the information about the

-first party to be provided,- to the second party

i nclude paranmeters 15 defining the information to be
1r.ovitthed siyatemcbangtaimri3 chndiisr aomprikiag &he

second party. 18. A system conprising: a contmunication
SEeYilcatd ol KatePBLEY EiEIdRan ameprdckesbhe

network; 20 a second party interface coupled to the
network; and 16 an anonymni zer, conprising a processor,

a database and a conmmunication interface, the

fs“.O”WHeZ%fys‘E%thb%dc@iﬁhﬂ WM e thecessor receives

conmuni cat’i on i nterface, wherein the anonym zer

_{§¥§¥ﬁ§§i36ﬂ5 IRt LRE BPPM Farty and an order from a first

party by way of the communication interface.

16. The system of claim 14 wherein the processor transmits

the order to a second party by way of the communication

interface.

17. The system of claim 13 wherein the directives
describing the information about the first party to be
provided to the second parﬁy include parametérs
defining the information to be provided in exchange for

consideration from the second party.

18. A system comprising:
a communication network;
a first party interface coupled to the network;

a second party interface coupled to the network; and
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s first party, the anonym zer receives an electronic

order placed on the network through the first party
interface, the anonym zer is configured to transmt

the order to the second party interface, and the

anonymi zer is configured to transmt |ess infornmation
about 3Th&nPRYBE zpar t ONRr iHiad @ paoordsparty dafiakasgcand a
than was received. 19. The system of claim 18 wherein
tarmrsvheationt iohenfrorr KhencinedeasiaeGShbupledric 2@,

The system of claim 19 wherein the first party
inetevdrde dyi tbkeudesmanbedisior Hevteirderei,ty nodul e, and
wherein is information about the first party received

by theth&redpnither anesysimgy imdeiyeshénfohbsatidrerabout a
identity nodule. 21. The system of claim 18 wherein
tferstopauntyc athenanet ymiden nelcedessanni alegtadreidc order
services digital network. 22. The system of claim 18
wHeraeidn onhéheonetwociat trarowfh ndlewdik stnpatthe sirttgufialdeG the
switched tel ephone network. 17 23. A nethod

comyinsizeg: ipl achfjgured [ Retvranistmier dRe vtddr aSamRNGecond
party on. behalf of a first party; and providing

ipd yyTenites fakeyt ahdiecHe ratfonidiilziért @st Benf ByERed NG

party; wherein the anmount of information provided is a
famaidnan Qbseonakdenatic) dHRIP the $ee9R0bPAtY Yoo the

second party interface than was received.

19. The system of claim 18 wherein the communication

network includes a GSM network.

20. The system of claim 19 wherein the first party
interface includes a subscriber identity module, and wherein
information about the first party received by the anonymizer

is supplied by the subscriber identity module.

21. The system of claim 18 wherein the communication-

network includes an integrated services digital network.

22. The system of claim 18 wherein the communication

network includes a public switched telephone network.

17



24. The nmethod of claim23 further conprising offering
to provide identifying information in exchange for 10
consi deration fromthe second party. 25. The nethod of
claim23 further conprising: receiving an offer of
gnsideration fromthe second. party in exchange for
%Povi6iﬂ§t??ﬁ1ﬁ?ﬁﬂﬁkﬁ%Qﬁknn the first party; and i5-
deci di ng whether the offer is acceptable based upon
paranﬁ%é?%n%p%%i?4%&F43PRQNQHﬁerWlEhr#yS?ﬂ¢Qﬁ Rarty on
glacing the order. 26. An article conprising a
GhpttePfraafbptte RPAXHWIMARS ch  stores
conput er -execut abl e instructions for receiving and 20
t r ansh¥oViGing ntwfematden aeutnthe utirsnspastysite the
machi ne to: 18 place an electronic order with a second
gecepdopapenial f  of a first party; and provide
i nformati on about the first party to the second
par t ywherehrrthe anmndnmmftingbrinat bomaptonidedvided is
a function of consideration fromthe second party.
Irncthenapf | consigdendtdiom F&omt hbei sstond tpartsy f ur t her
causi ng the machine to offer to provide identifying
information in exchange for consideration fromthe
second '
24. The method of claim 23 further comprising offering to

provide identifying information in exchange for

consideration from the second party.

25. The method of claim 23 further comprising:

receiving an offer of consideration from the second.
party in exchange for providing information about the first
party; and

deciding whether the offer is acceptable based uponl
parameters specified by the first.party prior to placing the

order.

26. BAn article comprising a computer-readable medium which
stores computer-—executable instructions for receiving and
transmitting information, the instructions causing a machine

| to:
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to party. 28. -The article of claim26, the _
instructions further causing the machine to: receive
an offer of consideration fromthe second party in
exchange for providing i nfornmation about the first

part 5_an |de whet er t offer accept abl e
baseéiﬁﬁénagpar FEE ﬁf b? ?ﬁ%o? r%ﬂrﬁﬁpFFy ehalf

flggtplgckng the order.

provide information about the first party to the second
party;

wherein the amount of information provided is a

function of consideration from the second party.

27. The article of claim 26, the instructions further
causing the machine to offer to provide identifying
information in exchange for consideration from the second

party.

28. The article of claim 26, the instructions further
causing the machine to:

receive an offer of consideration from the second pa?ty
in exchange for providing information about the first party;
and

decide whether the offer is acceptable based upon
parameters specified by the first party prior to placing the

order.
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