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27 March 2007 ENHANCED PASSIVE SCANNING 5 FIELD OF THE

INVENTION This invention relates generally to methods of operating #rg{es% 2007
communication systems and wireless local area networks. More specific %/rc

the invention relates to scanning methods for establishing communications

between 10 a mobile statigp ANECEDICAESS| VeI RARHGEROUND OF THE
INVENTION Wireless local area networks (WLANS) typically transmit via

radio or infrared frequencies to connect data devices. In a WLAN, the
wireless 15 communication devices are often mobile, moving around more or

lessEreely Pt INe pRWoked area. WLANS combine with infrastructure
networks_ systems that can be connected to the Internet, thereby providing

communl4HdRY R IIRARS AL AW IR RERAR G PLBRS LN iilEsS

cempuiahiriionss airhealed makies2Rstativss petaRalMaspiserically, the

LAN via a plurality of fixed access points (APS{, also called base_ stations.
A RGO SRS AR s R R i SABN ¥ F BT SagRo between

aecefsbpeisiatve\dde T ndrlespoemmmunications within respective cells
and are typically spaced throughout a designated networked area. The
access points facilitate communications between a networked set of 25

SEACkcROUAD daviTescpivd R pasic service set (BSS), as well as
communicati?ns with Pther BSSs ag i

s el G eanatoths MU ANE S GRIOTVE Beriaaa

inimfropeie e bestiessapplitaiieaasudbisee dar anvy.ANiphngireeskying,

p%%‘?ﬁ%%ﬁﬁ%%‘ﬁ%‘ﬁ 'dig\\//i%gtso%epcgjf%eeﬁrpna(%ﬂgyvnqoving around more or less freely
within the networked area. WLANs combine with infrastructure networks
systems that can be connected to the Internet, thereby providing communication
over long distances.

WLANSs link portable and wireless computer devices, also called mobile
stations or terminals, to a wired LAN via a plurality of fixed access points (APS),
also called base stations. Allowing WLAN devices to communicate with the
infrastructure network, access points provide for wireless communications within
respective cells and are typically spaced throughout a designated networked
area. The access points facilitate communications between a networked set of
802.11-compliant devices called a basic service set (BSS), as well as
communications with other BSSs and wired devices in or connected to wired

infrastructure network systems.
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verification, and portable point of sale. Such systems may have an operator 5
carrying a handheld computer device that communicates with a servegz/i% h 2007
one or more access points such as a wireless bridge or router, each a5

point interacting with the server to create a wireless cell. The most common
WLAN technologies are described in the Institute of Electrical and

Electronics Engineer's IEEE 802.11 family of industry 10 specifications, which

include tWE-PRTSRAYGRRFIFRIANLIBRTSIAY BHEIAGHY APIALRASARFN as

delierieatp, shichMgPreabrhasdcRayeatkaf Fledtbry opatatinthaidown
5GHz and delivering up to 54Mbps at 150 feet maximum. A third standard,
s8IICRl o ARE LHEADIRBANEPEE3!e1 U HHEtBR CBdYNaYe an gperator

|Efalr3Rg- 4 hapeeiérscoaipatepersacMintpleofmersioaits Galliisioserver via one or
Avoidance 15 (CS_MA/CA% for devices operating within an 802.11 wireless

nENRBHRGRFSHRAIVE A8 TdY BETD HIHEF IRECWRY: 8BS 3CE658 RO

1intéviaetprp witiNthéesivier As eesate eniirb(d48Ekand Physical Layer (PHY)
Specificatjons, reference number ISO/IEC 8802-11: 999,_ANSI/IIE,EE Std.

802.11, 1 AREGRMB98. Wil LRV et AR Sa75Vs /8 URG G YR Of
it maythesdeehPRRL itenK} Ergitiedos IFFE GUR AackssippdTtitkiaseiher if the

reception level of the, assocjated access pojnt becomes too low. The :
RIS RO SN DU ARY B At 0 £k agRerating a
aCCeSHROHMS o hangs tipaioi S 10@Dpsadly 150 6sLo mieTRIAti vt eeptivra
levels of the access points involved. Roaming procedures may be based on .
SOREIBH ARG o LN IO 55 AN Tl L ST h oAy
leselsdiraelBozag §provideschehpiedesens SBRIETdatent dRderlbsedrgd2.11b.
biﬁ%%ﬁc%{i 27 Ma%ch 07. Vr\Tlgdhin th@lwir.e ess networks, egirﬁ.less .
c g A e e e s alimiop Aigpnce
the SeauicAs)dogdie oeisaipesatafwiithimraarsoe. feweanisg ratwoRN Informative
O IR AN 40 BN ZS o35 111999, Part 11: Wireless LAN Medium
Access Control (MAC) and Physical Layer (PHY) Specifications, reference
number ISO/IEC 8802-11:1999, ANSI/IEEE Std. 802.11, 1999 edition, 1999.
When a wireless devices moves around a WLAN, it may need change its
association from one access point to another if the reception level of the
associated access point becomes too low. The procedure known as roaming
allows a WLAN device to switch between access points, a change that is
generally based on the relative reception levels of the access points involved.
Roaming procedures may be based on selected configuration settings for the
access points (APs) such as density levels of cell sizes that influence their defer,
carrier-detect, and cell-search behaviors.
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5 between these portable devices and access points. This ongoing activity
contributes to the draining of power from battery-powered WLAN dewf‘ﬁ/larch 2007
Synchronization of radio timing becomes especially critical in the

management of wireless communications, and more efficient scheduling of

future coordinated activities provides better power-saving strategies. 10

Before a WLAN device can communicate with other devices in a given

WLAN, VYVHOE 6 HEelRs 8 QRNOHSin ¢ IS SRUMMH RIS AE A ENREYY
layRindgeatacebrdime bk ciEt i 5 1BRABES| BRATFHERIPSSAORGBIAL RIRdess

communications, traffic, and data distribution in wireless networks that have

fii’éﬁ'v%éeéé‘%iiiﬂ%tﬂﬁ P2 MRS deKESE PR B SV RIERRISRIgEH timing
defingedss theaeapoiamesieenias eaLkvceierpalateeanys trigoial Witivity

example, every 100 mijcroseconds, by an access point that allow WLAN

CORIED1SaS 13 0P ErAINNG Rl RRET O DAty MOE I NLAN HeuigRe
SWH&)@QBﬂ%@S@ﬁ@ggt@ﬂ@&@fﬂ@fcbﬁeWhW\bﬂﬁdmeﬁ tﬁeiﬁt_aﬁtlagement of
access OlntS, althou the . stangar oes not. managate particular
e S PBH B0 T 20 e AT A S TB e pd g
(NEtVafes ot ed rdae tp Hine esaafd St egigretwork by listening for

traffic. As defined in 802.11, passi ing involves a WLAN device
istening t5 CAER I LASKES HBRRB GO RELCRAET BilR cLPRAFR lr igiver

definacibit thestfiesnethimedeatsmsiensin This pretive aasksdhemit gunC)

R [ e ccess e, A S

ardrbaitaticatuves, whiftclisiedidgttodistiieacon ifame ke rewoieeehuves fixed

T A P S T s denes

ingidieon pessive seanathedgliseimenaiandston finevweaie for @esfapiepevery 100

PR s e BN AR S S thiat ANOW /e AR HECES 15 e hor for the
presence of an access point. Passive and active scanning techniques have been
developed for WLAN devices to detect access points, although the 802.11
standard does not mandate particular methods for scanning.

Passive scanning allows the network interface card (NIC) of a WLAN
device to find an IEEE 802.11 network by listening for traffic. As defined in
802.11, passive scanning involves a WLAN device listening to each frequency
channel for no longer than a maximum duration defined by the ChannelTime
parameter. In this passive mode, the wireless NIC listens for beacons from
neighboring access points, while extracting information about the particular
channel. Passive scanning expends time and battery power while listening for a

beacon frame that may never occur or may be on an idle channel.
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5 the list of channels and sends any received frames to the driver. The

amount of time spent on the channel is equal to the ChannelTime valye. The
driver is able to abort the passive scan when the desired beacon or ;?rz arch 2007
response is received. Active scanning, in contrast to passive scanning,

requires the scanning 10 wireless NIC to transmit requests and receive

responses from other 802.11 wireless NICs and access points. Active

scanning AfcWRARRSH dBife W ARTECK RIS AR IR AR Aae RE e WLAN

Nife\REQCRRES PTHHESES KPRSGNE Seabeste anddrrodbm fesnes$es filtvare to
active scanning of the IEEE 802.11 MAC uses a set of management

BTG TR PSS A bRA L IOGE fISh AL ANEB o A O A ARG o drough

ataefndpvreshBy Merbare sReRBeANYPesHRs Mk avaitablamasessiomndunt of
this way, a WLAN device may scan activelﬁ to locate an access ﬁ?]ein

U RSP BT A S GREN R AGEHAS ArPRPRLEBe S i L Reestés able

tadhendit A8 gavisioe\wbahnanameter etiteasubircuaing p2ode aspetive gean,
the WLAN device transmits a probe request frame, and if there is a network
ofhSRI\Efine channel that matches the service set identity (SSID) in the

probe regdest fsaentiag, aaaasseeintd plaiiebuannitiy, respinss thessrdinihg
robe respanse frame to the WLAN Sevice. Theé%robe re%ponse includes
infdF ﬁﬁﬁrﬁ\ﬁﬁet%}[ﬁ'ﬁ@&fiﬁg%ﬁ%é 'dLESEVS HeeRAPESH LPREBE RN ot

Ther¥idANesiea prssssep dimdeactndrecaaninghiow adeiiomi@rbeless
resP§nses that jt may receive. 4 27 M (i%h2007 Once the vari%jes responses

LI R Relac W A s, HiElesm G OF ABCRRS BALK Rasssben Rtotked

withiinespsesalibeshémespondeAN device may continue to scan on another

radio channel. At the end .of the sc i cess, 5 the WLAN device has
accumulA RS AFANEATRANY @ft&S?EE#géda&ﬁi Al fSes a set of management

frames including probe request frames that are sent by a WLAN device and are
followed by probe response frames sent by an available access point. In this
way, a WLAN device may scan actively to locate an access point operating on a
certain channel frequency and the access point can indicate to the WLAN device
what parameter settings it is using.

In an active scan, the WLAN device transmits a probe request frame, and
if there is a network on the same channel that matches the service set identity
(SSID) in the probe request frame, an access point in that network will respond
by sending a probe response frame to the WLAN device. The probe response
includes information the WLAN device uses to access a description of the
network. The WLAN device processes the beacon frames and any additional
probe responses that it may receive.
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the device can determine which network to join. When compared to passive
scanning, active scanning results in longer battery life for the WLAN &e)/i\(}‘[grch 2007
but it also reduces network capacity. After passive or active scanning, a

WLAN device registers itself with the 10 AP of the chosen network,

synchronizes with the AP and, thereafter, transmits and receives data to and

from the AP. According to the IEEE 802.11 standard, the registration )

includes QRCEUAR NREKEH RARIBBG TAECAR 9¢EREREAN HtRe e ey Rl rmined that

deyyeedpsntie Highbee NPE ER RECERA NG AViRIssEnaiwatk \AagLMadislice may
access control (MAC) layer. Generally, this authenticationf%hase requires bi

15YHUR HRSSaAh AR RARISS AN GRS A AL PR A T dBGI SERVURS IR SS:
_Sdﬁmf_‘\t/\n_a@ﬁeﬁ%v@é@h}ﬂliiQG@;U_M;m&ddmﬁlé%@éstﬁtiﬁﬁanéﬁ%&%g%@m@ﬂi@f, and
identity, challenge of assertion, and response to challenge. After _
AURRTRILS AP RUTARE QURALE BRUBRBIoloNVRER GF TRevsth haagsive
by samling astiassariahmyrassies packridoihedy Iredoraiéng/iongasiveca, but it
response frame 20 from the AP that acknowledges the association. The
VAR GEYRES IRV LR N ice set (BSS) by setting its local hopping time
gnd cha@ﬁﬁmmAp_ h@r_amw. éliﬁgamt}g,ri]@fwﬂpfwf 'eg@ﬂ@r&igslzéﬁ’wi;h the
eacon. The IS the timing master of the network, performing a timing,
S S ATh BB SO R 7RSSt P (o AU e, ransiits
swymhredeleds Aatitbintaehisammbasit saedoriFe) (B8R IfEH@BgRIIneswetard,
The beacons that are broadcast at fixed time |nteryals by the. AP

i hetsR,

n
IR A ARSI AR TERy fp Bl sfier &
devican ineviB& Ba¥herig himestamp afce s tieesireids i menis diffeienmedium

A R S a A SS g o
2Qréctshar autblesscaitmslegie svithaha Blaath ot AN daretesseaesagia some
AE)%%kets, and optionally, may include additional steps of assertion of identity,
challenge of assertion, and response to challenge. After authentication, the
WLAN device establishes a connection link with the AP by sending an
association request packet to the AP and waiting to receive a response frame
from the AP that acknowledges the association. The WLAN device joins a basic
service set (BSS) by setting its local hopping time and channel sequence
according to the information contained in the AP beacon.

The AP is the timing master of the network, performing a TSF (timing
synchronization function) to keep the timers for all WLAN devices synchronized
within the same basic service set (BSS) of a larger network. The beacons that
are broadcast at fixed time intervals by the AP contain copies of the TSF timer
and hopping sequence to synchronize other WLAN devices in a BSS. When a
timestamp of a device’s TSF timer is different from the timestamp in the received
beacon frame, the WLAN device resets its timestamp value to match the

received timestamp value.
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Networks (WPANSs) also employ scanning methods. WPAN networks can use
spread spectrum techniques that improve transmission reception quagtylagrch 2007
using 5 fast or slow frequency hopping and direct sequence spread

spectrum, the fast frequency hopping changing the frequency more quickly

than the modulation rate. A method of communication between access-point
devices and mobile devices using the IEEE 802.15 Bluetooth standard is

described RORYERETSHRHRNRICH R SHF AR RISt EpYsiese Rersonal Area
P RIERIARE [TAP@N S)0aPRD8 MY <SapHis esthtae Miver 8 nedRdridnaafuse

the devices enters intg a_ page-scan state where it can receive fransmissions

ot SR RS HAY LLSERI YRS A AP REY e BIREP I§S\RB BeaPHARGHRIY Dy using
Pags BRkloWPaRRES BRlbISpIRRSEEd Pt QB QiAsENapte A ¥ifoRBOMSER fast

frequency that is determined after communications have occurred between

tHESHRREEY NARPIRG SRRBAKALIRE AALENSY IMAIHBIF DL DR AP didation

fingftde icmatnste bptefetermaatbaiisatneaneese 48 pracIE AL anedifiedile
and preferab%(truncated to start on a frecgencg shifted to correipopd to the
|

eSIRHSRS W5 Qﬁ?dl'é'%‘?é%@ﬁoﬁ'lﬂ?%‘i i ﬂﬁﬁ%lﬁ&?{sﬁf i3 Aradio
traé@ﬁfﬁﬂgdié:am;%grﬁaﬁgémmémg@ma(gﬁluemmbt@agﬁwgﬁam@ﬁedures

is described in " roach for Managin mmunications, Channels i
2000 e A D B R B P o B i e e antera gt a
CpayvwoaatinaseAvtangament redépistenabalisSiopshatenp Amielidatipage-scan

2 02/01164?0 ublished August %2, 2002. This communicatign arrangement
cdeau Tl ARGER Qe (aab oSl S Age it DI RS et

ab@gisin gnapdeto managsimeint dfee sugd sieae s godicy dikus twthetaed after
have been desian%d to create s rlé:hronous and cellular- Iirae communié:%tion
S n

bERPNEHHSHILS ARG BeHISH ARMVERIL G LR 3NN [RscagGRNd device has
predocotittéing pageoseah ntethedifer geoidding admnsletietbreeiseidriisrcumstances,

e R e R
to correspond to the estimate.

An example of a method by which management functions are transferred
among participant devices using Bluetooth page-train procedures is described in
“Approach for Managing Communications Channels Based on Performance and
Transferring Functions between Participants in a Communications Arrangement,”
Treister et al., U.S. Patent Application, 2002/0116460 published August 22,
2002. This communication arrangement uses a scan list and timing information
to reduce the amount of time spent in acquiring a new management device or
access point.

Various methods have been designed to create synchronous and cellular-
like communication between devices using Bluetooth and other wireless
communication protocols. One proposed method for providing a handoff of
sessions between access points while a device is roaming is described in
“Wireless Private Branch Exchange (WPBX) and Communicating Between
Mobile Units and Base Stations,” Arazi et al., U.S. Patent 6,430,395 issued

-6 -
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Mobile Units and Base Stations," Arazi et al., U.S. Patent 6,430,395 issued
-6 27 March 2007 August 6, 2002. The method synchronizes a mobilg7 March 2007
device and a switch having small coverage area. The total time that i
consumed for devices using IEEE 802.11 WLAN and other wireless

cauguHticarontechnelpeas® spionleisiAktaestens abstanai®a 8witch having
authentication and association can vary greatly. Thus, improving the
sSPRAHPYREBEEA EAwireless networks would help the establishment of a

connectipRehetaafidMAEes Ghetia < Farmuaieadio D G Ik & PeRIKIQVLAN and
become more predictable, as well as to become more power and time

effIBhYVISIRRICR R RY NILAHAY ISGRBALROIEE I £&5P1el0 NN i RS qhgranning,
efeth¥atA AN $00REN Gaes iy SgrRIING Tawdimprioviee) e scanning

number of probe requests generated, the amount of time the receiver of the

dEUREERS O W81 4165H- BERUOTER VM h DB SRR it R fecannection

iNttVEENGIBVIeSE eorRtpRet HahfaaARITIdM QHEssIROn i kiRe bessaweehore
sca%ain s&stem wciuld increase the batter%}fe of cﬂ WLAN device, be_caLll
\G

S
the oBRIVELATLOSIFRARS SRR MG Y %’?&r%@ﬁ@dﬁ’s‘?&ﬁ%‘ aﬁy for
froattary-ifoayras et RS 0RIghhTingNagess oM e fdditie programming
improvements of the scanning system for a WLAN network would benefit
L ORALE T 3R SAAD B WO AR B s PUATIO0A R) PhRPE g UsSis
nglaveriead e ANg, mmmf iﬁfe&f@r@@@i&%k@’é@%eﬂ@fi@ M%ﬂ&?é{n@ﬁ-ad&e,
INVENTION Qne aspect of the.invention provides an enhanced passiv
Sl HIETHBL QL i LB THOA S e ot BRI dcpRacon
signﬁiezrsm@ratam@uﬂw@gnhpgﬂm%sadaE@:@deﬁmﬁﬂd i dimm&ablla@wmry life
a sjte timi table is updated hased an the received beacan signal or .
AU e e R G R TR e
upslabechstr digitds fable,capdrifen apweitasndigoringraiesss points. In

communication device is determined .
addition, improvements o?t%e scanning system for a WLAN network would

benefit associated networks such as wide area networks (WAN), personal area

networks (PAN), and controller area networks (CAN).

SUMMARY OF THE INVENTION

One aspect of the invention provides an enhanced passive scanning
method for a wireless local area network. At least one of a beacon signal or a
gratuitous probe response is received. A site timing table entry in a site timing
table is updated based on the received beacon signal or gratuitous probe
response. A scan start time is set based on entries in the updated site timing
table, and then a power mode for a wireless communication device is determined
based on the scan start time.

Another aspect of the invention provides an enhanced passive scanning
system for a wireless local area network, including means for receiving at least
one of a beacon signal or a gratuitous probe response, means for updating a site

timing table entry in a site timing table based on the received beacon signal or

-7 -
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based on the scan start time. Another aspect of the invention provides an
enhanced passive scanning system for a wireless local area network27 March 2007
including means for receiving at least 30 one of a beacon signal or a

gratuitous probe response, means for updating a site timing table entry in a

sigpdtitaadainspeasep nRsbeneariyeer Reagen aigpah ttart HndsHsBEBA entries

gratuitous probe response, means for setting a scan start time based on

etiriBg UPHALEHHIRHTURE tRRISy 2261 EN SARSHINAHSIRS MG AIRAY &L Fonis for a

MARelEsaomMiiPIgsR 00 deicatioasdeVvitethaseh A AR BaRN Start time.
Another aspect of the invention provides a computer usable medium 5

including A YYr ARPRS HAAR LAPPHOS R QUSRRIAS RIPRUIRFHEED 1B (AP

ngfdiatkind Redeerpeamiticiutiem compHtRiY eataningderta iprpeivesideasirea
one of a beacon signal or a gratuitous probe response, computer progr

cOEMB Kipd e Y SHEAMIMNG T4BRCATIRUIE A RIBI RN BRI BaSRl O A %St one

rQ%@Bdab@ﬁléﬁé@h%iU@ﬁh@”r@_t@ﬂd%@ﬁg@B@%m%@pﬂféf%{rpméfﬁfﬁode to
code to set a ) scan start time based . on entries In the Up ated site timin
AR S HRI0 SR o e U PTG APl BT AL 1 (e

c"@i@mwn(ijcszgi@ﬁl @e\df@tm@a%qoe@g@ee@pmgéa,rwmsuﬁhﬁmdgmﬁtdw@émﬁgwa
illustrate the accompanying drawjngs of various embodiments and the
156 A5 BASS A BT SR SRFRIS S8 TG A e g pRmputer
lipiodhreun @it ladhe rapecili  emboiotRnisr Buliaetetss explanatioat@nddevice
underséaél %The detailed description and drawings are merely illustrative

i

di
oPt?T%e Eh Sr%ﬂeﬁtﬂ%Hrnﬁlitim, the scope of the invention being defined
by the afpenpledetainsanibadsiVaktrsatieie dieTaueionpanyio gahredisgarst

A0 BT A AT T s

actoupanyi g dskeingslimit the invention to the specific embodiments, but are for
explanation and understanding. The detailed description and drawings are
merely illustrative of the invention rather than limiting, the scope of the invention
being defined by the appended claims and equivalents thereof. The foregoing
aspects and other attendant advantages of the present invention will become
more readily appreciated by the detailed description taken in conjunction with the

accompanying drawings.
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-8 27 March 2007 BRIEF DESCRIPTION OF THE DRAWINGS Various
embodiment of the present invention are illustrated by the accompang'?%rch 2007
figures, wherein: 5 FIG. 1 illustrates an enhanced passive scanning syste

for a wireless local area network, in accordance with one embodiment of the
current invention; FIG. 2 illustrates an enhanced passive scanning system

for a wireless local area network, in accordance with another embodiment of

th%%FeHﬁ%@&ﬁJﬁ?%%GT%gsww%§acon signals and gratuitous
probe regpeidsRSe HdosMised GrmetwraeReFF/BAIES, McameRttaeenyithcone

embodiment of the current invention; FIG. 4 is a flow diagram of an

eARSARRPPY NGO E R nME R hod for a wireless local area network, in
accordange withi@sw-esshadienrirokie assrent ddninvgriigne i GraisReless

block diagram of an enhanced passive scanning system for a wireless local

atB5 3 &8 REM QB oRiARER ARRCEHE KAt YRR AR CHITRMgNEntion;

and FIG FGs 2 illpstkcgéroanne s afcedhmssderassiveris apsiac Sysiemifelexs
20 wireless local area network, in acco dar[g%with a]got_er embodiment of
Oﬁtfﬁe' BRE

thQCBLAGS RAYAEN RSERIERFC B AR RSB B NPT
PRE&ERRBRED EMBODIMENTS 25 FIG. 1 shows an enhanced passive

ot ool aM oSG eHP L BB RS Ao PRI AN A G6eROTRRG

ONGOE AR MHORIESBCabTRYH[saihes ideuicesdaieaautto dirseimdsdiakle of the
Stgaiﬁgﬁt]i%\gé%tjfgh;lld' and 116, and one or

FIG. 4 is a flow diagram of an enhanced passive scanning method for a
wireless local area network, in accordance with one embodiment of the current
invention;

FIG. 5 is a block diagram of an enhanced passive scanning system for a
wireless local area network, in accordance with one embodiment of the current
invention; and

FIG. 6 is a block diagram of an enhanced passive scanning system for a
wireless local area network, in accordance with another embodiment of the

current invention.

DETAILED DESCRIPTION OF THE
PRESENTLY PREFERRED EMBODIMENTS

FIG. 1 shows an enhanced passive scanning system for a wireless local
area network (WLAN), in accordance with one embodiment of the present
invention at 100. WLAN 100 includes one or more wireless communication
devices referred to herein as mobile stations 110, 112, 114 and 116, and one or
more access points 120 and 124. Access points 120 and 124 may be connected
to an infrastructure network 130, which in turn may be connected to other wired

and wireless networks (not shown). Mobile stations 110, 112, 114 and 116
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more access points 120 and 124. Access points 120 and 124 may be

connected 30 to an infrastructure network 130, which in turn may be

connected to other wired and wireless networks (not shown). Mobile %?a'iﬁ'&‘ﬁ%h 2007
110, 112, 114 and 116 -9 27 March 2007 include radio transmitters and

rapeivees idiianaTBiting reshteeeddng S b ptPa SSRTIRS)VAIRE rRveiRgaimals
packets, control frames, and network management frames. Mobile stations

185C0 25 195% R4l 16 cHAR RARKE e A WRLIERRIG Svih B BUTK diRgaggment

anGhed. andisian 8tRRIda conmpnicaieawith esc@nAtbemmunieate wirelessly with
embodiment, two mobile stations 110 and 112 form an ad hoc network with

HRESBAMPRIUSBRAAND HALARLGERIRIRS! TR EREBERIRRHRMD ERgh A In

Offes cphiscRlirare febittbirtienaidAs 11201t P4rurith canaatiod ied@R®ltk with
to an access point 120, using standardized protocols such as |IEEE 802.11,

cORERMIY FRrER B SRS ARATRY e WHER R ERGEBECXIIBity to each other.
C@RnNieRiion plore Rethie Liduemsteldished and mainvainsshhebvagrelessly to an
combinations of mobile stations and access points for the transmission of

PR TR Dby T8 SRR A SroiP SRl S 25 s Rt acemuzonly
plf@tf@eré_d_vwwammﬁimn am%gm&@@@é@f&m bﬁmmt?ﬁﬁﬁdﬁﬂﬁiﬁﬂuhahmls to
connectivity for stations. Due, In part to battery power limitations, the
RIS e B A e AL R BB R R i haps, e
aadb(ﬁéwpajimérft& iﬂg&ttﬂ_&f\@r@é@@n@@@i@awﬁmmﬁtmﬂww&ei_gssdtﬁd}dqh@s such
mobile station ma thin range of more than qpe access point, the
BT T AR RGN e e R LG AT CA) to
Foerxproplde mabide staiieib&1ébisneanivtgtist 40 searssspoint 120,

e GRS SRR T e aR R L e

Masaima(tléapoiy Bedvesthrmobilef shetiansessdoavaisst3thihitiadinigds Oéen

S%&%HI éﬁvg\mggnfigured wireless LAN, a mobile station may be within range of
more than one access point, and the access point to which the mobile station
connects needs to be determined. For example, mobile station 110 is connected
to access point 120, sometimes referred to as the serving access point. Mobile

station 114, however, may be connected to either access point 120 or access
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the other is what can be referred to as a neighboring AP. As mobile station

114 moves or roams, or as environmental conditions for radio transn;ﬂijiganr%h 2007
change, 5 the serving AP may be changed accordingly. Access poin

has a transmission range 122 within which data transmissions can be sent to

and received from one or more mobile stations 110, 112, and 114. Similarly,
access I&)fic?t 124 has a transmission range 126 within which data

tr BRI LA U hEBCGSE T RANEH FEML SAAEHREGRE BKIRIMIBI AP while

st@féonthé i s atebl Ean e heairr ipterasesaf RBBAAGHRR WAB mBmiilstation 114
station, an AP transmits, for example, a beacon signal on a prescribed

cIARYRT. STHO GRS s AiSEENAEN EBIRpRRBd g Lt G anemissins change,
frasuieapyimppdthatycpe dtirereiv@stbtiaiylynobile station within the

transmission range when the mobile station is appropriately tuned and ready

to receiveGhESTAIRRTL<B R HRAVNISEE QiA S OAmYAN WRICE F s

thedpraseBigreNRIces, JehExal e caBiacagrRsMPoia HNAs_RMpIs|Beagadns 110,
interval, a basic servjce set identifier _gﬁSSID ,and a traffic indication ma

(TR FAE htCes"DURMNIAESEIMPRON kTS tRRE HRRIRSHS FaREHE 20 within

seviiop itsuchemrzsiopy ehthpe REa(ltSRatihaideisdUseth &ie or more mobile
synchroniziér:lg tim -sensitivz{o erations. The beﬁ\con interval ingicates the 20 .
e HR et AN thiGetd @ REH B RIPSERSEbAPREING Wil a mobile station,

eabadnaenisntite, Fepexarinitsyal inaubatsifial Yo hQ2 prescidses ohdsinEhe The

SSID is_%l‘t idEnti il’ll name assigned to the, If)cal networkfcomg[:gisin%the h

RS LR AAARRR RIS AR AR RRSHTE QSGH<O e ¢eacy hatyd that can

sewinsceidhaly iaaludasbilessstaniostatiana coatmeliamhysiosingieyeaordinatiermobile

function. The BSSID 2? in anénfraﬁ]trucé;/re BSS is tqﬁ MAC address of the

SR AR AP RECRLAIE Y IS S iR D S RN B IEARSIP 5Bt it Eacon

beapl, framesayey estded doy AliSthedntaicsn Edhidriseisnfonatiadiphicarhavcess-

many beacons will appear before the next DTIM,.a DTIM periad iz%l i

RN OF B o R AL Bl BT i8R S HHR U Bl aped A 2

fietdffleainpioatites mapn@dina)io bé 3 teeadusiat amesitingstiates hinfered

at"'% c?rr%gfigr? ?rgrﬁrﬁvécélgp\/'ﬁ]agtlxrﬁ’\gﬁgﬁlas a copy of the AP’s TSF timer to be used
for synchronizing time-sensitive operations. The beacon interval indicates the
time between two targeted start times of a beacon signal. In one embodiment,
the beacon interval is substantially 1024 microseconds. The SSID is an
identifying name assigned to the local network comprising the mobile stations
and the APs serving the mobile stations. A BSS is a basic service set that
includes a set of stations controlled by a single coordination function. The BSSID
in an infrastructure BSS is the MAC address of the serving AP. The traffic
indication map, an information element present within beacon frames generated
by APs, contains a DTIM count that indicates how many beacons will appear
before the next DTIM, a DTIM period indicating the number of beacon intervals
between successive DTIMs, a bitmap control field that provides an indication of
broadcast or multicast frames buffered at the AP, and a traffic-indication virtual

bitmap containing information corresponding to traffic buffered for a specific
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-11 27 March 2007 station within the BSS that the AP is prepared to gﬁ@{grrch 2007
at the time the beacon frame is transmitted. The DTIM is a beacon si

that contains a delivery traffic information message (DTIM) after which an AP

sefgfopUlbifelies BaRdeastrNA Py e rae dheRIGes e aRBrah{dive oeacon

service data units (MSDU), followed by 5 any unicast frames. The beacon

sitjAgISHEy 8RR e Vit M IS BeRCRAmIgRRIdRaLHRAIAIRG MRslvafydrafic
Stisty FE AR EYSAdR TN SHEPAREh sk athas QI Bigts ielpteddacast and

frequency hopping (FH) or direct sequence spread spectr

DSSS
o DR (P HASAH T AMA G SEBA-S IR S R Ao blowed by
rQﬁWUﬁﬁf&@ﬁaﬁbm ay he bt asH i@@ﬁ@“)ﬁ&‘?@%@i i 80P QUSSP SERBN

an AP. The received GPR .includes, for example, an access-point timestar?gd

2 GRARGHRIYS RASEA B YO TRALIQR ISUNY 3tARa R MY LS G fRPPOT

Sianiésy, tnid @ heasere sidealidbieSSE LIRS Moy PRY syareiggtience
information from ch servin%ﬁkP _thoigh o?its the potentially lengthy TIM and
o ERoTREGIBITESRERRERANREcaYerF B HEHe. Because GPR frames

are shoriardbeaiti e es e devnesighars miasitio anpropeckispo s ésHB PRB)aRay be
Iessena{tﬁr};i load on the network, and GPRs can be sent much mor

frBGU8 IPERNESALBRARD IS SRR L BRI BEpohlE FRERNET GPR
somaRithess figfenah teasinrgRititegdimbienasaaises raninbusipitbe response
informatio robe resla\)/onse frames, _thou%Emo not reqal[glliée the generation

AT AR R P aIV IS R PO LEbr oD VR IR PRI BRA N the GPR
medilgisiationngnehdosyiath ratizetacd aitbimfativatioone trvesrts siichRsHbagh

Tt e i e

fréranmpoteBEaly seaB P Rrfedite statio shmeangriadb et A ety cesnioaission and

th%ggéwgﬁko?%ﬁc{reaﬁgg Iggs%\ﬁ%r?rlllec%%%chthe network, and GPRs can be sent
much more frequently than beacon signals. Gratuitous probe response frames,
sometimes referred to as unsolicited probe responses, contain similar information
as probe response frames, though do not require the generation and
transmission of an asynchronous probe request frame from the mobile station
and contain non-standard information elements such as the GPR interval.
Eliminating the need to send probe requests thereby reduces power consumption
within the mobile station. Elimination of probe requests from potentially many
mobile stations connected to the AP reduces load on the network and increases

overall capacity.
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-12 27 March 2007 The mobile station can reduce its power consumption by
generating and executing an enhanced passive scanning schedule that is

based on timing information received from beacon signals, probe res%%m %r,Ch 2007
and GPRs, and is 5 stored in its site timing table (STT). The STT has a site

timing table entry corresponding to the serving AP and any neighboring APs.

For examBIe, a site timing table entry is created or updated by a beacon

probe resPEBEDHE GBHOMERANSFHUCE HiS-ROWEGHFRRIHIBRIGH by eRgsAtigGand
Pk (RFRPAsnHR el passindaiedn e seruiel o §ag s Basetihon timing

information received from either a beacon 10 or a GPR. The mobile station

rdPENVRIAHRA (BRI PLASRR HIGRALLIBENRS GRRAMNSE il £RadR, and is

transreditier{te epivaimitigitathe (Balile Stai@T AN AT @RIBNtiAThgaalke entry
selected and. connected to as the serving AP based on collected

trSAGRRGBAIRR IR IRE RO R 484 RIY-REI0BE Ll Etrerighh FEREMRY:: a site
(Rirfhyaad etbatri i ibfesteztion dperattep echertt baapribeigastoase, or GPR.

AL e FRERS ORIy P TP T HECBF PSR TRE silhe <1 T s
timpecniab|doeeitign piaubmhgrE@s dvidp ddmanadneateiedd oexamriealyeacon
S B oy A g o
belgenesrionit?a fdwcenbasstderassvivecaitisene@UIRIDRY stallile and then an
O ST e A D Ehenl e
baseboissinendasheernsiatedudii s Basedcelv e siganl Sadriteiraipeter
B N oSk S Sors
may ent@hiatsitteridngrailer enades wivey beuthieaatifinfsdeaathinsipiondeed based
L e P R PRSI 9% bt
entries may be created, updated and removed, for example, by a controller and a
memory located within the mobile station. Using site timing table entry
information in the STT, an enhanced passive scan schedule may be generated.
The enhanced passive scan schedule may include a channel number, a local
scan start time, and a maximum channel scan time for each site timing table
entry. A scan start time is determined and set based on entries in the updated
STT. Based on the scan start time, a power mode such as an active mode or a
low-power mode may be determined for the mobile station. To minimize power
consumption, the mobile station may enter into the low-power mode when
sufficient time remains prior to receiving an anticipated beacon signal or GPR.
Computer program code for enhanced passive scanning may reside within
any suitable computer usable medium such as read-only memory, random
access memory, internal memory, external memory, flash memory,
semiconductor memory, magnetic media, optical memory, compact discs, digital

versatile discs, a memory storage device, and combinations thereof. A program
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any suitable computer usable medium such as read-only memory, random
access memory, internal memory, external memory, flash memory, 3
semiconductor memory, magnetic media, optical memory, compact d
digital versatile discs, a memory storage device, and combinations thereof. A

PregRarked hMRIcE 209niiey AdiaReasidlasshia sEas iRtoRAYORGRIRiEdsable

or loaded into a computer usable medium within a mobile station. The

prOGFAHTHYAI AR O BIRISTRIIS8an I8 SOaTR THREI IR £BEa 8P sRyhat, least
PRE FREAABERI BLARHt Hgieseivrbeaeapopignaly angrFy Rsréeditealacon

and update an entry in an STT based on the beacon 5 signals, probe

redfBAANdHaFEISRY BeERGakuahan &Y AeNeSELPagekan thgeacon
& FharaRbE B BASes an@TRTINEGerRdale S ERhim telemRiNiecAscan

power mode for the mobile station based on the scan start time; and_to
s

Selediedaselrtar#ans InsRass AR ATk JasHRdaietmid: ©
SyRiemiiicaanielrgsmbe éors! ke tnoeikastatiorabecutpopavatscanoihat time; and

embodiment of the present invention. Enhanced passive scanning system
200 FERGHEY 25466RPH on 210 and an access point 220 that may be

Iconnectelarci@t.) @ﬁhalsmégteél ah\ghﬁ@s%%@mA k8. %dlahhﬁqgt@%maﬁf?rwvﬁr@ms

top, a personal digital assistant , a mopiie ne, a ce ar one,
olOSALAE R ELY s T AN S WD BnomT & RRALImERs ol et
POiNEARBHO Exthange gasshaiararaiing suebradetmpekeis mobile station 210
voice-over-IP, network mana emenhff%ames and?fontr | messages. Th

A0 AR PO A T TR R GRS RS AR Uraa R huralgss
smmg(bgn?/lotaﬂ@sza@bamlms ﬁurchmfnm' ; I%@%ﬁﬁzﬁi&iig\d@uﬁ]@sﬁé&éﬁn

2 e fitted with a wire network interface card (NIC) or 20 have a
o O RN BEaH G BT FITER B SR R TS g
GivirentaseesamaimcaROwidobile stationit12Pbas swithbledeadityitalardotmation

software to create and update a site timing table for generating an enhanced
sucﬁas%ata pacEets, \90|ce-over-‘?l-J’, network man ementnfgames and control

7(: éf,larch 2007

messages. The radio transmitter/receiver within the mobile station contains a
scanner for scanning one or more channels for beacon signals and GPRs.
Mobile station 210 may be fitted with a wireless network interface card (NIC) or
have a built-in radio transmitter/receiver to scan and receive a beacon signal or a
GPR from access point 220. Mobile station 210 has suitable hardware and
software to create and update a site timing table for generating an enhanced
passive scan schedule and setting scan start times for the reception of beacon
signals and GPRs, to select an access point when more than one AP is within
transmission range, and to determine a power mode for the wireless

communication device.
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passive scan schedule and setting scan start times for the reception of

beacon signals and GPRs, to select an access point when more tha

AP is within 25 transmission range, and to determine a power mode %??ﬁgrch 2007
wireless communication device. -14 27 March 2007 FIG. 3 shows a plot of
beacon signals and gratuitous probe responses transmitted from two access
points, in_accordance with one embodiment of the present invention at 300.

This exefilPlar/ SRHG PRGhRIRE20D SIgRRIS ARl BRIV BIRb S £88BANSES
sigaaknatea. fRsRhvwesdeced pordVit sbearaintervedbaé avabbdPlent of the

milliseconds, is received from a first access point. Although beacon signals

aRI SSRMJBYEBUM P4 it d QISR BR@ Y 'elp 1RasBISHIRINV O indiR UgcIudes
beecerivigealsonadrrdeiaved bezpusazd anmBamisHion @fjtigbomiinatal of

voice packets or data packets, a transmission of a long frame that 10 extends

pARK AR MYUISEGO LT JrIESRIN EEAT TR SStet Rk SHihauah beacon
migivils AReiheaeiut idaalaniayittands s exanpeadieheen O Nadivéng

unit (T f 1,024 mjcroseconds to over 65,000 TUs. As discussed. earlier,
At e e SR GRS DR s LB P pRih-
pitnYigllyoleegsasikerobingie peokdiby and idmMdieimssa 1oigis arrmple,
beacon signals 15 with DTIM frames are scheduled evesr): thre beaﬁﬁgc an the

sigraed il arasendierepissng 305y (dShkdh paferd
aggetilanceTHghosemenpratavals, manabitg statpexampie iseaon® e gusiay unit

SR A o0 et i o
sledaoonniti i aldsansdesingbie \red aa éfuirbueasteasiszgheioaudicestiangotentially
R s O e e T L T
preite DEOMesisTBa e Ytreldtat cwdvghimay sdewatowigrihlk naisiotk &niseacon
g%Pgenra g ?ZTZa and 342d contain DTIM frames.

In accordance with some protocols, a mobile station may send a probe
request to an access point, which in turn sends back a probe response, the
request and response thereby enabling synchronization between the mobile
station and the access point as well as the broadcasting of multicast and unicast
messages. In the case where many mobile stations, such as fifty mobile
stations, are being served by a single access point, a large number of probe
requests may be generated, which may slow down the network and generate an
unnecessary drain of power within the mobile stations. To help conserve battery
power and network resources, gratuitous probe responses can be interjected
between beacon signals to provide the mobile stations with needed information in
a more schedulable manner such that any individual mobile station may be
powered up into an active mode to receive a beacon signal or a GPR at a target
beacon transmission time or a target gratuitous probe response transmission

time.
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unnecessary drain of power within the mobile stations. To help conserve

battery 25 power and network resources, gratuitous probe responses cf?lp/l beh 2007
interjected between beacon signals to provide the mobile stations Wit% arc
needed information in a more schedulable manner such that any individual

mobile station may be powered up into an active mode to receive a beacon

signal or a GPR at a target beacon transmission time or a target gratuitous

probe reSpRRIESRIRINERSI S5QRRESRPRFaN th PRy PRSI bperiodically
grdHiieEh BEXDFESIPPRAEE BB H4didy R Missias peniotisplyeiecs BFaRes

signals an radio transmission 340. For example, a GPR is transmitted by the

sERMRMME LIRSSV 10 AR REIYHAE B4R MYIBRCANS neighboring
APs in agg ety ok sanmibineiipbenmy esein rsenstadaPRo Al aet GRRoe set

transmission time as well as a beacon signal at a target beacon transmission

tiffeSGHE F RGN SSIRR A iR Las BRfRgpRSIgnal at a

dedayedmesasionatynispxample, mhihedrnsivissioor ahfigltiprdriyséaieon
or voice packets, with subsequent beacon signals and GPRs 10 transmitted .
oS08 2 iEE MRAYPE elaedRcraanaly, BrerAEPIe Ry the tansassion

346 g FrioeighinaEng AbideqhadreteeasinstipsalfushaBneddth simald8ad GPRs
with beacon siPnaI 34%%%(”“ 'ning a DTIM frame without injected GPRs, .
wHBRSIUHEG STRSR M DG SN A darERT LA RP HRRRieS HeiamRignigdio

34angithssie)ede dr6iR Bhaihbotm y A missiosbddene gipm B88aoB48b and
signals 15 and GPRs ma established to effectualize a reduction in [

o il RS ! S A MRS DL e N URCL G RS,
diagerensfradienhangeis piessBanscanningdiving) APetionetitss Basicelesilonial 342

et K, i d ith bodi t.of th ti ti
e SRR L s B s

wiete SPRynMaN lsaéstabdisMetk taséfie 6ilridige a reduction in power consumption
and an improvement in network capacity.

FIG. 4 shows a flow diagram of an enhanced passive scanning (EPS)
method for a wireless local area network, in accordance with one embodiment of
the present invention at 400. EPS method 400 includes various steps to initiate
and operate a wireless communication network using GPRs.

Enhanced passive scanning method 400 may be initiated by first
performing an active scan or a passive scan, as seen at block 405. An active
scan includes the mobile station generating probe request frames and
processing probe response frames sent from an access point or another mobile
station. Passive scanning includes the mobile station listening to a channel for
up to a maximum duration defined by a channel time parameter, then scanning
on each designated channel for traffic such as a beacon signal or a GPR. The
access point is programmed to generate and send a GPR from an access point.
After the active or passive scan, at least one beacon signal or GPR is received.
The beacon signal includes, for example, an access-point timestamp, a beacon
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Enhanced passive scanning method 400 may be initiated by first performing

an active scan or a passive scan, as seen at block 405. An active sc

includes the mobile station generating probe request frames and pro%gg\gﬁ{ﬁh 2007
probe response frames sent from an access point or another mobile 25

station. Passive scanning includes the mobile station listening to a channel

for up to a maximum duration defined by a channel time parameter, then

sARHRY BRRSICSRdRFhaRtddanifies AItA iR ladRAICAHR R st R
GiRBudbe, REEMMIE! &5 RIOGEaSIFHA nIesarms ardrrRNGier @R Basic

access point.. After the active or passive scan, at least one beacon signal or

CERVIST RN IS T hE D BSEERSRINAF MAVASSRR ERIRBREGAN the received

a@mﬁ@@m@mﬁ hﬁa@(?ﬂoré@ﬁécl‘ﬂ@r@khm@é, thienprliadasited based
service set identifier, and a traffic indication map. The GPR includes,_ for

QARSI A ALY, BRI R NP RSV S P aIKBCLURIS R ISERRS: shen

IderRtfET iH\schscrss PrinidRaYdieAR petrshiaseth e Hin geaPIEHiSaPRAGONAP is
s}i%r;als or GPRs. In a more specific exam%%\&g AP is selected based. on
t

G qURIRP SRR YGHLRGRIREDY U ARSHRISARIHE SaTgns: one

thef AR imaeirctadiits selrtieddidiieernes e seivirg HFoeadbansitiell$\Bnd
is_selected. In the case of an ad hoc network with two or more mobile

stg"l%%%, one of the mobile stations can be established as the sender of

beacon gigiialsiandgltie Re ositeréming hablsdroatihe issaaint digsalk @ GPRs
the beacon siﬁgnals or GF’.ﬁf and. other accgjs %oint information received
i HIY 4RI

dRGPINE SREGESS, Y BEAMLOS At L reeRIN  FHYGIRY RARRY/GBRaN as
isseatedbidtk atleastlaneigitérininealiable ersarethwitte &xaelensitsitenimgg
table information is aggé%%nd?d toa stationécaag:{ah?a ement table SI\AQ}| ttrg)a(g1 station

ind0feSURtry ARSI FeriS WRILY) TG 3 RS
inrf@m@gi@m@'ttmm g NébjeHatanviaties snoliarethgymenngdhis mikelection
S |éll(()jrsl,t3r?dn status information.

Site timing table information is obtained by tuning the mobile station to an
access point channel, receiving a beacon signal or a GPR, collecting
transmission measurements of the access point, and storing access point
information in the site timing table. Transmission measurements are made, for
example, of received signal strength, estimated noise power values, quality-of-
service measurements, frame error rates, or other determiners of channel quality
and availability.

With information from the site timing table, an enhanced passive scan
schedule may be generated, as seen at block 415. The enhanced passive scan
schedule includes, for example, a channel number, a local scan start time, and a
maximum channel scan time for each site timing table entry in the site timing

table.
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access point channel, receiving a beacon signal or a GPR, collecting

transmission measurements of the access point, and storing access pajnt 20
information in the site timing table. Transmission measurements are %0; ?rCh 2007
for example, of received signal strength, estimated noise power values,

quality-of- service measurements, frame error rates, or other determiners of

channel quality and availability. With information from_the site timing table, = .
an enhafeq 10 a5 §Eﬁ8dﬁ|@%8Wd@ﬁ@ﬂ&ﬂ‘é’&%‘%@éﬁﬁ£\%%‘&“mmg

415hiEhmanhanced rarsivalscas ss@ieduifdarludes, ENmrmpieeaschanag!for

number, a Jocal scan start time, and a maximum channel scan time for each

sRERRARGIBRRISHRY GHRS SRR NAbRIE WA [RA% 90h? RADIe station.

enhanceﬂtﬂﬁé%(@éﬁﬁéé%mlﬁ@mﬁﬁéyiﬁhiﬂfﬁ&@@@[ﬁ?@@ﬁ@@ﬁﬂf@ﬁéﬁh&ion
and the EPS schedule, as seen at block 420. Channels are scanned for

bRt A PR SRAPEGAAPAR RERGAT SAL P bR Seen at

stgliRR- 42 A\t theetatgrirmerenadEaRsMIsHeMIBHH OERitRBKIRIMeB o an access
transmission ti[‘ne, at least onpe channel is scanned for a beacon signal or

GREY 0 BRESIVESS PRAS PRI QTR GERR MM ¥Bile station is
tuingaksiniae IaeerRIge PRIPohariEH Ve CRive B bfiacatedimlakeaupRIRd warm up

When tHe‘r‘? lggpsmiléer/receiver is E)owered down, time ig allocated to wake u

A RE 2R 5 ES G A0SR ST SOL B ARG L e

sigratageRRniksiaigehransmissie tmesWhenriseiensanitiesdecaiver

is tuned to the s%\ectgd channel, a beaconP ignal or a GPR rqrﬁlymrecei%ed.

AR A IO R AL b o KTk EHERFURagaEn & beacon

seigmEhriGPReaceossignhltin sxIRRNmayrheyreecicadficin ahageesdN signal

point oroaggéher mobile station jn an 15 ad hoc network. Based onbtﬁ}e .

B R BRI L o7 VS Az paInh gl nother mobile station in an
ad hoc network.

Based on the received beacon signal or GPR, a different access point
may be selected, as seen at block 430. The mobile station is connected to the
selected access point. Alternatively, access point selection may occur after
creating or updating the site timing table, or at other appropriate points during the
EPS. For example, the AP selection may occur upon completion of the EPS to
allow for each AP to have an equal chance of being selected.

With information received from the beacon signal or the GPR, entries
within the site timing table may be updated, as seen at block 435. Entries in the
site timing table, such as an access-point timestamp, a local station timestamp, a
beacon interval or a GPR interval, are updated according to information received
from the beacon signal or the GPR. The local station timestamp comprises local
station timing information, which may include the time when the first byte of the
beacon signal or the GPR frame was received. In some cases, entries within the
site timing table will be added when the mobile station comes within the range of
another access point. In other cases, site timing table entries will be removed

when the mobile station goes out of range of an access point.
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may be selected, as seen at block 430. The mobile station is connected to

the selected access point. Alternatively, access point selection may %%L(Mﬁrch 2007
after creating or updating the site timing table, or at other appropriate S
during the 20 EPS. For example, the AP selection may occur upon

completion of the EPS to allow for each AP to have an equal chance of

being selected. With information received from the beacon signal qr the GPR,

entries IRk e SHRSHHIR (S 9BREFE bWt daaipdRted dfGRBRIIGNaghe Site

Entigg itabie, Biteudingh iehimriciuathen acerRss iRt dtare s Paddecalaximum
station timestamp, a 25 beacon interval or a GPR interval, are updated

2 COBIMRY IARBMEIRS PREL RISIIFNG fRDISRRION 1B 4Re SR HE BB fblgeas seen

logebRiak i MmFB@BpABaNStsranak SatieR WaIBA AN Tatiexampiehfroay the
include the time when the first byte of the beacon signal or the GPR frame

WASGRRREH! HBHRRsIE I9GAI3HAN T IRESGRRIARY B REARPHLOT GPR

agisteelahenibenaghierstatianreosesiniiem g rpe ge ol ife Rt fsrassess
p% In other cases, site timing table entries iﬂ be removed when the
ke e

NGRS BB BE TR aigsted whymine 529 [GatHIReA fharder to
ERScenhedudigds trneiates avithdbasipaaaslisfanaaien ot tiesiigNrIamount
table, i.ncludingﬁ@?hannel number, a local scan start time, and a maximum

cHERR&D L6 AR RF AR YO ARG BRI F7IRL WRE fRGRY $apyeag given

se@anp@t block 440. The local scan start time can be calculated, for
example, from the access-pojnt timestamp, the local station timestam
the LRl &

, and
the bead AP THENA MBI, AmEAR SIPERLLRE 15 set,
differardly dobagh44banmed, sehroay iy naayitellyadivsetwiple, theseB Sn the

ANl SPERELRicR EATOIEL 6 TP R B o bR patee

trpeaussEgridner I6FH ad aissiolveanchanaekiBaked onaxiniiias isclretime for

u%%% eghsc':i\tr?nttiel ir(]egntéits)?ér?n%%arrﬁ§’§/alr)tetigge?eirsrﬁc‘|%téd based on entries in the updated
site timing table.

A power mode may be determined based on the scan start time, as seen
at block 450. When sufficient time exists prior to the next anticipated beacon
signal or GPR transmission, the mobile station may be placed into a low-power
mode to minimize power consumption. For example, a calculation is made for a
time period remaining until a target beacon transmission time or a target
gratuitous probe response transmission time is scheduled. The mobile station
may enter a low-power mode based on the calculation and other time
considerations such as receiver warm-up time, processor wake-up time, or

baseband circuitry warm-up time.
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as seen at block 445. The scan start time may be set, for example, based on

the EPS with chronologized channel information such that the next 27 March 2007
anticipated 15 beacon signal or GPR transmission can be received. A
maximum scan time for each channel being scanned may be determined
based on entries in the updated site timing table. A power mode may be
determined based on the scan start time, as seen at block 450. When

sufficienV¥iiga é%‘ﬁsaBﬂWIStéhﬁé%ﬂoéﬂ‘ﬁ%mﬁf& B SUBIPDRSIGRENAIBIRK 455.
treapreieaiaictne I laintineralsbeRiacatbinp & seunpawr timedentd wake-up

minimize power consumption. For example, a calculation is made for a time,

DS RAHIEAHD REPY SaPEECAR BRI CE S MNS g: Jp-Power timer
g@ipireys b [FEPORSe T ARASIASICOVILpEWE SelRslegnEReMeDile1SIas PRobile

may enter a low- ﬁ)ower mode based on the calculation and other time 25

cOMIPESEURIS (1B UL RORIP e RIPARRE HBERYE? AN TiRR tiued as

b@é@lnambkl@m"c)twalzo WpdiioerddGce arete 2093 Jhedutingeakoutediiem the
r?\'&éjower mo E%IS entered, as seen at block 455. For example, a low-power
ti

furiagy: on the scan start time and wake-up time required to
receive tpe@t:@ﬂsmw@%mwcﬁaangQn Aheclehe ROV 453RTe SEXMTIRY System

mobile sIaJon exits the Iow r mode. g?ether ar not the mobj Ie statio

eftE YERIERS 8&%%8 Hlan do 4 P ee%ec%m@%% g0t the
segoderthraideinck 42600.acnNdaoee pa&sth@ §RABHnhesdr gepecaied fos a

SRR L5 IR T RS TSR B FER A AR TG with

oneesntiadiinectivbiss Dragsair mwemm@m&aat&mmmaaasauwm a memory

e e T e e 20 PR SRS 1 mmon

anshnesnbilecbB0odidbcts tremsatitter/receiver 552 to receive beacon signals and
GPRs. A site timing table entry in a site timing table stored in memory 556 may
be updated based on the received beacon signals or GPRs. A scan start time
may be set and stored in a set of timers 558. Based on the scan start time,
mobile station 510 may determine a power mode and enter into a low-power
mode when sufficient time is available before receiving the next beacon signal or
GPR.

FIG. 6 shows a block diagram of an enhanced passive scanning system
for a wireless local area network, in accordance with another embodiment of the
present invention at 600. Enhanced passive scanning system 600 includes a
wireless communication device or mobile station 610. Mobile station 610
includes a host processor 650, a WLAN integrated circuit 670, and an
802.11a/b/g radio 692.
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556, and a set of timers 558. Running computer program code stored in
memory 15 556, controller 550 directs transmitter/receiver 552 to recg'vl\eharch 2007
beacon signals and GPRs. A site timing table entry in a site timing ta

stored in memory 556 may be updated based on the received beacon

signals or GPRs. A scan start time may be set and stored in a set of timers

558. Based on the scan start time, mobijle station 510 may determine a

power moBelMMAETRL IR L MY-PBRT ST Fip @E AhERSedrtPIpREsSOr for
availfigingieie sreeiviod brrnexidieacamisignebpe setInFaE0.6 IBheWeSaample

block diagram of an enhanced Fg[)assiv_e scanning system for a wireless local

ardAIURFER0 I N SRIRrRsr RPN RRGHBYSS WHODLIMBBE U the MRy according to
invetiRRcHO0r&NAtRethPaBHINAGRRPRRGRYSIRMHNG dtseddn a Afemory 656.

wireless communication device or mobile station 610. Mobile station 610

inCIRQELCR 198 40156008 SRR MWL ANVEARTTYRE §R R ARG 78N Apig Yited circuit
8624 hatueiagip 9 2xeLBAViasdn2oR Gidies e GRsop ik s3mybiction 662

discre%e or an embedded processor for ontrollin%the execution of functions

wRAM TRIIPRE QTR BT THREHPER HPIL 250 AHRADHCARA Y ERSHHBE
driyiestdf-6bhinBgsaint sijpuis GHtacPrEinthtare eotRRLIEr agHdirk edion 610

for enhanced passiye scanning stored in a memory 656. A portion of this .

5T B ARSI P B8O TR AR T RSN e 062, with the

agrotdiogiy farexecsidnachiheasios tigingl @it R preabasHg/ietinerios 656.
as an enhanced passive s

funciion BB4 e L UKok PR AL PITCER et 8 HE e WAdsh 1C

610 560 Henpietes ety Deahed siighalseacbl Bienintrgsiigdundtiess stored

P Lo e B R A e

patirobér| Albtal diteer §66 gansrates amekmeshedalmbbseanoinsiddineinch site

tat?rﬁr%‘ %g%?esctacr)]rt%(/j in the site timing table. An EPS scan start timer 668 may be
used to store a timer value corresponding to a target beacon transmission time or
a target GPR transmission time. For example, EPS scan start timer 668 is
programmed with a rate at which measurements of the serving and/or
neighboring APs are required, such as approximately 500 milliseconds. The
timer may be located in an internal register, internal memory, external memory,
or other suitable memory location.

Host processor 650 interfaces with WLAN integrated circuit 670 using a
16-bit generic slave interface or other suitable interface such as USB, a serial
interface, an RS232 interface, a parallel interface, or a memory-mapped
interface, according to appropriate protocols.

WLAN integrated circuit 670, such as the TNETW1220 or TNETW1230
integrated circuit manufactured by Texas Instruments, Inc., includes an
embedded central processing unit (CPU) 672 that controls functions being
executed such as baseband processing and interfacing functions between WLAN

integrated circuit 670 and host processor 650. For example, a frame process
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within memory 656. In one example, the EPS schedule includes a channel 15
number, a local scan start time, and a maximum channel scan time for_each

site timing table entry in the site timing table. An EPS scan start timeé%e(%amh 2007
may be used to store a timer value corresponding to a target beacon

transauiesEM g e @ ieass 420 IgRaIR ISR GHRE. drif sesrante.reSifits in a
scan start timer 668 is proﬁg@rammed with a rate at which measurements of

tHELRIMS AR dMIeTORLiIBRB SRRY Repusad 1R Buiie ReRaPaS MR oRiABER Iy
S5e8smilisecandsc PFe fiafrisM Ay FEPggaisckissan daigen s 7 aisie Fetdpraal

memory, external memory, or other suitable memory location. Host

piBIISARNRE i At WAL Wit WEARPR OGP X RS GBI E6 7D RIGAESS - 18blPS

gesREa e yrdbidane dliletbeD tsAai At aga chidhpalibPRuAGRIIA(TEF) timer
interface, an RS232 interface, a parallel interface, or a memory-mapped

infdAHREUIQACERIThE &S REoDRdfprotecRdld SULIEREREgrate PRNENMERgement

syebass$ e diNET Bel2dstemiinesl WHeBHh riegratesheiiewemaodtaeiyrdting a
Texas Instruments, Inc., includes an embedded central grocessing unit
(&’E}PB‘?’?%‘P%ﬁ%l&PJﬁEﬂ?&@B Yy BB LI RED: wa agﬁ&when low-

piswResitithandgeterorsy fRactio e heoraritMik 888 iriegikaie areiiher Gumber
and host processor 650. For example, a frame process -21 27 March 2007
RS AP 92 Easedh € A RAL P PRI R MERSHR

mianneﬁzéadlhﬂmmi@.rfyAﬁaﬁamm Bearsichtsr l@@rbawéaglvas@@ai @yatagicobentrol
response, GPR frames. An EPS process module 678 may receiye i
R B A R0, B S8 SIS (RIS TETENE B Ppacon signal

sefied TP Rrovesezobei68Qignae s tiNR Byratuiveldatmdidusitesl hedle 688
A K808 S DB 0 B SR A st an
medeibgeitthgpdiveindiwersitiodarssibn ratctdgdaa tbeopbwer mode, and
waking yp when !socvglhning is performed by host process 650 with WLAN IC driver
660, in coordination with WLAN integrated circuit 670 and radio 692. In one
example, the driver sends a passive scan command with a list of channels to
firmware residing within WLAN integrated circuit 670. The firmware tunes radio
692 to a selected channel that is supported by mobile station 610. The firmware
programs channel scan timer 690 with the maximum time to scan while on the
selected channel. Radio 692 listens for beacon signals until time runs out.
When a beacon signal is received, the firmware sends beacon frame information
to the driver and the driver records AP site timing information. Each channel in

the list is scanned in turn, and an AP is selected from available access points.
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power timer 686 expires. Radio control module 688 receives a channel

number 10 and tunes radio 692 according to a local scan start time u o%fa h 2007
maximum channel scan time. A channel scan timer 690 may be set t%}r &is
control module 688 corresponding to the scan time computed to receive a

beacon signal or a GPR. When a beacon signal or GPR is received, radio

control module 688 may direct radio 692 to scan another channel. Radio

transmisSI¥hEAYE & AHBa1BIFaEYIFBANAE AR @l ehanBg! swmtgaer 690 for

624 R0H L 16 ABPiMS saRRNYRIfE IRAHEE R dHY fraslinscsess 6BRvdount of
WLAN IC driver 660, in coordination with WLAN integrated circuit 670 and

rd18HYY SRASEMERRABRE FRIGHIGSBX KSR RS TN Led NEmALoR AR e

list OF afraanpis &a, SR B Easedibordig i floiNdate g raeshei it 6da. THE time
firmware tunes radio 20 692 to a selected channel that is sur%%%ted %
B8 SIRHATHRLO-

mIbiRC S RIPE e R FIAred Srogicah s RRANRET S84
NTENETH AR dilaolP iveg cohdiRienjither selretbdaimnBrRInRasiGEFL Isirnsdgquence

beacon signals until time runs out. When a beacon signal js received, the
ARSI SR Lo HAHAG R AR RO RS dRRARR et S BH 1 dBRlg hat
ARngitielgsning onfanmatinmmbachBssmeiseesstheilistimesannpd TSRItmantfom
an AP is selected from available access pojnts. -22 27 March 2007 The .
A S LR AP EHE GBS AR o i NS HAG e 580 fet et driver
chainagisaipre/e The: priermeads wikthscapseitiestamne Stamproalrt ©f calculate
channel scan time may be calculated by using the timing information from the
o PR DL R ARe 56 SEAR SRR PRCPLRP SR & Gea g the
tifet AHdpathsi glitentiimesiaibie stbheddimiecabiphaiioe B Arinweebie perform a
station 610. Th aICéJI.ation may consider jitter in the bgegrﬁ)%s'gnalgtEGPRh.
TRESINR RO pLBR CTXPHIE SHIVER MRrRR ARl A O Gh B i AR tithin
sitarigeing tabieitsatprockislds ith ehith araneierumbenl BESHeatroass tabietentries
e e e o0 e A IS S MRRENE A D Eiming
information is updated in the site timing table.

Another enhancement to passive scanning, the driver waits until the
beacon signal or GPR is near to issue an EPS scan command. The value of
channel scan timer 690 is set to a constant value for all access points. The
amount of time to delay issuing the EPS scan command is calculated, for
example, using the timing information from each access-point timestamp and the
local station timestamp. The calculation may take into account jitter in the
beacon signal or GPR. The sequence begins by the driver initiating an active
scan to populate the site timing table that includes a channel number, BSSID,
access-point timestamp, and local station timestamp. At the neighboring AP
scan rate, the driver initiates an EPS. The driver then reads the local timestamp
and access-point timestamp to determine when to send an EPS scan command
to the firmware. The driver receives the beacon signal or GPR. The driver

proceeds in this manner until all access points in the site timing table have been
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initiates an EPS. The driver reads the local station timestamp value to

calculate the length of time for a passive scan to receive a beacon sgg rch 2007
GPR from the first AP in the site timing table. The driver commands

firmware to perform a passive scan. The driver receives beacon signals and

GRRaMEIN ABDudkind SifMate of BPiy/ardreceres intbismagnefopti@h in the

AP site timing table entries have been scanned. As the beacon signals or

cPRIPLEENRE WdaiRthg information is updated in the site timing table.
Another ephiMaimeRt EnPAFRINE PERBNBGCARE e vaitpragihme Hresaan

signal or GPR is near to issue an EPS scan command. The value of 20

cﬁ%ﬁé‘l’%éﬁ@ﬁne\‘%@@ i5R §t%8%9&5?!&%‘1?%%@f%%‘%ﬂea?eéegsdﬂéfﬁﬁg?ﬂ@s and
amamins ahtioreste sielnrirsting swRRarecan eprexandlispainiatemitind, the

exa le, usmg the timing mformatlon from each access-point timestamp and

Y5ESRAGR ARG UBERR ST e dQ SeRtolN B %ﬁ@hﬁﬁ}‘ﬁ‘c@&fdﬁﬁﬂ%mh%gf

beamtbss@aal #h&>EHRAnhBErREALENeE RPAHS EBhthd AR HHHaSRg: AitnCiiv cal
25 scan to populate the site timing table that includes a channpel number,

ST M MBS GRS R AP PR QIS 161 HiRR 4 A PoacpR Sanal or

negimonme ARvecardeie tibeEl y eoimitries RndaRmoldgichiwtthaert sedsted
}}? e local timest mp and accessrfﬁolnt t| estamﬁ}éo determine when to send

8L eH'8 H{rﬁapn'ﬁ "RERRYIAIINGR HHRSPRRPYEEVeS the beacon

signal oFfgP&achhacdeesr sifimrattedringdisimabiry stativallcadase Homigare
in the site tlmln%‘table ha¥e been -23 27 %Efch 2007 scanned. As beac

SRR P& DR ST L e T RIRPTRB SHR AR P SR HIRE e Enough

istinpe abagtsTio pertora Iawm@pmbaawmefsaaMatbqocbwnmcwMﬁmer

o b R A SHED CE ARGt B VA G S RITge xpres

EfSrcexitvahd |the sviver sendis. tithadimbenod AP toradanctetbRBSelected

S%rr‘\%%‘#l'& f%rrcgrg];?ar}Hs RE’ c%annel scan timer 690, and listens for beacon signals or
GPRs until channel scan timer 690 expires or a beacon signal or GPR is
received. While the EPS is in progress, the firmware buffers the received beacon
signal and GPR frames, and may send an unsolicited information message to the
driver indicating the scan is complete. After all APs are scanned, the driver
receives buffered beacon signal and GPR frames for parsing and processing.
The driver then updates the site timing table with the received information,
selects an appropriate access point, and programs EPS scan start timer 668 with
the time remaining until the next EPS scan.

When performing an EPS, the driver may receive a packet for
transmission. In this case, the driver determines the type of packet. For a voice
packet, the driver sends the packet to the firmware for transmission. The
firmware pauses the EPS for the entire duration of the voice frame exchange
sequence. Upon completion of the sequence, the firmware resumes the EPS.
The firmware may not be able to resume the EPS with the next neighboring AP

when the voice frame exchange sequence is extended due to retransmissions.
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APs to scan, the channel number of AP to scan, the AP scan start time in

local TSF timer units, and the maximum scan time to listen for a bea

signal or a GPR. The driver orders the EPS command in chronologic%waé 2007
of expected 10 beacon signal or GPR reception times for neighboring APs.

For each access point within range of mobile station 610, the firmware

computes the amount of time remaining before an AP scan start time. If

eh@igiRiBRBKEL s REAHTEPLTAY-P MUY P RYRReKe tSragihAH unsolicited

lowrpen@icinae83ge liBe dtanerrgreniers e AUreqMEE SR PS is
low-power timer 686 expires, 15 then exits the low-power mode. The

i APRERind¥NEB BSH 1N QUMSREHPRRKRNS MBREYEEHR %&H\é@ 5dhe

timenea: and/listenstiy beasansigaatit thePiRerket! ahannelserrHETEPS is
690 expires or a beacon siﬁnal or GPR is received. While the EPS is in

prIYEES By hefiR driveEcan deRaUBR WilrRINGRNe g ARssvere
andieaxnesd andurseliritpddniasrpaon message to the 20 driver indicating

the scan is complete. After all APs are scanned, the driver receives buffered
beacon dHE HIIGEBR f%@?ﬂ%&rﬁﬂ‘(&%pﬂq&&g@% hefRll QG RRENY

Updefes e aitoliinicigaiaiie it thedm@awmmﬁrb@tMIadéemmrﬂepﬁrting
appropriate access point, and programs EPS scan start timer 668 wijth the
i S Gl B e BVaT0 16, SaHB,ATHE o Epliohy e ndicated
diivetiengypangdectanackeinid altremnsngesiamtiadhie edagsinthieedriganing and range

determines the type .of packet. For a voice packet, the driver sends the
R I A SO 58 fQ A BRIDI4HER fHAELYe pauises the EPS for
the entire duration of the voice frame exchange sequence. Upon completion
of the sequence, the firmware resumes the EPS. 30 The firmware may not be
able to resume the EPS with the next neighboring AP when the voice frame
exchange sequence is extended due to retransmissions. -24 27 March 2007

For data packets, the driver may hold the low priority packets until an
unsolicited
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information message is received from the firmware indicating the EPS is
complete. When a high priority data packet is received from the driverzég%? h 2007
firmware may abort the EPS and transmit the packet. In the event the i€
aborted by the firmware, the driver can determine which neighboring APs

were not scanned and reschedule the EPS. While the embodiments of the
invention disclosed herein are presently preferred, various changes and
modificagipnggan be made without departing 10 from the spirit and scope of
the invention. The scope of the invention is indicated in the appended

claims, and all changes that come within the meaning and range of
equiaiaNisAnedgtianded to be embraced therein. -25 27 March 2007

CLAIMS What is claimed is: 5 1. An enhanced passive scanning method for

a wireless local area network, comprising: receiving at least one of a beacon
signal orja gratuifpEEHYABEd [S2PN08S HA MiRdatgd et eclable sodnalida
a site timing table based on the received beacon signal or gratuitous probe
rd¥pRUYNK; SAMBERIAG a scan start time for a neighboring access point or
mobile device pasading gnisies o LRGBS HRINGr aRjPRR IS HRbe
method of claim 1 wherein the beacon signal or the gratuitous probe
rd§5898E%s received from one of a mobile station or an access point. 3. The

method of clainyddaheeindine faakp tbianahis ecaivrE fHAMAmIAEIeESed on the
point, the beacon signal including an access-point timestamp, a beacon 20

infErGaYes PRaEULARIALEE JtHHRHSIIPRASHRIRGR AN map.

setting a scan start time for a neighboring access point or mobile

device based on entries in the updated site timing table.

2. The method of claim 1 wherein the beacon signal or the gratuitous probe

response is received from one of a mobile station or an access point.

3. The method of claim 1 wherein the beacon signal is received from an
access point, the beacon signal including an access-point timestamp, a beacon

interval, a basic service set identifier, and a traffic indication map.

4, The method of claim 1 wherein the gratuitous probe response is received
from an access point, the gratuitous probe response including an access-point
timestamp, a gratuitous probe response interval, and a basic service set

identifier.
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4. The method of claim 1 wherein the gratuitous probe response is received
from an access point, the gratuitous probe response including an
access-point timestamp, a gratuitous probe response interval, and a %5
service set 25 identifier. -26 27 March 2007 5. The method of claim 1
wherein the updated site timing table includes an access-point timestamp, a
local station timestamp, a beacon interval, and a gratuitous probe response

inferval. 56 MSNOR At 3t erRIRHER dRHBHGBLtaiRomiARle ipGikees an
masteabasssirpnithestamp Stard danesieterainiieg® Hpeaasipthitenaindid a

until a target beacon transmjssion time or a target gratuitous probe response

tr RIS PINRE "RSHORTRIMEENBY of claim 1 further comprising: scanning

at least one channel for the beacon signal or the gratuitous probe response.

15 8. The method of claim 7 wherein scanning at least one channel

compris&s one HAPERBIRRQEHRV'LLRRT SOMANSING S PIeLEN g A Poyer
pentsieigsad enhpacashpazsiveiseaby Yeldennaigad thelgeriddveiteiining until a

comprisjng: 20 creating the site timing table with at least one site timing table
efffget @%ﬁ%"riﬂﬁ‘ﬁ&ff?iﬁﬁé%h%@&&’i %tt?éQEE SRRVLOLR QIARSEHPOR A or
greduispnis spebienesponse. 10. The method of claim 9 wherein creating the
site timing table entry 25 comprises tuning to an access point channel,
receiving one of the beacon signal or the gratuitous probe response,
collecting transmhigsinsthterst ganentsiofthdr comprising:

scanning at least one channel for the beacon signal or the

é/llgrch 2007

gratuitous probe response.

8. The method of claim 7 wherein scanning at least one channel
comprises one of performing an active scan, performing a passive scan, or

performing an enhanced passive scan.

9. The method of claim 1 further comprising:
creating the site timing table with at least one site timing table entry,
the site timing table based on at least one received beacon signal or gratuitous
probe response.

10. The method of claim 9 wherein creating the site timing table entry
comprises tuning to an access point channel, receiving one of the beacon signal
or the gratuitous probe response, collecting transmission measurements of an

access point, and storing access point information in the site timing table.
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access point, and storing access point information in the site timing table. -27

27 March 2007 11. The method of claim 1 further comprising: selecti%%%rch 2007
access point based on the received beacon signals and gratuitous probe
responses. 5 12. The method of claim 1 further comprising: generating an
enhanced passive scan schedule based on at least one site timing table

entry in the site timing table, the enhanced passive scan schedule including

a channéilnumB&e 1R o4 5'8imkifHENSh GAMRERIARIM 10 channel scan
time for each siée[dating tablecesly pothensitR b chdk dbeitdansigials

passive scanning system for a wireless local area network, comprising:
IRBIMLREANGRR [ESBO8REDF a beacon signal or a gratuitous 15 probe

response; means for updating a site timing table entry in a site timing table
based on the received beacon signal or gratuitous probe response; means

for settintfa scdm StAIEHIAE BLEEHBA SNENEL FPIBNHBYted site timing table:

and 20 means tpsrfgtaing HAGARYLedpadsijer scuirelsrsoemebadaigainat least
device based, on’}gﬁ scan start time. 14. The system of claim 13 further

cORPRUR R RS LU G &SI LTYRE EHRANEIS S IRE RS BRSSP RN
28dhedirrtuiclugipg e resprisrimber kelsyateradf statmid futea maximum

T R A T
beacon signal or
13. An enhanced passive scanning system for a wireless local area
network, comprising:
means for receiving at least one of a beacon signal or a gratuitous
probe response;
means for updating a site timing table entry in a site timing table
based on the received beacon signal or gratuitous probe response;
means for setting a scan start time based on entries in the updated
site timing table; and
means for determining a power mode for a wireless communication

device based on the scan start time.

14.  The system of claim 13 further comprising:
means for scanning at least one channel for the beacon signal or

the gratuitous probe response.

15.  The system of claim 13 further comprising:
means for creating the site timing table with at least one site timing
table entry, the site timing table based on at least one received beacon signal or

gratuitous probe response.
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30 gratuitous probe response. -28 27 March 2007 16. The system of claim

13 further comprising: means for selecting an access point based on

received beacon signals and gratuitous probe responses. 5 17. The ﬁ%%d‘ 2007
of claim 13 further comprising: means for generating an enhanced passive

scan schedule based on at least one site timing table entry in the site timing

table, the enhanced passive scan schedule including a channel number, a

local scatPstart tifeSYs8M 20FRNIhaiy ER8hAREMYRAF e for each site
timing table entiydaribeositelibitg abickBs/peRMBatdUSR R MediNBd beacon

including a program for enhanced passive scanning for a wireless local area
NSRS BB EIRIHECYS RINB IESANSFEm code to receive at least one of a
beacon signal or a gratuitous probe response; computer program code to
update a site timing table entry in a site, timing table based on the received

beacon dignal o lr&RETE ProlTeb SrdBe RIS Fogram code to set a
scan start time prsed ¢or gJefiefatih@arhenHpdate fiksstivisedalienéidle based

computler program code to determine a;Lﬁ]ower mode for a wirel

O AR BRI IR BIE SRR B 0208 (BRlE e snaRnced

upiisivessiaMsehelaine 18dudhey somanségiurbepranotel BEReT3fagameeoand a
scan at least one channel for tr}gr beaﬁon si%nal or th(—f gratuitous probe

rég@gﬁggmﬁ@qq@gﬁgﬁ@gw each site timing table“entry in the site timing
table.

18. A computer usable medium including a program for enhanced

passive scanning for a wireless local area network, comprising:

computer program code to receive at least one of a beacon signal
or a gratuitous probe response;

computer program code to update a site timing table entry in a site
timing table based on the received beacon signal or gratuitous probe response;

computer program code to set a scan start time based on entries in
the updated site timing table; and

computer program code to determine a power mode for a wireless

communication device based on the scan start time.
19.  The computer usable medium of claim 18 further comprising:

computer program code to scan at least one channel for the
beacon signal or the gratuitous probe response.
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20. The computer usable medium of claim 18 further comprising: computer
program code to create the site timing table with at least one site timing tabl

entry, the site timing table based on at least one received 5 beacon S%]H%BC?] 2007
gratuitous probe response. 21. The computer usable medium of claim 18

further comprising: computer program code to select an access point based

on the received beacon sUi(gnals and gratuitous probe responses. 10 22. The

computefYisablER SRR CHERP I MEHHMhARIgE EMBLEIRESHash
code to generai@aipaRIPISEHPATIIYE F6ARearh BB ARAMH §fadldeafthti9east

site timing table entry in the sjte timing table, the enhanced passive scan
sAREIE TR (iR RARMe ISl ﬁ‘&éé\@%é??‘é%ﬁt%%ﬁ@%ﬁ’@% received
MeHBOMsIFaNs Geanitboe fopagSiierisming table entry in the site timing
table. -30 27 March 2007 ENHANCED PASSIVE SCANNING ABSTRACT
OF THE DISCLOSURE 5 The invention provides an enhanced passive
scanningmethahoeampiiRiessiotalreruine bielkinnagdinendrecsiepsishg:
receiving at least one of a beacon signal or a gratuitous probe response,
updating a site ST BRI QSR HOLS;tR ﬁﬁT b EasR AR RaseeADGe
beecen siihehod YIGHEIY DAL IRSRS SR IREFB3PENSedn start time based
on entries in the updated site timing 10 table, and determining a power mode
for a wireless communication device based on the scan start time. An

enhancezppassiugeseanping systesieanddiompfterainsalgl eunediusortrising:

enhanced passive scanninl%is also défclosed. -31 .
computer program code to generate an enhanced passive scan

schedule based on at least one site timing table entry in the site timing table, the
enhanced passive scan schedule including a channel number, a local scan start
time, and a maximum channel scan time for each site timing table entry in the

site timing table.
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ENHANCED PASSIVE SCANNING

ABSTRACT OF THE DISCLOSURE

The invention provides an enhanced passive scanning method for a
wireless local area network, including the steps of receiving at least one of a
beacon signal or a gratuitous probe response, updating a site timing table entry
in a site timing table based on the received beacon signal or gratuitous probe
response, setting a scan start time based on entries in the updated site timing
table, and determining a power mode for a wireless communication device based
on the scan start time. An enhanced passive scanning system and computer

usable medium for enhanced passive scanning is also disclosed.
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