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secure delivery of flash content over networks and nobile platformis
provided to prevent nmanipul ation and injection to mark machi ne readabl e
flash for blocking purposes. The systggm conprising at |east one client
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Injectsing a client side process into the machi ne readable flash where the
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I || ust r atpresend invention dognplibicg stps of receiving machine readable flash by a network

device (302); disassembling said machine readable flash into machine readable
instructions (304); locating a portion of the machine readable instructions making a

15 network request associated with machine readable flash (306); injecting a client side
process into the machine readable flash where the client side process rewrites the
machine readable flash to redirect a network request for a flash object to the secure
memory location when the flash object is of a certain class (320); performing flow
analysis on the machine readable instruction and inspecting a stack of the machine

20 readable instruction to locate an instruction parameter related to making the network
request associated with the machine readable flash (322); rewriting said machine
readable instruction parameter to redirect the network communication associated with
the machine readable flash to the secure location (324); and replacing the machine
readable instruction parameter with the rewritten instruction parameter (326).
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The most illustrative drawing is FIG. 3.
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