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FIG. 8

810

RECEIVE LOG ENTRIES, P,
AND P,,, WHERE k > m, LETj = k

812
COMPUTE H(Pj.1) FROM 824
LOG ENTRY FOR Pi1
814 o
| Jr =1
CHECK IF H(PH)IS IN USER
SIGNATURE LOG FOR ENTRY P
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NO 818 NO
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FIG. 12

1110

RECEIVE USER REQUEST TO
PUBLISH P,

1112
S

SEND TO PUBLISHER P,
{e.g.WEB SITE OR NEWSPAPER)

1114
S

RECEIVE FROM PUBLISHER
DATE/TIME P; IS PUBLISHED

1116
f

y

STORE P; ALONG WIiTH PUBLISHER
AND/OR DATE/TIME OF PUBLICATION

1118

1

NOTIFY VALIDITY RECOVERY
SERVER OF USER ID, PUBLISHER
AND/OR DATE/TIME OF PUBLICATION

1120
, S

NOTIFY USER OF PUBLISHER

AND/OR DATE/TIME OF PUBLICATION
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FIG. 13

1210

REQUEST IF P,
HAS BEEN CHECKPOINTED

1212
f

SEARCH LIST BY USER OF
POTENTIAL PUBLISHERS
OR NOTARIES

1214
r S
REQUEST TO MASS MEDIA SERVER
OR NOTARY (S} IF P, HAS BEEN
PUBLISHED/NOTARIZED

1216
f

1

PROCESS REPLY FROM MASS
MEDIA SERVER OR NOTARY (S)
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FIG. 14

1420

1410 USER REQUEST TO VALIDATE
>/ M, /-/“ SIGNATURE LOG ENTRY, P,
1412 |
>/ H(PH) / r 1?22

VERIFY DIGITAL
/S!GNi(H(Mi)IFH(Pi-1)Z1414 SIGNATURE

1424
S

REQUEST AND RECEIVE
USER SIGNATURE LOG

1426

CHECK IF H(M,)AND H(P, )
IS IN USER SIGNATURE LOG

1428
f

A

CHECK IF P, HAS BEEN
CHECKPOINTED FOR k >= i

1430

CHECK CONSISTENCY OF
USER SIGNATURE LOG FROM
CHECKPOINT P, BACK TO P;

1432

SEND VALIDATION
RESULT TO USER
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FIG. 15

1520
b

1510 USER REQUEST TO
V M; k" VALIDATE DATA, M,
1512
ﬁ>7/ H(M) /// 1?21
/ HPL) L VERIFY H(M) USING M,
1514

/E‘>IGNi(H(Pi_1)IIH(Mi) Z 1522
1516 J

VERIFY DIGITAL
SIGNATURE

1524
S

REQUEST AND RECEIVE
USER SIGNATURE LOG

1526

CHECK IF H(M,)AND H(P, )
IS IN USER SIGNATURE LOG

1528
S

CHECK IF P, HAS BEEN
CHECKPOINTED FOR k >=1

1530
S

CHECK CONSISTENCY OF
USER SIGNATURE LOG FROM
CHECKPOINT P, BACK TO P,
(CHAIN BACKWARD)

1532
S

SEND VALIDATION
RESULT TO USER
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FIG. 16

1710
S

RECEIVE FROM USER AN EVIDENGE
MESSAGE INCLUDING P;, DATE/TIME
OF M, i, AND RECEIVER OF M,
WHEN USER USER SENDS M,

1712
s

y

STORE IN DB BY USER,
THE EVIDENCE MESSAGE
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FIG. 17

1810
f

REQUEST FROM VALIDITY
RECOVERY SERVER TI RECIVER M,

1812

SEARCH DB FOR EVIDENCE
MESSAGE RELATED TO M,

1814
)

REQUEST FROM RECEIVER OF
M, TO RETURN M, AND P,

1816
)

CHECK IF RECEIVED P,
IS THE SAME AS P; IN DB

1818
f

SEND TO VALIDITY RECOVERY
SERVER M, AND P,
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FIG. 18

1910
f

USER REQUEST TO RECOVER
SIGNATURE LOG ENTRY P;
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1912
r S
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, S
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CHECK CONSISTENCY OF
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1922

SEND P, TO USER
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FIG. 19
2010
USER REQUEST TO
RECOVER DATA M,
2012
GET DATA M, AND P, FROM
EVIDENCE COLLECTION SERVER
2013
S
VERIFY H(M)IS IN P,
2014
J
SETj=1
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2018
f

j=§+1

L

VERIFY DIGITAL SIGNATURE

2020 5006
! i
HAS P. HAS BEEN > NO
l w
< CHECKPQOINTED? ADD PJ TOTEMP LOG
YES 2022
L
CHECK CONSISTENCY OF
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SEND M; TO USER
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FIG. 20

2050
S

USER REQUEST TO RECOVER
DATA, M; BETWEEN t1 AND t2

2052
!

GET M;, P; FROM THE
EVIDENCE COLLECTION SERVER

2054
f

VALIDATE DATA, M,
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f

ANOTHER M, BETWEEN t1 AND\ YES
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