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AUTHENTI CATI ON This invention relates generally to an authentication

t echni quewba/oassarticle used in a host device. Mre spe@dnwsabbesi7 one
particul ar enmbodi ment of this invention relates to an inprovenent to an
ink cassette or cartridge in a thermal marking apparatus wherein the ink
cassette or ribbon cartridge may be authenticate as being of a suitable
type and com ng froman authorized source. BACKGROUND O her approaches
have been tried for authenticating consumables in a host, but none of

t hese have proven satisfactory. In particular, the background approaches

di scussed bel ow do not provide an effective anti-piracy deterrent. These
previ ously known approaches do not provide adequate authentication and can
often be defeated by copying, spoofing, or simlar techniques. One early
techni que to authenticate consumables relied on keyed shapes of the
consunmabl e. Such keyed shapes can be designed so that only a consumable in
the keyed shape will fit into a given type of host. As one exanple, a
particul ar brand of razor can be adapted to receive only razor bl ades
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known approaches do not provide adequate authentication and can often be defeated by
copying, spoofing, or similar techniques.

One early technique to authenticate consumables relied on keyed shapes of the
consumable. Such keyed shapes can be designed so that only a consumable in the keyed
shape will fit into a given type of host. As one example, a particular brand of razor can
be adapted to receive only razor blades having a particular keyed shape. As a second
example, an ink jet printer can be adapted to receive only refill ink cartridges having a
particular keyed shape. The use of such a keyed shape can prevent interchange of
consumables between different types of host. That approach is generally ineffective for
anti-piracy, however, because the keyed shape of the consumable can be readily observed
and easily duplicated.

Also unsatisfactory are the “challenge and response” authentication algorithms
used in transponders intended for automobile security systems, such as the Atmel TKS556,
and equivalents. Automotive security systems were designed for “one lock, few keys”
applications, where a single secret number is programmed into each key and each lock. If

a host device, such as a printer or a camera, is the “lock,” then such challenge-response



hosts such as caneras, for identification purposes and to convey
informati on about the filmunit or canmera. The term "encodenent" very
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Radio-frequency identification transponders are widely available in a variety of
forms. One form, referred to as “inlay transponders” are identification transponders that
have a substantially flat shape. The antenna for an inlay transponder is in the form of a
conductive trace deposited on a non-conductive support. The antenna may have the shape
of a flat coil and the like. Leads for the antenna are also deposited, with non-conductive
layers interposed as necessary. Memory components, RF communications, and any
control functions are provided by a chip mounted on the support and operatively
connected through the leads to the antenna. Inlay transponders have been used as layers
of identification tags and labels to provide encodements that are accessible at a distance.
A camera having a radio-frequency identification transponder that can be accessed for
writing and reading at a distance is disclosed in U.S. Patent No. 6,173,119.

Another known type of transponder is a radio frequency identification (RFID)
transponder. An RFID transponder can typically include a unique identifier installed by

the manufacturer in non-volatile memory.



Wth respect to host devices, it is known to provide a consumable article,
such as a print cartridge, with a transponder. The host device, such as a
printer iwoDm3n4sh the cartridge is installed, includes @cimaoyesiver for
detecting the type of nmedia on the print cartridge. A transceiver and
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BRIEF DESCRIPTION OF THE DRAWINGS

It is believed that the invention will be better understood from the following
description when taken in conjunction with the accompanying drawings, wherein:

FIG. 1A is a top left perspective view of a consumable article being loaded into
a host device in accordance with one embodiment.

FIG. 1B is a top front perspective view of a consumable article loaded into a
host device in accordance with one embodiment.

FIG. 2A is a program flowchart depicting one embodiment of a sequence of
operations to prepare an authenticatable consumable article.

FIG. 2B is a program flowchart depicting one embodiment of a sequence of
operations to prepare an authenticatable consumable article.

FIG. 3A is a top right perspective view of a consumable article to be
authenticated and a host device in accordance with one embodiment.

FIG. 3B is a top right perspective view of a consumable article for
authentication and a host device for authenticating the invention in accordance with one

embodiment.



aut hentication and a host device for authenticating the invention in

accordance wth one enbodinent. -3 WO 03/019459 PCT/ US02/ 26617 FIG 4 is
a systemwbaoocaast illustrating a sequence of operationspaemdsbd/eawidf data
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view of a consunmable article print cartridge with an " authenticator circuit

mount ed Withgngiembodimeatcor dance with one enbodinent. FIG 8 is a block
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aut henti cati ng consunabl e article in accordance with one enbodi nent. FIG
10A is a rear ﬁ@h%&wn grlaigeds vigwrqf ran alhendigtaem corpongnt mautted Hbard for

mount i Ng.QRuAaMeSHicHevi ce to authenticate a consumable article. FIG 10B is
a front ortﬁogonal view of a first enbodiment of a circuit board for
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accor danswhegiticptop piscudtnpeented e a side in accordance with one embodiment.
FIG. 8 is a block diagram of a consumable article, host device, and

authenticating circuitry in accordance with one embodiment.

FIG. 9 is a perspective view illustrating placement of a circuit board in a host
device for authenticating a consumable article in accordance with one embodiment.

FIG. 10A is a rear orthogonal view of a first embodiment of a circuit board for
mounting on a host device to authenticate a consumable article.

FIG. 10B is a front orthogonal view of a first embodiment of a circuit board for
mounting on a host device to authenticate a consumable.

FIG. 11 is a perspective view of a consumable article print cartridge spool with
an authenticator circuit mounted on a flange in accordance with one embodiment.

FIG. 12A is side orthogonal view of a consumable article print cartridge spool
with an authenticator circuit mounted on a flange in accordance with one embodiment.

FIG. 12B is a first end orthogonal view of a consumable article print cartridge
spool with an authenticator circuit mounted on a flange in accordance with one
embodiment.

FIG. 12C is a second end orthogonal view of a consumable article print
cartridge spool with an authenticator circuit mounted on a flange in accordance with one

embodiment.



FIG 12B is a first end orthogonal view of a consumable article print
cartridge spool with an authenticator circuit nmounted on a flange in
accor dancwowsiiwiene enbodinent. FIG 12C is a second endPeomtusoyesmat vi ew
of a consunable article print cartridge spool with an authenti cator
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now t o Fkfdwid f thasdsidllediavthe ert( 1Ohisi desaiptfonghe edtmt ‘Conaoeable’ wferc omaunabl e

article (120). The . host device, (100), in this speci.fic enbqodi nent nmay be a
ol ast i o CRTSRY APRFeRoD BY 14564 19 B rePbaeed Tor Gruss MERBRTde TRP Aol

ther mal Ekﬁﬁ'@fe%f BERGRERes ardhefARSHABBR! Fosh inkiali€ ikl 2P Yesehvolrhifsr @hipdi nent
may be a ribbon cartridge containing a ribbon (150)° such as, for exanple,

a resin ptwersafilm farnsé gr canedsiroa ribbonlfar uselohiartgpavatier, pidfpom tonar pdrtisigec car d
printer }gogst 1crllevi cer( 100) can include other conventional conponents (not
show) su uge! aacor?r“? nt head, magnetic encoder station, power swtch,

control panel, Refédingefsielto K6 d QUi hutt dapRe(100pnd cohfigired eopecdvd 8. An
openable printer cover (162) conceals the internal nmechanismof the ribbon

cartri dgeonsemablesticde (09 dihe hostrdgvieed ORkinpdis spepificamboginent wbat BePnant s,
such as &H&Ic &P&jpr‘?ﬂg fof B}lf’i‘trlr?g l';g?tc[)%sor{aplastic cards using a thermal transfer process.

The consumable article (120) of this embodiment may be a ribbon cartridge containing a

ribbon (150) such as, for example, a resin thermal transfer ribbon or dye sublimation
ribbon. A plastic card printer host device (100) can include other conventional
components (not show) such as, a print head, magnetic encoder station, power switch,
control panel, card feeder, card output hopper, and other components. An openable
printer cover (162) conceals the internal mechanism of the ribbon cartridge consumable
article (120) and helps limit entry of contaminants, such as dust and particulate matter. A
cover release button (160) is shown on one side of the plastic card printer host device
(100) in this embodiment. A second cover release button (not shown) may be located on
the opposite side. A left interior wall (167L) and a right interior wall (167R) define a slot
(165) in the plastic card printer host device (100) for receiving the ribbon cartridge
consumable article (120) in this embodiment. The ribbon cartridge consumable article
(120) may be loaded into the plastic card printer host device by first pressing the cover
release button (160) on a side of the plastic card printer host device (100) to open the
printer cover (162) then inserting the ribbon cartridge consumable article (120) vertically
into the slot (165) and pressing the ribbon cartridge consumable article (120) into place.



cover release button (160) is shown on one side of the plastic card printer
host device (100) in this enbodinent. A second cover release button (not
shown) mawobwoiasated on the opposite side. A left interipam/usab/ibesi167L)
and a right interior wall (167R) define a slot (165) in the plastic card
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transponder (130) is disposed on | eft brace nenber (147L), in practice
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in the art. In accord with the illustrated enbodinment of FIG |A the RFID
t r ansponuiaviofet 3nd indigyred dightaphiskngwndythe aftact or y- progr ammed serial nunber

n. Certain Comﬁra%i:@rjdlwith the illustrated embodiment of FIG. 1A, the RFID transponder

(130) may contain a unique, factory-programmed serial number n. Certain commercially

available RFID transponders each contain a unique 32 to 64-bit transponder serial
identification number, n, used in the “anti-collision” protocol. This protocol enables
separation and unique identification of several transponders simultaneously appearing in
the field of the RFID reader, which may be cause by multiple host devices being located
in relatively close proximity.

An authentication number, x, is calculated using an encryption function, F,
selected by and confidential to the manufacturer of the ribbon cartridge consumable
article (120). The authentication number is permanently stored on the RFID transponder
(130). The encryption function F is made available to the printer host device (100) during
operation thereof. For example, in one embodiment shown in FIG. 8, the confidential
encryption function F can be programmed into the printer host device (100) before during
manufacture. In another embodiment, the confidential encryption function F is made

available to the printer host device (100) over a network. When the ribbon cartridge
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nunber | dithentiseieheumbes; b rfsem dhe REED mnmonderrd p@haftached tozen) on thedibbear ypt i on
function | i | | |

oper at  osrre SBEnBLR 4B €120 To\fePhdibinfhor RATHL Bt Blof e,

conf i dent nakcheedtey 3epial aumberncid wanskora@d bgethe cogfidentiEcencnyiption engpionit.er host
device (100) hefore during .pmanufacture. In ot her odi nent,, the

conf i denﬂfitﬁ? VERES 4585 glﬁnftg‘hegl?%caﬁnge ﬁ%‘&@masi;aﬁql‘gﬁﬁgggbs desmed tp :t?F &P host
device (4QMniRVRIdiRprRaEMHAR: is Wesile bhendi pRBER cartridge -6 WO 03/019459
PCT/ US02/ 26617 consumabl e article (120) is |oaded into the printer host

devi ce (100), tHmerpprintee(1Q9)ifroneargiven mEn@aetneensesy be progronmeh i ths FI G

A ds the val f.ih | al noand cati
nanber - e ste A RE fenl  FHshyn S & seilee SMRRblCRbED
cartri dgg20p s prsdt&l, ahé isgthe eqdrgPlion hlgotittem wded es gemeste whe tahthentidugion

aut henti catlon nunber . x matches the serial nupper n as transfo d, by the
conf i denRyraberanprayiteddn theprénteiorOnce the fibbeg cartidgecoggmable prtig ('t’lgg) Bi bbon

cartri dg@ﬁtgp&ﬁ %H@Hkgﬁﬁ&é&'@i&%@)iaﬂ rﬁmsioeef—:ggqs tQdP8n %g}ref?%g)%apmméi a

pr oduct I’s  useabl e on t printer. ery print roma given
manuf act waspomdey’ s hmiquesgriamuedbenir, s 4lteady daoked enc thegRFidntransponder @t t he
factory. Wien the ribbgn cartridge consunmable article (120) is produced,
the saneMEMOFX/DX &’Gﬁ“aé’lugaﬁmr?rhm used to generate the authentication number

is provided in faemphifideler oMeGiBHIR daithBENcERLMEBIEGRdO By aRba&ndinsi Cl e
(120) is installed, the transponder's unique serial nunber, n, is read. In

a pr ef erthedymndfodedie te be made s porraethes emhodjments diei values whibeth 7 and also ¥ r eady

| ocked into the RFILD t 0 Th
ranuf act e PR BesE AP AR Rl MR elbudel Br ARG BEA W ode 00
the typex offheedinaficréefhebbon cartridge obiiamableoidle¢Iao) thdmeproglatgaandf bot h

n and also y are conbined to be used in_the encryptLon al gorithn&t.o
cal cul at Wckhtheayalues i andyy g the ffansponder (130) memory. ~ The transponder (130) is

permanently mounted on to the ribbon cartridge consumable article (120). An effectively
unlimited number of unique media rolls or cassettes can be produced in this manner, each
containing a uniquely programmed and locked value of serial number », media type
number y, and authentication number x.

Although the serial number n, media type number y, and the authentication
number x are freely readable, the confidential encryption function, F, are preferably
selected from a known class of functions having no obvious inverse. Accordingly, such
functions are difficult to decode, thus providing secure authentication. A ribbon cartridge
consumable article (120) counterfeiter would have to reconstruct the algorithm F
available to the printer (100) in order to make a counterfeit ribbon cartridge consumable
article (120) work on a printer (100) according to the embodiment depicted in FIG. 1.

If a value of x is calculated as some complicated function of the unique and
non-copyable transponder serial number », then the values of n and x can both be stored
on the RFID transponder (130), where both numbers are unencrypted and readable by

anyone. Optionally, if a media type number, y, is also used in the transformation, it can
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x. The manufacturer of the ribbon cartridge consumable article (120) then
progranms and |ocks the values x and y into the transponder (130) nenory.
The transworderv4$430) is permanently nounted on to the ripolharsowagetTi dge
consunabl e article (120). An effectivel y unI i mted nunber of unique nedia

rolls or cassette roduce ner cont ai nj a
uni quel yaI5¢ 8?&%?1‘@ EE%R?B@ é\gﬁre °H£ﬁ88?g% Cowglagfe "Bg’e nunber
y, and a@QbFﬁtlhﬁﬂtddQﬁh tﬁélﬁbﬁ!tér mooﬁltm&m& daheeaﬁieudﬂak andIAp&Id, apndﬁany aHntype

nunber and the authentication nunber x are freel¥ r eadabl e,
C

conf i denffpfélth%ﬁérﬁsyﬁﬂeé @ng Hﬁl&alt%ﬁat the repdevapiestt rinprryect Lot tead valug ﬁ? 4 known
class of afna' gﬁw@ Ef:ﬁh&gv 13af ﬁwoﬂvgﬁﬁs e@&ﬁﬁ’rﬁ%l@gﬁfcle gm'y fof {HgCt i ons
eto ovi di n n.

are dlff cul us secure aut henticat| ri bbon
cartri dgeorresporslimpynirerafl00cl e (120) counterfeiter would have to reconstruct

t he al th lable to th 100 der t
Countertel t 11 DHBRCA ARt A RUHBRST £ hmos BTV h ST e R PPt e
(100) acagmﬂhﬁﬁ dafl kR BEBRAKIRIS tﬂi@r:sb@arﬁg §(§iexEI\@y diffibdlt @nd/ @ pPrachte X S

cal cul ated as some conplicated function o he uni'que and non- cop%abl e
transpo npll@hlbsmrell)mxmuﬁber The authenicatien ¢ageressn b cnlcahtpdwsamrmtpar apicst or ed

on the REl ﬁ gﬁ'e%%ﬁu%%%%c%ﬁ pl‘fl[rébo% ef 1n?5§na91%ﬁ'}951§'a%tléaﬁ>sﬁl'éd

r eadabl eMB{° P 6ha O used in
the tr anédlmtdfﬁiitleﬂfs thid a @iren nt?oo\ﬁ@ ﬂﬁﬁeﬁhﬁeaﬁﬁl cRﬂE/:&JSOcRy‘r&Gﬁﬂo} a gilven skrialst or ed

on the RFID transponder.. Wen the ri rtrldecon mabl e article

(120) i sNyraardl | Marepartielarby, ithg %Qun(e{gﬁf’r Wi %Otdﬁnp e, ?Oelﬁ?:fnglﬁ %55 and n

(and, OPYLI0BE + Yps Yitainkl 57 4 eer}zam%gem% cBiilersal e'r%fd%rrﬂ@ﬂ?aﬁ%sﬁ@l@d val ue
X Is correct tor t e rea ue of n and optionally,”y t hus

vaI i dat i vajudshef m1, bbdanse ﬂmraisschlj]e}i vaimmfacbwlé et be khewq uaRSs thercoumterfeiter

correspondi . nt er udi ci,ous Iec n_of thmfor F from
anong kn T‘B?ﬂn@ V%lh%ﬁrk?a i 19l haxjng Jo htﬁ%%gretcﬁgu%?g { C%"{e)f hi s
secur i t yThysS HRMBoviRtedeitkriial Ghllytlinieed, sahﬁ)ld@ro@ﬁti ©&est. prohi biti veI y expensive.
The aut hentication code x can be cal cul ated usi n ypt ographi ¢ et hods by

appl yi ng some fThecamgrs trge &fﬁwlmentm@ewbﬁhylﬁﬁﬁ@ﬂﬁﬁg%ﬁﬁa\?ﬁpm abbatht o t he
count er f gt &fiat Ruhldly ang'tq(%ﬂlemab&p@ il 5/) " Al AMicERAP cdud £ cipbeeCt Tor

a glven seria I Cu e countertelrter w

know or ggcaftee utsltﬁgloeﬁftagﬂapwctdimhodsaﬂwq)mmg SOmS fobnttmmrteobrﬂcnypt a gidven n.
Nor can the counterfelter randomly try all possible tﬁa ues of n, because
t

t he assoBBaifedhs, #nlyesnfgrmatiogy PYallﬁé]te 19 then SOURTErIICE s tha B ol FOBPR &

authentication code x is correct for a given pair », y.

As a further defense against the security system being compromised, a plurality
of functions defining acceptable relations among the test values can be stored on the host
device. The consumable article can then be programmed with a plurality of
authentication codes, each of which satisfies a particular authentication functional
relationship. If it is learned that any particular authentication function has been
compromised, then media can be validated using one of the other authenticating functions
and authentication values. The compromised authentication function can be disabled in
the host device to prevent authentication of pirated media made using the compromised
authentication function. For example, the compromised authentication function can be
disabled in response to a flag set in subsequent media or by updates to the host device
software or firmware.

As is know in the art, the host device or printer (100) includes suitable memory,
such as RAM, ROM, EEPROM and the like, input/output devices, computer or central

processor, optional disc storage and associated support devices, all of which are not
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has obtained a valid nmedia roll having both that n and the correct

aut hentication code x. Thus, the counterfeiter has only limted sanpl es of
n, X to twetos/oTdaes sane is true for enbodi ments in which xPc3/usat/eashat ed as
a function of both the serial nunber n and the nedia type nunber y. The

aut henti gati on.code x. can b al cul at ed ' cryptographj c.net hods by

appl yi ng%&r?e%ncmpélﬁert ’8%%875? AR dai}ﬁ\&g%“&%‘ﬁg"g‘ﬁr‘{?r PAYBENEE on

avai | abl exainfplé, REPHBUMER bf Bitd] €imil niidtaprodeor Atefrabibeln, the camblien tiagdei ON

code x is correct for a given palr n, y. As a further_ defense agal nst the
daarolatagilyy

secur i t yABDEE@heasenati§lecbving RIGrORFocessory BRwiey ey theommterg
accept ab ' t I t

Govi ce. thebaf bR HLE Moy il BfReGBE bl LR M COBL | o
aut hent i midromocescke RISE€afrhdwakd vihstaittismatsets Eoreputer) p anainfranieatompiittie nvorkat i on

functional ., relationship. If it js learned that an rticul ar
aut hent | &9 F10e{f ERip FoMPYLerpdistyibu 8rﬁSPffﬁf‘ge&W?rhé%t&@ﬁf’dnﬁ%"%rqpﬁﬂi dat ed

usi ng ongis@ttel1BgicAebiet, Ribhestnhiadr MekrhdiR6kpaRE or 386l caMbitentTihe #hdrdtyval ues.
The conprom sed aut henti cati on function can be disabled in the hosf device

to preveand/erutheedisk starbgmagspciplied avith thee dbmpwiaties aenfigyrechéo sonppareraad
aut hent | S8l 435kog e SUGHBHE sl CRURE FLA°He B D RLEGAIS AN

function"™ 'R response equent nmedi a or
by updat ggtan tih@rdetishs @y be “dswhlowded® fiomf diskvasrage A8 fromkimmavolatiehe art,

t he host device or printer (100) includes suitable nory, . su as RAM
ROV EEPRENPEHSUEhas RGN, PB@M& ?ﬁ%%@%tanééb? Ellsg,, Orc@ﬁqb”ff?@é#owoaéeﬂm a

i on ar SRR 3 b R B BRI o hn . Thecomput er may be.
for I e;<a|rrp:c e,m_ Fterf_Eﬂ;/lrngmrm}gatoi tbgfmbodi{)zetlﬁsahto!m?grdij(}t. ﬂBJ’té‘leE)d&BMm the ;ﬂ?nilci un(r)
APPLE 1) CESRBETT BPE RGP0 HBEGPEE ST e et nr GEBLaD: TR, ¢ he
conput er the}fbbbf RhrdtddgeoAG RS afiRMe (P20)AE ¥hSHRIAHET intdPhe GREEO EardGRidtdral
processi ng unit lj m croprocessor, RISC (reduced instruction set

(CP : . Str uct i or

conput er host rdevicer @AB). c cRsuribbon wentiidgeseansimable sArtigle (1800 pn dlasrarteqular
distribute rQcessor, . S r...contraller ) - trol . ' te

| ogi c dewg%,lmfgtn‘%]tag U@o'r?ggurt/eerl?et‘fv%{}’e{eﬁel{’ Feé%arlrp%%q{e?léggp\ﬁég rc,gglgrf)ﬁf%? l.s%ﬁe
menmory  @wsdRPr THEREIDS kradipondgeisashoomi mbetedvioh Heft lteaczonmpiber (J4JLy,0tdti gur ed

to store progr am instructions representing the algorithng ,%n% prEb%C%SSi ng
steps de&WHd Bednosiesd plsevdipge such as the right brace member (147R). With the )
cartridge consumable article (120) loaded, the cover (162) can be closed and the plastic
card printer host device (100) operated.

For simplicity of description, the execution of the invention next described will
employ only the serial number » and the authentication number x. However, it is also
within the scope of the invention to use a media type number y in conjunction with the
serial number » to compute the authentication number x. The use of the serial number n
can differ from the use of the media type number y in that the serial number can be
permanently fixed in the RFID transponder when it is manufactured and can be unique to
each transponder. On the other hand, the media type number y can be stored in the RFID
transponder at the factory and is the same for each media of a given type. However, the
use of the serial number » in the authentication or encryption calculations described here
is the same as the use of the media type number y.

FIG. 2A is a program flow chart that illustrates one embodiment of a sequence
of operations for preparing an authenticatable consumable article to use in a host device.

First the manufacturer must choose a suitable authenticating function, which choice is
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programinstructi ons may be "downl oaded” from di sk storage or from

non-vol atile nenory, such as ROM PROM EPROM and the |like, or may be
downl oadewofmsom4a9 renote source via a network or other ceamusozadeion |ink.
Referring now to the enbodi ment shown in FIG 1B, there is shown the

| ast d print t i.ce. bb
P hol o rersogneey Y ftsselo s tephCiob surckichr erorsss RORE.imibIaR S e 150)
i's shownplegagtad verytRfficaR t®ldRakifyCei¢at ShIPEdmpRhtivelPfew $HYdsCHT x(ahH) Aﬁéae

ri bbon cartridge consumable article (120) 1n thi's particular enbodi ment
may be | Wsesaledd phensisstiane functipe ef nRbcessl QZO%XGthE)n@sﬁoﬁtm dhta repde REEP wal |

167R 147L
but | oultGSBENISD EHRBROATE prdoel] BN HIK SinRchls o IR\ 1
t he ri bbeosnsumablerartigie mws*earhblhea seridl i minebef 112&)>ni drdRHID tthaasmmzlen’ td b62) can

be cl osed a d the plastic, K card printer host device (100), operate For
si npl i ci Pytatied @BSIRE|GopsumADlG ﬁ@%“seé@e.%ﬁa purpbz 7 i, SR HHANE, Bdcisi bed

will  enpligye agl )éaéthra%@ﬂdnﬁEr NURRSY theaRthnlenAtt MRt ipeabiRNa NHTRELteX -
However, It I1s also wthin the scope of the |nvent|on to use a nedia type
nunber yautlnemmaqlmnOMmbwr wi=t () hprocessr(288). nThb elomaint of danfumt:eort freis not

aut henti ¢cati on nunber x. The_use of the serjal nunber n n differ from

the use bmitedho thegseh of yplvenofBednd in partignlar £ can de 3 mpltiyari ?ﬁegﬁloaéls

per manengikyskddgrkdter B&axR'BEl'BvJ rﬁ@%ﬂ%r&%la‘mﬁﬁmhémdcﬁl&ﬁﬂ%ﬁ&ww‘rﬂt @ed can
be unique to each transponder. e other hand, the nmedia type nunber y
can be sd;aimﬂaaimant}mhtmcaﬂﬁh Ibunﬂ)eraws-pﬁfrdeproad:sst(mn‘nmdtdtwalalnmnmmmwwrslmm f or
each nedi a of given type. However, the use of the serial nunber n in the
aut hent i wmlmdon t}@rﬁ-}b}iﬁtdﬁ@r@fwfdm Henspaade auty the sieraathenticationpunabgie as
the use of  Ri$D FIG 2Ais a programflow chart that
iIIustra’?és one%ngﬁgh%&g?&gw Zequence of operations for preparing an
aut henti cat abl eArc ailtsthatibé endotliméne 6foa usquénte aothopératilensi &e. prepanirgg ahhe
manuf act ur must. choose ui t abl e aut henti cat.i fun ti i.ch choice
s -0 vithenrisaahisgopEmabIssRa e if diskuticeds Hipsiraied skl 2B 1R this

aut hent i catddimehtUnas | REUFAIBC ER§ {eRE) an TRRhdnHBAINORNGLibA With aPS&éQr ably
very difficult to identify given only conparatively few values of x and n.
After tashegicatain fuchemth,catprores§ (@020 ofihd-apthetteetior #ORYiont he, nefxthest ep i s
a read RFID transponder serial nunber n process (204). The manufacturer of
the aut hemetéssatf ahis altermetive smbodiment isqireferablst a ciasic ohe-veser fuattionwssdrinn f r om

the RFID transpon
YPtOgra%gy,

Galois Field arithmetic, particularly with the one-way function ([M ° mod (], is widely

deﬁlcfl mayet)e based on the modulo operation and Galois Field arithmetic.

used in public key cryptography. As one example, Diffie-Hellman methods employ this

approach. The selection of the parameters M and Q uniquely determines the function

Fo(G)=M°mod(Q. As an example, the “modulus” notation may be referred to in an

English language sentence in the following way, as is known in the art:
The value of the function of G is equal to the value of M raised to the
power of the value of G “modulo” the value of Q.
The parameters M and Q are two prime values, which are related by M being

the primitive element of a prime Galois Field GF(Q) of order . After settling on an
encryption function in the select authentication function F, , process (202"), the next step

is the read RFID transponder serial number n process (204). The next step in the
embodiment of FIG. 2B, is an identify consumable article type y process (206). The

number y is a part number selected by the manufacturer to identify a particular type of
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installed on the consumabl e article. The serial nunber n is factory
installed, and is unique to each transponder. Next, the manufacturer nmay
perf or m awoaldow4ae e aut henti cati on nunber x = F(n) procePET(NOBR661The
dormain of the function Fis not limted to the set of values of n, and in
particular .F can be a multjvariahle function as iscussed is eater

detai | bBYHiR tOruFh hecmprifpcieey V4 ﬂﬁé’h&‘%aﬁfiﬂs A BHI3 raRSRANF 1 BB Dl cul at e
aut hent i gah i OfheNeiRBCHrefaratofyt RinchERERRSy) 5081 U 1HeGaRtY SYSME ifGRkibAN
nunber X ?s pleaced |rr‘?isat1 th}éulglci C ggt ’Zy)al%ga S(s)f(@?gr?e traﬁg%‘{)nder W tlh t he

store audyr)i BebmetHeldvaein oRtheFulditioR £ AP ehdtthatthe ¢S vi1dddn, y A8
alternative enbodi nent of a sequence of oOperations for preparing an

aut hent i mappdd by thensrippbite fiaictibe | /2. Gotouhe authedtidatish ndebece The ifbAdidhr at ed
in FIG 2B. In this_ enbodinent, the manufacturer first selects an
aut hent i &4ti)0n i uprefaraly whrigue, and gueferallyt reeret ctat ithh mawéagtya PR beprocess

202'). Th t henticati f ti FM f .t he f fhi
A1 tor hat FOBTERBGRR FORT T LR AP prap Sy SETORE () PR IGHTL.ER | n
t - Whi [ ] oi s Field
ar ! Fhnet Ctbaigh 8 a EE el Bthof WAR A r P Bl p B b ©
functi onof fhd Gventibn( 2]Thei prepardtry funtdied i, piibshoaldk prefarahlpt ogidphyainAs one

exanple, Diffie-Hellnman nethods enploy this aa)ro_ach. The sel ectiaon of the
par anet efegeneranve. @athalogiral yalaestafi(m Presifiqally.fthe inctipn shyldprefeyably proidod Q .

As an ex e . . vnotation may be referred to in an English
Pe%’lhfl% irh J;h‘?uesqulgal r'f'«iggﬁs

| anguage se nce in ow ng way, as is known in the art: The val ue
of the functionGef0,Gis equal to the value of Mraised to the power of the
val ue of G "nodul 0" the value of Q The paraneters Mand Q are two prine
val ues, which a¥¢& el at ed by Mbeing the primtive elenent of a prine
Galois Field GF(Qpof) order Q After settling on an encryption function in
t he sel ect aut h@m-:Q—ea:t,iaodl function FM Q process (202'), the next step is
the read RFID trans%onder serial nunmber n process (204). The next step in
the enbodi nent o_J‘(Q:_Iﬁl 2B, is an identify consumable article type y
process (206). qihe nunber y is a part nunber selected by the manufacturer

to identify aApas khewh dron YReoiofField HImbBE GRbH1 F4hQioRCT M Pradhed theseedi a t o
whi ch the manufacturer will affix this particular RFID transponder. The
next stegugsscanheomppmise the speurily of yhe greypiim fomation) ) nr ook 8pRrepB3te The
range of the function Gég yg beconmes the domain of the function FM Q (G,
such t haprepafatam pumctipa| (ré yn, haying been selected, the next step in the sequence of

operations shown in the particular embodiment illustrated in FIG. 2B is a calculate

authentication number x=1F,, ,(G(n,y))) process (208). After being calculated, the

authentication number x is stored in the public data area on the RFID transponder of one
embodiment in the store authentication number x on RFID transponder process (210).
Additionally, the number y identifying the media type is stored on the transponder in a
store consumable article type number y on RFID transponder process (212), after which
the sequence of operations depicted in the embodiment of FIG. 2 for making the
consumable media authenticatable is complete.

FIGS. 3A and 3B illustrate another embodiment unloading and loading a
consumable article (120A, 120B) out of and into a host device (100) in which the
consumable article (120A, 120B) is a ribbon cartridge and the host device (100) is plastic
card printer. To unload a ribbon cartridge consumable article (120A, 120B) from a plastic
card printer host device (100) after the consumable article has been used, the lid (162) is
opened then the ribbon cartridge consumable article in the host device (120B) is lifted out
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mapped by the conposite function F o Gto the authentication nunber x. The
function Qn,y) is preferably unique and preferably secret to the

manuf act uwe 0afo1948®€ aut henti cat abl e consumabl e article. TReTArsepageat ory
function n, y) can preferably map each pair n, y to a unique result,

al t hough h a one-t0-ane mappi,ng i s not.a r.equj.r nt f the invention.
The prepg'rslg’orlpgmf’ e eorﬁbrl’@(‘n(fa?%jgg%ﬁﬁu&l }ee?%lpgb{VS%oi@g ¢ %F fibbon
degener atdrithige Rohdiiad adtleV(@bores itak ifsert&Pe&titdIBaBLY) addngedsdd it ?racéhoul d
preferably avoid resulting in values in the ranges: G0, G=1, G=Q,
and G=(J2PB). As is known from Galois Field nunber theory, functions G that
produce these | C 0 ASH ' i

function FM Q .Mﬁhl‘ﬁ‘%& %Fﬁ‘a?@‘{’ prep%ﬁ%&gﬁﬁg}%h%ﬁ tgfr:l @n?@?ﬁ%ﬁnﬁgﬂgeen

sel ect eddata Hbwekt sstem far drieespseafjuentdedofient dpe chdckmgsths anvireniicityt b a
particul ar enbodi nent. il lustrated in F 2B is a cal cyl ate, .authentication
anber - xeansERRgr e lopysd it Bistaevigeaoien appRsmaledgis Mainds Sile

aut hent i g@h ippiRted WBREIevice) the TbQ RYick TirbthenRY Phd fevilfigadad @8nRthablearfiéie D
transponder of one enbodinent in the store authentication nunber x on RFID

t r ans ponidier dgteas semssmaplegirticle pengessi (A Q) IThe conmmablemasticly caribaidétestediby ehe

nedia ty 1.S. r n 1 o le article type
namber 3R R B o B siedni B RC0RN R St & REIP PR B Sul e o
oper at i ofiftabizpiefisoe dndans fdrasuelmiaditioant Afdr deteCrior of the memkéonguinkisle antiwhgunabl e

medi a authenticatable is conplete. FIGS. 3A and 3B illustrate another
enbodi methe HﬁWF%édPW@lﬂéMmdg?E‘Fngeére@é Ansponger oyt e(“f@%ﬂg meggpgfeoyt  of
and into i ' | € o) lhele (120A, 120B
is ari b%%lﬁégggf&}tlérj%lsg&arg %gﬁti%ﬂgahtggehvé@goe( %D%S%H{ggmﬁ?a a@fr fyg% 'caE d printer. )
To unl oad a ri BBos ic ahéwn dyehe embodmidne idustiatidein( IRDAY ai 208F fucosssixepl asti c
card printer host evi.ceuﬁx#oo% after ngu consunmabl % article has been used,
the Iid ?fi’é%“)se%éreagip*é%ld‘ Sh7PRFERS b 2 Cead N EHRADIG YEE AP E APTEFE e | n
the host (sdeyz68 ad@PBkhdnsicktidntRehtRbk prockds (B D3HRIRAE KL US0iSA6E 7

(310), renoving the ribbon cartridge consumable article (120A). To |oad the
ri bbon notimportant and can be performed in a different sequence in other embodiments without

departing from the scope of the invention. After reading the consumable type number-y,
in the illustrated embodiment of FIG. 4, the validity of the consumable for the particular
host is tested in a check consumable type validity process (430). In this embodiment
valid types of media y for the particular host device are known. If the consumable is of a
type invalid for the particular host, the host will report the status of an incompatible
cartridge using a report status process (480) and terminate. If the media type is
incompatible with the particular host, it is unnecessary to check authenticity of the media.

Referring still to the embodiment of FIG. 4, authentication function data (490)
is available for use in checking the authenticity of the consumable media. The host
device may be programmed before it is sold with the same authentication function later
used to make consumable articles for use in the host device. The sequence of steps
defining the authentication function can be stored in the host device as authentication
function data (490). If the consumable is of a type y valid for the particular host, the
authentication number x is checked using the authentication function data (490) in a
check authentication number process (440). The check authentication number process
(440) executes the algorithm defining the authenticating relationship using » and y as

input and compares its internally calculated value of x =F,, ,(G(n, y)) with the value of x
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cartridge consumable article (120A), it is inserted vertically (320) and
pressed into place (120B). FIG 4 is a systemflowhart that generally
depi cts twe Wloowsof operations and data flow of a systempicarusomessspeci fic
enbodi ment for checking the aut henti ci ty of a consumable article |oaded in
a host device. en a consu prJ nter
ost  deviceh T IR GuleGRT o IPARY affeboBel o Rt aliorir s s eomodubite
article typs }athdetse@sfealqe rbmmbblemaxrt IfC4 eolPbP&Rtf {sAdefdctedWath GaNishpTEre
article can be detected mechani cal sensor, by recognizing the

proxi ni t §uthentigatioyeegery, éh@p@hd@hdlwoﬂawawn@m& medig ¢t 3@nEERt theans
for such t t he
printer’ séillg‘;ﬁ1 Qdﬁg\% E@%E&&ﬁi% e{)d\/eggs(@é%ldtﬁ? ?%t ?é;ﬁ%{gag? &Btdbtt%k%d bP4st al |l ed
medi a t hthe ptaitereand)fmatdlaalmwhlalfommybﬁnum apphtdnmntormatdematdduhsyoeesttlug itand
consumnabl e ty;) ¥ 5 Is shown in the enbodinent illustrated in FIG 4 as
three sutigdss vﬁélyﬂﬁﬁi‘cesses a read serial number n process (415), a read
consumabl e typeA@g@H)@dnsumm@scﬁs%Sdam(@Z@)l,s@d&a@anm&t@%hﬁm&%mm@umer X
process (425). The order of these operations is not inportant and can be
per f or meembodiment tof eanfirm thascuptstiously usechup carttidati ivemot Seing tingsared. d’eﬁmrtl ng

in the 1 T Ganrarile St BEdt Rl e ASFRLEGog (TR PR LB ARbT o 1 o

t he part fog ekampleBpsing a ridbome dartrivge t6 fpﬁﬁkpmdﬁuumbheemy@ﬂmﬁﬂ, Ivsdllehy‘t iprocess
(430). In this enbodinment valid types of nediay (i)r the particul ar host
devi ce af@cTaHBth thqtfth@h@nélemfejmﬂl@le hasppeep C?W@tq hexpenflef oby tthe use

parti cul & i

Car 11 dgansangble priGest 0oy b HachGRET be b orhlythitfe Aicht (uRAANAAL Wplcke
type i s seriak anjphen Al willnbé ktotduiempaanmdmdnarmitﬂsﬂxst ddta (470 nndicamgahyt the check

authent|C|t of t he Ia. Referrl till t he . enbo nt of FIG, 4,

S hent | Batitlf comBmIBE aiiels P agmolhel uied | JpIBoMEr SODRITIETEBEI ¢ he
aut hent i gdds¥m@ble UiBEI£L BOVBR RchREaA idehfificitRMtof AHEONSENABY aftiRlel N Odleanmed
before it is sold with the same authentication function |ater used to nake

consunabinto thethost deyice@nd theepereentage of ise regainingin epish copwnablecarteles fflaps
definin i n r. e
it hont CwsecsR M ek a0 G RO AT MRiRRuhRidy alils FILES 50
for the panbdrafipasvibast useﬂ%ns@h&bﬂt@%bl@ﬁi ifonexanipde ra h@tloftlwwlaakﬁd prﬁitng t he
aut hentication function data a check authenti catl on nunber
process fAUsiges uted IEHé’&éﬂ‘éﬁ%‘Hd’ﬁW"datIf 6ﬁbmm?fé?ettﬁrqsé@§§n Qlhrapregsetitites the

al gor! t Nkt Dhig of P&n@r&ﬁﬁgﬁgg {1SRRD thah SIS ANGRIRasHE O PR by, | PP

and conpar Its 1nterna th the
val ue ofthe plastic card printer treats the reloaded ribbon cassette or ribbon roll as if it had an

invalid authentication, and not only can refuse to use that media, but also can lock its
transponder into “fully used” status.

Referring next to the embodiment of FIGS. 5 and 6, there is shown in FIG. 5 a
top left perspective cut-away view of an embodiment of a host device containing an
authenticatable consumable. FIG. 6 shows a top right perspective cut-away view of an
embodiment of a host device containing an authenticatable consumable. The consumable
article (120) is shown loaded in the host device (100). A radio frequency identification
(“RFID”) transponder (130) is shown mounted on the consumable article (120). An
antenna (510) in the host device (100) enables it to read information stored in the RFID
transponder (130) on the consumable article (100).

Referring next to FIG. 7A-7D there are shown several views illustrating a
consumable article. A ribbon cartridge is shown in perspective view in FIG. 7A. The

ribbon cartridge consumable article (700) has a source spool (710) on one end, a take up
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-12 WD 03/019459 PCT/ US02/ 26617 read fromthe transponder. If they agree,
then this is an authenticated nedia product of type y that is useable on

t hat prinwero3/olfssa roll of media is detected with an i npr ®ea&ruso2/26617

aut hentication code x, then all validity flags and remai ni ng nmedi a counters

o el T B el o8, T BB Rl e o

any fut u&maadilmyaral AR bree wembet ETBODY andt hidihti brce Hichibes @SORY ul Ay
used.” A used consumables list data (470) is made available to the host

devi ce i FOPRpBIcationsoaPmERRENt o(T48Nf ISy FRQWRL YAIG dVB0LR 2 Usdia disaeencyr i dge
is not b h I i din
the. nost eRciSA REMD) Eisphnick. 3 SRR 30 pafd'ih S shdol (FIOISET |
ri bbon cﬁretortheuigpoctl@ﬁﬁ)bnﬁwqandmjn*ace thembere (Boho@3 0Nt , when it is

det erm ned t hat consunmabl e article has been conpl et el by t he
use consumabl & IE{I ?@e’sc’sa“( %@Gﬁl&daﬂewg ¢ ePEmug;catip tb{%gsgg?

(such astrhiyBotddr Jat] afi®odinting! 6Peh embolinlent. &8 tARGHnHE @nt&qdc&e@%unabl e
|ist data (470) indicating that the particular consumable article is

conpl et etighen thednsifle onthe onesidecafitbrilefidnace merabes {&F0L) w5 mkamglp| bsace inmembrat a

470 ca lu e n a S e es. | d into
'E he )host ev?’ceglanag’ra C‘JS %l?ézeb%t giag&i()?) ];II ?’feebfr;dg?rar%{%?%r dg{c}lb%ﬁ %‘&gﬁ%bl e
articl e. trdiypondes.ed consumabl e list data (470) can inexpensively store

information regarding a l.arge. nunper of previously used consumabl es such
as, for exanpl &1G; E. i§ta gee Pﬁboaogé VIgW 0 m%sume'a\lfstaﬂlqiaé@qaéé@ wedopl asti ¢

card pri Qﬂeegprréacﬂffc élnﬁddﬁh@ﬁ't C@ﬁé% &n drtrld 2&, Jn?%]ﬂle LERRPEADT hid & hopfeehi gher

val ue of i ning panel count t an sto astl c Card printer
menory, snohb(7|dIOhen ioge e, c tpké wp spool (24) sn tah@heredndathedouncmpmnl ¢A¥pemntle or

i bb f ythent i cat |
Fefuse t e iR aRpol ZAPLL Sk et By Sresmanertee (i Shomihot e racful 1
used” st gkember I%ejaar lid N0 domfiudicatiohe Rwpedente (1409f WHidES m&y anrd aﬁ RFMBre is

shown in FIG a top left perspective cut-away view of ‘an enbodi ment of a
host devif@@p@mal ning an authenticatable consunable. FIG 6 shows a top

right perspecting Gpf o bi{;’t}ﬁ, o4l A o?qb%?l's@fﬁgﬁle%n%? Qﬂﬁ)g g&%pﬁg(tfzo) i s

cont ai ni ng an authentica onsumnabl e ne consuna
shown | oantegpetific tefrtbobimsdnt d€thedaveniibf)) Théribbeati earfridge demuynabtbeanti¢l® (TEM)i on
("RFID"), transponder t he consumabl e article

3 i s shown unted
(120). ApS %Fﬁ%?ﬁlé"‘io!i%]) 198 fecTHod (oo 600l 164D BralbNes §he. 6 U
i nfor mat {op 81195 8R4 tHe hikeufEpd31 (720) bemg connected by a left brace member (730L)

and a right brace member (730R). A communications component (740), which may be an

RFID transponder, is mounted on either the left brace member (730L) or the right brace
member (730R).

Referring now to FIG. 8, a schematic diagram of a consumable article
authentication system for authenticating a consumable article in a host device is shown.
A consumable article (800) may include, for example, a print ribbon cartridge having a
source spool (805), a take-up spool (810), and a brace member (815). The consumable
article (800) may include a communications component (820, 835) for transmitting
information to a host device (850). The communications component (820, 835), may in
one embodiment, be low-cost RFID transponders, having two specific properties. First,
the low-cost type of RFID transponders may preferably include a factory programmed
unique serial number n (830), which cannot be changed by a user or duplicated by
copying a public data area (825) of the transponder into another similar type transponder.

Thus each transponder is uniquely numbered, which is a requirement for most types of
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transponder (130) on the consunmable article (100). Referring next to FIG
7A-7D there are shown several views illustrating a consunmable article. A
ri bbon caworisadgese s shown in perspective viewin FIG 7A pCraisoz/edsbon

cartridge consumable article (700) has a source spool (710) on one end a

Lake up pet? MD034 019458, PCTL UR0RLGRELE 2890 o 1R0) opianotiercnd. Lhe
brace melirrdiffé@ftidte@Mleall h@hkedinabE€RIENBRef 2h3&HRh fie. communi cati ons

conponent (740) is shown, which may be a radio frequency _identification

(RFI D) transponyéend, Ahcb}qwf@ostulwarfra(nﬁwe amg@ebhb%fbﬁéb% iBoE! OREFHBY t o
the ot he&m?eog)vé}' Vﬁlﬁ% Pa b&lﬁe?&ﬁﬁﬁd §a§9%ftobﬂ_xm§9{ 825 | P ¢ ZB Is an

expanded Vvie ni catl ons pon er | abel
and nountransgomdfer. alThendmm yramthis iﬂitac\hlaaembomdmm {zathe bmedha)qq:t:edfo@manm t her

t he inside or ta? si de of .the feft brace nber &L%) or th bght
brace netBer Doy bm@la tXPES aTK %ﬁléﬂr%efﬁépﬁﬁl %&OM ?’é‘é‘é"
descri bi lrmgstmﬁve%de wﬂlr&rhs&ﬁﬂﬂféﬁted b etiod 6f b %n@th%ldﬁeqlenamgi%%n Mingy¥rof a

consumabl e article (700) according to one specific enbodinent. The ribbon
cart ri dge of thas treadpioaderr tThel \elt(emm)thtsagpwtwawle wibbe facwrppregrammedend, a

t ake up S 720 n e. e n take up
spool &ﬂbel 8§%e%t{e?%r% ’rnf';{a((:ilfe]a rre dg ?é%?easﬁ\/é % ggavetsﬂtzlebrace
menber (Iﬁaﬁ)famﬁreascﬁumnynl cati ons conponent (740) whi ch may be an RFID
transponder. FI G /Dis .a top ort%‘gonal view of a consunable article (700)

according to dahsthecFhilips én%?ﬁﬁ teqgrvalents ??ﬂ/éﬁfl@ﬁﬁrn#’r?@alrl fAndards
cartridgg, F%g{}ﬁ{g%g)lgoaf §569385tbfA0H corﬁﬁle i 135 1S %%dé?? 9 a8nd, a

take up s on” anot her end source spoo and the take up
spool ( 7ﬂ6©orjepiommmad1erm6cubppybla 4B-biitt selinroem bas it tk(e?é&ﬁlht)z togredmanentlght

brace nenber n| catio ent . (740 i ch. e an
PELD ¢ 1 SNeE o Sppadifs SR B CaO PO NG FEm (s s20d STl it BSGHP o ¢ he
right bregsion dENdEISH 7569B)spedraéhht ¢a8h BeMptisnt ffafspoRderashBls e idinticiedlbagr am of
a consumabl e article authentication systemfor authenticating a consumable

articl e #fd-hitddyquaibdentdier F1Bhowch shalldsrsstinemsiagentin by the ICgumfastyrer.ncl ude,
for exanpl&naft bB sl 30 BhoGAT L Fi dge having a

MSB
LSB
64 57| 56 49 | 48
1
‘E0" hex | IC mff code IC manufacturer serial number

The most significant byte shall be “E0’ hex, followed by an 8-bit IC manufacturer
code, which is assigned per ISO 7816-6/AM1. The 48-bit serial number shall be assigned
by the identified IC manufacturer. It is expected that various manufacturers will produce
compliant ISO 15693 transponders with factory programmed serial numbers and unique
manufacturers’ IDs registered under ISO 7816. The manufacturer’s unique 8-bit ID, ora
list of qualified manufacturers’ IDs, can be included as part of the authentication process.

Referring still to the specific embodiment of FIG. 8, a host device (850)
includes a communication component (855, 860) for reading the values of n, x, and y
stored on the consumable article. A processor (865) can receive the information stored on
the consumable article and can wuse an authentication function (870)

F(M,Q,x,y) available to the processor to confirm that an authenticating relationship
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source spool (805), a take-up spool (810), and a brace nenber (815). The
consumable article (800) may include a comuni cations conponent (820, 835)
for transwotmionssi nformation to a host device (850). The pcarmsoneat i ons
conponent (820, 835), may in one enbodi ment, be | ow cost RFID

t ransponders, havi t speci fi ties. First, .t | @ t f
RFI D [ afiuis Reraieen Hibuliean Bt opde Rantdie SenFLaiie 7and dhemeod ik rose
serial nunbpRe PrdcB36) (869)ii6 HreRMBAL a BRcEBARRPEhrEYesforUS The PrinfleR! medhed by

copying a public data aréa (825) of the transponder into another simlar
type tratshentigation proigram éadidden hemp qotiential piragyi by dleingnstatedr iadthevigcwk is a

requi renent for rmstvtbeyagl? f " -14 \\D 03/0]1%159 {’C‘I;/fUSO%éZGG 7 RFID

t r anspondet PPRE O ha enﬁ?ﬁ {ORREPF L BRI oA B 'EHATT R Ful i Ble

t ransponge rp?(égrhﬂ Beeobledve® defihg atazdtigiemhialhklpahé psent 4 poteveal Birhie fr@ader
antenna field. Second, the | owcqost RFID transponders preferable has the

abi | ity feeHBingiomEecopsiiucting Bie apthepiicainn alegakm waich Gplaulses  or 83ady, into a
public data arepe(&aimic hfiRle beARSO Alides HASs Y@ GoNndilrd MeSnidfd: Cul ar
enbodi nent is the nedia type information, sincCe no i hedi a types work
on al |l pof wiisroftnygakes suchites paoels ofribbomtisedval the confumabldharsiclel | Eaghtribbbnve node

i1l b licated function ofy and i que i denti.ficati b
of that PIEHERehdaveterrih ody (B el o7 ARG iPoOGerERs i G BN or

progr ammegdy thdek @f hitgial Usaps RAd d@haiding i tétt tHssTR AhtrhifspBRIE medforgt | east
before it Peaves the manufacturer's facility. Both the Philips |*Code and
equi val e#regesghancalogkgdnaseganhunip partiost(tpiratlsl d 0- 10%geafithattheha (s'ysedy Pincg693
standard_gonpl iant 1 6 =F rans Y ct - Ir anmed,
mon- copy iy & o3P Mo oA R aFRR Be s RrRakeR Watore
cor r espomdkdigeaddtdipaitiatiaub@ncareder dasttey &dnbmivally beataectivel Ofluvhese) then t he
chip. Section 4.1 of ]SO 15693 specifies that each conpliant transponder
shal | befl3gfanty bg wad gg/indicatpanyidegion of i@efdent i fi er (U D), which shall be

set permanent| mé%é(rrihg%ﬁh% PR BGEMERT illustAth BTG, sPesd sUGhibEdtPthe
follows: MSB LSB 64 57 56 49 48 1 EO hex I C nfr code | C manuf acturer

seri al npnobessor (865) a list of consumables used (880). A “cassettes used” list is kept with in
each printer. The last 512 cassette serial numbers 7 and their remaining panel count can
be stored in each printer. Should a cassette reappear with a higher value of remaining
panel count than stored in the printer memory, the printer can treat the reloaded cassette
or ribbon roll as if it had an invalid authentication, and not only refuses to use that media
but may lock its transponder into “fully used” status, thus preventing “refilling” of the
used media.

Referring next to FIG. 9, there is shown a specific embodiment of a
communications component mounted on a host device for reading a communications
component on a consumable article. A host device frame (910) is shown. The particular
host device frame (910) here depicted is a plastic card printer frame with the exterior
plastic housing removed. A circuit board (920) is mounted on the particular host device
frame (910). The circuit board (920) includes an antenna (930) for reading a radio
frequency identification transponder (not shown). The antenna (930) on the circuit board
(920) is a transceiver for reading the transponder (not shown) on a consumable article to
be loaded in the host device frame (910). This transceiver is only one embodiment of a
communications component of a mode of reading information stored on a consumable
article. Other examples of communications components include electrical contacts for

completing a circuit, infrared or other light sensors for communicating with an LED or
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The nost significant byte shall be "EO hex, followed by an 8-bit IC

manuf acturer code, which is assigned per |SO 7816-6/ AML. The 48-bit seri al
nunber shablodlboer4assi gned by the identified I C manufact ur @ecT/usn2e&1expect ed
that various manufacturers will produce conpliant |1SO 15693 transponders

wi th factory progr d.serial nunmbers and uni gue nuf acturers' |Ds

regi st eyé’ﬂ el r gﬂe%é.“"tfﬁeseﬁ&%?%{c?’ﬁ‘f@le’selﬁﬁf‘ﬁﬂfgg%‘l‘ﬁar tMEEYS, QF Y | st
of qual!§diﬁ91emu§ﬁﬁtdéhﬁﬁﬁﬁcalt@gsumsig@al.l ncluded as part of the

aut hentication process. Referring still to the specific enbodi mrent of FIG

8, a host devi dene embydiment pfi@egircaitchmardipiitabld 61 prechsingpne (B8, ofghe) f or

br ocessol™ gt ¥R h B g1, 1 Pt G 108 G 18RS 5 0T oblikl et
articl e péowld eFIG € 0Brs @l feedibe. CAlréc@ptatle (T019 s $r8vIAkd ofrid cifduit boad)in

avai l abl e to the processor to. confirmthat an authenticati ng% relationship
-15 WO Othipaigdaremyadgnent e inpluding & pmicrpprogrsser- A destibchyith 58Pt teode x

and the Se7 E inOer s M BRtrbyah RAHErably TREPRBRSRAONAOS) 19

preferably & secure m croprocessor. e printer's ia authentication
pr ogr am pisacibgcbeimgf stawd po4 sachireahicpdpreaeysdoy bei ng stored in the secure

m croprocessor._ The aut hentication program cannot. be read out f.romthe
printer nor carBe}?rﬁ@gp‘}eggﬁ%rﬁﬁg’e 13b§‘5?§§faaﬁtﬁ FWEO%%BUPF&‘?OITHV@C%@“&S to
prevent g mRineft forlmd¥nfiad Onfa @msuASI€aAicld R%hewn! &€ oLl { LET0) IdprloRRied

aut henti cation al gorithmwhich cal culates x for n and é The consumabl e

articl e for ebeimplcpnsumsableiarticlel Agsonegaodinent b consemabls astielsan bef faini t s of
medi a such_as_ panels of ri on e surmb t] ; ch ri bbon
rol | cor &P %aassrg’{bfné %gﬁldgé;%r lﬁigeeg%ead hé%c%&?% hgfH Jn@%?yénﬁog}%n séplien t he

t r anspongsiisumktsie priidlacdn 1o foreekamples agel]l ofifithh femmie rin agantedi alteaibbion drl ags i n
the transponder nenory are reset and | ocked as each unit portjon

(typi cal mgdiags peymd gpopite spaeh (318 uaetenee 132 lérﬂsipcaat%%ltﬁﬁ 8P 5% of
addi ti 0?@'31@?0"1% GRRgLR15R) QAL RRattdInCHeLerR of ARSGIJoE (1310) Br ABkGS reuse
of partially used CoPes or 'cassettes econom cally unattractive. O Course,
the f| agsmvemyntblecatsmdassociatediwitit theasppod€iFlék oln theaidjestrated embodimesnt,i || to

t he enmbodi nent il{SUStméﬁg A.n F%(p 8, there is avai I{abl e.to the processor
(865) a PIGHCre SBIRSURROPLORROSE (WBONS TRNER als SPRER s SHES| 14V i3 Rept
W th in cqaatnibitidhs @bmpdhdht k@ frhnsakRinéRfRabbh Stof&Y dridhe REARGTablowrAEld té Aei I
remai ni ng panel count can be stored in each printer. Should a cassette

r eappear hagt tdéviee hi gher val ue of remaining panel count than stored in the

printer menory ’Retfgr?ing rniegtttg rFIéQPZ/Ul%ﬁE thtepzearg %W&@eﬁ?&%&& 8a part for use

in a consumable article. FIG. 12A is a side orthogonal view of a winding spool (1405).
A winding drum (1410) is provided about which media can be wound, such as ribbon in a
print cartridge for use in a printer or film in a roll of film for use in a camera. A flange
(1415) is associated with the winding drum and can, for example, be attached to one end
of the winding drum. Other configurations are possible and are considered to be
equivalent. A communications component can be mounted on the flange for
communicating with a host device such as a printer or camera.

FIG 12B is an end orthogonal view from the end opposite the flange (1415) on
the winding drum (1410). In the particular embodiment shown, the winding drum (1410)
is hollow, having an interior surface (1420) defining a cavity. FIG. 12C is an end
orthogonal view from the end on which the flange (1415) is mounted. Again visible is
the interior surface (1420) defining the hollow cylindrical cavity found in this particular

embodiment.
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or ribbon roll as if it had an invalid authentication, and not only refuses
to use that nedia but nmay lock its transponder into "fully used" status,
t hus preveotaspg4sssefilling” of the wused nmedia. Referringpagatsor/ecekt G 9,
there is shown a specific enbodinent of a communications conponent nounted

on a host devi for readi ni.cat i ons onent ., on on bl e
article. A hosﬁ&cf%vllngélofﬂrtg:ﬁ é@gmﬁurse 18 ROWH? 2 $¢ ‘°n§ MW glone Cuhg%e[ nga ce
frame (930theMesve siitami i BIG. |1§Aa "n{ea@mdre Cia08) Rdsi AWvaididg dieh (4l &) wWhie agXxt eri or
pl astic hOUSIuﬁ% renoved. A circuit board (920) is nounted on t’he particul ar

host devPuers a%@4@§)1@)0ut whishdnediasuchigs aridpben faa nringeria ddmdar apaesiaa ( 930)
f dj Th
ot enna. (o0 MERPE A FREP S0l Fib Wi RIERAARE, A BebinPAME) The
t r ansponlglow iméricrhoAnlange (¥4 ) renusrebénd cant bechedtto mdent laoeuiedunitatidne host

device frane 910 Thi s t ce| ver y one enbodi t of a

comuni cET meo%\"ﬁgn%ta“o nBaePER e1rea3f‘ ng FﬁtFH}afFater"gﬁgg’E%t’e& 8Fsta
CONSUMBbE Gnmakikitdrs- cogpbﬁénte(l(ml S/chOfs HORFIN LaAdpoRits, BRAYIRNABMed Be! ude
electrical contacts for completing a circuit, infrared or other [ight

sensors the rmteomnﬂfwt (lﬁéo)mwlhcla AOmEDnigAtes With Vi bt 011391415 QDYPQWIISS@QA 26617
the |ike hani cal examl e eI n|c nmeans,
o Cany - seoPRd RRRARRE R e e Cord GishRRT By Suftih [RTRIRRNGSRY Toor° s
circuit Ofived b§yhd iatdrdor Wall of el@Cdpbsll ng one node of the |nvent|on i's shown
in FIG 10A and FIG 10B. FIG 10A is the obverse of the circuit board and
FIG 10B is thekefeviagseow Ao EKapd dctherg 10 1d35closed i c?@h‘?i%lcoﬁlagl*?éncqréwt

board ' N ntsﬁ'ljnablg%Mc'lé:wtﬁénn@%mdéygﬁﬂlﬁ?i Quthérﬁfblgﬁ E'gor%umaﬁfe IQCRPSRbst AS

descri respect e pri I'a aut hentication
progr am dean:er eAe:oahinyabﬂB aitiele (ﬂﬁ@@h pay ewthidal foy expmplacy plomt bbbagcastraiged in a

secure mcro rocessor ng next taq an altern odi nent
of 5 ComAIHTERSHERS SPiobEbr PR SRRl S ToMcA bBHE SRR (HHEVclBS) s

shown.  Acsii@hble bAde (1500pmey BeRde fa0dontagnitdtiods %@ﬁ@ymbl(esw tiisgbeforl N one
enbodi ment the consumabl e article can be, for exanple, a bon cartridge

for use fransmittiogt iefeunaion |ta andoerdezipgodi ¥t t he Oltﬂ)rﬁmhmi!m@ltarithﬁcl e can
oo\ o AR S Shlp oy S 5 TRy 8 S5 BARe B BP0
spool  (twbl&hecifithgopérieg eFirst38R)lowatdshRFID ¢ahgdnddts ome pesfietabily ihéiadspool
(1310) Of[act%try grnoygrammed unique serial number n (1530), which cannot be changed by a user,

or duplicated by copying a public data area (1525) of the transponder into another similar

type transponder. Thus each transponder is uniquely numbered, which is a requirement

for most types of RFID transponders that have an “anti-collision” protocol enabling

multiple transponders to be differentiated when all are seen in the RFID reader antenna

field.

Second, the low-cost type of RFID transponders can preferably have the ability

to one-time write (or write and lock) data values, x and y, into a public data area (1525) of

the transponder. The value y in this particular embodiment is the media type information,

since not all medias work on all printer types. The non-zero data value, x, for this

illustrative mode will be a complicated function of y and the unique identification number

n of that transponder. The value x in this depicted example can be factory programmed

into the transponder at the time the media is made, or at least before it leaves the

manufacturer’s warehouse.

Also shown is a host device (1550), which includes a communication

component (1555, 1560) for reading the values of n, x, and y stored on the consumable
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conveni ent | ocation associated with the spool (1310). In the illustrated
enbodi nent, conductive strips (1330) disposed on the flange in concentric
ri ngs serwe d®1®|s9 conmuni cati ons conponent to transmt i nfrommesbe/ess13t or ed
on the consumable article to a host device. Referring next to FIG

12A- 12D, there, are. sh veral views of a.part for use in consunabl e
artiolo MHEE ADiSceSOr 63T i el Gt iored¥n 2 SonayhaBir iR 2
wi ndi ng  shidiean(dsé @)auttenficAondanctRiaqUE 70)hF gi7, OBd iy Pavaidablbéo Weitdcesseab as

ribbon in a print cartridge for use in a printer or filmin a roll of film
for use ¢onfamcthaearnautherfticangereldtibasisp exstsalxtwedmtheduttientcatioe catlediand dr um

and can, ,for .exanpl e, be attached to.,one.end of t i ndi,ng dr O her
ot + oo e RAber 287 pRuhEhA BheeSuRenfe passtest HEcSLam Hedhte Tor
C_OmTUHi Coel I d&ﬁéﬁ)mﬂhy%%rﬁﬂgim&Witﬁdh@ﬂlo&th&vide&ﬂﬂﬁ BQ{ corRRiRdRERL | Ng
Wi th a host device such as a printer or canera. FIG 12B is an end

or t hogonehanpeldhs9%) omch e a aplavask poa telesommuniqagipgfelink1 415) on  the wi ndi ng

drum (1410), | nrd NS0 e SEROAITIRBORAE, 159 16 RAERD 1 W4 10)

is hollow, having an 1 nterior sur g a cavity. 12C is
an end of darhiggdnaddiajisevh s pamelshd ribbdn,asedvon tlie ¢cdnsuhbtdea gaic{el 4A&ch rilbonount ed.
Again visible is the interiqr surface 420) def t.he, hol | ow

euli ndr i Tl Oore o7 CgsSPER AR PRI e USesh 9REs. il memRbhLaemeRts in theygsPeades1 0450

PCT/ US02k 286 atk oBﬁfe%]garﬁgage,raawr&ﬂaiﬁingmédapc%rnl@?gigé 8 ﬁﬁé‘ﬂ%p@n&??ﬁénﬂﬂ I view

along cut I'ine A-A of the view shown in Fl The spindle (1405) has a

wi ndi ng ednuhe ( tese0pndiilodkedras easheportion (wpwally 495)5%kbofithashnedha nedised. such as

a ribbon,for a printer.or fid or, canera ,.can he a d. JAn interior
urt oo Badpes oty § ikindim i TR OF ARURET et oo IR rAIoRREESy o ARt et or
A 1l angecdsidtkSihiPmalaReensdf padiale ustdedrdsdr ddettesacoumnuall CatattedtSive.
conponent, such as an RFID transponder. I n an alternate embodi nent, a first

communi cat i ons Referpagetit] FiGaoy, thetrcit avpilable fnl thetMrasrspRinte?) Aeist id
rount ed Ohsuhllc DAY {1380 UA' A8 cliddally 11801500 FWH&HB'(I%?):&% T\%t1§gtt5?9 host

device by nmeans o second conmuni cati on conponent t shown sposed
axi al | y widssdtienseriab nhmbésw @adithgir retedinmgdpdny! thwentian¢ stdred imabdh pfintehe

i E TN AT RETEEE e R
article pfint@r MBMbry, the printer treats the reloaded cassette or ribbon roll as if it had an invalid
authentication, and not only refuses to use that media but locks its transponder into “fully
used” status.

Implementation of the above described method and apparatus includes repeated
operations of the form A", where M and N are both large prime numbers. When M and N
are both large prime numbers, then M" can be theoretically become hundreds of digits (or
bits). To better implement the above described authentication algorithm, a method has
been derived that allows both A" to be quickly evaluated in a small microprocessor and
restrict the number of bits to twice the length of Q.

As an example, assume that M<< () and Q) is 64 bits, so that a 64-bit times 64-
bit multiply (128-bit result) is all that is required. This example is offered by way of
illustration, and other embodiments are possible.

Let N be defined as a 64-bit binary number, which is some function of 7 and y:

6
N(n,y)= 6020 +0121 +...+C63263 = ZciZi Equation 1

i=0
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device. A consumable article (1500) may include, for exanple, a print

ri bbon cartridge having a source spool (1505), a take-up spool (1510), and
a brace nwobBn1¢45915). The consunable article (1500) nay POTOlSOle66a7
comuni cati ons conponent (1520, 1535) for transmitting information to a

host devjce. (1550). In one enbodi nent, .the .co nj catio onponent (1520,
1535) O it Fiseaicentd RRERBT SURERIS T ey Sob st FRVR Bper i oo,
First, thevl gost RFID transponders can preferably include a factory
programed uni que serial nunber n (1530), which cannot be changed by a
user, or duplicated by copyingyva publ.d.c. data ‘a2( 1525) of the
transponder into another simtar ~tType transpofider. Thus each transponder
is uniquely nunbered, which ij{@_gf?ﬁéﬁenent for most types of REdpation2
transponders that have an "antt - cal 1on" protocol enabling multiple
transponders to be differentiated When all are seen in the RFID reader

ant enna yiti : : r n

pr ef er abP%lhgg@gtr?ﬁée}Bg%ltﬁol}l{& gwt?‘éﬁeo%ﬁgétﬁlyngp WI@ {3? leé(a(%?rbtevt\"/re ?ltﬁ g@ggghg gg:éﬁ) dat a
val ues, Memail ¥y, into a public data area (1525) of the transponder. The
value y in this particular enbodinment is the nedia_ type information, _since
not alil nedias work on al | (pxdymede F((gawdcrnd medr)Bodr dat a val ue Edratigny}
this iIIua&rathv nnde.wﬁ[l be a conplicated function ofy and the unique
i dent i fi CRPYUIS HEAEBPAYF9F t hat transponder. The value x in this depicted
exanmpl e can be factory progranmed ipt®, the\transponder at the tine the
media is made, or at |east méfomﬂgj#Ehﬁ é%%nmhgzmadgﬁacturer's waivehtbersé.
Al so shown is a host device (1550), ch includes a conmuni cation
conponen# 91555, 1560) for reading the values of n, x, and y stored on the
consumabl&"M8 18 WD 03/ 019459 PCT/ US02/ 26617 article. A processor (1565)
can receive the information stored-,on e umabl e article and .

an aut hentication function (1570) E?W&B?x}%?ggvailable to the progg@ggﬁffo
confirmfhat an authenticating relationship exists between the

aut hentication code x and the serial nunber n and the nedia type code y.
The processor (1565) can be renpte from ﬁTe host devi ce and may )
conmuni cate with the host devic¥ 't Bealgh| bl &dmadéd cations  channelBQatyng
such as a network or a tel ecommunications®tirnk. The consumable article

pr ef erabtxcﬂteﬁﬁqd&%&ggﬁée&ﬁégea@shg thBcCRhCeath iDURRET orqf uUnits of nedia,

such as panel's of rib , use n the consumabl e article. Each ribbon
if ¢, =0 then 7, =M% modQ =M°modQ =1 '

if ¢, =1 then T, =M% mod(Q =M? modQ

1

Equation 7

The up to 64 values of 7; for ¢; = 1 can be either be previously calculated and stored in a

table or can be sequentially evaluated. Using this table or these calculated values for 7;,
the value of M" mod(Jcan be evaluated progressively. Let P; be the partial product at

each stage, i, from 1 to 63. Calculating in a recursive, pair-wise manner:
B, =(f,xT)modQ

P, = (P xT,)modQ Equation 8

F = (Pi—l X ];)mOdQ
until
M" modQ =P, = (P, xT,)modQ Equation 9

Using the fact that when ¢; = 0 then 7; = 1 cuts the number of 64x64 bit multiplication

operations by 50% on the average. In order to implement the security system described
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roll core or cassette can only be used once. O her nenory elenments in the

transponder keep track of nedia usage, and remaining nedia count. Flags in
t he transwond@nossenory can be reset and | ocked as each pecmwmo2@ésypi cally
10-15% of that nedia is used. Because only a maxi num of 15% of additi onal

media c be rel oaded on the core ar as ie, IS makes reuse_of.

parti al ?@“ e O\BBYeéstﬂSYF Temaigs @i negd g‘&roang‘ﬁ% %‘g‘i’lty’l%ﬁl& ér%ﬁtkf’é‘.onlief%%‘htng
still Flgmbed, there is available to the processor (1565) a |ist of
consumabl es used (1580). A "cassettes used” list is kept in each printer.
The last 512 das<eth eof thersteps abovebehen @ =ahda tddsition effiormi (#ympd @8I mesbunt ar e
stored in each printer. Should a cassette reappear, wth a higher val ue of
remai ni ke perfmedouNermallynthis isydameiby ammtegsy jongedivigiongnerationgo didnihey
treats Fiﬁ?e[g%ﬁlré}ﬁﬂﬁ%’er?aﬁ&fet&sé’% fel RARR fie! Jiivi%ﬁr p’is' {ij Sdr 38 HildVilal fe

aut henti cati on, and not only f efuses to Use that media but 1ocks its

t r anspondieidend /0 is' dfubrdyr 128skith; a prest membempl shifie ahdsutdracobpdrhténa bmse be
descri bed t hod and apparatus includes repeated operations of the form
MA  wher BT rﬁ’ﬁg- N are both large prime nunbers. Wen Mand N are both

| arge prime nunfebgiert idlenfint th@RediRity RENEMRtdRaited Re6AMR MbtAEd eRe Bf
digits (or bits). To better inplenent the above descri bed aut henti cati on

al gor i t happreximatehodo kianss fassesrtharelong elavisinmhas beesvdeveloped. MAssune that Guisckl y
eval uat e&l isnn% senall m croprocessor and restrict the nunber of bits to
tw ce theQ%ngtth of Q As an exanple, assune that Mk< Q and Qis 64 bits,
so that a 64-bit times 64- bit rglzti"pJ,iy, ek bikbrresul t) is all thpktib®$10
required. This exanple is offered by way of illustration, and other
enbodi nent s ar ertoafidtles the MersbhiePrigk indabens of féfr Pt L1 bBugrip (Wiv@), whi ch
is some function of n and y: 63 N(n, y) = co2 +cl12' +. ..+C63263 = "c;2'
Equat i oncah b accural€y \a@inaed (9468, theTintggedmaeatof tha division apgetionhthesach c;
represenﬁtb‘%I succgssi ve bli r%%re% g'lgﬁl tc?b Substituting the above into M
yi el ds: MRIERECT AP °1Y °° HTH3P8S" 2Y'Mp30C 2~ 63 Equation 2 M = ~M, 2,
WmodQ =W -0 x (W div Q) Equation 11

The integer quotient of the division operation can be estimated as follows.

First, write the equivalence

WdivQ = int( 2nW kj Equation 12

Multiplying both the numerator and denominator of the right side by 2™ yields
27"W

1-27"k

Because Q is typically larger (here on the order of n ~ 63 bits), then (27 k) << 1

WdivQ =int Equation 13

and the denominator in Equation 14 can be expanded using the infinite series

L > Equation 14
1 —u =0

Substituting Equation 14 into Equation 13 yields:
i=0

WdivQ = int (2’" wy (™" k)’) Equation 15

Evaluating the first few terms of Equation 15 reveals that
W div Q ~int (2'"W +W kW + 27KW +.. ) Equation 16
Knowing the maximum values of », k, and W, one can evaluate the terms of

Equation 16 until the first term is found which is sufficiently small (such as less than ')
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=0 Using this transformation of M\, the equation MN nod Q can be
evaluated using the lemm: (a x b) nod ¢ =[(a nod ¢) x (b nod ¢c)] nod c
Equati on WO dpp4p9 ng this | emma yields: 61 MN nod Q = (M 2CT)usneléenndQ
Equation 4 (fI Letting Ti = (M&2' )nodQ Equati on 5 t hen 63 I\/N rmd Q=1fJ

Ti nodQ Eg on 6. i=o.Fach term T can now be evy ted usi fact
Chat - enctp et fi&her erias Nl apt affcct e oteger ppAinge Al Stydusnt Hgls i by mod O
=1 Equat éxﬁﬂle? THes€ termjs thi¥ewilll not aitd¥t tie vAIRE oftie Mte?ger HloQ 55|ﬂethb'rp be0 64
values of T for c; = can be either be previously cal cu ated and stored in

a tabl e5&5¢lymr¢$bln§bq@@maﬂanIoquvﬁioudtﬁed Using this table or these

cal cul ated values for Ti val,ue, of e evalu
progressively. LiE&ra © % Qhaélggca |b§l °h8§68d;8 H?tg@q%aggrbh §?%§éges aherf ?'&% lto
63. Cal cylfat tdtphsi THs FREHSdSINVRIcuR@ing IWrrﬁﬂQTI})M\QE in Bractigd to¥d mhip€iResP2 =(P,
xT2) modQ Equation 8 P,.=(P_, xT,.)nodQ unti | IVN nodQ = P63 - (P62

xTG3) nodfasegthan ifioding 1Usy }oggtdheswladtreqtllyat Wnen c; =0then T, =1 cuts the
e O, OO e SR B LA SRR oS 1
PCT/ USO2¢at6pinimunicate by an optical couphng Other examples include electrical contracts and
magnetic read-write heads. This invention is not limited to any of the particular
exemplary modes of communication between the consumable and the host enumerated in
this description, and the claims below are intended to cover any suitable mode of
communication.

Whereas the invention has been described as being preferably applied to a
media processing system in the form of a thermal transfer printer, the invention has equal
applicability to thermal printers, such as described in US patents 5,266,968 and
5,455,617, photoprocessing apparatus, such as described in US patent 6,106,166,
photographic cameras, such as described in US patent 6,173,119, X-ray cameras, such as
described in US patent 5,428,659, ink jet printers, laser printers, and the like. Whereas the
invention has been depicted as applied to a media processing system wherein the media
assembly and media processing system communicate wirelessly, the invention is also
readily adapted for use in systems wherein the media assembly and media processing
system communicate by a wired connection, as shown in US patents 5,266,968 and
5,455,617.

Specific embodiments of the present method and apparatus have been described
for the purpose of illustrating the manner in which the invention may be made and used.
It should be understood that implementation of other variations and modifications of the
invention and its various aspects will be apparent to those skilled in the art, and that the
invention is not limited by the specific embodiments described. It is therefore
contemplated to cover by the present invention any and all modifications, variations, or
equivalents that fall within the true spirit and scope of the basic underlying principles

disclosed and claimed herein.
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herein, however, there remains a need for a fast 64-bit nodul o Q operation
on a 128-bit nunber. For each of the steps above when c; = 1 a reduction
of form (WOmA1@r9 nust be perfornmed. Normally, this is deoaa/usp2/a6617 nt eger

| ong division operation to find the integer remainder. In the case here,
where the divisor Qis of order 64 @gHigggﬂ dividend Wis of order 128
bits, a great nunber of shift and subt ations nmust be perforned.
To bettercLaplfenent the security system described herein, a method that is
approximately 20 tinmes faster than |ong division has been devel oped. Assune

that Qi chosen to pe = 2" - where k << 2" Equatign 1 This

i ncl udesft h %?‘5%‘?{}?&8@} &woﬁg‘?@é‘%}mfﬂﬁmﬁ&lmle inga &'ﬁ’lﬁ‘ie;t efme((%m vQ can be
accurately estinmated (that js, the integer quotient of the division
operation) t98Wristngehe 8gps Mfder can easily be easily found by: Wnod Q= W Q
x (Wi vQ Equation 11 The integer quotient of the division operation can
be esti mat edeadingfapl ideniication sumbepsiored etideedislasal ence r 1 Wdiv Q = intl 2
WKk) Equation 12 Miltiplying both the nunerator and denom nator of the

ri ght side bsadihg anydueietiicafiodinumBerstoret oA theartélEquat i on 13 1-2-"k Because Q
is typically larger (here on the order of n - 63 bits), then (2-n k) << 1

and the dengsiefiainig dninf@tubhibenbakéd aFlBasheh parpengiedddasifiogidnberi nite
series 1 = EU' Equation 14 1-U ;=0 Substituting Equation 14 into Equation

13 yi el ds: L an duffentcatibh fyrcfion KJ the FiEhiBPerks calchl Evﬁldﬂﬂ;tdtng the first
few terns o}%@i‘:ﬁ‘ tainc?n 1% raelvegfs ?%at \elvlﬁgilﬁv Jib?ent ?5?.9 \7V+w2 W +2- 3nkVW
+...) Equation 16 eK,novm' ng the maxi num val ues of n, k, and W one can

eval uate the t H}sb{jf Equation 16 until the first termis found which is

sufficiently smal uch as. ] ess than 1/ 2 L
%ete%n&ng(tiat tpne artlc{eeis authentﬂ: only 2f the authentication number

corresponds to the output number; and
permitting use of the article in the device if the article is authentic, and disabling use

of the article in the device if the article is not authentic.

2. The authentication method according to claim 1 wherein the authentication function

is an encryption transformation of the input number.

3.  The authentication method according to claim 1 further comprising the step of

reading a media type number stored on the article.

4.  The authentication method according to claim 3 further comprising the step of

determining the input number based at least in part on the media type number.

5. The authentication method according to claim 2 wherein the step of applying the
encryption transformation further comprises the steps of:
providing a first prime number, Q;
providing a second prime number, M,
the second prime number being a primitive element of the prime Galois Field of the

first prime number; and
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-21 WO 03/019459 PCT/ US02/ 26617 so that further ternms will not affect the
i nteger portion since all subsequent terns will be smaller. These terns

t hat wi | IwoaBoadssect the val ue of the integer portion canpcrarsobescizaf el y
ignored in the evaluation of Equation 16. In practice, W Q and k can be
chosen so tha uat on 16 conver ges,.af nl a fewterns. This nethod
of cal cul atl%&@ 'd"BP‘(’)t\ﬂélén eﬁa%f’éqf?g etlh?go lavany tines faster than
finding it by long division dirg As anot her exanple of an alternate
embodi nent, the coW§BWﬁBW@méﬁaAtﬁ@3ﬁ6%ﬂ”‘%%NW%QWﬁﬁﬂﬁéaﬂ@eby an optica
coupl i ng. Clher exanpl es include electrical contracts and magnetic

read-wige hﬁ?éja%the-ﬁﬂbéldnrlﬂéﬂéd 8ot End '@t cldi @vﬁ&einoch@%?/ oHIi Hl% bkt cul ar

exenpl ary nodes of conmuni cati on between the consuma t he host

enuner at ed 110 oLl - AFSEIIRL 100 AR g, 5lel %gte?ﬁlagvan@e%ﬁ'cqqntdgp@gggnt0 cover

any suitabl €° comuni C ereds® nve

descri bed as bein referably ied to.a ne roces mlnthe
form of & HETHET Ik REFBFO byandiBe SSombrimle B Prs RACCaBaLoTe dBliofeabl 1 1 (y
to thermal printers, such as _described in US patents 5,266, 968 and

5, 455, 617, phefissPEEEISINGT BpErlat us, such as described in US pat ent
6, 106, 166, phot ographi c caneras, such as described in US patent 6,173,119,

X-ray Cafier fe agiH&licaton ﬁ'l@ﬁx%& 'al?&ﬁdnhé' thé‘laB% GHeretn dtrmfintg th@&.mg@tt printers,

| aser printers, and the [1ke. Wereas the invention has been depicted as

applied to @yﬁﬁ%ﬁ? ﬂﬁ%§§%§%th&%éiq3Mhereln the nedia assenbly and nedia

processi ng essly the invention is also readily
adapted for use.in systenﬁ rejn the nedia assenbly and nedia processing
syst em commihieializingia partig P&HF lection, as shown in US patents 5, 266, 968
and 5, 455,617. Specific enbodlnents of the present method and apparatus
have been descri betttifgor mukiplisuegyekie the sqcppdBEmgmpmget,he nanner in whi ch
the invention may be nade and used. |t should be understood that

i npl enent ati on of settinerthe partiat prodsct znehl no diffithe keastorgnifddant bi of thevemiti on and
its various aspects will be apparent to those skilled in the art, and that
the inventi onurhiseri®équal tid;ed by the specific enbodi nents described. It is
therefore contenplated to cover by the present invention any and al

nodi fications, var t I ue spirit
and scope of t he b%???ﬂﬁﬁ83?5§?§8H%¥§#§?%ﬁﬁgmﬁ&pﬁé”ﬁO*méﬁk““&ﬁﬁ“ﬁé

number if the least significant bit of the input number is equal to 1;
b) from the least significant bit to the most significant bit of the input number, for
each such bit, iteratively evaluating the partial product by:
doubling the multiplier;
resetting the partial product equal to the prior partial product modulo the
first prime number if a next unevaluated bit of the input number is equal to 0;
resetting the partial product equal to (a) the prior partial product times the
modulo of the multiplier over the second prime number (b) modulo the second
prime number, if said next unevaluated bit of the input number is equal to 1; and
¢) concluding said iterative evaluation of the partial product after evaluating the

partial product for the most significant bit of the input number.

8.  The authentication method according to claim 1 further comprising the steps of:
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di scl osed and clainmed herein. -22 WO 03/019459 PCT/ US02/26617 |IN THE
CLAIMS | CLAIM 1. An authentication nethod for authenticating an article
in a deviwe,o3theseret hod conprising the steps of readi ng @&cTid®obésii7 cation
nunber stored on the article; reading an authentication nunber stored on
the article; determni an.i npu unber, bas at, | east j.n part .on the
dent1 11 cat BNV SHORBEPUACE ST theRicle, MG hien Fordip FedfoPRuead BrBe 0oV | nput
nunber to cal culate an qutput . hunber; determning that the article is

aut hent i ¢ oRF§oqicaliyppdatingahirticletuseas valnea the cyntes apiisdstialeisised But put
nunber; and permtting use of the article in the device if the article is
aut henti c, and refleciiahientgnisfaisage ontdepletion pEihe article;he device if the article
is not authentic. 2. The authentication nethod according to claim1l wherein
t he aut hent reairigothe hitivhd wsage vilse Bytherderigpt i on transformati on of the input
nunber. 3. The authentication nmethod according to claim1 further

conpri si ng YbRruin®M: Mht the GARITS adthBRY Ghly WREe MrdaolResagel iR s greatdnehaar ti cl e.
4. The authentication nmethod according to claim3 further conprising the

step of detern QM.Agedllfed YA apgber based at least in part on the nedia
type numnber. STHﬁPﬁe gut ﬁeentl cétalﬂon met hod according to claim2 wherein the

sten of appltl iitNRe PRI Sk LETEL QORISR L NROSE SOBLLERE e ot eps

of providinﬁ_ ri‘me nunoer, Qg ng econd pr unber, M
e e 0 e RS B PEAT LS, SRRt L prLe, o s el
cal cul ating the output nunber according to the fornula: output nunmber = M
MDD Q  wher erfd fithdnfi€atidhRHéth&d BRBEding to claim 8 further comprising the steps of:
providing a table accessible by the device, the table containing the identification
numbers corresponding to a plurality of the articles used in the device;
each identification number having an associated entry in the table corresponding to
a last read article usage value of each article used in the device;
determining that the article installed in the device is authentic only if its article
usage value is less than the last read article usage value for the corresponding
identification number in the table; and

permitting use of the article in the device if the article is authentic, and disabling use

of the article in the device if the article is not authentic

10. The authentication method according to claim 1 further comprising the step of
mounting an RFID transponder on the article wherein the identification number and

the authentication number are stored in the RFID transponder.

11. The authentication method according to claim 1 further comprising the step of

mounting an RFID transceiver on the device.

12. A device configured to authenticate an article installable in the device, the device

comprising;
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6. The authentication nmethod according to claim5 wherein the second prine
nunber is selected such that the second prine nunber is greater than O,

t he seconwopsion®ss nunber is not equal to 1, and the secondcurisom26sunber is
not equal to one-half of, the first prime nunber mnus 1. 7. The

aut henti cati on t hod according to.claim5 wherein determ ning the out put
number furthaerreag%rf%??tgé? ”teﬁga‘é%éﬁtéﬁ ion pumper §tofed op %{“g&rt{h? al product by:
setting a nultiplier equal to the second prinme nunber; setting the partial
product equal tdgntifipgtionumberserraspeiding oanidentification ofghe agsigle; nunber i s
equal to O; setting the partial product equal to the multiplier nodulo the
first pri methemgadesfusitlfer adapt¢dtagtadimmitiiantigationgiumbef stoted anrtpejartislenber i s
equal to 1; b) fromthe least significant bit to the nost significant bit

of the inputa membeyrof thodevieaedntainiad alkbipuiet progtdny ebnfigavel toatansfyrdh filee par ti al
product by: doubling the nultiplier; resetting the partial product equal to

the prior parti@htiREQBAGunbRAM®at B&put dunier Bid E8npiddRoutfut AumBito
uneval uated bit of the input nunber is equal to O; resetting the parti al

product equal he. pr ial product tines the nodul o of the
mul tiplier ove&&t#?egégﬁwg%ﬁbﬁg%hgmer (b) nmodul o the second prine

nunber, if said next.uneval uate i t.of the input .nunb is equal to 1; and
c) concl udi ntgeéﬁi"ﬁex?ﬁe‘égr%ﬁ{%}‘ﬁ" t\ef(gf) §tlft§ﬁ OBQ)UM art ?%a?%r%auct after

eval uating the partial product for. the st significant bit of the input
number. 8. The *&HERAHPREAIMBS. HRERBASEO d’ifﬁlﬁjg Hthe B81ifs 8 RegRitedal the
conprising the steps of -24 WO 03/019459 PCT/ US02/ 26617 providing a
count er on t heagiclq iglauthentire asduset aftheartitle du thedlevige benat pgemitigd tfiibe devi ce;
periodically updating an article usage value in the counter as the article
is used to ref hakle @morattisticof usage or depletion of the article; reading
the article usage value by the device; determning that the article is

t henti if. th ticle. | i : t h det i ned
ool b Lol bl RoRb Gl PR B e foe Btk mefu RS,
aut hent i é:évi&nd di sabling use '

14. The device according to claim 12 wherein the computer program that transforms the
identification number into an output number comprises:
a preparatory computer program in a memory of the device configured to transform
the identification number into an intermediate number;
an encryption computer program in a memory of the device configured to encrypt
the intermediate number to provide the output number; and
wherein the output number is compared to the authentication number to determine

the authenticity of the article in the device.

15. The device according to claim 14 in which the preparatory computer program
performs a one-to-one transform so that the intermediate number is equal to the

identification number.

16. The device according to claim 12 wherein the reader is configured to read a media

type number stored on the article.
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of the article in the device if the article is not authentic. 9. The
aut hentication nethod according to claim8 further conprising the steps of
provi di ngwa Baln4s9 accessi bl e by the device, the tabl e contraiTnisog24dche
identification nunbers corresponding to a plurality of the articles used

in the dﬁli . _each ider(’itifti c{ati gg r}]unbe@‘ havi ng an associ at ed e{rétry in the
tabl e cof respShth'Hy e RE'ASE P edd" &t TT L1 TRRAGENIPRIETMIFRIEN DIt i ¢l e
used in the device, determ ning.that the %I,ticle installed in the device is
aut henti ¢ oniype pymberaas dpput & %al%l.%tsg@ iptermediate nLEEEr- t han the |ast read
article usage value for the corresponding identification nunber in the
table; angl perdQd,iden@cstafmgb clahif 1@rv&He%iﬁ_tHe%nE@EtiQ@Hérgﬁatéxf prop@nAkticle is
aut hentic, and disabling use of the article i'n the device I'f the article
is not authenti.G T I i i ¢l al further
conpri sing t%glkag?eédgngfcla%@gt%\? %ﬁ%ﬁlg%{ewbﬁﬁ %2%6%%%@? gcs)n t hgrlglre?{luﬁbéerv\her ein
the identification,nunber d. .the authentjcation n er are stored in the
RFI D 1+ anspdited © the PORRESLHIE inHAeald THHE Mg R AR RE PEmEal m 1
further conprising the step of nounting an RFID transceiver on the device.
12. A deyy.ceTlenddvicguicestding tavlaiienBivdeiein the sacdndqriend mehisdr livdeleztddutine
device, the device conprising: -25 WO 03/019459 PCT/ US02/ 26617 a reader

adapted to rgachaeco®plimkinttbeP} gdsiiehansd WL prithe Alihb&!i€nott he.
identification nunber corresponding to an identification of the article;

t he reader f r r t ' ' on the
article; a nee%ﬂé 10?9 (fﬁitg%g%ow@éﬁgegrh%eg#n%?gal%:ag?rép% S}Fﬁg&gg{reﬁnét%ﬁ% gured to
transformthe .identifjcation nunber into an output nunber and conpare the
out put numbeM RS MBS Lyt henti cation number; and the article being

aut henticated only if the output nunber is equal to the authentication
number, ph1erehddeviR adtortiing tachirk |18 wherdimthedauiypeon &r@ﬁméﬁ progdm f the
article is authentic, and use of the article in the device I's not permtted

if the artigngited iRQlcoRipbleRddsble MdiulBirdieNEsfpResor ding to claim 12
wherein the reader is a transcelver nounted on the device.

a) a computer program initialization code segment that
(1) sets a multiplier equal to the second prime number;
(ii) sets the partial product equal to 1 if the least significant bit of the
intermediate number is equal to 0;
(iii) sets the partial product equal to the multiplier modulo the first prime
number if the least significant bit of the intermediate number is equal to 1;

b) a computer program partial product evaluation code segment that evaluates the partial
product iteratively from the least significant bit of the intermediate number to the
most significant bit of the intermediate number by

(i) doubling the multiplier;
(ii) resetting the partial product equal to the prior partial product modulo the
first prime number if a next unevaluated bit of the intermediate number is equal to

O.

3
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14. The device according to claim 12 wherein the conputer programthat
transforns the identification nunber into an output nunber conprises: a
pr epar at owQ osomgast er programin a nenory of the device com'tirglsnmlsalb
transform the identification nunber into an internedi ate nunber;

The | nt ermedi At VRt %ﬁ'%%gg%“}%b?faﬁgﬁ‘%éﬁl R ?"f‘eﬁ%é“*‘?ﬁ%ﬁ@%ﬁé{%ﬁﬁﬂ? S
mb h h
aut hont i ci 1y BPORETIN FaliienEr BB e (voddo BB ithg (o

claim14 in which the preparatory conputer program _perforns, a one t o- one
transform so PREE s i idvset wicvalg nﬁ%ﬁ&et qféheelatfameciletetrwglber geavaltpcat i on
nunber. 16. The device according to claim 12 wherein the reader is
configured tolread a nmedia type nunber stored on the article. -26 WD

03/ 019459 PCT/ US02/ 26617 17. The device according to claim 15 wherein the
pr epar at ortgripinags amiteragee évatuanva ofitHe\ppaiah prddact afier evahudting ohecgdrigall at e t he

i nternedi ate nunber. 18. The device according to claim 14 wherein the
encrypti on ¢estuet &rrd3pAdlidfoithe meSMighifiQdt bib ofthe AitBeiaté Radd! sdredi um
that calculates (a) a second prine nunber raised to the power of the

mterrrpdg)a(%&pa{ 't}’;éeﬁn(ap?) b&&ﬁgfh'é%tll ghﬁ;gbé}unber 19. The device

accordin alm 18 erelin the sec prinme nunber is selected such
that the second prinme nunber is greater than O, the second prine nunber is
not equdl. tDheldevinedicedrdingde clatin ﬁﬂlﬁmhmummemsmgamnoemfmlstqrmg@rteblhalf of ,
the first prime nunber mnus 1. 20. The device according to claim18

wher ei n t he wifle aiy piitrpfor @achbit eff the imehrdiatenirhtar thel comeras oDNpehtey beiagdabl e
medi um further conprises: a) a conputer programinitialization code segnent

that (i) setegual tdhd mbltipBier &3 oﬁd%gttlaﬁhai%ﬁoﬂl@dﬂbltﬁ@ﬁr@tlﬁﬂﬂ% nubér) sets the
partial product equal to 1 if the |east S|gn|f|cant bit of the

i nternedi ate number is equal to O; Véh@ sets the partial product equal to
t he nul t23l |’5he¢ﬁyef@|a@cqrﬁ@gftw1§tm92 reim theisemppter pragrame iisdudss geder i cant bi t
of the internedi ate nunber is equal to 1,

configured to produce a plurality of output numbers, and wherein the article is

authenticated only if one of the plurality of output numbers is equal to the
authentication number.

23. The device according to claim 12 further including a counter on the article, the
counter configured to be read be the device wherein the reader reads an article
usage value in the counter, the article usage value reflecting an extent of usage or

depletion of the article.
24. The device according to claim 12 wherein the memory further includes

a table accessible by the device, the table containing the identification numbers

corresponding to a plurality of the articles used in the device; and

each identification number having an associated entry in the table corresponding to a
last read article usage value of each article used in the device, and wherein the computer

program determines that the article installed in the device is authentic only if its article
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b) a conputer program partial product eval uation code segnent that

eval uates the partial product iteratively fromthe |east significant bit

of the inverwmwa4as e nunber to the nost significant bit offcrhesor/ndeer medi at e
nunber by (i) doubling the multiplier; (ii) resetting the partial product
equal to the prior tial odyct. nodul o the. first pri nunber if a next
uneval uat®Ec eb‘f‘e%)sﬁéa‘}‘%Fé%fr{aec‘#&F&@‘Eﬁﬁ%"e}’al}‘%f"é&Efaﬁoriegpc’"g?“g- 27 WD 03/ 019459
PCT/ US02/ 26617 . (iii) resetting the parti al ‘?rod_uct, equal . to téa) the prior
partial SeBdiration nywRerindheghls ndpermpgusa ofitheartigle iptherdevics 1Kbe 8l | ne
nunber (b) nodul o the second prinme nunber, if said next uneval uated bit of
t he i nt ersastheatieanidibablesiuse efjihalarticde intthe dgviceaif therpatide isanpt jatbertid. ve

eval uation of the partial product after evaluating the partial product

correspondi ng LQQi £ it e 1 . i - nunber; and
d) out pu?g {Ah}é‘;s? fi%\ta}ﬁ’ee %&??P%Fqg?‘%ﬁ‘?{&%% htaﬁtgél%ggep}ﬁ Spplg\%%érgnﬂ%%x&?he devi ce
according to claim 20, .further .conprisi a nory for storing a table wth
an entry formeasforyegdipg ag nﬁ‘ﬁ‘f%‘r"ﬁé‘ﬂ?’g?@t?fgﬁﬁgﬁe ¥Hdecontents of the entry
being equal to the nultiplier corresponding to that bit, nodulo the first
pri me numbermeans formeadipgan awhentication prynkes stored o the alficésiei n t he conput er
program i ncludes code configured to produce a plurality of output nunbers,
and wher ei n means dort detdraninisg aminphbmembestbesedanloastiin parendle daetifgationl i ty of
out put nunbers is equal to the authentication nunber. 23. The device
according to chamberl2 further including a counter on the article, the
counter configured to be read by the device wherein the reader reads an
article usageN@bplying HifafRinficion fih&icat kitd iBpuSREfey &) theculfE beCting an
extent of usage or depletion of the article. 24. The device according to
claim 12 wherei fggory further includes a table accessible by the

devi ce, the talgPtng@lnt alhing the identification nunbers corresponding to a
plurality of the_articles used.in the.device: and.each,identificatjion
Punber havi geetn rdeEmima R e riclE saitietfs o B0 PRENHATROS BOEDLT D,

read article usage value of each arti clg used in the device, and wherein

t he conput er corresponds to the output number; an

means for permitting use of the article in the device if the article is authentic, and

disabling use of the article in the device if the article is not authentic.

26. An article adapted to be authenticated by a host device, the article comprising a
memory system configured to store a first predetermined number and an
authentication number, the first predetermined number corresponding to an

identification of the article.

27. The article according to claim 26 wherein the authentication number is calculated by

applying an authentication algorithm to the first predetermined number.

28 The article according to claim 27 wherein the predetermined number is a unique,

factory installed serial number.

29. The article according to claim 26 wherein the authentication number is calculated
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program determnes that the article installed in the device is authentic
only if its article -28 WO 03/019459 PCT/ US02/ 26617 usage value is |ess
t han t he wast/oissad article usage value for the correspondiPag/us2/26617
identification nunber in the table, and permts use of the article in the

device if themgiticllst i§ aq} entic and di sables use of the article in the
device if tREVA!PE &SSP ™ henti c. 25. A host device confi gured to

aut henticate an_article, the host iﬁyi ce conprising: neans for reading an
identificatPBH”%H&B@WK§9@98W‘HW3FH article; nmeans for reading an

aut henticati on nunber stored on the article; nmeans for determ ning an input
number bas ethestecorsbprime nupbgrtbeing a pramitiye glepfentof the arimg (Fadeis Figkd ahdes or

appl yi ng an aut hentication function to the input nunber to cal cul ate an

out put nunber; firsteprimé oumblef &rdri ni ng that the article is authentic only if
the authentication nunber corresponds to the output nunber; and nmeans for

perm tting uygleulafing the oatput ahbéracthrdingay tieefoithulahe article is authentic,
and disabling use of the article in the device if the article is not

authentic. 26. An gihinGhntRA2NFENIOD @SR RediHeGRitgRledermilasiuniRyi ce, the

article conprising a nenory systemconfigured to store a first

predeterm ned nunber and an authentication nunber, the first Predeterm’ ned
nunber c39.r eEponticlageeasdiag to plaian2? whewtn Ba segond pamgmunes is splecteisachyr ticl e
according to claim 26 wherein the authentication nunber is calcul ated by
appl yi ng an thatthesddoadpiioe namber istgneatdrahant thd sesondyprevietembérniedonunber . 28
The article according to claim27 wherein the predeterm ned nunber is a

uni que, facd@abiol INahdihe@Bcondpridde MiniBRe s nof Yqual keoms Hal Lo tirdlordng t o
cl aim 26 wherein the authentication nunber is calculated by: -29 WO

03/019459 PQI{MPig@bL7 providing a first prime nunber, Q providing a
second prinme nunber, M the second prine nunber being a primtive el enent

of the prinme Galois Field of the ) .
31. The article according to claim 29 wherein the step of determining the output number

further comprises the steps of:
a) initializing a partial product by:
setting a multiplier equal to the second prime number;
setting the partial product equal to 1 if the least significant bit of the first
predetermined number is equal to 0;
setting the partial product equal to the multiplier modulo the first prime
number if the least significant bit of the predetermined number is equal to 1;

b) evaluating the partial product iteratively from the least significant bit of the first
predetermined number to the most significant bit of the first predetermined
number by:

doubling the multiplier;
resetting the partial product equal to the prior partial product modulo the
first prime number if a next unevaluated bit of the first predetermined number is

equal to 0;
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first prinme nunber; and cal cul ating the output nunber according to the
formul a: output nunmber = MN MOD Q where Nis the first predeterm ned
nunber. WO.03Desarticl e according to claim?29 wherein thecyasoedsopr i me
nunber is selected such that the second prine nunber is greater than O,

t he second prinme nunmber is not. equal to 1, apnd the second prine nunber is
not equal to one- hi§tiipg theppagial prodpctsqualdo (ﬁdﬂ%g?orrﬁamf’i produghitimeghe 5 ¢ ¢ e
according to claim29 wherein the step of determi ning the output nunber
further conprinedeotofithesnelpipliesfovay theseeand priziernymbep dntmedulgpthegaeandpy :
setting a nultiplier equal to the second prinme nunber; setting the parti al
product equal piie humber ifsaidarst ursivglnated b the firsofreddternfinedstumbpredet er ni ned
nunber is equal to 0; setting the partial product equal to the multiplier
nodul o the figgfal 1;@Rd nunber if the least significant bit of the
predeterm ned nunber is equal to 1; b) evaluating the partial product

iteratively f {epmntang% gﬁﬁga@kg@g&iﬁ@ﬁ ?;ﬁ&é& Pmialt;%d&dt hikr eVAlBHRS Al ned

nunber to the nost I can It o Irst predeterm ned ~nunber by:

doubling the tiplier: . .reseft. he. [ . o the prior
partial pr o@ﬁllcp'tgl %gﬁﬁtgoﬁtﬁg%og érlgrpﬁﬁérnltﬁel@t%%};ﬁbfg%t lﬁ: &ggﬁ}é&%bvegl uated bit of
the first predeterm ned nunber is equal to 0; -30 WO 03/019459

PCT/ US0232 6 &ldompeagirbgrag groducpashprdingr oduct equal to (a) the prior
partial product tines the nodulo of the nultiplier over the second prine

nunber (b) H‘E@H\{pﬁt& had 06 aRdiunPEdiEnRAE EoRbutel propdntl o) thewdapatedat ed bit of
the first predeterm ned nunber is equal to 1, and c¢c) termnating the

i ey ShSBR T P e LTl oo 2
et B O oL LS 0o B Ll B S B,
the computer program code having
a) a computer program code that initializes a partial product by
(1) setting a multiplier equal to the second prime number;
(ii) setting the partial product equal to 1 if the least significant bit of the
input number is equal to 0,
(iii) setting the partial product equal to the multiplier modulo the first
prime number if the least significant bit of the input number is equal to 1;
b) a computer program code that evaluates the partial product iteratively from the
least significant bit of the input number to the most significant bit of the input
number by
(i) doubling the multiplier;
(ii) resetting the partial product equal to the prior partial product modulo
the first prime number if a next unevaluated bit of the input number equal to O;
(iii) resetting the partial product equal to (a) the prior partial product times

the modulo of the multiplier over the second prime number (b) modulo the second
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program code providing a first prinme, a second prinme nunber that is a
primtive elenment of the prinme Galois Field of the first prinme nunber, and
an i nput waelom®j945¢ he conputer program code having a) a COPEIIENN2/pFOYr am
code that initializes a partial product by (i) setting a nultiplier equal

to th d pri o (i) setting. t tial .product equal to 1 if
he I'east  si gHine BAmbep toaetd dneY el Ot el ol HinoRt 259 ST Y " 2ot i ng

the partial product equal to the multiplier nodulo the first prinme nunber
if the | east WheJRinfj cant bit of the input nunber is equal to 1; b) a
conput er program code that evaluates the partial product iteratively from
the |east s)gndthpwenpropiam eidetlns térmmatesranritseative gvalhationpsfithgpastipli i cant bi t
of the input nunber by (i) doubling the multiplier; (ii) resetting the
partial progtwluctedfiedevdloatingehgpdrial ppaduct £r tis mdstaignificciut bit of the idput st pri me
nunber if a next unevaluated bit of the input nunber equal to O; (iii)
resetting thgmpa ti al product equal to (a) the prior partial product tines
the nodulo of the nmultiplier over the second prine nunber (b) nodul o the

odul'o  secon er (b
Cmeval uat od B cORp A ARRREHOSCCRIbE o DRI, MR the bomBRiOfh,

conput er program,cqde. that .ternm nates an jiterati.v % i.on.of the
partial pr oducff’d‘églagper gﬁqlﬁgﬁm‘hﬁeﬁtﬁ%%’g?ftRrgﬁucg%@]lfcf&b%@g lﬁhrgn "ﬁ%ast
significant bit of the input, nunber. The conputer program pyoduct
according to cltablewath apsatrsifer qaﬁ]gBEGGHI?t‘%IPUtﬁPBGFTaﬁITe ‘if’é‘ge@tst‘?fg{‘e PHBt ati vel y
eval uates the partial product further includes formng a table with an
entry for each bsing egbalthéhd mplgiplieneaneesponding t@éhﬁtém@og‘ﬂotthfeﬁréhprrnye bei ng
equal to the nultiplier corresponding to that bit, nmodulo the first prinme
nunber, wher ei nuintber,athievein @emtivatvabnsioos of the ppaiat prabugraochss theaatdess t he
table entries. 33. An apparatus for determ ning a renmai nder of an integer
di vision, the gpgasatus conpri sing:

33. An apparatus for determining a remainder of an integer division, the apparatus
comprising:

a memory;

a dividend storage location in the memory;

an exponent storage location in the memory;

a subtrahend storage location in the memory;

a divisor storage location in the memory, the quantity stored in the divisor storage
location being equal to the quantity stored in the subtrahend location subtracted
from two raised to the power of the quantity stored in the exponent location;

a summation algorithm stored in the memory, the algorithm summing the terms of a
series equal to the quotient of the quantity stored in the dividend storage
location divided by the quantity stored in the divisor storage location, the

algorithm halting with the first term of the series that is less than one half; and

—-32—



a nenory; a dividend storage location in the nenory; an exponent storage
| ocation in the nenory; a subtrahend storage location in the nenory; a

di vi sor sworgessdsocati on in the nenory, the quantity storedTiusor/be1di vi sor
storage |ocation being equal to the quantity stored in the subtrahend

| ocation subtracte fromitwy.raised to the po of the,guant.i stored in
t e exponent Tt fisr i b P wlr MRReRCHE! edrr iR VIS 151 e

al gorithm sunm ng the terng of a. series equal,to the quotient of the
quantity storeduPtiagting feam thecvantity stosgrbin thediden] st&m&eg%@ﬂsyt ®he quantity
stored in the divisor storage |location, the algorithmhalting with the
first term of tduentstystased tﬂﬁgG progluptendshe qusntityrréoradir the divisor 3wragd 03/ 019459
PCT/ US02/ 26617 a nodul o al gorithm stored in the conputer nenory that
conput es t he r doeatiodatultiyliedshyithe atégen goftioat tHeequgn@tytdeteymatedbgdhe n t he

di vidend storage location the quantity stored in the product of the
quantity storeculimdtion athoritisAr storage |ocation multiplied by the integer
portion of the quantity determined by the summation algorithm 34. For use

with a thermal transfer, thermal qQr other printer, oy photographic or X-ray
canera, of ot¥ere Hudied ﬂméggg%?ﬁgawgﬁl&w@r RERIFR oagé%tﬁsqaphl SRfiHdred to
identify and disable used of counterfeit nedia, the nedia assenbl

conpri si ng atamegng, jor othetmediafpspeesing piston, 9irogdihassemblyxontigured toidenttfynt ai ni ng
encrypted data and reference data uniquely associated with the nedia
assenbl y; arshdalijablzassd of camndrieifun&iia, tioe madia @sssnibheceamerisyy @dantiat a and
reference data and configured to permt usage of the nedia if the nedia is

not count er f @uhterfRing Pr6viaBR AL AhKE 8k stdre Borlidinimladn By Bred WARY RidRefeh@celat a
store also holds reférence data. 36. The assenbly defined by claim34

wher el n_Sal DGR R HBLRILAH BEEAND AR Fu L FARSIETERAHRES [Pn of sal d

ref erence data. e asse ne cl aim34 erein sald encrypted

d is deriyved | vj ' I ' .
35, The acschery e ERBd R ) ARSI R Ol GG S Cer 2

b enpl oyi n one-way. f.unction. .
y pt oy rge 1a1 tge megla is not counterfeit.

35. The apparatus defined by claim 34 wherein the data store also holds reference data.

36. The assembly defined by claim 34 wherein said encryptéd data represents a secure

transform function of said reference data.

37. The assembly defined by claim 34 wherein said encrypted data is derived by

applying an encryption algorithm to the reference data.

38. The assembly defined by claim 34 wherein said encrypted data is derived by

employing a one-way function.

39. The assembly defined by claim 34 wherein said data store also contains media type

data representing a type or model of the media.

40. The assembly defined by claim 34 wherein said anti-counterfeiting provision

includes an RFID transponder.
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39. The assenbly defined by claim 34 wherein said data store al so contains
nedia type data representing a type or nodel of the nedia. 40. The
assenbl y wefasmestsby cl ai m 34 wherein said anti-counterfei tPOTQISOL/Q661SI ON

i ncludes an RFID transponder. - 33 WO 03/019459 PCT/ US02/ 26617 41. The

assenbl y, def.i.ned by .cl.ajlm 40 erein.sai d transponder includes a nenory
Wt o cohe i T BseHuly qRBRRAINRRLD feriptiald QRRRBIG fnel i HREely aT m a1
wherein said anti-counterfeiting provision is responsive to

el ect r omagneviigh gprstithtes said datastiesi bl e, infra-red or ultraviol et spectra.
43. The apparatus defined by claim 34 wherein said data store is a

transponger TRMEdmbly Aéfinetty @1@19@4%Héreﬂlesfaim@i-éb\an&k@itmg%Msﬁesi n said
anti-counterfeiting provision includes an RFID transponder having a nmenory

constitutin e?rgdgngivg% Qiea}&ﬁ%éxegcégigréa}npﬁlstﬁggﬁfb% Y -xeefdid?%%RYolgtlrs?ieéﬂasd'

wher ei n sai a processi a thérmal transter nter, and
wherein said nedia is a thermal transfer ribbon. 46. The apparatus defined
by cl ai 434 Tiresappantusaiefinerbbly clajpr 3¢ edsienysagd/date stoiesis a transponderld memarnysf er
printer, and wherein said nmedia is a direct thermal recording nedia. 47.

For use yWth.a thermal, transfer. ermal or. other priater r. phot ogr aphi c
or X-r ayX\Abagg}ea%ppgﬁaﬂ%tq?g?e(ﬂ%a&gnb?% (lalg};ebnrS,aldaan%{é‘g‘l)uélp%()eﬁtf’éprpﬁsﬁo e formof a
spool havi ng shaft_with an st.and an end fl.ange, . N which is | ocated
an antenna. Bgudesan %‘f}ﬁaﬁrﬁ{sﬁ@‘g& FRR2 BIPMOTAFRsY it éﬁ“gi ALASIATE ant enna

conprises at |east one arcuate conductor concentric with said shaft axis.

49. The gpparitdbpafals deBHeddy Shith 53 dherhdagd MedidipfoREiRNHRLHORAI | SEs a
series of coupled concentric circular conductors supported on said end

flange of sayd 5Pa%hs er F})gg‘{tetrg%ﬁi ‘QH&QE%EME?L%%E%%G:%I trhAdFER d@%io“her ein said

conductors conpri se traces. e apparat us ned by claim
47 wherein said antenna is connected to a data nenory. -34 WO 03/019459
PCT/ US024¢ 6 61le apparatusidefingshleay clains 34 ehereausabd mefiaipro®dsingsystemissiai d dat a
menory contains encrypted data.

thermal transfer printer, and wherein said media is a direct thermal recording media.

47. For use with a thermal transfer, thermal or other printer, or photographic or X-ray -
camera, or other media processor, a media holder in the form of a spool having a

shaft with an axis and an end flange, on which is located an antenna.

48. The apparatus defined by claim 47 wherein said antenna comprises at least one

arcuate conductor concentric with said shaft axis.

49. The apparatus defined by claim 47 wherein said antenna comprises a series of

coupled concentric circular conductors supported on said end flange of said spool.

50. The apparatus defined by claim 49 wherein said conductors comprise deposited

traces.

51. The apparatus defined by claim 47 wherein said antenna is connected to a data

memory.
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53. The apparatus defined by claim47 wherein said antenna conprises part
of a wreless transponder. 54. The apparatus defined by claimb53 wherein
said tranepoaders? s an RFID transponder. 55. The syst em aefriusen2dsy7 cl ai m
47 wherein said media processor includes a nedia usage counter configured

to track L, U r kndi cat | on the. . Ia . assenbly.
56, The st iy BFRET oSt AL e ST ARGk R B B i B BT "loen o
reject a media assenbly having a recorded usage great than or equal to a
predeterm n ta-usage val ue. 57. The system defined by claim55 wherein said

medi a processor is a laser printer. 58 A thermal transfer, thermal or

ot her priant eThe HpaRhBtRAKSPHY ElalPh 4K whedki @iEsentAlconPkily paiBsiaa processi ng
system adapted to identify a counterfeit nedia assenbly, said system

i ncluding a pj, Lgured to execute an encryption algorithm enployed
to validate ‘gr%gg ?ggnggd;@hgl y. 59. The system defined by claim58 wherein

said algorithmis executed in a secure mcroprocessor. 60. The system
defined B Tl appa@tustiisfisechbyeliaiin 83 stherein saed warspordensdineRPibcessor, and
wherein said programresides on said nedia processor. 61. The system
defined by ciraisparki8r.wherein said systemincludes a nedia processor and a
renote processing station, and wherein said programresides on said renote

pr ocessi station. -35 03/019459 PCT/.US02/ 26617 62. The system defi ned
by ol ai o 8a birewaiein delinad By SR AY ST b ote AIHABOr AU I A B, or ed on
the nedia assenbly. 63. The system defined by claim®62 wherein said data

i ncl udes r efusaghe@ngRscanigwed Mﬂe@éﬁ AR PP adspgORiiSalien other ence
data. 64. The system defined by claim63 wherein said encrypted data is

devel oped empliagisamblai d encryption al gorithm 65. The system defined by
cl aim 58 wherein said encryption algorithmconprises a one- way function.

56. The system defined by claim 55 wherein said usage indication is used to reject a
media assembly having a recorded usage great than or equal to a predetermined

usage value.
57. The system defined by claim 55 wherein said media processor is a laser printer.

58. A thermal transfer, thermal or other printer, or photographic or X-ray camera, or
other media processing system adapted to identify a counterfeit media assembly,
said system including a program configured to execute an encryption algorithm

employed to validate a media assembly.

59. The system defined by claim 58 wherein said algorithm is executed in a secure

Microprocessor.

60. The system defined by claim 58 wherein said system includes a media processor,

and wherein said program resides on said media processor.

61. The system defined by claim 58 wherein said system includes a media processor
and a remote processing station, and wherein said program resides on said remote

processing station.

—-35-—



66. The system defined by claim65 wherein said one-way function utilizes
nodulo arithnmetic in a Galois Field. -36
WO 03/019459 PCT/US02/26617

62. The system defined by claim 58 wherein said encryption algorithm operates on data

stored on the media assembly.

63. The system defined by claim 62 wherein said data includes reference data and

encrypted data derived from said reference data.

64. The system defined by claim 63 wherein said encrypted data is developed
employing said encryption algorithm.

65. The system defined by claim 58 wherein said encryption algorithm comprises a one-
way function.

66. The system defined by claim 65 wherein said one-way function utilizes modulo

arithmetic in a Galois Field.
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