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APPARATUS AND METHOD FOR COVBI NI NG HI GH BANDW DTH AND LOW BANDW DTH DATA
TRANSFER Background of the Invention This invention is generallyﬁahgggﬂgd

to utilization of hjgh bandw dth 20 channel s avail able on existi '

tel eviskon systens to serve personal conmputer users. This inventiofswd,nore
specifically directed to a systemwhich i_g_used to control the app S .
and net hod di sclosed,in the parent of the present apparatus. The apparatus
and nmet hod of the parent application provides an intelligent split channel
bridging unit which integrates and controls comuni cations sent on high 25
bandw dt h downlink cable television channels wth |ower_ bandw dth

bi di rectional i ARPARABHSAND METHOR QR COVBINING FHGHBANDWIDTH s
the public sw tched tel epﬂWUW‘BK'NDWID’PH%?BJ'PﬁEA F?iﬁe i nvention of

the present patent application to further increase t ness of the
apparatus and nethod of the parent application by 30 providing systens for

controlling t CcRSE of di r§ct i onal | ow bandw dt h channel and the
uni directi ona&-ﬁ#—%&gﬁﬁaﬂ el . Summary of the Invention The object
of the invention is atThisisvedtipndy generally direeted td etilizationof higipbarrdwigtinf t he
par ent app c n . from
Phe 35 | nf 80 natArdRisyaBRul oy Uniasl oI oyl EteF It beRGHlRpigilier
bandwi dt h chausess. Fhis inventidn is ieore spekifieaily direatedto grsystemiwihitthhis asedhtee| . | n
one enbodi nen 0, | er of
the prem ses édulﬁ%?ééﬂﬁaﬁﬂx%?ﬂﬂ@e%’&fmﬁ@?&egimggééa lé‘é@%é’ﬁ%@%ﬁ% from
t he i nf or mat | The sipparatus and method of the parent application provides an inteiligent split
channel bridging unit which integrates and controls communications sent on high
25 bandwidth downlink cable television channels with lower bandwidth bidirectional
information sent to/from users over another media, such as the public switched

telephone network.
It is an object of the invention of the present patent application to further
increase the usefuiness of the apparatus and method of the parent application by
30 providing systems for controlling the use of the bidirectional low bandwidth channel
' and the unidirectional high bandwidth channel.
Summary of the Invention
- The objeét of the invention is attained by systems implemented in the apparatus of
the parent application which permit switching the delivery of information from the
35 information source to the user between the bidirectional low bandwidth channel and
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The ‘syst'ens include a director inplene ted in control processor 48 5 which
‘mai ntains the bidirectional |ow bandwi dth channel and switches to the high
‘bandwi dt h channel in response to a command and a wrapper inplenented in
personal conputer 74 which pernmits a user of personal conputer 74 to choose
bet ween the | ow bandw dt h channel and_ the hi gh bandw dth channel and

responds to thpanidigrienalhighe bandygdthirhannele In ore embodimgat, thensilfbingissage vi a

the | ow bandydgtih rdspofideas idut flom fHeliRér (RIS pietiss dqifnidiivan totiwRs, it My

di rector recrglgs gvail abl e vi a zrhe I owpltgandv\n dt h channel even while the

hi gh bandwi dithdQ0SdR FeSPORSe tonpht fromy, the dpformation, ovides a QU for making
the sel ection. The eghstspsians inchidea difecrr implearetiteidhin ¢omtfol pioeessbh48 user

h t ' . . ' | exi L4 . Brief
chooses. {1 9 llloathiicthafish YA BEHR) r R S RSP 1
system i n achandwidth shgunehinaesponise th acommand anba prappenimplamenteddm. FIG 2 is
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a:c ter Eat ive tﬁ?bﬁklﬁi}:m her@lingf e dﬁé@gﬁ_ﬂ éhdéxflwéﬁzhgéglnéﬁage via the 16w llil?ﬂﬁk'idih agr a][n
of a hone _controller as referenced in,. . .is a block diagramo
Che cont 19 i ot aeest OF)B6 tvsticn e firesiossemalys hyllabie s e i 5
di agr arr} of tHaadwidth chammeligvenfwiilet the highdahdwitdth clisannel istie n$ecasl tﬂSweamjeoyled in
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B e ot ur SROpRks 4 GU1Zotinaliab IneliciBh. 35k Piles b At ipbe e ©
ar chi t ect ur ghatrhezuserghoeses thetliandwiiith aliso permit exfremelyflexibde bibling sshemes.
architectur %ﬁgﬁlﬁsc&bﬁbﬁ @tﬁ%g__‘b‘}%et ail ed di agram of the control
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architectur 3 is afifth detailed diagramof the
control a¥chit ect ur eFIG. 1 illustrates a communication system in accordance with an

~ embodiment of the present invention.
FIG. 2 is a block diagram of a control processor as referenced in FIG. 1.
FIG. 3 is a block diagram of a home controller as referenced in FIG. 1.
. FIG. 4 is a block diagram of customer premises equipment in
20 accordance with an alternative embodiment of the present invention.
| FIG. § is a block diagram of a home controller as referenced in FIG. 4. .
FIG. 6 is a block diagram of the control architecture employed in control
processor 48; -
FIG. 7 is a diagram of the architecture for the graphical user interface
25 employed in personal computer 74; .
FIG. 8 is a first detailed diagram of the control architecture;
FIG. 9 is a second detailed diagram of the control architecture;
FIG. 10 is a third detailed diagram of the control architecture;
FIG. 11 is a fourth detailed diagram of the control architecture;
30 FIG. 12 is a fifth detailed diagram of the control architecture;
FIG. 13 is a sixth detailed diagram of the control architecture;
FIG. 14 is a seventh detailed diagram of the control architecture;
FIG. 15 is an eighth detailed diagram of the control architecture;
FIG. 16 is a ninth detailed diagram of the control architecture;




FIG 13'is a sixth detailed diagramof.the control architecture; FIG 14 is
a seventh detailed diagramof the conttol architecture; FIG 15 is an

ei ghth detail ed diagramof the control architecture; FIG 16 is a ninth
detail ed di agram of the control architecture; -3- FIG 17 is a tenth
detail ed diagram of the control architecture; and FIG 18 is an el eventh .

det ai | ed di agram of Fitd lddne tenth detaied diagrameof the renteg] architgeiyes: andf i t ens

first shown in FIGs.Ffs 48 i9ayelevévith detalled diaBfnt BOhE icBhkoMmeéhidtaird;s specify
a reference nunber in a figure and the remarning digits 5 specify the

figure. The reference nunber 601 thus identifies an itemfirst shown in
FIG 6. Det ®eferenddanmbeps oftitents fisst showinl in FIGat6$8 haveorwuparsatheawonet wor k i n

ervi copr odieepdstidls DRty 4 BiGRhse3ibuinds I BBuR Bl HltelatniBl aAICN "2, o
comuni cafi specify:he 6gerel Thejrefarene¢ awmben(0ildhes identiftasworiter frst Shosvcinannel s
12 may conpigeg T1l, T3, SMDS, SONET, or ATM channels: the tel ecommunication

network 14 nmay conprise a conventional high-speed digital comrunication
net wor k capWﬂg packet communications. A hi gh-speed
comuni cation channefIGl @ ifustatedascohimeoation redwok1A ab&irdhre wittethgnhanced -
e o 0 cigRn i hyi ARGhCSr cabab SRR ot b BB R ¢ e
enhanced 16 ease conngcted byl esspeotivg highaspesd commiunitationl cenneiBti2bwiste provi ders or
oot ey <€ WG RN hb kP 0B chbofle PP SMBSC T T 01
SONET, or ATM channels; the telecommunication network 14 may comprise a
conventional high-speed digital communication network capable of handling packet
communications. A high-speed communication channel 16 provides
15 communications between the enhanced service providers 10A-10N as supported by
telecommunication network 14 and the split channel bridging unit (SCBU) 18. In
the illustrative example, the enhanced service providers may consist of individual
database providers or gateway service providers which collect a plurality of database
information providers into a group allowing users to access any of the databases of
20 the group by a single channel connected to the gateway.
In accordance with an embodiment of the present invention, a user or
subscriber utilizes customer premises equipment 20 to transmit requests for
information from a service provider subscribed to by the vser by communication
channel 22, through a public switched telephone network (PSTN) 24 and
25 corresponding communication channels 26 to the split channel bridging unit 18. The
request is routed by the split channel signaling unit to the corresponding enhanced

service provider to which the request was directed.
User to ESP to SCBU signaling is referred to as upstream signaling.
ESP to user or SCBU to user signaling is referred to as downstream signaling, which
30 travels over the PSTN as well. The downstream traffic is expected to contain low-
speed authentication and login information, which requires point-to-point
connections over the PSTN.
" In response to a request for information services, the information service
provider may transmit a plurality of packets of information addressed to the
35 requesting user by a communication channel 12, telecommunication network 14, and



20 the group by a single channel connegted to the gateway. In accordance
with an enbodi nent of the present invention, a user or subscriber utilizes
custoner prem ses equi pnent 20 to transmt requests for information froma
service provider subscribed to by t he user by communi cation channel 22,
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a conmuni cabmohesdtWWoﬁhBﬁtmgﬂiutzwhemmﬂ the cabl e tel evi SI on distribution
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15 permitting the subscriber to use the set top box 62 to select the appropriate channel
for viewing on a television 66 connected to the set top box 62. A home
controller 70, which receives the other portion of the split signal, demodulates the
RF channel which carries the information originated by the enhanced service and
transmits to a personal computer 74 of the user, data addressed to the particular user.

20 This completes the communication loop in which information is provided to the user
in response to a transmitted request for such information. Thus, in accordance with
the present invention, the user is provided with a relatively low-speed data channel
to carry requests to the enhanced service providers while providing a relatively
high-speed channel from the service providers by means of a cable television

25 distribution system which serves the corresponding user.

The split-channel bridging unit 18 utilizes a channel service unit 38 such
as from Digital Link Corporation, that communicates over the high-speed channel 16
with telecommunication network 14. A high-speed communication channel 40
connects the channel service unit to a router 42 such as a from Cisco Corporation.

30 The router routes information packets transmitted by the enhanced service providers
to one of modulators 46A-46N over corresponding communication channels 44A-
44N. The modulator to which the packet of information is transmitted being
dependent upon which cable television head-end unit serves the subscriber to which
the packet of information is destined. Thus, the router segregates the packets for

35 distribution to a modulator based on the particular group of users served by a cable
television head end. A control processor 48 is preferably coupled by a bidirectional




recei ved signals into cable tel evision bandw dth signals such as conprising
6 nmegahertz channel s which are then broadcast by respective cabl e systens
to the 10 cable TV subscribers associated with each head-end distributor.
Thus, many users can be served by one 6 negahertz channel. The custoner

prem ses equi pnment 20 receives the nultiplexedmcable TV signals.on a
convent i onatommhbeicatioeetwark 30 sch ayga BRNET pF@W%g’hghg?W 8| its
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service unit 38 to the destination enhanced service provider. A control channel 56
couples the control processor 48 with router 42 and modulators 46A-46N. This

20 gives the control processor 48 a communication link in which to transmit control
information and signaling to these devices and received status information. This
enables the control processor to initialize the router and modulators, to update
configuration and routing tables, to monitor status, and to collect measurement
information.

25 The customer premises equipment 20 is served by a conventional cable
television cable 36 carrying RF modulated channels assembled and transmitted by
cable television distribution head-end unit 30N. The cable 36 is terminated at an RF
signal splitter 58 which splits part of the signal onto cable 60 which is connected to a
set top box 62. The set top box provides its normal cable television decoding

30 function under the control of the user and provides a single television channel carried
by cable 60 which is then transmitted by cable 64 to television 66. RF signal
splitter 58 also provides the received signals on communication channel 68 to home
controller 70. The home controller 70 demodulates the RF channel on which the

information is transmitted from the enhanced service provider. The home controller

35 further provides a packet bridging/routing function in which packets addressed to the
specific customer premises equipment, i.e. a specific user, are translated onto a
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35 distribution to a nodul ator based on the particular group of users
served by a cable television head end.” A control processor 48 is preferably
coupl ed by a bidirectional -5- communi cati on network 50 such as an
ETHERNET[ err] network which may utilize a hub 52 which is connected to
router 42 and a plurality of nodens 54A-54N. The processor 48 contains a
dat abase cortommunigatiancehagael/72) connegied 9 thevser ispersansl gsueputesctd) Busatbe by

the split- Ctp&f@erb&m mcéioeé 1n?d}ﬂ1aBBRWh‘i‘&§1s Iaaaﬁweattb% ﬁs@ﬂkﬁ tffimited

router 42 i to permt th 8’4"% to pro route data to the
appropri at e QK W%ﬁ%@ﬁs@% 5 ﬁ“ﬁ@%\%ﬁ&aﬁﬁ‘ﬂ)’ higher trags@issionaA- 54N
rmthﬁrrSrlt Sla'aﬂbls% belacdmiﬂis‘ﬁk e@ﬁﬁmhheemiand@w%&m@ ﬁfv?(}]drwg@\&izﬁlu&élﬁasb t|0ub| ic
switched te e.network such. a s, t han | its
second. - THe<ORTAMER SRS ot Bt Wi idprORT prl b i mdE it e by
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cust omer pr eleperding on Mmmragmsmma@han@ds ft wilkbersppargat &mell@em\m@e

providers 1%&1&% uddis MBA&AR okl 1@all)h§1cb%9dﬁd‘£h piebf0fle fb@Bal s into
digital formt Cﬁ Ia-ﬁ\%d}% t he ETHE net’wor The 15 C ntroI processor

48 managel CORHD spnakcomppeT HOY‘F’ES
control s thepyt gonravhissionlink 80 fochohtd controtied mdubrycmhmaﬁmﬁaymnﬁgut er 42

service uni (g 13 GEne) 6t o AL e oy MoBRBalsofib AR soPim IR, o
channel 56 qargmeterstafifectimgthe atangmission o6 theddtabetiveem thedromeXontrdllerst{udnat or s

- 46A- 46N. Thi ' ntrol processor 48 a comunication link in
~which to tra{[rilsﬁé}fs&%:%ﬁ?gﬁ&z ‘ormati on and S|lgnal ing to these devices and

" recei ved Bt at us i nf oFK&t3 iss blgek diagram of control processor 48 which comprises part
of the split-channel bridging unit 18 as shown in FIG. 1. The control processor

includes a microprocessor 90 which is supported by read-only memory (ROM) 92,
random access memory (RAM) 94, non-volatile storage consisting of database 96,
. and conventional keyboard 98 and monitor 100. An RS-232 input/output
20 interface 102 is coupled to microprocessor 90 and provides communications between
the microprocessor and control channel 56. An ETHERNET input/output
interface 104 is coupled to the microprocessor 90 and provides communications
between the microprocessor and ETHERNET channel 50.
The RS-232 link 56 provides basic initialization interface to the router
25 and is also used for initializing the modulators and for collecting periodic status
information from the modulators. The ETHERNET link 50 provides a higher
bandwidth interface between the processor and the router. This interface is used to
update routing tables on the router, to obtain status information, and to collect
measurements. The ETHERNET interface is also used to carry user’s messages to
30 the processor, during session establishment (login) and tear down (logoff). The
database 96 contains system configuration data, equipment information, network
addresses, session records, subscribers’ information, ESP information, authentication
keys, and routing information. The router 42 obtains its routing tables from the
processor 48 over the ETHERNET interface. It is the responsibility of the processor
35 to download the routing tables to the router, and to maintain them through periodic
auditiné. The router 42 has its own local database, which is used solely by the router




ehabl es*the control processor to initialize the router and nodul ators, to
updat e configuration and routing tabl ed- to nonitor status, and to col |l ect
measur enent information. 25 The custoner prem ses equi pnent 20 is
served by a conventional cable television cable 36 carrying RF nodul at ed
channel s assenbl ed and transmtted by cable tel evision distribution

head- end uniduri3ighd pobes-upalThis beal databaseisrandise anﬂmaHB!bs'ltgmplocwbﬂot er 58

whi ch spli tsﬂ}ﬁg gst?,tlﬁ@%ét;l%ﬁlcoﬂénﬁ@nfya&k@ss% off) i's connected to a set

top box 62 provides I"'ts norna ole teIeV|S|on decodi ng

30 function under th@léo%tsracbm@# diagram Hlustraiing Wq;@rgllgr agthewndnevi si on
channel car rmeﬁ 1bta%%sewﬁﬁh\wb@ipm§mtclam defrvagiitortiad caiies alllog ufed to

tel 6 RF t 8, al. d d I
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denodul at es dehmdﬁﬁtmmhbleranm tuhed toca ¢hahnelrmﬁ1cmoamas inferasationt ed from t he
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cust oner pr dh¢ Bdermationwaried, byl the REsignadeints digitsldformatrwhich maxafogwamﬁﬂo a

-6- communi ‘%é?ha&tfé?:@ﬂ@?hli x‘é&n?é} 112Gedkivds clﬁ&f Elgd gruter 74.
Thus, the personal uter recelves I nformtion I S ressed to the
user as tk0ariEaRsmitied f&mﬁhQ ¢nbaneas) servies @r@v@m@m@m fos packptsaddmissety -
substanti al Iy ¥ s;ab@iﬁctcﬁﬁaﬁm ﬁ&hﬁﬁb éq%‘i;ﬁﬁeﬂt@uéé@ REATY the H@ﬂe fconFoalldie
enhanced seryic |der6gér use;\@ﬁﬁ}S cgntraste V\nthfthedr te at
whi ch inf or r?&F]F USEF S Yihe mp CORIOHST At PEvar

her ei n, nodgrpadmaa&wer_brlﬁ it ETHBM@T transceﬁacblm_hwhepmoﬁdwput er and
Comm et S kPt B gl e O0Rk lopa
skilled il tcnmputer 74. Packets which are not addressed to the user are not transmitted by the
packet receiver to the ETHERNET transceiver 114; such packets are discarded since
they are not addressed to the particular user. It will be appreciated that the
information can be subjected to higher security by using an encryption/decryption
algorithm. Control channel 80 from personal computer 74 is coupled to
20 communication controller 116 which provides a communication interface between
the command signals transmitted by the personal computer and the signals required
to control the timing of cable demodulator 110. Utilizing a tuneable cable
demodulator permits the use of more than one transmission channel on the cable TV
system to carry information from the service providers. For éxample, a large number
25 of users supported by a single cable television system may require sufficient
concurrent bandwidth to exceed a single channel and thus, the subscribers may be
segregated into groups wherein each group is assigned a different communication
channel, i.e. a different carrier frequency, upon which information is transmitted to
the group by the service providers. The communication controller may comprise a
30 microprocessor supported by conventional memory and communication input/output
interfaces to accept communication such as from an RS-232 port with personal
computer 74 and provides appropriate signals as required by the tuneable cable
demodulator 110 in order to effectuate the control signals which define the RF
channel to be demodulated. These requirements will be determined based upon the
35 particulér cable demodulator utilized and may consist of a digital address which
corresp'bnds to a particular carrier frequency or may require analog voltages or



art that' the user's modem coul d be physji-cally incorporated as part of the

honme 10 controller. The personal conput%r 74 provides control information
and commands by conmmunication link 80 to hone controller 70; such commands
may identify which RF channel is to be denodul ated by the honme controller
and communi cation paraneters affecting the transm ssion of the data between
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of the processor 35 to downl oa 1e routl . e routef, .and to
mai ntai n t hefAMMBRIGaEchanael 134 which may comprise an ETHERNET communications

protocol. The home controller 122 demodulates the data channel which may contain
information addressed to the user and transmits any packets addressed to the

20 particular user over channel 134 to the personal computer 138. The personal
computer 138 is further coupled to home controller 122 by a control channel 136
which provides information to the home controller identifying the channel to which
the cable demodulator is to be tuned. A modem 140 is coupled by communication
channel 142 to personal computer 138 and is coupled to the public switched

25 telephone network by telephone line 22. The modem provides a relatively low-speed
data communication channel to be established through the PSTN between the
enhanced service provider and the user. This permits the user to transmit requests to
the service provider. The service providers can also initiate communications by the
public switched telephone network with the user’s personal computer 138 by

30 initiating a call which can be automatically answered by modem 140. This
capability will be explained below with regard to providing a visual alert to the user
which is displayed on the user’s television set.

FIG. 5 is a block diagram of an illustrative embodiment of a home

controller 122 as referenced in FIG. 4. Channels received on cable 36 from the cable

35 distribution head-end 30N are split by an internal RF splitter 150 which sends one of
the sets of signals to cable demodulator 154 via cable 152. The cable demodulator




auditing. The router 42 has its own |ogal database, which is used solely by
the router -7- during a power-up. This |ocal database is audited
periodically by the processor to maintain data integrity and consistency
across the system FIG 3 is a block diagramillustrating hone controller
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response to signals transmitted by the communication controller 164 via control
Channel 166. Communication controller 164 may comprise a microprocessor with
associated memory and input/output communication interface peripherals. The
communication controller receives information on channel 132 identifying the

20 channel to which the set top box 126 is tuned. The communication controller 164
receives via channel 136 commands which control the cable demodulator 154 and
modulator 168 including the channel to which each is tuned. The utilization of this
function will be described later with regard to an example. The modulator 168 is
coupled by channel 170 to ETHERNET transceiver 160 and receives information

25 transmitted by channel 134 from personal computer 138 which defines the visual
message to be displayed on the user’s television. The modulator 168 comprises a
tuneable RF modulator which encodes the digital information received over
channel 170 and encodes same into appropriate television transmission signals suited
to be transmitted to the user’s television 130. The output of modulator 168 is carried

30 by cable 172 to a summation or combiner circuit 174 which combines the output, if
any, of modulator 168 with the other set of split signals representing the signals on
the cable distribution head-end by channel 36. These combined signals are
transmitted by cable 124 to the set top box 126.

' EXAMPLE 1 OF OPERATION
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to a broadcast felevision ca nnel ass
15 receiving the request for service, service prov1der 1 requests the user to provide a

user identification code by transmitting a packet through telecommunication
network 14, channel unit 38, and router 42 which routes the packet under the control
of control processor 48 to the one of the modems 54A-54N to which the user has
established a communication link. This data is transmitted via the modem and

20 public switched telephone network 24 to modem 76 which transfers the information
to personal computer 74 which in turn displays the information as a question on the
monitor associated with the personal computer. Additional communications
between the user and enhanced service provider 10A flow in a like manner until the
communication path is verified and established permitting the user to make an

25 inquiry of the substantive information sought. The transmission of such information
constitutes secured, relatively low-speed, low bandwidth requirements which is
suited to the modem-to-modem link over the PSTN.

Assume that the user now transmits a specific request for information

concerning the price and volume history of a stock for the past week. This request is

30 transmitted through the public switched telephone network 24 and routed to
enhanced service provider 10A through router 42 in the manner previously
described. In this example, enhanced service provider responds to the request by
transmitting a reply packet of information containing the requested information
along with packet header information specifying the total amount of information to

35 be transmitted in response to this single request. In this illustrative example, the
quanti't'y of data is relatively low, for example, 1-5 kilobytes of data. This packet is
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desired by the user is selected by t hdlset top box which denultlplexes t he
sel ected channel and transmits the signal on cable 128 to user's television
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identifying the total quantity of mformatlon to be transmitted to the user in

. connection with this request. This packet is forwarded to router 42 and then to

20 control processor 48 which decodes the total quantity of information to be
transmitted. For high definition pictures, a substantial quantity of data, for example,
greater than 1 megabyte of data, will be transmitted. In view of the substantial
amount of data to be transmitted, the control processor checks its database and
determines that bandwidth capacity is available for the picture information to be

25 transmitted by cable distribution head-end 30N and cable 36. On determining that
sufficient bandwidth can be made available for this request, the control processor
transmits command information to router 42 directing the router to transmit this
packet along with additional packets containing related information via cable 44N to
modulator 46N which modulates the data onto an RF channel on cable 28N passed to

30 the cable distribution head-end equipment 30N. This information will then be
comibined with other RF channels and then transmitted over cable 36 to the user’s
customer premise equipment 20. It should be noted that this system contemplates
the cable television network being utilized in a broadcast mode in which all
subscribers served by common cable distribution head-end equipment will receive

35 the same information. The information will remain private since it is addressed to a
speciﬁc‘ user address; other users’ packet receiver will not process the information
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15 includes the bandwidth capacity of each of the RF data channels associated with
modulators 46A-46N in order to be able to provide efficient routing and control of
information sent from the enhanced service providers to users via the cable
television network. It will be appreciated by those skilled in the art that the
intelligence required for making the decision of whether to use the PSTN data path

20 or the cable TV channel(s) could also be made by each service provider. Such an
alternative system would require that each service provider be provided with an
ongoing update of channel availability for each of the high-speed RF channels
available through modulators 46A-46N. Or, the ESP could be provided with a single
threshold value of the quantity of data to be transmitted, which is used to determine

25 if the data channels are to be sent over the PSTN or CATV network. Upon making a
determination that a substantial quantity of data is to be transmitted to a given user,
the service provider could then initiate a request for bandwidth allocation on the
cable TV system which would be transmitted by router 42 to control processor 48
which could then assigned a specified bandwidth for a given period of time in order

30 to accommodate the data to be transmitted from the service provider to the user.
This type of system requires the cooperative interaction between enhanced service
provider and the split channel bridging unit in order to allocate bandwidth and
provide for efficient data transmission through the cable television network where
appropriate. Such an alternative system has the disadvantage that additional

35 overhead and packet transmissions are required in order to provide the negotiations
between the split channel bridging unit 18 and each enhanced service provider in




coupl ed by channel 170 to ETHERNET trqggceiver 160 and receives information
25 transmtted by channel 134 from personal conputer 138 which defines the
visual message to be displayed on the user's television. The nodul ator 168
conprises a tuneabl e RF nodul ator which encodes the digital information

- received over channel 170 and encodes same into_appropriate tel.eyjsion
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15 class of service subscribed to by the user or can be handled by allocate available
bandwidth.
A further example of the flexibility of the system resides where
modulator set 46N consists of a plurality of modulators each associated with a given
RF channel of the cable system thereby, enabling a corresponding plurality of 6
20 megahertz bandwidth RF data channels to be made concurrently available to the
cable distribution head-end 30N for retransmission on the cables 30 to the users.
This permits the users to receive high-speed signals over the cable television
network via one of a selectable number of RF channels. Under these circumstances,
the control processor 48 has the additional résponsibility of providing command
25 instructions to router 42 identifying the RF channel on which data to a particular user
is to be encoded. The processor 48 further has the responsibility for transmitting
control information by the modem link and public switched telephone network 24 to
the customer premises equipment 20 to cause the personal computer 74 to utilize the
command channel 80 to send control information to home controller 70 causing the
30 RF demodulator to be tuned to demodulate the corresponding RF channel on which
the data will be sent to the user. This command signal from control processor 48 by
personal computer 74 to home controller 70 will be required to be initiated and
completed prior to the transmission of the data on the high-speed cable television
channel in order to provide appropriate time for the customer premises equipment to

35 be tuned to and be ready for receipt of the information.
LY




transn1ts this packet to router 42 whigh forwards the packet by channel
service unit 38 and comunication network 14 to enhanced service provider
10A. Upon 15 receiving the request for service, service provider 10A
requests the user to provide a user identification code by transnitting a

packet through tel ecommunication network 14, chanpel unit 38, a uter 42
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1-5 ki | obyt ggoffanétivith tHedapabitiokfatilitsied by this embodiment, a notice can be

displayed on the user’s television set 130 in order to attempt to get the user’s
attention where the user does not respond to a message sent to the user’s personal
computer. A user may request that one of the enhanced service providers provide a

20 monitoring service to alert the user when a predetermined condition exists. For |
example, the user may be asked to be alerted when a particular stock reaches a
predetermined price. In accordance with this service, the enhanced service provider
monitors the stock price of the subject stock and upon the stock hitting the targeted
price, the enhanced service provider attempts to communicate notice of this

25 condition to the subscriber which requested the monitoring service.

In an illustrative example, the enhanced service provider initiates

communication with the user’s customer premise equipment 20 by Sending a
communication initiation packet including the user’s modem telephone number by
router 42 to control processor 48. In response to receiving the communication

30 request, control processor 48 activates one of modems 54A-54N and causes the
modem to initiate a call through the public switched telephone network 24 to
modem 140. Assuming that modem 140 is set to auto-answer, the modem answers
the incoming call and alerts the personal computer 138 of an incoming call and the
need to establish a communication link. Assuming that the personal computer is ON

35 and is running a communication program, this attempt to provide an alert notice to
the user will still fail if the user is not present at the personal computer to see the




recei ved by router 42. The router transmits at |east the packet header to
control processor 48 which nmakes a det-éff nati on of whether to have the
information transmtted via the nodemlink over the public swtched

t el ephone network 24 or via the cable television distribution system
utilizing the larger bandw dth channel carried 5 by cable 36 to the user's
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is sent to controller 122 which relays the information by channel 136 to personal

20 computer 138. This information is then routed by modem 140 back to control
processor 48. The control processor, upon receiving the viewed channel
information, generates a command signal sent by the PSTN and modem 140 to

"personal computer 138 directing the computer to send a command signal by
channel 136 to communication controller 164 which causes the controller to initiate

25 acommand sequence on channel 166 causing modulator 168 to be tuned to the cable
television RF channel being viewed by the user. The control processor 48 further
transmits the notice message by the public switched telephone network to personal
computer 138 which transmits the substance of the message on channel 134 to
ETHERNET transceiver 160 and the home controller 122. The ETHERNET

30 transceiver forwards the information to modulator 168 by channel 170 thereby
causing the modulator to generate an RF signal which is transmitted to combiner
network 174 causing a notice message to be combined with the incoming RF signal
from splitter 150 and the combined signal being carried by cable 124 to set top
box 128 which converts the subject RF channel to the channel being transmitted to

35 televisign 130 by channel '128. Thus, the user or other persons viewing
television 130 will observe a message being displayed such as on the lower one third



packet along with additional packets cpf{t.t aining related information via
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modulator 168 on the alternative RF channel for a predetermined period of time,
such as 5 seconds at intervals such as at every one or two minutes. This provides an
alternative mechanism for providing the alert message to the user by causing the set
~ top box to periodically switch to an alternative RF channel which carries the alert
20 message. This control can be initiated directly by personal computer 138 based on
_its internal programming in response to a signal received by modem 140 from
control processor 48 to initiate the cycle, or may be controlled exclusively by the
control processor which sends repetitive commands at the predetermined time
intervals which is merely passed through by the personal computer to home
25 controller 122. Further, modulator 168 could be connected directly to the
television 130 and in parallel with the output of the set top box 126, thereby allowing
the modulator to be fixed tuned to the output channel used by the set top box.
Should the user not be present at the customer premise equipment when
such a visually displayed alert is presented on television 130, it may be desirable to
30 incorporate an override control on set top box 126 which will cease the display of
such alert messages in the case where others in the household are trying to view a
program and do not desire to have the alert continued to be displayed. The user’s
personal computer can be programmed to store an alert message upon an indication
from the set top box that the television is not ON; the computer causing the alert

35 message to be displayed upon the first of the television or computer to be used.
3 .
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15 i ncl'udes the bandw dth capacity of each of the RF data channel s
associated with nodul ators 46A-46N in"order to be able to provide efficient
routing and control of information sent fromthe enhanced service providers
to users via the cable television network. It will be appreciated by those
skilled in the art that the intelligence required for making the decision
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each enhanc rovi assi gn and al
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premise equipment 20, and at this point, the system of FIG. 1 can use the high
bandwidth communication channel to download the large file.
The following portions of this patent application describe in detail how
software systems executing in control processor 48 and personal computer 74 of the
20 system of FIG. 1 cooperate to control the use of low- and high bandwidth
communications channels between customer premise equipment 20 and service
provider 10 and make it possible for a user of customer premise equipment 20 to
switch between using the low bandwidth communications channel and the high
bandwidth communications channel to communicate with enhanced service provider
25 10 as best suits his interaction with enhanced service provider 10. The following
portions further describe a number of ways in which the software systems which
control the use of the channels may be distributed across the components of system 1
and of other versions of system 1 and billing techniques which take the use of the
two channels into account.
30 Overview of the Channel Control System: FIG. 6
In a preferred embodiment, the system for switching between the low
bandwidth communications channel and the high bandwidth communications
channel is implemented in control processor 48 of split channel bridging unit 18.
FIG. 6 shows this system 601. System 601 is implemented by means of programs
35 executing on microprocessor 90. The program code for the programs and the data
used by‘the programs are stored in memories 93 and 94 and data base 96. Ina




control ‘'usage of the cable TV channels_has the advantage that the entire
systemincluding all of the service pflﬁ/‘l ders are managed in a controlled
manner thereby, mnimzing the possibility of substantial overload
conditions in which excessive data 5 bandwi dth is sinultaneously requested
by a plurality of service providers. In the exanple in which the decision
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made concurre cabl e di trlbutlo

va|Ia eto e hed Nfor
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receive hi glmmjeﬁsdma:@rm&csmvﬁw inpet ahe ﬁxghﬁiaﬁdwﬁjtmﬁhmbedm youteraj2e of a

sel ectable n RE ch els...Under these circunstances, the control
processor 4§Hﬂ§§{ﬁuﬁbe§&ﬂ'??Do%gkér‘%'sponsi bility of providing conmand 25
i nstructildns to routBcgmmngae'titdifeptmgﬁOﬂhdirmrcﬁQ&ne&pbn&nmmaaat@i\ted a
parti cul ar

from ?ﬁs‘i ther mi‘é& gﬂnenﬁ@v §9/'itclft§1 tE%@B&ﬁé ?ire rr:]flfl K and

responsibility tor tra ontro orrra I on

public swit 6HEWS 6l Kb ﬁé WWHH’@ Q‘@)OﬂﬁéCQ!EBQWrwGF@hh biequi pnent 20
to cause t hﬂu@éﬁcﬁﬁmﬂw Bﬂ{mﬁamr(lomsﬁéédyéhdnhéle(&l eand a unidirectional high

- bandwidth (high-speed) channel (613) between customer premise equipment 20 and
20 one of the enhanced service providers 10. Control is shown by arrows 603 and 607.
Source access component 605 is the component which actually
establishes a channel to enhanced service provider 10. In the preferred embodiment,
the channel is a high bandwidth channel between the service provider and split
channel bridging unit 18. Routing component 609 controls routing of data between
25 enhanced server 10 and customer premise equipment 20 by hub 52 and router 42.
How routing component 609 does the routing is determined by director 601. The
default routing is via the bidirectional low bandwidth channel, i.e., in the preferred
embodiment, data transfer between enhanced service provider 10 and customer
premise equipment 20 is via elements 12, 14, 16, 38, 42, 52, 54, 26, 24, and 22 of
30 FIG. 1; director 601 may however also cause routing component 609 to establish a
unidirectional high bandwidth channel, i.e., data transfer is via components 12, 14,
16, 38, 40, 42, 44, 46, 28, 30, and 36.
User Conirol of the Low and High Bandwidth Channels: FIG. 7
" Ina preferred embodiment, director 601 determines which channel is to
35 be used to transfer data between customer premise equipment 20 and a service
provide} 10 in response to messages received on the low bandwidth channel (611,




command ‘channel 80 to send control information to home controller 70
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15 program is being executed by processor 703, the portion currently being executed
and the data required for that portion are in memory 705; otherwise, the program and
any persistent data are stored in disk storage system 709. In a preferred
embodiment, the persistent data includes information used to make the screens
displayed in display 715, which is is stored in frame files (FF) 711 in disk system
20 709.

h-l

Operation of the system of FIG. | under control of system 600 and
wrapper program 707 is in overview as follows: A user who wishes to use a service
provider 10 has invoked wrapper program 707, which has established a low
bandwidth channel between personal computer 74 and control processor 48, and can

25 now send messages to and receive messages from director 601. In response to a user
selection of a service provider during execution of wrapper 707, wrapper 707
establishes a connection via a lJow bandwidth channel to director 601 and specifies
service provider 10. Director 601 then causes source access 605 to access service
provider 10 via a high bandwidth channel and causes routing 609 to use the

30 bidirectional low bandwidth channel between service provider 10 and personal
computer 74 to communicate between personal computer 74 and service provider 10.
With the channel established, wrapper 707 begins execution of service provider PC
software 708, which then communicates via the low bandwidth channel established
by wrapper 707 and director 601 with service provider 10. In some embodiments,

35 service provider PC software 708 may be downloaded to PC 74 after the low
bandwidth channel has been established. As will be explained in detail below, either



dlsplayed on the user's television set_130 in order to attenpt to get the
user's attention where the user does h#ft- respond to a nessage sent to the
‘user's personal conmputer. A user may request that one of the enhanced
iservice providers provide a 20 nonitoring service to alert the user when a
'predeterm ned condition exists. For exanple, the user may be asked to be
‘al ert ed wherthelgwaot highlbandwidtic éhaneelohays bauseddaedavntoadiog.pri ce. I n
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recei ved andpaghel idYrAdsRG tRe GR8 BBRF sekfice provider 10 to personal computer 74, the
user "pushes” low button 723.
Of course, what actually happens when a user employs input device 713
to "push” high button 725 or low button 723 is that wrapper program 707 receives an
20 input from the windowing system which produces display 715 indicating that the
button has been pushed. Wrapper program 707 then responds to the input by
sending a message via the low bandwidth channel to director 601 indicating that the
user has selected either low or high bandwidth. Director 601 then responds to the
message by causing routing component 609 to route the outputs from service
25 provider 10 as desired by the user. _
In other embodiments, the channel selection message may come from
service provider 10 as well as from the user. One example of a situation in which the
service provider might provide the message is if the service provider needs to
download service PC software 708. In that case, the service provider 10 may send a
30 message which causes director 601 to select the high bandwidth channel during
downloading and then causes director 601 to revert to the low bandwidth channel for
user interactions with the service. Another example of a situation in which the
channel selection might come from service provider 10 is the following: when the
user requésts a file, service provider 10 might determine whether to use the high

35 bandwidth channel or the low bandwidth channel according to the size of the file.
LY




5 rétransnmt a particular code transmitfed with the notice information to

I nsure that the specific user was resp%’n‘di ng to the notice nessage. Assune
in this exanple that the user is not present at the personal conputer and

hence, does not send the appropriate response nessage. I n accordance with

one enbodi nent of the present invention, control processor 48 nonitors for
a 10 predet eDetfails of ppImpleméntation of\ Systeny 609: FIGS. 818 user responds to a

particular notice ne . . -1 .
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I nformati on by channel 136 to personal 20 conputer 138. This information is
then routed by TeleghonelBinelidiek to control processor 48. The control
processor, upon receiving the viewed channel information, generates a

command sjggnal TeRBhomYLinB Confddiednd nodem 140 to personal conputer 138
directing the conputer to send a command signal by channel 136 to

conmmuni cati on, WE@.&LZWCQ%E%b%EW%§ the controller to initiate 25 a

command sequence ann causing nodul ator 168 to be tuned to the

cabl e tel evisiqp annel being viewed by the user. The control processor
Pkt ox STRE e

48 further tra e nessage by the public switched tel ephone
network to personal conputer_ 13 ich. transmts the substance of the
message on cHa%HQmW%BV@I'LEW%@VﬁIHW 5&’@1“6"@ 160 and the home controller
122. The ETHERNET 30 transceiver forwards the information to nodul ator 168
by channel 17oUserReavpsts High Bandwidtheemmunisation generate an RF signal which_

is transmtted to conbi ner :
15 « Director 601 Asks Router 609 for Permission for High Bandwidth

. Communication

e Permission Granted

Adding High Bandwidth Route to Routing Table

High Bandwidth Accept Message

20

Communication via High Bandwidth Channel

Figure 8 represents the initial state where telephone line 22 from customer premise
equipment 20 is idle and PC 74 is connected to high bandwidth channel 817 but is
receiving no data from it. As shown in FIG. 8, both director 601 and source access
605 are implemented using a set of UNIX processes. The processes 805 and

25 807(a..n) in source access 807 implement a World Wide Web server which uses the
HyperText Transfer Protocol (http). http Daemon (httpd) 805 services incoming http
requests by spawning task processes 807 to handle those requests. In Figure 8, all of
the task pfocesses 807 are currently serving other PC users. Routing table 809 in
routing 609 routes communications between service providers, system 600, and the

30 PC. Rotning table 809 specifies networks or hosts in part 811 and gateways in part



network 174 causing a notice nessage {g.be conbined with the incom ng RF
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wide single-headed arrow 817 signifies the downstream connection between the
cable TV system and PC 74. This connection is always physically present, but is not
yet being used as a high bandwidth channel for carrying data from a service provider
10 to this particular PC 74, and consequently there is as yet no entry for such a high
20 bandwidth channel in routing table 809. The cable TV connection is shared among
multiple users and will only be carrying data destined for this PC 74 when the PC’s
high bandwidth channel has been established and service provider 10 is sending data
to this PC.
. Figure 10 shows that wrapper program 707 next initiates a TCP socket
25 connection 1001 to director 601. Director 601 directs data from service provider 10
processor to either the low bandwidth path or the high bandwidth path to the PC. In
this architecture, the direction is done (as will be shown in later ﬁgﬁres) by adding a
high bandwidth host specific route for a particular PC to routing table 809, or by
deleting it. The default gateway out of routing 609 is always low bandwidth. When
30 an entry is added to routing table 809, it overrides the low bandwidth default.
In Figure 11, the incoming TCP connection request from the PC causes
director daemon process 801, which is always listening to the low bandwidth
channel of gateway 1, to fork a director slave process 803(N) for this PC, which will
now be called PC 74(N). All further message communication between wrapper 707
35 and director 601 will be with director slave process 803(N). When the TCP socket
connectlon is fully established, wrapper 707 in PC 74(N) forwards the IP address of
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In Figure 13, the user prepares to download a large image by clicking on
button 725. This causes wrapper 707 to send "high_speed_request” message 1301
via low bandwidth channel 901 to director slave process 803(N). Though the user
20 has clicked on button 725, wrapper 707 does not highlight button 725 until it gets a
positive acknowledgment from director slave process 803(N), as shown in a later

figure.

FIG. 14 shows what happens in system 600 upon receipt of
. "high_speed_request" message 1301. Director slave process 803(N) takes the user

25 ID and IP address for PC 74(N) which were previously passed in the connect
message, and passes them as parameters to a "get_cable" primitive function in
director 601, which in turn sends a message 1401 to CBM component 8135 of routing
609, asking if bandwidth is available for the user on one of the cable channels.

FIG. 15 shows how a high bandwidth channel is assigned to PC 74(N).

30 CBM 815 uses a bandwidth algorithm to determine which channel, if any, to assign
PC 74(N) to, and then sends a command to router 42 in order to get PC 74(N) tuned
to that channel (not shown). When PC 74(N) is successfully assigned to a channel, a
message 1501 comes back from CBM 815 causing the get_cable primitive to return
successfully.
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74(x) goes through that PC’s director slave process 803(x). Director slave 803(x)
then passes the data over the low bandwidth socket to PC 74(x) if the

20 communication is to be low bandwidth, or over the high bandwidth socket to PC
74(x) if the communication requires the extra bandwidth. Advantages of this
approach are that it uses the industry standard TCP/IP protocol suite and does not
requiring modification of service provider 10’s software. In addition, there is no
constraint on the network location of service provider 10, since director slave 803(x)

25 no longer has to have access to routing table 809. Routing table 809 remains
efficient, and does not require host specific entries. There will simply be one entry
for the low speed network access to the PCs and another entry for the high speed
network access. Also, since all data back to PC 74 passes through director slave
process 803, director slave process 803 can change speeds in the middle of a task by

30 changing the socket it passes the data to. The main disadvantage is the converse of
the advantage: all communication between the service provider and the PC must
pass through director slave process 803.

Since system 600 is implemented in software, its components execute
on any of the processors in system 1. Among the possible locations in addition to

35 control processor 48 are a processor used by service provider 10 to provide its
service or on an adjunct processor which has high bandwidth communications with




FIG 6 shows this system 601. System 601 is inplenmented by nmeans of
prograns 35 executing on m'croprocesso?5'90. The program code for the
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and data base 96. In a preferred enbodi nent, control processor 90 is a
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15 following: Connections between service provider 10 and PC 74 and between service
provider 10 and the CATV system are provided by a telecommunications provider
which maintains both a high speed telecommunications network and a public
switched telephone network. The high speed telecommunications network is used
for the connections between the telecommunications provider and service provider
20 10 and the CATV system, while the public switched telephone network is used for
communications between PC 74 and the telecommunications provider. In such a
system, source access component 605 executes in a processor belonging to service
provider 10 and is completely under control of service provider 10. Director
component 601 and routing component 609 execute in processors belonging to the
25 telecommunications provider. |
Implementation Details of Wrapper 707
The primary purpose of wrapper 707 is to provide the user of PC 74
with the ability to select a high or low bandwidth channel for downstream data
delivery from service provider 10. It impleménts buttons 723 and 725 by means of
30 which the user changes the channel and establishes a user session with director 601
during which director slave process 803 for the prbcessor controls the downstream
channel. '

The wrapper provides the following functions:

» Establish a TCP connection to director 601 for use as a signaling channel.

LY



establ irshes a channel to enhanced ser kce provider 10. In the preferred
enbodi ment, the channel is a high bandw dt h channel between the service
provider and split channel bridging unit 18. Routing conponent 609 controls
routing of Zgall;)a lrolell;)ween 25 enhanced server 10 and custoner prem se

equi pnent ub 52 and router 42. How routing conponent 609 does the
routing is det an dnstancel of a diregtopglave nrﬁeesa@aﬁbe Fgg@fiﬁ%h?@?@/ﬂ’ﬁ t he

bi directional Juishasdinfidbngdiannel, i.e., in the preferred enbodi nent,

- data transfer between enhanced service provider 10 and customer pren se

equi pnent 20.i§st%\gg$hggqﬁgn§;§§ wﬂtﬂslal%ggr&%ssﬂ%’. 52, 54, 26, 24, and 22 of

30 FIG 1; diréec owever a cause routing conponent 609 to

establish a unidirectiona i ah ' i sfer is
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the Low and Hihigh feedwr thwsieddinkl s: FIG 7 In a preferred -embodi nent,
~director 601 determ nes which channel is to 35 be used to transfer data
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. produces to permit users of custoner prenise equipnment 20 to sel ect either
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801 spawns a director slave process 803(m) to handle all subsequent transactions
with that execution m of wrapper 707. Wrapper 707 initiates the connection with a
connect-request message. The associated director slave 803(m) replies with a

15 connect-acknowledge message. Once the connect-acknowledge message is received
by wrapper 707, the session is established. Next, wrapper 707 paints a graphical
interface 719 on the user’s PC screen. Director slave process 803 waits for a
message from wrapper 707. The session always begins with the downstream link set
10 use the low speed mode. Having set up the session and painted graphical interface

20 719, wrapper 707 waits for input from the user of PC 74. When the user decides to
switch to the high speed link, he or she clicks button 725. Each time high speed
button 725 or low speed button 723 is activated, the wrapper sends a link select
message over the signalling connection to director slave 703(n). When director slave
703(n) receives a link select message, it requests permission to make the change. If

-25 permission is granted, it adds or deletes an entry in the routing table 809 and thus
effects the change. Director slave 703(n) then sends a success message back to
wrapper 707. When wrapper 707 receives confirmation of the link change, it
highlights the corresponding link select button 723 or 725, thereby
pro'viding visual feedback to the user that the link selection process was successful.

30 A summary of the messages between wrapper 707 and director 601 is
given below. The requests originate with wrapper 707 and the replies originate with
director 601:

R



channel 'via items 78 and 76 of FIG 1,and to the high bandw dth channel via
“itenms 10 72, 70, 68, and 58 and can codnsequently receive data via the high
bandw dt h channel and both provide and receive data via the | ow bandw dth
- channel . Connection 80, finally, permits control of honme controller 70 by

processor 703. Di sk storage system 709 contains data and prograns,

“ i ncl udi ng w afpONNEGEr Hsedrtoestabiisibesession with therdi€gtop, ogr ans for the
service providers 10. YRRsase bonidceisd Mi<ndXel nchae ¥eings-eip_oddrgssechasor 703,
the portion currently Dej ng executed and the data required for that portion
are in menory 705; ot hémiggé, the program and any persistent data are
stored in disk storage system 709. In a preferred enbodi nent, the

persi stent datRESPQ s information used to make the screens displayed in

diogpl af) 745, whi ]gh ihs k:%e%&@é%?nﬁé%&dc@éﬁt:%&f@@dﬁﬁﬂlﬁkf stinghh)s k sxéste(rjn 20
7009. eration of the system of FlI 1 under, contr 0 € an

Wr apper program 707 is?%Ws&g@WP%‘-J?%&JPF%#&‘%@E@%%S@@%%o use a
service provider 10 hasuiigpdked wrapper program 707, which has established
a | ow bandwi dt h channel Dbetween personal conputer 74 and control processor

48, and can QHRAWTBEAT Musmansthé Sessiddl cofgettioh messages fromdirector 601.

In response to a user selection of a service prfavider duryng execution of
wr apper 707, wr apper 7%?‘%&?’?@%? "éseE-dﬂr%‘LaE‘iﬁnd\?fﬁmg'gTjow bandwi dt h
channel to director 601 and specifies servjce provider 10. Director 601

t hen -caud@s sdBIGI SKEED;sSwieh togthe bighsspeedlink ce provi der 10 via a high
bandwi dt h channel and ¢ae3@ipehist spaedOisdtia <af 21h¢haBStrinpslidepdite elss | ow
bandw dt h channel between séervic€ provider 10 and personal conputer 74 to
communi cat e beﬁ%’é?mﬁé?%onal conputer 74 and service provider 10. Wth the
channel established, wapper 707 begi ns execution of service provider PC
software 708¢ WBQNSﬁén communi cates via the | ow bandw dt h channel

established by wrapper (:ffsésa3Bthigh spdeidoicceptluyirt id <ean2chapseingser 10. In

Some embodi MENLs, 35 S R sl e Mb!H Emi0%1 TRl B OROUBR0e0 0

<u_int>)

« LOW SPEED: Switch to the low speed link
(:message low_speed :user_id <max 21 char string>)

RESPONSE:

20 (:message low_speed_accept :user_id <max 21 char string>)
(:message low_speed_reject :user_id <max 21 char string> :reason
<u_int>)

QUERY: Determine which speed is currently set
(:message query :user_id <max 21 char string>)

25 e« RESPONSE:
(:message query response :speed_setting <high_speed or
low_speed>) _
 DISCONNECT: End the session with the director
(:message disconnect :user_id <max 21 char string>)
30 « RESPONSE: to any message

) (:message bad_user_id :user_id <max 21 char string>)



bandw dth channel has been established,, As will be explained in detail

bel ow, either -20- the low or high®¥andw dth channel nay be used for
downl oadi ng. At this point, display 715 has on it what is shown in FIG 7.
D splay 715 has two nmain wi ndows: a service w ndow 717, which displays

. information fromthe service (the information may be elther stored locally
~in nenory 705 or recAs\kmga&themssleaﬂastszwrmvﬂ%liell@}caélﬂde&d%hﬂﬁp@ﬁatcontroI

W ndow 719. gé%gq%% Okitetr s%tpg%c%gs %?plﬁﬁéct wfegiroé’!sé‘ 803\expkBisfio redefi’

present dis n-are wn servi ce pr.esently

t
has control mmmmmggspemmw%dwwge%&hﬁagﬁeaamsm U0 Ag ¢ hei r
nanmes inply,e ];JéaetﬁﬁeJauiﬁé%a drécesrilave prbéess 80D asnmiks tiat firei olignicresigrtating end

information fromservice proyider 10 to personal conputer 74. 10 Low button
723 is thd d@kas fisabled,and,jermingias;the, ses8i08y, - { he bi directional | ow bandwi dt h
channel is used to tma&musénisaﬁmsheﬂmsimgdhe petwiodnservicesmlactivates exit

“pueh® i gi PRHOR 387 b e Wil 1o, Y BccriBet el B ‘?‘“E*’“ﬁ&sﬁ*‘ﬁf%ﬁné"

hi gh bandwi wmm&vmm@cmralavamr@eswﬂ eceivesthigrmessegpitploses Hignnel
bei ng us ed tc (fﬁécﬁﬂﬁft@rthéié’ieﬁuﬂ&??f R 7 dﬁélﬁhﬁhﬂeé uﬁxﬂealatege Difaaﬁir
conput er oreturn to use o

l'ow_D h t t f
t he datamr@mg@rmew%wa@rrew mmm ei%é“pémfyeé‘gﬁ et | AT T

"pushes” | owndagddeQit flifsto r&ex%h@@bemssagawﬁmhm@pﬁmdmm user
enpl oys input_device 713 to "push” high button 725 or l[ow button 723 is

t hat \/\/rapper”uﬁil%-r am 707 receives an 20 input fromthe w ndow ng system
whi ch produces di Spl'ﬂhe widppenGUT 43 m;gembmdumagmadmﬂsmmabols'm.

e by S0 48 e BEE i of g B cbRE ot fpsmai o 2 L1

15 the wrapper during execution. In its initial appearance, the service page, a window
covers the entire display 715. On the left side of the screen is wrapper window 719;
On the right side of the screen is a frame. Service window 717 is placed within this
frame.

Dynamic Reconstruction of the GUI

20 . Wrapper 707 is implemented using a feature of the Microsoft Visual
Basic GUI development system ("Microsoft” and "Visual Basic" are trademarks of
Microsoft Corporation) that allows the programmer to save the configuration
information about a particular graphical layout (page) as a text file. Wrapper 707
then creates its GUI by interpreting these text files. The graphical features of the

25 GUI are thus not built into the code for wrapper 707. Since the graphical features of
the GUI are contained in text files, it is possible for a service provider 10 to '
download the text files for its GUI to wrapper 707, so that wrapper 707 can configure
jtself as required by the service provider. The technique described below can be
used with any other tool in which screens are created by interpreting text files.

30 Instead of built-in graphical features, a preferred embodiment of
wrapper 707 has a set of built in functions and a script language. The script
language is used to provide dynamically-created graphic features. Each graphical
feature has an associated script file. The script file contains a list of commands that
are interpreted when the graphical feature is accessed. For example, the script file

35 associated with the button specifies the visual result of pressing the button. When
the button is pressed, the script file is interpreted.




user has selected either | ow or high bandw dth. Director 601 then responds
to the nessage by causing routing conp¥tent 609 to route the outputs from
service 25 provider 10 as desired by the user. In other enbodi nents, the
channel sel ection nmessage may cone from service provider 10 as well as from
the user. One exanple of a situation in which the service provider m ght
provi de the nmessage fe mdketahaptdcaliuser inerfateifor wisgpds 707, thosmthorageser vi ce PC
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- bandwi dt h ch nneI @.?rdlngtothe size of the file ails of an
| mpl enment at © ? ‘em 600: FIGS. 8-18 This section describes the details

of an inpl errent ati on“hﬁppey%‘é mafiififins the cirtmtdnloglandplaf:emeﬁﬂbfﬁtss:enmbmm
ot ted || mo " BESERS G MOr S holto} WindM I BBERM QPR RESR: |1 7
child of 10 hbasadrmsmonm VR wséﬁmmoﬂéﬁu@ammssagmpgmmwmsmmnd plageel , the
the f1ow of o ‘JS?)%‘%? Lﬁ*ﬂﬁ*ﬁﬁ‘ﬁﬁt 6l 8 RAIRISBAT iy B o 0l © |1 nes
fol | owi ng sSegen applica M3l e routing session: . Tel ephone Li ne I dI e 10
Tel ephone Line Co nSBWicS dvmdow 717 is maintained in is topmost position by sending it a
TOPMOST message whenever events occur outside service window 717. These
15 events occur whenever buttons, pictures, or other controls are click accessed on the
adjacent wrapper window 719. When a click event occurs in window 719. windows
makes that window object the active window. Windows also makes the active
window the topmost window, which in this case would result in wrapper window
707 concealing service window 717. By sending a TOPMOST message in response
20 to the click event, service window 717 is again activated and made the topmost
window automatically. The user perceives this as a very fast refresh of the browser
window. In a similar manner, the control panel is maintained on top of the
background window by receiving a TOPMOST message in response to click events
outside the client area.
25 In its remote control configuration, the wrapper retains its topmost
stature through implementation as a floating window. This is an essential feature for
an object that affects the entire workspace.
Other Advantages of Wrapper 707 and System 600
Because there is always a bidirectional low bandwidth channel between
30 wrapper 707 in PC 74(N) and director slave 803(N), the fact that a user is receiving
information from one service provider 10 via a high bandwidth channel does not
preclude the user from commanding director slave 803(N) to connect it to another
service provider 10. Director slave 803(N) can either return information from the
other service provider 10 via the low bandwidth channel or obtain another high
35 bandwidth channel. In such a situation, wrapper 707 would of course set up two
service ;vindows 7117.




Wapper 707 Connects to Director 601 . Director Slave Created .
Conmuni cation via Low Bandwi dt h Channe130* User Requests Hi gh Bandw dt h

"Communi cation 15 . Director 601 Asks Router 609 for Perm ssion for High
Bandwi dt h Communi cation . Perm ssion Ganted . Adding H gh Bandw dth Route
to Routing Table . Hi gh Bandw dth Accept Message 20 . Conmuni cation via

Hi gh Bandwi dt h ChanneAnéihgradvafitage pf the enmbirtation iofiiwrapper 30Aamd systene 600 is

“tel ephone i e C 74 is
connecteq t o taroS BTN TRkl Al 88 ‘b*@és@@%céﬁmuéhdﬁ ST i1

As shown i n mPpesates wildypically kavednass storagedansothaiceandedised qs@snums datpbaserent ed
using a set Qfahlbhst 9 ATIES S5 for BREm V\gfe?CFﬁﬁ,eﬁne%@é- 148 Qiréex BRtOPoveR which Sour ce

e e hASHET b L R i avasas SRl GTig o, Serieht ¢

g qulelst zf b%/hbpame d&étasé!av;ptgeess 863(&)§w1ritelrx]etsamdb@ntth@aﬁv b?ﬁiﬁﬂﬁﬁandlme Fi gure
Routi ng t abl e RS BRRRBIs fedUsiel By L el oLBC 4RO, Bisbiibre Hovd ibFess
provi ders, sﬁ@B@ﬁlwﬂ@wwcmrﬂehemfmanmin datg base96cth8(i9 negreditd deshenet wor ks

~or hosts in pfdrefiind ?ﬁg gateways in part -22 - 813 by neans of which
. communi cations to or the host or network will be routed. There are

al ways twd0channel s iFxac8yiwhagkingiof bildumis done in & spesifiinstancerwilhofreourses
. conmuni cat i 0Bg dekgimihed B9 mRKetpRBEreis wsrRAB MR the BartBE Provitingd the seRfice

and the low and high bandwidth access and the user of the service. Possibilities
include:

1. flat monthly fees for unlimited use of low and high bandwidth connections:
15 - work-at-home and telecommuting users.

2. flat monthly fees for low bandwidth connection and usage sensitive pricing for
high bandwidth connection

3. separate flat monthly fees for low bandwidth and high bandwidth connections:
e.g., low bandwidth access to e-mail, other textual services + a separate
20 optional class of high bandwidth services for graphic intensive services.

4. usage sensitive pricing for low as well as high bandwidth services.

5. normal billing practices for low bandwidth and transaction based pricing for
high bandwidth downloads: e. g charge $5 for download of new software
- package.

25 6. billing as in (1)-(5) but charged to the content/service provider like "800"
services: e.g., AT&T bills service provider 10 and service provider 10 bills the
end user.

Using the System of FIG. 1 in Telecommuting
One area of application for the system of FIG. 1 with the channel
30 bandwidth selection mechanism of system 600 is telecommuting. Lack of bandwidth
is one of the biggest problems of telecommuting. A typical information worker
generally spends far more time studying information than he or she does creating




di réctor, and t he service provider, ar_lgll_anot her, gateway 3, which routes
hi gh 5 bandw dth control conmuni cationS between cabl e bandw dt h manager
"815, which nanages the bandwi dth avail able fromthe cable system and the
ot her conponents of routing 609. The high bandw dth control conmunications
travel via high bandw dth chanpel 819. Figure 9 shows the state Qf system
600 after thREW idprmationc AtihgQ evh‘g% informgtion requied by the workgr ahavatlableogr am

707. |nVocatﬁ1ﬁfh|§ﬂflﬁ BafdwvidthChafriets ighas thost piuvRiedWy TANSs, 2hd thotimieRear in
di splay 715 C 74 .and ha ﬁ{?so ﬁause T | P soItvvarf on .PC 74 whi ch has

f : d
been pre-con‘?‘?"ﬂﬂ? “‘&?W“PH@D | EFREE VR on js ngt L praplem. HO¥SVeer 10 to
bring up a |wherbthedaforinétiorhworket telecommuités) be 60she mustuse thedO@ bandwidth t he

e o ow T ApiS brovigelly RioRe b b B, AT Melaish of 8 09, [ OVIE
si ngl e- headcwngwidsh, ofthessichannels it is Nirtualyimpessible fosibe-elecommteniearprkhe
bt 1 5 ot v s H e b g P e M e &
froma ser viy @eﬁﬁwge@m&@oq \YO’EIWF%QHE‘XFYQ’%"SF*‘ af%]e,anﬁﬁﬁlsé’éﬂgééue%t ly there
i s"as_yet ndnedihing high bandwideh tliaghel2Thdsystsm of FIG: Moperiitsicable M tote t abl e
209, rr B B B HBE B4 BB L VR B R pernd o ) "
channel has telecompmtexparidswizeh combised with ¢hepohannel dandwidtis selention meoianismt o
Socket 25 cabiusti 0t Hpene! anlbnghe BAUAR B o Shav oTER 2 0T o,
servi ce provhagdwidthy channebasshest suits¢he simatiome | ow bandwi dth path or the high
bandwi dth path to tngddm dffict BhpAigiyk @i irectichiiSeriet o in vhiclote (35 °
will be shown in later figures) by addi'ng a figh bandw dth host specific
rout e forl3a GHERSaRH SeversErs e cred RY neLRrEs. s’gy«, sepyers,goniain Abjests and,  The
defaul t gat mf Wipeation ook thoge 66i8cts Sorahsinykents whicinabeitgbibally/frocessés an
32; ;ﬁl It s ad rﬁﬁim%g in B&g and otth‘fcg.llb é&m;?u(l@r sy'sttem?:\é%rrltrlécgeedstottﬁ]eenét\%\évrkl? algcgrvé”x%nrﬁle,
a file server contains data files and performs file operations on those-files at the
request of clients; a schedule server maintains a schedule for the office and performs
20 scheduling operations at the request of clients. Of course, a server may also be a
client; for example the schedule server may keep its scheduling information in files
and may thus be a client of the file server.
When the system of FIG. 1 is used for telecommuting, service provider
10 is a client in the office computing system of the office to which the user of
25 personal computer 74 is telecommuting. What appears in service window 717 in
such a system is exactly what the user of personal computer 74 would see if he or
she were using his or her PC at work. Client service provider 10 has exactly the same
access to the servers in the office in exactly the same way that the user has access
when he or she is in the office, and can thus provide the telecommuter with the
30 information he or she needs. Of course, if the system of FIG. 1 is implemented using
system 600, either the client or the user can select the most advantageous bandwidth
for downloading.
Conclusion
" The foregoing Detailed Description has shown how the system of FIG.
35 1 of the parent patent application may be improved by the addition of channel
switching apparatus which permit either the high bandwidth channel or the low




[n Figure 11, the incom ng TCP connection request fromthe PC causes

di rector daenon process 801, which is always listening to the | ow bandw dth
channel of gateway 1, to fork a director slave process 803(N) for this PC,
~which will now be called PC 74(N). Al -B&%Frt her nessage conmuni cation

bet ween w apper 707 35 and director 601 will be with director slave process
803(N). When the TCP socket connection is fully established, wapper 707 in
PC 74(N) forwards the I P address of - 23 - the PC and the PC user's ID

i 5" S Ot a0 ) A, e
wi ndow 719 bodime avension; nelcwiishing apparatos is controlled by
bandwi dt h chggpalipihe GhE iitbrmbaridrlin YRS, GPmRy BE irofied HIRAL Stlree o BE"

interface appears .,in service wn ser can no
provi der 10 WHOAMAHEN, ow bandwi dt h channel . Wi ch channel is presently in

use is ingicated i n \QtBERSAbOMIR i é',gﬁi' and
725; here, tton 7 gi S hib hl i éﬁ#e%&?%ﬁil%%%g t.ﬁ'az?'ﬂpﬁféxs Wﬁ%gﬁﬂ}%ﬁ& h
channel is ifF&¥&mp qﬂi‘b?ﬁﬁ“%ﬂﬂe {Hng fwovEay commynicatige ovesthd cableity ser vi ce
wi ndow 717. nétvegrRebothithelow BdmiwiehiBhditnep And thel High %%ﬁ?@%ﬁﬁé{#{ h,gg;&r ovide a

means of requesti hi gh. speed transport. |nteracti ‘User and
t he servi cegﬁ‘rpi‘?/‘f Qgrc %W thléiﬂa[blq pseddn e, CATY system agitheir pr ovi der
sof tware 70&afisport.hi s case, PC Mpsaic). These are received by httpd daenon
process 5, which farks an, ht task progess,807(c) to service the
request . éi‘%at a from tﬁ@ﬁf”é’é@égfgﬁﬁnﬂé aﬁc ?&W&(ﬁ)ﬂ'@}?@ 15 the
route di ct aimpleimenfanions ofjthEvhasnd Gitching dpparaas andW6se él&lihdjﬁftﬁé'g}rshfw
bandw dt h rout e f.gateway 1..1n .ﬁl.&ure,l t he used'x lprepares to downl oad a
| arge i mage ﬁip e gg‘{ﬁﬂ oxaﬁenams will immediately see that other variations are possible.

Similarly, the wrapper program disclosed herein may be implemented in many

different ways and may have many different graphical user interfaces. Finaily, the
15 techniques used to set up the channels and the protocols used to communicate over

thera will aiso depend on the system in which the invention is implemente:l.
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but t'on 72 S wrapper 707 to_send "high speg

1301 vi a ' mﬂ unnel 901 to-d3rector slave Bd'@ -mm BEE'[b

t he user notﬁﬁﬁ’ig‘m!ﬂght
“______._‘

button 725, w apper 707 do#
button 725 untiI it gets a positive acknow edgnent from
process 803(N), as shown |n alater figure. FIG 14 shows what happens in
system 600 ugQRiimkecel pt of "high speed request rressage 1301. Director

sl ave process 803(N) es the user ress fo 74(N) which
were previously pasSedBfSHaqtYe appATRES or,péggalélgatgﬁﬁac& st8§e‘t’ﬂt§rﬂc

par anet ers ttheappayemscainpakmgrr m t ive function in director 601, which in
turn sends a message, 119 Qgpaenent 815 of routing 609, asking if
bandwi dth i s avail abl'e e user ori one of the cable channels. FIG 15
shows how % hi gh banG@&hWﬂ&ﬁhéﬁW@' assigned to PC 74(N). 30 CBM 815

73000 toand then Sonr¥bulce PETGR diy, Bie SRR RIng dobesSle YR BOBEL R
tuned to tha?gl i‘rmgﬁ%f‘“gﬁbtet!’ﬁm %\B@r’? WIthREtWOrs  ccessful |y assi gned
to a channel, a nessmatmgmﬁserMﬁgﬂmﬁBMe&h& causing the get cable
primtive to return %élép(‘hessfullx?r After the sucee sfub-ﬁpeturn from

the get cable primti N Peats csqug{}%g&eél&rsaé:c%aws Ercfﬁ,
updat es rutthe gouplingemé&ng indluding host specific entry 1601 for PC 74(N)

hi gh bandwi dt hr out ories bendwitif cb ifig Hifiet o e AE her ERI WAL B 100 |22
been updat edhe dataserrse vig @@élgﬂ'hﬁééwsd@omk gethds a "hi ghspeed accept”
message 1701 back t ojdi-bartiwidth cfling means for coupling the user access means to
the data source via the low bandwidth network; and
15 coupling control means coupled to the user access means via the low
bandwidth network and to the coupling means for responding to a first access
command by causing the low bandwidth coupling means to bidirectionally couple
the user access means to the source via the low bandwidth network and to a second
access command by causing the high bandwidth coupling means to unidirectionally
20 couple the user access means to the source via the high bandwidth network.

2. The apparatus set forth in claim 1 wherein:
the user access means is a source of the first and second access
- commands. |

3. The apparatus set forth in claim 1 wherein:
25 the coupling control means is additionally coupled to the data source;
and
the data source is a source of at least the second access command.

4. The apparatus set forth in claim 2 wherein:
the user access means further includes user input means and
30 ~ the user access means provides the first and second access commands in
response to the user input means.

5. The apparatus set forth in claim 1 wherein:
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W apper 7 highl i ghts high speed buttag.725 instead of ed AR EPBN
723. w&& ! ﬂﬂjﬂu 8, at this point, communication {romt Erexeention p
of ser gram 708 in PC 74(N) to service j

‘continues as 10 usual, but data fromhttp task process 807(d) which

perfornms the task is eturned to PC 74 Vi hi andw.dth route
di ctated by entry 1601° P¥TASSY Fg‘\%cﬁ? al,&fj f’hr?éi%elg ﬁ ALY of
Syst em 600 | while ¢heaiseraorass meansuslemq)let‘svm(mer kigh bangwidth met®0£k tolthe scamck,
director slave process 803(N) has two TCP/IP sockets or ports to PC 74(N).

One socket is for a 15 | ow bandw dth channel and the other is for a high
bandwi dt h channel . [§.rAdserinterfaceepployed in Zogppytenwysigmwhichindudesfuser PC

74(N) in intgy ﬁPﬁxbﬁ! aiddldis ﬁffﬂb&%a%%&?fsda@ eawumsndveidm fidsreom ng
from service I der 10 destined. for a r qQes, t hrough
that PC s %.f%&@hwﬂew%%&me@ )SOBIEF é?‘éﬁag‘li&?/%h ﬂa%)iw%n passes
t het daL a f)v eﬁet;ﬁvbgc fogmmm&mdmlpu?ﬁ skﬁém ﬁ@oﬂ@sﬂ(anh whicH bmvaﬁs ggﬁgﬂiﬂmaat i on
is to be | ow bandw r _over | C, o

the comuni ¢t S,fgrq{ﬂupﬁggftﬁgnggtzt ?%ﬁ%@?&#ﬂé\gﬂfﬁyg Prkt%%ég%br oach
are that it bandwidthmeiwatksthe psertintedfaceicompyisiag:pr ot ocol suite and does not

requi ring nodificati ﬁ?"g‘iﬁ {tﬁh\é%g?e @X*ocg‘?sl@h&h?l? %@g@heth&ﬁggbﬁb%r

there i s no constral I On Or Service prov
si nce di r B:tsystem isvecedviag dntafeom the datysquregawiadhe high baemﬁéﬁantwoﬂmrtthmg

tabl e 809. HgW pandwidth nBvdiR: WI ns efficient, and does not reqw re host
specific entries. There w !l he one ntry for the Ja R eed net wor k

access to the PCs an&‘%%ﬁﬁ@?nse‘f?ttpf“f%?mtoﬁ ¢ P35 iYL means SBcess.

Al so, since ¢hahgeéli anddddth tfer providingpsemmand foruldiciidinge ol 1he ntdany forpr ocess
803, director sl.ave process 803 can change speeds in the mddle of a task

by 30 changlcr%‘ socket it passes the data to. The nmain di sadvantage is
t he converse of the advantage: all conmmrunication bet Ween t he service

g;gé?ne%o |O|st |he rgnmwa%&&?war lgogl %‘p exec tg%??he @bgce
which has a low bandwidth channel from an mformauon destmauon to an
information source and a high bandwidth channel in the reverse direction, the low
bandwidth channel being used for control information and the high bandwidth
channel being used for output information output from the information source to the
20 information destination in response to the control information,
the improvement comprising:
a bidirectional low bandwidth channel; and
means coupled to the low bandwidth channel and responsive to a
bandwidth selection message received thereon for selecting either the low bandwidth
25 channel or the high bandwidth channel for transferring the output information from
the source to the destination in accordance with the message.
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on any of the processors in system 1. Aong t he possible locations in
addition to 35 control processor 48 are a processor used by service
"provider 10 to provide its service or on an adjunct processor which has
hi gh bandwi dt h comuni cations with -25 - the processor used by service

provider 10. In e fi se. _di ] thi %M e
access 605 myAéfé]ABéﬁ%ﬁgﬁ%mgW%@ xlﬂqn)é?é gr[lgi ce
provider 10; in the secXNDI:OW BANPWIDTH DATATRANSFER 609 nay be in the
adj unct pr oc&sgr !c!whi | e service access 605 is in service provider 10's

processor. 5 n adjunct processor is used, a single adjunct processor
may control Datzecammupicationsappamkustanddogthodsiempleying a bidirestionaldewpr ovi der 10

T Tl na ot ) D e o e E
channel  nads S3adRE chanie Sld A i BrechoRiigy bAGEATIANRL AR SARGINALY |
601 may be siafpRipratiensoarced by acommunicatinssystem sthichimovideebothar f or m t asks
for th ibffirek BAAIDId Tanihii

task may have § |936‘§36§%dt ; gn%“%?ﬁ.i}gf%"iﬁiaﬁ%?ﬁ ag})“&iﬁf@%ﬁ]@%@“ﬁ@ to PC
74. Such an iaﬂ’c‘%tbg%& “Ga appel i Whichdha 1 JHon FPVIGEHY | §ﬁ%‘br°59°¢r§)§ i
library : out itlitﬁﬁnk.é% b?mb?m!t of the cadmnﬁt mi@ﬁslﬁys:ﬁxﬁ tetinbd theodireetortrbsponds 10 and
co onen | e . OWM.Nq: ne |, S e e .V PEOVI an
b0 74 and 16 T 2 Bfbsdale rcenllif he {0 VG aliIR Ent el 80 Secf it i sBHRHsRl . 1y "
t el ecommuni c heingsentfremithbeinfornation seirae to the Aobtotthehighgin 1oy dendwidth

t el ecommuni Céfxé:ﬁféfaé“% il it 2Rk er&k‘dg%{‘ ?héfﬂe&s%@?@zra&?hﬁ%%& fg@lh‘wé isg ofhe

hi gh speed tel ecomuni cations netwofk i's use e connections between
the tel ecommihe Bfrmation sewros-oArgraphical aseriiaterfpecoatitrPC poovidessthel userevithaTv
system whi | epifipsPidipeify teltafi@didtl! TRE Qpiardtss MY tethdds'may bk or

15 advantageously employed to provide telecommuting services.




communi cati ons between PC 74 and the tel ecommunicati.ons provider. In such a
system source access conponent 605 executes in a processor belonging to
service provider 10 and is conpletely under control of service provider 10.
Di rector conponent 601 and routing conponent 609 execute in processors

bel onging to the 25 tel ecommuni cations i der. Inplenentation Details of
W apper 707 The pri marEy &J fe of wr.app 707.is to provide the user of PC
74 with the ability t I ectd a high or Iow bandwi dt h channel for

downstream data delivery from vi der (¥ —+t—1ml enrents buttons
723 and 725 by neans of 30 wh crEN'ﬂM‘EEDJs r chan ;esENHANSEQ:hq nnel

establ i shes a user sessi w1 h %15 601 dui%/ﬁﬁi c dir 1(Q@tor sl ave
process 803 for the processor d’eBHYHJ 4 ghe dowhdtho dha nneI The wrapper

provi des the follow ng functions: . Es}fbl [ sh : Jconnection to director
601 for use as a signaling channel. 26- . le 2 an instance of a
: t he downst ream | i nk

control. . Establish a |ogical ses ‘
graphi cal user interface all ow ng ruaIIy select the 5

hi gh speed or | ow speed I|n Pr oWt Lenet features to facilitate
the user's access to servic rOV|ders 10 ki ng browsers, and
directory services, and_g_ou;zlng_access t d-Ot hér_network tools. Wen

wr apper 707 b—eggpnﬂ PHAREL BRIDGING Ui tializgs itself, then attenpts
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10 to establish a TCP connection to director daenon 801. Daenon 801 |istens
for a connect attenpt on a well-known poit. Wen the connect occurs,

di rect or daenon 801 spawns a director slave process 803(n) to handle al
subsequent transactions with that execution m of mmépper 707. Wapper 707
initiates the connection with a connect-request The associ at ed
director slave 803(m replies with a 15 connect-a mﬁedge nmessage. Once
t he. connect - acknowl edge nessage is received by wapper 707, the session is
est abl i shed. Next, w apper 707 paints a graphical |nterface 719.0n the
user's PC screen. Director slave process 803 waits for a nmessage from
wrapper 707. The session always begins with the downstreamlink set to use
the | ow speed node. Having set up the session ang%fg#gt gr aphi cal
interface 20 719, wapper 707 waits for input fr er of PC 74. \Wen
the user decides to switch to the hi.gh speed link, he or she clicks bytgon
725. Each tinme high speed button 725 or | ow speed button 723 is act{jéted

the wrapper sends a link -ect--ressage--ever-—+the—si-gral-F -rg-conneet+ $-8—--—
director slave 703(n). Wien diMlegtor slave 7(ﬂﬂNf90LrRBﬂ§ESSG& a link sel ecf :
nmessage, it requests pernq55|on 0 _mak8? :/peBAISS|on 1’02 |
granted, it adds or deletgs a inth 809 and thu i ot
effects the change. Direéctor ;I% 03(gp . t uccess | MTeSRaH8s bac

to wrapper 707. When wr apper ei ves} of t he @Umm? Bl
it highlights the corresp?ndl lec i l
providing visual feedback;tos t hat tMH}RUPRiEESﬁﬁHe tion process was i 5
successful . 30 23X the : ' '

the replies originate Witlil di regg8r 601:

EeR W PP anp
director 601 is given bel oW € rfequests originafe with w apmer EW% ——
l
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. CONNECT: Used to establish a session with the director (:nessage connect
ouse id <max 21 char string> :ip address <char string>) . RESPONSE: 5

.(: message connect_accept :user_id <max 21 char string>) (:nessage

iconnect _reject :user_id <max 21 char string> :reason <u_int>) . HEARTBEAT
‘Mai ntain the session connection (:ne5§ag§ hiartbeat cuser id <max 21 char
.string>) 10 . HIGH SPEED: Switch to the /é speed link (:nmessage

hi gh_speed :user_id <max 21 char string> :service_class <char string>) .
RESPONSE: (: nessage hi gh speed accept : id gmax 2 tring>) 15

(: message high_speed_eject :usehp id <rraprcha4 striﬁﬁgg}%ﬁ%%ﬁon <u int>) .
LOW SPEED: Switch to the | ow gd link (:nmessage Iom/ﬂg yuser _id <max
21 char string>) . RESPONSE: (: messag€ hOwW speedaccept
cuser id <max 21 char string>) :neggage | ow speed rejecty: id <max 21
char string> :reason <u int>) . ERY: _Determ ne_which ¢

set (:nessage query :user id <npx 21 char strh >) 25 .
guery response :speed_seﬁting < ighfapeed odflow d3ded>)
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. DI SOONNECT: End the session with the director (: rressag'e di sconnect :user
id <max 21 char string>) 30 . RESPONSE. to any nessage (:nessage bad user

id:user id <max 21 char string>) -28 - As |ong as the session |asts,
wr apper 707 periodically sends a heartbeat nessage to director slave
process 803. Director slave process 803 ects to receive heartbeat
nmessages periodically. If it does not retfei*ve a heartbeat nessage within a

given tine-out period, director slave process 803 assunes that the client
or signaling 5 link is disabled and term nates the session. Wen the user
is finished using the network services and activates exit button 727 in
wr apper wi ndow 719, the disconnect nessage is sent to director slave
process 803. Wien director slave process 803 receives this nmessage, it

cl oses the connection to the execution of wapper 707 and term nates

i mredi ately. Director 10 slave process 803 services requests from w apper
707 until it receives a disconnect nessage or fails to receive a heartbeat
nmessage within the prescribed time-out window. The wapper GJ is

i npl enented using several sets of graphical objects which are referred to
as pages. Two of these pages constitute the static appearance of 15 the
wr apper during execution. In its initial appearance, the service page, a
wi ndow covers the entire display 715. On the left side of the screen is
wr apper wi ndow 719; On the right side of the screen is a franme. Service
w ndow 717 is placed within this frarre.FI}/Ba}m g Reconst ruction of the GU
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20 W apper 707 is inplenented using a feature of the M crosoft
Visual Basic GU devel opment system ("M crosoft” and "Visual Basic" are
trademarks of M crosoft Corporation) that allows the programer to save the
iconfiguration information about a particular graphical |ayout (page) as a
text file. Wapper 707 then creates its %1 by interpreting these text
_flles The graphical features of the 25 are thus not built into the
code for wapper 707. Since the graphical features of the GQUJ are contained
intext files, it is possible for a service provider 10 to downl oad the
text files for its GJ to wapper 707, so_that wapper 707 can configure
itself as required by the service prowEefB Th?technl que descri bed bel ow
can be used with any other tool in which screens are created by

interpreting text files. 30 | nstead of built-in graphical

features, a
' script |an ué IE&TIQ&JJITLtEo provi de

functions a

T e T O — DOt e T —0O1

d a script Iancuage. Th

dynami cal | y-|¢r epqged gr ap f eat ur ed. rExch—graphi-cal—featturehas—an
associ ated slgript fille; d1é script fillle lcorBNHANCED AICSA #OSAIE < dIMABEAET) ha
are interpregted when aphi cal flgat ure) g smc%qwquFgT&pmp,Hﬁpqa
script file (35 associated with the Hutrt cres—re—vistat—testt
pressing thg|button m e Auet off |i Jé}'essetﬂL hbtp: ¢ wwpattfdome i )
i nter pl‘ et ed. -29 -I k¢ a gr alni —trset—ntertare oA 7_f_(’_,__
the aut hor ug¢es Vispal icfto credties the graphical layout in the usugl
manner, but |does not e any cqd aut harcis-sati sfipd wifth
t he graphi cal Iayout@@r mat g velD%Atﬁt ext mGg.NcE:f’he scz-gt fitl eq
are specifidd in the tag field for g3 T apnl Ca N yraphical 5 feature on the pagg|
Since wappg 707 isjl qe nted int 83r i}a«: much of its functionaljfty
can be specijti ed and n%s ifed wi t hayt R ges and reconpilation |
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of wwépper'707. W apper 707 maintains the orientation and placenent of

its

conponent w ndows through a conbination of floating w ndow i npl enentati on

and nmessage 10 based positioning.

background as a feature on the ful

whenever buttons,
adj acent w apper w ndow 719.
wi ndows mnakes
active mnndomp

It uses Mcrosoft Wndows nessage
primtives to size and place the browser application within a frame on a

_sprﬁ7g;application aJ .
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ot her service provider 10 via the | ow bandw dt h channel

hi gh 35 bandw dt h channel .

set up two service w ndows 717.

In such a situation

wr apper
-30 - Anot her advant

or obtai n anot her
707 woul d of course
age of the

conbi nati on of wapper 707 and system 600 is that it offers extrenely
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4. usage sensitive pricing for
nor ma
for high bandw dt h downl oads:
package. 25

provider |ike
service provid

"800" services:

FlGcad?

e.g.,

e.g.,
t he end user.

| ow as wel |

as high bandw dth servi ces.
billing practices for | ow bandwi dth and transaction based pricing
charge $5 for downl oad of new software
6. billing as in (l)-(5) but charged to the content/service
AT& /Tlls service provider 10 and

|ng t he Systen1of FIG 1 in
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of system 600, it permts downl oadi ng over either the | ow bandw dth or high
Jbandw dt h channel as best suits the situation. Mddem of fice conputing
systens are client-server systens in which the 15 clients and servers are
connected by networks. The servers contain objects and perform operations
on those objects for their clients, MMICPégﬁe typically processes running

i n PCs and ot her, ut gr, systens connec to the network. For exanple, a
file server conf%ngPdéf filgs g—perforwe—Hte—eperatiqns on t hose- fidjes
at the request of clients; a g | | q4chedul e for tTE
of fice and perfornms 20 schedul]i 4t of clients. O
course, a server naﬁoélso be 3 edul e server may
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-52- béndmﬁﬁth channel to be used for output of information fromthe

servi ce provider.

I n one enbodi nent of the invention,
apparatus is controlled by the recipient of the information;

may be controlled by the source of the information. 5
enbodi neEnts may al so use different trgnsg&gﬂa for the channels.
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5 a data source for the renote data, the source being accessible
via both 6 the | ow bandw dth network and the high bandw dth network; 7

user access neans for receiving the renote data; 8 coupl i ng
means for coupling the user access neans to the data source, 9 the coupling
means i ncluding 10 hi gh bandah?g? coupling nmeans for coupling
the user access neans to 11 the data so via the high bandw dt h network
and 12 | ow bandw dt h coupling nmeans_for coupling the user access
nmeans to 13 the data source via the | ow bandw dth network; and 14

coupling control means coupled to the user access nmeans via the | ow 15
bandwi dt h network and to the coupling nmeans for responding to a first
access 16 conmand by causing the | ow bandwi dth coupling neans to
bidirectionally couple 17 the user access neans to the source via the | ow
bandw dt h network and to a second 18 access command by causing the high
bandw dth coupling neans to unidirectionally 19 couple the user access

means to the source via the high bandwi dth network. 1 2. The
apparatus set forth in claim1l wherein: 2 t he user access neans
is a source of the first and second access 3 commands. 1 3. The

apparatus set forth in claim21l wherei nf.g %g the coupling control
nmeans is additionally coupled to the d sbur 3 and 4 t he
data source is a source of at |east the second access comuand. 1

4. The apparatus set forth in claim?2 wherein: 2 t he user a 855
means further includes user inpuggyeans and 3 he user acce
means provides the first and $epomd—access—commanmds—TmT4 §esponse to the
user input nmeans. 1 Bp4 5, Bl apparatus set forthh {n claim1

wher ei n: _ )
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éﬁ - the user access nmeans renmains coupled tip
control ans mhlle "t he user access nmeans i s coupled via
t %

bandw d Mﬂw"g sour ce. 6. A user int
in a co m mh i ncl udes user 2 input means and

and which is coupl"edsto*a | ow- bandwi dt T 88twork 3 for which the corrputer
systemis both source and sink and to a hi gh-bandw dth 4 network for which
t he conputer a?/stem is only sink and which provides a command 5 to neans
for couplindlaimM¥npte data source to the high bandwi dth network or the |ow
6 bandwi dth ngtwork, thq, pqeractive HphRas feOPTBVidiguser access to remote dae,
I ndication in t\r}-ﬁﬁdlf‘fg{ﬂ? rreans V\%Ipch I ndi cat es whet her the conputer 8
systemis recgl B% data source via the hi gh bandw dt h
network or thd 9 Iow baatow barddwidthwetworkand 10 nmeans responsive
to an input og the user bqﬂ&@ﬁﬁ'{ ting a 11 change in bandw dth for
4 %E@H ange h&@hﬁ@

provi ding a command for e nmeans for 12 coupli

7. An inproved inf.or mat i ddataseurse fosghe rmote dala, dhesourse e Wﬁ?“i%%“%m 2
whi ch has a |gwm@mmm%%¢hﬁ@meaﬂ%ﬁmmhhmmstl nation to an 3
I nformati on sgurce and a_hi band hann In .everse direction,
the low 4 bangvm dth chanf¥f g‘fféf‘rfa z'ér m@gﬁﬁrgme; mati on and the high
bandwi dth 5 8hannel beic@mmgmeamfmno@mgimﬁwmwwmmeﬁaamma
information squngee 6&}&?%% dﬂ?ei on destination in response to t he

rove

control inforpatlon nt. conprisjin

“bi di rectionall®l ow bandwi bigh ém}ﬁﬁ@! couaheg@eans forgoupﬁng Wsmmmw t he
| ow bandwi dt fj1chhe'dsth seitte viathwhigh bandwidth network and

12 low bandwidth coupling means for coupling the user access means {0
13 the data source via the low bandwidth network; and
14 coupling control means coupled to the user access means via the low

15 bandwidth network and to the couphng means for responding to a first access _
16 command by causing the low bandwidth coupling means to bidirectionally couple
17 the user access means to the source via the low bandwidth network and to a second
18 access command by causing the high bandwidth coupling means to unidirectionally
19 couple the user access means to the source via the high bandwidth network.

1 2. The apparatus set forth in claim 1 wherein:

2 ~ the user access means is a source of the first and second access

3 commands.

1 3. The apparatus set forth in claim 1 wherein:

2 the coupling control means is additionally coupled to the data source;
3 and _ '

4 the data source is a source of at least the second access command.

4. The apparatus set forth in claim 2 wherein:
the user access means further includes user input means and
the user access means provides the first and second access commands in

response to the user input means.

W e

1 5. The apparatus set forth in claim 1 wherein:
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the user access means remains coupled to the coupling control means
while the user access means is coupled via the high baridwidth network to the source.

6. A user interface employed in a computer system which includes user
input means and display means and which is coupled to a low-bandwidth network
for which the computer system is both source and sink and to a high-bandwidth
network for which the computer system is only sink and which provides a command
to means for coupling a remote data source to the high bandwidth network or the low
bandwidth network, the user interface comprising:

an indication in the display means which indicates whether the computer
system is receiving data from the data source via the high bandwidth network or the
low bandwidth network; and - ' '

means responsive to an input on the user input means indicating a
change in bandwidth for provzdmg a command for the change to the means for
coupling.

7. An improved information access system, the system being of the type
which has a low bandwidth channel from an information destination to an
information source and a high bandwidth channel in the reverse direction, the low
bandwidth channel being used for control information and the high bandwidth
channel being used for output information output from the information source to the
information destination in response to the control information,
the improvement comprising: ~

a bldxrecnonal low bandwidth channel and
~ means coupled to the fow bandwidth channel and responsive to a
bandwidth selection message received thereon for selecting either the low bandwidth
channel or the high bandwidth channel for transferring the output information from
the source to the destination in accordance with the message.



