DUAL USE COUNTERS FOR ROUTI NG LOOPS AND SPAM DETECTI ON
BACKGROUND Fi el d of the Invention [0001] The present
invention relates generally to detection of suspicious
traffic patterns over a network. More specifically,
the present invention relates to such detection in
W rel ess nessagi ng networks based, for exanple, on
source and destination addresses and/or tim ng.
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messages in the reverse direction. While not strictly considered spam in the

traditional meaning, this may constitute, for example, a denial-of-service-like
misuse of the messaging network that a carrier may want to be alerted to, or, it
may also indicate an undesirable “routing loop”.

[0003] As used herein, the term “routing loop” refers to a situation Wheréby one
carrier, e.g., a mobile telephone network provider, recognizes a number as being
out of its system and forwards the call or message associated with that number to
another network, or an intermediary that logically bridges different networks.
The intermediary (or other network), however, recognizes the number as
belonging to the original carrier’s system and sends the message back. This
routing and re-routing can continue indefinitely.

[0004] Undesirable looping can often occur in the context of number portability
(NP), whereby two entities, e.g., a wireless carrier and an inter-carrier vendor, in
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for detecting undesirable conditions within a messaging network. The method
comprises receiving a message and identifying a source of the message. If an
entry in a database for the source has not been created, an entry is created in the
database for the source. A source counter for the source is set to one and a
timestamp is created for the source. If an entry in the database for the source has
been previously created, the source counter is incremented by one and the
timestamp is updated. The source counter is then compared to a source

threshold for a predetermined time period, and if the source counter exceeds the

source threshold, a source alarm is triggered.



been previously created, the source counter is
incremented by one and the tinestanp is updated. The
source counter is then conpared to a source threshold
for a predetermined tine period, and if the source
counter exceeds the source threshold, a source alarm
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presence of such undesirable situations may be more quickly identified, and thus

more quickly remedied.

[0014] At its most basic level, the present invention endeavors to track source
and destination numbers (e.g., telephone numbers or addresses) of all messages
flowing between two networks, or within a single network in an appropriate
manner for a time window of fixed size. In a preferred embodiment, a database
or other memory store, stores the number of messages sent by a specific source
address and a timestamp denoting the creation time of a given instance. When a
message passes through the system, an appropriate data structure is created in the
database (if not already present for a particular source address) and a counter is
incremented, the counter being indicative of the number of messages sent from

that particular source address.



manner for a time wi ndow of fixed size. In a preferred
enbodi nent, a database or other nenory store, stores
t he nunber of messages sent by a specific source
address and a tinestanp denoting the creation tinme of a
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[0017] This situation is shown in Figure 2, wherein fifteen messages are
depicted as being sent within, approximately, a seven minute period. Later,
thirty more messages are depicted as being sent over the last fifteen minutes of
the half hour. If the threshold were set to be fifty messages within a half hour, a
typical system would not sound an alarm because garbage collection would be
set to occur every half hour, thus wiping out all counter information during that
period. At the beginning of the next half hour, another thirty messages are

depicted as being sent over the first fifteen minutes. Because the garbage
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a single source address that exceeds the identified
spar threshold, but is sent, tenporally, with respect
to garbage collection, in such a way that two parts of
the flurry each remain bel ow the threshold or detection
level . [0017] This situation is shown in Figure 2,
wherein fifteen nessages are depicted as bei ng sent

wi thin, approxinmately, a seven m nute period. Later,
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[0019] As can be seen in Table 1, when the window is fixed, an undesirable

instance of message accumulation, or spam, occurs because the arrival of

- messages spans across two windows. To ensure that an alarm is sounded and
such a spam instance is detected, a sliding window is preferably implemented.
This sliding window is implemented with a more elaborate data structure in
which the timie stamp is replaced by a sorted array (or comparable data structure)
of timestamps, one for each counter increment. The garbage collector removes
all entries from this array that are older than the fixed window size, and
decrements the counter accordingly. In this manner, only if the counter reaches
zero is the complete data structure removed from the hash table.

[0020] A refined solution could therefore implement a “rolling” window. This

requires a more elaborate data structure in which the timestamp and counter are

replaced by a container of timestamps - e.g., a First-In-First-Out (FIFO) queue or

other comparable structure. The garbage collector removes all entries from this

container that are older than the fixed window size. Only if the last element is
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[0022] With this sliding method, a slight performance penalty is encountered

due to the relative complexity of an array search and the related counter
decrement versus a simple integer comparison and periodic garbage collection.
A more significant increase in memory space would also occur. The garbage
collection process depicted in Table 2 is shown in Figure 3. As shown, at step
300 the next queue is obtained. The ‘queue’, as used herein, represents the data
structure that contains or houses the dynamically-changing set of individual
entries, each individual entry representing those (SMS) messages that had been
observed as originating from a particular source (A, B, ...). The garbage
collection routine, an exemplary embodiment of which is shown in Figure 3,
would iterate through the entries in the queue to access all of the
counters/timestamps as it completes its work. Next, at step 310 the time stamp
associated with the queue is also obtained. The timestamp is then checked at
step 320 to see if it falls within or outside of the predetermined window size. If
the timestamp is outside of the window size, then that timestamp is removed at
step 330. Otherwise, the procedure returns to step 300 fo get the next queue.

Because, however, the array of timestamps is always sorted, very efficient
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(correctly) that User Y is, in fact, part of Carrier 1’s network and sends the
message back to Carrier 1 to send to User Y. This routing and re-routing will
continue indefinitely due to the discrepancy between the information the carriers
and intermediary have regarding User Y. This discrepancy results in a routing
loop. If neither Intermediary I nor Carrier 1 has a mechanism to prevent sending
messages back to the originating network, the message will stay in this routing
loop indefinitely, or until some timer expires, and will never actually reach its
destination. |

[0025] In order to detect routing loops or excessive messaging between a single

source and a destination, additional information needs to be tracked. Instead of
incrementing a single counter per source address, the data structure for each
source address is preferably also configured to contain separate counters for each
destination address. To this end, the previously defined data structure can be

modified to contain a hash table, or similarly indexed “container’ for holding
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phone nunbers making it easy for their systens to
detect what nunbers were part of their network and
what nunbers were outside of their network. Now,
however, users have the ability to take their nunber
fromone carrier to the next, thus sinplifying, on the
user end, a change fromone carrier to the other. As
nmenti oned above, however, this nunber portability can
Cr eat @t Wl 9f the ke §P% iddexeddgrdestmntion a[da&ag}] THidalkbws the
nunber portability situation, Use refer to

Fi gur@/sigm tpack IER% ban;jpsg H“ﬁ e éIP‘OF‘?té’?:P’i%f%g?f pource

carri £idresSarHd Bédifed thfkia Lﬁﬂlemg(@a\r:gm{m ésert% CQS
er OIS O W rrier

seen i n Figure 4, when
[0026] s e nds atgﬁiﬁgfsﬁlg?égltf@ 5, AUSWIOFSALR I GEYE %bl]é’ﬁat%oé ciorlpgagipn Y
1, @%1%@ sl wnoaftstelsemon% w1§?t[15 h€fholl of Figure 2, the
rec 0 gni

I ncorrectl as belng outside of "its
net wosystenﬁmederto seetifaprentry é«ﬁ@gert treaterefon ¥ gestem2 Hh If it has not,
| nt er gRgb ALY ool Pllcol LIS Lt iR ind S AERS A0 LOuEHSHF
pr ope ifi'sst On Between carr i ernedi ary |
subseaqute rBelcgusE iy nlnzw:antr;(ﬁ)n}(; & cnl bp)asiukr&ti thds @0 sb-grgry hiam

fact art of rrier 1’ wor k and. sen

rressaB nsERRied (O P At %‘?p O a‘dleg'esr‘il replY 5SEFR 9‘33 WIE‘HP%GXY Ifan
routi eﬂﬁaﬁl ref@rt,1OWevdd Grathbr than it@arhéntiug tHervdedtbmit ted fime{ule

to the discr epancy betweenfg he information the carriers

and i BYSEFTHEFEY2 PRty e i STRRLLSHY Yy preygt £or Y at step 230.

di scr %E%nﬁffdﬂlﬁﬁnbtrbr&eﬂt%éd dﬂ@tep baPPnevt fubBikd/ Y is
I nternediary nor Carrier has mechani smto prevent

sendi mrgatedriel slegecouniaiciet toone: HE2 B#Y- @mﬁaﬁm Yhif Meseipien thehe
messag T 14 mélreﬁl)éntlecpar{dqhestuﬁé)ét'éﬁlﬁgpdaieg sttépp%f IRigl€ éint the

or unt|&1m sonme tinmer expires, and never act ual
r each cinmer idk@stpiareditd othreshdd QB}CPI?-ﬁO @nd;l érthe epugiter @cﬁfeater than

routi G, L 80R 85 oAERIAIE IRA53% OuRSLAARR 815100 Ben

sour ceaRd s déesf i‘ona rmati on nekds
t 0 be thersgstadvaith ﬁﬁtl&aaekxnﬁessaga entho nmundglganalangl e

nt er dat.a .structure each
oG co anaPualihE iR ot B BrRs Bl e ae
separ afwnicibdah ®k seffned ingeeiul waes thina diffarenathesshsids ijDbe
this end, the ous efined dat.a, structu
o 1 FEHRIBrE G, bk ot p e A s e
" coNt @leN@stinatiBh adtRésd bftDwitd6iRAt Secthd, Htalin@Hattld onhig: t5aIe
type, i ndexed by destinatjon address. This allqws the

syst emumgen of cRsaaes mas epaiam A detailebreakdown ohths GHfero
es S agRSinhfHAduafEses M G associated message counts.

[0028] If the network into which this spam/routing loop detection method is to
be introduced is of a distributed nature, there may be no single point through
which all messages must pass. In such a situation there are at least two
solutions. First, processes on separate hardware throughout the network may use
a shared device, such as a solid-state disk, as the storage medium for all in-
memory data structures. While this ensures an accurate count of message traffic
through the network, it may significantly degrade performance compared to
processes operating exclusively within local memory. This approach also may
be impractical if the traffic is distributed over geographically separated
networks.



address. The nodified tracking nmethod is shown in
Figure 5. [0026] As seen in Figure 5, a new nessage is
sent fromlocation X to location Y using a phone
nunber shown at step 200. As with the nmethod of Figure
2, the systemchecks to see if an entry has been
created for X at step 210. If it has not, then at step
220, a new entry is created with index X and with the
[002RJunt er s eln agtcond seluti Beip dhesistiiHuies! nieis;voaksrmuWentthmsHoMs ,

it can assune sub- n created
tor *oBetiiEd TPRHEECo SISl S R e R fead 5% S Siocembe
i nd eXdededi by & nuaibkr of lbtiis saelthe Jh@ﬂﬂuﬁfs deplayddeFot han

|ncremsnt ter at this tipe, the system
ek ETPI et SEH{EFS Mot PO i G oy Bheph
for Ysdatcesld@Rss?84b probesdes SMH 2 @Esh¥idfo@ !ﬁ@ nleSs aﬂ&tpepﬁ%ﬁ ﬁﬁ% be
then at step 240 a new su -ent@g{igtQ Creat

the cedignedsdfhileshisapproach may ey erfal‘fﬁ glarms if the

pr esephssc iHER l&aﬁ%alaﬁ&‘d%ﬁﬂ oh %u&&%ﬁ&:@&né]ﬁglc%@lgs §hra§fn h%ap%r
stanp updated at step 250. At this

is c ofﬂgmnéld}’thtghéhllemoé@h@b dsudtapsmcrh oz‘ &0mdrabin idad ﬂ)hiencmg is

count
sound g‘gﬁ gté ntgé gﬂh%fo&&'%'% P Ifr{)wﬁ%? t§1 ?'eo g 1} sgared mﬁ%‘f)ryrfgégei t hen
[00BAk syste nBtwauStest i3 pracudmﬁy nmbldaﬂﬁsmaigeg1mmda@1§et oﬁtmmbs@lg
an al a n t hi s, addi.ti.on
ot B Y R 0Rt oo B AR EitorRe et hats.
refin e_sdtenfunsﬁbe':‘dfc@llfigm& %o adffi lcfr&m sodxrcf: bedefitatioh b @EMs s
may be confi nber. of messages per

Wi ndo&?f’a‘ﬂaatwa%ﬁ%ﬁo ?Té‘g@ﬁg‘éts thaf)’érhe]&é% PRy B Al Hegy-ess
and Wiviees theGah mhfdBina bty Resaste & Will§iof &B@ﬂate an ala

nunber of nmessages may contain a detail ed breakdown o
t he dFYsndf @Ry ekcuﬁ‘éisﬂliﬂ ﬁ%&ﬁg@ﬁd Hahdds Smidaly, sonscenddseseat ed

Mes s aggh vk %sed[ fgp%éljn rhéssag&ecaﬁ‘ S%%Yg&lﬁ iih § t‘ﬁaﬁh B ndt Wi be

sparn/routing loop detection net
i nt r odipd deldiseprdany-merisager fepardlesd of thrasheld ﬁtomasueh adiyesiEs. no

[OO?E];%' € poi i, ]?Oo .%QME Iamcl\é@r&&’ qrefggf’dsiango 1me aeﬁ)iesent

a situat ere are a eas
First mvmtmé@sb@nq»msaﬁ@ﬂmpmdsardmlhm&aﬁdnraad gbmﬁptxohh &is
netvvor na a salid-state
b a3 e SuROTL S0 ARy TR up o B asnk

st r uctlmlesd Walnbf &aﬂlzhloﬂs ﬂdeleffﬁaiﬁﬂxs atthe El&b@i]ﬁl@l}tmﬂes@{bed

message .t'ra t hrou net

o on Bergiy® GeareRit S8t SRR STict g ar SR LS o the dbove

pr 0Cegis€lssuedET lﬁtsb(ﬁl@ oTXIEd ik hiveRl iy toMetdBiined| dAGAby B BRI

Thi s approach al so {’mé‘é be i rrpractl cal if the traffic
el

i s di @AePRGHIsEPIQ RS FEBRIEE| |y separat ed

[0032] Further, in describing representative embodiments of the present
invention, the specification may have presented the method and/or process of the
present invention as a particular sequence of steps. However, to the extent that
the method or process does notrely on the particular order of steps set forth
herein, the method or process should not be limited to the particular sequence of
steps described. As one of ordinary skill in the art would appreciate, other
sequences of steps may be possible. Therefore, the particular order of the steps
set forth in the specification should not be construed as limitations on the claims.
In addition, the claims directed to the method and/or process of the present
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networks. 8 [0029] In a second solution to the

di stributed networks problem thresholds defined in
respect to the total anmpunt of traffic passing through
a network can be divided by the nunber of |ocations
where the invention is deployed. For example, if one
hundred nmessages per hour are defined as the threshold
per source address, two processes with a threshold of
fift yinlvaﬁ's)aghx?ﬂcpmt bl ﬁﬂﬁted%hé)pbrf];oﬁﬁdf tfcl & gﬂﬂhlﬁﬁ steM:cﬂﬁ: dﬁ'ﬂérs
approach may, | ead. to.a nunber of false alarps if the
traff VVEQF% a%do?nﬁ Sg’élag Ll AT eat Trilx aPRIFCialE ek e semypracss may
pract b&earted andEMIMBmAIR HithirOmhe spiga:$0 9epk ¥f 1k @fesent invention.

t hreshol ds, the usual approach of round-robin | oad

bal ancing is sufficient to ensure a cl ose
approxi mati on of the shared nenory nodel. [0030]
Because it is practically unavoidable that legitimte
use of the nessaging network will result in false

al arms using the nonitoring described above, the
system may be configured to add certain source or
destinati on addresses, or conbinations thereof, to a
"white list" that is held in nenory at all tines.
Messages that have a matching entry in the white |ist
wi Il not generate an alarm even if they exceed the
configured thresholds. Simlarly, source addresses
known to be used for spar nessages can be placed in a
"black list" that will be used to discard any nessages
regardl ess of threshold from such addresses. [0031] The
foregoi ng disclosure of the preferred enbodi nents of
the present invention has been presented for purposes
of illustration and description. It is not intended to
be exhaustive or to limt the invention to the precise
fornms disclosed. any variations and nodi fications of

t he enbodi nents described herein will be apparent to
one of ordinary skill in the art in light of the above
di scl osure. The scope of the invention is to be defined
only by the clains appended hereto, and by their
equi val ents. [0032] Further, in describing
representati ve enbodi nents of the present invention,
the specification my have presented the nethod and/ or
process of the present invention as a particular
sequence of steps. However, to the extent that the

nmet hod or process does not rely on the particul ar order
of steps set forth
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herein, the nmethod or process should not be limted to
the particul ar sequence of steps described. As one of
ordinary skill in the art woul d appreciate, other
sequences of steps may be possible. Therefore, the
particul ar order of the steps set forth in the
specification should not be construed as |imtations on
the clainms. In addition, the clains directed to the
“ﬂ&&ﬁﬂ&d&dﬂﬂ[ﬂbl@ycmess of the present 9 invention should

not 0.t he rmance of their steps in the

or der “QN?PP tf%rrﬁje%egﬁ’é aﬂl’fg SRl cogpdytion piff @eséé%ng%eé‘ﬁ?flky
comppiogci ate that the sequences may be varied and still

remain Wthin the spirit and scope of the present

i nVEFFEYIBR2 MeFBEWHAT |S CLAIMED IS: 1. A nethod for

det g&dtifyifg agoulfl&d)@gje&@@ga%econdl tion within a nessagi ng
net wor k, nprising: réeceiving a nessage; identifying

a sibeit @éryasrl atdﬁeb%% thgsoureq hagmoteheen yreited, arcdti miveseryfin the
dathiiS. RS GubA S Lea a
he At abase e§? or tfgﬁg Sﬁfrngegtf&% ﬁomﬁzetto ° OLﬂ%c E‘Béﬁt er
tlmﬁmml! fee thesawes t o one and creating a thnestanp for
t he.,sour.ce; e .dat abase _for the source
hast egnn fid él%‘/al dgﬁg 5 05 ieasf)‘érﬁe P PETERRERPYShGCred prls InSERTREHENS
ﬂw@mmmﬂ@mnhybpmeaamdmﬁﬁﬂ@mbﬂ@wﬁhﬁpt|nestanp conpari ng
the sour.ce,counter to a source threshold; and when the

s oUPERRR hE E9Urce,cRuie o # pureedbresholdihr eshol d over t he

COUdnd vhed tiR soft@chRhier SRchd tRABUPL thEE‘sh(SlB g?er tﬁer doB8EY, 5{1] 9
Pre%q al.arm i ndi cat i ve of an undesirabl e condition.

EiReC BBl da; tHigering an #lat indishtprei of mmyndepicbin ¢ongition

a deStHeRmhdabs bRim *f@rﬂ(@?%&ﬁ;%ﬁ ngt f an entry in the

dat abase for the destinat h&s not been creat ed,

cr dgentifynga §@ﬁbﬂaﬁéhfqrﬁlq mestdge; dat abase for the

desf sgurge and_ s ng a

ooy 1oy uRdBebE: B B deub b RO RAP o RE bhpafith Sub-
entyyzn fioalgtabdse forttheedegigmtiomatdirelateh asthd sriceahe Vétwsd Festination
mm&&gguﬁgﬂ i ncrenmenting the destination counter by one;

if an entry in the database for the destination has been previously created,
incrementing the destination counter by one;

comparing the destination counter to a destination threshold; and

when the destination counter exceeds the destination threshold over the course of
another period of time, triggering a destination alarm.

3. The method of claim 2, wherein the source threshold and the destination
threshold comprise different values.

4. The method of claim 1, wherein the message is a short message system message.

5. The method of claim 1, wherein the messaging network allows for number
portability.

6. The method of claim 1, wherein the messaging network comprises a wireless
network.

7. The method of claim 1, wherein the source comprises a network user and the

destination comprises an intermediary vendor.
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conparing the destination counter to a destination
t hreshol d; and when the destination counter exceeds the
destination threshold over the course of another
period of tinme, triggering a destination alann. 3. The
nmet hod of claim?2, wherein the source threshold and the
destination threshold conprise different val ues. 4.
The nmethod of claim 1, wherein the nmessage is a short
NES SAGRATAToEIROBESAGRAm evbnt il MeswgiDobtwbrkeéamprising:
wherei n the ness ng, network allows for nunber
p ORPRIEINg MPSsage ﬁ%ﬁ‘é ihiBE FSEFagPe E?WP’}#YS 1, wherein the
M &S 30 HYwREiraDAddréso BRb HSESwilh YieRhes Swamfgtmaky m7a The
met hod of claim1l1, wherein the sourc r|s
databrse gk dett g &ISORRIAGERES CRRBT o dteF BIES Piodba pigotermined
numb B Gh %%?5 Yr¥ 8RR orreldoring A MBHEAHQT the ﬁie%éé #k a
pam event 1 n a messagi ng network, conprising
rccem&dl,l o formgepvesé aqpace addfess, éncrementies the sowEgicAwtOTBE k
or, each [ sociated wth a nessage,
rePe&Fg SFERRd oS ant%l{ly&ﬁlrl] %glgertg&et% @ES e and setting a source
addeRpaing Ahetoerce tamtdr iata @@ursmecemﬂdreesis atsouzge threshold;
predet erm ned nunber an torln [ st np. £
G LY BT SR G ORI SHaeedt ATt ol e B quee of e
predeRERIn¥E fmodd 8f ﬁlﬁé tAgdecipgad ﬂﬁnﬁlﬁdﬁbﬂ&e aflslspaasevent.
i ncrenenting the source counter for_the repeated
0.6 GBe Fdiod oS IaIB. U G merees ARG FHBs SR S ge
e counter for a given source address to a
SyS%}tl(}u%}%gezl%téireshold and when the source counter exceeds
t helOs Bbe wethoh pEeltiol & vowes thpmesaaipgretwork gomprises a wireless
el determ ned anmount of tine, triggering an alarm
I'nNdi cative of a Spamevent. 9. The nethod of claim8,
whelrleiThe histhodedaiges, twhafein the mothpd ispesomied by inesedigey
8, wherein the
R T e S Tt e
Th elQmiN; hiefllo®bf deteriing Broumﬁglnep in attblecomemimbmtions neerdikr med
by intermediary logically |ocated between two
COpREISE¢onununi cat i on service providers. 12. A nethod of

det @6dijonglg thebsapt trdFHc b@@xﬁg thfiough bk IntemBadiumyiiedkomiesting at least
net wor Kk,
two telecomnnmication service providers;

as message traffic passes through the intermediary, creating an entry in a database,-
setting a source address counter to a predetermined number and storing a timestamp
corresponding to a time at which a first message passed through the intermediary, and
incrementing the source address counter and updating the timestamp each time the first
message again passes through the intermediary;

as message traffic passes through the intermediary, creating an entry in a database,
setting a destination address counter to a predetermined number and storing a timestamp
corresponding tb a time at which a second message passed through the intermediary, and
incrementing the destination address counter and updating the timestamp each time the
second message passes through the intermediary;

comparing the source address counter and destination address counter for a given
source address and a given destination address, respectively to a source address threshold
and destination address threshold;
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conprising: nonitoring nessage traffic passing through
an internediary interconnecting at |east two

t el econmruni cati on service providers; as nessage traffic
passes through the internediary, creating an entry in a
dat abase, setting a source address counter to a
predet erm ned nunber and storing a tinestanp
cor%ggﬁgnd'gg to time at which a first nessage passed
t hr ough the® PR iferoyntermg destingiicarmedresseguittbreres pasticay

exaekdieseuee dddress tiabdoldRd@tiRg N8 dt ach tinme
ssage agai n pas%eggttfwxrgg‘gg%]&tﬁﬁéﬁe”ﬂe course of a

t first ne
Pr?%fﬁé?’r?ﬁ@ FEPY oL Edugasree iy aldrhi indipaiivs efa wohting lgbp.t he
i Nt @B.TERE AEYod 6f @&k 19 6 Ble' Y abase,  setting
damgestination address?g%gﬁ§2%S¥%££M%F%§%W%$ﬁ$ﬂgwiﬁunber
CRRIL Asidrest theeshelfwamprisp diffeoant edpsndi ng to a tine at
whi ¢l @y e_passed t hrough._the internediary,
and inéﬁgﬁgﬂ??ﬂgﬁﬁﬁg’g@%??ﬁ?f?ﬁﬁ%ggﬂ$%§§mﬁﬁﬁﬁﬂ@ﬂﬂaﬁd%e
sygipra &I Blmesseges.i nest ani p each tine the second nessage
passes e i.nternediary; conparing the source
add?gsgﬁ{%%%g?gcgan lge‘glfeirﬂ%flﬁe&?Ftlé’é}diﬁfé‘é%m@%nmloeps dapseddy
nugberortalgbiyr ce address and a given destinati on address,
res i vel 0. a.sqQurce address threshold and
des?&ﬁgF?gﬁmggakggg13HW§§ﬁ%ﬂ@Fﬂqaﬂﬂwammhmmnﬁh@dsmumﬁﬁma
wigethds esgorkount er and desti nati on address counter,
respectively exceed the source address threshold and
destination address threshold over the course of a
predeterm ned anount of tinme, triggering an alarm
i ndicative of a routing |oop. 13. The nethod of claim
12, wherein the source address threshold and the
destination address threshol d conprise different
val ues. 14. The nethod of claim 12, wherein the nessage
traffic conprises short nessage system (SMS) nessages.
15. The nmethod of claim 12, wherein the nethod detects
routing | oops caused by nunber portability. 16. The
met hod of claim 12, wherein the tel econmunications
network conprises a wreless network. 13

13



