- WD 2006/ 077439 PCT/ | B2005/ 000103 | METHOD AND APPARATUS FOR PROTECTI NG A
CORE NETWORK Field of Invention The present invention relates in general
to the field of nobile comunications and, 5 nore particularly, to a

nmet hod and apparatus for protecting a core network by checking nobile

i dentities of | ations within unlicensed nobile rks.
Background Art Edg}oﬁvﬁ I censed nobil e access (UMA) speci ?Eﬁ:a ?‘gﬁgﬁeﬁ;comnd
that the 10 unlicensed network controller (UNC) and the unlicensed network
controller secure gateway (UNC-SGWN shoulgd check that the sane

I nternational Mobile Subscriber Identity (IMSI) is used when a nobile
station (M5) establishes the | Psec secure connection towards the UNC SGW
and when the M5 registers at the UNC. In both these instances, the M
provi des the | NSl t METRODAND 3ORARAT USHOR PROAFRCTINGoY CORENETWORBK] S

I mpl enent ation of these reconmmendations still |eaves the core network open
to attacks. Thiﬁ @sf | so, the case in the 3d Generation Partnership Project
(3GPP) st andar ds ¥ Ioveson, i - Access to A and Gb-interface”, otherwise
known as a Ceneric Adbepsseildiventioh relatdsii\ienertaethd (BiPof MobleonaiuniSgions dnd,cat | ons

43. 318 (Stages2) 3 -1.he. o€ |

network control | 'é’?ﬁgéﬁ’g’&i !rﬁ’(aﬁh%%??@fp%%{é’gﬁ }ptc}g%?%%sm%?{é%&%%ﬁ@mnt to

the UNC in the UMbl eptities efnobiigsdations withinynligpnsed mabilgasramsingtwakeess net wor k

co&tyr ol l er secure gateway (GANC-SEGWN in the 3GPP specifications is

equtvalent to th UNC- in the UVA specifications. For exanple, a M5
Prosiabt

could use nultip y Mobile Subscriber Identities (TMSI) or Packet
Tenporary Mobil e SubJte iupligensed emetiilei seces¢ RUMA| jpecifications| recemmantdt thatl ghe 25

MBs, such as g P&iQARAl ndhidTP ChRfollérP@INGY dnl de Shiedsad HetivBRAGhGRE sGuldMA
cl kgnt. Moreover, a h%l e M5 coul d éend | ocat1 on Updates or TMSI tach
(r-BG We thapd ehecks thayy

messages t owar ds&eMi% R thesame tnfepnationpl Miohile §‘I'b-s‘fﬂ”§’slg"r"¥)'$§e
(DoS) attack on @iMsl)NSubedwelen a( inebilei seatiba (0gS)C aabiishwsotit dPseaistécure edofinettion
Accordingly, they, arhiméuﬁé%vﬁ Q:E)d \?hem?& Im?re?ﬁ rs a?!ﬁﬁgfsle:[ W@%&.&g}&gt s the
core network by checking the nobile identiTies , and/ or
P-TVBI ) used by WS drayidss ithen BM§ihton the hEYC-86Mand ABiCe rodpeativelie ¥eir the
net wor K. 15  implementation of these recommendations still feaves the core network open to attacks.
This is also the case in the 3d Generation Partnership Project (3GPP) standards for
“Generic Access to A and Gb-interface™, otherwise known as a Generic Access Network
(GAN). See 3GPP Technical Specifications 43.318 (Stage-2) and 44.318 (Stage 3). Note
that the generic access network controller (GANC) in the 3GPP specifications is
20  equivalent to the UNC in the UMA specifications. Similarly, the generic access network
“ controller secure gateway (GANC-SEGW) in the 3GPP specifications is equivalent to the
UNC-SGW in the UMA specifications.
For example, a MS could use multipte Temporary Mobile Subscriber Identities
(TMSI) or Packet Temporary Mobile Subscriber Identities (P-TMSI) to emulate multiple
25 MSs, such as a personal computer (PC) with a SIM-card reader and a UMA client.
Moreover, a hostile MS could send Location Updates or IMSI Detach messages towards
the core network causing a type of denial-of-service (DoS) attack on the MS-level
(terminating calls would fail, etc.). Accordingly, there is a need for a method and
apparatus that protects the core network by checking the mobile identities (IMSI, TMSI
30  and/or P-TMSI) used by mobile stations when they communicate with the core network.
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I nvention The present invention provides a nmethod and apparatus that
protects the core network by checking the nobile identities (International
Mobi | e Subscriber Identity (IMl), Tenporary Mbile Subscriber Identity

(1nval) and/orw@ﬁ&%%_‘ nporary Mobile 5 Subscriber | den%ﬁa&@g%@%\@l )) used
' rk.

by nobil e stations when they conmunicate with the

Sinmply stated, nmessages that contain a nobile identifier which does not
correspond to a stored nobile identifier aasociated with the M5 (after
registration) are dropped. Once such a neSsage is dropped, various
preventive and reporting actions can be taken. The M5 is, therefore, only
permtted to use one IMSI, one TMSI and one P 10 IMSI. .As a result, the
present inventi orPustmareefitte nwentionr e network frommalicious and faulty MS

I npl ement ati ons. Not erfe AtN8veh SisrbV: | ' i i cable to both
unl i censed nobi | %e%’crg\?ﬁyﬁeétfvmreks&ébuwfﬁé ?an@ %&R&_.ﬁ%%%'té‘%@atﬁ*é%ﬂ ¥ the
present i nvent i oncprovPusiecking e mepile joentities (ntermationak Mobile Subsestowoldintigy

recei ving a messdBESI; Femporary Mybite Snbizribee Ideakity [TMSI) ¥d/oR PMRetAIRA RRLAY the
15 message Whene\(@bschHIFIdEfRinaPY QH; ' kL es not match a stored
nobi | e identity SSOC] atded Wi %‘ﬂg .mﬁﬂg%ﬁgggg‘g%“ﬁ'g" PRI Ml ever
the received npbi"Ie&°FAENPTKt Jimpiycsiatadcmessares that eontain amudbile ientifienvitiidhydodssoCi at ed

with the M5. The combiohd o £lebied mobikienifieraBsocibtdlith HYRUs ?t[ﬂe?reﬁét;‘rap{é]g' The
rres‘s*age can be agmg&ldl llgcen‘sg%za&e or .a dovgﬁ I nk nmessage, ~ such™ as *Mobi | i ty
Managenent (M) NBSsage: s taeh@Foee B4ropped prignspreyentive apd reamitg)actos paobi | ity
Management (GW' hetsksgdhe d1S is thiviiore, onlyrpeindesiae dscRag IMSIRSROVISIERd ofddRR)
nmessage (onl NouserisheANe fitudMe NCL Nt Ny i on can be
i nplenented as a C@n%er @%@%ﬁﬁ?gﬁgﬁg glgg‘c’)r%rﬁﬁ?v@&(%é'hﬂﬂﬁl%s #di um
wherein the var 8% l"ﬂ’&jé‘eg Ha9s Nte fheh the nasysens dintsytiamis applicatde o dotle
segnments. | n addirficensed ntobite seessivorksTURIAN) 443 GANBYi des ‘an appar at us t hat

coupl ed to a processor. The

data st or age devi co. Mok peMAR) dRRRRINGES pulieed Peie f peeipapms. The
processor recei visivask bprsecivies & wessege epnijnivg srmbbile ddeniityl @i b IMS/ and fdroapiMSthand
drops the negsagfesipe dhneer tHRGedeRELMYRE idtR ks nBSRI ¥ 15198 rsnobr}fgtidcntity
associated with the MS. The message is processed whenever the received mobile identity
matches the stored mobile identity associated with the MS. The mobile identity can be an
IMSI, TMST or a P-TMSI. The message can be an uplink message or a downlink message,
such as a Mobility Management (MM) message, a General Packet Radio Service (GPRS)
20 Mobility Management (GMM) message, or a UMA or Unlicensed Radio Resources
“ (URR) message (only used between MS and UNC). The present invention can be
implemented as a computer program embodied on a computer readable medium wherein
the various method steps are implemented by one or more code segments.
In addition, the present invention provides an apparatus that includes a data storage
device communicably coupled to a processor. The data storage device stores associations
of mobile identities to MSs. The processor receives a message containing a mobile
identity of 8 MS and drops the message whenever the received mobile identity does not
match a stored mobile identity associated with the MS. The apparatus is typically an
unlicensed network controller (UNC) within an unlicensed mobile access network
30 (UMAN) or a generic access network controller (GANC) within a generic access network
(GAN) that is in communication with the core network. |



.match a stored nobile identity associated with the M5. The apparatus is
typically an unlicensed network controller (UNC) within an unlicensed
nobi | e access network 30 (UVAN) or a generic access network controller
(GANG within a generic access network (GAN) that is in comunication with

t he core net 0 0 610 7 74 4 9 PCTI |1 B2005100010 |
Description o o,tﬁﬁng)@g.téw ngs Further benefits and advant 385’2“’8‘?"{"1?%3 pr esent

i nvention will become nore apparent fromthe follow ng description of
vari ous enbodi ments that are given by way of exanple with reference to the
acconpanying drawings: 5 FIGURE | is a representative signaling sequence

depicting the use of nobile identities between a UVA network and a core

net wor k; FI GURE Zgﬁ‘wéﬁ%#“ﬁﬂﬁéﬁﬁg"gﬁf“ ng a nmethod of protecting a core

network in accordance w invention; FIGURE 3 is a signaling
sequence depi cting thduite bgtefitsnendcadbanthigeseott the fpréshie inﬁbﬁlidﬂrﬁﬁeﬁ&mﬁﬁéﬁﬂt i on
with respect to uglphies FRRSBEGSWIndd LS l.gnal i ng sequence depi cting
the use of one en&gﬂklﬁaﬁm@‘ t he fﬁ?@ﬁ#i"ﬁ%’%nﬁ%ﬁmﬁﬁ BhaggiveR Py wgy of

downl i nk messages: Tnge i thejaprompanyipg drawipeset i ng a met hod i n
accordance with one eFiBiBrbs a refrestrintivigmaRY sdqned ipRiingMrt Nisd SERESE t O
upl i nk nessages; iséntifidsGelRBent UNA 3 Jvlnﬁ\%ucahc%g deﬁﬁithi ng a method in
accordance with one emm of "the presé'ﬁ?m vention with respect to
downl i nk nessages; an 8 o7 flpw chartt depigting ramethaliogf! matkorite & cor8 bk i
accerdance with ccairdeece wilinkegedse®mbenidn; t he present inventioen with respect

to downl i nk nessages. %ngesscri tion of the |nvention Wile the making and
usi ng of various embodrahts” &f ERINE Spquensr, denicting theiushofene embiodimant efatic | N

detail bel ow, /9t Penentiinentien withrespedt mtuplihktnibadagdshe present invention provides
many appl i cabl e i nverntjGURE 409 G &b si; Q%% b eg;OOdi gt g e vari ety
of rl%"peci fic context f The s, eci%%’tlﬁ'gge %@?ﬁp@hcﬁgg P $RUL'0E epbadiment ofrthe ner el y
i [lustrative of SF5ECHTLIOMYRTespectodowlicbmessatesise the invention and do not
delimt the scope of FIGERE 8Vsafidwidhart depicting a method in accordance with one embodiment
of the present invention with respect to uplink messages;
15 FIGURE 6 is a flow chart depicting a method in accordance with one embodiment
of the present invention with respect to downlink messages; and
FIGURE 7 is a flow chart depicting a method in accordance with another
embodiment of the present invention with respect 1o downlink messages.

20  Description of the Invention
| While the making and using of various embodiments of the present invention are
L discussed in detail below, it should be appreciated that the present invention provides
many applicable inventive concepts that can be embodied in a wide variety of specific
contexts. The specific embodiments discussed herein are merely illustrative of specific
i 25 ways to make and use the invention and do not delimit the scope of the invention.

To facilitate the understanding of this invention, a number of terms are defined
below. Terms defined herein have meanings as commonly understood by a person of
ordinary skill in the areas relevant to the present invention. Terms such as “a”, “an” and
“the” are not intended to refer to only a singular entity, but include the general class of

30  which a specific example may be used for illustration. The terminology herein is used to
describe specific embodiments of the invention, but their usage does not delimit the
invention, except as outlined in the claims,



.To facilitate the understandi ng of this invention, a nunber of terns are
defined below Terns defined herein have neani ngs as commonly under st ood

by a person of ordinary skill in the areas relevant to the present
invention. Terns such as "a", "an" and "the" are not intended to refer to
only a si ngul%zg&;oy.h y but include the general class of }@52\9@! J]ma

speci fic exanple nay used for illustration. The termn ogy ereln S

used to describe speC|f|c enbodi ments of the invention, but their usage
does not delimt the invention, except asgoutlined in the clainms. WO
2006/ 077449 PCT/ 1 B2005/ 000103 4 The present invention provides a nethod
and apparatus that protects the core netwrk by checking the nobile
Identities (International Mbile Subscriber Identity (IMl), Tenporary
Mobi | e Subscri ber | deHeinrrgsent igvension praviddy @ methwd laed ajiperaps rikmt prokdolsi thecore

Subscri ber | dent inkiwofkPoyT bietRidg ﬂﬁ%bm/ icféﬁﬁliek ?Inm& d&f‘ﬁmﬁﬁw@@ﬁﬂ {dcrﬁ%(y
conmuni cat e vmth vﬂq? core e%wg a ntain a
mobi | e i dentifief PR EOSMAYE “WW%@MEFW SL} aud/gs PacketrRsmpgrasy Mobilg i f | er
associ ated with Shiscriber demtity(P-TIMSH) ssed by mabile siarions (MS)a{heetticy COMERINISAC WA

d : be taken.
e s tLZPE?%fg“;“&‘; SR SRl i SeaBll ok R4 fitE B RSB o 125"

TVSI. As a resul FOTefRo8 @ﬁ? mobjlpcidentifier W‘Eﬂ:t’@h theeM$ €afer registrationd afer om
mal i ci ous and 10dfoppedt pnéﬁuemhmaisahwéuﬁ varlyas ﬁ-e\tcHtWe ahthn%txﬁi ﬁGns 'ezﬂlve”t i on

S licable to cess net
Now‘ﬁfgf erring t obg%Rl‘ﬁg IMS;'? B’Ze?&%rg’eoﬁ' ﬁ tf’@f‘?a?"f’ rgSt B%ﬁﬂﬁlgg"ﬂ o %‘t i ng
the use of nobi TMSLJane rqswlbéhemwemexmnn profects o send netwbikl feonamekiioms fddVA)

networ k_( UNAND_Ofuully MER ldnentifihS N WP il forP g wor k
102_is shown. The M5 o rovi des { he INB# to ltnﬂée‘ %e%urpzh ga/aq@&of t he

5
unl i censed net wol B 0813‘ esynoRyerks SARAN pnd 3N i ¢ access network
control l er (GANC- SEewawlﬂamgsuomgsm SlrédrazentdtidEsigniinly sedirdite bRt 3954

GANG: SEGN 106, - The R e coe AR i laibed ol Rl Al hetvot VAN € o) v 1 1
the HLR 110 usi ng"is| qccqemmrlsl(w 109cend recicassndheark 162 isi showmr BhobAS| 1420
(aut hent i cat i9n, prévided @ie mltOme%EHir@Edf&ldWofﬂﬁ nfiRfNed 'n%&%ﬁt\‘lﬁ& {Iﬁd 14)
The M5 104 al SOSCR&?“ dneenc access nel\tévstlrk controlper u&é_(S:Eense e BA - fo .
(UNC) or generic or g8 (¢] GW) 106 using EAP-SIM or EAP
: AKA when the MS 104 establishes the IPsec secure connection 108 towards the UNC-
SGW or GANC-SEGW 106. The UNC-SGW or GANC-SEGW 106 authenticates 110
this IMSI in the HLR 110 using well known signaling and authentication protocols
20  (authentication, authorization and accounting (AAA) infrastructure 114). The MS 104
also provides the IMSI to the unlicensed network controller (UNC) or generic access
network controller (GANC) 116 when the MS 104 registers 118 with the UNC or GANC
116. In addition, the MS 104 uses IMSI, TMSI or P-TMSTI to identify itself when the MS
104 communicates 120 with the core network 102 (e.g., MSC 112).
(% 25 Note that the TMS] and P-TMSI are not reported to the UNC or GANC 116 when
registering 118. The TMSI and P-TMSI have significance only within a location area.
Qutside the location area, the TMSI and P-TMSI have to be combined with the Location
Area identifier (LAI) to provide for an unambiguous identity. Usually the TMSI or P-

TMSI reallocations are performed at least at each change of a location area. Such choices

(

S.D
(Dgny

30  are left to the network operator.,
Mobile identity is used in the following Mobility Management (MM) messages
between the MS 104 and the MSC/Visiting Location Register (VLR) 112.



-network controller (GANC) 116 when the MS 104 registers 118 with the UNC or
GANC 116. In addition, the M5 104 uses IMSI, TMSI or P-TMSI to identify
itself when the M5 104 conmuni cates 120 with the core network 102 (e.g.,
M5C 112). 25 Note that the TMSI and P-TMSI are not reported to the UNC or

GANC 116 whenywd R34y i N9 118. The TMSI and P-TMSI hav FEW ' ce only
within a location area. Qutside the |ocation area, theq) ‘z’f{’#gﬁg?wsl

have to be conbined with the Location Area Identifier (LAI) to provide for
an unanbi guous Identity. Usually the TMSI qr P- TMSI reallocations are
perfornmed at | east at each change of a |ocation area. Such choices 30 are
|l eft to the network operator. Mbile identity is used iin the follow ng
Mobility Managenent (MV) nmessages between the M5 104 and the MSC/ Visiting
Locati on Regi ster (VLEPMieMS (3 otedSE/VLRAI2 ek B2eeG):000103 5 From t he

M5 104 to the MSCI VLR 112Loupirioﬂ<unmm@)qtms#0%ﬂ ON UPDATI NG REQUEST

| DENTI TY RESPONSE CM SE | MSI DETACH | NDI CATI ON CM
RE- ESTABLI SHVENT REQJEST%%‘FE&%%R 112 to the M5 104 (downli nk

messages): TMSI REALLOCAFPMEERVISHEAEQUESICATI ON UPDATI NG ACCEPT 10 Mobile
identity is also used in N DRAEC E nessage fromthe M5 104 to the

MSC/ VLR 112. The I NC or can, therefore, performchecks on M
messages sent between th%%%%wm%ﬁ 112. Referring now to

FI %RE 2, a flow charfromihpMSCIVIR H2mehéms 180@owllinPedsfedhi N9 a core network
10Z*f n accordance wth t hAEASY | | I.S. shown.” The UNC or GANC 15
116 receives a nessage containi nabgA%@?#QMi ty of a M5 104 in block
202. The UNC or GANC 116 Y IGNIUPDATRG AGEERher the recei ved nobil e

i dentity i s dOr r bobildiyenti G aRRIubsaGn ihé PAGING RESPORBETRRhbeSra-OR M kst Lhat s
assgciated with fhesp 1G4 ih B‘k?:cr!i(r (%R]f}c 116 can, therefore, pérform checks on MM-
messages sent between the MS 104 and the MSC/VLR 112.
Referring now to FIGURE 2, a flow chart depicting a method 200 of protecting a
core network 102 in accordance with the present invention is shown, The UNC or GANC
15 116 receives a message containing a mobile identity of a MS 104 in block 202. The UNC
or GANC 116 then determines whether the received mobile identity is correct by
comparing it to a stored mobile identity that is associated with the MS 104 in block 204.
If the received mobile identity is correct, as determined in decision block 206, the received
message is processed (e.g., forwarded, etc.) in block 208. If, however, the received mobile

20 identity is not correct, as determined in decision block 206, the received message is
dropped in block 210. The mobile identity can be an IMSI, TMSI or a P-TMSI. The
received message can be an uplink message or a downlink message, such as a Mobility
Management (MM) message, a General Packet Radio Service (GPRS) Mobility

o Management (GMM) message, or a UMA or Unlicensed Radio Resources (URR) message

25  (only used between the MS 104 and UNC | 16).

The UNC or GANC 116 determines whether the mobile identity of the MS 104 is
correct by performing a layer violation, i.e., sneaking into the upper layer messages sent
by the MS 104 towards the core network 102 to see if the MS 104 is using the same IMSI
as it uscd for registering with the UNC or GANC 116. Since the TMSI value is assigned

30 by the MSC/VLR 112 and the P-TMSI is assigned by the SGSN, the UNC or GANC 116
can check that the MS 104 is using the value assigned by the MSC 112, This can again be
performed by checking the upper layer downlink messages sent by the core network 102,



-1f the received nobile identity is correct, as determ ned in decision block
206, the received nessage is processed (e.g., forwarded, etc.) in block
208. If, however, the received nobile 20 identity is not correct, as
determ ned in decision block 206, the received nessage is dropped in block

210. The nobi {w@ ndefid y can be an IMSI, TMBI or a P- TMperddignedi@cel ved
nmessage can be an uplink nessage or a domnllnk nmessage, such as a Mbility

Managenment (MV) nessage, a CGeneral Packet Radio Service (GPRS) Mbility
Managenment (GVM nessage, or a UVA or Unligensed Radi o Resources (URR)
message 25 (only used between the M5 104 and UNC 116). The UNC or GANC 116
det erm nes whether the nobile identity of the M5 104 is correct by

perform ng a |layer viglatiaon, i sneaking into the upper |ayer nessages
sent by the M5 19%° g\ﬁ%ﬂf? ‘tahléo msh@t%m-gnwom M%w4uaﬂd mh@ymcmm is

usi ng the sane Imluppaaayertuplhﬂadesiagéstﬁd?gkibdﬂou % 116.
Si nce the TMSI vg &MS? azmm gned 30 by the I\/ISC/ VL and the P-TMoI i1s
assigned by the KeCUNC or GANC 116 can check that the M5 104 is

using the val ue assi Ghearesspt inyeatiousen telidpleritrited agavappeyatussuoleas UNG dr@aner by

checki ng the @ppars, kaymEludoWakt RkrapRRsROG ARl L ML 6,102, VO
2006/ 077449 PCTI |,.B2005/.00 mE% l which T )p%uﬁlpﬂeto‘i%&e%& vaI ue is

aSSI gned to the NB°E f“ﬁ?t%mfsrféﬂc 5'9’"?:?@&91'%’6‘""9%@ MBS . [The/erpcesspr rpaglves
ages t hat t he meSage0202i @ntaieing laymabile ikigntith of AMB PActhd Tph thedhddQge B0 P- TVEI

vaI The prese as an a such as
UNC of GANC 5 1%"*%&'@%% S IABIP el A @Fugbg‘ge 8’(9?8‘8%%%%“?&%"9’
coupled to a protiistgMs tPHeThmr@Fessstm&gQPMmmwr,dtlwrwﬂusmmmm of
nobi | e i dent itpi eﬁntﬁl@thyﬁ&aﬁﬂé ThIhaa BORERIE AR cal BCShetfoRy, didk E Ode.

e

coltai ning a nobile h’dent w 4 and drops the rressa

whenever the receive f"dl:el Vv BB@E‘“"H@)?""H“&%?P‘)&F%‘F@E %Bf?@

identity associ attlﬁmdlmttoﬁthe beesehBnvkOrin with eespicrs aptBiR essages D2 iSshPwE - WheACESSOr

filter or other rat us. .The st orage
¢ ONE? bmcdﬁg %véQH‘ﬁ%@Q hﬂssﬁ\%%ﬂf?&@a ing & moblle édflﬂ%hgt

devi ce can be a nmenor di sk drive
FI GURE 3, a si gnl¢ 9§ e‘rﬁc@e%do‘bé}s raqbil igeative  Ifstbe wplinkrreessagm B3 cis Hent of

the present isvemgiitatonveqest (s, F%Qﬁﬁv M lMP,'tIieﬂbN(ETBrS@ﬂﬂésl 18041 diote BB RMRveq VWIEN
the UNC or GANC l%t;bGIe uﬁﬁ;ﬁy dnd asBBiate E)t wn{l} therﬁg ?@49 gndBp(i)-gcesCsOﬂ?é r%tl:e?w)eg rgnessage (ie.,
perform the registration), If the check 304 fails - the received mobile identity does not
match the stored mobile identity associated with the MS 104 — the message 302 is
dropped. If, however, the check 304 passes ~ the received mobile identity matches the
20 stored mobile identity associated with the MS 104 — or the mobile identity is undetectable,
. the UNC or GANC 116 processes the message 302 (e.g., forwards message 306). The
mobile identity may be undetectable in some of the GMM-messages GPRS Mobility
Management (GMM) messages between the MS 104 and the SGSN because they can be
sent ciphered on LLC-layer and the UNC or GANC 116 cannot casily sneak into these
25 messages. For example, the ROUTING AREA UPDATE REQUEST message is normally
sent unciphered and the UNC or GANC 116 can perform checks on this message.
More specifically, if the uplink message 302 contains an IMSI, then the UNC or
GANC 116 checks that this IMSI is the same as the one provided by the MS 104 during
registration. [fit is the same, then the message 306 is forwarded to the core network. If it
30  is different, the message is dropped. The UNC or GANC 116 may also deregister the MS
104 and black list temporarily the IP address used by the MS 104, Other actions may
include notifying the operator with an alarm and logging the event.



-a nmobile identity, the UNC or GANC 116 checks 304 the nobile identity. If
the uplink nessage 302 is a 15 registration request (i.e., a new M5 104),
the UNC or GANC 116 will store the received nobile identity and associ ate
it with the M5 104, and process the received nessage (i.e., performthe

regi stration) wd deddaesheck 304 fails - the received nmolyd 510 v does
not match the stored nobile identity associated with the %0&80216

nmessage 302 is dropped. |If, however, the check 304 passes - the recelved
nobil e identity matches the 20 stored nobi l2e identity associated with the
M5 104 - or the nobile identity is undetectable, the UNC or GANC 116
processes the nessage 302 (e.g, forwards message 306). The nobile identity
may be undetectable ip some of the GYW nessages GPRS Mobility Managenent
(GW) nessages bet weel Fhwligksmessge 303 optaies & P RriMS] tdde!lge l@éﬁlolb@AN@ent
cuhphered on LLC—IHﬁ@u@ﬂdoﬁhfmmmm%t&&ﬁisCmWTﬁgﬁd

t hese 25 nessage f PDA ST rressage S
normal |y sent uﬁgﬁﬁgé?‘g’g’ﬁgﬁd f%om&ﬁ@goarﬂ %@%LA&%J@E%E? IM&ted-on
thi s message. I\/br'@d§ fercthis MSJ04.ghe YNC oriGANG] 6 eheckethat dhpe: TSI oc BAMSI nduesn

| MBI, then thes UwﬁmsamGAM@aei-iﬁsﬂﬁ@mk&erEgatsoé#a'féwwé'mhéc&bﬁeté&ﬁﬁlfﬂé the

one prowded bythe%ls urin stration st

the message 306 i°F ¥ r‘ﬂ%{!F’ﬁFe ‘g"p@ eWé{%PkGANF 1|'€m®03'$°sd°§3$¢éﬂiént
nessage i s dri\dpp¥dnd black immrmmpha&em;edaymmmgomén%ﬁn?ﬁmﬁ/s 104

and | ack |i st tqmg@gm* é@ellagr@ﬁw{n% %‘gﬁ%}tthe 104. Qther actions

may i nclude notifyin rat or ggi ng the event. WO
2006/ 077449 PCT/ 1B20 mmw W FIGYRE fhen wlaimsksemsosaﬂg@d@@zng:mmmmfma TVSI

or a P-TMSI atd telbodithdiCoDthe PN indchfionVaith l@ﬂkct% @Bﬁﬂinﬁ meddiles 862 IE)SIT | for
thilg, M5 104, the (ENBI KEN'E[) %dzﬁstore in pe 104 cont ext .
however, the UNC'or" ¢ 5 16, E51Y5s & flopynlink messegs, 403r°°¥‘°'“'%/5l‘“°ﬁ’6? this
MS 104, the UNC dentArie UNGordik §16tcheks 404 eeanobliESidemity, BEtidialvnhiki meeggd ar e
the same. |f t hexoﬁoﬁmﬁégﬁ 351 e € s
network. If they § eevF ent ¢ Wﬁﬁw@%@s;ﬁnﬁ%ﬁﬁ&%@?‘j ll'ﬁ%t'%N& %NC
116 may al so der Bb‘?‘% %I“qwg 5‘01‘9@%%"'5‘(1@51# H‘é‘l&“)r ang @sspaigipiv wisl the MStl 0k andP
address used I8y pioeesidlic fbetved Nefaic (6, orvadl tNEBressapd A0646! the ML kY 'TFle LHR&
operator with an4@4I Vel ?lﬂgme %%Qﬁe“ﬂe.ﬁ gﬁws alreaéy been stored (e.g., already exists) for the
MS 104, the received message is processed (i.c., forward the message 406 to the MS 104).
Altematively, the mobile identity can be held and not stored until an uplink message is
received that accepts, acknowledges or completes the downlink message 402,
20 For example, if a downlink message 402 is a TMSI REALLOCATION
COMMAND, then the UNC or GANC 116 stores the assigned TMSI value in the MS 104

N
context. Downlink messages are received on a signaling connection that is associated with
the M5 104 context. The storing of the TMSI to the MS 104 context could also be delayed
o until a TMS] REALLOCATION COMPLETE message is received from the MS 104.

25  Likewise, if the downlink message 402 is a LOCATION UPDATING ACCEPT and a new
TMS1 is assigned to the MS 104, then the UNC or GANC 116 stores the assigned TMSI
value in the MS 104 context. The storing of the TMSI to the MS 104 context could also
be delayed until a TMSI REALLOCATION COMPLETE message is received from the
MS 104. The process for a P-TMSI REALLOCATION COMMAND is handled the same

30 way. .

 Now referring to FIGURE 8, a flow chart depicting a method 500 in accordance
with one embodiment of the present invention with respect to uplink messages is shown. -



-Referring now to FIGURE 4, a signaling sequence 400 depicting the use of
one 10 enbodi nent of the present invention with respect to downli nk
nmessages 402 is shown. Wien the UNC or GANC 116 receives a downlink
nmessage 402 cont ai ni ng a mobile identity, the UNC or GANC 116 checks 404

the nmobile i dﬁ'bt t he downl i nk nmessage 402 cont ai w nobi | e
I dentity (ne JOB %d or changed) for a M5 104, the y %'%8?5?89&% 116

will store the recel ved nobile identity and associate it with the M5 104,
and 15 process the received nessage (i.e forward the nmessage 406 to the
M5 104). If the check 404 reveals that thg nobile identity has already

been stored (e.g., already exists) for the M 104, the received nessage is
processed (i.e., forward the nessage 406 to the M5 104). Alternatively,
t he nobil e i dent i4 yplihmelsegetieteckiad dn blotk 3020 IfEe keivell nRSagetdobs Mot BRGRADE | S

recel ved that acGfuBlisi AR ASEE S, BlioEOIR 5L 8rhile donnlhnli Tessage 402

20 For exanpl e, N% downl ] nmessage 40
then the UNC or GB\ messpge §ﬂ’5’F"é§“dt“h °%l‘s§’ﬁg§%édf°wd:\}=&¢°a@d-|ew}t mhqu.rm

cont ext. Downl i nkhempliskanmaigacontaines mobiddoatiy df Gié msaisl dREmARAHE GdcisRR bfoﬂ@t i's

associ ated w tsh c st g rin he T the M5 104
context could aI ssgbgm&@ Jn%ﬁﬂe ﬂa{" anT% ﬁﬁ‘&%{ﬁ %@’ ﬁ@é’ssage
is received f rom“PH@SWEEOﬂﬂ WBWP&WES@GS defermiied inddeaision bhcmsshgmmw is a

LOCATI ON UPDATI NgioSaddsosimed Wit 1RM e ?&ﬁq e t hen
t hetJNC or GANC 1]:6 storses t he assi Sngﬁhemlﬁ%&t ue #2 K‘gﬁi‘ég)"}cﬂbnt ext .
The storing of t HE™FRASHs %dsf%é“ﬁé"%ga%ﬁ%mmwmddnaw&n biggk 810 anddke unt i |

a TMBI REALLOCATrecpivedONSLiEFhenths gargbIMS] assedmédweith therMS0ak Betermeu hQioisiohhe

eforring o G o it bt dbil m“fm'ﬁﬁ I B s R ce
Wi t(ﬁv one enbodi nBY¥! d@és nohwatgly e sored FW@H-‘(OP with the MS$s pedetermiped ip Ideaision
massage; : ?‘] Elflg\(/:\ﬂoclc\/ﬁ#ﬁ@@{eﬁﬁw%eoﬁ’&gg&%@951@%@8@%% ﬁégl@t g:%ﬁnﬂ?%ﬁg%age i's
dont |ty of the REergpiotall o g seons - Lt ibn S bk SIBhisk B ock
504, the upli nkwsmm@te@mwsmﬂ forra fikiod kf 606 in( ool 520 mtifyed sle@m
executed, etgs) . odefator Bﬂﬁ@&r@ﬁped mI:JQfge oY &c%is@ﬁl? gﬂﬁ ﬁigﬁilte%{'d?l iR bﬁBPézE

identity of the M5, as determn I n_dec
log ‘information about the dropped message and deregistration of the mobile station in
block 524,

If, however, the mobile identity is a TMSI or P-TMSI, as determined in decision

block 508, and a TMSI or P-TMSI haes not already been stored for the MS, as determined

20  in decision block 526, the TMSI or P-TMSI is stored and associated with the MS in block
528 and the message is processed normally in block 506, If, however, a TMSI or P-TMSI

LA :
has already been stored for the MS, as determined in decision block 526, and the received
TMSI or P-TMSI matches the stored TMSI or P-TMSI associated with the MS, as
w determined in decision block 530, the message is processed normally in block 506. If,

25 however, the received TMSI or P-TMSI does not match the stored TMSI or P-TMSI
associated with the MS, as determined in decision block 530, the message is dropped in
block 516. The UNC or GANC 116 may also perform any or all of the following actions:
deregister the MS in block 518; black list the IP address associated with the MS for a
period of time in biock 520; nofify a system operator of the dropped message and

30  deregistration of the mobile station in block 522; or log information about the dropped
message and deregistration of the mobile station in block 524.



.5 504, and the nobile identity is an IMSl, as determ ned in decision block
508, and the uplink nessage is a registration request, as determned in
deci sion block 510, the IMSlI is stored and associated with the M5 and the
M5 is registered in block 512. If, however, the uplink nessage is not a

regi stration %@@mﬁs determ ned in decision block 53{’2’%%?%5’@&@’& or i ned

received | MSI és the stored I MSI associated with t

in decision 10 block 514, the nessage is processed nornmally in block 506.
I'f, however, the received I M5l does not mafch the stored I Ml associated
with the M5, as determ ned in decision block 514, the nessage is dropped
i n block 516. The UNC or GANC 116 may also performany or all of the

foll owi ng actions: deregister the Msin block 518; black list the 1P
address associ at ed wi RefertiggononSo FIFURE fiov flawdchard dépiating & methbd 600 iba&orditRe i Ty a

system 15 oper at G#ithOdne tehiBodithétip RE the"R&aR dfveRitH IR £G ttﬁ%k@n:korﬁeséahees jgobil e
station in block ﬁ 2; 0 | I nf oy mat,i on about t roplpe messaBe and
deregi stration of %“ﬁeﬁ%ﬁ?‘"@‘%‘i%f BiRecpived ip, pigek 602, f the downlinkesgsege dosst nobi | e
identity is a TMVSpntge a FMSVSH P-TMSIdet the MSn(edisi urdetiRRble), @6 detdimmeK intfiSisio@Nd a

TVSBI or P- TMSIs hagelp # as_determ ne 20 in
deci si on bl ock 526, ?ﬁg%%ﬁmﬁﬁﬁ%{sgﬁg#gﬁ g%‘%ﬁ%‘%i"&"ﬁ%@de’fﬁﬂ‘ *the MBS
in bl ock 528 and *Fpe lmbeeeyefe the dopplink duessage ¢rotaivg el MSIror BYOMK B0Be MS; ps

gomgxer, g TI\/S:j deterMinEd/Bl decilions blodk 69a,diid b.ea’mmm?gsmb%mﬁ (h%-m{*/ﬁsnc o
eterm ned i n degj,yy 0 and the receiv TVSI or P- TMSI, mat ches
the stored TMBI oﬁfaL WR/E{E ﬂgégdgt?:sla’gf eaaajeﬁ" i "tefiﬂtew"bé,ﬁe M8), ay determiped, infesisjon

deci si on bl ock 589tk §08etherdewnligle messagorio preezswed noramliyain| bjock 1606 IECHowsRA.thd f, 25
however, the RECTMepet FLHbiSI Binek: obMolernfiRa o BRIl BIoEH ode e ST S p MR i1

P-TMSlI  associ at ed tdh the M5 ' as determ ned in declsion bl oc t he
nmessage i s dr oppé‘&‘e% $pd apspeigied withsthe g dn bipgk 649 andAhganessage jsmyocessslqopaatly r m any
or all of the foblbdég acti ons: deregister the M5 in block 518; bl ack
list the | P address ggg94 ' he NS for,a .period . qQf tinme in block
520; notify a syst emﬁgpg%'%ggo%?ﬁ'gt’dgg‘_ﬂ)‘ﬁ@’&“r‘f’ﬁ%‘%’ﬁ‘gé"B "3’80 WeACERa8%er at i on
of the nobile st ¥ yrtherembodarntsg the posent yertion witkeesictrto aibwalink triessagds Bpped
rzrgg Z 718 $7 22 g gg_ /esllté\g% Bzgﬁb\@{gi@ﬁwis&é iRRIe@iniRk 76 1f e BOWARK méstage U85 not

contain a "7981 orq’%mgl for the MS (or is undctectable), as determined in decision

block 704, the downlink message is processed in block 706 (e.g., forwarded, executed,

etc.). I, however, the downlink message contains a TMSI or P-TMSI for the MS, as

determined in decision block 704, and the TMSI or P-TMS! is not new (i.e., the UNC or

20 GANC has already stored and associated it with the MS), as determined in decision block

708, the downlink message is processed normally in block 706. If, however, the TMSI or

- P-TMSI is new, as determined in decision block 708, the TMSI or P-TMSI is held in block
710 and the message is processed normally in block 712. The TMSI or P-TMSI is held
until an uplink message is received that accepts, acknowledges or completes the received

o 25  downlink message containing the held TMSI or P-TMSI in block 714. Thereafier, the

held TMSI or P-TMST is stored and associated with the MS in block 716 and the uplink
message is processed normally in block 718.
Note that any of the above-described methods can be implemented as a computer
program embodied on a computer readable medium wherein the various method steps are
30 implemented by one or more code segments.
Although the present invention and its advantages have been described in detail, it
should be understood that various changes, substitutions and alterations can be made



-Referring nowto FIGURE 6, a flow chart depicting a nethod 600 in
accordance wth one enbodi nent of the present invention with respect to
downl i nk nmessages is shown. A downlink nessage is received in block 602.
I f the downlink nessage does not contain a TMSI or P-TMSI for the Ms (or
i S undet ect ablwa 200a@74det ermi ned in decision 5 bl ock 604, pdyARd89¥a1ek NK
nmessage is processed in block 606 (e.g., forwarded, executed, etc.). If,
however, the downlink nessage contains a TMSI or P-TMSJ for the M5, as
determ ned in decision block 604, and the ;pvBI or P-TMSI is not new (i.e.
the UNC or GANC 116 has already stored and associated it wwth the M5), as
determ ned in decision block 608, the downlink nessage is processed
normal Iy in block 606. If, however, the 10 TMSI or P-TMSI is new, as
determined in dedFERSHthBYSeraringdron e spirispndoscone-of i, inventions esodeSaedahycthe
associ ated with tapyenddd claimsb| Morkover] theatape toh the [FRSME BplitadioR |sARE MERta RO bRI | Y

in block 606. : i A low chart depicting a_nethod
700 in accor dan’g@m%ﬁﬁﬁﬁﬁggﬁ%%{bhnﬁggﬁn% rﬁe%(’ﬂ%wﬁsh"é“gﬁ%%aﬁfg'ft%é’f’fﬂ?%ﬂmw th
respect to downl PHRE!SE Sesnganethods and stepsidesaribed in theospedificationabus orlg by theclsims ei ved
in block 702. 51f the downlink nessage does not contain a TMSI or P-TMSI for
the M5 (or is undetectable), as determ ned in decision block 704, the
downl i nk nmessage is processed in block 706 (e.g., forwarded, executed,
etqal. | f, however, the downlink nessage contains a TMSI or P-TMSI for the
M5, "as determned in decision block 704, and the TMSI or P-TMSI is not new
(i.e., the UNC or 20 GANC has al ready stored and associated it wth the
MS), as determined in decision block 708, the downlink nmessage is
processed normally in block 706. If, however, the TMSI or P-TMSI is new,
as ‘det ermined in decision block 708, the TMSI or P-TMBI is held in block
710 and the nmessage is processed normally in block 712. The TMSI or P-TNSI
is held wuntil an uplink nessage is received that accepts, acknow edges or
conpl etes the received 25 downlink nmessage containing the held TMSI or
P-TMSI in block 714. Thereafter, the held TVMSI or P-TMSI is stored and
associated with the M5 in block 716 and the uplink mnessage is processed
normal ly in block 718. Note that any of the above-described nmethods can be
i npl enented as a conputer program enbodi ed on a conputer readabl e nedi um
wherein the various nethod steps are 30 inplenented by one or nore code
segnents.



. Al though the present invention and its advantages have been described in
detail, it should be understood that various changes, substitutions and
alterations can be nade WO 2006/ 077449 PCT/|B2005/ 000103 10 herein w t hout
departing fromthe spirit and scope of the invention as defined by the

appended cl ai §R s ffsRQVEr. the scope of the present app'{kﬁﬁ:ﬁ&ﬂﬂdi& not

intended to be |imted to the particular enbodi nents o e process,
machi ne, manufacture, conposition of matter, neans, nethods and steps
described in the specification, but only bylthe clains. 5 W) 20061077449
PCT/ 1 B2005/ 000103 11 CLAIMS 1. A nethod for protecting a core network
(102) conprising the steps of receiving (202) a nessage (302, 402)
containing a nobiégagpsentity of a nobile 5 station (104); and dropping
(210) the nessage , 402) whenever the received nobile identity does
not match a stored nobile identity associated with the nobile station

(102). 2. The nethod A&eﬂioai‘dirp.dxe&mgsha&mwlorkEﬂdﬁ)tctaﬁﬁrisﬁ;g%rsiregécog:?vtege mS)LfPeOf

processing (208) 10 e e (302,.402) whenever e rec

i dentity matches the 'ts?%ovr"égdéﬁr@gﬂ fressase @ﬁ‘t@%’m amebileifantitytdfa mebiife| e
station (104).5 3.statiep(!9Btandd as clained in claim1, wherein the nobile
identity is an I nterngbd 3 i i | dent | IMSL), . a
Tenporary Mbile Subs %repgigﬁ llozg{gﬁ{alutx%c ?16?7%6 ) %%Begerqﬁwﬁ%?(%?b"? MW%
Mohi | e Subscri be™oY B stogrd msbife\dgmity associatydwithehemebila station gioed in clai m 1,

whesein t he nmessage (302, 402) is an uplink nessage (302) or a downlink
n claim4, wherein the uplink

nessage (402). 29 5. od.as, .cl.ai i LI
message ESOZ% i sg'r ecell:g\glgﬁmg# Esocﬁlra]"ﬁwﬁ%f)'f"l"re]i? g‘ﬂ*‘?’@ﬁ?‘?f&‘"&é@ﬁﬁl’%mﬁﬂeiﬂ) or a
General Packdf RHEimssses 630% 402) @hpeyer theumpived mobdld ddettBSmlches the stbha masihiod as

cl ared in I ai Midkuref dsdolitl with BRHoSAub(Gos! ©P Of storing (512) the 25
received nobile identity and processing the“recei ved nessage (302, 402)

whenever the
3 The method as claimed in claim 1, wherein the mobile identity is an International

Mobile Subscriber Identity (IMSI), a Temporary Mobile Subscriber Identity (T MSD) or a
15 Packet Temporary Mobile Subscriber Identity (P-TMSI).

4. The method as ciaimed in claim 1, wherein the message (302, 402) is an uplink
message (302) or a downlink message (402).

20 . The method as claimed in claim 4, wherein the uplink message (302) is received
from a mobile switching center (MSC) (116) or a General Packet Radio Service (GPRS)
w support node (SGSN).

6. The method as claimed in claim 1, further comprising the step of storing (512) the
G 25 received mobile identity and processing the received message (302, 402) whenever the
received message (302, 402) is a registration request.

7. The method as claimed in claim 1, further comprising the step of storing (610) the
received mobile identity and processing (608) the received message (302, 402) whenever

30 the received message (302, 402) is a downlink message (402) and the received mobile
identity will assign or change the mobile identity of the mobile station (104).



_received nessage (302, 402) is a registration request. 7. The nethod as
claimed in claiml1, further conprising the step of storing (610) the

received nobile identity and processing (608) the received nessage (302,

402) whenever 30 the received nessage (302, 402) is a downlink nessage

(402) and the i nobile identity will assign or bile
identity of t g%ﬁﬁ@yﬁ% station (104). WO 20061077449 Pc%ﬂ%ﬁ%@ﬁg3 12
8. The nmethod as clained in claim7, wherein the received nobile identity
is not stored (716) until an uplink nmessage is received (714) that

accepts, acknow edges or conpletes the downlink nmessage (402). 5 9. The

nmethod as clainmed in claim1l, wherein the step of dropping (210, 516) the
recei ved nessage 4302 402%5 Jaursher conprises the steps of: deregistering
(518) the robile &t at fohmefpdbaselaimed; ip glaim 8owherels, the feceivesomoliie Geotitylis 4dtP)

addr ess associ at egtored (7h6)t dmtil mohplinke messagrt is Geveivddd @) 4)f @it a8cePS) doRitbwiddgdsi gie; 10

notifying (522) %ﬁ,ﬁ@kgmmqiﬁgﬂg,&m@; 4b§e dr opped nessage and deregi stration
of the nobile station; or |ogging (%2 Y information about the dropped

message and deregistration of the nobile station (104). 15 10. The net hod
as clained in Tl & m 1Thenhahcdian chinkd feclsinyE vheRmIRIGep of dpPink i(;t%aslmggermnt
y

(MM nessage, a & [ o Service (GPRS) Mbillit nagenment
(GW) nessage, or a bf}kesgaggﬁﬁé‘ﬁ@ﬁlsﬁgcﬂgm%sq—‘éséet?ﬁu?ces (URR) nessage. 20
11. The nmethod as cl aderagistering (818xthamebileshtiorzi n t he nessage (302, 402) is

redeived at an unli oRagaEiRYs B ( i thin an,

unl i censed nobil g_acc ? n%ﬁm%%}%Eﬁ%mﬂ%%sm)gy%ﬁg%%%tﬁw%h‘@é’é"%ﬂ‘étvvork
control |l er (GANG)’mﬁng@ frepsrigdof timgener i ¢ access network (GAN) (100) in
communi cat i ontOwi t h  t hetifying €520)t symenk offeisdit of the Broppdd mésskge T deRigisddH b _
enfodi ed on a copRpiStibEadabl e nedium for protecting a core network (102)
conprising: a code segnent for receiving (202) a nessage (302, 402)

contai ning a nobile 1ogging (524) information about the dropped message and deregistration of the

mobile station (104).

15 10.  The method as claimed in claim 1, wherein the received message is Mobility
Management (MM) message, a General Packet Radio Service (GPRS) Mobility

Management (GMM) message, or a UMA or Unlicensed Radio Resources (URR)
message.

20 M.  The method as claimed in claim 1, wherein the message (302, 402) is received at

an uniicensed network controller (UNC) (116) within an unlicensed mobile access

@ network (UMAN) (100) or a generic access network controller (GANC) (116) within a
generic access network (GAN) (100) in communication with the core network (102),

Yo 23 12 A computer program embodied on a computer readable medium for protecting a
core network (102) comprising:
a code segment for receiving (202) a message (302, 402) containing a mobile
identity of a mobile station (104); and
a code segment for dropping (210) the message (302, 402) whenever the received
30 mobile identity does not match a stored mobile identity associated with the mobile station
(104).



identity of a nobile station (104); and a code segnent for dropping (210)
the nmessage (302, 402) whenever the received 30 nobile identity does not
match a stored nobile identity associated with the nobile station (104).
WO 2006/ 077449 PCT/ 1B2005/ 000103 13 13. The conmputer programas claimed in

claim12, fur{”her ?ongqri sing a code segnent for processin 6208 t he
nmessage (302, ‘}“% never the received nobile identi tyf-‘T B3 he

stored nobile identity associated with the nobile station (104). 5 14. The
conputer programas claimed in claim12, fyrther conprising a code segnent
for storing (512) the received nobile identity and processing the received
nmessage (302, 402) whenever the received nessage (302, 402) is a

regi stration request. 15. The conputer programas claimed in claim12,
further conprisirg- a Thegamenisyprogram as claimed instaim il ) qurhrlOinptishe arcededegtiait nobi | e
identity and proaesgbdeesi thd @e 3L RA8R . - ver the
recei ved nessage A?ﬁ%‘z,m{pﬁz 6?)?,.18. %ﬁ&%ﬁ nk Ji‘gj%?ag_g T(H%g'?&gﬁéqﬁg%‘g' ei ved
mobi I e identity Wil axsiogn SPie ’é@sﬁ"ﬂ@" nobdetitiop {198k t he nobil e
station (104). 15 16. The conputer programas clainmed in claim15, wherein
t he received npbijhe 7 i i tl n_uplink nmessage
is received (714) Iqt hawgﬂﬁ%}ic%lsp{o%?iﬁg&ﬂaﬁggy (il)'zf’5 hé%‘%p“f’%?%éngtaﬁgé CTERR nk
message (402). 17 %ﬁ“%g&ﬁ%%'véﬁﬁﬁ?’leéﬁ'eﬂ@ﬁ andoprecegsing dhesneesivady mesdepe (13, t hat
stores associ ati @02} whénevep the keeeivadamisdagd (862, 402) BR Rigls@atiof tedbidsONS; and a

pr daessor comuni cably coupled to the data storage device that receives
(202) a nessage §302 402) containing a nmobile identity of a nobile
station (104) andddr 6?33“("!!’]!@5 progrfp angaimejo clhidOL2, funbe comprisivg wevdetskpmentecei ved

nobi | e i dentifoy € erifpAb10YReGibeRebhoie MY ckSin] ' Lgd.ed Wi th
th%mbi le stati E’ﬁ (4 4 05?15 The, a a?g?tﬁgaas ;Il"ﬁtin E)lt"'hné %fg}%?ng%kf?éev\her ein
t he®appar at us i s“3f PAIWhEIEK the recgive £GP% O is@doyaligkmepsaged§02pand shegener i ¢
access network ceedivedintobite idERYONI a36enld chahBethe RPBlEKIEHGiyOST the MOUNE Satigh C! ai M
17, wherein the Apycessor processes (208) the

15 16. The computer program as claimed in claim 15, wherein the received mobile
identity is not stored (716) until an uplink message is received (714) that accepts,
acknowledges or completes the downlink message (402). '

17.  An apparatus comprising:
20 a data storage device that stores associations of mobile identities to mobile
stations; and
a processor communicably coupled to the data storage device that receives (202) a
message (302, 402) containing a mobile identity of a mobile station (104) and drops (210)
the message (302, 402) whenever the received mobile identity does not match a stored
(™ 25 mobile identity associated with the mobile station (104).

18.  The apparatus as claimed in claim 17, wherein the apparatus is an unlicensed
network controller (UNC) (116) or a generic access network controller (GANC).

30 19.  The apparatus as claimed in claim 17, wherein the processor processes (208) the
message (302, 402) whenever the received mobile identity matches the stored mobile
identity associated with the mobile station (104).



. message (302, 402) whenever the received nobile identity matches the stored
nobile identity associated with the nobile station (104). WO 2006/ 077449
PCT1162005/ 000103 14 20. The apparatus as clainmed in claim17, wherein the

processor stores (512) the received nobile identity and processing the
recei ved ness 402) whenever the received ness 2) is a
regi stration ?@?ﬂ%@?ﬁ“@ 21. The apparatus as cl ai ned inqgﬁgéégﬁg?&ﬂherein
the processor stores (610) the received nobile identity and processing
(608) the received nessage (302, 402) whenager the received nessage (302,
402) is a downlink nessage (402) and the received nobile identity wll
assign or change the nobile identity of the nobile station (104). 10 22.
The apparatus as clained in claim?21, wherein the received nobile identity
is not stored (716) until an uplink nmessage is received (714) that
accepts, acknow etfigesTl apramtuplae tleigied lire clliowt, iwhkerelNEIE6 p@Beséof Qtes (512) the

received mobile identity and processing the recejved message (302, 402) whenever the
received message (302, 402) is a registration request.

5
21.  The apparatus as claimed in claim 17, wherein the processor stores (610) the
o received mobile identity and processing (608) the received message (302, 402) whenever
' the received message (302, 402) is a downlink message (402) and the received mobile
identity will assign or change the mobile identity of the mobile station (104).
10
L 22.  The apparatus as claimed in claim 21, wherein the received mobile identity is not

stored (716) until an uplink message is received (714) that accepts, acknowledges or
completes the downlink message (402).



