METHOD AND SYSTEM FOR ON- SCREEN AUTHENTI CATI ON USI NG

SECRET VI SUAL MESSAGE FI ELD OF THE | NVENTI ON The
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or verification of a person's identity for security

pur poses, and nore particularly to a nmethod for

on-screen authentication using a secret visual

nessage. BACKGROUND An aut hentl cation factor is used

to authenticate or verify al'person's identity for
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two factors as opposéﬂSUALMﬁBWEvers a hi gher Ievel

of aut hentication assurance. Using nore than one

factor is referred to as strong authenticati on.

Currently, two-factor authentication can be achi eved
FlELE éle’fﬁF?NVEﬁﬂbN 1) Bionmetric - Using the unique

physi cal features of a person as an authentication

factor. The main drawback for bionetric authentication
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Smart cards, USB tokens, one-tine-password (OTP)
t okens are exanpl es. OIP tokens have a |iquid crystal
di splay (LCD) screen which displays a pseudo-random

% th 6 or nore al phanuneric characters (nunbers
BAER FHJI nations of letters and nunbers, dependi ng on
the vendor and nodel ). The pseudo-random nunber
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change t he pseudo-random nunber after a user event are
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1) Biometric — Using the unique physical features of a person as an authentication
factor. The main drawback for biometric authentication is the privacy concerns of
end-users. An end-user might not be willing and comfortable to allow banks and
merchants to capture their biometric data such as a retina scan and fingerprint.

2) Security tokens — Smart cards, USB tokens, one-time-password (OTP) tokens
are examples. OTP tokens have a liquid crystal display (LCD) screen which
displays a pseudo-random number with 6 or more alphanumeric characters
(numbers or combinations of letters and numbers, depending on the vendor and
model). The pseudo-random number changes at pre-determined time intervals,
usually every 60 seconds, but can also change at other time intervals or after a
user event, such as the user pushing a button on the token. Tokens that change
the pseudo-random number after a pre-determined time interval are referred to



sequence nunber of the user events, i.e. 1, 2, 3, 4,

etc.). Wien the pseudo random nunber is conbined with
wa2pensmnl identification nunber (PIN) or pasBUéBE2009/000159

the resulting passcode has two factors of

aut hentication (one fromthe PIN password, another

fromthe OIP token). Hybrid-tokens conbine the

capabilities of smartcards, _USB tokens and OTP tokens.

3) Mobile Phones - two- factar aut henti cation tools
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anmhfge.o‘f, ﬁsa@to $1 00 (USD) per user. In addition, hardware token deployment is
logistically challenging, hardware tokens may get damaged or lost, and hardware token
issuance in large industries such as banking or even within large enterprises needs to be
managed. Moreover, end users with SMS token devices also face several problems
such as when a token device is forgotten, misplaced, damaged, lost or the like. Another
operational limitation with SMS messaging arises when a user might not be able to
receive a SMS messages overseas.

Therefore, there is a need to manage two-factor authentication that is convenient to use,
requires relative low operational cost, secure to phishing site attacks and the like.



providing a user key to an authentication authority;
provi ding a transm ssion nessage fromthe

WQonamiltati on authority in response to the uBEF/S&PI/000159
providing a secret nessage using the transm ssion
nmessage; displaying the secret nessage to the user
using a display screen; and providing a user response
to the authentication authofity in response to the
user observing the secret ssage. The secret nessage
can be a psuedo-random al phanuneric code and can be
art of an (mn)-threshold secret sharing schene,

SU&W@H@Yn mis the nunber of parts required to recover a
secret and n is the total nunmber parts. The display
screen can be a flat-panel display screen, an LCD
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entication au y; providing a user

recover igeseciat and o fﬁ@ﬂ%@'rﬂ“ﬂ}}?mp@'@/l ding a backgr ound

message fromthe authentication authority in response

to the user di spl ayi ng the background nessage on
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phd¥eSSckdedned over, aligned with and attached to the

di spl ay screen; displaying a secret nessage to the

user using the visual overlay and the background
Theres=s agsponsancpr le/thdisagrebmessager esponse to t he

aut hentication authority in response to the user

observing the secret nessage. The visual overlay can
The pgthedtcaion iasitheritynean psovistet ther vses kel tastha user.  In addition, the

autRSRedBsr aNHGM \WaR Ytbvide the transmission message to the user using the

Internet, and the user can provide the user response to the authentication authority
using the Internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.

An aspect of the invention is a method of authenticating a user, comprising providing a
visual overlay from an authentication authority; providing a user key to the authentication
authority; providing a background message from the authentication authority in response
fo the user key; displaying the background message on a display screen while the visual
overlay is positioned over, aligned with and attached to the display screen; displaying a

secret message to the user using the visual overlay and the background message; and



matrix pattern. The visual overlay can also include a
transparent nedium wherein the visual matrix pattern
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authority can print the visual matrix pattern on the
transparent nedium or alternatively, the user can
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The user response can be the secret message.

The authentication authority can provide the user key to the user and provide the visual
overlay to the user in response to the user key from the user. In addition, the
authentication authority can provide the background message to the user using the
Internet, and the user can provide the user response to the authentication authority
using the Internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.



aut hentication authority to the user in response to

the user key provided the first tinme; then providing
WO pwoagi3 key fromthe user to the authenti catPGHSG2009/000159

authority a second tinme; providing a background

nmessage fromthe authentication authority to the user

in response to the user key provided the second tineg;

di spl ayi ng the background nessage on a di spl ay screen

facing the user while the vi'sual overlay is positioned

over, aligned with and attached to the display screen;

di spl ayi ng a secret nessage to the user using the
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The user response can be the secret message.

The authentication authority can provide the user key to the user. In addition, the
authentication authority can provide the encoded message to the user using the Internet,

and the user can provide the user response to the authentication authority using the
Internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.

An aspect of the invention is a method of authenticating a user, comprising providing a

user key to the authentication authority; encoding a secret message at the authentication



secret nmessage on a display screen to the user in
response to decodi ng the encoded nessage; and
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authority in response to the user observing the secret
nmessage on the di splay screen. An aspect of the
invention is a nethod of authenticating a user,
conprising providing a user key from an authentication
authority to the user; then-providing the user key
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authentication authority in response to the user key; providing a secret message using
the transmission message; displaying the secret message to the user using a display
screen; and providing a user response to the authentication authority in response to the
user observing the encrypted secret message by using a mobile phone with the
decryption key.

An aspect of the invention is a method of authenticating a user, comprising providing a
private key from an authentication authority; providing a user key to the authentication
authority; providing a background message from the authentication authority in response
to the user key; displaying the background message on a display screen while the
mobile phone with the user private key is used to capture the background message on



to the user key; displaying the background nessage on

a display screen while the nobile phone with the user
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ont he di splay screen; displaying a secret nmessage to

the user using the nobile phone containing the private

key and the background nessage; and providing a user

response to the authentication authority in response

to the user observing the sécr et nmessage. An aspect of
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corresponding elements, regions and portions, and in which:

FIG. 1A illustrates a block diagram of a registration and key distribution process in
accordance with an embodiment of the invention;

FIG. 1B is a block diagram of a server with authority system that can be used in the
system in accordance with an embodiment of the invention:

FIG. 2A illustrates a block diagram of a user login process in accordance with an
embodiment of the invention;



enbodi nent of the invention;FIG 2B is a block diagram

of a conputer that can be used in the systemin
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illustrates a bl ock diagram of a password reset

process in accordance with an enbodi nent of the

invention; FIG 4A illustrates a block diagramof a

regi stration and nobile key distribution process in
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emgg@h@gg&tﬁg,@gﬁtﬁﬁn aut henticati on nethods where the
"token" is essentially a pseudo-random visual matrix

pattern printed on normal transparency paper using

FIG @ iitrafsi d Ky tes ¢l rcE8Sin debbrdarcedwiiavebsdiknei 3k NS
illustrating the registration and key distribution

veio’, 1) the user |ogin process

FIG. 7 is a block diagram that illustrates an activation process where a private key is
generated and distributed securely to the end user mobile phone;

FIG. 8 is a block diagram that illustrates a user login process in accordance with an
embodiment of the invention;

FIG. 9 is a block diagram illustrating a mobile key renewal process in accordance with
an embodiment of the invention; and

FIG. 10 is a block diagram illustrating 2 mobile key revocation process in accordance
with an embodiment of the invention.

DETAILED DESCRIPTION



(FIG 2), and the password reset process (FIG 3) in
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tokeps salytipndp ek it san e psrfop spap @\@awraépglﬂo@ewa@rremfaodlment of
theligamion istdiokiRyphohd BagRin@ipitatitadel for secret sharing
is called an mout-of-n schene (or (m n)-threshold
schene) for integers 1, m and n. In the schene, there
Secrst shasiep delnenf@is adesll resdaretred areq ar driystograpiysprogdsadLsgNtRr, M.

oSy B, I EOELE B g,
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manpy imp nb&!ﬁ%re& sfh ankeyrisl last (e=g.| Betrerses whoddews fchqd@ym@ﬁmes
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S ect if an roug)@ at nost m - particip
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intopieted Aie) distibutd wesmec&ads afffefeit persnssdi@laEcapin subsets of the
au thentl s a (2, 2)-threshold schene.

PSRN ?aanc??ctg%geﬂieﬁéo rﬁcgl‘ﬁeé&h et could be any col ored

i mage whi ch contains any graphics or characters from

NIRRT Eu SR el b oS i ot it
schestrlderioiegers lcosend n inthe ssmm;@ rth@resspzh agndge (drcleslel)iakd n
paritiPants! #RERerddér divldRE LR into n parts and gives each participant one
part so that any m parts can be put together to recover the secret, but any m - 1 parts
reveal no information about the secret. The pieces are usually called shares or
shadows. Different choices for the values of m and n reflect the tradeoff between
security and reliability. A secret sharing scheme is perfect if any group of at most m - 1
participant (insiders) has no advantage in guessing the secret over the outsiders.
Therefore in a single party authentication mode, it is a (2, 2)-threshold scheme. In
practice, the hidden secret could be any colored image which contains any graphics or
characters from any language. This secret will be required as a second factor

authentication during user login.



CRT, and even nobile devices, it is becomng nore
pervasive itens. Enbodi nents of the invention may

WO pwpade1di f f erent schenes for effective and sRCUBE@09/000159
T- FAlf or exanpl e by visual codes overlay, nobile token
aut hentication, or the like. In an enbodi nent, the
proposed schene by visual codes overlay can be
described in main phases: 1) registration and key
di stribution to users, 2) oM ine user login and 3)

bassword. r hase sho
il T R o B B PR s eR 684 s Cameionad Tvithpecreen
CRharrhevenowoltlesievices litrie bedvarihg morespervashesifenid. r st needs

to register and distribute a random key share to a

user 12. The server 15 is of the authority 14 is shown
Embgditesised theoiayertioneayrinclide diff¢rentsshapps éx ieffedite bhdsecured

T- Ah%r%szgmpréqg,t %han -8, &@t mgﬁlhettlﬂké'yéﬁtﬁéﬂtl]cé‘mﬁbFMthke

key gener at ase
configurations, for exanple may be Iocat ed renotely or

In SHERABRiReht! ﬁ@;ﬁ@éﬂ%e@%&%rme \Héd%ﬂ‘%d’es 6vgﬁa)“ bR

relstratlonlnforrratlon asuc as | dent |cat|on
d) seeistiatan ppg key caﬁabwomto HEET§i miing waen kot g 3)
pasmmﬂe@eiand password generated by a key generator 16
and on top of that, the secret key shares printed on a
transparent, physical nmedium (transparency) 24. The
Fonprmaa dse)y\pwﬁ in FES. dActhibadthbaty Binfdr wwling rédvairadsstanbxdeae a

R AL RSt B B
rangdpie key @hartem) aughr 19Tt sareat 158 Of the astherity Byt ieslemtr lyndashed
box, AbWLI it 34l e sﬂfg‘ {Lfiét%gtha{r 08 B %Qﬁér{t% ¥n i &t Afx g?ﬁystem 14,

dat abase 1 user rntornati on: use
Vs keygenpratok é‘} an¢h database) 1§ maBtake differsng @Rnf@uaegpa?nfwffexample

ma§ %é‘l’&!’atékﬁem&é?y S pardid Horm atie BIhEP! p‘fcailﬂ’ thd Qéer%?cﬂno@%

stemin accordance w t di nent

o8RRI o Bich s e oA woTg A58 S5 e, and il e
giveR aoeyerkid et ﬂjﬁar&ﬁpa]sgwoﬁdrﬁeﬁéfa@&ﬁb)lg key §&néPdtoKF/and on top of
e e S0 828 b P St bl BEER G5l 2.
The Vibua tkegtS, \rsecrpaiepd@bsanawﬁh theey vis e e ydlgéresdatenthe store ID,
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usegérpfaugh elgisterad in@il or evant eyl gledtropin form for self-prmtmg The authority
will keep a database 18 of all the user information: user ID | Password | key share. FIG.
1B is a block diagram of a server 15 with authority system module 14 that can be used in
the system in accordance with an embodiment of the invention. The server may have a
processor 11, memory 13, database 18, interface 17, visual key generator 16 and the
like. It will be appreciated that the components shown in the server are for illustrative
purposes and may take different arrangements and configurations, for example
components such as the database, etc. may be located separately and/or remotely from
the server.

For phase 2, as shown in system 10 of FIG. 2A, when a user 12 tries to access online
resources, the authority 14 will prompt 10e the user for user ID and password. Once this



the server. For phase 2, as shown in system 10 of FIG
2A, when a user 12 tries to access online resources,
WO pwoas2hbrity 14 will pronpt 10e the user forPCEEE2009000159
and password. Once thisinformation is verified be
correct, the systemfromthe authority will generate
10g a pseudo-random share, S, based on a secret
nessage Wi Il be displayed 1Ch as S on the screen and
t he user key share so that \7\7nen t he user overl ays
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and EHRR oo ISR p oror SR AP i i anditop isbBg 22 AR mput
21tsheh m@ke&mamb@lﬂedp@hm I y do a password reset with the
aut hority. Basically, the end-user 12 will register

l]F with the authority and ask for a new token.
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S Jo correctly display the secret nessage
e Jé’gﬁa@u% Etcatl on. To tackle this, an enbodi nent

of the invention includes a few
Due to the variants of display devices at the user's end, it may be difficuit for end-user to

align and overlay lens against the display screen to correctly display the secret message
during authentication. To tackle this, an embodiment of the invention includes a few
proposed techniques for easy on-screen authentication, for example:

Technique 1: Easily adjustable on-screen lens size for end users
Technique 2: Redundancy in secret message structure
Technique 3: Dynamic screen size matching program

Technique 4: Pre-printed multi-size lens key



proposed techni ques for easy on-screen authentication,
for exanple: Technique 1: Easily adjustable on-screen
WO 2099/13422% for end users Techni que 2: RedundanR§I/B@2009/000159
secret message structure Techni que 3: Dynam c screen
si ze matchi ng program Techni que 4: Pre-printed
multi-size |l ens keyBy using the |l ens key as a token,
there are several advantages over traditional tokens
solution for exanple: 1) Eth | ens key cost nuch |ess
Si ca ke Lens k could be e
B HPE MU & HESRbEThals Ssiel sdvantgien auptpdlippal gkens
solattmefopbxampleconpromi se to the | ens key, a renewal key
could be easily generated and distributed to the
affected user. In an enbodi nent, the proposed schene
by Badh lbes keykost mutiness theata physicalrtoken descri bed in
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aut I cation. The system FIG 4 shows a server
55 of the authority 54 is shown by dashed box,
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and @ﬁh%ﬁﬁﬂﬁdd@%ﬁﬂek@?ﬁs@i YFIQ. 481©Rﬁ6\ﬁdé?ar‘55dglﬁéﬂe@rﬂiéhlment
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o 4 Bl RoBh 4 i S BBk, Sl oy gportr
andatabasecd ramab,eem difierentolsinfiguriigonsi for exsample tﬂcated aemsiety or
seﬁ@r e% s chtoYhe?y ﬁ% fFﬁQ v'égy [Tt %I%r §% Bgzelgiek Bs54 'ﬂﬁthﬂ%%{r‘gﬁ y system
54 maﬁﬁr@ﬂ@z'nfqn@ﬁﬂ@hwo@eaﬁweaasw% aobjje ﬂ@ﬁb@rrar@db@hl@anﬂf@
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mog%%l‘?eyr}gn I ?S;etli @gg ghcgga’}%égvsi%nﬁ'ggmge C%ggm retun?erdoSCO%svsle? '
autbonisysteratsda e Fouted i theliser's mobile phone. FIG. 4B is a block diagram
of a mobile phone 62 that can be used in the system in accordance with an embodiment
of the invention. The mobile phone 62 shown is illustrative and may comprise a
processor 102, memory 104 and an interface 106 and communications module for
interacting and intercommunicating with other components of the system and display 80,
input 92 such as a camera, input 94 such as a keyboard or keypad, and other like
components.

In order for the mobile key to be transmitted securely (either via SMS, GPRS or any form
of transportation protocol), it will be encrypted prior to the transmission. The encryption
can be done either via a symmetric key algorithm or based on public key infrastructure
(PKI) key-pairs. When a PKI system is used, the contents embedded in the visual code
may be encrypted and digitally signed using the public and private keys of the authority
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conponents of the system and display 80, input 92 such
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and other |ike conmponents. In order for the nobile key

to be transmtted securely (either via SM5, GPRS or

any formof transportation protocol), it will be

encrypted prior to the transm ssion. The encryption

can be done either via a syﬁ%etric key al gorithm or

ubl i [ nfr ture key-pairs.
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authoritysystem54. In this way, a 2-way verification
Sirgifarly Hie swble key ganevdteie cameithes be bagsel areajsyrsinetric &ay algerithm or

baﬁﬁﬁ%@\ﬂgg&ﬁ,ﬁgw& e g&@fkgp%;a"lsncr easing the security

stem t he nmobil e key
generated can elther be based on a symetric key

In @és@@ MHePMhausBRAS L Aot te%meen@ﬁa Mtﬁ‘fn{cﬁé tHa g%@ra%tﬁopky dystems

airs. In cases where the user nee
S4h B

meinehie applicationingtaliethen Bisanokile ﬁmnet Gandipsisefls Insthis case,

mdlth!ﬁe mabke k"@blslpémﬁpﬁi bdoht dfaRe bﬁlﬁbﬁﬂ/ |s?§ierﬁ§ WoLR! BBl securely
Jn this c e mobi |l e keys

on B BB pIREoBS o §5 mob 1 e Seer 46 eyt B Rbip o
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of nobil e device and of password 86 on display. The

FIGSPEhoWR e probe GG dn® AodiPkd) b0t/ PSleBs of the system. The user
52 requests 50| for a mobile key reset. The authority creates 50m a new mobile key K.
The store ID and other information such as ID, password, mobile number, K, and the like
is stored 50n into the database 58. The new mobile key is returned 500 via authority
system 54 to be stored in user mobile phones.

Visual lens or user overlay 24 is comparatively easier to replicate than physical tokens
and it will be appreciated that the visual lens is more cost effective.

An embodiment of the invention could be used as authentication means for scenario with
these important characteristics: cross-order and mass authentication.



FIG 6 shows the process flow of the nobile key reset
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nobi |l e key K. The store ID and other information such

as I D, password, nobile nunber, K and the like is

stored 5(0n into the database 58. The new nobile key is
returned 5Co via authority system54 to be stored in

user nobile phones. Visual f%ns or user overlay 24 is
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advance. Because symmetric encryption is less computationally intensive and requires
less bandwidth, it is common to exchange a key using a key-exchange algorithm and

transmit data using an enciphering scheme.

FIG. 7 is a block diagram that illustrates an activation process 110 where a private key is
generated and distributed securely to the end user 52 mobile phone 62. The activation
process involves downloading 110a signed midiet from website and generating 110b key
pair. The passphrase is entered 110c that is received out of band to encrypt generated
public key, where out of band is flexible depending on banks, other organizations and
the like, through for example the ATM, user login to register their own or system ‘
automatically generated. The encrypted key is registered 110d with organization via



projected practice) derived fromthe public key.
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X to take%R%”?lé% ih‘%%% Ef@?ﬁe@QZD ar to 03 dyﬂ orP
example yig @ ﬁ!ﬁi?maeué%?th@rnéer Q@ gserypts to
obteintthe asdr2@knehedPudlia Ry pasthen stbrest 3Vetif thevsybieaErepbsitory.
exanpl e, and successfully logs in 12Ce. FIG 9 is a

I [ L e
FI? 1%%( a%lo%géﬁl‘qqérjn llfg%{rré Cag’g%ﬁltehm%g réVOﬁ%tb(%\ ni%stsm@f)h?rheeprocess
14 mm@lrd@nce Wity ge embadimegtiefdbe iny@@imnf The neev fRasdifibs 4d0m, the
adrfbtrator 142. In another embodiment the user revokes 140b using other means

such as automatic teller machines (ATM). The keys are revoked 140c by system 55 and
renewal is disabled. In an embodiment, only re-registration is allowed. The user 32
repeats 140d registration process to register new keys.

While embodiments of the invention have been described and illustrated, it will be
understood by those skilled in the technology concerned that many variations or
modifications in details of design or construction may be made without departing from
the present invention.



a new key pair is generated 130b. The passphrase is
entered 130c to encrypt and generate the public key.

wapwoameiypted key is registered 130d with PCT/SG2009/000159
organi sations for exanple via GPRS, SMS or the |ike.
The systemverifies the user ID and decrypts to obtain
the user's generated public key and then stores 13Ce
in the systems repository. FIG 10 is a bl ock diagram
illustrating a nobile key r&ocation or |oss of phone

cLRims§ess 140 i n accordance with an enbodi nent of the

fiti on. The user 52 notifies 140a the adm ni strator

142. In anot her enbodi nent the user revokes 140b using
ot her ne [ Jachi nes (ATM.
The?keysﬁgﬁeéﬁgéégfoﬁg%&%%@gt@y&gb% éﬁf‘%ggand renewal is
di satevisng a usenker tehatiautkertication|apthogty; egi stration is

al | gM&fingTa &ralSH Siéli nf %?qaet ﬁon]rwaﬁtﬁgﬁtﬁ:taﬁ@# %ﬁgoﬁp%%%f)onse

to reqister newEe e enbodi nents o
to thg\HepitkYn have been described and illustrated, it wll

be HM%En?f@ébr&Mnéé%@é@ﬁ he@@nbrRisEBR ﬁé%g ol ogy

concer ne ' ifications in

] hat nman vari}zﬁlons or. nodi
det diP'ayipg thiesgegst ssaemetheiar sangdisavssmenapRhout

depproviditgy 4 USEn reBionRe &S MRtautHey8eHtio RufHoflyNBresbonée to the user
of authenticating a user, conprising-,

obrmtihog]e cl‘tl
?)%W nsge £ U%eéfa%ey to an authentication authority;
provi ding a transm ssion nessage fromthe
aut gent i [ dty N respo o _the user key:
oot di nia e X ohBrsh B R bkl ey e8 random
alpherwagyie cadiespl ayi ng t he secret nessage to the user
using a display screen; and providing a user response
to the authentication authority in response to the
useP: obs&hgMmeghadae clalie A evherpigdhgyeecret megsageristehpait offan (m,n)-

thrédrdldBebret WRBHRY SbhERR, MAS HRthufes 8GRIk FequilRAYS AR oIS IR ot
‘?I ph@ngq{e{l c code. 3. The nethod of claim1, wherein
A A& Yalrd

NYRREERBES i s a part of an (mn)-

4, The method of claim 1, wherein the display screen is a flat-panel display
screen. '

5. The method of claim 1, wherein the display screen is an LCD screen.

6. The method of claim 1, wherein the display screen is a mobile phone
screen.

7. The method of claim 1, wherein the user response is the secret message.

8. The method of claim 1, wherein the authentication authority provides the

user key to the user.



threshol d secret sharing schenme, mis the nunber of

parts required to recover a secret and n is the total
wobas2pharts. 4. The nmethod of claim1l, wher ePEI/BG09/000159

di splay screen is a flat-panel display screen. 5. The

met hod of claim11, wherein the display screen is an

LCD screen. 6. The nethod of claim1, wherein the

di splay screen is a nobile phone screen. 7. The net hod

of cIa|n11 mhereln t he useﬂ7response is the secret

age. e had i
aut egt i Iﬁ? MsH ﬁ]&'mtﬁ Vﬂ'\e{ﬁ}ri‘ EF@S ‘{ﬂﬁeé"%ﬁ%féor“ %Wrt%pfol’{ejes the
trangreissiOn mMdssageetchte uder alsiignthd  Inteinet, earnd theeuser provides the user
e RL;QY transm ssi on
res%éé%}a%ethéf:%&b %@‘C§§%$&&él n ?P}%h\eﬁ?tgfne t, and the user
provi des the user response to the aut henti cati on

i‘?”’i i typd eﬂg)dtd?%l He\'ﬂlﬁ]&&n tﬂ'ﬁ?me o gﬁ ) Q%C?ofra h%h{ip:ation

erein t s a two Ica
scharpr e Ugah lée)uséhe ﬁréyfapt@r an@thejuser respansens tedetons faster.
response is the second factor. 11. A nethod of
aut henticating a user, conprising: providing a visual
overfay ArRgthothofanheniestingd user, £9FRESING'y: provi di ng a

us e brovRihd Dvis g odéHyein gmbutﬁaqt@uﬁ&méutﬁomy providing a
backg)r pund mess(fzgg) romthe aut tication authority

in PRYSEIERUSSH § gpthentication §?§P‘%ﬁ})”ng t he background
mes 9@@1@3 badtigsuind ynese agefonitid authdrticatichualthanteinl rédponse to
the Sep? tioned over, aligned with and attached to the
% screen; displaying a secret nessage to the
us edlsg@wng thenleackgswat! ntassageagn aniibptdyeschmenkgrieuthe visual overlay

is %ﬁﬁﬁg@ovéﬁmﬂgﬂé@%&t lAG ﬁaéﬁ%ﬁ o {he g&%%&%t he

aut henticati on author y I'n response & user
obs 8isplayigg t h sesist rraessape stagibe user using the visual overlay and the

background message; and

providing a user response to the authentication authority in response to the user
observing the secret message.

12. The method of claim 11, wherein the visual overlay inciudes a visual
matrix pattern.

13.  The method of claim 11, wherein the visual overlay includes a pseudo-
random visual matrix pattern.

14. The method of claim 11, wherein the visual overlay includes a visual
matrix pattern and a transparent medium, the visual matrix pattern is non-transparent
and the visual matrix pattern is-printed on the transparent medium.

15.  The method of claim 11, wherein the visual overlay includes a pseudo-
random visual matrix pattern and a transparent medium, the pseudo-random visual

matrix pattern is non-transparent and the pseudo-random visual matrix pattern is printed
on the transparent medium.



12. The nmethod of claim 11, wherein the visual overlay

includes a visual matrix pattern. 13. The nethod of
WQPMWPH34R13 wherein the visual overlay incl udesPGI/pESEIL 00159

random vi sual matrix pattern. 14. The nethod of claim

11, wherein the visual overlay includes a visual

matrix pattern and a transparent nedium the visual

matri x pattern is non-transparent and the visual

matrix pattern is printed ot the transparent nmedi um

15. The nmethod of claim 11, wherein the visual overlay

i ncl udes a pseudo randomvisual matrix pattern and a

t r ans, par Ehé natietiduon claitve 14 Sehateinthe domenticatioh atBofityXprints the
vxsﬂﬁgﬂ A tfe hon: trtanSﬁaretnt ﬁi;md t he pseudo-random
A PR O g terPhareRt BediNed on t he transpar ent

medi um 16. The met hod of claim 14, wherein the

aut H‘?m : (fﬁé h%ﬂmo@%tf Ia%% tﬁﬁ Wlér% @Stné]%%i%rlnﬁg‘neﬁﬁ%twagg pattern

pattern transpareh
Onm%traﬂsmarent/mé@lwmn the user prints the visual matrix
pattern on the transparent medium 18. The nethod of
cl al m 16, wherein the authentication authority prints
t he 1®seudide methasnefalaimal6.nvharein thetauthentication taaithority prints the

ps&URRERFI® DsudTRekitilDatibbh od (e tREPAEnQhedilidl M 16,

wherein the user prints the pseudo-random vi sual
matri x pattern on the transparent medium 20. The

net hed ofheIn@itiodl &f clafie B, WHeRéin thé URkr PHEK! R &Jeh@(‘!\fﬁandom
ve a first. selected portion of the

V'Sldétiﬂ ?l{%p%‘ief%% ita95eR e TeUFMy t he user to observe a

second sel ected portion of the display screen, and the

f di
55 SR U 7, 00 P R0 AR B e
Obsﬁﬁ‘ee adrsherlecied mmmmofztbe dishley ecna:en mthbutraliowing Ittt to observe
a 2ebhd QQIe&fed tplaﬁlgq' (ﬁ’pthé%l %{yeﬁﬁeéns ai\d}’ﬂg@ Gosy s\@'lécmon%érﬁé?rh of the

second sel ecte scre
dispigy Rergen fiselRys Wﬁ?ﬁcre&ﬂ@ﬁﬁ% withén the@adfgrw@rmagsaae | ows
the user to

21. The method of claim 20, wherein the first selected portion of the display
screen is a window within the second selected portion of the display screen.

22. The method of claim 21, wherein the visual overlay allows the user to
observe a third selected portion of the display screen, and the user enters the user
response into the third selected portion of the display screen.

23. The method of claim 11, wherein the visual overlay is a part of an (m,n)-
threshold secret sharing scheme, m is the number of parts required to recover a secret
and n is the total number parts.

24.  The method of claim 11, wherein the visual overlay is substantially the
same size as the display screen.



observe a third selected portion of the display

screen, and the user enters the user response into the
WO piopd3eed ect ed portion of the display screen. P@BSGHA000159

met hod of claim 11, wherein the visual overlay is a

part of an (mn)- threshold secret sharing schene, m

is the nunber of parts required to recover a secret

and n is the total nunber parts 24. The net hod of

cIa|n111 wherein the V|sua1 overlay is substantlally

the he. di Scre
cl a2 11T REHER o PRo® AT SyibteR B ERY sordely 11 tolngl display
Smeeﬁplay screen. 26. The method of claim 11, wherein
the display screen is an LCD screen. 27. The nethod of
claim1l, wherein the user response is the secret
mes8@ge. Tixgmethied ofidaihottl, ethecdimihe displawdveeeni ia ah hED screen.
aut henti cation authority provides the user key to the
user, and the authentication authority provides the
vi skl oVee meiiog of elaien ik evherein thesyenssponsetin thesssretkey
mek&sye t he user. 29. The nmethod of claim 11, wherein the
authentication authority provides the background
message to the user using the Internet, and the user

pr 0¥8. dE‘SThélfnetlﬁJa rof blaﬁsrp PNSAhdrin &ﬁ@a@ﬁém@aﬁdmﬂh&@ ﬁ)rowdes the

r u3| t er net e .nethod of ¢
s e, el ity A1 e BHBENTENEh AuOry RV ISR AR i SN gk to the
usesrcﬂnmgeonsmethfsmerk@yfra:rﬁtrtémdr.l rst factor and the user
response is the second factor. 3 1. A nethod of
aut henticating a user, conprising: providing a user
key29.r onTagnmathot @htlaioat 1,ovheaeit mmémtpentbaﬁdmeau,mt&arity prokidas the

ba%FBUnQ' M&sdabé tb’%ﬁ‘é g@ryuglrﬁéj 'ﬂ}et h%rHéte anll Qhé u@er Provndes the user

aut henti cation aut
respPR{SAP t'éﬁ/@#th%(}im@ﬂ%rﬁ%hﬁéﬂmwmﬁhﬁl@ambn aut horl ty to
the user in response to the user key provided the

flrgétl ; then . .

. The method of claim 11, wherein the method is a two-factor
authentication scheme, the user key is the first factor and the user response is the
second factor.,

31. A method of authenticating a user, comprising:

providing a user key from an authentication authority to the user; then

providing the user key from the user to the authentication authority a first time;

providing a visual overlay from the authentication authority to the user in
response to the user key provided the first time; then

providing the user key from the user to the authentication authority a second
time; 4

providing a background message from the authentication authority to the user in

_response fo the user key provided the second time;

displaying the background message on a display screen facing the user while the
visual overlay is positioned over, aligned with and attached to the display screen;

displaying a secret message to the user using the visual overlay and the
background message; and then



providing the user key fromthe user to the
aut hentication authority a second tine; providing a
WO AWRABLNd nessage fromthe aut hentication aul¢BBG2009/000159
to the user in response to the user key provided the
second tinme; displaying the background nessage on a
di spl ay screen facing the user while the visua
overlay is positioned over, allgned with and attached
to the display screen; disﬁiaylng a secret nessage to

[ us t he vi sual erla .
o s@ByBnoc R aReRbe dfimy S el PobponSuciicetin Aunorty i
resperege to the irer abdandng theattrehmassdysr i ty in response to
t he user observing the secret nmessage. 32. The net hod
of claim3 1, wherein the visual overlay includes a
psedkio r Emlmethoidsf alaimediy iwhepaim 1thH visaai cvarldy mnlsiges argseudo-

rangBil Hgﬂlaltrngtr&ﬁv%ﬂ%ﬁ dértﬂﬂ got'i%ﬁé' % AL o inh Xt h%aﬁ%e%ﬁg rér?dom visual

non-transpare om’'vl sua
majsitRatiem ip §0mr|an$@den§ and H@ mseudgﬁmc@m vigtealimatix @temnsearlnted

on RUARApAENGhadkih32, wherein the authentication
authority prints the pseudo-random visual matrix

pattern on the transparent medium 34. The method of
cl agan 32Th\hRfHIdNoR M USEE wHardiR tee lifeRERUEP 2lM0

ints the
vi sual mat r| ttern on the transparent nmedi um ﬂg?nnts t
Pk RO A MR Y mIon R GEP TS HATGIa over | ay

all ows the user to observe a first selected portion

and t d ) or,ti on of.
(b T sl bhaelEaR Mhefin 49 55" By 46 sBRliqmpeom
vnsrpaimatrmnpaﬂerrt orethditepspayerdanagtium. t he first sel ected
portion of the display screen is a window within the
second sel ected portion of the display screen, the
fird? seflkemethqdovfigiaim 3t wheseini tbplviguak eyeastan ailpwgltaeysnser to

obste‘ﬁﬁa 8 Bt §41c4YBS p&YEn Bhd Ritkirdt Jb@ec@éﬂf&{m&%%%ﬁ%gi %cre@ﬂ Githout

he user enters the user response Into

a“wgeélee'éﬁ%é? PP%%W%P seRNUpLptay Petiopet thedispiansciasnnihg first
selodted baitioh b theVdigifi dstrddhdis b Wwinabw MWtBinl tAY sbéornd dectedortion of

the dlspgla@ sg;reen the first selected portion of the display screen displays the secret
. message within the background message, and the user enters the user response into
the third selected portion of the display screen.

36.  The method of claim 11, wherein the visual overlay is a part of an (m,n)-
threshold secret sharing scheme, m is the number of parts required to recover a secret
and n is the total number parts.

37. The method of claim 11, wherein the visual overlay is substantially the
same size as the display screen.

38.  The method of claim 11, wherein the user response is the secret
message.



threshol d secret sharing schenme, mis the nunber of
parts required to recover a secret and n is the total
wobas2parts. 37. The nethod of claim1l, wheP&l/BG100%/000159

visual overlay is substantially the sane size as the

di splay screen. 38. The nethod of claim1l1l, wherein

the user response is the secret nessage.39. The nethod

of claim 31, wherein the user authentication authority
provi des the user key and tBk background message to

t heyser ing.the Interngt, and the user provides the .
use?él'keyT %tﬂg?"loﬁe%f gl ?‘ﬁe WEE 80 HR¥e aﬁtge?q?gﬁon atithority
proyidel ding Lseitkiey rand dbé badkground inmessagee td thisarseetisingthe Miteenet, and
i , od_is o
TR B es T b o L bt TBeSudpela g autpppgioation
authprity usingdelnternet. t he user response is the second

factor. 4 1. A nmethod of authenticating a user,
conpri si providing a user key to the authentication

ng:
aut ABrity he Erethodi g glain 3borvhereindssagthogds a heo-factor
aufhidhitR06h S tiRUIsBPKAY tHdTirEGaRONSRI the ub&GeliRte Kt

t her eby providi ng an encoded nmessage; providing the
Se%ﬁ@éﬂ%é‘nessage fromthe authentication authority in
response to the user key; decoding the encoded

, Ath i.di t h t, X
i STyt Adhes SalirRc0d )52 FORPEPER: ay Sor een 1o
t he pusigiing awusee $pytesiee bothdetiratdbmguthbdtyencoded nessage;
d [ d] 1 h t nti.cati
it RS s Moty MRStad S BPPRE S b Bl U if o4l fo e
usgrdey athereon prdvislingl aptrmpdetmessaged2. The net hod of claim
4 1 oroffPhB dhBSiNGedade 78 ﬂgeau'tr%ng&actghaamg\gri%gtr&%onse to

di spl ay screen and pronpts the user to deco
theyf@plid nessage, and the

decoding the encoded message, thereby providing the secret message;

displaying the secret message on a display screen to the user in response to
decoding the encoded message; and

providing a user response to the authentication authority in response to the user
observing the secret message on the display screen.

42, The method of claim 41, wherein the encoded message is displayed on
the display screen and prompts the user to decode the encoded message, and the
encoded message is decoded in response to the user.

43. The method of claim 41, wherein the secret message is a part of an
(m,n)-threshold secret sharing scheme, m is the number of parts required to recover a

secret and n is the total number parts.

44.  The method of claim 41, wherein the display screen is a flat-panel display
screen.

45.  The method of claim 41, wherein the display screen is an LCD screen.



encoded nessage i s decoded in response to the user.

43. The nethod of claim4 1, wherein the secret
woreeeayr1i s a part of an (mn)-threshol d secr eRCEBG2HONGO0159

schenme, mis the nunber of parts required to recover a

secret and n is the total nunber parts. 44. The nethod

of claim4 1, wherein the display screen is a

fl at-panel display screen. 45. The nethod of claim4

1, wherein the display scre#h is an LCD screen. 46. The

met hod of claim4 1, wherein the display screen is a

nobi | e phone screen. 47. The nethod of claim4 1,

whed@i n Tihe metierd ofedaiondt Wiseréihdhe dispkily svesmaigea méBile phone
sml@ﬁ method of claim4 1, wherein the authentication

aut’hority provides the user key to the user. 49. The

met hod of claim4 1, wherein the authentication

AULER L e IcARH ofalif 4RTARIGH HERRRRAR CbAS 1 Gd S8 et

using the Tnternet, and 'the user provides the user
mesgagsonse to the authentication authority using the

Internet. 50. The nethod of claim4 1, wherein the

method is a two-factor authentication schene, the user

key48-s t hie method of slainy A1.auherein dhq dehentisafiemaherdy prgsides the
us&gepRsithtagkpr. 5 1. A method of authenticating a user,

conprising: providing a user key from an

aut hentication authority to the user; then providing

t he4ais er Thepnethoarof claem U3 ewhdréin ttheaabémratiorcaithéty provides the

ut hority: encgdi ng a sectet ssage at, the .
endifbl et oeae 8o 8, (ks P 1 IEERER tpet Her wayicga ghe user
resphesedb theagtenticatpreautienitodsny tedsteget. provi di ng t he

encoded nessage fromthe authentication authority to

the user in response to the user key fromthe user;
50. The method of claim 41, wherein the method is a two-factor

authentication scheme, the user key is the first factor and the user response is the
second factor.

51. A method of authenticating a user, comprising:

providing a user key from an authentication authority to the user; then

providing the user key from the user to the authentication authority;

encoding a secret message at the authentication authority in response to the
user key, thereby providing an encoded message;

providing the encoded message from the authentication authority to the user in
response to the user key from the user;

displaying the encoded message on a display screen, thereby prompting the user
to decode the encoded message;

decoding the encoded message in response to the user observing the encoded
message on the display screen, thereby providing the secret message;

displaying the secret message on a display screen in response o decoding the
encoded message; and

providing a user response from the user to the authentication authority in
response to the user observing the secret message on the display screen.



di spl ayi ng the encoded nessage on a display screen,
t hereby pronpting the user to decode the encoded
worzeagr13 decodi ng the encoded nessage i n respRiEeG10§9/000159
t he user observing the encoded nessage on the display
screen, thereby providing the secret nessage;
di spl ayi ng the secret nessage on a display screen in
response to decodi ng the encoded nessage; and
providing a user response ffdmthe user to the
aut hentication authority in response to the user
observing the secret nessage on the display screen. 52.
The 58et hdbe ofetiiddadimidmil51, wineredn thet éreoded atrdageeissmgeded and
j n ! ' .public key
de#ﬁergggﬁgﬁg‘%%?gk%@&ﬂ%%ﬁ% Hﬁ%g&' ‘%\'2 met hod of claimb51,
‘wherein the secret nessage is a psuedo-random
al pBaNUMRRA GeBRfdGF cPiin 5Th§hé¥&h?ﬁéjs&; et%%s?hé b ﬂgb%ﬁglréhdom
the secret nmessage Is a part of an (n1n “CHY esho
alphapyraericsspdei ng schene, mis the nunber of parts
required to recover a secret and n is the total nunber
par ﬁ. 5% The method of claim5 1, wherein the
di s;ﬁ ay S0 EBEHhodof glafm &1 . wharein the sgsrafynessaaris a Bt ofpne
(mmttireshof sevtétishainglschemel iigitheltRintbied Bf tsSEHRRA th FeBVer a
seLgE %ﬁ{ggn. g%. The net hod of claimb51, wherein the
GREYIER S g 10Ig) nPObET RESYS; | @ phone screen. 58. The
method of claim5 1, wherein the user response is the

seckget 59.  The nethod.of claim5 1, erein .

©he St ok Meadcit ol Bar iR B o8 Figel it HRpng icvley
scieR@ encoded nessage to the user using the Internet,

and the user provides the user key and the user

response_to the authentication authority using the

| nt éf-net Themethpgeof glginm 6, wierein adisplay sdieereisrant LD screen.

nmet hod is a two-factor

57. The method of claim 51, wherein the display screen is a mobile phone
screen.

58.  The method of claim 51, wherein the user response is the secret
message.

59. The method of claim 51, wherein the authentication authority provides the
user key and the encoded message to the user using the Internet, and the user provides
the user key and the user response to the authentication authority using the Internet.

60. The method of claim 51, wherein the method is a two-factor
authentication scheme, the user key is the first factor and the user response is the
second factor.

81. A method of authenticating a user, comprising:
providing a user key to an authentication authority;



aut henti cation schenme, the user key is the first

factor and the user response is the second factor. 6
wazooipeihod of aut henticating a user, conpri sPEESG2009/000159

providing a user key to an authentication authority;

providing a transm ssion nessage fromthe

aut hentication authority in response to the user key;

provi ding a secret message using the transm ssion

message; displaying the secf®t nessage to the user

usi - di screen: and. provi di a_pser response

to Bitutuled BaRmSfbE Reefiorie it AP euBatet oI EF Fsponce
to theawerteyer vi ng t he encrypted secret nessage by using a

nmobi.l e | ' YRo) The net hod

of - pieERsanSeafebssly (G5 KR HaREpls i sRoaddin Yot ed

anddispleyind thersegrdl arasseis todi® usen esing artieplayf socdean; end 1,

whe 1 e i Y - [

N R o A
obgeryipg g gncyRied seqghBleseRgepIvaysing p degpile ghong hyéthntbe Isedryption
kepf claim 61, wherein the display screen is an LCD

screen. 66. The nmethod of claim61l, wherein the

di splay screen is a nobil e phone screen. 67. The

met Bpd ofhe hstiddboflclahet,ebiferéif @hdl $6¢ref ARBOAEIs| shehyb®d and
secret,_nmessage. 68. The nethod of claim6 1, wherein

Sto{%e'nz?lﬁeﬁ%cﬁj?i cation authority provides the user key to
the user. 69. The nmethod of claim6 1, wherein the

e B T8RS A B M Bl
mgspaBe des the user ‘

64. The method of claim 61, wherein the display screen is a flat-panel display
screen.

65. The method of claim 61, wherein the display screen is an LCD screen.

66.  The method of claim 61, wherein the display screen is a mobile phone
screen.

67.  The method of claim 61, wherein the user response is the secret
message.

68. The method of claim 61, wherein the authentication authority provides the
user key to the user.

69. The method of claim 61, wherein the authentication authority provides the
transmission message to the user using the Internet, and the user provides the user
response to the authentication authority using the Internet.



response to the authentication authority using the

Internet.70. The nmethod of claim6 1, wherein the
WOorzeopas2iys a two-factor authentication schene, PEHBGRERP001S9

key is the first factor and the user response is the

second factor. 7 1. A nethod of authenticating a user,

conprising: providing a private key from an

aut hentication authority; providing a user key to the

aut henti cati on aut hori ty, prP8vi di ng a backgr ound

nes e f t|o aut hor sponse
to tS@g us-]r hrgmkéet@c% @‘L&%Ina rW SN h%H@E"&Jdﬁll‘/? %[ge on
aughemtication pclamnes dire user key & the bist faciohanethei dser td3ponieds the
see&wﬁh%rkey is used to capture the background nessage
0

e dlsplay screen; displaying a secret nessage to
the user using the nDblle phone contalnlng the private

key and_tiRolhag ks anatamReags, guiding a user

response to the aut ent| tion or| y in response
to tHheVidjaga PerR key ?ﬁ@ntalﬁeauﬁt@@hc_qﬂorr@s@ag@. 72. The

et hastidig & bamRoy lo hahekiRinficdtBf aBirbie! © key s

gener at, rivate-pu key pai'r by the

aut r?é?}‘e‘f ?f’% gngﬂdwwge fram ’fh%utge'ﬂtmaorbautbor&vm rpgponse to
thevbmafre:ey; the private key is downl oaded to the user as a

dl 74. The nmethod of claim7]l, wherein the

or  iaplevEdg Baor G metea0s e bl Seesan whih & mokifa phon
withnthie alskee drivate Gey e ussbto captireethp hadlegrolif mEBSagERsM @ display
scR{?nm aim71l, wherein the private key is downl oaded to

the user as a Mdlet and installed into the user

nobidisplayingreesennet mesdaiga ke the usen usimgdbel enabiipphiore containing the

prigRBIKes 8hd B1: baZI@groJmmg%zﬁgd @ claim74, wherein the
aut hent i cati on aut hori ty generates a
providing a user response to the authentication authority in response to the user

observing the secret message.

72. The method of claim 71, wherein the private key is generated as a
private-public key pair by the authentication authority.

73. The method of claim 71, wherein the private key is downloaded to the
user as a Midlet.

74. The method of claim 71, wherein the private key is downloaded to the
user as a Midlet and installed into the user mobile phone.

75.  The method of claim 71, wherein the private key is downloaded to the
user as a Midlet and installed into the user mobile phone and is linked to a barcode
capture application.

76. The method of claim 74, wherein the authentication authority generates a
private-public key for the user during registration.



private-public key for the user during

registration.77. The nethod of claim 74, wherein the
WQ2wp/133Wh| oads the Mdlet. 78. The met hod of RCEBGER0PH000159

wherein the authentication sends the private key to

the user as a Mdlet. 79. The nmethod of claim 76,

wherein the user installs the Mdlet onto a nobile

phone. 80. The nethod of claim 71, wherein the nobile

phone with the private key aff ows the user to observe

a fipst s ' [ cree 1.1 hout

al | ozw?'ng ?lr‘]ée%%ggg %? glta'ggZ%,%heewaﬁghgec%sﬁlagi\%:ﬁ%%%etge Mﬂ‘%‘?t'r on

of the display screen, and the first selected portion

of the dipid A%ireANk Wl . TBSS .
tchr ted and st oroggﬁingvg’%ly%ggﬁga@ﬁ&@%téonn%?ﬁgg‘eo?"vate key
oPguReEs 2 Midletei n the first selected portion of the

di splay screen is a window within the second sel ected

portjl%z o@?the di sﬁgl ay screen. 82. The nethod of claim

8 1, "Wher HiSIMEHRd phHRIM: 76 ieesindhertseniasigis thetMidleggnto a mobile
pldrieows t he user to observe a third selected portion of

the display screen, and the user enters the user

response into the third selected portion of the

di sp¥Gy sUreematho83f cEre Ttewhebirthechobil® phohe WHHEHBI divate key

[ vat ' t. of ' -public k ¢ .
2ol 46 L ooty 8 Potialeeichncblon i Moty ferset vBRowt atowing
thpé@@gé@ qusgr@!@r@_tsewmr,i:,agiec:te@_410rtTE:!meofn‘elfehdislpIaj7 seteghMakd khe first
sHRE LhHISEF tHD Qist)ﬁqe/ SE/cBR 'aisﬁlag@ tHeSseitLég Ee%%a%g%g ajyd stored

.smal ler size as di splay screen.
'nc?lr%r?ﬁd?- 1, wherein the display screen is a flat-panel

di splay screen. 86. The nethod of claim 71, wherein

t he isplﬁy sct?lesn is an LCD screen.87. The nethod of

cl ai 1 "REPaT of Pl §Qewhereilnibn diest isslepted nostiomenf the display
sonessiagevinddiy wilkihe tHeeschonl edlectédboidn éf,thé\'ﬁfébl‘ék QbR

aut hentication authority provides the user key to the

user, and the authentication authority provides the
backd# ourfdiermastbag ef claim 81, wherein the mobile phone with the private key

allows the user to observe a third selected portion of the display screen, and the user
enters the user response into the third selected portion of the display screen.

83. The method of claim 71, wherein the private key is a part of private-public
key pair generated by the authentication authority required to recover a secret message.

84. The method of claim 71, wherein the mobile screen size is substantially a
smaller size as the display screen.

85.  The method of claim 71, wherein the display screen is a flat-panel display
screen.

86.  The method of claim 71, wherein the display screen is an LCD screen.



to the user in response to the user key fromthe user
89. The nethod of claim7 1, wherein the
WQnamiltat i on aut hority provides the backgr oREEHSG2009/000159
nmessage to the user using the Internet, and the user
provi des the user response to the authentication
authority using the Internet. 90. The nmethod of claim
7 1, wherein the nmethod is a_two-factor authentication
schene, the user key is the #irst factor and the user
res se 4 a t hod of
it ot | oneiarod B 1Eahakn e bsefalRR B seap
MRWAIEr om an aut hentication authority to the user; then
providing the user key fromthe user to the
authentication authority a first tinme; providing a
pri B8 e KE¢ meted phdaimut huheieiuthe gathentisasion aythptitytphevides the

usdB Réy tohé BSRNOATEHEQUHERLSRBH aﬁ%riﬁgp?éé\)‘i(ﬁ&C{hé IBScl{dr@gltdtrH%ssage

to }L T t hen cProw i ng the user key m t he user
© 41t YrEht TESRINSR 1 rksy frong thegisar-t i me; providing a
background nessage fromthe authentication authority
to tjae user in response_to the user key provided the
secdia t iR meE PRI Rbewin ks Airntoales ayom povides the
badkgrpliraly nessagentd thei mspr tusiguiberintehiet, carl thebiide? RHAAR iHe user
kL - caligned with,and capture the barcode
regn %‘ %1goqﬁgglﬁﬁéﬁ/ﬁcsag?égﬁﬁoﬁwgﬁﬁngw%lﬁteén ecret nessage to
t he user using the nobile phone; and then providing a

userggl €SRARHRthSPLOR didhe Hofherbfl thé'fhe E'??Q‘tdv&?t b "

authority In response to e user observing ' secr et
auteplicalian sgemeriiee wear ey isghe Bishiantonand thieaiser resporese is the
sepbridvatéter. key i s generated as a private-public key pair

and installed into the user nobile phone.93. The

nmet hod of claim 92, wherein the authentication

aut 19dr i t A rgethed af asthamtidaiRiulesdr@niphisingt € key to the
userpragia?ngl\g glseertkey from an authentication authority to the user; then
providing the user key from the user to the authentication authority a first time;
providing a private key from the authentication authority to the user in response
to the user key provided the first time; then
providing the user key from the user to the authentication authority a second
time;
providing a background message from the authentication authority to the user in
response to the user key provided the second time;
displaying the background message on a display screen facing the user while a
mobile phone is positioned over, aligned with and capture the barcode on the display
screen;
displaying a secret message to the user using the mobile phone; and then
providing a user response from the user to the authentication authority in
response to the user observing the secret message.

92.  The method of claim 91, wherein the private key is generated as a
private-public key pair and installed into the user mobile phone.



94. The nethod of claim92, wherein the user install

the Mdlet onto a nobile phone. 95. The net hod of
WQPMWPH3RI3 herein the nobil e phone with the prPUEEE200%)00159

all ows the user to observe a first selected portion of

the display screen without allow ng the user to

observe a second sel ected portion of the display

screen, and the first selected portion of the display

screen di splays the secret r')réssage encrypted and

stored in a barcode. 96. The nethod of claim7 1 ,

wherein the private key is a part of private-public

key Bai r Thermethoe @f blain 198, whereionthe cathenticatioh erthidrity generates

anG%@Hdsrﬁg ph@ate \Az’t’c?trhe%séreﬁé @ﬁdbé{essage 97. The met hod
claim?7 erein the nobile phone screen is

subst anti al I y | ess than the size as the display

screan. She nldiBodst b ¢ V\%%umh% uker W@%‘irﬁfhcﬂr\o/ﬁd;ﬁ%}fo%?oeé mobile

response Is the secret nessage. . The et
PheRe ' m g 1 , Wherein the user authentrcatron authority
provi des the user key and the background nmessage to

t he user _using,the I nter t he user provides the
userkey @Stfﬂg‘PP?& %‘fﬂ 41hb & pepilshRRenepwitih ghe private key
allewis Hentsiec &t dloseraud fist istlyctes pogoh bemera@megcreéronmom arrowmg
t he
SRR Bhsditd  becbnd Hiocied il 18, P il e and o frst
sefegied portionddf ttheedlardey seregpdisgays the shaetmessuelenciypted ahl btored
in a bakkBgdet hod of claim4 1 or 5 1, wherein the secret

nessage i s an encrypted nessage encoded in a
barcode. 102. The method of claim4 1 or 5 1, wherein

t he QBr ' vahe nktiod & chilant widred thé br‘(\%ttéekéﬂ}"rgl | Bt R priPRL bublic

d1 8 recover a secret nessa
key pair generate by the authentication authority requrred to recover a secret message.

97. The method of claim 71, wherein the mobile phone screen is substantially
less than the size as the display screen.

8. The method of claim 71, wherein the user response is the secret
message.

99. The method of claim 91, wherein the user authentication authority
provides the user key and the background message to the user using the Internet, and
the user provides the user key both times and the user response to the authentication
authority using the Internet.

100. The method of claim 91, wherein the method is a two-factor
authentication scheme, the user key is the first factor and the user response is the
second factor.

101.  The method of claim 41 or 51, wherein the secret message is an
encrypted message encoded in a barcode.
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102.  The method of claim 41 or 51, wherein the private key is a part of a
private-public key pair required to recover a secret message.



