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BACKGROUND OF THE INVENTION
1. Field of the Invention

This invention relates to data storage systems and more
specifically to data storage systems that store snapshots
(i.e., indications of the status of stored data at particular

points in time).
2. Description of Related Art

Many data storage applications store data on electromechanical
systems that are prone to physical failure. Magnetic disk
drives are an example of such storage systems. Magnétic disk
drives utilize a rotating magnetic platter that has a

read/write head suspended above but very close to the platter.



el ectrical damage and nmay | ose their data.. Many data storage systens
organi ze stored data according to a file nmetaphor. In these storage
systens, weltawed7tata are stored in a file, and the dat aPsr@Pager1syst em
stores multiple files. The data storage systemthen stores references to
the nmultiple files in order to access the data in those files. A single
file may be stored in contiguous localions in the data storage device, or
the data may be stored in disparate |ocations. Storage of data in

di sparate locations in a data storage device often results when a | arge
dat a fDaéaiéStetbeedsbyredeamiagdevmagnehét akreadyngt onesheany-. files and
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dat a ntents gf snapshgt are_the data tg is stored within the active
file s? tehftora ﬁ?@@gﬁuén nBp¥hoPSEt TPRLTt PAE2t he snapshot was capt ured.
One use of snapshots is to store the state of the file system on anot her
storage system such as another disk drive or nagnetic tape storage
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single file may be stored in contiguous locations in the data
storage device, or the data may be stored in disparate
locations. Storage of data in disparate locations in a data
storage device often results when a large data file is to be
stored on a device that already stores many -files and the
large data file must be broken up to fit in the free area of
the storage device. Data is also often stored in disparate
locationgs when additional data is added to an existing file.
The assembly of storea data into files and the structure of
those files on a data storage device is referred to as a file

system.

Data storage systems often store images or snapshots of the
data that is currently stored in the file system. The data
contents of a snapshot are the data that is stored within the
active file system or a previous snapshot at the time the '
snapshot was captured. One use of snapshots is to store the.
state of the file system on another storage system, such as
another disk drive or magnetic tape storage system. Another
use of file system snapshots is to be able to recreate data
that was deleted, i.e., to access previous versions of files

that have been deleted or updated.



nodi fied. Such systens are referred to as "Copy-on-wite" systens since
the data is not copied to the snapshot data until a wite is perforned on
t he ori giwelo3gessar Exi sting copy-on-wite snapshot systen®CaiEPhE00161 how
and when netadata is copied. Existing snapshot ystens copy into the
snapshot data file sone or all of the netadata that describes the data
file storage |l ocations at the tine thg snapshot is nade. These existing
systens create snapshot data sets that include file references to the
original data file in the original file system This results in nultiple
ref er erities data tdisosadrew talh in bf DTKs | 1n thef D1 ¢ giyeterh i h&veystemiibea

reference._in the tadata of. the original_file systemas well as the
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in-use or free. Wthout nultiple references, a sin le to

i ndi cat® bl & gt plicteesemes onrths exioimal tdrtanul tipl e references,
multiple bits are required to atack the multiple references and ensure
that no references exist to the data block prior to declaring the data
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made. These existing systems create snapshot data sets that

include file references to the original data file in the

original file system. This results in multiple references to

the same data block in the original file system, the reference

in the metadata of the original file system aé well as the

references in each of the snapshot data sets.

An exemplary file system data structure 400 is illustrated in
FIG. 4 that contains two inodes, one in the active file system
and one in a énapshot dataset, that each point to the same
data block 406. The existence of multiple references to a
single data block within the original file system impacts the
requirements of the original file system. File systems that
utilize snapshots that each store a reference to an original
data block must maintain an indication of each reference to
that data block in order to determine if the data block is
in-use or free. Without multiple references, a single bit is
able to indicate if a data block is in-use or free. With the
multiple references, multiple bits are reguired to track the
multiple references and ensure that no references exist to the
data block prior to declaring the data block “free.” This

need to track the multiple references complicates the



Therefore a need exists to overcone the problens with the prior art as

di scussed above, and particularly for a way to nore efficiently utilize
syst em kewoabB/oeanbry within data processing equi pnment toPSEEPOS/00164 me
sensitive processing tasks such as external'data comruni cations
processi ng. SUVMARY OF THE I NVENTION Briefly, in accordance with the
present invention, disclosed is a sygtem nethod and conputer readable
medi um for providing a snapshot of a subset of a file system In an

enbodi nent of the present invention, the nmethod includes the generation of

a firspespapshotoroftir filld Seitedf, sIauiee fdHexdinn hilker system The
first snagf ot includes an node corresponding to each source file in the

t
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first _snapshot. Subsequent, snapshots of the first set of files are taken
every fOr 8CtpEMPERPr NG C ki g dBHdF igp Sederencess dcord dadeé Wfodour ce
files is taken. The second snapshot includes an node corresponding to each
source file in the second set of files. Stored in each node is an

i dent | fherefosecpatneednisst-sishd s eyemgoner thie foiriodesl eared veirkH dévwt i fi er
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not eapi-ueleulinto L AREANG PekiAd, 11 AAOLARL ;2IRQIIR Qs dhe present
I nventron, a regque 0 restlore snapshot 1S recel Vé). e rgquest ed
snapshéesks WOcCD3£86e4TrPEl ERO3/ C@OIBYnichtrietusi @retedsdmeeach node in the
snapshot, it is determi ned whether the corresponding node in the file
systemis available. If so, the data block corresponding to the node in
t he snapsMaRYi OFr BEEOIEYENT TiOhke corresponding node in the file system
Q her wise, the data bl ock corresponding to the

Briefly, in accordance with the present invention, disclosed

is a system, method and computer readable medium for providing

a snapshot of a subset of a file system. In an embodiment of

the present invention, the method includes the generation of a

first snapshot of a first set of source files in a file

system. The first snapshot includes an inode corresponding to

each source file in the first set of files. Stored in each

inode is an identifier associated with the first set of files

and an identifier associated with the time of the first

snapshot. Subsequent snapshots of the first set of files are

taken every first period. Next, a second snapshot of a second

set of source files is taken. The second snapshot includes an

inode corresponding to each source file in the second set of

files. Stored in each inode is an identifier associated with

the second set of files and an identifier associated with the

time of the second snapshot. Subsequent snapshots of the

second set of files are taken every second period. The first

set of files is not equivalent to the second set of files and

the first period is not equivalent to the second period.

In another embodiment of the present invention, a request to

restore a snapshot is received. The requested snapshot is



node in the snapshot is restored to an unallocated node in the file
system The foregoing and other features and advantages of the present

i nvent i orwaioBloedae7 apparent fromthe foll owi ng nore parti cRICAfEPO3IeEGs | ption
of the preferred enbodi nents of the invention, as illustrated in the
acconpanyi ng draw ngs. BRI EF DESCRI PTI ON OF THE DRAW NGS The subject matter
which is regarded as the invention is sparticularly pointed out and
distinctly claimed in the clains at the conclusion of the specification.
The foregoing and other features and al so the advantages of the invention
will bEeap;bev@cmt from éhenf ohbawi ng deéabhagdsHescript ignabakenihsoa

conj unCtlllot?]? hrét he acconpanyi ng,draw ngs.. Additionally, the |eft-nost
digit of@tef erencerhtndR n‘iiél%ﬂt iPPE’ Metluealid by SYREORI &8 the reference
nunber dvasiagppearss &G tlel §afabbosky diagrambhiistrabi plet Hecgueral |
system , architecture of an enbodi nent of the present Tnvention. FIG 2Ais
a bl ockiRi i SFHaRPIRE | by BRSheredahe Fie steErampendingcknode tm ehgodi nent
of the presesfsddyent R 2 de and
related, i ngélyfr ect bl o%%%ﬂd‘b%?alatbﬁ%c s@é?ﬁﬁ%ﬁkg%%%&&%g%gnﬂg‘?esent

i nvent i BRPANG D 3 ST HETE EPD 3Y @9iered &0 RIG ugal boeabedcknaiagiam

depi ctiwige ar i d ecf Oy and related structure, in an enbodi nent of the
present invention. FIG 4 is a block diagramdepicting nore than one node
containing the sane disk address. FIG 5 is a flowhart depicting the
overal | 0 £ the present
i nvent |To}§1g)%€|1leé dan& Cpé é’% %Q%h%%%tﬁ% %gaq(&)%;e#]a% on J‘g%d OTtror
of the igHegsthiom g@rﬂejr éw aprproeessirom tdne Brblodiirentmnafe pdmetmte&emt

i nvent I(%ECIFZLPCEIOQP dé ta’lé I];B?ef&terggr @%en%‘!s! yOPetﬁleCtJl.I'? elllg]ieorgenaesr ation

illustrated in the accompanying drawings.

flow

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter which is regarded as the invention is
particularly pointed out and distinctly claimed in the claims
at the conclusion of the specification. The foregoing and
other features and also the advantages of the invention will
be apparent from the following detailed description taken in
conjunction with the accompanying drawings. Additionally, the
left~most dlglt of a reference number identifies the drawing

in which the reference number first appears.

FIG. 1 is a block diagram illustrating the overall system

architecture of an embodiment of the present invention.

FIG. 2A is a block diagram depicting an inode and related data

block, in an embodiment of the present invention.

FIG. 2B is a block diagram depicting an inode and related
indirect block and data blocks, in an embodiment of the

present invention.



time of nultiple snapshots, in an enbodi nent of the present invention.
FIG 7A is a flowhart depicting the operation and control flow of the
snapshot wpdawe4pr ocess, in one enbodi nent of the presentCirmpentileh. Fl G
7B is a flowhart depicting the operation and control flow of the snapshot
updat e process when nultiple snapshots are available, in one enbodi nent of
the present invention. FIG 8A is a_bkock diagram depicting the structure
of a snapshot upon generation, in an enbodi nent of the present invention.
FIG 8B is a block diagramdepicting the structure of a shadow node upon

attri buyig; madisfd ¢ati110fg &Prdegﬁmﬁg% %‘iré%ﬁ:oxfl}} |£1a 1@ &bodi ment
of the present invention. 03/ 069477 PCT/EPO3/00164 - 7 FIG 8Cis a

bl ock ditamcamadepiiet iary aiwdiment wie e Prstvmidw inridigyon overwite of

t he correspondi ng source file, in an enbodiment of the present invention.
FIG 8D is a block diagramdepicting the structure of a shadow node upon
over w iRt .o0f4 tilse ac dnlicesp ghidigwprs alamdes tfinge morendihadi e hiewada at ed i ndi r ect

bl ock %%t%g%ﬁn Qc} S.’saiér@t %S]{ewe Nt of the present invention. FIG 9

is a flow epictin he "op on ‘and control flow of the snapshot
retrieval process, in one enbodinment of the present invention. FIG 10 is

aflo t depi cti t he at.ign and.contral ..fl ow of .the snapshot
retrieval prod&ss \ﬂ:}g’ Cm]%oﬁeglsc%&ﬁ?n OXE v PRHE G h a@@ enbodi nent
of the qurgsent filowerti ehe RBodildrg: @ fHludek dicagmamidepiratidig t he
retrieval of a snapshot when nultiple snapshots are available, in an ‘
enbodi nent of the present invention. FIG 12A is a bl ock diagram depicting
a dynamic .| i6rk il at 8. owddsicry ergyilc tShad @l aToge raftdrpimarid plontsmdapshots are

flow of the snapshot generation process, in one embodiment of

the present invention.

FIG. 6B is a timeline chronologically depicting the generation
time of multiple snapshots, in an embodiment of the present

invention.

FIG. 7A is a flowchart depicting the operation and control
flow of the snapshot update process, in one embodiment of the

present invention.

FIG. 7B is a flowchart depicting the operation and control
flow of the sﬁapshot update process when multiple snapshots

are available, in one embodiment of the present invention.

FIG. 8A is a block diagram depicting the structure of a
snapshot upon generation, in an embodiment of the present

invention.

FIG. 8B is a block diagram depicting the structure of a shadow
inode upon attribute modification of the corresponding source

file, in an embodiment of the present invention.



avai l abl e, in one enbodi nent of the present invention. FIG 12B is a

fl owchart depicting the operation and control flow of the snapshot

retri evalwproeoess? using a dynamc link, in one enbodi nenPCOEPVHI@0Ip+ esent
invention. FIG 13A is a flowhart depicting the operation and control
flow of the copy-on-wite process. FIG 13B is a flowhart depicting the
operation and control flow of the noye-on-wite process, in one enbodi nent
of the present invention. WO 03/069477 PCT/EP03/00164 - 8 FIG 13Cis a

fl owchart depicting the operation and control flow of the read process

after ampVeOn-Mil i a8 B e Gepidk R BiPadi A 398 eSS

invention. FIG 14A is a Venn diagram depicting nultiple snapshot
sequencde®ds FRSHe oFEFEE irkeh to foftheh e prassmandimee mduwree MiGe,14B ian a bl ock

di agr ag.fleRi:eldig O@%%Mqﬁﬁeﬁ%%ci ated with various snapshot

sequences, 1 n one enbod frent of e present invention. FIG 14Cis a
fl owchart depicting the operation and control flow of the restoration

proces e l.tiLp re availahl e, in ane.enbodi ment
ot ho e Lo R R et SO e e 1 L I he
over al insdist emponapvisirwedtng e fofthe proirmmspdidiags pshemeaniftilieg st andby file

system.._l e di_nent .4 resent invention. ELLG .15B.is a flowchart
depi ct ilrl?é:ﬂﬁ%g%gpg?%t Fgﬁaécr?gf cl(l)'l%lrr%lC% fequéj\ﬁkofar%%éi%&aa%&&?kﬁ’l é"5y¢t em updat e
pr ocessmbiodiorat erfbdatiempntesehtt Hevvpnedemt. i nvention. FIG 15Cis a
flowmchart depicting a first segnment of the operation and control flow of
the standby file system activation process, in one enbodi nent of the

pr esenFIGi.nYedti anflbivGhattDdepia tiihowehar bpdepitdlonngnd sesand1seammnt of
the of the snapshot retrieval process, in one embodiment of the

present invention.

FIG. 10 is a flowchart depicting the operation and control
flow of the snapshot retrieval process when multiple snapshots

are available, in one embodiment of the present invention.

FIG. 11 is a block diagram depicting the retrieval of a
snapshot when multiple snapshots are available, in an

embodiment of the present invention.

FIG. 12A is a block diagram depicting a dynamic link to the
most recent shadow inode when multiple snapshots are

available, in one embodiment of the present invention.

FIG. 12B is a flowchart depicting the operation and control
flow of the snapshot retrieval process using a dynamic link,

in one embodiment of the present invention.

FIG. 13A is a flowchart depicting the operation and control

flow of the copy-on-write process.

FIG. 13B is a flowchart depicting the operation and control
flow of the move-on-write process, in one embodiment of the

present invention.



operation and control flow of the standby file system activation process,

i n one enbodi nent of the present' invention. WO 03/069477 PCT/ EP03/ 00164
FIG 16 iwoasbbaeck di agram of an exenplary mul ti-processoPCTEPIPUIes SyStem
useful for inplenenting the present invention. FIG 17 is a block diagram
of an exenplary conputer system wuseful for inplenmenting the present

i nventi on. DESCRI PTI ON OF THE PREFEBR%D_ENBCDINENTS The present invention,
according to a preferred enbodi ment, overconmes problens with the prior art
by providing a system and nethod that efficiently captures snapshots of

file sysiemadatia andISHRREMLS diH NG PSS SNARSNALSf Und Mgy of

usages. The exenpl ary enbodi nents of the presént 1 nvention create snapshot
dat a sétlew [t the repd rfosiassd dfdgina mavsf-arenos;e fashercadraredghysi cal

refereﬂ&@%ﬂﬁi%m&%ﬁﬂﬂgﬁﬂ'E% tl é§¥?J“E§ﬁ%%%Lng nowin nore detail to

the draw ngs in whic I Ke uneral's refer to e parts throughout several
views, an exenplary overall systemarchitecture 100 in which exenplary

enbodi ts,of, the_p Nt . tion.operate i-s.llustrated.in FIG 1. The
exenplg?&'e%%@dﬁ%eﬁt§%%%'FH@'%%gégﬁ %4%%? B %ﬁ%ﬁwﬁﬂ?géﬁﬂ% norin

conj unseguiengiesh anf one sydtoeimEdZ tdfatthd prusechtt drstearteicane or nore data
files. The exenplary enbodinments of the present invention capture and

mai ntain one or nore snapshot datasets 104, which are described in detai
bel ow. FIe ddBplter, biock iddrigrant depEidtdmgpeeeesdioty dsseids upon whi ch

the file system. 102 exists in this exenplar overall syste chitecture
100 | s CERSEEEN 16 Bt KAT HoUsmSIeBELoln § G e s IR SPROBHE St

net wor k£1@6e Oreseapplintahitdmf.or the exenplary enbodi nents of the present
invention is to support efficient processing for backing-up data contained

on a data storage system An exenplary backup
FIG. 14C is a flowchart depicting the operation and control

flow of the restoration process when multiple snapshot
sequences are available, in one embodiment of the present

invention.

FIG. 15A is a block diagram illustrating the overall system
architecture of a primary file system with a standby file

system, in one embodiment of the present invention.

FIG. 15B is a flowchart depicting the operation and control
flow of the standby file system update process, in one

embodiment of the present invention.

FIG. 15C is a flowchart depicting a first segment of the
operation and control flow of the standby file system
activation process, in one embodiment of the present

invention.

FIG. 15D is a flowchart depicting a second segment of the
operation and control flow of the standby file system
activation process, in one embodiment of the present

invention.



system 108 is shown in the exenplary overall system architecture 100. The
exenpl ary backup system 108 is used to WO 03/069477 - 10 PCT/EP03/00164
mai nt ai n Wolaokup? which is a copy of all of the data comcamEresiooss hi n t he
file system 102. One use of the snapshot 104 is to efficiently comrunicate
and store backup datasets upon renote backup systens, such as backup
system 108. The snapshot data captured_and mai ntai ned by the exenplary
enbodi ments of the present invention are used for a large variety of uses
beyond perform ng data backups. The snapshot data is used, for exanple, to

recoverrEeEci dentald youediet@thgfdh 5f Un tOdibTd -8y entRt A St been
overwitten either accidentally or intentionally. Systemarchitecture 100

shows METHOHIERA G S0 dbifitt | FRF fimel ersnt it 102 ies enic KuprO8ionn one
enbodi mrent of the present invention, network 106 is a circuit sw tched
network, such as the Public Service Tel ephone Network (PSTN). In another
embodi et~ of/ tife HrAal dinaman of atherrRmwoky KOBHEEer it swi t ched

net wor ks kg wgtmpsl\@&&éﬂﬁqmpeéw@r éfﬁﬁﬂc ajlvﬂx%%t?iro% network (WAN), such as

the global Internet, a private WA ocC area network (LAN), a
t el ecommuni cati ons network or any conbi nation of the above-nenti oned

net wor kfngdgt & g@ﬁ«)(ﬂﬂﬁrﬁR@D t,{ﬂ& ﬁﬁiﬁﬁt invention, network 106 is a
wi red, wreless, broadcast or pornt- o-o% nt. %n anot her enbodi ment of the
present invention, file system 102 executes on the sanme conputer system as

the co e up _ 108...I.n an enbadirent of the .present
i nvent :T%lréft %:rﬁ%glgtmmﬁ%glﬁg)éls’t ealncécogrfdlfnlgi gosfstpgﬁ% e&ﬁc?"%)é’ 08 are one
or nor @VREsonEs, ProblBmMsowiddnpdtd lpire RCamar ket atricerislitignii Restdegn M cr osof t

oo ne A R L 0P LAY 2 SR W09 CURLS S
data and supports using those snapshots for a variety of
usages. The exemplary embodiments of the present invention
create snapshot data sets that utilize inferred logical
references, rather than physical references, to the original

data blocks.

Referring now in more detail to the drawings in which like
numerals refer to like parts throughout several views, an
exemplary overall system architecture 100 in which exemplary
embodiments of the present invention operate is illustrated in
FIG. 1. The gxemplary embodiments of the present invention
operate within or in conjunction with a file system 102 that
is used to store one or more data files. The exemplary
embodiments of the present invention capture and maintain one
or more snapshot datasets 104, which are described in detail
below. The computer, or client information processing system,
upon which the file system 102 exists in this exemplary
overall system architecture 100 is connected to other
computers and data processing systems via network 106. One
application for the exemplary embodiments of the Present
invention is to support efficient processing for backing-up
data contained on a data storage system. 2An exemplary backup
system 108 is shown in the exemplary overall system

architecture 100. The exemplary backup system 108 is used to



Personal Digital Assistants (PDAs), gane consoles or.any other conputer
processi ng devices. In another enbodi nent of the present invention, the
conput er woIBeeE7Df file system 102 and backup 108 are aPS#mpPes/oEGLh as
one or nore conmputers WD 03/069477 - 11 PCT/EPO3/00164 executing operating
systens such as SunCS or Al X, such as SUN U tra workstations running the
SunCS operating systemor |IBM RS/ 6009gworkstations and servers running the
Al X operating system Exanple File Systens and File Structures The

exenpl ary enbodi nents of the present invention operate on conputer systens
whi ch statretatat & dectass, siiof@ge; geyi offhg1 fleseribedafeat ures of the
exenpl ary mass storage syste upon which the exenplary enbodi nents of the
presentcc%lrhWrﬂ?%ﬁ‘”o %ttﬁi%o%n%?,sff'%t?rhéﬁ%%{ vedne |upg t of hieh¢ nsempslat and

|1 1s Hbwinused halfidied epehiaasyelcd he piesant,d NERLIOMALE, o pper abl e on

data storage devices that have different features or structures than the
exanpl éépcﬂ'g G FFRS syat@m e RRCHUD eswyiered D2 oFhel G ' 1) in
the conixishd ddi=s SRAGISdEHAL NI #ﬂf—‘éd t m that allows
ot her application prograns to store iaH:ntl T etr?oeﬁg{%tegg%@]g%ﬁage devi ces
such asmhoskingntfeot vTeente imrtiar amwt hevedlaier st oraagee devi ces. A

file i RdhieXeymhards bﬁéﬁgﬁ rE?é]]I IS d obj e of arbitrary
size. A fil ei,;%)(syst emtypically a fool%/\lgl pli catb%(;%n}%ﬁ)rso'grg#&e tF R files
and t o Fitfe ifaised o fdrosxanles, to mtarenraaridentddtls iddletddose fil es,
to readidala S oy these fi lel ete gnd to  Dberfarm other operations
on those files. Afile _ﬁéﬁéu%ut}agoc}gsés%acfe ines The attﬁrﬁaﬁjlg%f?]gf data on
t he st Gcagelagddldes or limtaddiitdnalltyo the file data itself, the file system
typically contains a directory that nmaps file nanmes to the data files,

file netadata that contains information about the file,
System architecture 100 shows network 106 for connecting file

system 102 with backup 108. In one embodiment of the present
invention, network 106 is a circuit switched network, such as
the Public Service Telephone Network (PSTN). In another
embodiment of the present invention, the network 106 is a
packet switched network. The packet switched network is a
wide area network (WAN), such as the global Internet, a
private WAN, a local area network (LAN), a telecommunications
network or any combination of the above-mentioned networks.
In another embodiment of the present invention, network 106 is
a wired, wireless, broadcast or peint-to-point. In another
embodiment of the present invention, file system 102 executes
on the same computer system as the computer system of backup
108.

In an embodiment of the present invention, the computer
systems of file system 102 and backup 108 are one or more PCs
(e.g., IBM or compatible PC workstations running the Microsoft
Windows 95/98/2000/ME/CE/NT/XP operating system, Macintosh
computers running the Mac 0S operating system, or equivalent),
Personal Digital Assistants (PDAs), game consoles or any other
computer processing devices. In another embodiment of the
present invention, the computer systems of file system 102 and

backup 108 are a server such as one or more computers



including the location of the file data on the storage device (i.e. which
devi ce blocks hold the file data), an allocation nmap that records which
devi ce blwolg/oener currently in use to store netadata andPCirlEPoslattied and a
super bl ock that contains overall information about the file structure
(e.g. the WO 03/069477 PCT/ EPO3/00164 - 12 |locations of the directory,

al l ocati on map, and other netadata _sifuctures). The exenpl ary enbodi nents
of the present invention utilize a file systemthat inplenents files and
directories based upon the follow ng netadata structures: |nodes: netadata

el enent@cémmlx@m;aemﬁiﬂ@ Sfd it Qsch (s Bun®INSF . ABECESSIPEL &N §GONS,
nodi fi time, file size), and al so sgtr;:lfy t he physlcal di sk a dresses of

data bl'OCKS YU 1O%S 1 88IR59 | HeR redtOD] e {ing SYiFgre 47 | BEMwi t h
mor e datsy 81 ur Keb A £ fh  WHReTs Oy bk $ k- a0 85 sS85 1AL §d éréﬁr?gg rmde) I'n
n,

the description of the exenplary enbodi rrents of present I nvent

col | ect9¥%it <8t nodes is referred to as an "node file. The exenpl ary
enbodi nents store node files as a regular file (nmode plus indirect

bl ocks), but other enbodinents wuse different representations of the

col | ectEFGIde Hidsdsys tams @a1d dtitiomtofugomesr all of the information
contained within the node is referred to as "node information." Indirect
bl ocks: netadata el enents that contain disk addresses of data bl ocks or
furt hefrhawmewlam_yo@k@o(ajmenﬁs lcefs tiHratprarserso idrirge: itdiatogddieid equi re

mul tiple I o di pec ocks) Directories: netadata el enments that
contain gk‘r%\éé%trzr SRS, s & Fiife TafES S & BRI (HBEEES The

exenpl hg eims@mlmdt feoftures priestrt dxerglbirgn rMidd iR radid @6ian entri es
t hat aﬁ%o%t%%gch!%h%a%%eg&ﬁgﬁi'E%bodlments of the present invention
operate do not, in themselves, limit the invention, and it is
obvious that the teachings of the present invention are
operable on data storage devices that have different features

or structures than the examples provided herein.

A file system (e.g. file system 102 of FIG. 1) in the context
of this specification includes a computer program that allows
other application programs to store and retrieve data on
storage devices such as disk drives, non-volatile memory or
other data storage devices. A file in the exemplary
embodiments is a named data object of arbitrary size. A file
system typically allows application programs to create files
and to give names to those. files, to store or write data into
those files, to read data from those files, to delete and to
perform other operations on those files. A file structure
also defines the organization of data on the storage devices.
In addition to the file data itself, the file system typically
contains a directory that maps file names to the data files,
file metadata that contains information about the file,
including the location of the file data on the storage device
(i.e. which device blocks hold the file data), an allocation
map that records which device blocks are currently in use to
store metadata and file data, and a superblock that contains

overall information about the file structure (e.g. the



manner simlar to the storage of other file data. The exenplary

enbodi nents utilize netadata structures for files that store directory

i nfornmat iwo oBhetd7are simlar to those used by ot her dat aPCirlere3/famede pl us
i ndirect blocks containing di sk addresses of directory bl ocks). WO

03/ 069477 PCT/ EP03/00164 - 13 Directories of the exenplary enbodi nents are
able to contain entries that refer_tp,other directories in order to
create a hierarchical directory structure. A directory that is referred to
by an entry in another directory is referred to as a subdirectory. The

det ai | 3 ocQfe it f Male and-Qtdigr, metadita fQ e UJLSHd LA K110t

specific to the present invention and alternative enbodinents utilize

ot her &itrE&®mesAnd netadata storage structures. Block allocation map: a
met adata structure that indicates whether each data block is free or in
use (i.e., whether each data block contains data or netadata for an

exi sti Ae fexeaplagypaniiatinerd svetfaddten et irham tciont aitisl iglolal fi'l e

1oL ST i 0 BB B A TN,

necessary for locating es a
file sydteerholdmoring hettagimitaaistruseiredata that is to be later retrieved

a0 uecd by 35l S BT BRLLSR W5 AciaPan, dila gl ure sel
illustrated (ien gRl,Govdier, Eactedfd Ip@:jmi_stsh@rfs@,l enceyisiierd vﬁjmha,v\kﬁj_d}e t he
trUGtr o CRACTS PETbATES o T o dE IS ITRE o eSS = Fbra ne
met adat a 204after Hile ks | Eorsueatalds filed)i ' Sndireatd Wlddkee, (fRumer' s
I dentificat il%rzlr’gep%iiq.teesr %vitt% %%trae %a%%kﬁolocks than the number of disk
addresses that fit in an inode). In the description of
the exemplary embodiments of present invention, the
collection of inodes is referred to as an “inode file.”
The exemplary embodiments store inode files as a regular
file (inode plus indirect blocks), but other embodiments
use different representations of the collection of
inodes. The collection of some or all of the information

contained within the inode is referred to as “inode

information.”

Indirect blocks: metadata elements that contain disk
addresses of data blocks or further indirect blocks (for
files that are so large that they require multiple levels

of indirect blocks).

Directories: metadata elements that contain directory
entries that map file names to inode numbers. The
exemplary embodiments of the present invention utilize
directory entries that are stored in data blocks in a
manner similar to the storage of other file data. The
exemplary embodiments utilize metadata structures for
files that store directory information that are similar
to those used by other data files (inode plus indirect

blocks containing disk addresses of directory blocks).



and other data that is associated with the data or data file. Each inode
202 is uniquely identified by an i node nunber and data within the inode is
used by tWe oBioba7systemto | ocate the WO 03/ 069477 PCT/ EPO8TPLEd164 14
file associated with that inode. Inodes of the exenplary enbodinents do
not store the user's data, nor do they store the nane assigned to the file
by the user. The nodes of an active {4le systemare typically stored in a
single special file, called an inode file, that is typically not visible
to the user. Inodes in the file systemof the exenplary enbodi nents are of

fixed size ampr-ak€ostss e@fS@ﬂ@E@&é@iary%xﬁmcﬁhr&&@té node file- t@n I node

with a particular inode number is accessed by determning an offset amount
into the irRIEC3in eemiriest vy i FREehete r@‘@ﬂ@elnuﬂrbve%cibcyrme lengréenf each

| node and then & eattc, Ueeaton ALK G Lo Ne L0000 1T 12 that 15 offset

by that cal cul ated val ue. The |no r con ains a ‘di sk address 206
that is a pbirReFory et dbe arﬁ@@kecioaa Hmeardle;rktlaﬁﬂdxlesand’ahearZOG in the

exenplary e i des 202 .and.t hat. point to
t he data bl or&k %}%o}h%aifle e&gr%ﬁ &e%\d\r%e%g;%% Jfﬁﬁosgma%t%e%?]o% s 208.
The di sk add?%s@ﬂejaf@fm&iztoaamileoidmze mefteajtmmfﬁ/onantheiedhiréa:mim afet he

specific d| WY As a. sector, lock within that disk drive
whi ch cont a| e t Cgla]%a \tIﬁe %éﬁre%{r& erﬁf?rf gt raargci aj;t%]@?:%tﬁd "exenpl ary
data struct Lﬂnéacsiattméacﬁc)s uﬂrallmscctrhéaesizd@é@tdry esdvdidiiadd e dtdeagystem

that is used in co%unctl on with the exenplary enbodi nents. of the present

i nventi on. er ecxterrp ary set 200 of data structures is used for small

files where the disk address data 206 is able to be stored within the

i node itsel cond exenpl ary set 250 of data structures_js used for

| arger fil egl(ﬁl}er %ﬁwea i Tk aﬁidraeéréet@éfaataZB%tlﬂijt?%e FED SOt nters

to one or nmitetHarigeadi ddtoCksl 288 iddhadireacdty contad one or M@aé&@l nters,
each data block contains data or metadata for an eX1st1ng
file).

Superblock: a metadata element that contains global file
system configuration data. In particular, it contains
information necessary for locating inodes and allocation

maps.

Data Blocks: areas of file system memory that contain
user data that is to be later retrieved and used by users

or other applications.

An exemplary data structure set 200 that is associated with
data stored within a file system is illustrated in FIG. 2A.
Each file in the file system with which the exemplary
embodiments of the present invention operates is assigned a
structure that is referred to as an inode 202. The inode 202
contains metadata 204 for the file, such as the file’s

creation time, owner’s identification, pointers to data blocks .
and other data that is associated with the data or data file.
FEach inode 202 is uniquely identified by an inode number and
data within the inode is used by the file system to locate the



such as the indirect block first disk address 260 and indirect bl ock
second di sk address 262, that point to either the data bl ocks, such as
first datwolBoe7264 and second data bl ock WD 03/ 069477 - PCH/EP03/00164

PCT/ EPO3/ 00164 266, or to other indirect blocks that contain further disk
addressing informati on. The nane assigned by the user to the file in the
file systens wused in conjunction wth,exenplary enbodi nents of the present
invention is stored in a special type of file called a directory. An
exenplary file systemdirectory structure is. illustrated in FIG 3. The

exenpl af ¥ di £ &CL O Ye 8§ rwféyrehg’é)ginéée shown, 49 C@g})@ilé; né dggtory

entries, or records, the first directory record t he second

di r ect #PEELRRLS Q. NOF reeewe i He uster by ddlen exerp| & ytemosioeats are
able osOMAd Ad Akhags WobeLe ofi (L NRPtaLy COLLI eSrpdNE Shddichprss

associated wth irst directory r W | escri
and ot heetidie eCtls sysvandsye i mgpimihly shiomwsd oly a esngl Slfpeaial sim |l ar.

The data. f or i r i t record 304.. co ins a fil nane 306 and
node nu lee;)’ BIOQ %eé%iqujé% %rﬂe]}s/e’Bg%aatf g~ r@%lg%%ﬁ%/ o \fﬁ%’]s st®m and
t he recoral 80 mpsdades s etlas sf gine dsyfs team nafrec 136 6ete@np heerywode nunber 308
that unij identifie or the fil associ at with this

| h de 316
di rect oerny]bq)gnjt%?}l%fr el'h%éeéjdf?ég‘c)ﬁjgzﬁ aé-ﬁ{ res Sa‘?%retgo?%‘ﬁ%?aﬁg]%rred to as
| i nks iwi ttthien edtesmirasde efrhbseli memi sinoddheviinks part fresesemasisent s poi nt

to user_files,. other directories, .or, other file system objects not
descri BB Her e r‘la.CGﬁFes%‘?rl &@ét T eI Rh e < )F‘I%‘??'Bb‘ﬂijrfﬁtrﬂ sSR%mose a
hi er ar chicesd i gy stuUcipei 0y edhd hienddd eaumitket e, file 1&ustieras The root

of the hierarchy is the root djrectqory of the file system Files and
di rect cﬁaicg% chilﬁ R tei??rF er%%éltr&nt G W %S ot tHE B rectory

(S)
or a subdig et Vid rMiset by that calculated value.

The inode 202 further contains a disk address 206 that is a
pointer to the data block 208. The disk address data 206 in
the exemplary embodiments that are contained within inodes 202
and that point to the data blocks 208 contain the disk
addresses for those data blocks 208. The disk address data
206 are able to specify an identification of the specific disk
drive as well as a sector or block within that disk drive

which contains the data block 208.

FIG. 2B illusérates a second exemplary data structure set 250
that describes data files within the file system that is used
in conjunction with the exemplary embodiments of the present
invention. The exemplary set 200 of data structures is used
for small files where the disk address data 206 is able to be
stored within the inode itself. The second exemplary set 250
of data structures is used for larger files, where the disk
address data 256 of inode 252 stores pointers to one or more
indirect blocks 258 that each contain one or more pointers,
such as the indirect block first disk address 260 and indirect
block second disk address 262, that point to either the data
blocks, such as first data block 264 and second data block



the root. Afile is able to have nore than one directory entry, and thus
nore than one nanme, for the user to access it. The file system al so defines
t he strucworg/oaf47t he data that is stored on one or nore maIEPsy/oreye
devices. Many file systenms WD 03/069477 - 16 PCT/ EP03/ 00164 support
concurrently creating, nodifying and deleting nultiple files. Such file
systens are desired to be link and wl%¥e consistent. Afile systemis said
to be link consistent if every file has at |east one directory entry and

every dééectory entry links to the sane file as it did when the link was
cr eat ed° Furtthdihsr e niindtirasisihagits fihat syatain maimtlén diek or der of

or der echadrd=es i tiH#bansdiRgl e file or between files. For exanple, an
application that wites to a second file after witing to a first file and

forcing the witten data in that first file to be witten to non-volatile

t j t Jnt Seco file only if there
?sogggghﬁqi%eeﬁ%%%ﬁ gayt %}%ﬁl%egs enqht%atltllelneni]rﬂ aq—heslgtﬁies S&’r%tpeiéﬁy i's

sai d t ¥Sgel v conciomsitsittentwi th lexeBydteem Smapshioten tEhe fexargl@afasent
embodi ARRLS, +Qf i nvention _capture . Or re snapshots of a
file system tgncp%alt%rét%gﬁ%?atlél ?etstpteﬁéta g:ly?seer egfz'tlt‘?e Cgatqﬁteéis& data that was
st or eddiirelitervhat A lexempylstromedt] o kg stere dite c3taps Ratrums;eapgtared. |t
i s desi;fahl cr.ea d cagpture snapshots that include all files in a
file systgg%%lrﬁtt%rddér %?Gaﬁgi'nt The S ehRdPe TRty SEMC HuRgy S Uhd
ef fi ci eat kpowopyot kendkdndate direkeobdy ensySiem P Hedoe-d@didyLat i on
after ri t he _snapshot.. e _snapshots of the exenplary enbodi nents
are na?%?%igngggeglptoéry tr%élogf?aa-sg%ofa %?‘Fri SEEPR d4peGtedy Aecorca snapshot
is caplOredpimedibirdati asedt byt hhecaekiewp1birhe capolieMeai® -2WopRAted by
snapshg{) Jag:l nt enanc rocessf"‘:ng. ¥\hgn data wthin the active file system
is firs nnalﬁ%gdaagngeanu eI of directory entries. The

structures associated with the first directory record 304 will

be described herein, and other directory records, including

directory record 310, are similar.

The data for the first directory record 304. contains a file
name 306 and inode number 308. The directories 302 are
managed by the file system and the record 304 maps the
userassigned file name 306 to the inode number 308 that
uniquely identifies the inode 316 for the file associated with
this directory entry 304. These directory entries are
sometimes referred to as links in the exemplary embodiments.
The links in these embodiments point to user files, other
directories, or other file system objects not described
herein. The directories of the exemplary embodiments impose a
hierarchical naming structure over the files in the file
system. The root of the hierarchy is the root directory of
the file system. Files and directories within the file system
are accessible from the root directory or a subdirectory from
the root. A file is able to have more than one directory

entry, and thus more than one name, for the user to access it.

The file system also defines the structure of the data that is

stored on one or more mass storage devices. Many file systems



snapshot is captured, the processing of the exenplary enbodinents copies
the original version of that data; i.e., the version of the data that

exi sted awotobwewiTe of the snapshot, into the snapshot daCag®Po3/prisdr to
nodi fying that data within the original file. The operation of this system
WO 03/069477 - 17 PCT/ EP0O3/00164 results in the storage required for the
contents of the snapshot grow ng overstine as files within the active file
system are nodi fied. The overall processing and control flow 500 of an
exenplary enbodi mnent of the present invention is illustrated in FIG 5.
Cont r olsUrirow b 00orbByi men Wiyt Feisteepirsf)2 modh fiows aid etdler iy iepiSid. In

t he opes.ation xenpl.a enbodi nent, of _the .  present invention, a
snaps hglailésso'i nﬁl}%{]lgﬁceap kﬁsl’;ee/e S aéfres[%’pgl%,tc? ﬁb‘gr tadl‘{!éfﬁﬂﬁee t he

st at us asingtierdritl e gy stidre atydtat id igeid Qe ad he rmnanshdtstisncapt ur ed,
processing adwvances to.a. sngpshot i ntenance procedure, at step 510,

wher ei r?‘@%é’dfl zaepg}ﬁﬁ Fhat® Fipt G FHeEY FBYRHET At step 506; due
t 0 updatieechiddyi rerithe, ddidkee dd ltthes WehRiMridle dad & 1M theSnaRshotn s
retrieved, at step 508, .in response to a request by a user or process for

data t W&° ¢ & Si%ed TRTTHHSTRRE : drddshsorssstand fidwsagiam |y, control

flows bhadktedrster RASH Arele ARRSNAUS 3G Haken angdmpintal gﬁd _The
snapsh%%ltcapture processi ng and _control flow 600 of exenplary enbodi nments

of t he Fr¥&EM Sihfent | 65 XIS r &fedPrHld qatdons Ahado meridlesf [tew 600
begi ns seabonst &R 1602, tand viiowsy did eCtdiy- L0 fsuspendi NG, Aat, tth%% 604,

updates to the active file system Prior to creating a snapshot, the

pr oces ¥R toR e éxepPar fF ismbodildentte b mys ttiea fd @osysrdmttidea
qui esoebrabal &b dake NGl Wee tiPlakes o ] kes and . ragtori es in
the file_system and waiting for pending updates to fini Sh. ter updates
to theOF#Vél§y§p§ﬁﬁh&§ed5§§nln the first file. A file system that

maintains this property is said to be write consistent.
File System Snapshots

The exemplary embodiments of the present invention capture one
or more snapshots of a file system to create a data set that
preserves the state of data that was stored within that file
system at the time the snapshot was captured. It is desirable
to create and capture snapshots that include all files in a
file system in order to maintain a consistent file system
image and efficiently copy the old data in the file system

prior to modification after capturing the snapshot.

The snapshots of the exemplary embodiments are maintained
after the snapshot is initially captured. After a snapshot is
captured, modifications to the active file system are
augmented by snapshot maintenance processing. When data
within the active file system is first modified after a
snapshot is captured, the processing of the exemplary
embodiments copies the original version of that data; i.e.,
the version of the data that existed at the time of the
snapshot, into the snapshot dataset prior to modifying that

data within the original file. The operation of this system



deferred, the processing wites, at step 606, the cached data updates to
the file systemin order to ensure that all data is stored on the file
syst em amaotob@e947nt errupti ons in operations (e.g., an inPETmPPI/HOIM i N
power) does not unduly corrupt the data within the file system After the
data is witten to the file system the actual snapshot is created by
establi shing an WO 03/069477 PCT/ EPO31D0164 - 18 inode for the shadow
inode file, at step 608, and recording the existence of that snapshot in
the file system superbl ock. The shadow i node file created in the exenplary
enbodi mERELtY eigi dédwe wratmorigiuiated i far syist emmanshts «f aegied and

ot her wi AGEESS 1S any t her_file. The spar shadow inade file of
t he exeén%l ary er%%&?lﬁ%t% i's 15(?lrmeeat‘—iésd %@Lesesvfja%ﬁ%%ﬂ_heg aaﬁj”ivr?od'glojfeor t he
shadow sysohn fartee ndwhitfiesi. associ ated with the snapshot. The creation of a

snapshot in the exanple enbodi nents of the present invention does not
i nvol ve the allocation of data blocks for either the shadow inode filé& or

for ot imre elverreritls pfoddiss isnapstdicdatrsets 1khes 04 nodedt haterisi asf abl i shed
inode file reflects that the shadow

upon sn%{%s%gec%ﬁtti%ﬁbeor t he shadow ,

i node fTTEMIETHE RSt a9t de il lasdrated itfodedd+ 1% of the
act i ve Conltero 1 YSIcamSs dlutbddien ik radHes SR GRIH ainRe: Wikhidt thits, i node are
all equal ta the NULL value (i.e., they are qual to zerqg). The use of NULL
val ues SF6P 0% addr ERSSRATHIOT IRE 9oL amme ahafomroRE filie

i ndi capesshal itherddlch bl0G e bt hey ishadewinedehiave nel: heen,
al | oca%g)%. This characteristic allows a sn%gshot to be captured by sinply
est abl PRI ng™ REISTh e PRI tirapdirdusd&ta the €idia kostteal ladcdtiaty dat a

bl ocks t@met.he dhidee tf’m)éSts%réF)sH& SRAES AW fﬂz!o%és%bih@e%afv%%e%e%r afed in

a process that requires few disk wite operations because creating a

| ar ge, SPEBRHCSt 8Py I&SRAHE S PLOCEONE sne ity Stiemattdd, afbersdn fidde fil e

cont ai Bgapehddt @hakdwa$ E%@@i&%@ﬁi%n%ﬁt%%ﬁs%&ﬁégédﬁp%%es%%b 506, due
to updates within the active file system, or data from the
snapshot is retrieved, at step 508, in response to a request
by a user or process for data that is stored within the
snapshot data set. Subsequently, control flows back to step

504 as later snapshots are taken and maintained.

The snapshot capture processing and control flow 600 of
exemplary embodiments of the present invention is illustrated
in FIG. 6A. Control flow 600 begins, at step 602, and flows
directly to suépending, at step 604, updates to the active
file system. Prior to creating a snapshot, the processing of
the exemplary embodiments brings the file system to a
quiescent state by deferring future updates to files and
directories in the file system and waiting for pending updates
to finish. After updates to the file system have been
deferred, the processing writes, at step 606, the cached data
updates to the file system in order to ensure that all data is
stored on the file system’and that interruptions in operations
(e.g., an interruption in power) does not unduly corrupt the
data within the file system. After the data is written to the

file system, the actual snapshot is created by establishing an



future use) only requires witing its inode. The sparse shadow inode file
of the exenplary enbodinents initially contains all null values. The

exi st encewofo3méparti cul ar inode data within the snapshot PCmampe3/filbe is
determ ned by' identifying if the inode data consists entirely of nul
values. If an inode data structure of the snapshot dataset contains
non-nul |l values, then valid inode datg i.s assumed to WO 03/069477

PCT/ EPO3/ 00164 exi st in that block. The l|ocation of the node for the shadow
node file itself is then recorded in the superblock to create a record of

that snapgBOEcaNdnsUBRAKbwSHASBAUEA <D 86e8SLRT 6 04Tt Bhdl hecewpaml ock is
updat ed. by storing the |ocation of the node that references the shadow

node ffFhe 6f<lfsﬁ@nFesf>f Ehptupsearshapshbt throfiae FyYsEeBy sUPRERECCH ty for
the original data file systemresumes, at step 610. Deferred wupdates are
processed and applications are again able to access the original file

syst enthat ahadevwesnods théef creategsianthe enempienyl armpodibeditsent s of the

PresentoLauen! bancnbs opdvanhaoeoys! v biankedal 06 aokycLhe gfort period

needed to acconplish ove rior to finaltzing the snapshot
creatlohheawnsalaﬂyedaed aadipetapavahes flilshedThe sherser shedal file

S St eThaBeuE L FOORKO MLLANGL b 6888 Ao .l METLAGLER BSK cache

associ a el'ng € snapsho Y ensures that a
subseqaehabiashung a@elgodepﬁmerthesshadowsinodecﬁmie thetstiat e of the file

systemgLgeotcd Lachhenanshloho(uhl £l sty Bl ergheanitie
file syheeaxamﬂhéesmhoéiabheStofbEheapegsenzednvahﬁlosedeealndtfferent
(s, he B oGRS 1gc L LR GKORLETysSmo e ok yRSLE LR TLTE
for thandaéféiéetortypesobﬁenpdﬂéﬁ@ntbabfathepenépshed dathbetexemnbary
enbOdiﬂggég'th exeggkag%lgﬁbg hgggtgngps oEnEggguggogggskﬂg shadow

inode file reflects that the shadow inode file has the same

length as the inode file of the inode file of the active file

system, but the disk addresses contained within this inode are

all equal to the NULL value (i.e., they are equal to zero).

The use of NULL values for disk addresses within the inode of

the shadow inode file indicates that the data blocks for the

shadow inode have not been allocated. This characteristic

allows a snapshot to be captured by simply establishing the

inode for the snapshot data file without allocating data

blocks on the file system.

The sparse inode file is therefore generated in a process that
requires few disk write opefations because creating a large,
completely sparse file (the newly created, sparse inode file
contains no data and is in effect only “reserved” space for
future use) only requires writing its inode. The sparse
shadow inode file of the exemplary embodiments initially
contains all null values. The existence of a particular inode
data within the snapshot inode file is determined by
identifying if the inode data consists entirely of null
values. If an inode data structure of the snapshot dataset

contains non-null values, then valid inode data is assumed to



described below to affect changes in the snapshot dataset prior to
perform ng updates to the original file systemvia conventional

processi g0 03hev43napshot update process operation proces®CmgEprasiehicont r ol
flow 700 for exenplary enbodinments of the present invention is illustrated
in FIG 7A Control flow 700 begins with step 702 and flows directly to
any of steps 704, 706 or 708. Upon _a@]gjpdate to the file WO 03/069477

PCT/ EPO3/ 00164 - 20 of the active file system the processing of the
exenplary enbodi nent enters the snapshot update process 700 and the

procesghhg it @nbenper ared i sidetigiirdied R the tyReiLfrpdaie heide,

performed upon _the active file system_ The snapshot- update processing 700
det er nilnese &d.let dpsrd4, iisf them yeaerdedoda ithicosmmsdi osik thive cgisadianal

fileig %@cts@d Ypdated ig S b3l ta?loﬁtslu% or-Eh%ul?b%%Q%\e@ﬁ %froéels%:l%l#“ but e

changes (e.g., changing e owners r perm ssions via the
commands chown or chnod) within the f| | e system are conventionally

per f or y thi n aty t Wi t hin
t he ingggegf tﬁ%;éﬁ'ég%l %% t]“h uEl%!a % tD];’Yl Fst q% rét Otcaﬁei-‘%'|(2’n@lo efng_’?lnece t he
snapshatodes thartemeé@,rem@@sexéxmlsanayioemmtfuieofoft hdeprjesent i nvention
first sav a_cQ of..the oriainal  i.nq ntent, at step 710,
into the? gHac%iwsna %F_’ K3 prl olr ftl&euﬁggt% atcllf Vi ﬁfo?é))ro%%[ehe ori gi nal
file spsugnrnai[hdatapénae esrysftlelml xels,-MS pcan:t |smaepof61tohe Spdeseadegi on Wit hin

t he shadaw inode fil ﬁnﬁ dat m t he i node af ta‘%; fil e being

updat edP°THESi ﬁ%&epr@gﬁﬁsﬁdt §'ﬁ RS PHGdEFi e Hras tive sane

ef f ect eeeesknate butbdhads file ekisgemaldairaode rheeausedc bheexangl ary

enbodi nent s storg t he sna shot i o e at the s of fset wi,thin_.the shadow

i node P¥FE8s1Ph&LEr SRR al"",ﬁ’o& OSLTEGES Ofi ¢ enprtem?r’ltn&&lgeﬁtl 1on
mai nt ahaeddbantagebulseysgoabemaedFlfb& ahllkA lt&llbe%hofrftometzﬁQdoﬁe@d@@ donode are

copied as-is t |sk ess Ww,thint adQW|n de stored.in the
snapshSFCPWBHésg F% g ove & Prior to 1na 1zing t e snapgiot
creation, all dirty data and metadata i1s flushed to the
original file system through the conventional process of
flushing the disk cache associated with files being captured
by the snapshot. This ensures that a subsequent failure
(e.g., power loss) does not cause the state of the file system
recorded in the snapshot (which is initially stored as the
original data files, as is described below) to suddenly

change.

Original file éystem updates are able to be categorized into
several different types. The processing of the exemplary
embodiments to update the file system after a snapshot has
been captured and exists is described below for the different
types of updates that are performed in the exemplary
embodiments. The exemplary embodiments perform the processing
described below to affect changes in the snapshot dataset
prior to performing updates to the original file system via
conventional processing. The snapshot update process
operation processing and control flow 700 for exempldary
embodiments of the present invention is illustrated in FIG.
7A. Control flow 700 begins with step 702 and flows directly
to any of steps 704, 706 or 708. Upon an update to the file



replaced with a "ditto" value referred to herein as a ditto disk address.
A ditto values in the exenplary enbodinents is a reserved value that

i ndi cat e wbaB/064327 di sk address value is not a real disk 2durEPeF0E
additional processing is required to access the data, as is descri bed
below. In the exenplary enbodinments, "ditto" values for disk addresses are
stored as "-1." Since -1 is not a vappd-di sk bl ock address, the WO

03/ 069477 - 21 PCT/ EP03/ 00164 processing realizes that this is a ditto

val ue and requires specialized processing to retrieve the user data, as is

descri hetl hel awtireerihe syseemal chaosodslad ing €pptied éxndmp1dhe shadow
snapshot inode file within the snapshot dataset, the snapshot update

pr oces SHP R h AL %t the epram#iobiPdatr Rreessal /Yhoded ¥¥R inode in
the acting-dddinpuad e i Per bide@XAIMIEs etdi MM at@ d- 10T RS Yo £ THEgLXENDI ary
enbodi nents utilize specialized processing to overwite or delete data in
a fil e Pefig mﬁ“% WPOR hehe ex@irarsi ¥Rt s of the present
invention that deletes data in a file, including deletion of the entire
file, is simlar to the processing used to overwite the file. The

fol | owiThe denghnt s ELe Her greresnd ntP bfdetrreiesdl ay steemol4enift hat

ol et e ot W HIL P A o B B e e X O 0%y "t hose
ski | | edmdetetie iy glhehaantterasiomhi st onedsi iy iof uEele f@trtlfiblet@ve_rwri te
cont ont el (d B e ST LL16 AndiSindiidy Befillsflol MR AL S S
dat a wiltthizn adwmagrdsgictetwi i b, chied) sriggshotthedatlee prosessiage det er ni nes,
o LBl 00l oA LDk T Lo e e Lo, T
metadata that is contained within the inode of the file. If
this is the first change to the inode since the snapshot was
created, the exemplary embodiments of the present invention
first save, i.e., copy, a copy of the original inode content,
at step 710, into the shadow inode file prior to updating the
inode of the original file system. This operation fills in a
portion of the sparse region within the shadow inode file with
the data from the inode of the file being updated. The inode
copy within the snapshot inode file has the same effective
inode number as the original inode because the exemplary
embodiments store the snapshot inode at the same offset within
the shadow indde file as the original inode is stored within
the inode file maintained by the file system. File attributes
from the original inode are copied as-is, but the disk address
within the shadow inode stored in the snapshot inode file is
replaced with a "ditto" value referred to herein as a ditto

disk address.

A ditto values in the exemplary embodiments is a reserved
value that indicate that the disk address value is not a real
disk address and additional processing is required to access
the data, as is described below. In the exemplary
embodiments, “ditto” values for disk addresses are stored as

“-1.7 Since -1 is not a valid disk block address, the



data file into the snapshot data set. The inode within the snapshot inode
file is then updated, at step 714, to contain the original file inode,
wi t h t he WDIk/0eddr ess portion of the inode referencing tireTd@vz0MbHCk t hat
was noved or copied into the snapshot data set. If an operation to the
original data block overwites a whole data block, sone enbodi nents of the
present invention do not copy the datba to a new di sk block prior to being
updat ed. These enbodi ments nove the old disk block into the snapshot
dataset by storing the disk address of the original data bl ock WD 03/ 069477
- 22 ROTOEPESINY16daltest tivat nelhtect s bh ogke 86 Or LT Nahdlersgapsbot dat aset
and re &é‘?ith address.in the indirect block of _the original file with
the address of 2" hdwtCEFToedt bY TatELBYockie THer dakRs #heldisk 1/0
associ alestwd béd copydng tdeceor tigh nekigaia fiae the.origi nah; sat a, bl ock
into tt\}ehsnalgsgot dat aset. when_ the original file will no ['onger need the
ori gi nat gat 2 VpRIPYP Yot e Fat T1se | W ehbnrtmtsgerehovedatageni thin the
active fhd esiyséiem afp@icd Natoddd @i hascbepmcapt ured inea @@,apéﬁ@t i's
perforned by one of several algorithns in the exenplary enbodinments
dependi Rl tipRAs thRiatredeatn the rguivedile syetapdate is the
first M%}g@n@lelpaﬁi@a@gec@q{@m@im}g inthe given file of the original
file systemsince the snapshot was created, a copy of the original data
block is first copied into the snapshot dataset. If the node and sel ected
i ndi r ecinhdlBedes, henstd gi f.] : t_-ail e opi.ed into the
snapshot dat asetl%E)ryl} a pr%i\%égﬁéssl ydﬂelilelr;% :sé) %%&lgﬁzregﬁgyﬁcﬁcges%s%e%atdgat a

el emrent¥ S LES 15t dsited datfiao the sHalpshotThdatasetesding hef nde has not
been prdn@is]H, O RHnd g MPdey P&Q:EH.F;‘ 4 Shadow efdle as
descr i bed% Jeiaﬁ/itrli bute. chang.eseta e %‘lceL é%‘éet%g:ﬁcoél 0 arJrCDgcgeqﬁ:‘aiief within a
shadow3ddde i 13 Siiltchi fincluding deletion of the entire file, is

similar to the processing used to overwrite the file. The

following description of the processing of the exemplary
embodiment that overwrites data within a data file also
describes the processing used to delete data within a file
with the obvious differences realized by those skilled in the
relevant arts. This processing is used for file overwrite
operations that include overwriting either part or all of a
data file’'s contents. If the update to the original data file
is to overwrite user data within the original file, the
snapshot update processing determines, at step 708, that data
within the original file is to be overwritten. The processing
then moves or copies, at step 712, the data from the original
data file into the snapshot data set. The inode within the
snapshot inode file is then updated, at step 714, to contain
the original file inode, with the disk address portion of the
inode referencing the data block that was moved or copied into

the snapshot data set.

If an operation to the original data block overwrites a whole
data block, some embodiments of the preéent inventiorn do not
copy the data to a new disk block prior to being updated.
These embodiments move the old disk block into the Snapshot
dataset by storing the disk address of the original data block



a snapshot dataset is determned in the exenplary enbodi nent by
determning if the node record contains null values. If the file is large
enough t owbasmeddmdli r ect bl ocks, the indirect block pointiPag/RPo3/0d1e4 dat a
bl ock being updated is also copied to the snapshot dataset. The exenpl ary
enbodi nents copy these netadata elenents by allocating a new indirect

bl ock in the snapshot dataset, filkiag the indirect block with "ditto"

di sk addresses and then storing the address of the new (snhapshot)
indirect block into the snapshot node (thereby replacing the "ditto" disk
addr essinhat thasisdbredt whdnckhetopdd nasthepsrdpshoamitheseti ghaal into

the sh file) e.fi has._.multiple Jevels of indirect blocks,

t he prgggé%g?gﬁge%%gt%%é%ﬁ%%3}56é§?719d§§ecéégiﬁﬁ%3?goigﬁ PorI&EEH i ndirect

bl ock ifhitdewthiai bhefadddesectdfbhonkslyhallotgeaddf aaant Beosrde tpithe data
the affected indirect_blocks have

bl ock bgj updat ed. . | one or all of

alreadfg%%%% %%%i§ﬁ8$n o t%%s%ﬂéigﬂ%twﬁﬁ?agﬁ?yﬁﬁgiFﬁeaOEFQQP%ﬁsdﬂbﬁate,

t hese ifudom eche bboidsnad @ta riebock oibeo updat eabanbbedssnapshghdat aset .
nd any indirect blocks associated with

Fol | ow t he. update_pf the de | O¢
an updé@@% %E&%ﬁ%ﬁimi%{?ﬁﬁlhg? C bt REEHrAFT HpRabEhoingal héataoepi ed into
t he snapshot dataset by allocating a new disk block, copying the data from

t he ol q%gck iq%o thg@ﬁnemlbjock and storing the disk address of the new
bl ock i A MR et phock? thatuiernebpi aetive of the whbhimothelat aset

(therebyctiap afiTg dhecemlid tesr digke agddr &9, 4 r@éer\f\’aéaﬁigﬁ){]gg iR gthe
indirect blqock when the indirect block was copied fromthe original file
into tH& hots RrBEESIe AY 9ne et raveral cekodmstieenizopied into t he
snapshat 1258} el dedri s &GSk dh i il eci t ormal ly.
Anothenjfzgg of JZta file J%dating jéigg%gﬁd?%ga%gé%.ﬁ% %%ggggigﬁ%gg file.
The snaps e prioddssitRfatontolthe ofirst update to a

particular data block in the given file of the original file
system since the snapshot was created, a copy of the original
data block is first copied into the snapshot dataset. TIf the
inode and selected indirect blocks of the original file have
not already been copied into the snapshot dataset by a
previously executed operation, those metadata elements are
first copied into the snapshot dataset. If the inode has not
been previously copied, the inode is copied to the shadow

inode file as described for attribute changes above.

The existence of inode data within a shadow inode file within
a snapshot dataset is determined in the exemplary embodiment
by determining if the inode record contains null values. TIf
the file is large enough to have indirect blocks, the indirect
block pointing to the data block being updated is also copied
to the snapshot dataset. The exemplary embodiments copy these
metadata elements by allocating a new indirect block in the
snapshot dataset, filling the indirect block with “ditto” disk
addresses and then storing the address of the new (snapshot)
indirect block into the snapshot inode (thereby replacing the
*ditto” disk address that was stored when the inode was copied
from the original into the shadow inode file). If the file has

multiple levels of indirect blocks, the process 1s repeated



700 determ nes, at step 706, if the update to the original data file
consists of a file append operation that is to result in appending data to
the ori giwelosdessar file. The processing of the exenplary ecipaposrenss of the
present invention that is associated with appending data to a file is
simlar to the processing perforned to update a data bl ock: the node of
the original file is first copied, at23tep 710, to the shadow node file
for the snapshot dataset, thus saving ,a copy of the old file size and
data nodified tine. In the case of appending data to a file, however, no
dat a i nfehecaeki ndieedatbléckein stiowerhalnten handitber ebDs€ks hergei s no

need t y. . indirect blocks, into the snapshot _dataset. WO
03/ 069%7%&%0%831%‘%&% n% &%ef ?‘i%é?l?%eb%%n%a‘f%dﬁ%- upblatPHy is
truncatdthgrlal daft achd idBfeaied hindivéderbperkornese i 1 thessosse of clearing
or deleti. . f.i The processi associated wth these file wupdates is
siml ar':eotgdol t Zl%égo?e}lsesisnrbé)%%e%t vé‘?re}%%taéﬁlﬁgn% 2 ot el st dplaiek. These

pr ocessdwdencindierddt $ladpyidy fdte ndlat ad it dsadede; clga ed or del eted

to the hat taset, then copying the node and sel ected indirect
bl ocks Sgls%%%ajeoé%eégaa eLe}:h'der t he processing described for updating a data

bl ock. After the data bl ock, node and any indirect bl ocks have been copied

into t napshot .dat aset, the operation upon the original file can then
pr ocee%%%éToﬁ?&rﬁgy.t%ﬁ’@d@r%d?%ﬁ{% IgPoden et egentitidivennti drildakd enent an -

Opt | i zatican anfecopeal iBnhalectleat, o1 dlsl et ahole datay blacgks. These
enbodi meg{t idrerpl enent an gptim zation that is simlar to tli'ue prodt:essi ng
used by*® 8‘%&' Hﬁog%ﬁ%' CORMTE 108Petiys BIae s olh dlad adwetta Hyt @dl.oCHitasEy
enbodi BeRES BEEkOBTORE 12 oBe eheG) SACHNGHY Jdf ehlng. oL halg, data
bl ocks b% guv%{ng t he data bl ock to be cleared or 3e%!e?3é§’ r&ﬁﬁttoh%he
ori gi nBFYdRTR°Ki PEd RteTiRg $hepsick addasst afd thephaei g odhe into
the indirect block that was copied into the snapshot dataset
(thereby replacing the “ditto” disk address that was stored in
the indirect block when the indirect block was copied from the
original file into the snapshot dataset). After the data
block has been copied into the snapshot dataset, the data

block in the original file is updated normally.

Another type of data file updating is appending data to an
existing file. The snapshot update processing control flow
700 determines, at step 706, if the update to the original
data file consists of a file append operation that is to
result in appending data to the original data file. The
procegsing of the exemplary embodiment of the present
invention that is associated with appending data to a file is
similar to the processing performed to update a data block:
the inode of the original file is first copied, at step 710,
to the shadow inode file for the snapshot dataset, thus saving
‘a copy of the old file size and data modified time. In the
case of appending data to a file, however, no data in the
existing data file is overwritten and therefore theré is no
need to copy any data or indirect blocks, into the snapshot

dataset.



original file nmetadata with a null disk address. Some of these other
enbodi nents further optimze the processing to clear or delete a data

bl ock by wOo®awed4yi ng that the entire content of an indir@ct/Hroseles
references all or part of the entire range of data to be del eted or

cl eared. These enbodi nents nove the whole indirect block of the original
file, by copying the disk address of jhe indirect block, into the node or
hi gher | evel indirect block of the snapshot dataset. As a particul ar
exanple t hese enbodi ments inplenment truncating a file to zero length or

del eti Rgrd thie E?gé B@Sdar&at rheenuppdated skneeuhbaringPshabrwas captured
by only copying di sk addresses from the original nbde into the shadow

node wEihen whacbnagshétempperfprrmedf iphEhenapyiee odacrasatingpor3/ 069477
PCT/ERBQ&89§Q§ %§1eTheTﬂr059§%egglﬁg sgeoggs%gba&xtﬁﬁﬁaggge@aaggo

ment ectory updates’is si € processing ting
data blipdksesThe dnme&a@ry0|hh@rpapp@ﬁsnsgfusgﬁ wbsﬂeupdnﬁgngthe snapshot

ot accingid BRED bRSCLNofR-AR0 98Leaked LAILAG! i DlackarduRaraated. |

necessary, —as gserrb rocessin bl'ocks. The
snapshdatpr0he$sﬁagtofbehelemeeﬂlarydeﬁboddnEntShafsnheshpte§QMBSEMVention

support. other file stem rati.ons, .| i.ng _grow ng,
shrink%ﬁﬁ? GPPYtheEr ?elnP §§nF? SgggfﬁpglgﬁgFe%ﬁ %es%sother
operathéﬁssbaygluﬁdethehénpeaeabs@hgeﬁestmm@edafaranddaEUagaaadaaadifferent

avai | BFEoKr omiFERE FOF GRARpPoCCerr FBBUCIaTA ARY “HOtARSTa A8 b8s mil tipl o

di sks nadesbaaﬁrESanarahtonshéhahapsﬁﬂnvaaﬁaeeﬁr rhee opesks ibnompan
i r that _add disks_and rebal ance the existing data

t fil :
Sélzs;n ?|55$g§ @ieg%iﬁlSBFetBF?k?ro?ﬁggeHQF@agignples of operations that

i nvol ve noving data and/or netadata fromone disk to another. These
Some embodiments of the present invention implement an
optimization of operations that clear or delete whole data
blocks. These embodiments implement an optimization that is
similar to the processing used by some embodiments when
overwriting a whole data block. These embodiments perform the
operations of clearing or deleting of whole déta blocks by
moving the data block to be cleared or deleted from the
original data file into the snapshot dataset and replacing the
original file metadata with a null disk address. Some of
these other embodiments further optimize the processing to
clear or delete a data block by identifying that the entire
content of an indirect block references all or part of the
entire range of data to be deleted or cleared. These
embodiments move the whole indirect block of the original
file, by copying the disk address of the indirect block, into
the inode or higher level indirect block of the snapshot
dataset. As a particular example, these embodiments implement
truncating a file to zero length or deleting a file that has
not been updated since the snapshot was captured by only
copying the disk addresses from the original inode into the
shadow inode within the snapshot inode file of the snapshot

dataset.



operations are able to operate on the original and the snapshot data

i ndependent |y because they do not change the content of a file. The

exenpl ar ywerbodi4nent s of the present invention inplenent PChgPe3/apes ati ons
by first processing the original files and then processing all of the
snapshot datasets. In the processing of these operations, a "ditto" disk
address is treated as a null addresspsi-e., no action is necessary if a
"ditto" address is found. Reading Data Contained w thin Snapshot

Enbodi ments of the present invention allow users or other processes to
read angl Bebdyssiaiq &hathdasxbeeTatAPitibSdimdh tHi Ho aimpapsdet. Readi ng and
nodi fying data within a ,snapshot allows the use of data thgt exi sted at
the tiFESFLY 0P GBYRT 71 PCTHEPDIY 084 641 -PBRCeF RS nhPs R 2 b1 B% used

di recthyra Whihops, restorangedbsrdai@romdtionthe snapshebptogamestive file
system A schematic diagramillustrating an_initial snaps%ot dat aset

structehe SoEHkeebrdnrtrreb aRdckemd| iy EReARl FRALSOICEHRY PRESERET

i nvention ks itd ustEated if FlGs8A Thes snanshoteq d86ASELe802 in this,
exanple Is shown to be enpty and represents a snapshot where the original
file syseesshiry of updanligpddded Bleeksthe snapshot was captured. The
processing used to retrieve data froma snapshot dataset, as is nore fully
descri bed bel ow, first exam nes the inode file of the snapshot to

det er filme $fawsthiotd Processhra eXishe ewemparheenkodpadoEs daf askee 802 for
the d ' ' ri T b e I Lthin the
L L R

enbodi opetathats, thecledlestedodita, helsr hotibeenonodtfi¢ediseénce the

snapshot was capt ured he S ata "wWihin". snapshot
P SR AR e M e I A R T
t he prideessovenématof sexesf ongedatby and esetaierpl ae ydenbedemendssknf erri ng

anI'ﬁf%é§¥kéfg?rgﬂ%§¢Genera1 Parallel File System (GPFS) such as

those availéble from IBM, for example, stripes data and
metadata across multiple disks and supports operations that
remove one or more disks from an existing file system or that
add disks and rebalance the existing data across all of the
available disks. These are examples of operations that involve
moving data and/or metadata from one disk to another. These
operations are able to operate on the original and the
snapshot data independently because they do not change the
content of a file. The exemplary embodiments of the present
invention impiément these operations by first processing the
original files and then processing all of the snapshot
datasets. In the processing of these operations, a "ditto"
disk address is treated as a null address, i.e., no action is

necessary if a "ditto" address is found.
Reading Data Contained within Snapshot

Embodiments of the present invention allow users or other
processes to read and modify data that has been captured
within a snapshot. Reading and modifying data within a

snapshot allows the use of data that existed at the time of



812 to the inode 804 of the active file systemin order to access the
request ed data bl ock. Wen the exenplary enbodi nents of the present

i nventi orwoatmespt to access a data bl ock 810 within a capCumrd3/ernepshot
but the snapshot dataset does not contain data for the inode associated
with the requested data file, the processing of the exenplary enbodinents
accesses the data bl ock by using theggdisk address 808 in the inode 804 of
the active file system The processing of the exenplary enbodi nents
simlarly access netadata for a file if there is no valid inode data

Wi t hi ncthesn spanshoto dat agetaB8@2ryrap, i pi ensed refesensg tpenghogdat a 806
within the i node 804 of the active file system WD 03/069477 PCT/ EP03/ 00164

- 27, wighipdeiedzapsiobt Bodaraastiviet it 28905 Man exenpl ary enbodi nent
of the present invention is illustrated in FIG 8B. In this updated
attribute data structure 820, a shadow inode 822 is stored within the
snapsht sdaemsieic 8dagTae %héﬂ%ﬁrath@@ea%22n¥%b@%s%ﬁ@Eshﬁt|ﬁ@H@S@F a data

f I t t Ehepattribut
ile Q@} daf£a§ §r&deotd H%nbghiﬁagﬁ 5|nce ?ﬁﬁﬁoﬁgﬁeHH ofhgnattributes,

e., ave snapshot was captured.
The prmmessmMglmmgntl@@dlabahéuﬁasab©@|e@ THe. i dbdde Th@t%ﬁ&ﬁ%h@the active

file s MF% fgsggg?gféa§gtsﬁ Py % Lo Hfdgﬁang t he i node

met adat a |ve system Thrs struc e results in the
shadomrepmm&eﬁ@Q acsmagﬁhoththenéhadexagpm@keﬁilenSYﬁeemsb@@la@éd file

t hat S, Present - mhen n h As e, the
di sk é%%%%é@géi% ofs%%ls g%%d%ﬁ%?%%%gaﬁ%%n?%#£89ed ?ﬁé ﬁk? Qs§?8¥" -1
val ue uged heo exetmpl avy deh@oﬂrumna3$napsh©dld@t@sehata$hls msra shadow

[node A0 LhaL. LheS e 6 Sk aI0Lcage L e Ly Rel yakodpt 8 bpcks210 15

i n t heshsdheit df @ SGe B2omSngniifieslad imé@er@dtaeénxensew1812&1t’ohehe

proceSSIrggﬁgttggiggggpégﬁyf Qgen32E§ %Qfé being retrieved. The
absence of inode data within the snapshot dataset 802
signifies to the processing of this exemplary embodiment that
the requested data has not been modified since the snapshot
was captured and that the requested data “within” that
snapshot is in the original data file of the active file
system. This results in the processing that is performed by
these exemplary embodiments inferring an inferred reference
812 to the inode 804 of the active file system in order to

access the requested data block.

When the exemplary embodiments of the present invention
attempt to access a data block 810 within a captured snapshot
but the snapshot dataset does not contain data for the inode
associated with the requested data file, the processing of the
exemplary embodiments accesses the data block by using the
disk address 808 in the inode 804 of the active file system.
The processing of the exemplary embodiments similarly access
metadata for a file if there is no valid inode data within the
snapshot dataset 802 by an inferred reference to metadata 806

within the inode 804 of the active file system.



indicates that the processing is to retrieve the actual disk address for
the data bl ock 810, which is still part of the original file in this
scenari o,woBte4rhe di sk address 808 wi thin the i node 802CofEPhieniacti ve
file system An updated data bl ock storage data structure 830 of an
exenpl ary enbodi nent of the present invention is illustrated in FIG 8C
The updated data bl ock storage data structure 830 represents the data

bl ock 810 that has been updated since the snapshot was captured. The
processi ng of the exenplary enbodinments, as descri bed above, noved or

copi edh 0y SPsHOLc c Habaset a802 LheudathrcbbpgokoB81Ont Bakmpasriyn the active

file systemprior to updating of that data block after the snapshot was
capt ur@tbodieenip daf ceheaPEeBEBEKIBY 8RR dhf al bt vaEFaFed W 08786945 7

PCT/E39§/Q@£§4upd£@ed8§9t££$e§éreaeé Lpatcthge sBagows i BRdEoR22n¥iEhi n the
snapshot ataset 802 contains not only valid netadata 824 but a valid

di sk 23Rk ebs Speredhel gtk bddresapsheti dareaces8Phe sTBragkadPYcati on of
the d o) i i S..n r{ =0 S h e n
afrgo% Ogggz ggg%%g&gbs SnhoMLRaT b s aoa%§a paps Eﬁ?éa%éé LafP8rcA

indirec ata structure 84 an exenplary enbodi nent of
t he prissentthavemponot sdatsastr@fedbih Fie agbribThessnapshot dat aset 802

in this .case Co i d Lnade. , i tadata 824 of
t he of?%ﬁ?éﬁ?? Q%%b?%?%%egégg ?ﬁ%%bgﬁdgégéélF%nggﬁgggg%ggggSZG, wherein
the disktadeld essTBRostoeesinpedencaibed aboun hadi cepicdl bk 849det hat is

associated with | arge.data.file. _The indir 4 i xanpl e
IS shd%%t?oﬂ%%ﬂtg?% ?§5l%?s€l%%d§%223§,in #rggéd?é%gggageégeéiégagggsecond
di sk ashth @s st 846pd4 hihg pohat intdedatbaBhoeksithie thesacHavea bibek 848 and

t he second dat bl ock 850, that a part, of the. fil ntaibned within the
snapshofs it asel*BH2S T RCTHT & E?%H%Eg,l?hEﬁ m%h???ﬁsﬁ?éﬁgdgb%ata bl ocks
have hesttamnveds Wwilidimethéasaapsastntaiasthe 882sotfatadi ivde fbatt he gi ven

flleld%é“grgéég%r%£Q§ gﬂgpgggéshot was captured.

As described above, the disk address 826 of this shadow inode
contains a “ditto” wvalue, a “-1" value in the exemplary
embodiments, to indicate that this is a shadow inode and that
the true disk address for the actual data block 810 is stored
in the inode 804 of the active file system. The ditto value
stored in the disk address 826 signifies an inferred reference
828 to the processing of the exemplary embodiments that
indicates that the processing is to retrieve the actual disk
address for thé data block 810, which is still part of the
original file in this scenario, using the disk address 808

within the inode 804 of the active file system.

An updated data block storage data structure 830 of an
exemplary embodiment of the present invention is illustrated
in FIG. 8C. The updated data block storage data structure 830
represents the data block 810 that has been updated since the
snapshot was captured. The processing of the exemplary
embodiments, as described above, moved or copied to snapshot
dataset 802 the data block 810 that was in the active file
system prior to updating of that data block after the snapshot

was captured. The updated data block storage data structure



dat aset, that indicates that the file has not been changed since the
snapshot was captured and the operation reads the current data file by
accessi ngwoDhg/octa stored in the original file instead. PCTaAPO3/OMO6E foOr
the requested file is in the snapshot dataset, the operations proceeds as
a conventional read operation using the inode of the snapshot dataset,
except that whenever a "ditto" diskjgddress is encountered in the
snapshot dataset, the corresponding data block (the block with the sane

| ogi cal bl ock nunber as is stored within the inode) is read fromthe

ori ginghof ihgyspskead thht! kBeSBARSAM 1h84B0B22PRIENOH 2nhenapsbehothai n of
mul tiple snapshots as is'described below. W _03/069477 PCT/ EP0O3/ 00164 -

29 Théadacgtf BPe Feagaprecessi pRglyovafes mrtadakpl 8¢ BHbodi BALd that has
capt ur gégp aaagggsseéeshO&hesdhgkuaaaeeeg BQ6Faﬁalgategoe&eogt5&95e900

begi ns mnth step lows directly to step . Upon a request to
r ead aldaaalbnlefftbﬁ1éa§ﬁab§ﬁ§k 844t awki cht he éQWapﬁrteOieéheproceSS|ng

contro i y accesses, at step 904, the shadow i node within
t he s%%gégﬁ%g 5§§%E ?hbresponse to accessing the inode data wthin the
snapshot dataset one of three results are possible in this exenplary

enmbodi nt 8nd Sgegiglkzgqogggﬁea%%? E%ugﬁ%&foéﬁﬁdoknaﬁ %Qeﬂ%%gg§se three

a
cases. “The™ proceSS|ng e reé cases i S descr bel ow.
Snapshetibddtasatsoéir ehenptrieakhy bhhaektand ¢entailnshoadletiain FiGdeSDare

copied nto t he, spa a et er. the orig naI le_th had been
captur ?n?ﬂéhgﬁagégéFe %Q%dﬁF glssﬁ%sequent oEéﬁaﬁé Spw capture. | f
the origbdal 882t awhiikd has mbt heeadandlﬂﬁedoflnhe phégisndpghot was

captured t he_pro de ernln tep 906 % at éhe shapshot
dat aset2HEBES ﬂo?ag ?é?% Ea@ %é?% gﬂ & ¢ : 4 FeﬁﬁPngﬁlon t he
pr oces&i sy &ﬂ&ﬂeéetBQGVESorab tﬁéemoeéﬁlohheflaﬂdendﬁrébe béquiksBed f|Ie
fron1th§ active file .

that 1s assoc1ated with a large data file. The indirect block

842 of this example is shown to contain two disk addresses,

first disk address 844 and second disk address 846, that point

to data blocks, the first data block 848 and the second data

block 850, that are part of the file contained within the

snapshot dataset 802. In this example, the two illustrated

data blocks have been moved within the snapshot dataset 802.

If an inode for the given file is not within the snapshot
dataset, that indicates that the file has not been changed(
gince the snapshot was captured and the operation reads the
current data file by accessing the data stored in the original
file instead. If an inode for the requested file is in the
snapshot dataset, the operations proceeds as a conventional
read operation using the inode of the snapshot dataset, except
that whenever a “ditto” disk address is encountered in the
snapshot dataset, the corresponding data block (the block with
the same logical block number as is stored within the inode)
is read from the original file instead (if the snapshot is not
part of a snapshot chain of multiple snapshots as is described

below) .



system because the file had not been nodified after the snapshot was
captured and the state of that file on the active file systemis the sane
as it waswatweneshe snapshot was captured. The data fil e iPsTaAPoReHed, at
step 914, by using the data bl ock address stored within the inode of the
active file system if the processing determ nes, at step 908, that the
shadow inode wthin the snapshot dapgset contains valid inode data except
that the disk address portion contains "ditto" address indicators, the
user data within the file has not been nodified since the snapshot was

copi edpy, Ei b et prlat Ae o4 f réégggiﬁg 9@oef5§tahea-2 %Iﬁﬂytéﬁbéaﬁﬁéﬂfcl node,
and the data WO 03/06947 PCT/ EPO37 00164 - addresses for the

i node Blat rleas i esebured ateprgle, S$@Bﬁh©théslh%H@SFB@t?ﬁelﬁrrégnaP file
W thi ”Cé%@rc?%tfi’&nf%ﬁ’ BYGLEM i CRCELL % gat gl 9§5w§dé£§éé§§yaﬁé

retrie processing retrieves the requested data, at steﬁ 914, from
t he or$§ﬁpﬁﬂ04f|I@pomfath@qsﬁaﬂompln@@@ fsdeerefripefres eoAnaPAloht step

910, ' galigd nods. dale, apgs xal L0 dglachl gk, 20dkensesg blleappr ocessi ng

retrieves reques romt ata ocks referenced
by the1ﬂataabipcacadﬂsesseatspEepfPQQ, bbethba@hwd@mpdﬁowetbbntEhﬁed Wit hin

h hot L f d handl ed
by si TSP CCRRTHl: LBOkT ROCGPCtaT TaCRey TaPnEaci HoR SaBhpl ary

enbodi wett 5n t tiad shap@hosu@abatesnapshobfchhree assates descpobedbbel ow by
checki ng the snapshot dir e data,first_an n_reading the
dat a f+%n¥?h% OF T naf Y ﬁﬁgggf%?ngﬂ% e%%?Clalﬁ%? oprog%%ggs |§gencountered
or wheperfdemsldireotoayhi addehéakl shnethcasassparke pegoeasvhgt hershadow
i node file. Supporti nmul ti pl e snapshot.s ary enbodi nents of the
presen?a?%v%éi' %S%|£%r§ﬁp5%$?s 2028800 PnEd *LBL 8

Snapshot datasets are initially blank and contain no data.

Inodes are copied into the snapshot dataset after the original

file that had been captured by the snapshot is modified
subsequently to snapshot capture.

If the original data file has not been modified since the
snapshot was captured, the processing determines, at step 906,
that the snapshot dataset does not contain valid inode data.
After this determination, the processing then retrieves, at
step 912, the inode of the requested file from the active file
system because~the file had not been modified after the
snapshot was captured and the state of that file on the active
file system is the same as it was when the snapshot was
captured. The data file is accessed, at step 914, by using
the data block address stored within the inode of the active

file system.

If the processing determines, at step 908, that the shadow
inode within the snapshot dataset contains valid inode data
except that the disk address portion contains “ditto” address
indicators, the user data within the file has not been
modified since the snapshot was copied. File metadata, if

required, are retrieved from the shadow inode, and the data



any nunber of nultiple snapshots. Miltiple snapshots are used to capture
the state of the active file systemat different tines. An exenplary
snapshot wprlos93e7 620 is illustrated in FIG 6B. The exemplraryi/eneapshot
timeline 620 illustrates n each snapshots that have been captured over
time. The first snapshot, Sl1, was the initial snapshot in this exanple.
Subsequent snapshots were captured i 3ghronol ogical order with the nost
recent snapshot indicated as snapshot Sn. Internedi ate snapshot Si was
captured before snapshot Sn and after snapshot S1. Snapshot Si-1 was the
snapsh@il eaptad@ts AIStE R | e tihSshapshwirSirianted s dhestextont destorhi | e
system 03/069477 - 31 PCT/EP03/00164 sn%Ps ot from snapshot Si.
Snapshdt?esiPdss e ity Rihdinahpt e drtdet dfteraShafR ot 1S S¥ e s t he
next Megicd @aRNMtgatSNapdiat dddee Sy Wed fdelenapshid ShocddsDiger to
create a new snapshot, a new, sparse shadow i node file is created and

r ecor dé@ T GRS SserinBige ord (rEa i 13- SRR 1 4hEes®nigiargr it ment s
processiypdates to the original file systemwhen- nultiple snapshots are

present by copyi ng nodes, indirect blocks and data bl ocks into the nost

recent snapshot according to the processing described above. The npst

recent ;napshaaadind ddiee 18l AdueneandnG (IR ATPNGid{er ant snapshot .

is determned in the exenplary enbodi nments e order 11 which the
snapshotes gy e nede Cats sl thel islpE s dolockamdldredses hethereation tines of

the 5”%%%@%%&% $ot, AN ’%i}éixpé Shapsholis, arg %@%@14,5%1?0%1?&““
captur the state of the file syStemat previous times are read by users
or ot hdetapplliccdtsi aresferanasdipt dthe siwes ibtoderddtred0 shavi figedlat a

T ut P i meReR HTR SRR Rl B e IO ates the

inferred references that are to be made in exenplary enbodi nents of the

Lookups of data in a snapshot directory are handled by similar
processing. Looking up data is performed in the exemplary
embodiments that do not support snapshot chains as are
described below by checking the snapshot directory for the
data first and then reading the data from the original
directory whenever a “ditto” address is encountered or when
the directory inode falls within a sparse region of the shadow

inode file.
Supporting multiple snapshots

Exemplary embodiments of the present invention also support
any number of multiple snapshots. Multiple snapshots are used
to capture the state of the active file system at different
times. An exemplary snapshot timeline 620 is illustrated in
FIG. 6B. The exemplary snapshot timeline 620 illustrates n
each snapshots that have been captured over time. The first
snapshot, S1, was the initial snapshot in this example.
Subsequent snapshots were captured in chronological order with
the most recent snapshot indicated as snapshot Sn.
Intermediate snapshot Si was captured before snapshot Sn and
after snapshot S1. Snapshot Si-1 was the snapshot captured

just prior to snapshot Si and is the next oldest file system



present invention in order to read a data block that is part of the
dat aset for snapshot Si-1 1102. The exenpl ary snapshot series illustrates
snapshot W80D-03/049%402, Si 1106 and Si+1 1112 as il l ustrat ed PCA/EPh&0EELNMP] ary
snapshot tineline 620. The operation and control flow 1000 of the snapshot
retrieval process when multiple snapshots are present is illustrated in
FIG 10. Control flow 1000 begins w-thistep 1002 and flows directly to
step 1004. The snapshot retrieval process 1000 begins by accessing, at
step 1004, the shadow i node associated with the desired data file that is
cont ai resthvghidii NErsmapsihasi8it 151102Sndpshdit SSi-eXaigl he tdeagps@sessi ng
encount { rst_.shadow i node 1104 . wth no valid inode data therein.
This i ncgilrpicd'ﬁfegsd thai® &t tHe SNOO3060%7 7 EPGSE 64 1O%H TYGRE t he
snapshenaRistias fidd hegrtcepl Weter hapdadeshad Thegnidmde, to-dhe dat a
file. The lack of .valid inode data w.thin the first shadow i node 1104
i nfers @ FThEFEEE s i "Srat"RHe hShaddr st it Shaps Hoteated qusk
exani netkedarddddee titataupdhs dagk ofcneald i d nagde - dat a wid @ibzﬁéﬁ%’xfl} rst
shadow in%ge 1104 also results in no disk address being included "within
that i MOGETRSS SEESESH L&%ﬁﬁﬁ%&& drite Rtisimades i latswitgn 1dos | f
t here mlztii%sa@gfs@foscsi@xtéﬁ hadaw - it X a4 e first
shadow, i_no gj1104 oes _not ing?ude akégﬁggmﬁfgﬁJé%%%ﬁis?ﬂg%ﬁgﬁﬁpother
data, Sd F6C 8ditn Lot iTMies e desdr masevy, smenshey: EOTRrding her e
IS a MBIe thice @Rl caRAR Ales cH® X IR Y %’H%O%d@“zsec%]‘?{teréﬂa %h%:{%e
e super

exi stence of a nore recent snapshot by exam nation of dck for

the fi PBY%ySfemtlphitie sokarmsl &1mehemenics G f fimeats soemsleriapshtist, and the
processich@rHpdakes n #heStkeRmpidld, iR ?r%?%@%yt R YPNE iéln w%%% The

exanpl e, the snapshot to examné is updated to~be snapsho
proces§bﬁgsééﬁ§hﬁﬁés?ﬁ§tW@ﬂé§€$094ﬁxb¢i@x&W@@Kﬁ@oakse@@@dorsh&d@Wd node

1108, whieeRib® ERRSNBEOWHNQES MU [ygA2RSNOL

When multiple snapshots are present, snapshots that captured
the state of the file system at previous times are read by
users or other applications. An exemplary snapshot series
1100 showing data contained within successive'snapshots for a
particular data block is illustrated in FIG. 11. The
exemplary snapshot series 1100 illustrates the inferred
references that are to be made in exemplary embodiments of the
present invention in order to read a data block that is part
of the dataset.for snapshot Si-1 1102. The exemplary snapshot
series illustrates snapshot Si-1 1102, Si 1106 and Si+1 1112
as illustrated in the exemplary snapshot timeline 620. The
operation and control flow 1000 of the snapshot retrieval
process when multiple snapshots are present is illustrated in
FIG. 10. Control flow 1000 begins with step 1002 and flows
directly to step 1004.

The snapshot retrieval process 1000 begins by accessing, at
step 1004, the shadow inode associated with the desired data
file that is contained within snapshot Si-1 1102. In this
example, the processing encounters a first shadow inode 1104

with no valid inode data therein. This indicates that at the



Si 1106 that corresponds to the sane file as the first shadow inode 1104
within snapshot Si-1 in the exenplary enbodi nents of the present

i nvent i onwolog/o6937s exanpl e, the snapshot Si 1106 cont ai n®Ca/EPeareds shadow
inode 1108 that contains valid inode data, but a "ditto" address is stored
within the disk address data 1110 of the second shadow i node 1108. The
valid inode data of the second shadaw i_node 1108 indicates that the

net adata of the file were nodified prior to capture of the snapshot Si+1
1112 and the second shadow i node 1108 contains the nmetadata that existed

at thectaecgt thepsaptupe10bes nRAPSRRh Shpth@ed(Walchipipelkydesdt he state
that existed at the tinme of snapshot Si-1 1102, the snapshot of interest).

Fi | e mbegBatadroFot kBesAapshéilsi-, dhe {REkePor Bapi-8cédiclg d&f8pshot s

capt ur@qtﬁHHS%ﬁ@e@&rge arREbT 1Modkf haali eR ekt e WO %&%@%@ézn

PCT/ EPO3/ 00164 33 data file and including snapshot Si-1 1102 in this

exanpl €haar Eheeadxtr BAFEhEeseBsngNsRalow ABdEC1PegexaRénglsKoaddresse data

field §119 of 'I‘Exge segopd shadew;mpde 4108 m%ﬁh“%ﬁ% 40 sualsugy in this

exanpl €, there |cat|n that subsequent snapshots are to be exam ned

for thenddealbpécalsaddﬁegétsfl@h@osdagkh@ﬂddaﬁé b?ﬁégpﬂ@§é§§ﬁﬁg conti nues

o OrhSLIL B 8 oBhER |08 pLBRELAGAY Aohilh ot BER S ndcl Uood
and procCessing con et'ermni ng, there are nore
recentasnapspoﬂQO6Lnlﬁhtheeﬁanple duhkreddseasnunethecehadgwapahdﬁ

snapshat L1l 1112 -and. that.. | t. b h cShapshot

to be gxaﬁ%ned ?ﬁgl éthnn%érﬁgcén%agﬁa it %@ &gégpgﬁgs o%lngigh cont ai ns

a thladvamadodaahdaddiéés t be angeowhbhldathatssnapsh@moc@asasgt t hat

corres s_to the requested file r_t at a | e bein renced. The

Chi o CRBGSR RaaaY SEREFRIAARS. BXanbre dDAtal 08 SPCER G ursRORTdr os

W t hi nrietendi skapdtlbess THat axthbbarThembabidedicsk daderesnestbeed i n the

di sk address dat% 1116 of the hlrd sgagog node_ 1114 . |nd|%aE%$ that the

exilstence o a more recen snaps examination

superblock for the file system. In this example, there is a
more recent snapshot, and the processing updates, at step
1010, the snapshot to examine. In this example, the snapshot

to examine is updated to be snapshot Si 1106.

The processing continues, at step 1004, by examining a second
shadow inode 1108, which is the shaddw inode within snapshot
Si 1106 that corresponds to the same file as the first shadow
inode 1104 within snapshot Si-1 in the exemplary embodiments
of the present invention. In this example, the snapshot Si
1106 contains a second shadow inode 1108 that contains valid
inode data, but a “ditto” address is stored within ‘the disk
address data 1110 of the second shadow inode 1108. The wvalid
inode data of the second shadow inode 1108 indicates that the
metadata of the file were modified prior to capture of the
snapshot Si+1 1112 and the second shadow inode 1108 contains
the metadata that existed at the time of the capture of
snapshot Si 1106 (which includes the state that existed at the
time of snapshot Si-1 1102, the snapshot of interest].

File metadata for the snapshot Si, and therefore preceding

snapshots captured subsequent to a prior modification of the



data bl ock had been updated after capture of snapshot Si+1 1112 and the
prior state of that data block is stored within the snapshot dataset 1112
in data bWwookodw1B. This valid disk address is determ ne@CIEPeXOEb4 at
step 1006, and the data block 1118 is retrieved, at step 1008, to support
retrieval  of the data of the snapshot that corresponds to the state of the
file during snapshot Si-1 in this exagple. In this exanple, the data within
the requested data file that existed during the capture of snapshot Si-1
1102 was retrieved by follow ng the shadow node chain through repetitively
exam nNidisa tﬁﬁl@%@ﬁﬁli@ﬂ:lmr%et@{aﬁgnw,si&mbﬁqwrﬂn Si1aRs hotanpunt i | the
captured data was encountered in _a snapshot dataset. This exanple had

addi ti GFRE 0D K18 ddsninaniand whaday viaadmpsiitt s iTherderk tasdlasiesit i fy

i 1] ust ratd 03 e 1exen@rdhe eRONRMA] ARRIDHEsRNt-d et op operate
with intervening WO 03/069477 - 34 PCIT/EP03/ 00164 snapshots that do not
cont ai fiddica, vadime gt héyldiextarrddor ddsaeby Hardiiaadiigws ehiddat t he actual’
data i j CESSi i t “in the
event t%ﬁ}al%é?fdhé;rwne%héﬂ%o?é?ecenttogr%s ot é%da%ﬁsg%cé;rééaﬁ?g%i tto"

addr esgddnss prafcdde isnavsedt ehtand (e 'wades schg woritsinuesd iy owed unti |
a non-dy i ddr.e IS f d. e._sh to.\ref.rj.ev cess 1000
conti ngieeg:tegfrq[J ?Llrﬁi?}g? %st Ssg:ee! erlr%cbtlg;‘d,th-ag{]: s?toeg&%gclifi,) t 15]@,{%&1245%5%%,[ a nore
recent insrawkitht aridampridve ssriaygs ton fimste sexanidescrniimniald, ror estregecent

snapsh contai "di.tto" _addres t he | ack of re recent . snapshot is
det er mﬂtr?g(i’ gléstt@lé%el%ff, %é)rﬁ? %heé:e?iiatt zic’nglpsehélll%rséct gtrng%b “oc l<e>?asmprlee[ ri eved, at
step 1@b&re remat herer irgicralt shidpshat t kmaachore FHi+le 1€yist erandSivhdtar | y,

oper at i.ons, that__ encou r.a,sparse.region in_a shadow node fil.e ichis
det er m'l(r%e S e 5% n‘gltO Oy étr%g)(ﬁ %g‘net g‘eﬁ(& tsﬁl@pﬁijggce(r)\c@e%gef LA data

bytes in the node record, while accessing a file in

The next more recent snapshot, snapshot Si+l1 1112, contains a
third shadow inode 1114, the inode within that snapshot
dataset that corresponds to the requested file, for the data
file being referenced. The third shadow inode 1114 in this
example contains a valid disk address within its disk address
data 1116. The valid disk address stored in the disk address
data 1116 of the third shadow inode 1114 indicates that the
data block had been updated after capture of snapshot Si+l
1112 and the prior state of that data block is stored within
the snapshot dataset 1112 in data block 1118. This valid disk
address is determined to exist, at step 1006, and the data
block 1118 is retrieved, at step 1008, to support retrieval of
the data of the snapshot that corresponds to the state of the

file during snapshot Si-1 in this example.

In this example, the data within the requested data file that
existed during the capture of snapshot Si-1 1102 was retrieved
by following the shadow inode chain through repetitively
examining, by accessing and determining, subsequent snapshots
until the captured data was encountered in a snapshot dataset.
This example had additional data stored within successive
snapshots in order to simplify illustration. The exemplary

embodiments of the present invention operate with intervening



an ol der snapshot retrieve the corresponding node fromthe ol dest, but
nore recent, snapshot that contains a valid node copy, or fromthe

ori gi nal WpDlog/06d47n0 snapshot contains an node copy. A snzpshrn3/edishi n a
series of nultiple snapshots are able to be deleted or used to restore the
data to a file system Restoration of data to a file systemin the

exenpl ary enbodi ments froma snapshat, data set that is not the nost
recently captured snapshot resolves the inplied references in that
snapshot through the use of processing described elsewhere in this

Spec'fgﬁgb%ﬁgts Eﬁagrageﬁgkngoﬂkaﬁgeda%ée”Bh%r!a%ﬁggdﬁﬁ%@bsaghr%@%e%resent

i nvention at deletes a snapshot datasét that is within a series of
snapshbhstf indticadet shatnebei ficthede dagaaisngpshet fionnghénsnapshot

SeCquegﬁgcesgg%em@ﬁaﬁgﬂggred g%hgrdaglegrﬁﬂﬁﬂﬁhoﬁ tephe dehet edael I there

are previous~or pare snapshot rocessi determnes if the
next otﬂeshexnamshetreoenanynp@shnt ﬂ@t@3h@6@4¢¢nPthEP@3P@@I$¢” 35

snapsho contajin i ied referenc es 4 9, data sk « the- snapshot
to be aéﬁE?éa ?k d8¥§0e§ss%8r5§peﬁ Ehe s%a%g %'tgobghg' etg .e., not
ref er efeelloivbdoughidli &t acaddiessesliisik aﬁd&essapshdbumddbe deleted) t he
processing to delete that snapshot will copy the data stored in that
snapshot to the next ol dest snapshot if the next ol dest snapshot contains

an i nphiegnbpkBbengett-oet/bat pgbapskotl000neenthinnedatiathias ibheés copi ed or
noved iinto the next ol dest_snapshot, e snapsho t hen able to be
deIete@etgﬁﬁbﬁﬁgvn@tNﬁFFPpF§1§ViFgﬁFe%gﬁﬁﬁsﬁ§t§°¥h8 Brags A6t B$0cessing
descri bgdpaheveterfaths shepenem! Ylustseapshoks. R&&d a0l yoseapehens are

snapshot data sets that capture the state o%@a ka ystem at the ne t he
snapsh8PaPERoEreaPBEZ1Buf do1h&P " sBEPFEFE a ﬁﬁlﬁcgpfgnqﬁ e

writingnbkg=Ah+0t hepgut-semtipdat i B8 kRepdabast hahd shet oked or
directory block is retrieved, at step 1014, from the original
file on the active file system. Similarly, operations that
encounter a sparse region in a shadow inode file, which is
determined in the exemplary embodiments by the presence of all
null data bytes in the inode record, while accessing a file in
an older snapshot retrieve the corresponding inode from the
oldest, but more recent, snapshot that contains a valid inode
copy, or from the original file if no snapshot contains an

inode copy.

A snapshot within a series of multiple snapshots are able to 3
be deleted orlused to restore the data'to a file system.
Restoration of data to a file system in the exemplary
embodiments from a snapshot data set that is not the most
recently captured snapshot resolves the implied references in
that snapshot through the use of processing described
elsewhere in this specification. The processing of the
exemplary embodiments of the present invention that deletes a
snapshot dataset that is within a series of snapshots first
determines if there is a snapshot in the snapshot seduence
that was captured prior to the snapshot to be deleted. If
there are previous or parent snapshots, the processing then

determines if the next oldest snapshot, or any parent



wi thin the snapshot. Sonme enbodi ments of the present invention support
witing to and updating data that was captured in previously established
snapshot swowWwsioéd4my data to a previously established snap®ootEPhES8016he
effect of using the file systemthat existed at the time when the snapshot
was established. Specialized processing is performed by the exenplary
enbodi nents of the present invention3%o rodi fy, or update, a snapshot when
there are nore than one snapshot present. In an exanple of a file system
that has a series of snapshots 600 identified as S1, ..., Si-1, Si, Si+l,
. », Sspapb@oeisn thetainapsipdtiedare ferdeicet by detreatiorgdagethdny., Sl is
t he oI est _sna hoé, nd .S |s t he ecent sna hot - . The __snapshot
updat e © Fo@@??ﬁﬁﬁta Op%ﬁfé@ S5y a %%ﬁﬁl ﬁﬁeﬁp' ?nﬁﬁ? resent
i nvent ienbies dbﬂbu&ﬁr qtee.i, nn@(ﬁntrfecﬂerénlc@& Hﬁo@fghFld&ttY:B adwe&%/e%%a??

PCT/EPO /00164 - troI w 72 ins wi.th ste 22 and fl ows
direct Sna?FEBt7§2 hgeﬁﬁ5 g@ %ﬂﬁg§ﬁéﬁg aéﬁﬁb t that

updat esnapensRdivfiies copyf iche \Walhi %t@&@u&t itMe: S @@a@mbt &o ¥mapshot that
is referred to herein as snapshot Si, ins by resolving, at step 724,

t he dafl&xéna/lé@SﬁetsaagtS&%th&tf it&et 6165% S SFRFEOh &OTE IS Efenced by

i mpl i edppefereneesrenthi Ro $RARSROLIhot .- € ondhensRapshel Ha@ kroipdat ed.
Resol ution of data bl ock addresses is perfornmed in the exenplary

enbodi REREES QECHPYPAg 1BECt hbes RgFEh L destt isegashgtocéde FOGPShothds

resol utihep gf,1data nggglg@@@esses with inplied references indicated by
ditto values includes' resolution of ditto values wthin the snapshot Si

and any subsequent snapshots, as is described above. Ditto val ues

encounggbggrhgﬁgnﬁgggqblélW§@qahg@y85%5§%%%%nt snapshots are resol ved by

reference’to t inplied data 1 n subsequent snapshots until the actual
data value is obtained fromeither subsequent snapshots or fromthe

The snapshot processing described above creates “read only”
snapghots. Read only snapshots are snapshot data sets that
capture the state of a file system at the time the snapshot is
created, but do not support a user or application directly
writing to or otherwise updating the data that is stored
within the sgsnapshot. Some embodiments of the present
invention support writing to and updating data that was
captured in previously established snapshots. Writing data to
a previously established snapshot has the effect of using the
file system that existed at the time when the snapshot was

established.

Specialized processing is performed by the exemplary
embodiments of the present invention to modify, or update, a
snapshot when there are more than one snapshot present. In an
example of a file system that has a series of snapshots 600
identified as 81, .., Si-1, Si, Si+l, .., Sn, wherein the
snapshots are ordered by decreasing age, e.g., Sl is the
oldest snapshot, and Sn is the most recent snapshot. The
snapshot update processing as performed by an exemplary
embodiment of the present invention is illustrated in control

flow 720 of FIG. 7B.



original file systemitself. After the inplied references wthin Si are
resol ved, the data bl ocks that contain the data to be nodified are copi ed,
at step 7A26,03i06e407 t he current snapshot Si. Once the dat aPoagPb@encs
retrieved for snapshot Si, the next ol dest snapshot, snapshot Si-1 in this
exanple, is exam ned, at step 726, to determine if the next ol der snapshot
Si-1 includes an inplied reference t3x t-he data wthin snapshot Si that
correspond to the data that is to be updated by the current operation. If
snapshot Si-1 includes an inplied reference to data contained within
snapsh@onSiroli .fAow 720 $R@isiOwiSh kregnt7ainsndl dlicive \Gdlree tdgr respondi ng
to or ddressing data that is to he dified hy the curr.ent eration,

t he inﬁl%ieé’de/?él“f'ereﬁ%’r? P YESSNEd Catt eEXﬁ@Haﬁy ea&oélr[ﬁeﬁ’itn t the
dat a i sipgesent JdmyddFshet, 3 fdue A tHike opr e&asting Rekieh®d above. Once
the inplied references or_ditto addresses are resolved, the processing
copi es SPEPSWOT03 69477 ISERIESSRfO0 s ein &7 SeEEShP3o Sivhdegans % be”

nodi i edsbyike, Curl @rlepopenat itdd Jda0 e e xeraldest t3RapPshotse yapshot
Si-1. For_ the purposes of processing an update of data contained  wthin
snapsh&edgitiechendekiiad déstredieapsived tndpeHdedsreferepgesqiilfdiént to a

read- oplx,3RaRskRAt of ot he dhid @rsysten JepLeptkedddy ®RaRINeLiosl o@as 1S
descri bed above. I'n the case of updating a snapshot Si, the snapshot Si-1
i s usedete bleght alelregges firomerHergiwapshotths exempérdata i n snapshot Si

| S_uPdahedoOheeRangRilcoltioRPesee ko cARLIKNG U3l oM R s Oniggonal file
system as is described above. The snapshot Si is, however,. able to

cont ai Ahediresglufabneofunkitie billvek odidgiessiest Wighs yapdiedriefediencss val ues
encount;ged i &, EeRdNG daka Whihi;es20800t: Fhoate Hetelvedibe,
followng the di Yt 6 chai n cont ai ned 1N subsequent Fy captured snapshots so
as towishinetbet heagshatmstiadada anlyasubsegyebé sopbsoftisomashé s

described above. Ditto values encountered in snapshot Si and
any subsequent snapshots are resolved by reference to the
implied data in subsequent snapshots until the actual data
value is obtained from either subsequent snapshots or from the
original file system itself. After the implied references
within Si are resolved, the data blocks that contain the data
to be modified are copied, at step 726, into the current

snapshot Si.

Once the data has been retrieved for snapshot Si, the next
oldest snapshdf, snapshot Si-1 in this example, is examined,
at step 726, to determine if the next older snapshot Si-1
includes an implied reference to the data within snapshot Si
that correspond to the data that is to be updated by the
current operation. If snapshot Si-1 includes an implied
reference to data contained within snapshot Si, i.e., if
snapshot Si-1 contains a ditto value corresponding to oxr
addressing data that is to be modified by the current
operation, the implied reference is resolved, at step 728, by
determining that the data is present in snapshot Si, 'due to
the processing performed above. Once the implied references

or ditto addresses are resolved, the processing copies, at



nore recent snapshot or fromthe original file systeminto snapshot Si-1
Once the data to be nodified is copied into the snapshot dataset

associ at edowsbv4gnapshot Si and an appropriate capture ofPfCriePosiatied i s
included in snapshot Si-1, the data within snapshot Si is nodified, at
step 732, as determ ned by the user or other processing within the

exenpl ary enbodi nent. Taki ng snapshots of a snapshots Sone enbodi nents of
the present invention performprocessing that captures snapshots of

exi sting snapshots. This is especially desirable if prior snapshots are

wr i t ableegngs ar echabfgrhotbepavgdbli edeal ber thei 8greaptuppdradioaxenpl ary
use for witable' snapshots is the testing of new software. Testing of new
sof t wvatBtPstBetBexhi AedeBy &ReRERPhg FRBPSRGFtwaré-nultiple tinmes while
using the sanme data. Performng nultiple executions of software by using

t he sanme i nput data WO 03/069477 PCT/ EP03/00164 - 38 is perfornmed by

t aki ngFar nele sHapRASES 0P Lt RECBEFHIAEl 2B8nEPSAbE CHatlateFBRE24EEF i ng t he

mul ti pl e £XSCUL L OBS Py | &hﬁgngg%—,t BeaeBt hagghéegpghagsﬁaeasime

processing to create a shapshot of a snapshot consists of steps that are
si mi | atsteqtheateriat tonaoreadspapyghanapsnah obr Fgenbllei F¥ESE§Bt em These

Stens pLSiodlabLang, Alhalahar UPIe 26thuLLyibast gl esconh shal e, 2)

creat i no r'le, " an recor e exi stence of the new
snapshotse (ohchpdangnghe Ensmshoh 8f.t hkensnaphbdbweinddesf BEey A the

superblock. 1n,t r j O f hgt n ot , ot he
inforna%%%%ug ore%tgngﬁéé gﬁ%e?%?%%ﬁgglg% g%og?giﬁgﬁgnimaﬁggﬁgggﬁ F?eld
t hat iidi cadl@sedhet hehatbed, saapshpbses tosnapshoingfdeha &rpyi bk file

SISt SILPLal5af 20PRDSL g1 o8, 0ORS0L LA MR ETocusl g spemsboticl 2
t hat shapshovevsrpaskile tn thetsase“dithognapshes unlike the
original file system. The “ditto” values encountered while
reading data within snapshot Si are resolved by following the
ditto chain contained in subsequently captured snapshots so as
to retrieve the data/metadata that is to be copied from the
more recent snapshot or from the original file system into

snapshot Si-1.

Once the data to be modified is copied into the snapshot
dataset associated with snapshot Si and an appropriate capture
of the data is included in snapshot Si-1, the data within
snapshot Si is modified, at step 732, as determined by the

user or other processing within the exemplary embodiment.
Taking snapshots of a snapshots

Some embodiments of the present invention perform processing
that captures snapshots of existing snapshots. This is
especially desirable if prior snapshots are writable and are
able to be modified after being captured. An exemplary use
for writable snapshots is the testing of new software.

Testing of new software is often aided by executing the
software multiple times while using the same data. Performing

multiple executions of software by using the same input data



of a file system the ancestor field indicates the file system of which

t he snapshot was taken. Enbodi nents that support snapshots of snapshots
defi ne t WO 0306997 ous” snapshot, indicated by the notati oRCpaPent(1&), to

be the ol dest snapshot that is nore recent than the snapshot S and that
has the same ancestor as S. In the case that there is no nore recent
snapshot with the sane ancestor, theng parent(S) is the ancestor of S. This
rel ati onship organi zes all snapshots into a tree with the original file
systemat the root of the tree. For exanple, consider taking a first

snapsheg, peekeifed b9 @skiRaPshabwSknapbnble o&Cikhee oftihenaly shemPshaenet i me
after this first snapshot, a_subsequent snapshot, snapshot S2, is_then

t aken éﬁtﬁh€e§€FPv§tPFFéngsﬁ?@eﬁﬁltﬁpéegﬁﬁé§uﬁ§o§ssP&pyﬁéﬁl§§rF@st@ﬁ S1 and

S2. A oyg?ggagngﬁg ahotrsaapghot S3, is then taken of snapshot S2 The
snapshot free in this exanple has two branches that split from the
snapshot dataset captured by snapshot S2. with snapshot WO 03/ 069477

PO EPRACORIBAcszi A8, 57 chBBRLNY eRg BRARCheand sARRRRG! oSRshard B¢ L he

ot her ranch hese two branches are orne anges made to the
dat ases§ebna eheheareremmhl@rftpheyeaceeaﬁnpabbé)adennpshoafbécanthe data in

ot her ?g;?%ﬁgghﬂi‘@c?gétgh{s' ”@h%?% B%ﬁgt arEU”tCL? Sg?n_nBa%‘ﬂt Gkl =

par ent act I'e system "and pareén a consequence
of theupdetbranthestiyntot i guéranphe, saatepdal ecreasrapshetr SRadeyuir es

that ! beodal8:10el gqmogi LLed N 502830t BR-D8.CopLed LnLA RO Shapsho!

aren nane Shapshots and ene zed
proces$nnglaﬂgnglthﬂ1ﬂscaSedn|nfthbeemewpbhaﬂowemhodenémﬂs ofint hilzepr esent

i nvention fBiocEad'E% %ﬂd u da% gIP?napsggésgatﬁé t§r8n895§u ment of the

generaﬁlged procéssing rs© tered while
readlngoaevsnapshet1Sfarmatesnlsedrbﬁ teadhrgstberbabrispardi ng i node or

data bl gk {r.om snapshot ldentithgd By parent(s). LL the, tne
snapshot is a snapshot of the original file system or is a
snapshot of a snapshot. In the case of a snapshot of a
snapshot, the ancestor field indicates the earlier snapshot
upon which that snapshot is based. In the case of a snapshot
of a file gsystem, the ancestor field indicates the file system

of which the snapshot was taken.

Embodiments that support snapshots of snapshots define the
“previous” snapshot, indicated by the notation parent(S), to
be the oldest‘snapshot that is more recent than the snapshot S
and that has the same ancestor as S. In the case that there
is no more recent snapshot with the same ancestor, then
parent(S) is the ancestor of S. This relationship organizes
all snapshots into a tree with the original file system at the
root of the tree. For example, consider taking a first
snapshot, referred to as snapshot Sl1, of the active file
system. Sometime after this first snapshot, a subsequent
snapshot, snapshot S2, is then taken of the active file
system. This gives us a snapshot series of S1 and S2. A
third snapshot, snapshot S3, is then taken of snapshot S2 The
snapshot tree in this example has two branches that split from

the snapshot dataset captured by snapshot S2. with snapshot



snapshot identified by parent(s) also contains a "ditto" value, the data
is resolved by reading fromthe snapshot identified by parent(parent(S)).
Thi s procwedBneg47s repeated wuntil the ditto value is reseCrarodyoies
encountering the actual data or inode value. Exenplary enbodi nents of the
present invention that support capturing snapshots of snapshots and
witing to snapshots also copy the_cigrent data and netadata content from
snapshot S to all children snapshots of S, i.e., to all snapshots S where
parent (S') S, prior to updating a file in snapshot S. A "child" of a

snapshay %dﬁnﬂqé%@ﬁaﬂﬂ?%@%éﬁoﬂ S5 Ak dengl ndigr e are no nore

recent snapshots of S. In order to prepare the data in snapshot Si for
updat i RF2RHe R rdresmt Be d?)lb'fé'lcmﬁﬁ farsl forned upghknaed rmésii%lp"schot Si is
copi ed dyompnarentd Si) do R AEWR 0HO

PCT/ EPO3/ 00164 - 40 Exenpl a]? od?(r}gg%%fég?l rh%/%sresent |\:E§/en |on utilize

snaps h(ﬁfsf@t%‘» ridien tE R allhmtl'sﬁtlarﬁimpa‘hdte hyyt@ms A HinstEmlpartdeite system

is as eV| ce | ﬁx%é?é@éﬂ whi ch cpsapylf&?@c# anagh}pe[ aé&equeonf gl dlsfy ecrent dat a

st or age at mai ntai ns"d co t I'sstored on-a primary
file' as%m@meirtd(ﬁ?s) wsetl i n oy Lcrmisemzruamctm Ctﬂ‘lé:l;tB‘ItIVHJ‘ 3brfaricé1@/s¢rem in

or der h _av #R: of t St em ri mary

file s;tgit (Sjrleg’ l?%la\%# % ttCy n% léfe c eCrclhzﬁl

ot her @eoimlgemodﬂﬁadqbtlrstsmdizghon‘ |512e ka/sic@nne& iatdce HarassiamestHdie tj‘dJnct i ons

of the e’ fllesst mand IIowth stem to, conti nue operation. Hot
SPAITR R, dib TR Car P ArRBE 15 7 ore t hat

st andb Te- sys Seifs Fir'e pa(rtl cul rely upon a
continually available file system Conventi onal syst ens utilize disk

mrrorln taQ. i nt_hot standyfll st ens radi ti onal

i npl errenga els rsﬂgtergélpsrl?crﬁﬁsrjﬁ}q iﬂ% &°S% 151 s%’c?or‘?d‘ Bhat is

cont i neobeky mapdat ed wHd present 1nventlon for reading and updating
snapshot datasets. One element of the generalized processing
is that “ditto” values that are encountered while reading a
snapshot S are resolved by reading the corresponding inode or
data block from snapshot identified by parent(S). If the
snapshot identified by parent(S) also contains a “ditto”
value, the data is resolved by reading from the snapshot
identified by parent(parent(S)). This processing is repeated

~until the ditto value is resolved by a encountering the actual

data or inode value.

Exemplary embddiments of the present invention that support
capturing snapshots of énapshots and writing to snapshots also
copy the current data and metadata content from snapshot S to
all children snapshots of S, i.e., to all snapshots S’ where
parent(S’) = S, prior to updating a file in snapshot S. A
“child” of a snapshot S is a snapshot whose ancestor is S and
wherein there are no more recent snapshots of S. In order to
brepare the data in snapshot Si for updating, the
data/metadata to be modified in the update in snapshot Si is

copied from parent (Si) to Si.

Hot Standby File Systems



data that is witten to the primary di sk. Conventional approaches require
a continuous, high-speed connection between the prinmary, or source, file
syst em amaotobwestandby, or target, file system In the epemmPas/go164

enbodi nents, on the other hand, a file system snapshot is a |ogical copy of
the file systemcontent as of a single point intime. As a record of a
previous state of the file system_aggnapshot is useful, for exanple, to
allowa wuser to retrieve an old copy of an accidentally deleted file
(undel ete). Another conmmon use of snapshots is to back up a file systemto

tape Whist&mnal 4 Hp BBb6QNhERUEUo f el Woid Ser@E CESSent Poh e {11 8 System duri ng
t he backup process. Creating a _ snapshot in sone of the exenplary

enbodi MEFRSRES HotmebatRie 2k ngtandry stehe sopyemdf aklhéfl e system
dat a atggdeghd meiod ssoapshpt greation. | Yol Lle data is
def erresd untlllrl t he Sn%xt time th_%é%ata elsf]frrio%??*%g&% ‘gl?%(glfésiséref erred to
as "coplEwnllr itaintaimed emkesdshtgredol ot esedfiad et vio® 0B1E69477

PCT/ EPQ3{ 00164, < - & it S [ |t to. create a
snapshot las ﬁeﬁlagogﬁe@a;%%%p%%ﬁgt%%uﬁ% 0 eéepp%ﬂﬁéﬁsﬁ%é Exenpl ary
enbodi résrtserofandhel priesetht 10 neemiinrt e whdpstioe sor tacy efit e angs b@mnt ai n
a hot standby. fi viat.es, . .t he requirenent for a high speed
conti nﬁ%ﬁs coengnetj'cctstai%ssl‘é)%%nv\1/Jie:{ekﬂ‘E %)\Eaei%rl?lzlllné %’L‘Eldt %eerhti:lrrreorslfﬁ%mSystem The
m rror WhHere a qysimemof £ 1le seysndodemntss imatsilathle, tduactoas a mrror

for nult] i 4 ystens_ as . .well_a rimary file systemfor
ot her éléaltrgi“%éxg%’s r@gﬁ% I%L)ic{aél%ﬁs‘reaon% o(?sdéenr &Qfeoﬁoa]%rﬁ)’s yﬁeeryﬁl%ﬁ c%tﬁré%?:’ﬁr e for a

! . \ O 9 ! (
pri mar yfidred sstedraibyi o idlel s yist em<ihi0) @doc dhudidgtgl dms adf extespdaimya renbodi ment
of the present .dnventiondjis illustrated in FIG 15A This exenplary system
ar chi t écetir esylhsa{:sema apr%clli rra‘FaﬂILr]‘lyo i T S F Ut ‘?L?EF?‘%'em}K’ylSOZ, a
st andbys Heirldibys \fSitlem sytermie tr apdit iesystiamid a0 iand s heidoika 106 to
prOVId%ely upon a continually available file system. Conventional
systems utilize disk mirroring to implement hot standby file
systems. In traditional implementations of disk mirroring,
the mirror is a second disk that is continuously updated with
data that is written to the primary disk. Conventional
approaches require a continuous, high-speed connection between
the primary, or source, file system and the standby, or

target, file system.

In the exemplary embodiments, on the other hand, a file system
snapshot is a\logical copy of the file system content as of a
single point in time. As a record of a previous state of the
file system, a snapshot is useful, for example, to allow a
user to retrieve an old copy of an accidentally deleted file
(undelete) . Another common use of snapshots is to back up a
file system to tape while allowing continued read/write access
to the file éystem during the backup process. Creating a
snapshot in some of the exemplary embodiments does not require
making a physical copy of all file system data at the time of
snapshot creation. Instead, copying of file data is deferred
until the next time the data is modified (a process referred

to as "copy-on-write"). This makes snapshots more efficient,



comuni cations between these file systens. Alternative enbodi nents

mai ntain the primary and backup file systens wthin a single processor,

t her eby oweoicanssag’ t he requirement for a network 106. Fi | @CTyEppymise 1502 in
this exanple has two snapshot datasets, a first snapshot dataset 1506 and
a second snapshot dataset 1508. These two snapshot datasets captured the
state of the file system A 1502 at _dipfferent tines. File system A 1502
oper at es by conmuni cati ng snapshot datasets, such as first snapshot

dat aset 1506 and second snapshot 1508, to file systemB 1504. File system

B 1504pebautdr Dy stahess €npi esmaf 1theagB3pPsROLrdatasat snhRahodr gsr ecei ved
fromfile system A 1502. File system B 1504 stores a_first snapshot

dat asevetbpysS 1516 dhdkaskaesngeghnapsfiotodkeaBed €BPYSESE2 to  support
standby data storage operations. | These enbodi nents of the present
invention create a hot standby file systemby first generating a snapshot
of theExerpyhndl cpbodiventfi pé shst preapdtt tansnEiPRnygsehenanshpEsdata WO

03/069447, 5%%599§é98%§ﬁtaiﬂ2a.g8E EQé?&ﬂgtf§ﬂ§p§g8Eeﬁ9tﬁa§98§9?aEEEe
systemin order to create an identical copy of the original file system
(i.e., the regubreheht Eyst anhighhepecdnbouthenosst hennpetriiodi bakwgenbri ng

t he st b LLEr fi 11 0:- by e i.ng.new snapshot s
of theéggi%?%éfﬂ%#l%ﬁgygﬁgﬁﬁéﬁ%gghg?%%n?%?%gmfhghghgﬁggékbg agen t hese new,
nor e regendhyof capéseedmbodimaetat éd shapshbls andatheast at®irhar was

Cranor ST AP T5 IO RS R EPOrTl T oS gLTEnt® The "8I TgRalt PFLRSeYsEamrgener at oo
a set sfscdanfes vhhéradetthesersonmuni cated and applied to the standby
file systemin order to bring the standby file systemup to the state of
the new snapshots captured on the original file system The original file
syst em sibpskodiantdamhhefseh ofechahgegstdat aackigeaeuateflorby these file
systenp £ontain §ags LG ensufg SOMPLEt eOE8S L0 aing to an exemplary

embodiment of the present invention is illustrated in FIG 15A.

This exemplary system architecture has a primary file system,

denoted ag file system A 1502, a standby file system, denoted

as file system B 1504 and a network 106 to provide

communications between these file systems. Alternative ,

embodiments maintain the primary and backup file systems

Within a single processor, thereby obviating the requirement

for a network 106. File system A 1502 in this example has two

snapshot datasets, a first snapshot dataset 1506 and a second

snapshot dataset 1508. These two snapshot datasets captured

the state of the file system A 1502 at different times. File

system A 1502 operates by communicating snapshot datasets,

such as first snapshot dataset 1506 and second snapshot 1508,

to file system B 1504. File system B 1504, in turn, stores

copies of the snapshot datasets that are received from file

system A 1502. File system B 1504 stores a first snapshot

dataset copy 1510 and a second snapshot dataset copy 1512 to

support standby data storage operations. ;

These embodiments of the present invention create a hot
standby file system by first generating a snapshot of the

original (source) file system and transferring the entire data



the mrror file systemby identifying the order of creation or the order
in which these set of changes where applied. In this description, the term
"restore"wpndiocatres a file system has been brought to th@CstERO&w@b4 anot her
file system by processing a dataset that represents an entire snapshot
from that other file system The term"apply" indicates that a file
system has been updated to a nore recgnt-state of another file system by
processing a set of changes that was generated between two snapshots on
the other file system Maintenance of the standby file systemis

faci | i tsatreddr thhe  exeyglar tEeredidiiy i mBidial NinGsapshoet tags that
uniquely identify both the different snapshots that recorded the state of
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used to coordi nate proper data synchronization between the m rror file
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file system snapshot and the set of changes that are generated
by these file systems contain tags to ensure completeness in
the mirror file system by identifying the order of creation or
the order in which these set of changes where applied. In
this description, the term “restore” indicateé a file system
has been brought to the state of another file system by
processing a dataset that represents an entire snapshot from
that other file system. The term “apply” indicates that a
file system has been updated to a more recent state of another
file system by processing a set of changes that was generated

between two snapshots on the other file system.

Maintenance of the standby file system is facilitated in the
exemplary embodiments by maintaining snapshot tags that
uniquely identify both the different snapshots that recorded
the state of each of the file systems at different times and
that identify the set of changes that are generated between
two snapshots. The snapshot tags are used to coordinate
proper data synchronization between the mirror file System and
the active file system when switching the mirror file system
from a read only file system to the active read/write file

system by ensuring that the latest snapshot is applied after a



identifier for that snapshot. This allows the different file systens in
the hot standby system described herein to capture snapshots at different
ti mes andwonBgp6ea3e a -subset of those snapshots to synchiemieres/ohies dat a
bet ween those file systens. The file systens of the exenplary enbodi nents
generate a set of changes between snapshots that are captured for that
file system These sets of changes ijiclude a pair of tags to identify the
snapshots between which the changes were deternm ned. As an exanple, a
snapshot tag pair (A:S2, A'S3) is included within a set of changes that

vere genenatedsasabies ¢RaNGLS iball 9GaW 94 el weem fNaphahigqand
snapshot S3 that were captured on file syStem A This set of changes is

only aBkeoro fhdesgressst bieopmgsplthed acs iy ef fid es paisdmm Hpathds peesl
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file system B recCeives this snapshot and snapshot S2 fromfile system A
has noenbpeshotesboredaptufrielde ofy shenmBw orighanded ilavevisterbead applied to

file s t u [ i S [ t-e .9f, _snapshot
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(A: S2, AySB8Emi, swhiahpisepnioat eheArnfirtrersy sbemadinsedndshe setigofhalchHadges t hat
is received and es notS@%y a SQEpSQEIOQai%iWQ %3/%%%&77 PCT/ EPO3/ 00164 -
44 th3Y°S5F8 8 hngwénaps o?”tag ar cOrresponHE t0 'the nost recently
restored or applied snapshot to that file system Exenplary systens
identiéé t he Iait apg%&e%ﬁor rest r%%. snagshgt.and re uest fromthe other
file syStefthe-§&t OERERGES Phat EoPrESFBhdS M tHE cidfges made si nce
t he | ashapapplki edger tbestened fynapshotsnapbosnapshahet &9 cakgstteared i n the
shapsh systens,  The snagfhoE tags stored in

t he fi%%oggdgg%ﬁgthggeg%gpé EF;Q%ﬁggleﬁ&%ﬁ@ockTpgrSFﬁ?S e *8¢st em and
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base f%&%s%ygﬁgggggq RR% igagiggte&%%pgg,tggentifies the file system
and the second element, “S1” in this example, is the snapshot
identifier for that snapshot. This allows the different file
systems in the hot standby system described herein to capture
snapshots at different times and only use a~subset of those
snapshots to synchronize the data betwéenbthose file systems.
The file systems of the exemplary embodiments generate a set
of changes between snapshots that are captured for that file
system. These sets of changes include a pair of tags to
identify the snapshots between which the changes were
determined. As an example, a snapshot tag pair (A:S2, A:S83)
is included within a set of changes that were geﬁerated as the
changes that occurred between snapshot S2 and snapshot S3 that
were captured on file system A. This set of changes is only
able to be successfully applied to a file system that has been
restored to the state of snapshot S2 from file system A. For
example, if file system B receives this snapshot and snapshot
S2 from file system A has not been restored to file system B
or changes have not been applied to file system B that
resulted in file system B having the state of snapshét (A:52),
application of the set of changes with the snapshot tag pair
(A:52,A:83) is inappropriate. A file system discards a set of

changes that is received and does not have a snapshot pair



| at est snapshot that has been applied to the base file system is also
stored in the superblock of the file system The snapshot tag in the file
system i swomnpexet to the snapshot tag of a newy recei vedT@rapetiet or set
of changes before that new snapshot or set of changes is applied to the
file system Only a snapshot or a set of changes with a base snapshot tag
that corresponds to the base snapshoty 4 hat has nost recently been used on
the file systemis applied to the file system Once a snapshot froma
source file systemis applied to a mrror file system another snapshot is

capt ur egh-0f Slche-tl ilh o IdRpBIRIERIN AN PUS rrle dddnBN & MeiH Gigsori gi nal
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that were nade WO 03/069477 PCT/ EP03/00164 - 45 to that file system since
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l.ied. After previ stem ifsilu dated with
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beconel%@%stn%%%gg %%rt gkeh%¥§&gg%.applied to the base file system

is also stored in the superblock of the file system. The

snapshot tag in the file system is compared to the snapshot

tag of a newly received snapshot or gset of changes before that

new snapshot or set of changes is applied to the file system.

Only a snapshot or a set of changes with a base snapshot tag

that corresponds to the base snapshot that has most recently

been used on the file system is applied to the file system.

Once a snapshot from a source file system is applied to a

mirror file system, another snapshot is captured of the mirror

file system thét puts it in sync with the original file

system. The file systems of the exemplary embodiments store

the snapshot tags for the last restored or applied data in the

superblock of the file system. The snapshot tags identify the

source file gystem and the snapshot identifier of the last

snapshot on the remote system that was copied to this file

system. An example use of this data is in the event that a

series of snapshot updates are lost or corrupted when received

by a file system. In the event that a file system does not

properly receive one or more sets of changes, the last

properly applied set of changes is determined and the remote

file system is queried for the set of changes that were made



Cutting Over To The Hot Standby File SystemIn the event that a client
(e.g., an application server) cannot access to the original (source) file
syst em bewawsmeaf7 network problemor other failure wthi RCrhPozousLe
system itself, exenplary enbodi nents of the present invention switch
access to the mrror, or hot standby, file systemto allow clients to
restart their jobs quickly and withoys waiting for recovery of the network
or the source file system Such a swtch is perfornmed in these enbodi nents
through the following steps that are typically perforned by a system

adm ni sErahop: fI{g@ SysLem admi-ni $hakab exeeuLas Lt BeFelkglrmgeResake
conman using the test snapshot (1.e., the snapshot created just after
t he préasbusetnecfedehtakhst basebirnpestrcuebtarefl phearPiliebrageM rror
command) on the target file system The FilelmageRestore conmmand applies
t he snapshot to the specified inage, the mrror file systemimage in this
case. ZAlfieerFthel pagelbusonicowmaddler egstdmaicoppdetethwishi gildaltfil e

syste nd_the assaqci at snapshot -data t u t f- the
origiggﬁefFP%pggg?%n?gt%Eﬁeofﬂﬁ%n8% ?ﬁgecg g%%é gggeg%t?%%&%{ﬁ%g process
ensur esntbatheéhecattveveillkl eyvsyetmemmeivs shepeant® #he spstemeddoifnitder at or

t hen exgorts ihe active V£)03/0 9477w§CT§EP03/8g164" %9 darget file

syst entEHTERELY| FEREYES FhdCs§YPERTadW At Fator "ot Heh™Shi £¢hes the client's
server sgppényur ahiea &comhtbepodnicgi nak hickéveyahdmmtierblre reflasdbyef il e
system Three_se nts of a processing flow for the standby file system
updaterﬁVﬁﬁﬁggingggfsﬁﬁpﬁ?BﬁﬁlQﬁy%gﬁbgHFﬁﬁﬂFagfaF évep%éggnfyfﬁ5ﬁhtion i's
il ustaatedpbniElCeo BB, ot3giand i3De s¥bechir shistghest bekoinke tixenpl ary
standby file systemupdate processing is illustrated in control flow 1520
of FIG%eY5%?rr@5nFFBF PY8WH520 begins with step 1522 and flows directly to

step 1524. The process begins by initializing, at step 1524, file systemA

and file systemB in preparation faqr ogeration.
Cutting Over To The Hot Standby Flle System

In the event that a client (e.g., an application server)
cannot access to the original (source) file system because of
network problem or other failure within the source system
itself, exemplary embodiments of the present invention switch
access to the mirror, or hot standby, file system to allow
clients to restart their jobs quickly and without waiting for
recovery of the network or the source file system. Such a
switch is performed in these embodiments through the following

steps that are typically performed by a system administrator:

The system administrator executes the FileImageRestore command
using the latest snapshot (i.e., the snapshot created just
after the previous incremental or baseline execution of the
FileImageMirror command) on the target file system. The
FileImageRestore command applies the snapshot to the specified
image, the mirror file system image in this case. The
FileImageMirror command created a copy of the original file
system and the associated snapshot data to capture the state
of the original file system at the time of the command
execution. This process ensures that the active file system

is "clean.” The system administrator then exports the active



The processing used to initialize a file systemis dependent upon the
conput er operating systemand other factors affecting the operation of the
file systwmosfedsme particul ar enbodinment. File systens aPe€TiEPOY/EbE zed
under the Unix operating system for exanple, by using the "nount” command
and ot her conmmands according to the configuration of ‘the file system File
systeminitialization of some enbodinggts al so requires preparation of the
data storage hardware. After the file systens begin operation, file system
A captures, at step 1526, snapshot 0 and comuni cates this snapshot

dat asettdggdt | £i18ySFored. t&poner etebptsof +he spapshorafidatasgtorfile
system B restores, at steg_ 1528, the snapshot dataset so as to act as a
¥
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into it&m@éplﬂ:fet@é@@ﬂt't&ytﬁéeségﬁaﬁwfilé%{{@é&wdi ng to the snapshot

identifier for snapshot O from file systemA 1s the |ast data set restored
or applied to file systemB. After this restoration, file systemB

cont ai N, 8L OfY, t e [ e when
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dat a Ole'lteh%éovc\Desfsiiln% SuYsSetd?r?o iinnfth:Leasfize a file system is dependent

upon the computer operating system and other factors affecting

the operation of the file system of the particular embodiment.

File systems are initialized under the Unix operating system,

for example, by using the “mount” command and other commands

according to the configuration of the file system. File

system initialization of some embodiments also requires

preparation of the data storage hardware. After the file

systems begin operation, file system A captures, at step 1526,

snapshot 0 and communicates this snapshot dataset to file

system B. Upoh receipt of the snapshot 0 dataset, file system

B restores, at step 1528, the snapshot dataset so as to act as

a standby file system. File system B then stores the snapshot

tag (A:S0) into its superblock to identify the snapshot

corresponding to the snapshot identifier for snapshot 0 from

file system A is the last data set restored or applied to file

system B.

After this restoration, file system B contains a copy of the
data that was present on file system A when snapshot 0 was
captured. After this restoration, file system B captures, at
step 1530, snapshot 0. Recapturing snapshot 0 on file system B

has the effect of establishing a clean snapshot dataset on



exenpl ary enbodi nents. As these file systens continue to operate, file
system A captures, at step 1532, snapshot 1. After capturing snapshot 1,
t he proceweingewf7 t he exenpl ary enbodi nents then determ neCT/ERp3/atiep 1534,
the changes that were made to the data in the file system between snapshot
0 and snapshot. 1. The processing of file system A then generates a data
set that contains these changes and £omruni cates that dataset to file
system B. This set of changes contains the snapshot tag pair (A SO A Sl)
to identify that it contains the changes on file system A that were nade

bet weertitlke sBapian & eind rapstedy G larEvisnAaRs heirel. efﬂipﬁire:ﬁecaeiqﬁss)ftd he set
of changes betvve n sgﬁffg 0 and snapshot, 1, file st m B verifies that
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t he date%ctﬂl@itlffbals uResN diestoined Ha H a@drr fiilearsyad an B stEshot
superblock for file systemB |dent| ies that the state of file system B

was | adt et dhed sesasitiedn Patte Mlgpssitansy (FARISOLE Aj%r file system
B veri thesithalb st téecﬂleﬁatrl%%t QR 1t0rlsartm Rd i Miahamd haAadt

pr ecedi ng the received set of change file system B applies those

changeddeatifigyrsissed i Ghee tawm Jdr? fyIsE esies e &t i eshyEupats ng t he
data ceplAineld iald 'f%ﬁyéteerga%esea?éawﬁ%' depdeA é&qt%f@{a resi dent

on file systemA at the tine snapshot 1 was captured Fi system B t hen

st or es idleatsdadpshdhe &g A IBtamtand tthaNoregysd4 Afentyd 1RGT/IEP03/ 00164
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identifier for snapshot 1 fromftile systemA s | ast zLata set restored
or appISWeJ@h@f@nfuZIeet@,@std@rhaBOﬂzlﬂl'@ taios tfdmheB syisdiemsaptrurtdssseat step 1536, a

copy o] teps repeat during the normal operation of the
file systgﬁ%q Tﬁébggeggr%gl sSZgrrent of the exenplary standby file system

updat e
As these file systems continue to operate, file system A
captures, at step 1532, snapshot 1. After capturing snapshot
1, the processing of the exemplary embodiments then determine,
at step 1534, the changes that were made to the data in the
file system between snapshot 0 and snapshot.1l. The processing
of file system A then generates a data set that contains these
changes and communicates that dataset to file system B. This
set of changes contains the snapshot tag pair (A:S0, A:S1l) to
identify that it contains the changes on file system A that
were made between the capture of snapshot 0 and snapshot 1.
Upon receipt of the set of changes between snapshot 0 and
snapshot 1, file system B verifies that the snapshot tags
contained in the set of changes properly correspond to the
data that has been restored or applied to file system B. The
superblock for file system B identifies that the state of file
system B wags last restored or applied to the snapshot tag
(A:S0). After file system B verifies that the last restored
or applied data matches the data preceding the received set of
changes, file system B applies those changes, at step 1536, to
the data on file system B thereby updating the data contained
in file system B so as to be identical to the data resident on
file system A at the time snapshot 1 was captured. File

system B then stores the snapshot tag (A:81) into its



processing is illustrated in control flow 1540 of FIGs.'15C. Control flow
1540 begins with step 1542 and flows directly to step 1544. In this
segnment oWOoapmewrion, file systemA fails, at step 1544, péu@&pPoyoarechani cal
or other difficulties with the file system The takeover sequence begi ns,
at step 1546, upon a determnation that file system A has failed. File
system B then restores, at step 154848the | ast snapshot that was

received. As a result of this restoration, file systemB is now cl ean,
which nmeans that file systemB is in a consistent state. This allows for a
condi t i HiPswekeck ite tdeneiin flx | ethpsit ecearseipeidthangestnas bei ng

t ransf i ed .1l e system restoring file systemB to its

| ast kﬁ%%%sﬁ%%&%rgt%f Afl%ae%é?%‘ ﬁs%?%rf%ﬁ%ﬁg%%%ﬁ 5 e5T ored t he

nost reesit datapstmt rediatradsor eqgd Mes fronfid espyisdem A File system B
stem This results in

t akes t 1550, as the primr ile s

file sysg‘ty/sg{nﬁr%a‘éac Fﬁrg ca‘?%%esp’ri r%}ceﬁn’g‘r Y tHatsiaprshpfed by

cl i ent STheAse fdtlapss st tB dpeire) ehanidhe Prdg@fatidi 1§ syt em1dile system
B capt ngessqemat step 1552, snapshot 2 in order to capture the state of file
system™B. At hi s exanple, file system B then continues to operate and
captures, at step 1554, snapshot 3. File system A in this exanple then
beconesavai l a(%ﬁie and file system A restores,'at step 1556, the

| in,
last snaps s ﬁaﬁ%g{eg%toéﬁn%e SFHEPEHGE YL Standhs fidarmisten hmdates

conmunipeaices stitd iilse i9ysitmaB.e Afitelconteeh10raldyon oy tdg? /Efol'd . Syytem on
file s t%mA, ile_system A WO 03/069477 - 49 PCT/EP03/00164 1's in a
known SCAECAndltierdidd Pmding widd skersildd21558 fdmis abitmecddyt He st andby

file syseemisalter ih keisy st S Ridehaldized SEAT the stiandby
file s%/il% em file syster% B then gener gpes, ajft St gfgqu , a%se %ag’fl%g’hanges
bet weeft tt §&Padt 4énafsifot-Ct ReChras crdcoirvedheromifficulties with the

file system. The takeover sequence begins, at step 1546, upon
a determination that file system A has failed. File system B
then restores, at step 1548, the last snapshot that was
received. As a result of this restoration, file system B is
now clean, which means that file system B is in a consistent
state. This allows for a condition where file system A failled
while a set of changes was being transferred and applied to
file system B by restoring file system B to its last known

congistent state.

After file system B has been restored the most recent snapshoﬁ
that was received from file system A, file system B takes
over, at step 1550, as the primary file system. This results
in file system B acting as the primary storage device that is
used by clients. As file system B operates as the primary
file system, file system B captures, at step 1552, snapshot 2
in order to capture the state of file system B. 1In this
example, file system B then continues to operate and captures,
at step 1554, snapshot 3. File system A in this example then
becomes available again, and file system A restores, ‘at step
1556, the last snapshot of file system A, snapshot 1 in this
example, that was communicated to file system B. After

restoration of the file system on file system A, file system A



file system A, snapshot 1 in this exanple, and comuni cates that set of
changes to file system A This set of changes contains the snapshot tag
pair (A S¥poBo&88Y7 File system A receives, at step 1562, PChiEPogenes at ed
set of changes from file system B and applies those changes to the data
stored on file systemA in order to establish a copy of the data of file
system B. After applying these changegg ftile system A then captures a
snapshot, snapshot 3 in this exanple, of the data on that file system |If
a previous snapshot of file system A in this exanple does not exist on
file systeimas khewn astaeatané thekupsdahasesl 0fefl|| grsysegm B58s ggger at ed

at file system.B co nicated to file system A and restored on file
syst em & TA &5 stam %‘ﬁr&%%tfhf%rsqfit%w able to reestablish file system A
as the primary file systemand file system B as the standby. An exanple

reversio ro sing flow djagram 1590 that perforns this reversion in an

exenpl aﬁ%}%ﬂpﬁﬁfﬂﬁﬁsﬁmﬁé%r&%ﬁa]ﬁ%@t? Pecemeasthat ebRdd¥I G 15D,

This priicesséPgen s £ONS | Speeom at ShEP JohSrafLOMm ihe sLandbyfil e gystem
File system B captures,

updat e éo%s%r:(g 1540 and proceeds to step 1570. .
at stepﬁp SAPRISR JRAOTe R t 1R affi il eSRMesRe at et wamereceieed Promary file
syst ez ild el B o) en syt off B DeB AR Al 833 & Shu oL er ences

t hi s snapshot, snapshot and the last snapshot that was communicated to
file systdmEt ofhidhapars died skt wrsdmiyes This evet vell, clangeep 1574, by
file sysammanhanpld@hdo e dala gased dnsyle syslemaon Alter this
set of changes is applied, file system A captures snapshot” 4 in order to
pr eser V&R Man Shagstiotl 32 hitihis |eeniTr 03D 6947 o PCIHERDSY 0bd6d - 50

syst emsA] The, JIRMEMHS 1 A5 RIASESS: tHaN ' t,. st 157 o _cause file
system A teor}:g{gai n becone té\gé- ;erssl mary %)ie[%{ea{%’{/es et—‘rrolS te% Icga s‘%/s %Orﬁ reverts,
at stepli58GYSterbdi i@ ihslent dmins falhla sisyestamantdt fille datst enfi Ailverts,

at stepL384 ﬁf)|%¥ﬂgi1éﬂilying these changes, file system A then

captures a snapshot, snapshot 3 in this example, of the data
on that file system. If a previous snapshot of file system A
in this example does not exist on file system a, then an
entire backup dataset of file system B is generated at file
system B, communicated to file system A and restored on file

system A.

A system administrator is now able to reestablish file system
A as the primary file system and file system B as the standby.
An‘example reversion processing flow diagram 1590 that
performs this reversion in an exemplary embodiment of the
present invention is illustrated in FIG. 15D. This processing
is continued, at step 1568, from the standby file system
update processing 1540 and proceeds to step 1570. File system
B captures, at step 1570, snapshot 4 to capture the state of
the current primary file system, file system B. File system B
then generates a set of differences this snapshot, snapshot 4,
and the last snapshot that was communicated to file system A.
This generated set of changes is received, at step 1574, by
file system A and applied to the data stored in file system A.
After this set of changes is applied, file system A captures

snapshot 4 in order to preserve a clean snapshot within file



primary file system The processing then term nates, at step 1584. It is
obvi ous that the snapshot data sets captured to inplenent the hot standby
file systwmodoewri bed above are also able to be used for PefrhEPO3/MUGPOSES.
In addition to the snapshots captured for the hot standby file system the
processi ng of the exenplary enbodinent is also able to capture additional
snapshots at various tines and not wusggthose snapshots in the naintenance
of the hot standby file system O her snapshots are able to be used, for
exanple, to nake tape backups of the file system Dynam ¢ Snapshot Links

The openaiian 0f the exerptaion gRabdenise R as a2 e of s7gnapshot s
of the original_ file systemthat each reflects a  state of the file system
at the YRS thidke SRFEhG MaLodpthpedre ke sigirane chiniQues e used by

di ffer ent] o efpadifrentewi-ddie a@%@eﬁ? 1TENH DL G Prgadi Zeand, ident i fy
t hese nul tei pl'e sna _shots.r Sonme enbodi nents i dentilfg/i)t he files within the

snapshéty e s gyl iesiSip ke A ARVt mdmdtathak>8%r cadeipiedh the
files i e Q8 ig)diady T 'ﬁéwi‘d@mng %ég{&fxﬁ%éé&n%& GO ext to

allow the til'e systemto -distingul theorigin e froma version
stored i5¥4a snapshots. The different enbodi nents present this additional
context to the user in a nunber of ways, such as |ocating the snapshot
within the original file system but under a unique directory

cor r esgdndisngpvo ause hadpsiist Srdmetidt elatan® <03 0B@4Tred 5o PCT/ EP03/ 00164

O her | ent t .ext e yser . cGessi t_he
snaps hgg%ggét aset :Ch\%r gﬁ%g—‘ndﬁt%apgirbéﬁ? J1‘61:% esty%yéetr}ne n(%é o rJrvji%cg a%d);%% % eentaqrrsoou nt
poi nt efolichdé s dee Usdde ystaded mwenradds., Trhedditeiagydtermhw t hin t hese

feln? gd: %%#Zsh%itsst ic%%l‘f:ilﬁﬁhe%s :Etoq:’e tl'fei Iheoti nst%ns@ﬂ)%})sﬂ%e ds%}sa}:seezﬁt, ftrhoem the original
processing of the exemplary embodiment is also able to capture
additional snapshots at various times and not use those
snapshots in the maintenance of the hot standby file system.
Other snapshots are able to be used, for example, to make tape

backups of the file system.
Dynamic Snapshot Links

The operation of the exemplary embodiments creates a number of
snapshots of the original file system that each reflects a
state of the file system at the time that snapshot was
captured. Different techniques are used by different
embodiments of the present invention to orgénize and identify
these multiple snapshots. Some embodiments identify the files
within the snapshot dataset by using the same file names that
are assigned to the files within the original file system but
add some additional context to allow the file system to
distinguish the original file from a version stored in a
snapshots. The different embodiments present this additional
context to the user in a number of ways, such as locating the
snapshot within the original file system, but under a unique

directory corresponding to the snapshot identifier.



active file system by encoding additional context in some nmanner, such as
in the high-order bits in the node nunber or encoding the context in a
uni que fiwe oisyetdem nunber. This encoded information that PCI/EPSE16D
uniquely identify the snapshot is referred to herein as the snapshot
identifier. Exenplary enbodi nents of the present invention utilize dynamc
snapshot links to provide access to-tBha snapshots and to aid in
identifying the desired snapshot dataset and associ ated snapshot
identifier. These enbodinments utilize one or both of two types of dynam c
snapshoPthenkembadinaapshoreksanesthei nkntexwhiohthe assrnpyeatitakstaga

previ ou n eksi . fiLd nd a napshot link directory,"”

whi ch i £72 %ﬁqégg{i%}rfya%%g?g%oﬁ%%i AsOL FARTSREr FASoT SYSERE PFI B&2wPehi h t he

one or dibferemtithabhe soapshofsthSosemef fiheseyenbadi neatsragmbi,ne these
two varjpants.such t a.spapshot link directory_alsp contains a snapshot
| at est #ﬁ%kf%%gr%%%gsw Wﬁgﬁ% fgﬁ?ﬁ% ﬁ%@?dlmﬁﬁﬁﬁtd%%?%?%ﬂl%he?hEh?arget.

Al ternafive embadineptsodfdbbasptesesh thyestig@malifize idysrai ¢ snapshot

| i nks to éffergnﬁe snapshots that _are apt ured_and mai nt ai ned by vari ous
t echni qesT T nettdi 7g° %%2B¥h%?cg@+%%t% QECLABRL aF RLEPFE et RNEORROM t hose

describﬁﬂnn@fﬁ&%@ﬁheaﬂﬁiﬁiﬂhéhhﬁgﬁ#@@&éfcﬁitgninFQEee%ﬁ@@é@muﬁﬂ%PSQPtS
that utiliz .snggihot mpde files that .contain a conplete set of nodes that
each pofRTOT T Aats® BT TekS i thid thedeRtFvEe $yseenmumhesr Eubsequent

snapshoiscoded| Ligi signsysdenBhdbals wWiddi 28 hefQfense; gowpt £ spfhbat maintain
a count_of the nunber_ of snapshot nodes that refer to a particul ar data

bl ock tH PRI &% eI Ror Frodes Pefein (35 atlrat snavshkt pidertibietel eti on WO
03/ 069477 PCT/ EP03/00164 - 52 of that data bl ock, are able to use dynam c
snapshat links to effjciently reference nultiple snapshot data sets that
use t AR Y SRRENSHapshbt thatrrgsenpkinvention utilize dynamic

snapshot links to provide access to the snapshots and to aid
in identifying the desired snapshot dataset and associated
snapshot identifier. These embodiments utilize one or both of
two types of dynamic snapshot links, a “snapshot latest link,”
which is a single link to a previous snapshot version of a
file, and a “snapshot link directory,” which is a directory
that contains link entries for the files within the one or
more available snapshots. Some of these embodiments combine
these two variants such that a snapshot link directory also
containsg a snapshot latest link to readily identify the most

recent version of the target.

Alternative embodiments of the present invention utilize
dynamic snapshot links to reference snapshots that are
captured and maintained by various techniques, including
snapshot structures that are different from those described
elsewhere within this specification. For example, snapshots
that utilize snapshot inode files that contain a complete set
of inodes that each point to data blocks within the active
file system or subsequent snapshots, including systems that
utilize reference counters that maintain a count of the number
of snapshot inodes that refer to a particular data block to

ensure that no inodes refer to a data block prior to deletion



The snapshot latest link utilized by exenplary enbodi nents of the present
invention is, like a conventional file system link, an entry in a file
syst em diwewmBwoey7t hat maps the link name to a specific fiPlCe&/HPos/owdb4 ect ory)
inthe file system In contrast to a conventional |ink, which statically
maps the nane to a specific file's node nunber and therefore a specific
snapshot identifier, a snapshot |ategtz ldink maps the Ilink's nane to the
node nunber of a specific file but does not bind the snapshot identifier
to the link until the system operates to access the file that is

associ affedhaict Aatbabloshapsiiret aldkesbo hisek dyvArmipe alaehdthatireceasses t he
file t@&t IS tHe target of a snagpshot |atest |ink activates that i nk,

t her eb LGB E g TPEESFRE 0N & Frebsteimgase SRt Y&y

enbodi meALS sethtikeckiumk to the target file, such.as the node file, within
a particul ar snapshot dataset. This causes the snapshot latest link to
dynam cally point to the nobst recent snapshot version of the target file
each tipBokRer @dhkectoryniks read. A snapshot latest link in the exanple
enbodi nents is created in a manner that is simlar to creating a
conventional directory link, i.e., by specifying both the target file (or

di t [ . j ' t li nk.
Links. T Rabsbaretr el d Al s Ao by, Yo MRl e S oy
exi st. thhepfrekensy sherp tdbnt hese lidrbadicoeres timnailaifi l@ cgwiterof | i nks

t hat exi.st for'each. fi.le nd directaory,._an on.creation. of .new | ink,
Lho | koD SREMY Ha®pa Raae prREeRl bir Bl HRP RS REEA cBle R
| i nk, nthe kbnk epeantifiis dedeerent édrethery)nkncalet fideusetttem WOIn

03/ 069477 PgT/E_OBéOOlg%e-tS% ensur FQ L. target fhle %rSdE ectory is
not el BEEATHL P 2aPPrVFRKG RSt RAE T FEE6P §PLatah hATEDEd del et ed.
Enbodi nents tbhat spechitfacn falenapshoticl abeder] bnld eheweEotrkata the file that
s refg%ggg%gcbgngggh%%aE%E%EiE§%%§talgggp% %%tiatest link maps the

link’s name to the inode number of a specific file but does

not bind the snapshot identifier to the link until the system

operates to accesgs the file that is associated with that

snapshot latest link. An operation that accesses the file

that is the target of a snapshot latest link activates that

link, thereby triggering resolution by the processing of the

exemplary embodiments of the link to the target file, such as

the inode file, within a particular snapshot dataset. This

causes the snapshot latest link to dynamically point to the

most recent sﬁapshot version of the target file each time the

directory is read.

A snapshot latest link in the example embodiments is created
in a manner that is similar to creating a conventional
directory link, i.e., by specifying both the target file (or
directory) for the link and the name that is to be assigned to
the link. Links in this context are created for files or
directories that already exist. The file systems of these
embodiments maintain a count of links that exist for each file
and directory, and upon creation of a new link, the link count
for the target file is incremented. Upon deletion of a 1link,

the link count is decremented. The link count is used to



to the nost recent snapshot version of the original file system If there
are no snapshots avail abl e when the snapshot |atest link is created, these
enbodi mrerwe odeésr7 creati on of the link until the snapshotPCuiRPe®0W@sy | S
read. An exenpl ary snapshot latest link data structure diagram 1200 is
illustrated in FIG 12A. The exenplary snapshot latest |ink data structure
1200 shows three consecutive snapshots3 —snapshot i-1 1202, snapshot i 1212
and snapshot i+l 1222. These three snapshots were captured at different
times and each of these three were the | atest snapshot at sonme point in
tine, iersursnapshel tadgd?02i vasot hei festorecedtnshapshote@tuntine i- 1,
snapshot_ i 1212 was the npst recent at tine i, and spa shqﬁ i+1 1222 was
the mostlh edHis 40 tilak | Hile Qr SBHIAY sttt etedink for a

speci f ignddd et L thd e 240 Hoigiisot 01 d Nes OBk esenirsnapshot . The
snapshot | atest |link shows that the snapshot latest |ink, dynamc |ink

1240, péiantled e dhate shapfrrencad 120 Xihenaritosnkpsedt 1 bt pelthe
lat est gnapshafodl AddBhd -dnaddiise i s fj&@rtﬁ@sorﬁ@péf%ie 1212

beconmi ng the | atest snapshot at tine i, and the snapshot |atest |ink 1240
was t hefysisaat ed f Fhriatate neripediots 1gvgn 1okl & ngprrhothe 1$napsipobecane
the | at : t i i+ | : S

assi gne:%ﬁ’{teoSterltLglps ths ?é+r1é.é§%i't h%%egeé;genp e, a tiﬁ%%%t%%%ﬁgh%@fi | e
associ dthed Mirthh witel s ridps henapshas tdifekcapaois goeadi ned ditto di sk
addresses for the inode associated wth that file, so all shadow i nodes
within these three snapshots inferred a reference to the inode of the

cur r entArf idempyistromsneesleot hetdegta ¥iork tdmita f$iruasramidsran okl WO

03/ 009457 AIUFRYU it 1 H0e shablioldatesl Al e dala, (&l ¢l eval
processing contro I"ow 1250 Tor" an exenpl ary odiment "o e present
i nvent ilamk idatd |atstuctuede i 1R F GhadB. t1Gomw radndd¢ow k25 Grimmmgnstsv th step
1252 and flous direct]y, to,sten 2541 TNe Snansigiel @t esty 1222,
These three snapshots were captured at different times and
each of these three were the latest snapshot at some point in
time, i.e., snapshot i-1 1202 was the most recent snapshot at
time i~1, snapshot i 1212 was the most recent at time i, and
snapshot i+l 1222 was the most recent at time i+l. An
exemplary snapshot latest link for a specific file, dynamic
link 1240, points to the most recent snapshot. The snapshot
latest link shows that the snapshot latest link, dynamic link
1240, pointed to the snapshot i-1 1202 when that snapshot
became the laﬁest snapshot at time i-1. This example then has
snapshot 1 1212 becoming the latest snapshot at time i, and
the snapshot latest link 1240 was then updated to point to
snapshot i 1212. As snapshot i+l 1222 became the latest
snapshot at time i+1, the snapshot latest link 1240 was
assigned to snapshot i+l. 1In this example, all snapshots for
the file associated with the snapshot latest link 1240
contained ditto disk addresses for the inode associated with
that file, so all shadow inodes within these three snapshots
inferred a reference to the inode of the current filé gystem

where the data for that file was and is stored.



link data retrieval processing control flow 1250 illustrates the
processing perfornmed to retrieve data fromthe |atest snapshot of a
request edwDioB®e94The processing starts by activating the PoaEPoooibat est
link 1240, at step 1252, that points to the nost recent avail abl e snapshot
that contains the file associated wth the snapshot |atest |ink 1240. The
file systemnext retrieves, at stepsW256, the snapshot identifier for the
nost recent snapshot and then retrieves, at step 1258, the nobst recent
snapshot dataset. The processing then advances to determ ne, at step 1260,
whet herhehenapeteti Natket [Ariek Gisday deetiiletraad p&nmmmdaiometolcont ai ns

valid i ode t | f thererleveds d0W|n is determined to.contain
val i d 3 ]12%3 |°5c€§‘S| Vn FIO T e P ele ey 1 @?%Jﬁnthe

di sk adgr Qiiu\éﬂt&:&ltlédt he m@shths i NnedateeNnt &S a25mohediikio wiale, i.e., a
valid value. If the inode is deternmned to contain a valid disk address,

the pr&E&8BsiAG2 E8Rt itQWs CF1ecdd ¥ KO FAER BRoék rérersdRdsd Yy laresdi sk
addr ess ; e@niyai-aed Wit Riva 1t o%@%ra,«ifa@,t don@ge1 lef ke orset ritavee rsiFadow i node

is determ ned, at step 126 not contain valid inode data or it is
det er nﬁhedpref:e%éag P%zfom%it tohgedrigyn idiGde faols thet 1@&@@51 navalid
di sk addresse bhe sl nede L dheiaw redh f e uskien i3 2668 at step

1266, to determ ne the di sk address where the fileis store The

pr oces§pﬁgvﬁﬁeﬁgr &h@s snapssodp Lezest tlﬁélkdétzéo f ESmStE® d@PRentthiat e.
Snapshgf, ; Li-ak ¢ rtﬁ%tlﬁl )étAr%%%‘P&h%tv iRk 1dl Leehoh t' Sth%ts %@ft%‘i&tsortvh\g hat

contains links to file and/or directories store hi n snapshot
03/ 069417 =PEFLEPISLE01 4 th She gaemsbos. laThets ﬁa@%é@‘llol nk Tdpier éfeicl@ry is

abl e { g 8XLA! ngldkheerMilhln the adoknal Tike sysbemdr sen.d diider ent
file system esee 6di ménf’s Stofe one ‘entry”inTthe snaps
di rect 6py tbe weaclh m@:p@hotsn\a@tS@lo@naeﬁ thenoregiriaivelsi | @t( @rtep 1258

the most recent snapshot dataset. The processing then
advances to determine, at step 1260, whether the inode in the
previously retrieved snapshot dataset contains valid inode
data. If the retrieved shadow inode is determined to contain
valid data, the processing continues to determine, at step
1262, if the disk address within the snapshot inode contains a
non-ditto value, i.e., a valid value. If the inode is
determined to contain a valid disk address, the processing
continues to read the data block referenced by the disk

address contained within the snapshot inode.

If the retrieved shadow inode is determined, at step 1260, to
not contain valid inode data or it is determined, at step
1262, that the shadow inode does not contain a valid disk
address, the inode of the current file system is accessed, at
step 1266, to determine the disk address where the file is
stored. The processing then reads, at step 1268, the data

from the current file.
Snapshot Link Directory

A snapshot link directory is a subdirectory that containg

links to file and/or directories stored within snapshot



directory). Each entry of the snapshot link directory maps the unique
snapshot nane to the version of the data file that 1is saved in that
snapshot .wal3ned7snapshots are created or ol d snapshots &ce/mped/atied, the
entries in the snapshot link directory are changed so that the snapshot
link directory maintains a conplete |ist of avail abl e snapshot versions of
the original files. The snapshot |inksdirectory of these enbodinents is
created by specifying the target file (or directory) for the Iink and the
nane to be assigned to the snapshot link directory. The link count for the
t ar get datzseotst heThenknapbhoh isnkh@iféteosyofedabbeotor ekeseneedhby the
snapshat. dat as

t, iS. _lncre ted to reflect the, pew |ink_that addresses
the fil&t %ﬁcgh?h%ré%%5§%0£§f?n%yﬁF?%c?5r9ni% %?Eg?ﬁﬁ?ttﬁéyﬁa?XHFem'
di r ect oriyes@i atiadASmant €N £yré obné hensupdit eehor yndpahot SILAR new snapshot
i nk diéector%. TFe entry within the parent _directory. to_ the snapshot |ink
di rect S TSR FRT sty HeRRPSRAb OB hEhtR of thR Predtntli Attt (B8R store

the |inkitectdey) snapskiotchipl & I €6 OsNaBSh: I BONK 38 HhEest _rﬁ{a?'ﬁ'try-
n e

These enbodi pents do not, however, store static_entries witt
snapshoti® i W EL? SRR THOE e Bt thatrHeFsior Qhapkhotatankilai Eeetory

entri esi argy-generat egh €ashab sWE: t hek e 4 &, A ASCESSs 4£9UESL 8 0o1he
di rector such as when the snapshot link directory is read. These
enbodi SRttt e enteyedw the rerel anapshote | smioeheectdry for each

avai | ald B-snapsPol re V@ISO 0d o the OT gl Nal o fdd & The e@%fé@’éo ,thin the
snapshot link directory each map the snapshot nane to the'ino of the
snapshéte gt 1s | el et spiapahvt lakientsdarshot fvehetens ap no

snapshatis. ayaidabl e, fiNes snapshot link directory generates no entries for
t he snapshots.” In the exenplary WO 03/069477 - 56 . PCT/ EP0O3/ 00164

enbodi nents, reading a snapshot link directory that does not
The snapshot link directory of these embodiments is created by

specifying the target file (or directory) for the link and the
name to be assigned to the snapshot link directory. The link
count for the target file of the link, which is the file
stored in or referenced by the snapshot dataset, is
incremented to reflect the new link that addresses the file.
Once the snapshot link directory is created, the parent
directory maintains an entry for the subdirectory that is the
new snapshot link directory. The entry within the parent
directory to the snapshot link directory is static and theée
embodiments of the present invention store the link to the
snapshot link directory as a regular directory entry. These
embodiments do not, however, store static entries within the
snapshot link directory itself, but rather the snapshot link
directory entries are generated each time there is an access
request into the directory, such as when the snapshot link
directory is read. These embodiments generate one entry
within the snapshot link directory for each available snapshot
version of the original file. The entries within the snapshot
link directory each map the snapshot name to the inode of the
snapshot data file inode and the snapshot identifier. If there
are no snapshots available, the snapshot link directory

generates no entries for the snapshots. In the exemplary



have snapshots present generates the standard directory entries for itself
(".") and for its parent (".."). An inode nunber in a conventional file
syst em urwQuelogo471 dentifies a file at a given tinme. In thecopPoroileh of the
file system however, it is common for files to be deleted and new files
to be created. In the course of such operations, the inode for the deleted
file is sonmetines reallocated to a -néw file thereby reusing the inode
nunber. To distinguish these two unrelated files, the file system
typically maintains a "generation nunber"” péer inode that is increnented
each ti¢mbodheenpoderesdingsaedsngbabett hénkedirattonynuhher dbesnhos

const a e Lfe he file he file stemof .the exenplary
enbodiggﬁf% %%%Q$?$t% %g%aéﬁﬁn%e?ﬁgaﬁ?Etg%? Sg%ﬁé?gﬁlélgﬁﬁﬁgﬁgts that store
a versigntofes hBoorigsadt {Mle) afdliefenbodsmeatenef (the~present invention

that utilize snapshot Ilink directories only generate entries in the

snapshot link directory for files that have the sane inode nunber and'the
same generatods mutiber . iMhencobeespapshot £11aksgiteat @ryghslyCcreated, the
ol dest .availabl e snsgf ot that contajps a version of a particular file is

a
det er m™M ed{ The® 2 Lor? EpHrdi WSt o thathe | PreTat1eRred Whehin a

cache ffillesubsegueNthopseeLsSingis Thbmmeached False ablousgtierbisingf
shapshot s t .€§$Hgg erated without a subsequent query to determ ne ich

snapshdt®’ rSTERMERE - t hE t Hrgetous . oOTheudly nepeea’shapshot  Li nks
utili zethdyirsoae iboehdedd Set@dd t €] e PLESEMet NENtEOM B Sl efdi i ent way

to provide the user a neans, for |locating all snapshot versions of a file

or to ABtdted HEFRY reREHNG nlehes orodR raidper Thel @ s@l of Ly wbsih c
snapshathdddksvdPrav &ie oan agvent age, over1d he, Uss, Oiyﬁiﬁ sptiona dile
nks, whi ¢

system | i nks because conventional file systemli are static,
becone SobSARTE ERP iRHRPe T &Rer 1o dr v inHapish otc zgeeniedt @aklantint d

snapshets delgied s WROUPOEM% s B generation number remains
constant over the life of the file, the file system of the
exemplary embodiments use it to determine the list of
available snapshots that store a version of the original file.
The embodiments of the present invention that utilize snapshot
link directories only generate entries in the snapshot link
directory for files that have the same inode number and the
same generation number. When the snapshot link directory is
created, the oldest available snapshot that contains a version
of a particular file is determined and the value corresponding
to that file ié storedywithin a cache for subsequent
processing. This cached value allows the list of snapshots to
be generated without a subsequent query to determine which

snapshots contain a version of the target file.

The Dynamic Snapshot Links utilized by some embodiments of the
present invention are an efficient way to provide the user a
means for locating all snapshot versions of a file or to
locate the most recent snapshot version. The use of dynamic
snapshot links provide an advantage over the use of
conventional file system links because conventional file
system links, which are static, become obsolete and invalid as

the new snapshots are created and old snapshots deleted.



Move-On-Wite Data Capture Processi ng PCT/ EP03/ 00164 Sone enbodi nents of
the present invention utilize the copy-on-wite technique to nore

ef fici entwg oalobacat e and rmai ntain snapshot datasets. ThePCompodonios it e
technique only copies the file systemdata that is nodified into the
snapshot file since unnodified data is not required to be copied. The use
of copy-on-write updating techni quessresults snapshot datasets that
"contain" data bl ocks stored both within a snapshot dataset as well as
data bl ocks that are still part of the active file system The data bl ocks
wi t hi nubhe-snapshet pDdatasepsurer eroopsedngr noved there as a result of the
data in those bl ocks being nodified. The exenpl ary enbodi nents of the
present invention have snapshot datasets that reference data that is also

Wi t hi ngbhe Qﬁbgﬁﬂﬁénﬁb|6fiEhbhgr@ébﬁtnahvéhteondatalha% rhe been modified
since the creation of the snapshot. The é on- MW|§e gce55|ng control
fl ow 180BYoPRANT &k8nbPSF)IERLE8I RERE 8 theSpré¥eat PRGER PO

i llustpaigdain Eﬁ&%shé%Adagaab&el firaw 1389- BQQWBitéltécﬁhegué36&1§nd f1 ows
directly to ste 04. The processing of a on-wite _opera

op
ut|I|z@GPb§Sthh§ éxéﬁpsaﬁyeenﬁeaenehetbéguWeda§le§|Paéat ChE, S&Fp§%8§ 1304,
the new; étéhﬂbgcﬁnﬁBQEbehldQ%apégt no®f rthgisaapPshobedabasel.. Thee

processing then copies, at step 306, the data fromthe data bl ock of the
ori gi nagef pEechnyoor-vitbier yPBatias, tPRENEEPESOr egil&SWERRPRPORe menory

buf fer gl s Lhenc£0pi 6dpadtisbenlidbpibaka Lhebandahaylkeck phat was

previ ous ocat ed e processing then nodifies the data, at step 1310,
mnth|nsnapshenndytbaEteaSawelﬂhQSnéétﬁ|b&oeaSathae APt B4 LaPastept1312,
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i nventron assi ta buffer to the original data file and nove
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present invention have snapshot datasets that reference data
that is also within the original file if the original file

data has not been modified since the creation of the snapshot.

The copy-on-write processing control flow 1300 of an exemplary
embodiment of the present invention is illustrated in FIG.
13A. Control flow 1300 begins with step 1302 and flows
directly to step 1304. The processing of a copy-on-write
operation utilized by this exemplary embodiment begins by
allocating, aﬁ step 1304, the new data block that will be part
of the snapshot dataset. The processing then copies, at step
1306, the data from the data block of the original file into a
memory buffer. The copy of data within the memory buffer is
then copied, at stepl308, into the new data block that was
previously allocated. The processing then modifies the data,
at step 1310, within the memory buffer and the modified data
is written, at step 1312, to the original data file.
Alternative embodiments of the present invention assign the
new data buffer to the original data file and move the
original data block, which is not changed, into the snapshot

data set. This assignment of the original data block is



- 58 perforned by updating the block's pointer in the node or an indirect
bl ock for the original file. A second nethod utilized by other enbodi nents
of the prweanwedsdsinvention is utilized if the entire data pcComprod/eniso be
nodi fied. This second nethod consists of noving the old block directly
into the snapshot without reading its contents into the nmenory of the
conputer and without witing the data5Bo-a new |l ocation. After noving the
old data block, a new, wuninitialized block is assigned to the original
file that is being nodified. This nmethod is referred to as a

"nove- dReRkproedoperupdeninadthe blibskaat balihyefashethehanode oppynon-wite

and al spuit L1291 §aoE CORRUI SEAERONI gE5, | N cOntrast (o t e

copy-on-wite opera move- GH- Wit &= 8perat|on merely allocates a new
block for the file and updates the block's pointer in the node

or.-indir ock, of . t original le. The_old block is noved to the
nost r g%\:en%mg%argesiﬁ%?dr%%f ]a(l:?(ﬁg Preotiet oelﬁg‘d‘?e@gngf’ o?gdtlElﬁeP’éeS%W

earl i erlzsvmprrsimnsi@futhbliedielﬂayhbeeheifeu@@bamgﬁdcksiﬁceo baeyprevi ously
referred o-.fh inal blo till do. A_nove-on-wite avojds

r eadi g THet £ ten DS ETha™ r?‘%ﬁﬁ% CHRBEREANAL | BORIRGLERANP IRl PyOFkst er

oper at | @i édialy amrc@ptyh@nsmpeeot ThEcHBYE- BBadMhd €1 FBt e bsrysedebf the
processm determn that the entire data storage block is to be

nmodi f i e’ﬂ“ THEC g Bthevﬁ?m%uﬁ%?h%%dr‘%l?%@%“ke‘ﬁr%‘hen%‘F]%GF {9 Bodata bl ock

in  theawighawtidhl e AstapdibiBty i thorstes 4O PIEEEENE 4 Nheey Ori ginal data
for the sna,pshag]:ﬂﬁc)%ﬁ set. The nove on_wite processin cont rol flow 1320 of
an' exenpt Cloflf RS PIERDLES ivemtoBtoinal | fike rthald im FI G

13B. Clerro_;} rid Ve 1320 DY Ak SISPrdBLe-andcd | ous, directly to step

1324. The processing starts by noving, at WO 03/069477 - 59
‘move-on-write” operation and is substantially faster than a

copy-on-write and also utilizes fewer computer resources.

In contrast to the copy-on-write operation, a move-on-write
operation merely allocates a new block for the f£ile and
updates the block's pointer in the inode or:indirect block of
the original file. The old block is moved to the most recent
snapshot replacing the ditto address stored there. Any
earlier snapshots of the file may be left unchanged, since
they previously referred to the original block and stiil do.
A move-on-write avoids reading the contents of the original
block and is a subétantially faster operation than a

copy-on-write.

The move-on-write method is used if the processing determines
that the entire data storage block is to be modified. This
move-on-write method is invoked the first time a data block in
the original file is modified in order to preserve the

original data for the snapshot dataset.

The move on write processing control flow 1320 of an’'exemplary
embodiment of the present invention is illustrated in FIG.
13B. Control flow 1320 begins with step 1322 and flows
directly to step 1324. The processing starts by moving, at



PCT/ EPO3/ 00164 step 1324, the original data block, which is the data bl ock
originally contained within the source file being nodified, into the
snapshot wetiaseus7 This nove is acconplished in this enboscwEP3/MMicupdating
the value of the disk address pointer wthin the node stored in the
snapshot dataset. After this disk block is noved into the snapshot dataset,
the processing continues by allocati B§ a new data bl ock for the source
file at step 1325. The processing then continues by allocating, at step
1325, space on the file systemfor the new data bl ock and then allocating,
at stepsq@@%ﬁneﬁﬂmyomimlf@atarﬂelne}w wlai ah bl eckhé ndat shbTbckhe

updat e r ored The buffe
exenpl g?%ﬂ%é%l%nﬁt%%ggglﬁ‘% ar | ze% TO%e offggnJB%ﬁ%ng%é Jr:ﬂa?iﬁed to
i ndi cati&lthathe rorepgiot hdadasat i n Ties neowe yibl ackomsl Vehéd. :LlTh@hfe@Uf ce

file d at ste ta th buf fer. The source
file dgétngo s?oﬁrlélﬁpvﬁ cg&fnh y %ﬁlﬁ ?F &ée ‘ﬁje%]'gn%é‘glf‘?%% PRIngeEp 1328,
whil e Ivad:;hlsd e hinbdehestdsmﬁ)rayn bthé esnaddieo trogh £ 4 €8 dat &r i sy t f1ghs copi ed,

at ste% |nto the n wl al | ocated data bl ock. Sone enbodi nents of the
present i nvenjtl on That®y Mtt l'l‘%esn%%%% SR of LR PFRIRS DG i t

oper at |cmntdimuuxt k@msllolgbcat&tlﬁg rﬁ)r@vef&a@ et odiecivy: gutee 1 dod e Of{ gl nal data
file |s riaﬁvg{z:%tegrr |ecevv|se one record at a tine. In the case
of pi ecevm e é?l%locefsf%”fq rtsl%e%qciréﬂtlﬁl?ihéoy G erlting | e2tappears

to onl ytrapdizfapsa wyad@mmftﬁ@eflm@céyst@@c@éﬁecﬁ@%éw | & Sy ST RIBIPrDELSSI Ng
cannot eter ne if, additional wites to the sane bl ock are forthcom ng,

the fil%&® TSRaTH e St SRR s actenphderiiey Vit el ropi es the
origi na?lat@atkﬂdd]ﬁ A rithe wB1iaRs hole UG dN &AM 6 LXRENM U FORY-0; Wi te
met hod. . So dinments of the present invention utilize a variation of
the cofy 5% g’lerrﬁ\‘?é‘loﬁﬁ’ \}&qﬂf@rrré{ﬂqd‘dlec Ieatenpsl a1 earthdlimentireragian as a

deferr &dll&@.&ﬂ'l@@d/\ﬁtlot & OREr 3t FrhelliS/ HdrAdPN to indicate that
none of the data in the memory block is valid. The source
file data is then copied, at step 1327, into the memory
buffer. The source file data stored within the memory buffer
is then modified, at step 1328, while located within the
memory buffer. The modified data is then copiéd, at step 1329,
into the newly allocated data block.

Some embodiments of the present invention that implement the
above version of the move-on-write operation do not employ
this more efficient technique if the original data file is
being written piecewise, ile., one record at a time. In the
case of piecewise writing of data, the first write to the
original file appears to only modify a portion of the block.
Because the file system processing cannot determine if
additional writes to the same block are forthcoming, the file
system in these embodiments acts conservatively and copies the
original data into the snapshot using the more expensive

copy-on-write method.

Some embodiments of the present invention utilize a variation
of the copy-on-write/move-on-write method that is referred to

herein as a deferred copy-on-write operation. This variation



WO 03/ 069477 PCT/ EP03/ 00164 60 defers the copy-on-wite operation when a
fileis being witten in a pieceneal nmanner. The deferred copy-on-wite
oper at i orwofogeep4at | ows the file systemto use the faster POODEPODODIGK |t e
operation rather than one or nore copy-on-wite operations. The deferred
copy-on-wite operation of these enbodi nents operates upon nodification of
an original data file block. Wienthgooriginal data file block is first
nodified in exenplary enbodi nents that use the deferred copy-on-wite
operation, the original data file block is imediately noved into the
snapshaeic fitasate At d-dieWride idbhdtad igediidoek fisle assilgametyto the

original file. The file systemthen recqrds. in a variable that is

mei nt ai'fed- 457 tie X ial@%%;éaémlamt% _ %ﬁ%ﬁ%ﬁ@%ﬁ%—rﬁ%—“{%ﬁe the
COpY- Ol 48 AP P F1ws tihs M fd etdwnedfuddecidatmaddock has been
deferred. The file system processing then wites the new data to, t he

port i ooV - AV Hde RSEIE G P h &ty R 25 I FPRE At Hin the
new datgdyLcknd hereby resulting in valid data being stored in that
portion of the new but otherwise un-initialized block. If subsequent
wites to the new block validate that data block by witing valid data

I nto t e L A& RPN -yStd T pokoMd ¢ et coldi inaald d data and
no copy-on-wite operation is required. I'n these circunstances, the

def er r etbensdipys owpaw imasligpieraition ld\vahtagebumly &BA ailee dneed- nore
Iterathgng qfd *g%@@%ﬁ%%@ﬁ&%%@@-% |46 OPgLA 4 ONg Bipodi ment s t hat

i npl erent the d copy-on-wite operation indicate that a particular
bl ock iescemplany mimdwidinsgnt s Wefterusal Woplaoienwdd ecaperaativwwhiitien a nunber

copy- SRR Bhera o Tl ViR AR ol ME N i clag SR, SRR TR e e

i ndi catietid tHeatsrslpstiot sldtaddie andld eref, an-defigriad zopylrivis e

Operatg%%iéﬁé&fgg gﬁé 3£&é¥haf*E31e. The file system then records
in a variable that is maintained by the file system of the
exemplary embodiments that the copy-on-write operation for
this modification of the data block has been deferred. The
file system processing then writes the new data to the portion
of the new block in which the new data is to be stored within
the new data block, thereby resulting in valid data being
stored in that portion of the new but otherwise un-initialized
block. If subsequent writes to the new block validate that
data block by writing valid data into the entire block, that
entire block will then contain valid data and no cqpy—on—write
6peration is reduired. In these circumstances, the deferred

copy-on-write operation advantageously obviates one or more

iterations of the more expensive copy-on-write operation.

Embodiments that implement the deferred copy-on-write
operation indicate that a particular block is in the middle of
a deferred copy-on-write operation in a number of ways. Some
embodiments of the present invention that implement deferred
copy-on-write operations reserve a bit in the block's disk
address to indicate if that block is in the middle of a
deferred copy-on-write operation. If that bit is on, the

block is in the middle of a deferred copy-on-write operation



block is in the mddle of a deferred copy-on-wite operation WO 03/ 069477
PCT/ EP0O3/ 00164 - 61 and reading data fromthat block requires further
processi gO Bloedd7possi bl y i ncludes nmerging the data wth Phe/EPapEROt

data. In addition to indicating whether each block is inconplete due to a
deferred copy-on-wite operation, the exenplary enbodi ment of the present
invention also maintains a variableghor- each file that indicates if any
data blocks wthin that file are in the process being updated with a
deferred copy-on-wite operation. This variable indicates that there is a

lack ofn@ eegmligheaselr eeohi kRadabacbkoekquiires. Fulhakbrt Bebeeksial | east
one data block within the source file that is not conplete._ This variable
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Exemplary embodiments of file systems that implement deferred
copy-on-write operations record which portions of the new
block have been written and are therefore valid. The
recording of which portions have been written is performed in
some embodiments by tracking the exact byte changes within the
block. Other embodiments, however, are designed to benefit
from the heuristic observation that since files are typically
written sequentially, it suffices to only defer the
copy—on—write'if the first byte in the block is being
modified. The processing of these embodiments therefore only
store the offset to the last byte modified. Additional
processing efficiency is realized in some embodiments by
observing that since files are typically written in their
entirety, the file systém is able to operate by only
maintaining the ranges of valid information that are contained
within a block only as long as that block is buffered in
volatile memory. These embodiments then invdke a conventional
copy-on-write operation or otherwise merge the data from the
new buffer into the preexisting data block if the block has
not been completely overwritten prior to writing the block to

disk as part of disk caching operations. Other embodiments of



new buffer into the preexisting data block if the block has not been
conpletely overwitten prior to witing the block to disk as part of disk
cachi ng oweriawewms. O her enbodi nents of WD 03/ 069477 - 6PCTHEI/&R68/ 00164
the present invention store the valid range of data within a block as part
of the file's node, thereby supporting deferral of the copy-on-wite until
the block is actually read. It is eléadr-that a range of inplenentations
are possible. If the file system processing requests readi ng of the bl ock
bei ng processed by the deferred copy-on-wite operation before the block
cont ai nsherpreseyt vanvendaea, stheef the sgsi@nradeeecf sdahat wiheihl ack is in

the m ddj g-pf rred 0 n-Wwite operation. In respons 0_det ecting
that the %%o% ?%éﬁoéfe%?§r§¥§gvglf%?g?he ?¥%b%y%?%ﬂ?ﬁgg%%ngﬁarFﬁi t hese
enbodi neht she ecolsy + dre—wat ae t tnat i Washs avkdck ni ¢ hectesal g nadadl ocktand nerges
it wt ata wittep to the new block to satis t he read request
with thhcei%]%fg?toégvéaﬁ%ng%a? t %E%m%%\g?‘l% ?Ibsr@éﬁl?%sﬂ'l—b%[ ss efficient
operation when reading a data block that is in the mddle of a deferred
copy-onfgwéég rati on, but such,a scenario is ngre in_system operations.

Advant ageou STYFTTRPEIET IS af PIUGH £ t 6Pt PR 191288 in their

entiretheind psocdsoedhseryes ddpérré@acopeamnestsitdadlpFLriSSUsdrore

concurrently with wite requests. are rare. Thus, this technique of
deferriﬁhft@%??%uﬁﬁ?ﬁﬁ%ﬁ?t Copehat Yoht S uitant Fog | iAoy oveamt he overal |

effici ehayedfs tRENUEHNIBTIDL A fid eisystemsnansot .o Therdit&gsystem of the
enbodi nents that performa deferred copy-on-wite operation handle

r equestRYG FEAF et LHFGH P bl ok TRWOTEL 4P tdrEeRHe Hrah Heterred
Copy- ObMWdH} & DRSS aldrilrd 1 valPld OreHd 1. Carpl &t ?Méééé‘ﬂqé’fiﬂ he bl ock,

in variqQus ways. The processing of a request to read data that 1s wholly

wi t hi n 2SRA i%&ﬁ%ﬂﬂﬁ%ﬂﬁt%fm% Biftgidate haty was saved in the
original block and merges it with the new data written to the
new block to satisfy the read request with the latest, valid
data. This scenario results in less efficient operation when
reading a data block that is in the middle of a deferred
copy-on-write operation, but such a scenario is rare in system
operations. Advantageously, most files are tYpically written
sequentially and in their entirety. It is also observed that
read requests that are issued concurrently with write requests
are rare. Thus, this technique of deferring the copy-on-write
operation substantially improves the overall efficiency of

maintaining a file system snapshot.

The file system of the embodiments that perform a deferred
copy-on-write operation handle requests to read data from a
block that is in the middle of a deferred copy-on-write
operation, i.e., prior to the complete writing of the block,
in various ways. The processing of a request to read data
that is wholly within a valid portion of the block, i.e., a
portion of the new file data block to which new data has been
written, retrieval of the data from the new data block
proceeds with special processing. If a request to read data
requests access to data that spans into an invalid range of

the block, i.e., a range to which new daté has not been



portion of the new file data block to which new data has been witten,
retrieval of the data fromthe new data bl ock proceeds wth special
processi g0 0BO6R|7T equest to read data requests access toPAdAEROY/EBS Spans
into an invalid range of the block, i.e., a range to which new data has
not been WD 03/069477 - 63 PCT/EP03/00164 witten, or the request is for
data that is wholly wthin an invakid3range, the read operation then
obtains sone or all data fromthe original data block that was saved or
noved into the snapshot. Although the file systemnay satisfy the read
requestwiithemt onvokengetthestopy- borwdate, thhe éxpehselof wibBin an
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intervention. In enbodinents that inplenent, a deferred copy-on-wite
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process]%nf| while the block is buffered in systempenory, allow some of the
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descri bed above, and the new data bl ock that is now part e origi nal
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embodi ments perform processing prior to deleting a‘snapshot (and
pot ent iGHISL LIRS RS Hls SRlen B terads | o theocsrp shot)osd as to perform

intervention.

In embodiments that implement a deferred copy-on-write
operation by storing partially complete blocks on the disk,
e.g., unlike some of the embodiments discussed above that only
defer the copy-on-write processing while the block is buffered
in system memory, allow some of the data of the original file
to reside only in a snapshot. This situation results if the
original block is moved into the snapshot dataset, as
described above, and the new data block that is now part of
the original file has only the newly written data and the
“old” daﬁa now only resides in the previous data block that
has been moved into the snapshot. Such embodiments perform
processing prior to deleting a snapshot (and potentially
discarding the blocks stored in the snapshot) so as to perform
the copy-on-write on all blocks that are still marked as‘
requiring the deferred copy-on-write operation prior to
deleting the snapshot. Embodiments, as are discussed above,
that invoke the copy-on-write prior to flushing disk access
memory buffers to disk when performing a deferred
copy-on-write to disk are not subject to this situation and
therefore snapshots in those embodiments are able to be

deleted without checking the files in the active file system.



the copy-on-wite on all blocks that are still marked as requiring the
deferred copy-on-wite operation prior to deleting the snapshot.

Enbodi nrerwe,03m694at e di scussed above, that invoke the coppCoOrEPes/daies pri or
to flushing disk access nenory buffers to disk when perform ng a deferred
copy-on-wite to disk are not subject to this situation and therefore
snapshots in those enbodi nents are ablké to be deleted w thout checking the
files in the active file system WO 03/069477 - 64 PCT/ EP03/00164 By

t aki ng advant age of typical access patterns to a file, the processing

r esour cey cbsking advepyaga- wfi tgpopelatconseapabeerabyvicat ed fifepanjpecases.

This s i y he.overhead to maintain a consistent snapshot
of a fi €5§€%%£%# E%%gﬂﬁgé %585 P?oﬁcﬁapy_SEEWEfgﬁgOpﬁﬁaSﬁQFaFFBngﬁnd
contr ol obviawed 350 ményheasead phosessbatbatiallpveediceki tBehas occurred,
in one iment of _th resent _inventjon. Control _ flgow 1350 begins with
step 1§§g3§%%ggl%%sm%%?g%gPyatSOE?éﬁte?E3§2§p? 8CpPcBsiihg SYSFER - by
receiving, at step 1354, a request to read a source file which is

current i e, progcess of ve-op-write. The exenplary processing then
reads, é¥33t:%?1§%6? fﬁ%wﬂg?ﬁgb BRkCF+o%h FRe <BEFeBELlPR| 8nfinEenta ol r st
nmenory fildw e135Thef ptlae esshddptHes8s Pr oee8dsat QovaebALH-NEe BLsStep 1358,
whet her_al| of the data requested by the read request is provided bg
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upon thelapdeEd®) Being tyivht btapthato data blosk. alfethe,reguested data is
W thin q%i lid portion of the data bl ock of the source file, the process
term nateys - atTiR dpra%ess i@ oS ERECHden TRERiiiede atisEepblBfér s used.

Q her wisRuddte 4 OLESS DIHSERES BY1 o NERANG; s atlyStER: 1369, tRLo a second
buffer the data that corresponds to the requested data fromthe data bl ock

st or ed PAAG5H The MR MIRTWThES pr o8 st hehy copPess s Hng stleen
reads, at step 1356, the data block from the source file into

a first memory buffer. The processing then proceeds to
determine, at step 1358, whether all of the data reguested by
the read request is provided by storage reference to a valid
portion of the source file data block based upon the update
activity within that data block. If the requested data is
within a valid portion of the data block of the source file,
the process terminates, at step 1364, and the data within the
first buffer is used. Otherwise, the process proceeds by
reading, at step 1360, into a second buffer the data that
corresponds télthe requested data from the data block stored
within the smnapshot. The processing then copies, at step
1362, the data into the invalid portion of the first memory
buffer from the data in the second memory buffer. Alternative
embodiments do not use a second memory buffer and copy the
invalid data directly from the snapshot data set into the

first memory buffer.

Snapshot Sequences

The file systems in which the exemplary embodiments of the
present invention capture snapshots are often shared among

many users. These file systems contain numerous files that



1362, the data into the invalid portion of the first menory buffer from
the data in the second nenory buffer. Alternative enbodinents do not use a
second neworog/obadff er and copy the invalid data directly fPcompPplieishapshot
data set into the first nenory buffer. Snapshot Sequences The file systens
in which the exenplary enbodi nents of the present invention capture
snapshots are often shared anong .nmapy users. These file systens contain
nunerous files that WO 03/069477 65 PCT/ EP03/00164 have different storage
requirenents. As a result, file system admnistrators often desire to nake

backup$9t Gilfgeraht @rbheentehuieemandisr nBt er valshil t,n fandersytseesuppor t
perform ng data backups at different tinpmes_and/or intervals, sone

enbodi REFEE1EETEROTSr OS&RN CRPdRE 6 ErRESt BASHERSHAs 2Ll ectively

i ncl ude ;9Rky-3@® 19k <t R df/idres iR ARe sl i | en systemeFeuppranpl e, some users
require nore frequent backups than others. Qther types of files are

sel ect ®&TEOTAGNILEa tin Hegde® swiethich £4 ergaiku b imgsd O&F dR&exVéd&Epshot

because, teh%)ﬁg%r e STROTA Yrld LSt 3hasa thiche$rake o emigsiRt s sel ect ed

to be exglu e rom a backup bécause the database _application program has
ot her frbafis skdectdvalvedovdigeantlyheomk P& Syiet dmlagniim fheatfdrlSdoes not

W sh t%y%%%%ﬁ t%%ro%ﬁ%ﬂgﬁ%, %%m%aﬁhggsSQ%ﬁpQQ%@ 32 fAdRmdntt @aaKepaPshot .
The capturing of multiple 'snapshot sequernces that each capture only part

of . a thee sydkeem.al Dohenithbesentt dddes peehsed aditielderteniots fgpshot

pol i ci 65,91, L0y e 60 ehy, el uded LEaB g SnaRsholyJmEchanlsme Exenpl ary

n
enbodi ment's of the present inveéntion OW Creating capturing
snapshabhsyobrenltgmpararyf ftiAesf.i | Paspdesm fillesserenisediatEmes support

P ot SETERYa Fol B Bl L T S YRS UERANR (B Hligaldd e5 and
application program has other means for data recovery and the
file system administrator does not wish to incur the overhead
of saving such database files into a snapshot. The capturing
of multiple snapshot sequences that each capture only part of
a file system allows different users to have different

snapshot policies or to be entirely excluded from the snapshot

mechanism.

Exemplary embodiments of the present invention allow creating
and capturing snapshots of only part of the file system.

These embodiments support partitioning the files in the file
system such tﬁat only the files and directories within a given
partition are included within a particular snapshot. These
snapshots, which contain only a subset of the files in the
file system, are herein referred to as snapshot sequences or
SnapSequences. In the exemplary embodiments of the present
invention, a file system is able to have any number of
SnapSequences, but a single file is able to belong to only one
SnapSequence, or no SnapSequence - in which case it is never
included in a snapshot. The snapshot seqguences in the
exemplary embodiments that implement them are able to be
arranged so that each SnapSequence creates, deletes or
restores its own snapshots independently of the other

sequences. SnapSedquences in these embodiments are also able



partition are included within a particul ar snapshot. These snapshots,

whi ch contain only a subset of the files inthe file system are herein
referred wo oamsgmapshot sequences or SnapSequences. |n tireTEPeIfl164 Y
enbodi nents of the present invention, a file systemis able to have any
nunber of SnapSequences, but a single file is able to belong to only one
SnapSequence, or no SnapSequence - ingghich case it is never included in a
snapshot. The snapshot sequences in the exenplary enbodi nents that

i npl enent them are able to be arranged so that each SnapSequence creates,

del et esc®Proe rLStIRSI | HiSe iSR! Ssudidependent dyapdhdheowdher ion
sequences. SnapSequences in these enbodi nents are alsp abl e, WO 03/ 069477
PCT/ EPO'S} GO STHE SYPHE ArF R EPH B I @Aty , OS5 uthe tFat L Shapshot
operation in a parent sequence al so operates on each of its children. An
exenpl ary snapshot sequence hierarchy for an exenplary enbodi nent of the
pr esentAl (RASHR Y SHARIRAT AV /SRR 3l GYF aFR 11 40D FFEPBTN4A. The

Venn dig@amddf0 d# sl it &serdt fidweriyishem 4021 Whdh-d 903 LoP v&yel snapshot
sequences, SnapSequence 1 1404 and SnapSequence 4 1410. Two child
SnapSe§ligsiesn 1g{dh Sy Ekte A 406N /S pBerpiese el 40 A 408l ustyrates s»

i1 ust ratied Asshel ngycoppletgly Gontalped é’ﬂ%@ﬂbt ce 1 1404. To

insure a consistent file systemimage, the hierarchies o jt'hese
enbodi rfeweSepueme i etldhl and JwtoSaeddangs 4 ol bMer | dpwo Bxded ar y

enbodi rgpd{]?ss %%E‘e r i i t t giences, or

SnapSeque ceeg%ul ens?’ify ascﬁﬁy%ryaépg;qluiﬁ:e gyloéz:aHaE nslﬁﬂe s%p%?gt sequence

i dent i fars alscefidrivestnagdibras rheigd teonBiaiSeiguerwstaiindheviSiapSequencel d
i s used.t qu t he, 44 ) ch s n S t r fve to
ot her %r?gg)s%eo sgv(\ifek/hll n'l%é%ﬁirpi%%&%@eq%er%?%%%ﬂ@ nlap eéqk;u%%% :ﬁg{ééﬂts own
Max Snapihe Velamndidtes s feduadse eridwlinargestrs mpshot amerrrd irsvt val ue

t hat h%ﬁJBﬁﬁQi%ﬁF%k%gﬂéﬁfi

Exemplary embodiments of the present invention that support
snapshot sequences, or SnapSequences, identify each
SnapSequence by a unigque snapshot sequence -identifier,
referred to herein as its SnapSequenceId. The SnapSequenceId
is used to identify the time that each snapshot was captured
relative to other snapshots within a snapshot sequence. Each
SnapSequence has its own MaxSnapId value that is equal to the
largest snapshot identifier value that has been created in a
particular seduence (i.e., it is the snapshot identifier of
the most recently created snapshot in that segquence).
MaxSnapId value 1s stored separately in the exemplary
embodiments of the present invention in order to preserve the
most recent snapshot identifier value in the case of deletion
of the most recent snapshot. If the most recent snapshot of a
snapshot sequence is deleted, the next snapshot in that
sequence is assigned the next snapshot identifier after the
MaxSnapId value in order to preserve snapshot identifier
numbering and not reuse the snapshot identifier of the deleted
snapshot. Each snapshot sequence also contains a list of
available snapshots for that snapshot sequence. The file

systems of embodiments that support SnapSequences store the



particul ar sequence (i.e., it is the snapshot identifier of the nost
recently created snapshot in that sequence). MxSnapld value is stored
separ at el woiop/o6dae7 exenpl ary enbodi nents of the present i meemPodoish or der
to preserve the nobst recent snapshot identifier value in the case of
deletion of the nost recent snapshot. |If the nost recent snapshot of a
snapshot sequence is deleted, the nexé7snapshot in that sequence is
assigned the next snapshot identifier after the MaxSnapld value in order
to preserve snapshot identifier nunbering and not reuse the snapshot

i dent i fsrapIfauénrceltd eirdl £ihapshavshdBachdemapshet, segiiencedatso contains a

list of i |.abl.e. nap s for that. snapshat sequence. The file .systens
of e rrbo}(lj\ﬁf]f?ré/%j?lrltL sgtfb hszt P su p%%f% ’ Soﬁl%'f)%e %Jni efggg t @?%t t %éaﬁé?%%?]@%%iﬁtbl% 7

PCT/ EPO31® 06l SnapSedueneeigh mandl file. snapshot identifier, referred to
herein as FileSnapld, data field for that SnapSequence within the node for

the original file. The exenplary enbodi ments of the present invention
assi gn The fatemplnmy sogpsdicieetd hef Wha e Pl | hieOIPRNE: 91 ghYa

i nheriti.ng the SnapSequenceld froma parent_directory. The FileSnapld of a
file i Sf;{‘_[% i1 Z%%R%W%eell\ﬁ}%a‘b’r% herR het it f¢PIaRd 5% Bied to a snap
sequencieitsriasiid el ShddBdqddd@atd orRgy iNghardad: i abdc SHpsearient

snapshqQt.s in th sequence. , The file system of these enbodi nents conpares
the fi %te‘*slsegfﬁl?&rﬁ% 18 ¥5 i@ it a e aghxshdgiel Masrsnael & idprinothat

sequencd lted MiGds itdiadd fid & ighfs S e thate Jidg,ds cpmdigied in
order to Q;eserve the file's original contents in a snapshot for that
sequend® R ndW iG55 HG SldquBeequend amanphate am et cseqesmeand in

the exemp ariy RS @edd@mREeMN 1 NVERI L1 LE}% gLfgation of a new
snapshot, _sequence, the file systemof the exenplary e odihents records
t he exifetl&Eerdl Gfe endiile td the MaxSnapId for thé snapshot

sequence to which that file is assigned when that file is
modified in order to preserve the file’s original contents in

a snapshot for that sequence.

A new snapshot sequence is created via an explicit command in
the exemplary embodiments of the present invention. Upon
creation of a new snapshot sequence, the file system of the
exemplary embodiments records the existence of the new
snapshot sequence in the superblock of the file system,
assigns a SnapSequencelId to the new snapshot sequence and
initializes its value of MaxSnapId. If the new snapshot
sequence is to be a child of another snapshot sequénce, the
parent is also specified. If no parent is specified for a
snapshot sequence, the snapshot sequence is independent of the
other snapshot sequences. The file system of the exemplary
embodiments records the relationship between the snapshot
sequences in the superblock so that later operations on a
snapshot sequence include all of the children snapshot
sequences as well. This linking of snapshot sequences in the
superblock allows a file that is part of a child snapshot
sequence to be included in the one or more parent snapshot
sequences without maintaining copies of the file's data in

both the child and parent snapshot sequences.



snapshot sequence in the superblock of the file system assigns a
SnapSequencel d to the new snapshot sequence and initializes its val ue of
Max Snapl awoloB/o64387 new snapshot sequence is to be a chil dPofi/Eesoties
snapshot sequence, the parent is also specified. If no parent is specified
for a snapshot sequence, the snapshot sequence is independent of the

ot her snapshot sequences. The file syggem of the exenplary enbodinents
records the relationship between the snapshot sequences in the superbl ock
so that |ater operations on a snapshot sequence include all of the

chiIdreMnsa&mm@Ee oS epmeanesand #elilda ghéﬁsh&ﬂkééﬁu@ﬁcéﬁaﬂ§h9tf§§8uences in
the su bIocK?% | .ows f|Ie that is gart of a child snapshot sequence to

be i ncl r%r‘ésﬁlé?'en%b RapdHeer %%ﬁu%%é%lﬁnt%@teac

naintahnﬁn@h@@@lﬁﬁréé iderfihgvs €atdri Sun bt -hse Cgééﬁeﬁ@g pafgat
snapsh:$HE uences. MD 03/069477 - 68 _PCIT/ EPO3/ 00164 An exanpl e of parent
and chi ﬂﬁﬁ% %%aF%rat???edegy%@%nﬁt@@femESSmﬁpebOGsers Abl e,

Baker aptn(diadd i Bapaeh eagher9f 4 h@SesLiy xt?f Hser {hgé%ngﬂ\ési §napshot

sequence. The file system adm nistrator en defines par napshot

sequend®T M%&m%%eraﬁﬂ ekl gren the Ehapiteirs seepesioes séquendde and

Baker as ghidshan of dhe dsers the Users
seqguence ofE%hls exanpl e |ncludis tﬁ&QSnaps ot seéﬂg% é@%e and Baker,
but notSTERShfapamBiencediehdblorachddker, Datta ot elshe tm’aamlmt ncl uded
wi t hi n agnapshat,,sequence have the SnapSequencel d and the FileSnapld

val ues for that snapshot ~ sequence stored in the node for that data file. A
block diagramillustrating exenplary node data structures 1420 for files

wi t hi npare; 1and ghid d,.snaps J%% qﬁ_ ce; m%%hln exer%lh ﬁﬁgnbodlnent

of the present invention 1s'i (€ dat aset s
1422 o e nSeamsnedisl and the FlleSnapId values for that snapshot

sequence stored in the inode for that data file. A block
diagram illustrating exemplary inode data structures 1420 for
files within parent and child snapshot sequences within an
exemplary embodiment of the present invention is illustrated
in FIG. 14B. The snapshot datasets 1422 of this example is
illustrated as containing two snapshot sequenees, SnapSequence
1 1430 and SnapSequence 2 1444. SnapSequence 2 1444 of this
example is a child of SnapSequence 1 1430 as is described in
the snapshot sequence data contained within the superblock for

this file system.

SnapSequence 1 1430 in this illustration contains two data
files, with inode 1 1432 and inode 2 1438. Each inode for the
data files contains entries for the SnapSequences Id and
FileSnapId. An example of these inodes is inode 1 1432 that
has a first SnapSequenceId 1434 and a first FileSnapId 1436.
The second inode 1438 also has second SnapSequenceId 1440 and
second FileSnapId 1442. Each of the files within the first
snapshot sequence have the value of SnapSequenceId set equal
to one to indicate the snapshot sequence to which théy belong.
The child snapshot sequence, SnapSequence 2 1444, is shown in
this example to have a single file with associated third inode

1446 that has a third SnapSequenceId 1448 and a third



illustrated as containing two snapshot sequences, SnapSequence 1 1430 and
SnapSequence 2 1444. SnapSequence 2 1444 of this exanple is a child of
SnapSequewoa3ed4B0 as i s described in the snapshot sequ@QTEPAHOME 64
contained within the superblock for this file system SnapSequence 1 1430
inthis illustration contains two data files, with node 1 1432 and node 2
1438. Each node for the data files-cgptains entries for the SnapSequences
Id and FileSnapld. An exanple of these nodes is node 1 1432 that has a
first SnapSequenceld 1434 and a first FileSnapld 1436. The second node
1438 al BDléagsaskd ovb GnapSequenaesdqididfeandl 4 secondeii keSpRapbUe1442. Each

of the files within the first_,snapshot seqguence have_the val ue of
SnapSeqSlJ%%c%W]tselfo egtial to 1 tRdhelt Fhﬂ?cﬁ@bstﬁ%l%n%%%%gsﬁﬁu’%]ﬁ%e to which

they betengnd Siteoshdt dssnapshel seapeaseenapSeguencerie 14d4donds shown in
this exan%)l %é%o have a single file wth associated third node 1446 that
has a tTHHRE ENapESesHiRicel CIZRBCIRIGE thi HENE b3 0592V PET? EPBREDD164 -

69 Fi I eSnapi 453450k Ther SRaRSeduens ebdr i 8ol db b s SXqHBhEe | Bor SEt equal

to tw to indicate that this file belongs to the second snapshot sequence,
SnapSeduttc SERShRE I$EIdnd  snapshot sequence, SnapSequence 2 1444

al so includes a parent link 1452 that references the parent snapshot
sequence foz that snapshot sequence. Snapshot Creation within a Snapshot
SequencBEaABLRYG g e Srap SHoth i t4hi FRaprshrlpsteauersegience utili zes
essentially the same processing as creating a standard snapshot. The
MaxSnapl d for the sequence is increnented and assigned to the new snapshot.
An nod€rfgdidnra tdrepswt snidgshota | snapsaitedsanteride snbpshes added to the

l'ist of.gavailabl ap "’Gﬁgt for that sequence .in the superblock. For
S -
snapshot sequlencé’g Wt hssc i ISp Fen, the 11 ec%%ﬁgttjé?ﬁ & esaf‘fae‘gg""%Cgl new snapshot
for eachagstat .udihng Maresrsarel pffac edhe esedilence is incremented and
assigned to the new snapshot. 2An inode file for the new
snapshot is created and the snapshot added to the list of

available snapshots for that sequence in the superblock.

For snapshot sequences with children, the file system creates
a new snapshot for each child using the same procedure. The
child snapshots are linked to the parent snapshot to insure

that the entire set is restored or deleted as a single unit.

Snapshot Deletion within a Snapshot Sequence

Deleting a snapshot from a snapshot sequence also deletes the
corresponding snapshot from each of its children. The
exemplary embodiments of the present invention delete the
corresponding snapshot in a parent snapshot sequence when a
snapshot in a child snapshot sequence is deleted in order to

maintain a consistent file system.
Restoring a Snapshot within a Snapshot Sequence
The exemplary embodiments of the present invention restore a

snapshot sequence to the file system by de-allocating all of

the changed inodes and data blocks in the original file system



child snapshots are linked to the parent snapshot to insure that the
entire set is restored or deleted as a single unit. Snapshot Deletion

wi t hi n a \8oapsbmar7 Sequence Del eti ng a snapshot from a snapshmPoyegaence

al so deletes the corresponding snapshot fromeach of its children. The
exenpl ary enbodi nents of the present invention delete the corresponding
snapshot in a parent snapshot sequencgosren a snapshot in a child snapshot
sequence is deleted in order to maintain a consistent file system
Restoring a Snapshot within a Snapshot Sequence The exenpl ary enbodi nents
of the prdserttpmniegt the pestereecd vanapshehaseguengeoted he finee system by

de-allogﬁghgaﬁﬁll of the cggn%ed des and data,bl ocks_in the original
file syste 03F0BER77 - 70°"PEF EPOSFEBERESald treSPALCRE™ HESH eser ved
val ues thab aestster etei BoktespsAdREHOLNSBEHBRCBeqAetBaRS BOLySegUeNCce W th
children, mist also restore the correspondi ng snapshot sequences from each
child. FFgﬁg'possible that a snapshot sequence does not include all of the
files that are present in the current file system The original contents

of a fi#g %or direcéor that are being nodified are preserved in a
snapshot i nStReSFhBde Ghehi # ERaPshehapsavenchadoesr nesponddude ehad file

bei ng modi thedeiThyScnae spapsbiabehesinr enPELALLOR ERLUMOS.LAR | e to
its preserved state. In the case of a preserved frle that“was del et'ed
after PhedsmapsFORtRRES cPEatefilenéor ndtisestony) | thgerara bséngr s

assi gnedodDr fed! 11818REsE1V84 08 UhT SELOLYOE TS L e LELE,, s BYEL M CaNNO!
automatically restore the preserved snaps%ot data. “Shice"a of “the fil es
that ar&Preieht 1§t ncereesppeds syat ehe af eladbeirg essdi figdi ncrhded &n a

SNapSNOEnSEAUEN ot OXE b ALY EIROILIBDLS L0811 54RROLS $PAPSAOL 26gyences
perform additional processing to marntarn Tile COnsistency afrer
state. 1In the case of a preserved file that was deleted after
the snapshot was created, the inode is no longer in use or is
assigned to a different file or directory. Thus, the file
system cannot automatically restore the preserved snapshot
data. Since all of the files that are presently in the file
system are not necessarily included in a snapshot sequence,
exemplary embodiments that support snapshot sequences perform
additional processing to maintain file consistency after

restoring a file system from snapshot seqguence.

Embodiments oﬁ the present invention that implement snapshot
~Sequences traverse the snapshot being restored to determine
which inodes that are saved in the snapshot belong to the
snapshot sequence that is being restored. The file system
restores the file to the same inode that is in the snapshot if
the inode in the current file system belongs to the same
sequence or another'sequence in the snépshbt'sequence
hierarchy that is being restored and if that inode is not in
use by another file in the active file system. In the event,
however, that the inode in the active file system is allocated
to a file that is not in the snapshot sequence that is being
restored, the file system relocates the restored file
retrieved from the snapshot to an unallocated inode in the

active file system. The file system of these embodiments



restoring a file system from snapshot sequence. Enbodi nents of the present

i nvention that inplenment snapshot sequences traverse the snapshot being
restored wo odes®rmni ne which nodes that are saved in the eoaEPasooibel ong to
the snapshot sequence that is being restored. The file system restores
the file to the same inode that is in the snapshot if the inode in the
current file system belongs to the-sdde- sequence or another sequence in
the snapshot sequence hierarchy that is being restored and if that inode
is not in use by another file in the active file system In the event,
howeveprefhatbiiemannteins ehéiatt plertilbeasypdt Emles ahboeamedring a file

t hat th t hat d e.f

yot ertF ol BEatELOLRE T BRCarel I TS CPetrreysa s Pon Ehe LEaagsREr LS an

unal | owherdalhodkei Ailke havki bechi kesspsedmirdhe thel enspshem, othichese
mbodi 03/ 069477 PCT/ EPQ3/ 00164 - ly t li st

of 7ol DA BV PFPBs CAR KTAMBAPRG TOF tREZ6: Ut Raf ChodeonBRBEI ot 6 0o

rea||0§§§Eémﬂﬁdelﬁuab@ralthEnthéld&h@ctbkﬁsshahatbbemongstorad fromthe

snapshot, the_file sy stenlthﬁn travergeé t he node, flgg for the c%ive file
syst ent EBLPBESt ESGNFREE -t hERGFr BEEEPFES CAEECHRFENgSt GRE™ ESPEPEY €quence.

Each restgtedqdieeebeyychsriBenrseannedstdes! enatewdireeetobyaertyies for
the files that were relocated _upon being restored agg d|re ry entries
are thBRCBpEsted ¥8StPrRk £t AATPEFBEYt EBCHOEE FOF FESUP fere

rel ocaf ediupgntheesbobahien. ihbBeSABPS ARt eSEHHERCHerBSEBI BERRBAPILRRASSI NY
that is used to restore data froma snapshot of an exenplary embodi ment of

the pFesepratrh9Bntion is illustrated in control flow 1460 of FIG 14C.
Control flow 1460 begins with step 1462 and flows directly to step 1464.

The exenpl ary snapshot sequence restoration processing begins bé
accessthg, sagrshe §@€HenﬁﬁereﬁFP§Ftﬁ@Hep6PC?ﬁ§l§ﬁa5§ﬁ tl§eﬁﬁ§ﬁc © The

proces§é§90£8eﬁata from a snapshot of an exemplary embodiment of the
present invention is illustrated in control flow 1460 of FIG.
14C. Control flow 1460 begins with step 1462 and flows
directly to step 1464. The exemplary snapshot sequence
restoration processing begins by accessing,.at step 1464, the
first inode of the snapshot sequence. The processing then
determines, at step 1466, whether the corresponding inode in
thekactive file system is associated with a file that is in
the SnapSequence being restored, is in any of the child snap
sequences of the SnapSequence being restored or if the
corresponding inode within the active file system is
unassigned. If the corresponding inode in the active file
system is determined to be part of the snapshot sequence being
restored, to be part of a child snapshot sequence of the
snapshot sequence being restored or to be unassigned, the
snapshot data is restored, at step 1468, to the active file
system using the corresponding inode for that file. If the
inode for the file being restored is otherwise assigned, the
processing restores, at step 1470, the snapshot data to an

unallocated inode within the active file system.

Following restoration of the above inode to either the

corresponding inode or an unassigned inode within the active



determ nes, at step 1466, whether the corresponding node in the active
file systemis associated with a file that is in the SnapSequence being
rest ored,woasioep4any of the child snap sequences of the SweepSPgie@riee bei ng
restored or if the corresponding node within the active file systemis
unassigned. If the corresponding node in the active file systemis
determned to be part of the snapshet7sequence being restored, to be part
of a child snapshot sequence of the snapshot sequence being restored or to
be unassigned, the snapshot data is restored, at step 1468, to the active
file dhiStemysiong tiiee coroespoing nietreadei fos, thatstep el4dT12, tilestinede f or

the fil ei.n estored i.s ot herw se, assi gned, the rocessi ng stores, at
step 1 q; tﬁ{gji%eﬁfsh ed%?’%ttlcp% X %a%ﬁ%c%?%%s%%egwqﬁ%et hefgcti ve file
syst emtHedd ligWdg it athonadt thiodbove teestapehdthesedience, the
correspondi ng .node or, an unassi gned npde within the tive WO 03/069477
PCT/ EP&S IRl f?n‘?}r%e%a%ﬁf #ﬁ%%”&ﬁoc%%s%? hikiie S "t step 1472,

whet herinddwtwiltigge dise theapaisdt nsluditd he sHapshotesetuense. tid t hat
inode is not, the last jnode in the snapshaot sequence, the j;r)fgocessi ng
cont i nFEE Dy RIS SOHGL YRS AP Leh % LPhode® WEF P e snapshot

sequenGgodle piacessda Mt theodexts inoderroMd NUes asesleserd bego abgve for
the previous 1inode, until the last inode is determ ned, at step 1472, to
be pr&EESSEFESPfter processing the last inode within the snapshot sequence
bei ng restored, the processing then updates the directory entries in the
active file systemthat were relocated to wunallocated nodes when restored,
at st epfi47s PussEeRssiag Hie 1agh gitrde ribddsimathd edrpi el W SE9REE | ocat ed

by theﬁ%&%g"%esfﬂdreeéys&?é”pﬂg%ésdé&%téﬂ&idft‘/&%ﬁ’@é #16d Qgatd ob0f the nodes

fromthe unall ocated nodes ‘use uring tnitral retrieval to the nodes that
ver e usedrdtes He tihee atel whapshotswtgmengdet were relocated to

unallocated inodes when restored, at step 1476, because their
original inodes had been otherwise reallocated by the active
file system. This updating involves relocation of the inodes
from the unallocated inodes used during initial retrieval to
the inodes that were used at the time the snapshot sequence

was captured.

After completing the snapshot restore processing describe
above, the file system of the exemplary embodiments returned
to being consistently linked. Files that were relocated on
the active file system during restoration have links in the
restored directories also restored in ofder to correctly link
the relocated file in the active file system. This processing
preserves write consistency between files that are within the

same snapshot sequence.

Some of the exemplary embodiments of the present invention
operate on distributed computing architectures. FIG. 16
illustrates a block diagram of a distributed computing
environment 1600 that includes a plurality of nodes 1602
coupled to one another via a plurality of network adapters
1604. Each node 1602 is an independent computer with their

own operating system image 1608, memory 1610 and processor(s)



was captured. After conpleting the snapshot restore processing describe
above, the file system of the exenplary enbodi nents returned to being
consi st erwbDy3loésaked. Files that were relocated on the acPCT&PbiNmE6esystem
during restoration have links in the restored directories also restored in
order to correctly link the relocated file in the active file system This
processing preserves wite consistergy -between files that are wthin the
same snapshot sequence. Sonme of the exenplary enbodi mnents of the present
invention operate on distributed conputing architectures. FIG 16

il lustoateson bl eekteimageadrgl basdilsig, bat 6 seefpUhiptg / otyurtomment 1600
s a.plurality of nodes_ 1602 _coupled to one a er via.a

Lrﬁﬁa:?gégggoﬁggﬁﬁr§§Qd§€?QF§rslé@&? BREh DREHET @ﬁaﬁgfﬁhq%hgepeﬁﬁﬁh

conput eetwolh blebterows abelall RGgSYHkeMyiBRge nkeddrkiMRrmlyhl 659 cand
processor(s) .WO 03/069477 PCT/ EP03/00164 - 73_ 1606_on a system nenory bus

1618, &Csyst eRPPApatFotPpietsushatetbecahvesk FoOradSptefdPEE12P4AE net wor k

adapt enelfB4x Haeh anebwedsadapher rideld Bied ot agellek watannetwork switch
1620. It is inportant to note that the network can be a fiber optic

network with a corresponding fiber optic network switch. In one exanple,

di st ri bt gdecanmibiag enuiianiRal LNBuring! udes Hubpdes 15662 Wi th one or

more processors One‘l nst ance, eacC processing node 1s, a
Rl SC/ 600gledapulienodegniiclg ALXh the PBMMwEesbsrcelstle WROX -opdrat i ng

syst e”bnlhﬁn%}’:gﬁ‘éé§i B89-Rodes da - Aq R@&%r ti%rP(‘a"oﬁy&l&%(ﬂ%ﬁ’%@m ers

runni ng the X operating system Some 0 he 'processing nodes 1602
can i nthpdandi ALEr ebhet Jp¥s vetrsdonpotfetbe ENdKoopgirbftanonisyspemati ng

syst emL6RcALL1 AL LBASE axabhil hans anenconshighed @oBR Lofbukhe ! ai med
i nvention. e preséent 1 nvention can be realized in hardware, Software, or
a conbknativg bhehAfdwepreratdngofktywiaen. ASsyst em addordi nge

processing nodes 1602 can include different types of computers
and/or different operating systems 1608. All of these

variations are considered a part of the claimed invention.

The present invention can be realized in hardware, software,
or a combination of hardware and software. A system according
to a preferred embodiment of the present invention can be
realized in a centralized fashion in one computer system, or
in a distributed fashion where different elements are spread
across several interconnected computer systems. Any kind of
computer system - or other apparatus adapted for carrying out
the methods described herein - is suited. A typical
combination of hardware and software could be a
general-purpose computer system with a computer program that,
when being loaded and executed, controls the computer system

such that it carries out the methodgs described herein.

An embodiment of the present invention can also be embedded in
a computer program product, which comprises all the features
enabling the implementation of the methods described herein,
and which - when loaded in a computer system - is able to
carry out these methods. Computer program means or computer

program in the present context mean any expression, in any



to a preferred enbodi nent of the present invention can be realized in a
centralized fashion in one conputer system or in a distributed fashion
wher e di fweroane94et enents are spread across several inter ®omrEPos/edesonput er
systens. Any kind of conputer system- or other apparatus adapted for
carrying out the nethods described herein - is suited. A typical

conbi nati on of hardware and software gould be a general - purpose conputer
systemwi th a conputer programthat, when being | oaded and execut ed,
controls the conputer system such that it carries out the nethods

descri bethdeid N.cAle esbath ferionf dhen pE@sent imyeRidelosaniatsndde
enbedded in a conputer program product, whjch conprises all the features

enabl i i 1T It TSR | RV 1T tHe ot HORRE Tt PT BeRES HeF bRk Vihi ch -

when | cadeshhihan GOPUIE! cSYSE efinct Sorr B RO SBF &Y PRt o hesEeet hods.
Conmput er, program neans or co%t er programin the present context nmean any

expr essHoie PTarkP SAD T3/ T8 477 POTIEPCS) (TABELS 7o FARRAGRST code or
notati oiynffade Sl dNSLINCLEARS; | HEWE o888 SEoR SYSIem having an

information processing capability to performa particular function either
di r ect |94 fgfergntemadiamiaal ofFoot h of the foll owing a) conversion to another

| anguage, code or, notation; and b) reproduction in a different materi al
form A conputer systemmay include, inter alia, one or nore conputers and
at | east comprmn erystemlable ndiugyg, alitow rglie . compwrermeystem to read

data, ingts | spges; o c ..ot he e
readabl e 1™n o%fnsg%%&]r%om %—hea( ccol ut er rlgezaaa a fee rrrggl ul%ﬂ’ ]éfco téer
r eadablcommdiamsysten ndladesard matal atidst menorgns s uedks g ROMT Fl ash

nddi 1] ST A er SR TR L 3 ey Lo g e

vol at i |tEhes tarmage: esu cteaataiRAM mdlifumer sSThe astmpouesoryeadainde metduoumk cay cui t s.

F”rthe@ﬂ§fﬁdé'E%ﬁ¥¥gﬁgéﬁlé%%§§9£§ such as ROM, Flash memory, Disk
drive memory, CD-ROM, and other permanent storage.
Additionally, a computer readable medium may include, for
example, volatile storage such as RAM, buffers, cache memory,
and network circuits. Furthermore, the computer readable
medium may comprise computer readable information in a
transitory state medium such as a network link and/or a
network interface, including a wired network or a wireless
network, that allow a computer system to read such computer

readable information.

An example of a computer system 1700 is shown in FIG. 17. The
computer system 1700 includes one or more processors, such as
processor 1704. The processor 1704 is connected to a
communication infrastructure 1702 (e.g., a communications bus,
cross-over bar, or network). Various software embodiments are
described in terms of this exemplary computer system. After
reading this description, it will become apparent to a person
of ordinary skill in the relevant art(s) how to implement the
invention using other computer systems and/or computer

architectures.



medi um may conpri se conputer readable information in a transitory state
medi um such as a network link and/or a network interface, including a

wi red networok/oer7a wirel ess network, that all ow a conput @CTSEpPst/@st o r ead
such computer readable information. An exanple of a conputer system 1700
is showmn in FIG 17. The conputer system 1700 includes one or nore
processors, such as processor 1704- The-processor 1704 is connected to a
comuni cation infrastructure 1702 (e.g., a conmunications bus, cross-over
bar, or network). Various software enbodi nents are described in terns of
this exéompbaryr canperrlsystean Mibudereadimolii sntescatpt ivog thawil |

becorme appar rson _of ordinary skill Ln the relevant art(s) how
to inplenentfﬁgméféékégEio%eﬁ%in%n%t%g?gEoﬁ%E?e#r%WSF%ﬁBCQHHW%%CQBhﬁﬁter
ar chi t eot Urast r@ 034 OB 7 (or 7EroP G/ £P93¢ 08188 £onpLt ShosN 5t €63 1700 can

i ncludeya display . nterfa 1708, th forwards graphics, text, and other
data.fr%ﬁﬁéiﬁgiﬁﬁ%ﬁﬁlcéﬁ?éi%yi?ﬁ+%sf%%%tLﬁ%@@ﬁ?ﬁ?(%ﬁs¥?%niao@r%%%opuffér
not shoimylddes di sy wdhe T 66) ayrardtadiil O 2 050 Ui 88 SY ShEmAF00 al so
i ncl ude mai n mory 1706, preferably random access nmenory (RAM, and_

may al sgthcl Ve AritfaryP VP 15agondaey Jeesepveiar Y7 W nofe 1712 may
| ncl udsiedaaaanamintr? M (P kindrige, 1734 apdhore 8 £ oppyablesst orage

drive %flG, represent'ng a floppy disk drive, a nmagnetic tape drive, an
opti cal®di%k 1 ARA/QTc 2 TG EHOVRALT O ERIGR afel b | VEL 6.7 Isepeaskn t iom

and/ or a Wilidigs, tq@ <k r@mMmxabl e n%%{@glec nglge' AR A cg;gtgfgél vl by known  to

t hose ving ordinary skill in the art. Renpvable stor unit 1718,
represéft'Y S QG ppy e e RNG ittazase dpitved 7l dindedst Eromtand/ 95 1 ead

by andwariddsend @ bercramyab| & o8Iy 396 drive 1716, ﬁ&ﬂ% 'wé%fl 3ppLGe! ated,
the renovable storage unit 1718 includes a conputer usable storage medi um
to those having ordinary skill in the art. Removable storage
unit 1718, represents a floppy disk, magnetic tape, optical
disk, etc. which is read by and written to by removable
storage drive 1716. As will be appreciated, the removable
storage unit 1718 includes a computer usable storage medium

having stored therein computer software and/or data.

In alternative embodiments, the secondary memory 1712 may
include other similar means for allowing computer programs or
other instructions to be loaded into computer system 1700.
Such means may include, for example, a removable storage unit
1722 and an iﬁterface 1720. Examples of such may include a
program cartridge and cartridge interface (such as that found
in video game devices), a removable memory chip (such as an
EPROM, or PROM) and associated socket, and other removable
storage units 1722 and interfaces 1720 which allow software
and data to be transferred from the removable storage unit

1722 to computer system 1700.

Computer system 1700 may also include a communications
interface 1724. Communications interface 1724 allows software
and data to be transferred between computer system 1700 and
external devices. Examples of communications interface 1724

may include a modem, a network interface (such as an Ethernet



havi ng stored therein conputer software and/or data. In alternative

enbodi nents, the secondary nenory 1712 may include other simlar neans for
al | owi ng worepi6wr7 prograns or other instructions to be | @auawod/onics

conput er system 1700. Such neans may include, for exanple, a renovable
storage unit 1722 and an interface 1720. Exanples of such may include a
program cartridge and cartridge interf@ace (such as that found in video
gane devices), a renovable nenory chip (such as an EPROM or PROM and
associ at ed socket, and other renovable storage units 1722 and interfaces

1720 whizedi)al laow ssdfunsar=e- i gl g, tp dagadransfer regh fdom t hecd enovabl e
storage unit 1722 to cor?uter system 1700. Conput er rg%s,tem 1700 may al so
i ncl udeH BRfACAtI0Ts “HaSreEes Vg CEBHRIG R hs  riterdde 1724

al | ows'1 30f tawe ein &Mk GR¥rdn t9F b dransfalied e weRen KoMmuitaipsy,st em 1700
and external devices. Exanples of communications interface 1724 may

i ncl udELETHFREMC -a HAISTIAFRF e OREFH aLTarP BraferHiemans CHGEYE 7

PCT/ EPQ¥ %11% ‘re@eixﬁe@i‘i}y &r&ﬁfﬂ%tﬁ%ﬂ&@%h‘&@aq@ 1'3@_\4::' Ardt- and card,
etc. Software and data transferred via comrunications interface 1724 are

in the Hemalel angymAyieE Fansprinifaat lopping erfaee it ¢ia a

el ectr uRENeLiGt 1R ¢Rlen %; A hereanalhs Gapablg, of &grgm ecgigred by
communi cations interface 1724.  These signals are provided to
comunic@atiiess signerlfacad 72y We iap lepreniec ats iy vpidteh QU .aablehannel )

1726. I 17 r.€s. Si e -l e t g Wre
or cab?;c'l(;i,b%lfci%g{atpL g’ﬁt iag ,hog?éphlolgge'l iage%,aél;l%e%\qi zfrr&phlol@'l {%{:,r&gnl Ti nk,
and/ or asther cdhamiccamuorisadhiamselchanneltshi s docunent, the terns "conputer
program nmedium "™ "conputer usable medium"™ and "conputer readable nediunt
are used to generally refer to nedia such as main nenory 1706 and
seconddry tnerpdpclERL 1 érimey aldrenss t"aroage: tehm \pecobkEdy reediiamd " di sk i nstal | ed

in hard'c(ym%ﬁt%rrj Yl%a%z.tjed'me%}_cllnns,i “gnaal"llds "‘CE%E}'\_QSuq:er readable medium” are
used to generally refer to media such as main memory 1706 and
secondary memory 1712, removable storage drive 1716, a hard
disk installed in hard disk drive 1714, and signals. These
computer program products are means for providing software to
computer system 1700. The computer readable medium allows the
computer system 1700 to read data, instructions, messages or
message packets, and other computer readable information from
the computer readable medium. The computer readabie medium,
for example, may include non-volatile memory, such as Floppy,
ROM, Flash meﬁory, Disk drive memory, CD-ROM, and other
permanent storage. It is useful, for example, for transporting
information, such as data and computer instructions, between
computer systems 1700. Furthermore, the computer readable
medium may comprise computer readable information in a
transitory state medium such as a network link and/or a
network interface, including a wired network or a wireless
network, that allow a computer to read such computer readable

information.

Computer programs (also called computer control logic) are

stored in main memory 1706 and/or secondary memory 1712.

Computer programs may also be received via communications



conput er program products are neans for providing software to conputer
system 1700. The conputer readable nediumallows the conputer system 1700
to read dwDa3/069331ructi ons, nessages or nessage packets, PamdEPo3/brasr4
conput er readable information from the conmputer readable nedium The
conput er readable medium for exanple, may include non-volatile nenory,
such as Floppy, ROM Flash nenory, -D73k-drive nenory, CD-ROM and ot her
permanent storage. It is useful, for exanple, for transporting

i nformation, such as data and conputer instructions, between conputer
syst errsiliﬂ@ﬁfaéelrlm nosecht bempatput progeadapl ehenedikeoutay, cenpbiee
conput er readabl e infor i n_a nsi t or tate nedi uch as a
netvvork T KBRS %ysﬂa V\g?%bl E?e??ﬁg rml%%Uﬁ??lE)uﬁeﬁ/i ?gdtﬁ%twork or
wirel ewemhmoilkvelﬁthﬁbnaéés O&D.Qcﬁé)@@@tﬁéréi)n[ eqd SaehieamRU] ethéeadabl e

i nformation. ute rogr %ﬁ‘l SO c |l ed conputer control ?I c) are

st ored THAHH ??\r%fb?f/afg ]aﬁ]a/ e%‘éE% da‘?@a%%F]Qel}?{?C‘es%ﬁpﬁ 8¢ BPogr ans
may al %@ezbﬁofrﬁcﬂhé/eﬂeélt@réﬁnaﬂntﬁété@rﬂﬁut\!& 03(- 9694 777 PET/ EPO3+8036%; 77

interface 1724. Such conputer prograns, when executed, enable the conputer
syst em 5D FFEFFTrRH PHEATB FERPEeS Rt t pentp blehe ohvERei eAmRYtEF scussed
herei n.gyJsx@artyeyl ar, the conputer progranms, when executed, enable the
processor 1704 to performthe features of the conmput er system 1700.
Accordi ngly, such conputer prograns represent controllers of the conputer

syst emzhifGudfh téﬁé@i&%e&hﬁé&nﬁé@@é" et oin&é}@ti&;(%ef&nbééﬂe been
di scl osed, those having ordinary skill in the art under st and t hat

ch_angeéijc‘-‘d?ﬂ%“ee%d@”@%ﬁ tlh@fl’s%c@#(ﬂbna@‘rbﬁiéﬁ%mrs Wie hoot wephrting fromthe
spirit (anb.SCones Oc‘fhé@eché téz%‘ b%hﬁa&&% tﬂiet%ﬁ #:;[]ﬁ’ ﬁt' on is not to be

restricted, therefore, espeC| i ¢ enbodi nent ernore, it is
i nt endedRdsHmeHS a@ptémeta pinsiroveromniyharb it sueh scope of the

invention. The scope of the invention is not to be restricted,
therefore, to the specific embodiments. Furthermore, it is
intended that the appended claims cover any and all such
applications, modifications, and embodiments within the scope

of the present invention.



applications, nodifications, and enbodi nents within the scope of the
present invention. WO 03/069477 PCT/EP03/00164 - 78 CL AI MS 1 A

nmet hod f owOogemnexsat i ng snapshots, conprising: generating &CrirPss/oEnapshot
for a first plurality of source files in a file system wherein the first
snapshot includes an inode corresponding to each of the first plurality
of source files; storing, in each inoge corresponding to each of the first
plurality of source files, an identifier associated with the first
plurality of source files; and storing, in each inode corresponding to each
of the first plurality of source tiheg, mag identifier associated with the
time of the first snapshot. 2. The nethod of claim1, further conprising:
executing the generating step, the first storing step and the second

storing st fgrst o] further
9,0 R YOI 145 o8I0 ng SO LBl Bl 2.

conprising: generating a seco lity of source
files in adeneraystiem Hheskisnapshsechod asﬁmihcmlmmud}esoan i node

cor espondi 0, eAch.Of s he cpReONL Pl Apdde sl SoureR Ii| spaostoring, i

each i node correspon second’ pl ural’ rce files,
an identi flmClm@mtﬂm@wtmﬂf@m@n@ p&quream}n yobfth%@ufnmifl | es; and
storing, i Q_Hpode ggrreggqpqtqg to each of the second pIuraIity of
source fil s e |&@ﬁf|f|er associated with the tinme of the second
snapshot . @toﬂﬁmgmt:hoobaﬁh clrode Joftgdheidiaopre seach ekechkt i figrdhe

second gener ste t he thI?gLStOFIn step.and the fourth staring step
every secoﬁﬁpdﬁéﬁgﬁy §kb 4£ ?ﬁﬂﬁ%ﬁ’ O J060PEE SLE
the first plurality of source flles, and
storing, in each inode corresponding to each of the first
plurality of source files, an identifier associated with

the time of the first snapshot.

2. The method of claim 1, further comprising:
executing the generating step, the first storing step and

the second storing step every first period.

3. The method of claim 2, further comprising:
generating a second snapshot for a second plurality of
source files in a file system, wherein the second
snapshot includes an inode corresponding to each of the
second plurality of source files;
storing, in each inode corresponding to each of the
second plurality of source files, an identifier
associated with the second plurality of source files; and
storing, in each inode corresponding to each of the
second plurality of source files, an identifier

associated with the time of the second snapshot.

4. The method of claim 3, further comprising:
executing the second generating step, the third storing

step and the fourth storing step every second period.



- 79 5. The nethod of claim4, wherein at |east sone of the first
plurality of source files and the second plurality of source files are not
equi val erw0 08/069ie net hod of claim4, wherein the first pecira®oamdes he
second period are not equivalent. 7. The nethod of claim4, further
conprising: receiving a request to restore a desired snapshot;

determ ning, for each node in the desjged snapshot, whether a
corresponding node in the file systemis available;, wherein if the
corresponding node in the file systemis available, restoring the node in

the desjredrisdanstidator ¢heigoL! eSROREI A0 ADUB R sbgefbEernysteptsrand
wherein if the corresponding node in the file systemis not avail able,
restoring tRE FRHeLY Pf heowese r Blles napdhble t searnd il roebdi ey @bde in the

file systemqo@-cdhe; 1®s hode ofi o€l @M ~Ffa1¥herein an avail abl e node conprises
any one of: an unallocated node; and an node which corresponds to a source

file which is a nenber of the sanme plurality of files that are included

in the:sna t i ck S est 9., The. hod_of -cl aj . Wherein
t he s%cbnd%ﬁgegt%%%gs%pCP%g@pri sv‘élssgélg%le%t%}rl? ngl]?%ée oo e&li néﬁﬁgk 1g%si red
snapshot t ceamdinadtoodtade e equivelénte system and updating a
directory entry for the corresponding node in the file systemto reference
the previously unallocated node. 10. A nethod for restoring a snapshot,
wher ei 17.a [ihe ahettlyodfof seibpihol s Aunetlavai tahbeistogpri sing: receiving a
request to restore a desired snapshot. WO 03/06947 PCT/%EOS(00164 - 80

det er mi ni ndSTorVEEEH Mot@ITH- t he TedFPed 3rdpshotd snapshot;

determining, for each inode in the desired snapshot,
whether a corresponding inode in the file system is
available;

wherein if the corresponding inode in the file system is
available, restoring the inode in the desired snapshot to
the corresponding inode in the file system; and

wherein if the corresponding inode in the file system is
not available, restoring the inode in the desired

snapshot to an unallocated inode in the file system.

8. The method of claim 7, wherein an available inode
comprises any one of:
an unallocated inode; and
an inode Which corresponds to a source file which is a
member of the same plurality of files that are included

in the snapshot which has been restored.

9. The method of claim 7, wherein the second restoring step
comprises, restoring the inode in the desired snapshot to
an unallocated inode in the file system and updating a
directory entry for the corresponding inode in the file

system to reference the previously unallocated inode.

10. A method for restoring a snapshot, wherein a plurality of
snapshots are available, comprising:

receiving a request to restore a desired snapshot;



whet her a corresponding node in a file systemis available; wherein if the
corresponding node in the file systemis available, restoring the node in
t he desi rwo osneppshot to the correspondi ng node in the filPeT@pes/@rts4 and
wherein if the corresponding node in the file systemis not avail able,
restoring the node in the desired snapshot to an unallocated node in the
file system 11. A conputer readable g@dium including conputer

instructions for generating snapshots, the conputer instructions
conprising instructions for: generating a first snapshot for a first

plural ity oecsamisend] | e6ri dacdnlihoasysh ephe Wies ehdat Beabihst, snapshot
i ncl udes an node corresponding_to each_of the first plurality of source

files; storVALRehH 2P FOTRCRGIPEsHePEe N td Ehtd BYSE®R #Frst plurality
of source figs1a8eidentifier associated with the first plurality of

source files; and storing, in each node corresponding to each of the first
plurality ofhemieelfiltles, canreseondingrinedeciatddewiihe snetenngsof the

first Snapshplsidse The. computerkeadable fediun &lsglaimtootoe egmputer

instructions further conprising instructions executin
i nstructi orghe oroxyesrpendigy ihed¢iimtthe nfilectyonenf oandtoring and the

second i nst i.QNs: S J fj per i T, er
r eadabl e rre“l;l un%%? T gtg}rlr? 1<L28£1%%%9(§%§%¥u? eirlji&l&ens lﬁu@?? o%gl? u%?%ggﬂgﬁ%pri si ng
i nstructi onxtf avall@nks atTeyter seg oride shapddoin f one adestond plurality of

pCT) EP03 00T 116 S UREh I Cek e Bl o TR it h o each of
the second plurality of source files;

11. A computer readable medium including computer
instructions for éenerating snapshots, the computer
instructions comprising instructions for:
generating a first snapshot for a first plurality of
source files in a file system, wherein the first snapshot
includes an inode corresponding to each of the first
rlurality of source files;
storing, in each inode corresponding to each of the first
plurality of source files, an identifier associated with
the first plurality of source files; and
storing, in each inode corresponding to each of the first

plurality of source files, an identifier associated with

the time df the first snapshot.

12. The computer readable medium of claim 11, the computer
instructions further comprising instructions for:
executing the instructions for generating, the first
instructions for storing and the second instructions for

storing every first period.

13. The computer readable medium of claim 12, the computer
instructions further comprising instructions for:
generating a second snapshot for a second plurality of

source files in a file system, wherein the second



storing, in each node corresponding to each of the second plurality of
source files, an identifier associated with the second plurality of source
files; arwOosmanirng, in each node correspondi ng to each ofCrhwo3/emeond
plurality of source files, an identifier associated with the tinme of the
second snapshot. 14. The conputer readable nmedium 6f claim 13, the conputer
instructions further conprising instrgctions for: executing the second
instructions for generating, the third instructions for storing and the
fourth instructions for storing every second period. 15. The conputer

readabl e megiageidc cigdTidds aher®bde dortEASEnSHE @ ddenforstnplurality

of source files and the  second plurality of source files are not

equi val ent .SAERT R WokblEero¥ exlante fim of claim 14, wherein the
first period and the second period are not equivalent. 17. The conputer
readabl e medi um of claim 14, the conputer instructions further conprising
i nstructi orktIINg, ret f3¢ G rEGR (RAsTeSRPnENDrieo eafdsivedtbnapshot ;

det er m ni ngs g %n_ﬁg%g@_?i t i n Q er a

cor r espondi neg nodée in thef iCPEe é@sﬁ%#%%’vﬁ%{le&t%r% nif the

cor r espondiaapamidetgdh e fihe syepmmplairaMdy abf esoumst of i les t hendode in
the desire nshot. t o . e | ?ng in t fi stem and
wherein i fdstiégcal(%g{]’r elsr%oenallpnglr%ée in %dghég}g} e yﬂs een%'ﬁ% A%ng%ﬁ%vai | abl e,
restoring tdeomteluralecdest reshrenapishet, tan andamal ficeat ed node in the

file syste SS&J}%%!é%?%%?’E?h PG EPQ3! OOE.GR S .52 n]'(?'sngr};aeslgootnpm er r ead?bl €
medi um of claim™L7, Whéereéi n an "avai ['abl'e” inode conpri’ses any one of: an
unal | ocated i node; and an i node which corresponds to a source file which is
a 14. The computer readable medium of claim 13, the computer
instructions further comprising instructions for:
executing the second instructions for generating, the

third instructions for storing and the fourth

instructions for storing every second period.

15. The computer readable medium of claim 14, wherein at
least some of the first plurality of source files and the

second plurality of source files are not equivalent.

16. . The computer readable medium of claim 14, wherein the

first period and the second period are not equivalent.

17. The computer readable medium of claim 14, the computer
instructions further comprising instructions for:
receiving a request to restore a desired snapshot;
determining, for each inode in the desired snapshot,
whether a corresponding inode in the file system is
available;
wherein if the corresponding inode in the file system is
available, restoring the inode in the desired snapshot to
the correspénding inode in the file system; and '
wherein if the corresponding inode in the file system is
not available, restoring the inode in the desired

snapshot to an unallocated inode in the file system.



menber of the sanme plurality of files that are included in the snapshot

whi ch has been restored. 19. The conputer readabl e nediumof claim17,
wher ei n twWe 03%eaohd i nstructions for restoring conprises, PCESPOS/IIG t he

i node in the desired snapshot to an unallocated inode in the file system
and updating a directory entry for the corresponding inode in the file
systemto reference the previously_ugallocated inode. 20. A conputer
readabl e nedi um incl udi ng conmputer instructions for restoring a snapshot,
wherein a plurality of snapshots are available, the computer instructions

conpri si®g irnst E¥EbLEBE keRdableCcRALWiAA B eques! 170 KAstene andesired
snapshot; determning, for each inode in the desi red snapshot, whether a

correspondlﬁﬁaFﬁéﬁéelﬁnadﬁlpémgyéﬁéﬁlﬁ§y %8 P&Bl e; wherein if the

correspondi 84 {;A9deckArLtReifble;s¥aemis available, restoring the inode
in the desired snapshot to the corresponding inode in the file system and

wherein if theleefreypdrbi AgrirRsnenia theaf sPurspstédei whigdt igvai | abl e,
restoring tﬂ@mb89d8f'Eh&héﬁﬂesbiﬁgal§Egp8§0%1&%Oa@h3@agkgcah%§u6%%ﬂe in the

file system 21. A system enerat | snaps npri sing means for
generating anfthgtSEﬁprhbtWh@phahasrbeenprasabr6¢ of source files in a
file system wherein the first snapshot includes an inode corresponding to
each of the first plurality of source files; WO 03/069477 - 83

PCT/ EPB3/ 0014 cemnstéor retdebhg, mediemchfnodeimoiespberdieng theeach of

the first plucabity, ol sguicesf ELes,anoidentkiler, assockatedauiih t he

first pluralrty of "source reansc 5 |ng 8achnode

corr espondi biget tnedehinf the de51red snapshot to an unallocated inode
in the file system and updating a directory entry for the
corresponding inode in the file system to reference the

previously unallocated inode.

20. A computer readable medium including computer
instructions for restoring a snapshot, wherein a
plurality of snapshots are available, the computer
instructions comprising instructions for:
receiving a request to restore a desired snapshot;
determining, for each inode in the desired snapshot,
whether a corresponding inode in a file system is
available;
wherein if the corresponding inode in the file system is
available, restoring the inode in the desired snapshot to
the corresponding inode in the file system; and
wherein if the corresponding inode in the file system is
not available, restoring the inode in the desired

snapshot to an unallocated inode in the file system.

21. A system for generating snapshots, comprising:
means for generating a first snapshot for a first
plurality of source files in a file system, wherein the
first snapshot includes an inode corresponding to each of

the first plurality of source files;



the first plurality of source files, an identifier associated wth the
time of the first snapshot. 22. The systemof claim2l, further conprising:
means forwexaoesrng t he neans for generating, the first meaAEPo3/ar6est ori ng
and the second neans for storing every first period. 23. The system of
claim 22, further conprising: neans for generating a second snapshot for a
second plurality of source files in g3file system wherein the second
snapshot includes an node corresponding to each of the second plurality of
source files; neans for storing, in each node corresponding to each of the

second pl ur akihy ﬁbrseubﬁenbllaa,ea&hldﬁaabfb@&re@@%@@h@be@owbthiB% second
plurality o%Bgogrce fi means for storing, in each node

corr espondi 1EENP Fraﬂﬁéy$850ﬁ8uﬁpﬁrgP#?ﬁlo?ﬂsé@@€élﬁ#?§s an

identifier aassechat@dwwichhthbertii-ge gfiutheisecerd s%'ﬁ%@%h@ileé‘l ahf€ system
of claim23, further conprising: neans for executing the second means for

gener at i ng, "ERBS £AFr ACREARAS f 6P SB6RI AOSRdCPKEFROREANaeAAs eReh Stforing

every secondnpperi gt §§urgﬂ§t§y%Eeng§c%|@hﬂbg4’aﬂhgeghﬂl t heast some of
the first plurality of source files and the sécond plurality of source

files are n@FS@aE@§§¢eWﬂth2GheTﬁém§y§feﬁh©ffékétnﬁ@ApShpéreln the first
period and the second period are not equivalent. W 03/069477

PCT/ EPO3/ 00164 - 84 27. The system of claim 24, further conprising: nmeans
for recet vi Rgeasyetemrseft elpént ie fudsheredompmapshgt: neans for

deter m ni NomokRt £3£N-DARLLAL B dfSLEEIFoRN gagggtl‘rﬂl’g,et PRL Birst

correspondi ng node 1 n the system s ava
means for storing and the second means for storing every

first period.

23. The system of claim 22, further comprising:
means for generating a second snapshot for a second
plurality of source files in a file system, wherein the
second snapshot includes an inode corresponding to each
of the second plurality of source files;
means for storing, in each inode corresponding to each of
the second plurality of source files, an identifier
associated with the second plurality of source files; and
means for storing, in each inode corresponding to each of
the second plurality of source files, an identifier

associated with the time of the second snapshot.

24. The system of claim 23, further comprising:
means for executing the second means for generating, the
third means for storing and the fourth means for storing

every second period.

25. The system of claim 24, wherein at least some of the
first plurality of source files and the second plurality

of source files are not equivalent.

26. The system of claim 24, wherein the first period and the

second period are not equivalent.



means for restoring the node in the desired snapshot to the correspondi ng
node in the file system and neans for restoring the node in the desired
snapshot wo o3ae94onal | ocated node in the file system 28. Poe/EPy3omn of
claim 27, wherein an avail able node conprises any one of: an unall ocated
node; and an node which corresponds to a source file which is a nenber of
the same plurality of files that are gqyicluded in the snapshot which has
been restored. 29. The systemof claim 27, wherein the second neans for
restoring conprises, neans for restoring the node in the desired snapshot
to an unallocated node in the file systemand updating a directory entry
for the corresponding node in the file systemto reference the previously
unal | o@at-edthmdersaon of sykam34r Festhey eemprshabpehot, wherein a

plurality q{ear?é‘aféﬁ‘oé c@{x?idr?é/aé'ngé’#ﬁ s1901£rc9r£é%&9r'e MBaRSs 0Ly recei ving a

e
request to restore a desired ~ snapshot; means for determning, for each
node i n thesmasshia; snapshot, whether a corresponding node in a file

system is avail ; .for re ri t de i h i red snapshot
Co- the cofliabnarng et ttine T 4 DB b aFestis
PCT/ EPO3/ 0Gktabskot85 whrednsr farcoeséspomiindelmode im tie Gekered snapshot
to an unall ocat ed. node if tj;e. file system 31. A systemfor generating
shapshot s, %ﬁﬁl?sji%gafvaa Eil}? T snapshot for a first plurality of source
files in anddde Systestohiieithe hendde sin stiapsieditat| sgsstant tode
CorrESpondléﬁétééé?ééhégdfﬁgiiﬂéé% {%}%ﬁglégigfsygggﬁfgaééles’

means for restoring the inode in the desired snapshot to

an unallocated inqde in the file system.

28. The system of claim 27, wherein an available inode
comprises any one of:
an unallocated inode; and
an inode which corresponds to a source file which is a
member of the same plurality of files that are included

in the snapshot which has been restored.

29. The system of claim 27, wherein the second means for
restoring comprises, means for restoring the inode in the
desired snapshot to an unallocated inode in the file
system and updating a directory entry for the
corresponding inode in the file system to reference the

previously unallocated inode.

30. A system for restoring a snapshot, wherein a plurality of
snapshots are available, comprising:
means for receiving a request to restore a desired
snapshot;
means for determining, for each inode in the desired
snapshot, whether a corresponding inode in a file system
is available; .
means for restoring the inode in the desired snapshot to

the corresponding inode in the file system; and



an identifier associated with the first plurality of source files, the
identifier stored within each node corresponding to each of the first

pl uralitywofo3sensrre files; and an identifier associated WCTIEPVII@164 me of
the first snapshot, the identifier stored within each node corresponding
to each of the first plurality of source files. 32. The systemof claim
31, further conprising: a second snap8hot for a second plurality of source
files in a file system wherein the second snapshot includes an node
corresponding to each of the second plurality of source files; an
identifier mesvei dpedrapthrihg §éeodd0§buialth¢ desigedr cmapishes, the

identifier o] e r.espo to each of the second
h Eﬁgl%égkﬁd %Bd 4% £he’ FE30 nding |

plurality o source an i rerY3sSociated with the time of
t he second snapshot, the |dent|f|er stored wi thin each node corresponding

L0 eachu ol WE,BEERndep WEALLLIBL, SOULSE Ll e2pcdduqThe System of el m
second pl ural Efiystoénspshoe fbkesa g&hiesnoplegdilyalent. source files in
a file system, wherein the first snapshot includes an
inode corresponding to each of the first plurality of
source files;
an identifier associated with the first plurality of
source files, the identifier stored within each inode
corresponding to each of the first plurality of source
files; and .
an identifier associated with the time of the first
snapshot, the identifier stored within each inode
corresponding to each of the first plurality of source

files.

32. The system of claim 31, further comprising:
a second snapshot for a second plurality of source files
in a file system, wherein the second snapshot includes an
inode corresponding to each of the second plurality of
source files;
an identifier associated with the second'plurality of
source files, the identifier stored within each inode
corresponding to each of the second plurality of source
files; and
an identifier associated with the time of the second
snapshot, the identifier stored within each inode
corresponding to each of the second plurality of source

files.

33. The system of claim 32, wherein at least some of the
first plurality of source files and the second plurality

of source files are not equivalent.



