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1} Biometric — Using the unique physical features of a person as an authentication
factor. The main drawback for biometric authentication is the privacy concerns of
end-users. An end-user might not be willing and comfortable to allow banks and
merchants to capture their biometric data such as a retina scan and fingerprint.

2) Security tokens — Smart cards, USB tokens, one-time-password (OTP) tokens
are examples. OTP tokens have a liquid crystal display (LCD) screen which
displays a pseudo-random number with 6 or more alphanumeric characters
(numbers or combinations of letters and numbers, depending on the vendor and
model). The pseudo-random number changes at pre-determined time intervals,
usually every 60 seconds, but can also change at other time intervals or after a
user event, such as the user pushing a button on the token. Tokens that change
the pseudo-random number after a pre-determined time interval are referred to
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such as when a token device is forgotten, misplaced, damaged, lost or the like. Another
operational limitation with SMS messaging arises when a user might not be able to
receive a SMS messages overseas.

Therefore, there is a need {o manage two-factor authentication that is convenient to use,
requires relative low operational cost, secure to phishing site attacks and the like.



SUMVARY An aspect of the invention is a nethod of
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authority in response to the user key; providing a
secret nessage using the fransmi ssion nessage;
di spl aying the secret nessage to the user using a
di splay screen; and providing a user response to the
aut hentication authority in response to the user
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Internet, and the user can provide the user response to the authentication authority
using the Internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.

An aspect of the invention is a method of authenticating a user, comprising providing a
visual overlay from an authentication authority; providing a user key fo the authentication
authority; providing a background message from the authentication authority in response
to the user key; displaying the background message on a display screen while the visual
overlay is positioned over, aligned with and attached to the display screen; displaying a
secret message to the user using the visual overlay and the background message; and
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conprising providing a

The user response can be the secret message.

The authentication authority can provide the user key to the user and provide the visual
overlay to the user in response to the user key from the user. In addition, the
authentication authority can provide the background message to the user using the
Internet, and the user can provide the user response to the authentication authority
using the internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.
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The authentication authority can provide the user key to the user. In addition, the
authentication authority can provide the encoded message to the user using the Internet,
and the user can provide the user response to the authentication authority using the
Internet.

The method can be a two-factor authentication scheme, wherein the user key is the first
factor and the user response is the second factor.

An aspect of the invention is a method of authenticating a user, comprising providing a
user key to the authentication authority; encoding a secret message at the authentication
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An aspect of the invention is a method of authenticating a user, comprising providing a
private key from an authentication authority; providing a user key to the authentication
authority; providing a background message from the authentication authority in response
to the user key, displaying the background message on a display screen while the
mobile phone with the user private key is used to capture the background message on
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private key is used to capture the background nessage

on WO 2009/ 134213 PCT/ SG2009/ 000159 7 the displ ay

screen; di'splaying a secret nessage to the user using

t he nDblle phone cont ai ni the private key and the

background nessage; and providing a user response to

the Hﬁ%la@%f’&ﬂt 'd%ﬁfayiﬂﬁ AYEORS hc¥sdds tb%@%&? u%ﬁ?ttnse nbbfié phone

observin e secret nessage. An aspect
contafighing @%Vﬁ‘t?, key ARd HScPaskorRUnh B1665a0%E ARG PEpVising @ user response

to tHR0AUMdnSE AN RUMGIEN iR eshonsS R thk B¥erfoh88iAG the secret message.
authentication authority to the user; then providing

the user key from the user to the aut henti cati on
An asptebmﬂ thz meﬁtidnslts & msthiod [of auihdhtngtuag aruw.atcemlpﬂsiné bMding a
uthent tlon ty to t user, .n
usot B8y 1M 0 eaon P AHhciRY e thpioBet Wi @BVickhe W8S rom
the plaelvtodihagal,ttmmtluatmn :kmi;:orﬁy anfitsh Emas provtdmg hepnvate key from the

autrge%{i(ﬁn% 'aﬁg‘lta m%r}oq}fé éll %yr %30%38? ﬁé@ ke% E)'l"ov;cieﬂ.l tﬂg f ast time;

aut entl catl
then Qrovﬁeﬂgdb% us¢rd<eyrf@§pth¢st@er o hhauthesficatiep aptrwmaectohé time;

proﬁ&ﬁé’rk\d bh&Rourd ?‘P—Jlséé/den ol e %ﬁ{ﬁ%ﬁ:‘éﬁgn r@ﬁﬁt@@f to QEe diser in

SCreen Clqg he user one
resn%%é% giugprdepydirayidedhiheggeend e Kisplyingdpe @a@ketrwd message

on HalsHRY %c@@n:f%gjﬂ?gt#@)‘ wHIE Wmogilesﬁlhtﬁié' i8 g)r?glt@g% @{eﬁ aligned
W'thp?ftsfﬁaﬂﬁﬁa&& t&srfk%ﬁ%}vr%ﬁ%% dspGuP0 apacr messags to te

useautlh@tﬁel malb:lemhdmat had tHay providiag ROReE réspohe fromethe user to the
aut RS 13 B Shed B IRE B cBRr g s S 4t e

may be fully and nore clearly understood by way of
non-limtative exanples, the follow ng description is
taken in conjunction with the acconpanyi ng draw ngs

BRIER Qi CRIPTIQN OF ik PRAWWNG Er al s designate simlar or

correspondlng el enents, regions and portions, and in
FIG 1A illustrates a block di agram of

i ch;
In OF% et pbrOmei Pt /nerndipp sy tledWyaEdes dearly Understood by
way&ﬁ@@ﬁ-ﬁmﬁﬁtﬁre\/ﬂxhﬁlpw@ mabawmes@fptbhﬁas 1aR¥® M dopinclidn@vitt the
n‘l M%ﬂ’ ? server WItB aut horj tlé[s stem
a°°?fH8?“VE§ fB‘@'”%% Ko ereronaeAMerAIS dRB9NAA ST % an
corresfirdingetamentts, trqgionsnarehpartiors, &hdGn wihich: | | ustrates a
bl ock di agram of a user login process in accordance
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FIG. 1A illusirates a block diagram of a registration and key distribution process in

accordance with an embodiment of the invention;

FIG. 1B is a block diagram of a server with authority system that can be used in the
system in accordance with an embodiment of the invention;

FIG. 2A illustrates a block diagram of a user login process in accordance with an
embodiment of the invention;
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FIG 10 is a block diagramillustrating a mobi | e key
revocation process in accordance wth an enbodi nment
FIG of upfEatps3 bIREK A0St Yol HSERe S PIOAP WS G0 ofth 3121 3
embodisrcePBaierdd? 9 Enbodi ments of the invention
propose a nmethod and systemthat are cost effective
and easy to manage two-factor authentication using
FIG! S #Blustratéos kel eretsto@en irnaddoadinice ath an embodiment of the

invention;

FIG. 7 is a block diagram that illustrates an activation process where a private key is
generated and distributed securely to the end user mobile phone;

FIG. 8 is a block diagram that illustrates a user login process in accordance with an
embodiment of the invention;

FIG. 9 Is a block diagram illustrating a mobile key renewal process in accordance with
an embodiment of the invention; and

FIG. 10 is a block diagram illustrating & mobile key revocation process in accordance
with an embodiment of the invention.

DETAILED DESCRIPTION



met hods where the "token" is essentially a

WOR8W(1413 andom vi sual matrix pattern printed PERSHYRANIS
transparency paper using normal printing devices. FIG
1-3 show block diagrans illustrating the registration
and key distribution (FIG 1), the user login process
(FIG 2), and the password reset process (FIG 3) in
accordance with an enbodi mént of the invention. An
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the inportant files becone inaccessible. The basic
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unapdiiableC bpBicem thbﬁanelm grfesthy ke B ddsRowrEif.tiedn 4lNthe important

tiecfiiche Sibsttalie TR Pasfoibe p R of o O F g e 0Rreh it
into giacemand disaibu the pieeed tordifférerfigrensins so il oertain Bebsets of the
persgﬁg g&geg%ﬁ?tﬁé'ﬁéﬁ%&ﬁohﬁw Iy called shares or

I ces for the values of mand n
reflect the tradeoff between security and
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parChathiatn 3 PR i ol BT  reclict i Soretc R ah e shgers
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rin
security and reliability. A secret sharing scheme is perfect if any group of at mostm - 1

participant (insiders) has no advantage in guessing the secret over the outsiders.
Therefore in a single party authentication mode, itis a (2, 2)-thrésh0ld scheme. In
practice, the hidden secret couid be any colored image which contains any graphics or
characters from any language. This secret will be required as a second factor
authentication during user login.
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WORMY(18441Hn of cost in flat-screen display dev?@“é@‘}?qﬂ?(/g““l”
LCD, Plasma TV, flat-screen CRT, and even nobile
devices, it is becom ng nore pervasive itens.
Enbodi ments of the invention may include different
schenes for effective and secured T-FA, for exanple
by vi sual codes overl ay, bi | e token authenticat i on,
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sual codes over can scribed In
CRTwntil eyprsmpbils dayicepdt ik bgcaming m%%@e'b'ﬁsrwtm%r s 2)
onl i ne user Iogln and 3) password reset. For phase 1
as shown in FIG 1A the authority 14 for online
Emh@é@tﬁm@‘éhe fryenticndngy faclyde gifferent#rnemes fenaffgeliveand speused

T-FA 36Hd:BApRESYNIGRS coddsToTEriAL RIBild DRERELHERTCaBSN or the like.
distribute a random key share to a user 12. The

server 15 is of the authority 14 is shown by dashed
In aembodi®ieny €e prbiwos&idlsbhé?ﬁe BY a4l icatlwb\telﬂay carBe described in

i al. k
el HRER, (roaiiveditn oAb yioh BYRERY itine oo 550
passyandl regget.at i ons, for exanple may be |ocated renotely

or separate from each other. Typically, the user
provides registration information 10a such as

For phiasetii 49 shwmindn Fl(alds isratitizonty 14hter phlie, resgiicas, for emmple a
bale\'NK‘néH g?ovﬂn%@%t@ﬁm%ﬁbéﬁ:ﬁ%; s'eF?m?eerrBﬁ%‘ﬂQ §Slr RS Al Bkt

ner at or the secret ey
rand@ﬁdfeafssharq tradpeni2a The ﬁ?fﬁ?fa@ﬁf’f theiRpagiiy 14s ghews by dashed

box (Homné:p&ﬁ,«mﬂgyap&ég?tea Rt H'Ieesdb?dn ~ polgemts ﬁgowdt\ Sfr @Jtﬁ&ttﬁé&stemzt
Vi su S
visu Koy fisheratod 16 g Calabas 4 Gy ke ATProRGOREReBs fgpexample
may b lgcaked/ regmiélsi ob Sesedtt frdbmhch @ttdn! eTy;us:?ny thb ruestghrovides
r.ecl re ma or ,e ectronic 0
rogtffitb R ORI 1ba Rlich st fpgoR ot RO R b ik, nd withe
giveofa gadnbrate\céumeﬂb anth bassmmtd generaise by k[Bef gPaergtoo @ ahd ke lop of

that %H?%Screﬂ] ?rshafles?ng g%n%lo dé}rsgg}fg:g tpﬁg%l&g gﬁédg.ﬁ{ ﬁ Pency) 24.
Thetvigbaldeyt 2 preaaa%‘d}bcmﬁdﬂthm@ Miski@l kewoeasTaton theoartorte Hié

pasévﬂ)f& 1.3 'é?@ is Q%Bﬁadsi%\{r?{he%iébﬁéé/ ¢8.aThiB 'ke? E&ﬁ@ be $dnt 108 1PHY
dat abase 18, interface 17, visual enerator 16

US@%IH%PUSH &egitpred maitongven by glegiietor 'Htf%”cﬁeiff?&f’ fign g hie authority
will Wﬁﬁ&éﬂmllftﬁb UsREinSRMaBon: As6r IDYPdskivirat] lk@i’/ sife. FIG.

15 YRR Sef ) LB e Bl Sl PR ARl e
the siatami Aasascortance whly ab embo@lateaﬂofﬂﬁ@ mvahiiiny Thedbaer may have a
procegggf'tﬁl %emo?ymm database 18, interface 17, visual key generator 16 and the
like. It will be appreciated that the components shown in the server are for illustrative
purposes and may take different arrangements and configurations, for example
components such as the database, etc. may be located separately and/or remotely from
the server.

For phase 2, as shown in system 10 of FIG. 2A, when a user 12 tries to access online
resources, the authority 14 will prompt 10e the user for user ID and password. Once this



the server. For phase 2, as shown in system 10 of FIG
WO2R09/W#dh a user 12 tries to access online rBSHEFEWE000159

the authority 14 will pronpt 10e the user for user ID

and password. Once this WO 2009/134213

PCT/ SG2009/ 000159 11 information is verified be

correct, the systemfromth$ authority wll generate

10g a pseudo-random sharel's, based on a secret

. ' ' i nd
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psegdrhrangdomishara. Sebasedsn 4 secrelmessagavill besliapiayed 10mas S on the
scresh’&h@ rt\*\e.zaseg‘l@{ shdtE <8 ﬁﬁt %ﬁweﬁﬁ%ﬁ%@?o@la@@ QON?@rtﬁeS&!srer’s self-
conmputer 2 on top o , the secret hessage W be
kept dgush faken orFfifee rEebadever §1q SPCER| 819583019t the diserrsegampaes 20
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retrieye, vigua! key gharesS+ §he Heerdan nreds IRy e s pegret message and if i
is c&bédt,ith@aéér%cﬁh t@ﬁirthc@és tb@lﬁéénliné rékdarce. Wﬁugppd?@ login, at ’east
resen I [ e S es 0 over a feve
0wl ERe o oretatl i SRS i b oS pEMnd o S8
messabé befloradihayg camiogh. &€ 02D isteblo@ddiddrain of arcobputen 8 that nan be
he . nge w n i . ofth .
usef R ESLER h Ao ATEHC ARG S ffla SR el T Yomputer s
ilustratite rtsl pavitelide praz@ssar@donemoty, 25, interfaca @& fantersonnecting
i : . . : ; _
ond B FRENRS L1y S G LAt ey 22 o
21 suph gy @tkeykoard kel@ipaeld or keypad. For Phase 3, as shown

in FIG 3, in the case of conprom se or |oss of the
end- user secret_token, the end-user, could easilﬁ%do a

ForFhesqdras $housHn i G 3. fTibe gavehompromiag of logp pithe phguser

sechl @bkf@ﬁ,ethe Eadwiséd cfuﬁgé&gﬁﬂ% 4 Qhsiwdra résiaeW?tZ tH&Q&ft{tﬁdﬁt}an d
as r a, new.t.o n. . U 0Ll system o SS
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Autiiéritya systéem Vd swilhprokess the dequpsixting ré@enéiate 10kewith the key generator
i t 8 ew
16 § 889 YRLAC BHaTAALE 1815 Lot 1Dl Pags ARG ool AFURC
datghage 18e Jhe mewdey san be cenvsinlentdistibtigd 10w tofike ¢nd Ysehvie

Rierdt SRl ¥mdiexs.ces at the users end, it may be
r%dlfﬁfrfi cul?%?or end-user to align and overlay |ens

agai nst the display screen to correctly display the
DuSRChE Vamiits alfitspléiUddvites atthBeREF £aid, AMmayTid difielit Br bid-Gser to

an enbodi ment of the jnvention includes a, fe
align ang over?angns against the éisp ay screen to correctly display tWe secret message
during authentication. To tackle this, an embodiment of the invention includes a few
proposed techniques for easy on-screen authentication, for example:

Technique 1: Easily adjustable on-screen lens size for end users
Technique 2: Redundancy in secret message structure
Technigue 3: Dynamic screen size matching program

Technique 4. Pre-printed multi-size lens key
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| ens size for end users Technique 2: Redundancy in

secret message structure Technique 3: Dynam c screen

si ze matching program Technique 4: Pre-printed

multi-size |l ens key WO 2009/ 134213 PCT/ SG2009/ 000159

12 By using the Iens key a§2a token, there are several

over i tional e sol ut |
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to the end-user for self printing. 3) In case of any
conprom se to the | ens key, a renewal key could be
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app%%g&%&h&ttﬁ éélﬂanljaéﬁftﬁéﬂqa\fr{(&%ufmﬁg s?%‘tbllnl%tl E‘%ﬁg\g%g%egegartor 56
andRigtabpexbemay b imdiferent penfigurations; @Freé@m@'?r'%t%ﬁemotely or

sep%ﬂféﬁdﬁ%éa{btﬁé}d In 'ﬂﬂ@hﬁa? th€ Visdf H2%r&liddsebalfehd éhthonty system
at abase he nobi|le key is then returned 50d \i'k%bTh%

54 rggistrtiop inforgiatipa ﬁv@ma% HJ @ésmﬂéaof?ﬂﬁ nuFep and the

motﬁl@&@ﬁ gerfdrétor s&neate% Hmbeﬁdsbudlkagltr}anrhmﬁg@tmwgl .hf@rrpmn@nd
can Sl.e ccor.dan

molSlg ke Rde SRR B0 R St Tt ot Ko s Bt AR Sndhia

auttsinioygysietn 54 folkst statedmtkm%eﬁmmobmmdnee FI. 48 is cddeakrdiagram

of a]ﬁg%;iﬁl,'ei ﬁﬁgﬁ) (& ﬂﬁ%ﬁcﬁpg? g&-:‘rd.oiﬁttﬁer éy%%?n ﬂﬁoa%c%gnce with an embodiment

t7ons hod
of the invention. The mobile phone 62 shown is illustrative and may comprise a

processor 102, memory 104 and an interface 106 and communications module for
interacting and intercommunicating with other compeonents of the system and display 80,
input 92 such as a camera, input 94 such as a keyboard or keypad, and other like
components.

In order for the mobile key to be transmitted securely (either via SMS, GPRS or any form
of transportation protocol), it will be encrypted prior to the transmission. The encryption
can be done either via a symmetric key algorithm or based on public key infrastructure
(PKI) key-pairs. When a PKI system is used, the contents embedded in the visual code
may be encrypted and digitally signed using the public and private keys of the authority
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woeHps4aht s of the system and display 80, i nBﬁT’5§@09/000159
such as a canera, input 94 such as a keyboard or
keypad, and other |ike conponents. In order for the
nobil e key to be transmtted securely (either via SWV5,
GPRS or any form of transportation protocol), it wll
be encrypted prior to the t'Pansni ssion. The encryption

syst%%r*jzp qn gl'ﬁ@\%%f ! té] a %ﬂ Eér&cg Emﬁepgﬁd éé}wcé’ Fequestor

ased. on pu ruc ure
can \tascartaindd @ymwmheselaysweamgathe eatwrity of therybold @Mstelm
the visual code nay be encrypted and digitally signed
using the public and private keys of the authority WO
Slmﬁﬁw%@mls ke gesEaind ga0 eihs de bﬁse%sns@éwnmtnclmyta ogithm or
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service reguestor can be ascertained securely,
t hereby increasing the security of the whole system
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1 |§]gase

ased on g s
54, {yperme Paldie APBLAIEn FIGvd o e mPHE PrpRe ParBe UL
multisle mdble Regtshetiic ab bhen bf hatagihotitylsyslers whisd besired securely

on Fifbeafc by B onug oy bRerRE o Regles HelPork ok K

case, nultiple nobile keys speci fi c to each of the

Tho B30 shomhih BT, SN RIS BENIE oL A S|
rangnip se@eu@yd vigaal quele geygtaéqﬁ@magmgmﬂdom F9CcRt geneMmipRgnodule 72,

enc%h&‘? HoHMIeSMSérﬁmléfal %JJ‘Q&@E&W&&L@@T@W prddﬁ&ﬂg Wsual code V

secret and visual code generator 70 having ran
82. skheruser B loging o8¢ V’ﬁcﬁj%ﬂ'@p‘ﬁ?r 60 ‘@é‘Fﬂ:'Py B@ﬁ"%\f?quﬁ'%ﬁhé ]"ﬁ: ang e
daté’dagé Y unz:,gg@ SWT ks rsgg@ puttisved ndbé ke, @@memw ssstal
code V. . user in e u
meSiRgR M oo pEERGOE A OREE D K Briteve E ESTIANGR S 5
Encgpded Edslg&@iratdd 6olnE8idntd &isual doeleM mzeﬁerménal eodeay is displayed
on 0T AoRpEleF oy BRIREAS2 4y BB AR 236 e ana
decBde videal cBdé¢ ¥ iy éineiagﬁammhblmVucnwauah ®dal84@odﬁﬁplay832 mobile
o | S .
dovFBant of senaRE o oh UBpRLo PSS! vsBl BRGNP HaRigrd to login
capture and decode visual code V to display 50j on

FIGMBRhbWs ﬂﬁ\clfir&ﬁesy newak tHéQﬂ@ou%‘ke? Pes@t %b@éé dﬁhé@@téne The user
devi ce_an

52 regpesis. 6y dy 'ng Méﬁ%gfag gchontg cre):/ates 5 ?n g?tg{v mo FT‘EZ key K.

The store 1D and other information such as 1D, password, mobile number, K, and the like
is stored 50n into the database 58. The new mobile key is returned 500 via authority
system 54 to be stored in user mobile phones.

Visual lens or user overlay 24 Is comparatively easier to replicate than physical tokens
and it will be appreciated that the visual lens is more cost effective.

An embodiment of the invention could be used as authentication means for scenario with
these important characteristics: cross-order and mass authentication.



FIG 6 shows the process flow of the nobile key reset
wOopegeEd3 of the system The user 52 request sPEHICIPOY1S

nobil e key reset. The authority creates 50m a new

nobil e key K. The store ID and other information such

as I D, password, nobile nunber, K and the like is

stored 50n into the dat abase 58 The new nobile key is

returned 500 via authorlty 4system 54 to be stored in
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t segments and/or applications of embodi nents
An &ﬁ?%&iﬂehﬂ&?ﬁlh@mbﬁ nsree@al g@té}ué ?at M@rffefe%@fr@r:h typI%al tokens
u ation i nc e _enterprise applications
SO'L@EIEH‘ tggé g%%meeusggﬁﬁeé’“ @d8s.  enterprise

aut henti cati on, business to busi ness (B2B)
transactions, or the like; consumer applications such
In ap smbedinent,publid-kry, craitegrapianic @ raethedeoploysdsios seaget t he

corrlrhn.lﬁﬁcatigﬁﬁgﬁn)égﬁ o pé’rﬂ@é *vﬁlﬁéedt %ir@#b%g Ollﬁﬁa! ‘é%ﬁ%)lﬂe of secret keys.

entication or the ] ment
It canrlenbe BFed to crpatedinive! glasatumes Rubligkey tgy@pgrapm@@ﬁables secure

trankiitisfonl of irideRizSion 6@ tHE Ih@mdth that it can be use for
secure Iogln I n an enbodi nent, public-key

It :s%'is)é%%% %m@weﬁ k%@t&?@r@%@ga\f Sithe ke §¥kd to enc

connunlca Ies wthout” requirin an
message r:lriﬁerSefm thedey osed t;ttii@trynt 8y & publie k%@fy@tpgr@pbae ajgser has a

pauld? cﬁfp@’c@?@ph‘iﬂ vk al o Pusnatey f91-a ;E?HIQ{e' KeyK G¥e pRYRE R%@%}é’t

| es securé transm ssSion of infofnmati on on e N
SGCT%tWHéh@ pyhiicikey Byay Hepyidrin digbyiedniessagesiasg encrypted with the
reclﬁfe)*it'g e nbwalhﬁmw bd Sedfsaptew aanl tﬁea:oﬁagmtﬂtng@nvate key. The

er s.fro sed to de
keyﬁ 35.2[ re%%;(cg pw{a%y&%ﬁ@we Ry yﬁggno&% 3%%%&%#!6 in atr:]tual or
pro;ebt)eptpog:tiaﬂtﬂeuvé@fy@n theapyilibkey. key and a private key.
The private key is kept secret, while the public key

SymR¥trB @ryMtddPaph Qx‘s§§ b |s|?|§¢eeéécre\/ﬁ %Gﬁé"th%h@ry éfﬁic%éryfsﬁtib:h To
the recipien g? E %/:9%{{1 @n onl %ége%az%/g
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less bandlmcytx 1{ is cbmmonétlo exr%ange a key using a key-exchange algorithm and

transmit data using an enciphering scheme.

FIG. 7 is a block diagram that illustrates an activation process 110 where a private key is
generated and distributed securely {o the end user 52 mobile phone 62. The activation
process involves downloading 110a signed midiet from website and generating 110b key
pair. The passphrase is entered 110c that is received out of band fo encrypt generated
public key, where out of band is flexible depending on banks, other organizations and
the like, through for example the ATM, user login fo fegister their own or system '
automatically generated. The encrypted key is registered 110d with organization via



projected practice) derived fromthe public key
wWOogys43 c cryptography uses a single secret R@VSGE}O9/000159

both encryption and decryption. To use a synmetric

encryption schene, the sender and receiver nust share

a key in advance. Because synmetric encryption is
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|nvo ves romvve bsite

embggimeyé ﬁ@haﬂmfﬁgﬂqn |Tf@@w§mlcq§@n Procepeinyalyeniie aser Ipgin 120a to
the /3t g6 élxla%lé &F:Hewe‘s 56 emi & of I:Hglsﬂfatl@rﬁlﬂfbrﬁlﬁmﬁﬂ Crhgpt

and is flexible

encrBlgE (PG SHOR000 R betsrya el PoRSTaRe ThhSHRe,
encnybrsmsgig tﬁ@ us@sq:rmhekémﬁama Mg;st@eﬂ with ghdsystent. efmesaser with

. _OwWn, or s em aut ongt i cal e d
mage SaiisRies Shah PLLAGBAR praold HiEDR eIy Aot 1200
of thei 2D VD 13 0b@&irlQZR Edciyfiel SR BOOULD'S boblic Idﬂ Gﬁaﬁseﬁﬂ&mm
[
1208 B 1 B PAGYS LR lrion=58, 147 Sare 108 SEEEYRITEg5 P
12061 Ce in the systemis repository. FIG 8 is a block
diagramthat illustrates a user |login process 120 in
accordance with an enbodi nent of the invention. The
FIG R istreblpelcdipgiam ihisdiatinga mebllg keysrenaieal peasess 48 i acoodanes
WIthté”rheérﬁl’t{&ﬁrtﬁQ&t o e Iﬁ\)@iﬂBﬂ\t eA@*sel{i’% r‘é@ﬁee'@i 3040 fbhnév@ﬁéé%pﬁrrase and
stration infor
a neyCFRy e S BRBIer 120 B bastBESs AN T TE e
gendivsd mm puBrtCIte_yptTEhelmnnygteﬂ tkey iﬁég:s&r@tﬂﬂd&nih&ygérhﬁ’aomﬁor
t System e u
exaff it BRES Mo BRI SeeP e B L Grpiso
obtaithealser agemapet otJbIIt:Z@gz and thenlator2 183 inttioe syistan’s repbBitory.
encrypted with the user's public key. The user 52

FIGeﬂ§ Efasb[oéiﬁﬂgg ﬁmggrgté@“éigﬂﬁﬁ rgv&%é;’n Bhg é"@f&fﬂ%ﬂ@gmcess

1404n B?%‘ﬁ@@ﬁéﬂgﬂ‘aﬁm ambogimeny of thg lrafeﬁtgscm | theispr B2 nelifigs 140a the
admiiSERE51430n 'aﬂotﬁéﬁéiﬁm&t thd Gdbr P6voRED ML R &Iﬁeﬂrﬂ&ans

i nventi on. user ests. 130a for ssphr as
such ag automatic teller machmes (IAT% "ﬂme keys are re:vokede 14(530 sg(stem 55 and
renewal is disabled. In an embodiment, only re-registration is allowed. The user 32
repeats 140d registration process to yegister new keys.

While embodiments of the invention have been described and illustrated, it will be
understood by those skilled in the technology concerned that many variations or
modifications in details of design or construction may be made without departing from
the present invention.



a new key pair is generated 130b. The passphrase is
WOe9es&d3 130c to encrypt and generate the puBFTEGREH00015

The encrypted key is registered 130d with

organi sations for exanple via GPRS, SMS or the like.

The system veri fi es the usér 1D and decrypts to

obtain the user's generated_ public key and then stores

130e in the systenis reposﬁ?ory FIG 10 is a block
cLAld9ramillustrating a nobile key revocation or |oss
—‘oﬁghone process 140 in accordance wth an enbodi nment

of the invention. The user 52 notifies 140a the

admi ni SWzﬂ&de$ﬁ§uthé&ﬁéﬁ+%td“€§er%ﬁ$@khl nt the user

revokes 140b usin means such as automatic
telpr@i'd'%@HFWé@Y(t%WUthﬁfﬂf@amt%f@ revoked 140c by
SV%F@J'&@ a&f&ﬁsmfs%ﬂ:ﬁ%éssb& ﬂbl%qma @eithehticafitn aIBHy TR Asponse
l"e registration is allowed. The user 32 répeats
t°thf4‘§&r @i stration process to reg| ster new keys. Wile

entpeslidiigs Seerbt nbssalg ey ltlmrdmmshﬁeﬂeséagsrl bed and
nder st ood @th hose ski I | ed

Il it Wil b
| n AP s remeia h CErat TR RN TARTDRES or
nothcﬁwdilaa aassr fespolieedo e althadisatipn authaibnistrespnise o theyuser

. | parting from the present invention.

°bs%"ﬁg?%§gﬁ%%@% SG2009/ 000159 16 CLAIMS: 1. A

nmet hod of authenticating a user, conprising:

Provi di AgedndB6d ok&Mint £ Mrﬁ?ﬂ@@&&%éﬁgg@gQﬁédetd}ﬁirandom

providing a transm ssion nmessage fro e
alphanumen £edei on aut hority in response to the user key;

provi ding a secret message using the transn ssion

nmessage; dlsgla i ng the secret nessage to the user

usithg a Taedpt B WAREINNS FEaPHYSEsage it @ PR piars )
threblold becraikhasing sertine) i Bt UIMey of parfsasp@iRgtotrécovbea secret

use observ the secret nessage. 2. The method of
and gy ?%?F? {;’%'%?? "Phe secret nessage is a psuedo-random

al phanuneric code. 3. The nmethod of claim1, wherein
t hQL secHel HERRSAYP ki 2 din Qﬁe aigplg%&)eén is a flat-panel display

screen.

5. The method of claim 1, wherein the display screen is an LCD screen.

6. The method of claim 1, wherein the display screen is a mobile phone
screen.

7. The method of claim 1, wherein the user response is the secret message.

8. The method of claim 1, wherein the authentication authority provides the

user key to the user.



threshol d secret sharing schene, in is the nunber of
wopentig4naquired to recover a secret and n i sPEHEGHGP/EN01S9

nunber parts. 4. The method of claim 1, wherein the

di splay screen is a flat-panel display screen. 5. The

met hod of claim11, wherein the display screen is an

LCD screen. 6. The nmethod of claim 1, wherein the

di splay screen is a nnbile1ﬁhone screen. 7. The

e . : . . _
sedrer Bt buolnet Wi Fhe ARG S bR tca e
tranamissientmessage ho dhe hseri dsingpthevintbewett dred theseser kegvides thheuser

ol s N RRATA GBSO AARLSD, 17 0 e

he” aut henti cati on
authority provides the transm ssion nessage to the

us ey, USiThE midifod mﬁgmt, wherth thb S1dtsRf is BRuirsles dfntication

user response to the authentication authority using
scheme, thapserkey is the first fastorand Hip wser rgsapgers theneacendfacks

method is a two-factor authentication schene, the

user key is the first factor and the user response is

t hétlsecéheirgd phputhgnticaling 2 V35 LORIPTISBhent i cati ng a
‘ USQ{:@VE@IWWS%I@E%}M‘@# lafliabhentiostion alithonter | axé from aﬂ
aut hent.ication authority: . providing a user key to the
o g Akged o B tnfeD RS backor ound
megsadding a backgneuraiunhbssate fratni the aaihtfimatioy authorite $p@agense to
theLQ%[.kte e user key; displaying the background nessage on
a di

Spl ay screen while the visual overlay is _
podgiigplayingdhe backgratrdgnestage oh aadishiai sciesrewhilepthehwsual overlay

is peé;ﬁ&{e%vé@ég’gﬁie@av&# 13X =B o HECdiSllayBRSGge tO the

user using visual overlay and the background
me iNgaRISIF v MEPFRPCalu S Up¥s BYRG éhe ovigyeb overlay and the

ba biedhikeSaigeOshaut hority in response to the user
observing the secret rressagtﬁ. o e
prowdmg a user response {o the adthentication authotity in response to the user

observing the secret message.

12, The method of claim 11, wherein the visual overlay includes a visual
matfrix pattern.

13.  The method of claim 11, wherein the visual overlay includes a pseudo-
random visual matrix pattern.

14.  The method of claim 11, wherein the visual overlay includes a visual
matfrix pattern and a transparent medium, the visual matrix pattern is non-transparent
and the visual matrix pattern is-printed on the transparent medium.

15.  The method of claim 11, wherein the visual overlay includes a pseudo-
random visual matrix patiern and a transparent medium, the pseudo-random visual
matrix pattern is non-transparent and the pseudo-random visual matrix pattern is printed
on the transparent medium.



12. The method of claim 11, wherein the visual overla
WO2p(13#d8 a visual matrix pattern. 13. The nB¢HEH249p/000159
claim 11, wherein the visual overlay includes a
pseudo- random vi sual matrix pattern. 14. The net hod
“of claim11l, wherein the visual overlay includes a
visual nmatrix pattern and a transparent nedium the
visual matrix pattern is néﬁ-transparent and the
visual matrix pattern is printed on the transparent
medi um 15. The nethod of claim 11, wherein the visual
ovdEl ay Thachelbes obiclpive ddowheraimdibin atitismtitativat avthority prints the
‘ ium the pseudo-random
Vlsu\a/ﬁé%@f( EBaﬁn‘%‘a}ﬁ P ﬁ)&%}%?‘%ﬂ?@eﬁ@&i transparent and the
pseudo-random vi sual matrix pattern Is printed on the
t r apspar i ; / -
15 T T o b Bty e Wt B atter
on ihg rARsReremegiyMaut hority prints the visual nmatrix
pattern on the transparent nedium 17. The nethod of
claim 14, wherein the user prints the visual matrix.
pat'fern Thﬁﬁ"?ta%d pf dlalsh AP eWbersiuing Autheptication aHhqibypgnts the
psesd@amddm, visoblahgtin phttan autieninspaienbmeaiumhor ity prints
the pseudo-random visual matrix pattern on the
transparent nedium 19. The nethod of claim 16,
whd@ei n Thkemetbed dbrdlaitns18,hehssiputhe- usendeints thes psdudo-random
: I 0 rent medium 20. The
vasu@hﬁgﬁ p%?rﬁrhﬁé:ﬁ}% gi%sg\%ﬁé? &gﬁﬁﬁ}ﬁe vi sual overlay allows
the user to observe a first selected portion of the
di sl ay e R&Rodvt BRME 13! m%é@w g{ms‘&g@ SvehQy IR 8 ysdr to
second sel ected portion of the display screen, and t'he
obseive gifirg splsgted Popion of Bie displavcreas \glgwa allpwingdhe yperip ahserve
a sédvRd SRMderid PRESASEtHY dibhiay bhReR sk iHUMS: SRSREd Poriidh-of the
. _The net hod, of claim?20, wherein thec&illrst sel ect ed
ISRy erEsn BIPIVR et T Besaes Wihin fe DacygraHeMRRa%en t he
second sel ected portion of the display screen. 22. The
{Tﬁteﬂggeﬂjh{egnl\quwég gfl claimq%,%menteiﬁqhé/ !ﬁrssy gelaie&\ég rplolat'Pé)naolf lti‘?e\/\gisplay
screen is a window within the second selected portion of the display screen.

22. The method of claim 21, wherein the visual overlay allows the user to
observe a third selected portion of the display screen, and the user enters the user
response into the third selected portion of the display screen.

23.  The method of claim 11, whereln the visual overlay Is a part of an (m,n)-
threshold secret sharing scheme, m is the number of parts required to recover a secret
and n is the total number parts,

24, The method of claim 11, wherein the visual overlay is substantially the
same size as the display screen.



observe a third selected portion of the displ a¥
WO2PPEE#13and t he user enters the user respon8ETSFEYI000159

the third selected portion of the display screen. 23.

The nmethod of claim 11, wherein the visual overlay is

a part of an (mn)- threshold secret sharing schene, m

is the nunber of parts requyired to recover a secret

and n is the total nunber a rts. 24. The nmet hod of

cl asm 1 [

tha™ sanpodtaheld adl 1f; SHTSHANE bl il 35 TR omty
SCIesgT/ SG2009/ 000159 19 25. The nethod of claim 11,

wherein the display screen is a flat-panel display

screen. §6 The nethod of claim11l, wherein the

di <Bt ay T8erstird %f clgim (1 Epvierpindhe disblay sareen seanHdP sereen.

claim 11, wherein the user response is the secret

ne age.. 8. .The th erejn t

ot TSR TR RT 10y PBRTBU: B LSTHRSOREr RE3STE ¢ he

message;., and the authentication authority provides the

visual overlay to the wuser in response to the user

key fromthe user. 29. The nethod of claim11l, wherein

t heéz8aut Mdrtnetbed drelaimtiiowhenginghe wthestidalien althoility poavitks the
e R P, i B Sutt B U bRz B oHERl to the
usewtrﬁ%nqnwtque weprte fromtbe eer. 30. The nethod of cI ai m

11, wherein the nethod is a two-factor authentication

schene é;he user key is the first factor and the user

r esFonsd Medngtigd of Sl 1d . wheriely the gythepticaiipm authgtity provides the

backgtbive gt 8dden® the URGF usiBG MRS i1StefiBt, MdOWediRg p@owt&%r the user

oo MR GRS IGPLL B3t Pl R 1S (1 UBer e

aut hentication authority a first tine; providing a

VLS o G NS, LBRNLL RRULAN, Sutborgy o

the User I'n response t
authiangieationispleme, N@nuser key is the first factor and the user response is the

second factor.

31. A method of authenticating a user, comprising:

providing a user key from an authentication authority to the user; then

providing the user key from the user to the authentication authority a first time;

providing a visual overlay from the authentication authority to the user in
response to the user key provided the first time; then

providing the user key from the user to the authentication authority a second
time; _

providing a background message from the authentication authority to the user in

_response to the user key provided the second time;

displaying the background message on a display screen facing the user whiie the
visual overlay is positioned over, aligned with and attached to the display screen;

displaying a secret message to the user using the visual overlay and the
background message; and then



providing the user key fromthe user to the
WOR0MHMIB cati on authority a second time; probflPRgledo0e1ss

background nessage fromthe authentication authority

to the user in response to the user key provided the

second time; displaying the background nmessage on a

di spl ay screen facing the yser whil e the visual

overl ay is positioned over; aI igned with and attached

Y
J&Eig?ﬂ E‘S!J%f égg&%gsfﬂ%rﬁ over én%aﬁ] t(?l ﬁ(h@ﬁtb (Eér ouno’gl n

Fespﬁ'ﬁ%%*&’gbe U%ﬁf@bﬁﬁﬂéﬁgm %Mﬂmm PCT/ SG2009/ 000159 20

provi ding a user response fromthe user to the

aut hentication authorit response to the user

ob$@r vi hge fhackef dal gs&g@ems@e vistal eneriay inchideg |agpspudo-

rand%iln VN8I Rlafixt Bitie aHdla ﬁ&%d%t'ﬁé&l%e%@pM%ndom visual
andom visual matrix pattern and %g%ranspar ent

di
matoh BRSSP EARABAFE T AP PrHdoRNGRLR vispiel matix patterm is printed
on th®taisparspmkediom. and t he pseudo-random vi sual matrix
pattern is printed on the transparent nedium 33. The
nmet hod of claim 32, wherein the authentication
aut3or i The pnethdds of tlaim P2 .ewblaremathd cthandicationreattfidrity prints the

pse@cfbt ltaﬁﬁcga QI&W%I']ﬁathx B%Ee?ﬁg)ﬁ tHe ﬂ]ﬁ%h%flsr& Raiytne method of

e user pri he pséudo-random
visual matrix pattern on the transparent nedi um 35.

Theymet ?ﬁg REthed 2k 'E\a?’ré agNEn&hR hBCussk Sdi'iﬁ{s @\é%ée@ﬁo ~random

al l'ows e user to serve a first selected port
visughyatgx pattern os dheteansgansat MPHMof the di splay screen
wi thout allowi ng the user to observe a second

seI cte ortjon f f he di | ay screen, the first
SeiBet PR anthh ob el &1 MERIE) TSR qversy SldiiBote user o
obsawe hi fitstisbRcRegoribn 2@ ecthied splecit:t ortioh of tHeednacbl@,pémen without

oo S50, e S S A DS e, o o

seleb@dh:g:rhmmf thee displgye scraetl ist &n wingoer within thessechied aeieq:ted portlon of

n i f
e GRERITSRan7 1, 1A o 30 R0} g i o soor
. messpge thmghe baekdresnd rgesasapg,r andhihegipef nigrs the user response into
the third selected portion of the display screen.

36.  The method of claim 11, wherein the visual overlay is a part of an (m,n)-
threshold secret sharing scheme, m is the number of parts required o recover a secret
and n is the total number parts.

37.  The method of claim 11, wherein the visual overlay is substantially the
same size as the display screen.

38.  The method of claim 11, wherein the user response is the secret
message.



threshol d secret sharing scheme, mis the nunber of
WOgaM34Héquired to recover a secret and n i sPERECRYPARPOISY

nunber parts. 37. The nethod of claim 11, wherein the

visual overlay is substantially the same size as the

di splay screen. 38. The nethod of claim1l1l, wherein

the user response is the s%gret nmessage. WO

2009/ 134213 PCT/ S&2009/ 000159 21 39. The net hod of

cl ajgm 3k WhRERdN o f< IE%WH S?f ﬁvHEJ&ﬁf‘ the QfekP '?auﬁ'ié'i‘nﬁ@iﬂbﬁ yauthonty

provi des the user backgr ound nessa
provigRs the aeeikavrnd the braﬂtgé@m meggege te the vansusipg % u@@net and

the UB& po@EeK AL QL Ref bOB Sinfiadd ' @e URSF ré's?@lﬁ’éénl%ethé %ufh@ﬁhcahon

aut hentication authority using the er net
authQEbHEYINGe dMtaingt- 31, wherein the method is a two-factor
aut hentication scheme, the user key is the first

fac or d t ser spopse.is th second factor.
4 I sttied e o SR i a it S ST
autlm*ﬂwatidm rsghamelsies udee kel 13 thdifrsefsictoe ahd gt usenreapéiterns the;
seczgrﬂf%giopg a secret nessage at the authentication

ori'ty.in response to the wuser key, thereby
provi di ng an encoded nessage; providing the encoded

t
1o e A ool BF b AEA R Lt oM Y hger PO
t hé)f@\b‘i}‘n@ﬁ@'@ﬁ?rd@ﬁ@o theeaumn@qtnon@yﬁ@g@, di spl ayi ng the

Se@n%&dlﬂ&%sﬂ?etorﬂe&agé %E'tﬁé’ aﬁﬁ%ﬁﬁd’é‘u&‘? a'ilh‘%ﬂﬂ(si‘ﬁ Je‘sﬁbnse to the

response to _decodi ng the enco message;
usebk%mﬂr% piovidiag ap @@?ﬂﬁ‘ﬁgé‘%aﬁﬁe aut hent i cat i on

autgrevidiby tHeedc@asP ﬁ@@séé,)@ ftdI€ thiS QlitherRRERINVAWBort A response to
secr.et message on the splay screen. 42. The net hod

the Yperke¥i m 41, wherein the encoded message is displ ayed
on debb@n@t@rﬂmydarmmge,rtdembga privilingtae ssatt messadgeode

t h%i%?n%e@erg%%?e%gﬁe‘ss ge oﬁ a display screen to the user in response {o
decoding the encoded message; and
providing a user response to the authentication authority in response to the user
observing the secret message on the display screen.

42, The method of claim 41, wherein the encoded message is displayed on
the display screen and prompts the user to decode the encoded message, and the
encoded message is decoded in response to the user.

43.  The methad of claim 41, wherein the secret message is a part of an
(m,n)-threshold secret sharing scheme, m is the number of parts required to recover a

secret and n is the total number parts.

44, The method of claim 41, wherein the display screen is a flat-panel display
screen.

45.  The method of claim 41, wherein the display screen is an LCD screen,



encoded nmessage is decoded in response to the user.
WO 2609/134283 met hod of claim 41, wherein the secrBET/RGAOYPIIS
is a part of an (mn)-threshold secret sharing
schenme, mis the nunber of parts required to recover a
secret and n is the total nunber parts. 44. The nethod
of claim4l, wherein the dlsplay screen is a
fl at - panel displ ay screen®® 45, The nethod of clai m
41, wherein the display screen is an LCD screen. WO
2009/ 134213 PCT/ S&2009/ 000159 22 46. The met hod of
cl 46m 4The wedhed of clhign 41, swhergindbe slisplayssceearoisia aopite phone
scredff €en. 47. The nmethod of claim4l, wherein the user
response is the secret mnessage. 48. The nethod of
claim 41, wherein the authentication authority

pf Qyi degpt aﬁthddi&%m!ﬁﬁmt%éraﬁ theS8der réPondd'R thebdrest of
claimd4l, erein the authentication authority

Mes§Pefyi des the encoded nessage to the user using the
Internet, and the user provides the user response to

t he_aut penti catjqn, aut horjty, ysing.t nt er

Thd®met ABA A ST WPRb e BHeRGEHBuSF oLy povides the
uset k#y-tb #etieer. aut henti cati on schene, the user key is the

first factor and the user response is the second

factor. 51. A nethod of authenticating a user,
COH®Pr i siThg mainavefatiaing 44, whereinkby afithentication authority provides the

enc?tﬁetdhmgééi%t{ ﬂ'lea%t%}oﬂél{% tit|é) |ltttg ei"sﬁ{d tljieh%Qer ?fog?réllegitﬂg user

user € aut hentica
resmﬁqntﬂtheyuth@nmtjorhgutaorﬁwﬁleﬁ theé@?a@é at the
aut hentication authority in response to the user key,

t her ebyTpr ovi di ngf an encoded massagtq gr ovi di n t he
encfded The (G ¢ ewiBRIERdRe Mektodd a&i‘ﬁ‘?‘fﬂﬁtc?ty to

autidhficalish kchdine, ﬁr@waé\r fsQhd et fAGERF atthelusendspenddsethe
second factor.

51. A method of authenticating a user, comprising:

providing a user key from an authentication authority to the user; then

providing the user key from the user to the authentication authority;

encoding a secret message at the authentication authority in response to the
user key, thereby providing an encoded message;

providing the encoded message from the authentication authority fo the user in
response to the user key from the user;

displaying the encoded message on a display screen, thereby prompting the user
to decode the encoded message;

decoding the encoded message in response to the user observing the encoded
message on the display screen, thereby providing the secret message;

dispiaying the secret message on a display screen in response to decoding the
encoded message; and

providing a user response from the user to the authentication authority in
response to the user observing the secret message on the display screen.



di spl ayi ng the encoded nessage on a display screen

Wotzﬂ@ﬂéb%}:‘pr ompting the user to decode the enBE&HSG2009/000159

nessage; decodi ng the encoded nmessage in response to

t he user observing the encoded nessage on the display

screen, thereby providing the secret nessage;

di spl ayi ng the secret nessgge on a display screen in

response to decoding the coded nessage; and

providing a user response fromthe user to the

aut hentication authority in response to the user

obs¥ vi rgetmethad of eleimB.oupseinihe gacaied ghegsage issenvodygand
deﬁ@&%sl%f‘@é@bh@%{/ R0 Q8% dyRair.23 52. The method of

cl ai 1, wherein the encoded nessage is encoded and

_decoded using a public key infrastructure key pair.

53. 53The THRIrR&tHoPbf daifmi 8%, WhereM BB ebéret MBsSRPNIEA pgm%ﬁdom
sue o- random al phanurrerl c code. 54. The net hod

mp%*“EP , wherein the secret nessage is a part of
an n]n) threshold secret shari ng schene in Is the
nunger over secre
het ot areliihd Sy eT wherelifS iiraline §Eok Fen el °

(m,p)Hbresheld Eh@'etﬂhaphayclmnee emisitise aurhbertof panteteqdiraploaycover a
secgéli. ﬂistﬁgtotgﬂﬁ.lngﬁ%ﬁéﬁg of claim51, wherein the

pl ay screen screen. 57. The net hod of
clai m51, wherein the display screen is a nobile phone

scraen. 198 -mdiféa BRUAR0S Olvhele fﬁb%@lé@@%&&r@? h%t— | display

response i s the secret nessage
SCre8Mai m 51, wherein the authentication authority
prOV|des the wuser key and the encoded nessage to the

Si nt er.ne nd. t he us rovi des _the
s clP- ko i ork LR e uPRIhS ofsPl sBisBenen Labrarpen
aut horl ty using the Internet. 60. The nethod of claim
51,57\(\A1er1e‘ nmééﬂgd m?t E\onq é‘! wﬁelte\{\rpthfea& s;giay screen is a mobile phone

screen.

58.  The method of claim 51, wherein the user response is the secret
message.

59.  The method of claim 51, wherein the authentication authority provides the
user key and the encoded message to the user using the Internet, and the user provides
the user key and the user response to the authentication authority using the Internet.

60. The method of claim 51, wherein the method is a two-factor
authentication scheme, the user key is the first factor and the user response is the
second factor.

61. A method of authenticating a user, comprising;
providing a user key to an authentication authority;



aut henti cation schenme, the user key is the fi
WOR(I84213nd t he user response is the second ?9@56?009/000159
61. A nmethod of authenticating a user, conprising:
providing a user key to an authentication authority;
WD 2009/ 134213 PCT/ SG2009/ 000159 24 providing a
transm ssi on nessage fromthe authentication authority
in response to the user ké&y; providing a secret
ne%?&&ﬁnd@'tr’&ﬁsﬁli%@:ohrn?é’s%ﬁ%éﬁ*brﬂﬁhé’%ﬁﬁ\@ﬂﬁo atjof] aSoAY! il es onse
the secret nessage user using a |sp ay cree
to theepkewi di ng a user response to the authentication

aUtchﬁﬁdu‘iQ’a EELrEIGREASE u&tﬁg tArdhafissiontr&deubdg the
encry&yed secret message by using a nohile phone Wi th

t h&isgEing g sprretiagssagsto tﬁm és‘?Fé{SH‘Qdi féﬁp'%sr $67ee fnd
wh epw;dmdg a esaaeeeénsaae &mth@tlemyammtﬁmesﬁd:@é esliheruser

obsguBfe RBerYIR PE™h Mrstro0Y 4fiBs A mRdlsige wih herecnypton

keynmet hod of claim 61, wherein the display screen is a
flat-panel display screen. 65. The nethod of claim
61, wherein the display screen is an LCD screen. 66.
Thé&2met Hbd mgthed af nleBil 51wwbereinnthe secdit sesasges &y eenypited and
stor\%?}l?Pé’bér@o one screen. 67. The nethod of claim61,
ereln e user response is the secret nessage. 68.
The nmethod of claim 61, wherein the authentication

auteRor i trje AN E§iidid %’I WREEINKRY sd RetlREs48E s a PsbuddMEndom

met hod of claim 61, wherein the authentication
Mmesga8fority provides the transm ssion message to the
user using the Internet, and the user provides the

usee4. The method of claim 61, wherein the display screen is a flat-panel display
screen,

65.  The method of claim 61, wherein the display screen is an LCD screen.

66. The method of claim 61, wherein the display screen is a mabile phone
screen.

67.  The method of claim 61, wherein the user response is the secret
message.

68. The method of claim 61, wherein the authentication authority provides the
user key to the user.

69. The method of claim 61, wherein the authentication authority provides the
transmission message to the user using the Internet, and the user provides the user
response to the authentication authority using the Internet.



response to the authentication authority using the
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nmet hod of claim 61, wherein the nethod is a two-factor

aut henti cation scheme, the user key is the first

factor and the user response is the second factor.

71. A nmethod of authenticating a user, conprising:

providing a private key froff an aut henti cati on

aut heri t ut i cation

A N e R
authentieatian %‘-aem@ﬁhauswdtayug/therr ratéaparend theouser hespopsy isltey ;
seddhdrl@yi ng the background nmessage on a display screen

whil e a nobile phone wth the user private key is
used to capture the background nessage on the display

scregn; mh@moaw@qth@nﬁc%%@suﬁsﬁéag&mﬁ .the user using
the nohjl e ntalnlng rlvaekey and the

bacRg¥ Wﬁ(ﬁ‘ﬁ‘f’é‘%"? ¥ IToghan it t@ﬁ?ﬂj}‘%‘%@h response to

t heprauitiing atusepkdyad tl%lélhﬁéﬂtkyudr{hmlﬁﬁ]gﬁnse to the user
obserwng t he secr t ness net hod of .cl aim
[

71, PIRHERE A PPk U‘&f%agl%g&“? E‘e@é’ﬂﬁnﬁ?"é‘&"é@fh&fw in response to
theprsewvkedye- publ i ¢ key pair by the authentication -

aut E'igéléess Plé%the?bacggr%uﬁ% g'n?]eog é’ { ol(é: :ﬁa:d:sqjéé Fcr\glér? ‘r)iv NF’ é’l ngabtle phone

wrtl’Mhe Ty mwaﬂed@yofs uskeditencapturavirer ldckgtoued pnéssaye ok dlye idisplay
scrgﬂ’(ml oaded to the wuser as a Mdlet and installed into
user nobile phone. 75. The nethod of claim 71,
whetligRlRyinga seetiet Aessaasytoj the deantisnaithe mebilehhonggentaining the

privaitdkell 1 tROFadkBrdudb nfsishdl; @nfihe user nobile phone and
i's Ilnked to a barcode capture application. 76. The

met HGYCBP ayssT rRsPanssfedhe ﬁchFﬂ‘é’aH%'? REheTity 4R resgonse to the user
obstnifpihe kgcretnessiges a

72. The method of claim 71, wherein the private key is generated as a
private-public key pair by the authentication authority.

3.  The method of claim 71, wherein the private key is downloaded to the
user as a Midlet.

74.  The method of claim 71, whetein the private key is downloaded to the
user as a Midlet and installed into the user mobile phone.

75.  The method of claim 71, wherein the private key is downloaded to the
user as a Midlet and installed into the user mobile phone and is linked to a barcode
capture application.

76.  The method of claim 74, wherein the authentication authority generates a
private-public key for the user during registration.



private-public key for the user during registration.
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claim 74, wherein the user downl oads the Mdlet. 78.
The nmet hod of claim 76, wherein the authentication
sends the private key to the user as a Mdlet. 79.
The nmethod of claim76, V\,heEGei n the user installs the
Mdlet onto a nobile phone”™ 80. The nethod of claim
7L, 7her ShancBR B Rldif IS oiRthdudeP BoRRIIA o fities.
allows the user to observe a Tirst selecte portion of
the display screen without allowng the user to
obsgBve ThsRREME FRlMAte0 i il i
¢ ﬁ_]%r eené ag‘dlthe first sel g@?‘é‘éﬁggﬁ‘?ﬁtﬁgg‘?" ?ﬁ{gggﬁ‘%i&’l‘“&_\}e key
° Desehass Wilelys the secret nmessage encrypted and
stored in a barcode. 81. The nethod of cl ai m 80,

whergin the first .selected portion of e di spl ay .

scr &an " PR RS RTE {Pr R e sl St Ml Promoble
phoifie.t he di spl ay screen. 82. The nethod of claim 81,

wherein the nobile phone with the private key allows

the user to observe a third selected portion of the

di sPay Ihe swthodaofcclaime? sehereir theemsbilehphargewitl #mpaivate key
alldvd Bet | ' (,Shl a ree .

) o R S E5L AR Bith Ok oReRl RIS A lpwing

theduﬁ%[rtp efsepiel @ arasopdiselestedkegrtioniof tige display esbréan, tand the first

latkh @BitibA of the i L Vi i
oo S AP BTG

FPL¥ screen size is substantially a smaller size as
the display screen. 85. The nethod of claim 71,

whegei n the di.spl ay,screen is.a flat-panel displa .

scr égn. id-%e m?h’é’%rf%t%ad@ W@F'éﬁ"fﬂh‘f’l!’s’vﬁ%zﬁcéﬁ%pqrﬁ&‘ o the display
screer 5l aayindew eihinitlse sevob@Belected @ortioMVOF 10 Rplayddicdn.
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wherein the user response is the secret
82.  The method of claim 81, wherein the mobile phone with the private key

allows the user to observe a third selected portion of the display screen, and the user
enters the user response into the third selected portion of the display screen.

83.  The method of claim 71, wherein the private key is a part of private-public
key pair generated by the authentication authority required to recover a secret message.

84. The method of claim 71, wherein the mobile screen size is substantially a
smaller size as the display screen.

85.  The method of claim 71, whersin the display screen is a flat-panel display
screen.

86.  The method of claim 71, wherein the display screen is an LCD screen.



nmessage. 88. The nmethod of claim 71, wherein the
WO4%éft1Pcat i on authority provides the user REJSEHPHHI1S

user, and the authentication authority provides the

background nessage to the user in response to the

user key fromthe user. 89. The nethod of claim 71,

wherei n the authentication gpthority provi des the

background nessage to the uSer using the Internet, and

t hegrser TS @uind@or EBg, i 8
aut henti cati on authori ?igihg%'gﬁh{éﬁg frr?%g?rﬁsgﬁs thgos.euﬁﬁe

MEFBARod of claim 71, wherein the method is a two-factor
aut henti cati on schene, ‘the user key is the first

factor dth ser response is the second factor.

01 B8 nallirotopd R EREnT Toereig e AinTcR e hgprovides the
usgrrkey tadihegisar, u?ﬁ Ith*ﬂhéﬁt_ﬁﬁﬁmwwwiaié ﬂ"@f’ba@k@r?ﬁﬁd f¥ssage

X rovigdin e user key fromthe

to 8 bl He e P o SEY BB WGty a £ st i o

providing a private key fromthe authentication

aut jorit LT e Jhe user key

o 60 et BethB of B, £ iERA? BRSdehub et it float ayides e
bagkgrawne eessges te éha beerausing: el intarnesnaad: e uiserypravides drl user
reshbiBito m@utmﬁ%%n%ﬂmwttﬁgm&a& fromthe

aut hentication authorit user in response to
the user key provided the second tine; displaying the

bacgmr ourtié MBHEAGEcIAM P, WheRlfthe MediRsdisAagkhgbhe user
i.,S. paositioned over, aligned with

iJe a bi |l ¢ phone i, gned.
amﬁ?@"ﬂ%ﬁ?ﬁ%ﬂ?ﬁg%’aﬁ ds B Tirsh Eactar epf ifie uses respRnse s the
seophd fdlckyi Nng a secret nessage to the user using the
nobi | e phone; and then providing a user response from
the user to the authentication authority in response
t o $he usmetholdsd auihegtidaieg aeserctommistrage. 92. The

net j L[k i vat IS
Goriap Ay adleBt Ry Hom 46 S0 BEPIR) o Bi8YstR thon | e
i ntRSOYIHiBg decyserkey frem dhwouser tobe 20hent@dion authority a first time;

PCTH-&ER Y S8 Ry from the authentication authority to the user in response

to the user key provided the first time; then

providing the user key from the user fo the authentication authority a second
fime;

providing a background message from the authentication authority to the user in
response to the user key provided the second time:

displaying the background message on a display screen facing the user while a
mobile phone is positioned over, aligned with and capture the barcode on the display
screen;

displaying a secret message to the user using the mobile phone; and then

providing a user response from the user to the authentication authority in
response to the user observing the secret message.

92. The method of claim 91, wherein the private key is generated as a
private-public key pair and installed into the user mobile phone.



28 93. The nethod of claim92, wherein the
WO2MMHER3 cat i on authority generates and sendBCT/RE2009/000159
private key to the user via Mdlet. 94. The nethod of
claim92, wherein the user install the Mdlet onto a
“nobile phone. 95. The method of claim91, herein the
nobi | e phone with the privaj,e key allows the user to
observe a first selected portion of the display screen

wi thout allowing the user to observe a second

sel ecte ortjo f the display screen, and the first

se Bt od BoneigH roiam &2 Eprely e daTitiantom aeoriohgenerates
andsntietheRvaRI@y eh teyRbeda Midlest ored in a barcode. 96,

The nethod of claim 71, wherein the private key is a

part of private-public key pair generated by the

autent i'Getmethodf tain 93, wieesih freduded insetiaie MidletS®is 8imobile
phoESSage. 97. The nethod of claim 71, wherein the

nobi | e phone screen is substantially |ess than the

size as the display screen. 98. The nethod of claim

; é 954‘;: ﬁeet ng‘% S{lauﬁneg"g?ﬁ?é?n tr?e HBB %g:ﬁ&?e with the prvate key
alloyg tffﬂféH%qréfapbW% atfihy selegted moﬁmndéﬁwet dieplay eerear witbawd allowing
thetdl*»@r b OReEQE NSl SBESRA S84t tp'BPcaoHS&‘r th@%l&ﬂ% hrebh! gfg&' ec‘lﬁ]e first

t he user prOV|des t he "user i "es an

and
selepled poridofifRe display serean diselavs t«hgﬁeewt Megeaasrenopyptas ang stored
in atHaecodsl ernet . 100. The net hod of claim 91, wherein the

method is a two-factor authentication schene, the

user key is the first factor and the user response is

t heb8. seclwednétacd of claithOr, whbeireb badato ke Isadi ;:sartfldf il atebublic

oy YA gEh el by S pBh e RIS G s PSS I B e oar B esoe
29. 102. The met hod of claim4l or 51, wherein the
prigrat € #RVmdthodoPabil £ wherein the mobile phone screen is substantially

less than the size as the display screen.

98. The method of claim 71, wherein the user response is the secret
message.

a9, The method of claim 91, wherein the user authentication authority
provides the user key and the background message to the user using the Internst, and
the user provides the user key both times and the user response to the authentication
authority using the Internet.

100. The method of claim 21, wherein the method is a two-factor
authentication scheme, the user key is the first factor and the user response is the
second factor.

101.  The method of claim 41 or 51, wherein the secret message is an
encrypted message encoded in a barcode.



private-public key pair required to recover a secret
WORIGH34E 3 PCT/SG2009/000159

29

102.  The method of claim 41 or 51, wherein the private keyisapartof a
private-public key pair required to recover a secret message.



