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di agnostic interface, on a wireless network. I1. Description of the Related

Art [0003] Wrel ess networking connects one or nore wreless conputer
devices to other conmputer devices without a direct electrical connection,
such as a copper wire or optical cable. Wreless conputer devices

comuni cate data, typical I¥ in the formof packets, across a wireless or
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[0004] |n ¥#FENESs networking, a peer-to-peer (or point-to-point) wireless
network neans that each conputer can comrunicate directly with every ot her
conputer on the network. A cellular telecomunication network can be a

wi rel ess network wherei n tBACKGROUND OFcVHEENVEN®EON voi ce or data
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device-resident diagnostic interface, on a wireless network.

11 Description of the Related Art

[0003] Wireless networking connects one or more wireless computer devices to other
computer devices without a direct electrical connection, such as a copper wire or optical
cable. Wireless computer devices communicate data, typically in the form of packets,
across a wireless or partially wireless computer network and. open a “data” or
“communication” channel on the network such that the device can send and receive data
packets. The computer devices often have computer device resources, such as programs
and hardware components, which individually use open communication connections to
transmit and receive data on the network.

[0004] In wireless networking, a peer-to-peer (or point-to-point) wireless network
means that each computer can communicate directly with every other computer on the
network. A cellular telecommunication network can be a wireless network wherein the
cellular devices transmit voice or data packets across the cellular network. As used
herein, the term “cellular” includes a telecommunication network of any frequency band
including, but not limited to the common wireless networks operating at 800MHz,
1900MHz, 450MHz, 1800MHz, and 2100MHz, and all forms of wireless networks, to
include CDMA, GSM, TDMA, WCDMA, and UMTS. Some wireless networks are in



2 client/server architecture, and have an access point, which is a wred
controller that receives and transmts data to the wirel ess adapters

i nst al | edwonoe@ohssconput er. There are generally four typeasedosmeoed ess
conput er networks: Bluetooth, Infrared Data Association, HomeRF ( SWAP);
and WECA (W-Fi). [0005] Bluetooth is not widely avail able yet and is not
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parameters c81tnpf1£l'ﬁ Wi & vafiSuAe Yt B IEEE 802.11 specification known as IEEE 802.11b.

This specification focuses on direct —sequence spread spectrum (DSSS) transmission
because of the higher data rate it can attain. Under 802.11b, devices communicate at a
speed of 11 Mbps whenever possible.

[0006] There are many diagnostic tools usable with an extant wireless network that can
give technicians feedback and performance data such that the network can be optimized
among the various nodes thereof. In cellular networks, one method to gather network
data is to equip automobiles with diagnostic equipment and have them drive around the
cell coverage area and record connectivity with the cellular base stations. This method
however is expensive to implement, time consuming, and often cannot obtain data for
the full coverage area of the cell.

[0007] Moreover, the existing wireless telecommunication devices include resident
diagnostic tools on their computer platform which are typically included at the time of
manufacture. The manufacture accesses the diagnostic tools through a serial port or
other wired connection and evaluates the operating parameters of the wireless device

and the manufacture will appropriately adjust the hardware or software parameters of



and the manufacture will appropriately adjust the hardware or software
paraneters of WD 2004/004381 PCT/ US2003/ 020920 3 the device to yield

opti mal pwofoesmmsse. These di agnostic tool s are nornal | ycTiusaaces®2b! e
renmotely without a serial port connection. [0008] Accordingly, it would be
advant ageous to provide a systemand nethod that allows access to the

di agnostic interface resident on the w r3el ess device that is ordinarily

not renotely accessible, thus providing-renote access to diagnostic data
and tools. The system and nethod may be inplenented within existing
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systemparticularly utilizes existing diélgtgnosti c interfaces on the wreless
devi ce to OBBHTHNS a&Host e WiHElss feivosk ddinete speht pYYFRMbRUIdaheaAle dp dakend/ or
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alter device op i e system a wreless ne th at ast

ations.
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and a plurality of wireless devices |ocated renotel from each other and
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wirel ess network. Each w rel ess device includes a conputer platform which
can have an end-user thereof, and the conputer platformfurther includes a

resi dent diagnostic interfaUMVIARROY TELE INFENIION; st atus data that can
inclu i ther vi ce status. dat peratin rs _of the
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across the wreless network. Thus, other conputer devices can access the
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send commands, h0idiBmmunication devices on a cellular telecommunication network. The
system particularly utilizes existing diagnostic interfaces on the wireless device to
obtain status data such as device performance parameters and/or other network
information, and can use commands to the diagnostic tools to alter device operations. In
the system, a wireless network with at least data communication from »computer devices
selectively connected thereto has and a plurality of wireless devices located remotely
from each other and each in selective communication with other computer devices
across the wireless network. Each wireless device includes a computer platform, which
can have an end-user thereof, and the computer platform further includes a resident
diagnostic interface for at least accessing status data that can include either device status
data for the operating parameters of the wireless device, or network status data, or both,
and the resident diagnostic interface is selectively accessible by other computer devices
across the wireless network. Thus, other computer devices can access the diagnostic
interface and at least get data therefrom, and alternately, can send commands to the
diagnostic interface and alter the wireless device’s and/or the wireless network’s

functionality.



di agnostic interface and alter the wireless device's and/or the wreless
network's functionality. WO 2004/004381 PCT/ US2003/020920 4 [0010] The
met hod f oworzemmiedsy | nteracting with a diagnostic interPatasedosmome el ess
device across a wireless network includes the steps of establishing the

wi rel ess network between conputer devices, with at | east one of the
conputer devices a renotely located wreless device including a conputer
platform The wireless device includes a resident diagnostic interface

t hrough which at | east the status data (either of the device, network, or
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as problem's6lving and network optifm zation. The system a od t
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net wor k, as a cellular telecommunication network, can have their basic
oper at i onaIOp‘EféPﬁg RURRECEY wit hout conpronising the functionality of the
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di agnost i c résideat tliagrostisrintsefags ehia axiralss [ewice 49 pprcss devicadnia aaditeolsi B
W thin the gs%lrln %d%%%& & ﬁ% fcﬁ”&%ﬁlﬁ%&'%ﬁ"‘@alﬂbﬁ EGh e?e%g §1ce sgaTtI% h&d

chi pset di agnostic erface. an app i Cation
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which assists in such functions as problem-solving and network optimization. The

system and method thus provide an advantage in that the remote wireless devices in a

wireless network, such as a cellular telecommunication network, can have their basic

operational data accessed without compromising the functionality of the network, or the

need to use external monitoring equipment or provide new equipment on the wireless

device. In one embodiment, the access to the diagnostic interface can be created with a

simple software extension within the device operating system that allows direct access

to the chipset diagnostic interface. Alternately, an application (or software agent) can

be downloaded to or manufactured in the wireless devices to provide the access an

existing or new diagnostic interface, and can cause data to be transmitted from the
interface to another computer device on the wireless network. )

[0012] Other objects, advantages, and features of the present invention will become

apparent after review of the hereinafter set forth Brief Description of the Drawings,

Detailed Description of the Invention, and the Claims.



[0012] O her objects, advantages, and features of the present invention
w Il becone apparent after review of the hereinafter set forth Brief
Descri pt iwo 2064/d0h3810r awi ngs, Detail ed Description of treTiUuse@stooc®r9 and
the Clains. WD 2004/ 004381 PCT/ US2003/ 020920 5 BRI EF DESCRI PTI ON OF THE
DRAW NGS [0013] Fig. 1 is a representative diagram of one enbodi mrent of a
wireless network, wth a partial LAN, t'éavi ng several conputer devices that
comuni cate with each other across the-network. [0014] Fig. 2 is a block
di agram of the hardware conponents of the system enbodied on a cellular
W rel ess network providing comruni cation between different wrel ess

devi ces, such as cellular tel ephones, and conputer devices. [0015] Fig. 3
is a flowchart illustraBRIBFIDESECRIBTIONOF JHE PRAWINEES executing on a

i | devi t dat a- gat her . i i ti. i t i |
devi BBy oss Bl ot VEPR GAURRPTrY QeATRoavY v ot s rebretne -
di agnost i C wifK @?irﬁﬁl%ANf havife séVef 2 lcBmputd ¥V &S thdt QBABunidage withiedctPother

flowchart illustrating the process executing on a wrel ess device
recei vi ng actoss thaaeevaalgent that accesses the resident diagnostic interface

20 OGS, L2 2 B DRI R R EoR I B o1

carrier-si éa a deMilaesirkes hbevdalk ggoddingCcommertitama basieeceiffatntt Wrelsky el ess
devi ce. DETAI LED DESCRI PTI ON OF THE | NVENTI ON [ 0018] Wth reference to the
figures i ndgrFeshsyshias caliHag tglephonss, @daomputek de¥fSnent s t hroughout, Fig. 1

i"US@gsles a W'Frig.'aefssa A& mn%&rmgdﬁg bl iof Yhe rog&m%&ﬁi\%%ﬂvd ces

12, 18, and 22 Tn a wreless network area 28. The wireless network 14 is
connect ed threbasghdemice i sttty flataezath@ring sarveAlt bamesinivatiomw viith3 & ireleiss ldevices

preferably at | east  one wrel ess vi ce statys data-gathering, apd/ or
nmanagi ng s8fV&t ﬁ‘fé‘,et‘?ﬁﬁ% “\ﬁlﬁaﬁTegng %ﬁ%irtom #’ﬁé%é‘?’\} agfgstbcaﬁteé'galc%scﬁ vel y
downl oad sefd waéessaeicegati ons or agents to the wireless devices

12, 18, 20, 22 across the wireless interface 26 such that the wirel ess device

can sii9pbly st at J8g.dhtis abBekchast illvstrating/the pracess executingt drep Viselessi geadce
herein. Such .conmputer devic an..lhcl ude w.rel ess devi such
ol 1 ul ar 1 STERBRE S5Wafe WeFE I b3 HE el RN RGeSl ey
pager 20, efatR\dath td beepasmited toteutaer of Eigfr m 22

[0017] Fig. 5 is an architecture diagram of the interaction between the carrier-side

devices and the diagnostic interface resident at the wireless device.

DETAILED DESCRIPTION OF THE INVENTION
[0018] With reference to the figures in which like numerals represent like elements
throughout, Fig. 1 illustrates a wireless network 10 having a plurality of computer
devices 12,18,20, and 22 in a wireless network area 28. The wireless network 14 is
connected through an interface 26 to a LAN-based network 30, with preferably at least
one wireless device status data-gathering and/or managing server 16, and in this
embodiment, the server 16 can selectively download software applications or agents to
the wireless devices 12,18,20,22 across the wireless interface 26 such that the wireless
device can supply status data back to the server 16 as is further described herein. Such
computer devices can include wireless devices, such as cellular telephone 12, a personal
digital assistant 18, a two-way text pager 20, or even a separate computer platform 22
that has a wireless communication portal, and may otherwise have a wired connection
24 to a network or the Internet. The wireless device can be a remote-slave, or other

device that does not have an end-user thereof but simply communicates data across the



that has a wirel ess communi cation portal, and may otherw se have a wired
connection 24 to a network or the Internet. The wirel ess device can be a
r enot e- slwoeposm4ssiher device that does not have an enacuaseomsereof but
si nply communi cates data across the WD 2004/ 004381 PCT/ US2003/ 020920 6

wi rel ess network 14, such as renote sensors, diagnostic tools, data rel ays,
and the |like. The system and net hod cag5 accordingly be perfornmed on any
form of conputer device conputer nodul € including a wired or wirel ess
comuni cation portal, including wthout limtation, wreless nodens,

PCMCI A car qgire &€ Gefvork 84 WukR a8 rerR6te SLRAREs, dRRHBMIcEbSIs, s RiSys! BIdhBaAlKE,

t el ephones wthout a display or keypad, or any conbination or

sub- conbi ndthe systtinemnd ofiethdd OGhAdccTidmals be pérfamiedidnaanytfetre ©b sompitendéace

pat hways has _been increasi n%flbecause Wi relﬁss devi ces,. such as. cel /] ul ar
i

tel ephone FOMPHIEE BRTHlG EHEPRCE UPEE Vit WITFIRST CQRMPNI@ERRRIRY DSHENE i ti es

and are beg@iHold HrAifdtRAD UMkeldst RPUHSMAEAPCMOPULQES, aHebes’ aremifafl dhepmaprnal
digital assistants ("PDAs"), comuni cating packets including voice and

data over tR@PWerse| asessnéerppnds, THerhwnes nwithoutcal fisplay pel kgypehe 1 hare
instal |l ed i i D I 1 Literfaces ("APIs") onto their | ocal
- cEBlIsEBE hORORLARANE Akl

conput er orm ow softwaré devel opers to create software

appl i qediopns t haltheoperditcellofr télecom@hinitaion pahepons, beah dnaeming®becatsd ai n
functionality on the device. Fi?. 2 is a block diagram that nore fully
i |1 ustr at eVitehess dgWpem svthsasgrellylag delephoge 14; pigiheing manyfagtrrednyith increased

interrel ati . f : I i.rel ess
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nodul es, shell pssonal digitelsassidantsd@BDAR)] 8o@fudRaticg packeisciatmdiongevoitehandai r
bet ween and anon ach. at her . and/ between,,an no CcO nent.s o

o ot ees ndetoprel B Vindetianery 3y ChaE SR fatln B Sp R Jv chsided
carriers an@piatid® PYSSremmitOAdrfabBe (SABLlsebAB HEP 16tal lcbmPuich Plforst thAg

w rel ess device diagnostic 1nterface and any resident tools that are
manuf act ur @lowi softwarredenelapees, toseredie softwateaanphicaings shat, opsraipan the celbian h,

di i hj i.spl I ISti b
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sof tware dhaagned ifally Oollustrdi€s ithe Ndontpontite Bf reelceBslad evir€lessC asiwik | éhd he
art. The data at .the diagnostic interface is indicative of wireless device
per f or manc éntemglation, al ther elements of she preseriesysignn cAhe gellyar waelgsy retwork ifs and

per f or mance, dr§5USEmpBRY NinktY 865 iftudakf S¥leCwhereby remote modules, such as

wireless devices 12,18,20,22, communicate over-the-air between and among each other
and/or between and among components of a wireless network 14, including, without
limitation, wireless network carriers and/or servers.

[0020] The system 10 can utilize the existing wireless device diagnostic interface and
any resident tools that are manufactured with the device, such as data throughput, signal
strength, ASIC diagnosis, graphics display, dropped call statistics, access probe
statistics, RX sensitivity, transmission power, and other hardware and software
diagnostic tools resident on the wireless device common in the art. The data at the
diagnostic interface is indicative of wireless device performance, and some of the data
can be indicative of network status and performance issues. Both types of data can be
supplied in the system 10. The device operational parameter data are typically accessed
from a serial connection at the time of manufacture or serving and are not traditionally
available as data reads or writes from a wireless device computer platform 50 (Fig. 2).
In one embodiment, the wireless device 12,18,20,22 of the system 10 provides a

software extension on the computer platform 50 of the wireless device such that



supplied in the system 10. The devi ce operational paraneter data are
typically accessed froma serial connection at the tinme of manufacture or
serving awoaegoonsst traditionally available as data read3/useoosnzives from a
wi rel ess device conputer platform50 (Fig. 2). In one enbodi nent, the

wi rel ess device 12,18, 20,22 of the system 10 provides a software extension
on the conputer platform50 of the w rel7ess devi ce such that WD 2004/ 004381
PCT/ US2003/ 020920 7 program calls can be nade to the resident diagnostic
interface, and any individual diagnostic tools, froma resident |ayer on
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m crocode fto as advanced as an | ayer wirel ess device, as is

shown in Fidipgnesticl @@»M]frqmr@)ugmdqmelawe ooftht: hwirdlessyowie.c Whishegdrade as
sof tvare eXid %%htﬁrnys 8%,58?%:0 ra%rz)gés\s/c?rr mlc[r coadt SO & e%s ﬁ&%sﬁssgr%‘b%sl g'?} ?f t}}i

therefromr'é t i &)

al ters thewaptsatéace, af istshewwiif Blgess devi ce 12 18 20, 22. Accordingly, the
access to the renote device diagnostic interface all ows network
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wirel ess devices in any form such maps, graphics views, plain

text, or agythgmmgaefappgﬁbayeraefomm@ﬂ@ea“kmmdwceknom of skill in the art.
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data to the server , or her "conput er vice
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area 28 such that the wireless devices return data from their resident diagnostic
interface, such as system performance data, user ID, geographic position, Network ID,
System ID, model ID, resident software, and the like. The wireless devices 12,18,20,22
then transmit the requested status data to the server 16, or other computer device on the
network, wherein the data can be used for purposes such as network optimization, even
in real-time or near-real-time if desired, device diagnosis, or data mining on end-user
device usage. Further, there can be a separate data management server 34 resident that
works in concert to provide data in usable formats to parties and/or a separate layer of
control in the data flow between the wireless devices 12,18,20,22 and the server 16 or
data storage 32.

[0023] The wireless device status data-gathering server 16 and the wireless device
status and, in this embodiment, a network optimization database 32, and data
management server 34, will be present on the cellular data network with any other
components that are needed to provide cellular telecommunication services. The server

16, and/or data management server 34 communicate with a carrier network through a



control in the data fl ow between the wirel ess devices 12,18, 20,22 and the
server 16 or data storage 32. [0023] The w rel ess device status

dat a- gat hwoizngrmessyer 16 and the wirel ess device stat ugCan$2003/02a920 s
enbodi nent, a network optim zation database 32, and data nmanagenent server
34, will be present on the cellular data network with any other conponents
that are needed to provide cellular tel gcomrunication services. The server
16, and/or data managenent server 34 co nicate with a carrier network

t hrough a WD 2004/ 004381 PCT/ US2003/ 020920 8 data manager 40, through a
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processor &hatcan reseivhand pyicutesoftwareparptjeatians agd displaydatadeansmitped fyom gheer 54
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e conpri se read-on on}access

menory ( RAMsandclRédd an EiRoMiok=5RREM intdgagbd eatwls (“Amcamyszrremmyr clipsan to
conputer platforns. The conputer platform 50 also includes a | ocal database

58 that CRFPCR¥NCE MicEOPseessRir logiasiichit tri Sher, dafg pracessingdlgyigendie AR y
used in maq'g)l;rysta?l%d a?ut'ﬁg' tfifle of manufacture of the wireless device and is not normally

upgradeable. The ASIC 52 or other processor executes the application programming
interface (“API”) layer 54 that interfaces with any resident programs in the memory 56
of the wireless device. The memory can be comprised of read-only or random-access
memory (RAM and ROM), EPROM, EEPROM, flash cards, or any memory common to
computer platforms. The computer platform 50 also includes a local database 58 that
can hold the software applications, file, or data not actively used in memory 56, such as
the software applications or data downloaded from the server 16. The local database 58
is typically comprised of one or more flash memory cells, but can be any secondary or
tertiary storage device as known in the art, such as magnetic media, EPROM,
EEPROM, optical media, tape, or soft or hard disk. The local database 58 can
ultimately hold a resident copy of a network optimization application or agent as is
further described herein

[0025] In one embodiment, the wireless device diagnostic interface can be accessed
through a class of software commands on the wireless device 12,18,20,22. A software

class extension can communicate with the diagnostic tools of the phone, which allows



the software applications or data downl oaded fromthe server 16. The | ocal
dat abase 58 is typically conprised of one or nore flash nenory cells, but
can be anyoecwmdmiy or tertiary storage device as knomaTius2éd3@2@eé, such
as magnetic nedia, EPROM EEPROM optical nedia, tape, or soft or hard
di sk. The | ocal database 58 can ultimately hold a resident copy of a
network optim zation application or agent as is further described herein
[ 0025] In one enbodi nent, the wirel ess device diagnostic interface can be
accessed through a class of software commands on the wrel ess device
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to another conputer device on the wireless network. Alternately, the
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signal st r%f}lgﬁﬁtmn can be placed on the platform 50 at the time of manufacture or initial

programming, or the wireless device 12,18,20,22 can “pull” the application from

another computer device on the network, such as server, either with a request from the

end-user, or automatically. The status data can mclude but is not limited to, data from

both the diagnostic tools and from other device components such as signal strength,

Ec/lo, Latitude-Longitude or other geographical data, Time, FER, BER, RSSI, PN,

System ID, or Network ID, Model ID, and can capture wireless device 12,18,20,22 state

data, such as idleness, data or voice call, dormancy or inoperation, which is generated

from wireless device operation. Moreover, the wireless device status data can allow for

specific troubleshooting of a device within the wireless network 14 based upon the

gathered status data. The network optimization application or agent can be permanently

stored in the local database 58 of the wireless device computer platform 50, or can only

be temporarily held in memory 56 thereof for a one time (or n-time) execution to
transmit network status data.

{0027] In one embodiment, the network optimization application transmits the wireless

device status data from that wireless device 12,18,20, 22 to a server 16 across the



Ec/1 0, Latitude-Longitude or other geographical data, Tinme, FER BER, RSSI,
PN, SystemID, or Network ID, Mdel ID and can capture wreless device
12, 18, 20,Wd 2a4ane3sidat a, such as idl eness, data or voi cectaiskgosgderemncy or
i noperation, which is generated fromwreless device operation. Mreover,
the wirel ess device status data can allow for specific troubl eshooting of
a device within the wireless netwrk 14 (gased upon the gathered status
data. The network optim zation appli cat} n or agent can be permanently
stored in the | ocal database 58 of the w rel ess device conputer platform
50, or can yaphaks nbSdrE TRUIRA rbduchtel d AlBrmaRIP e ééiwtoh@gt%é dIthrls é‘arﬂ%ﬂﬁttéd me
(or n-tinme) execution to transmt network status data. [0027] In one
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open comuni cati on connection fromthe wrel ess device 12,18, 20,22 to the

wirel ess nehqwn n Fig. Zrihe twiraless pleyipg biéaskse datagan dus ransmifiesh te entesyarok?  such
as a voice l}r&é%d o%rﬁgssé%%t r\;lge cellular telephone 12. In a cellular
ra

net wor k cori ron’'s ¥hat shown in Fig. 2, the wirel ess device

stat ugoehsyja can The specifis rpréde@dot thetpiegragyr esetuting o hfeosw\kerslbcfbt opIRAgE
service. [0028] The specific process of the program executing on the server
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The process to send a data accesS agent Pot w rel ess device starts, as
shown at stwplds dewine sartsl,easarhmmaatis@p 665 andideiemrrmatmhes hede apty whetEon i s
requi red of the . end-user ave,t he ap ushe reto s _shown
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end- user naydResicd 68. Ihafothet eﬁ%ammsmpwm%am@ tA8 efd-udch enay be all
application. If the end-user permssion is required at decision 68, then a

request t o thagnel necegsary tapewnis MpHng @étthfo APRlicgbon.) If ghesenstusen permmigiierliess

device 12,18,20,2 at ste sSsion
oVl oo 2 iy e geclon 6F el el 1o nd A e apblic AR AIREN iPEAE D O
device, as as)hwéss@bwcsuepsm 22Red slfomnrw step 7Ot ame?ﬁhseaﬂfuaﬁdwerrqﬁnmhaoﬁ@ ver

16 makes a determination as to whether an a(groval to transmt the agent
has been r &gkfequiged atalecisim 6, thendbe agray iscRushadto thg wirgless devige, ap shpwm at

deci sion 7%iepnlf4. t REnAARE Y YephRS aROwRESthe! &R iIRImakes! I'Betermination as to

whether an approval to transmit the agent has been received from the wireless device
12, 18,20,22, as shown at decision 72. If the approval has not been received at the
server 16, then the process ends. Otherwise, if the approval has been received at the
server 16 at decision 72, then the data access agent is transmitted to the wireless device
12,18,20,22 as shown at step 74, and then the wireless device 12,18,20,22 is prompted
to transmit status data to the server 16, as shown at step 76. The prompting can be for
any active status data, or any data stored at the wireless device 12,18, 20,22, or both.
[0029] A determination is made as to whether the status data has been received at the
server 16, as shown at decision 78. If the status data has not been received, then an
error is returned to the calling process, as shown at step 80, and the process ends.
Otherwise, if the status data has been received at the server 16 at decision 78, then the
wireless network 14 is optimized with the gathered wireless device status data, as shown
at step 82. The optimization can occur on the specific server 16 that gathered the

wireless device status data, or alternately, the optimization can occur on another



server 16, then the process ends. OQtherwise, if the approval has been
received at the server 16 at decision 72, then the data access agent is
transm t two 20evdohsiwi rel ess device 12,18, 20,22 as showrcatus:omsp204¢ and
then the wirel ess device 12,18,20,22 is pronpted to transmt status data
to the server 16, as shown at step 76. The pronpting can be for any active
status data, or any data stored at the yreless device 12,18, 20,22, or
both. [0029] A determ nation is made as 1o whether the status data has been
received at the server 16, as shown at decision 78. If the status data has
not been r eeRIpURH deVifgRudNas @4th anhSenicddt HENEM34, Orlohfer Galdldsh deEQGASSas aS
shown at step 80, and the process ends. Qherwise, if the status data has
been recei \petonal compuisery en theowielespanetworkrl478, then the wirel ess network
14 is imzed with th [ it el j st a t shown at
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process returns to step 76 and selectively pronpts the wireless device to
transmt stdgyige ldd8L0wRetresdtat haxe jhe roaHisieyaprlicatipn 1of aggRty Hicadhe PESEFTe
12, 18, 20, 2 Sl [o¥-" 3
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3. The wireless device 12,18, 20, 22

the server 16 shown in the flowchart of Fig. 3. The wireless device 12,18,20,22

receives the attempted push of the agent, as shown at step 87, and then makes a
determination as to whether end-user action is requested for the push attempt, as shown
at decision 88. If end-user interaction is not requested, then the process forwardé to step
96 and downloads the pushed agent. Otherwise, if end-user action is requested, the
wireless device and prompts (or notifies) the end-user to download the network
optimization application or agent, as shown at step 90. It should be noted that such
prompting could occur from an application installed on the wireless device 12,18,20,22
at manufacture and which prompts the end-user thereof for download permission during
device configuration or at some other predefined moment. A determination is then
made as to whether the end-user has accepted the download, as shown at decision 92. If
not, the server 16 is notified of the end-user refusal to download the network
optimization application or agent, as shown at step 94, and the download process

terminates. Otherwise, if the end-user has accepted the download at decision 92, then



receives the attenpted push of the agent, as shown at step 87, and then
makes a determnation as to whether end-user action is requested for the
push att ewpt2po&m®4mhown at decision 88. If end-user i ntecaats2eB/oc®20n0t
requested, then the process forwards to step 96 and downl oads the pushed
agent. O herwise, if end-user action is requested, the wreless device and
pronpts (or notifies) the end-user to d%/nl oad the network optimzation
application or agent, as shown at step It should be noted that such
pronpting could occur froman application installed on the w rel ess device
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Fi g. 3, andvitetesodkyic® Avodeidacoh. nErdoninhaid dh@a’lhafspidemré’(el\leﬁat dedisior K04, hhe:mgh
w rel ess device nodification. |If command data has.  been recei ved at deci sion
104, then Umavirgigse|deyiceqbyi$20.23 pegfopmanss isemodifiegnbased unep e iserivd ed
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wireless device performance or operation, as shown at step 106. If there is no command

If no

data received at decision 104, or after wireless device modification at step 106, the
process returns to determine if status data has been requested at decision 98. If the data
access application or agent is only temporarily active, then the process will end after
step 106, and will only resume upon the redownload of a data access application, 1.e.
return to step 90.

[0033] Fig. 5 is an architecture diagram of the interaction between the carrier side
devices and the diagnostic interface resident at the wireless device 12,18,20,22. On the
wireless device 12,18,20,22 side, the resident applications 110 include a diagnostic
interface application 112 which allows the remote access of the diagnostic interface 118
of the chipset operating system (OS) 120. In this embodiment, the Device OS 114
includes an application programming interface (API) extension to interface with the
resident diagnostic interface 118 of the chipset OS 120. Thus, the wireless device

12,18,20,22 can access the application download server 122 or other carrier-side,



wi rel ess device performance or operation, as shown at step 106. If there is
no command data received at decision 104, or after wrel ess device

nodi fi catwono@toosisep 106, the process returns to deter rcmasedo3se@eus dat a
has been requested at decision 98. If the data access application or agent
is only tenporarily active, then the process will end after step 106, and
wll only resune upon the redownl oad of data access application, i.e.
return to step 90. [0033] Fig. 5 is an é?chitecture di agram of the
interaction between the carrier side devices and the diagnostic interface

resident ateehi& WIS SeHBy! £ 4o tBndfit data §8) thd)Barrilt sRleE RGOVt Ghe

12,18, 20,22 side, the Tesident applications 110 i nclude a diagnostic
i nterface appli¢atiahioosertit@ dewnlohd airlindependently 8rentfeoraccess of the di agnostic

interf 118 t.he chi pset. operati system 20. I.n this . .
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downl oad, drardwittepsnmeaivnl guringemadufasture] 2QB3dAliciiiy ik ectdssiblbi gedy isach taer f ace
118 is accessed through a software application extension in this
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interface is at the residen iaghostic 1nterface 118, which is
typi cadlbd3slonl y ddeedsa lgereraicd faomhhe dimgnestoo mierfice ol 8dofr thegwiraless detice e or
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di agnostic interface 118 of the wireless device 12,18, 20,22 can then be

upl oaded f rdgwice tatanisr bee atheesd aleatdataosriMeral2 andizen beTstpred herehoragthehown
at bl ock 13duceQles SANEL oL L0 A elal el LARSEHy RECHBEALS PRN WBEriGEdncilhe
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or other pRansEaBied, GadfMbEzatiseC dard niih@ge op OftherS Yedteds LGS bugii@sessor
130, which can include canonization, normalization, data m ning or other
process. OCRBYMEHE]) sysiemsoshovaghlogk 428,508 pesess thergameresd dasp.queferably incayn

access the QatfgiehsHidh asucﬂragftﬁfo%ghya .llgér%anager 132 to maintain security and/or

integrity of the data of the data server 126. Other computer devices, both storage and
processing, can be located on the carrier side, and accordingly, the carrier architecture is
readily scalable.

[0036] The present system therefore provides a method for remotely interacting with a
diagnostic interface 118 of a wireless device 12,18,20,22 across a wireless network 14,
comprising the steps of establishing a wireless network 14 having at least data
communication between computer devices selectively connected thereto, at least one of
the computer devices a remotely located wireless device 12,18,20,22 including a
computer platform 50, possibly having an end-user thereof, and the wireless device
12,18,20,22 including a resident diagnostic interface 118 through which at least status
data include the wireless device status of the operating parameters of the wireless device
and/or network 14 status data is accessible. Then the method can include the steps of
accessing the wireless device diagnostic interface 118 from another computer device,
such as server 16, across the wireless network 14, and gathering at least the status data

of the wireless device 12,18,20,22 through the wireless device diagnostic interface 118.



nonitored fashion such as through a user manager 132 to maintain security
and/or integrity of the data of the data server 126. O her conputer

devi ces, Wwobho4amessage and processing, can be | ocated omrcrhms2@aineises side,
and accordingly, the carrier architecture is readily scal able. [0036] The
present systemtherefore provides a nethod for renotely interacting with a
di agnostic interface 118 of a wrel ess ?gvi ce 12,18, 20,22 across a wrel ess
network 14, conprising the steps of establishing a wireless network 14
having at | east data conmunication between conputer devices selectively
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di agnostic interface, such as diagnostic interface application 112. The

met hod can baseslounoncthadeceivrd sqrepand fatay Eyrdhert thergetbedneamdndudeathetepes t he
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[0038] In one embodiment, the system can be implemented solely on the wireless
device 12,18,20,22 that provides remote access to its resident diagnostic interface. The
wireless device can have at least one application or agent resident (either permanent or
temporarily) on the computer platform 50 thereof which causes the gathering of status
data from the resident diagnostic tools, such as diagnostic interface application 112,
which can effect selective transmission of the status data for that wireless device to
another computer device (such as server 16) on the wireless network 14. If the wireless
device 12,18,20,22 is so embodied, the wireless device status data and/or network data
is transmitted over an open communication connection from the wireless device
12,18,20,22 to the wireless network 14, such as an open voice or data call. If the
wireless device is a cellular telephone 12 and the wireless network is a cellular
telecommunication network, such as shown in Fig. 2, the network status data can be
transmitted through short message service or other wireless communication methods.
[0039] In view of the method being executable on the computer platforms of a wireless

device 12,18,20,22, and a server 16, the method includes a program resident in a



wi rel ess device 12,18, 20,22 to provide access of one or nore conputer
devices on the wreless network 14 to the diagnostic interface 118 of that
Wi rel ess wevhemo4much as pushing di agnostic interface apphiscasiozn2dl12 onto
cellular tel ephone 12. [0038] In one enbodi nent, the system can be

i npl emented solely on the wireless device 12,18, 20,22 that provides renote
access to its resident diagnostic interiﬁ The w reless device can have
at | east one application or agent resident (elther per manent or
tenporarily) on the conputer platform 50 thereof which causes the gathering
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medi um can be 1 n a secondary storage nedia that is Ioadabl8 onto a wireless
devi ce conﬁeﬂl@pcepp%{m@rlm-r%adewea%stlawﬁa@ﬁnéwlbawweoplak‘a@é5 Fpiserier dPsk,

hard di sk, 1hk358ructions can reside in various types of signal-bearing or data storage primary,
secondary, or tertiary media. The media may comprise, for example, RAM (not shown)
accessible by, or residing within, the components of the wireless network 14 or LAN
30. Whether contained in RAM, a diskette, or other secondary storage media, the
instructions may be stored on a variety of machine-readable‘ data storage media, such as
DASD storage (e.g., a conventional “hard drive” or a RAID array), magnetic tape,
electronic read-only memory (e.g., ROM, EPROM, or EEPROM), flash memory cards,
an optical storage device (e.g. CD-ROM, WORM, DVD, digital optical tape), paper
“punch” cards, or other suitable data storage media including digital and analog
transmission media.

[0042] While the foregoing disclosure shows illustrative embodiments of the invention,
it should be noted that various changes and modifications could be made herein without
departing from the scope of the invention as defined by the appended claims.
Furthermore, although elements of the invention may be described or claimed in the

singular, the plural is contemplated unless limitation to the singular is explicitly stated.



menory, or other storage nedia as is known in the art. [0041] In the
context of Figs. 3 and 4, the present nethod may be inplenented, for

exanpl e, wW¢ 2opeatsing portion(s) of the wrel ess networ lpcTAsaond/o0092 AN 30
to execute a sequence of machi ne-readabl e instructions, such as device
platform 50 and server 16. The instructions can reside in various types of
signal -bearing or data storage prinmary, ,.secondary, or tertiary nedia. The
medi a may conprise, for exanple, RAM (n&? shown) accessible by, or
residing within, the conponents of the wireless network 14 or LAN 30.

Whet her contained in RAM a di skette,cpApvisher secondary storage nedia, the
instructions may be stored on a variety of nachine-readabl e data storage
medi a, such as WHBD BXGLAPMEDELSy. , a conventional "hard drive" or a RAID
array), magnetic tape, electronic read-only nenory (e.g., ROM EPROM or
EEPROM), flash nenory cards, an optical storage device (e.g. CO-ROM WORM
DVD, digital optjical A apgdm f@adeBiote infs#aGidn widll 8 Fesi@int did3fbstisUhfefideSofdat a
storage nedia including digital and analog transm ssion nmedia. [0042]

Wi | e t he fYoFaessidayicelicoaIPHSiEe shows il | ustrative enbodi nents of the
invention, it b : I QS - i ficaty could
be made herein v%\:\?ﬁ!ggfs Eeé@g%f%%‘?%tr%%& td%{é %Og%ggggémﬁlhngoﬁgé&g tu:fegrff egfséés

defi ned by stleetieppeomiected tierars;. andFur t her nore, al t hough el enments of the
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for renote interaction wth a resident diagnostic interface of a wreless
devi ce, comprdless dgyice inludihg s sompuigo platfhew imguding heesidend aliagnessieninterfect i on
from conmput.er devices selectively connected thereto: d lurality of
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2. The system of claim 1, wherein the resident diagnostic interface of each
wireless device further allows the manipulation of the operating parameters of that

wireless device.

3. The system of claim 2, wherein at least one network optimization
application is resident on the computer platform of each wireless device that selectively
accesses the status data, and causes the wireless device to selectively transmit the status

data to another computer device on the wireless network.

4. The system of claim 1, wherein an application resident at the wireless
devices causes the transmission of the status data from the diagnostic interface of that

wireless device to another computer device across the wireless network.

5. The system of claim 1, wherein the status data is transmitted over an

open communication connection from the wireless device to the wireless network.



network status data, and the resident diagnostic interface being

sel ectively accessi ble by other conputer devices across the wrel ess

net wor k. WO 206003383t em of claim 1, wherein the resident pdragpaasioee20
interface of each wreless device further allows the manipul ati on of the
operating paraneters of that wreless device. 3. The system of claim 2,
wherein at | east one network optim zati 99 application is resident on the
conmput er platformof each wireless device that selectively accesses the
status data, and causes the wireless device to selectively transmt the
status data to @not e sGRBRWIRTaifaY Wheredithe Raredss Ak @i istedelak teléphoddr©
systemof claiml1l, wherein an application resident at the wireless devices
causes the a@déhﬁswirsl9$sm¢twrktihéC@Fldmuglemuﬂilcmrtmwaibgnosti c interface of
that wreless device to another conputer device across the wireless
network. 5. The systemof claim1, wherein the status data is transmtted
over an open conMmuniThetsyeemaIrNe®tl, &Whefdi®ah hfiicaliorethas rovRi¢s aecetOtotthe

w rel ess network, WO 2004/004381 PCT/ US2003/ 020920 17 6. The system of
claim 1, wiagspsiq merfgee &y pushed agosethegvizeless netwerk tp dhe pprppeer aﬂ%&omef
wirel ess neint ki lsSqRi&el | ul ar tel ecommunication network. 7. The system of
claim1, wherein an application that provides access to the diagnostic
interface is pushed across the wireless network to the conputer platform of

the wireless devyjce. . 8. The systemof clajm1, wherejn the w.rel ess device
el eoti vely pul 1% an THEBFEES] GRTE hatDEPI 8 GTee degice Jelehivedy Roe |
interface fa'b?ﬁ@a@i@ﬁttm"pr@\el&ésczﬁ:c@é%rt@%ﬁe didBRosMcriflefaSe RBMMHIth@Helick RBross
conputer platformof the wireless device. 9. The system of claim 2, wherein

a server orthe wirelghy netwerk ange therckmputen platforrg o theswigeless devism t he plural ity of
wi rel ess devices. 10. The systemof claim9, wherein the server transmts
commands to the diagnostic interface of at |east one wreless device to

mani pul ate the wirel aus s§QuinGH clOPEL, ditieidn RAEBRELR tise WikelRBOhdtyord g@hedS S
devi ce operation and thereby optimze the wreless network. 11. The system

of cl ai m 1 stafiedats ompke pluglins olywirglessdeyicéf.ed at the wirel ess device and
selectively transmtted to another conputer device across the wireless

10. The system of claim 9, wherein the server transmits commands to the
diagnostic interface of at least one wireless device to manipulate the wireless device
operating parameters to modify wireless device operation and thereby optimize the

wireless network.

11. The system of claim 1, wherein the status data is stored at the wireless
device and selectively transmitted to another computer device across the wireless

network.

12. The system of claim 7, wherein the wireless device includes an end-user

thereof, and the end-user is notified of the application being pushed thereto.

13. A system for remotely interacting with a diagnostic interface means
resident on a wireless device, comprising:

a network means for providing a wireless network communicating at least data
and having one or more computer devices communicating thereacross;

a plurality of wireless communication means for communicating at least data to

other computer devices across the wireless network; and



network. 12. The systemof claim7, wherein the wreless device includes an
end-user thereof, and the end-user is notified of the application being
pushed t hwoabewoodBi1 A systemfor renptely interacting wpCh/is2aiBagest i c
interface neans resident on a wireless device, conprising: a network means
for providing a wireless network comruni cating at | east data and having
one or nore conputer devices connunicathgg thereacross; a plurality of

Wi rel ess conmuni cati on means for conmunicating at | east data to other
conput er devices across the wirel ess network; and WO 2004/ 004381

PCT/ US2003/ 02092Qiagksfic HtereHee Thdads kiR G theWRiRd)Sss @RIt aiation ridafs Whd el ess
communi cation neans and for at |east providing access to the operating
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W th a di agnest mord cumepdi@cdevivks acrow the@sRsdgatwesk. acr oss a W rel ess
network, conprising the steps of: comruni cati ng between conputer devices

sel ectively connected across a wreless network having at |east data

communi cat 1 on  har eagy 4asnod!rol abteRN fulhcddl wiio TPUhETostlE it oot el y
| ocated wi rel ess device I ncluding a conputer platform~including a resident
di agnost i c wirdless adee ddrosughirelessaietwork] easprisstgtha stegadbf conpri sed of at

| east device status data. of the operating paraneters of the w el ess
device, or net wordmUHISHNE BENEen oFomy dEVFEh SURSIYRY FonReciitt NG k
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interface from anot her conputer device across the wireless network; and

gat heri ng tcheputendgvicenaaemotedy doratadewiteless devical inglugingiiasgpmepsitgreplatherar f ace.

15. The rretirpcqgl

.of cl ai 4. further. conpri si t ste of ;. selectively
Cransm vt 1 iTose AR denostliRirace BRlug sifor e Rl 8 Roia SRUFRL ¥F) L,
one ot her @prasitdevice Sratzalatiofithe opérathLpdameteinuthhe ddlcs£adiiod, BPndtiverk
transmtted status data at the at | east one other conputer device. 16. The

met hod of &faaisifatas or bethdrice slatys datiang nehwork sapisslatapistacaessibly the wirel ess
network based “BQ&:s&iﬁg tl{ee\Qﬁ‘él\é?sdde%c%tcﬁ'%ng?ﬁcainterface from another computer device

across the wireless network; and

gathering the status data through the wireless device diagnostic interface.

15.  The method of claim 14, further comprising the steps of:
selectively transmitting status data from the at least one wireless device to at
least one other computer device on the wireless network; and

receiving the transmitted status data at the at least one other computer device.

16.  The method of claim 15, further comprising the step of optimizing the

wireless network based upon the received status data.

17.  The method of claim 15, wherein the step of transmitting status data
occurs from the execution of an application resident on the computer platform of the at

least one wireless device that accesses the diagnostic interface.

18.  The method of claim 15, wherein the step of transmitting the status data
from the at least one wireless device is transmitting the status data to a server across the

wireless network.



17. The method of claim 15, wherein the step of transmtting status data
occurs fromthe execution of an application resident on the conputer

pl at f or mwD 20bue00ats1 | east one wirel ess device that acceesadasténs/odivagnosti c
interface. 18. The nethod of claim 15, wherein the step of transmtting the
status data fromthe at |east one wireless device is transmtting the
status data to a server across the w r%ess net wor k. WD 2004/ 004381

PCT/ US2003/ 020920 19 19. The nmethod of Claim 14, further conprising the
steps of: transmitting conmand data across the wireless network to the at

| east one wreless device; receiving the command data at the diagnostic
interface of the at |east one wreless device; and nodifying the wrel ess
devi ce oper ati ord9 hr dibgimetkad efudlaim b fwtheppemprising thestapa®et er s based upon

t he received co .data. 20. T h of .claim 14, .fyrther conprising
the step of pus%ggﬁtﬁ& %B%lmaggt?agan%gr?tsgq? & lgeh)es u eé‘?lo%(l gét%hc?rﬁ% geTaStt R at

| east one wireddsedsviekevi ce to provide access of one or nore conputer
devices on the wireless network to the diagnostic_ interface of that

wirel ess devi cerecgivingrithe gpmmagd ofaty |ahithe iagnpsic Heerfacs npfr thei alglaapteorg ep of
pul I'ing an y:apnRliqEAtd.Qqt hat provides access to the diagnostic interface
from anot her device dacross the wireless network onto the conputer platform
of the w rel ess niwlifiyore, tHe2 wirkkess ndelvive dopetratmnathnoulgh, nfaniputetion cafippérstingg t he

step of storing statu data at .the wirel ess device prior to selective
sguh 656 op S e il

transmi ssi A fegeiedsemmang daldy ot her conput er devi ce across

the wirel ess network. 23. The nethod of claim 20, wherein the wreless
device includes an end- user thereof, and further conprising the step of
notifying the ed@-usdhetmethod d claippllidc dwithen dompsisinggthsusthe dft prshimgoan 24. A

net hod for renot.ely interacti i.th a di,agnqstic interface of .a_ w.rel ess
fovi oo nor AbEIERNE bold e Attt pthekdinof LR IB Sué BifRidsh Ryl of pro¥ide
communi cat iab@saof ¥R @& Mofect@BPutBCUAtds et MiireleRsMBiviiTk (k8 Vithe &Bagnostic

sel'ectively caonnected thereto, at |east one of the conputer devices a
renotely | terfaqe of that wireless device.

21.  The method of claim 14, further comprising the step of pulling an
application that provides access to the diagnostic interface from another device across

the wireless network onto the computer platform of the wireless device.

22.  The method of claim 14, further comprising the step of storing status
data at the wireless device prior to selective transmission of the stored status data to

another computer device across the wireless network.

23. The method of claim 20, wherein the wireless device includes an end-
user thereof, and further comprising the step of notifying the end-user that the

application is being pushed thereto.

24. A method for remotely interacting with a diagnostic interface of a
wireless device across a wireless network, comprising the steps of:

a step for communicating across a wireless network between computer devices
selectively connected thereto, at least one of the computer devices a remotely located
wireless device including a computer platform including a resident diagnostic interface

through which at least status data comprised of device status data of the operating



wi rel ess device including a conmputer platformincluding a resident

di agnostic interface through which at |east status data conprised of

devi ce stwpusogmizmiof the operating WO 2004/ 004381 PCT/ B82033403200@20 20
paranmeters of the wireless device, or network status data, or both device
status data and network status data, is accessible; a step for accessing
the wrel ess device diagnostic interfacg from anot her conputer device
across the wireless network; and a step ?or gathering at |east status data
of the wireless device through the wreless device diagnostic interface.

25. A W r el Rgsmdl@Y bf thel Wird@ds QIVicK CorGRIMBIRI sEAhd @ita, Wr bBtoddVide seiPdHi£hnd
devices across a wireless network, the wirel ess device including a conputer

pl at f or m ingbveristatpsalath, peeessibee;i nt er f ace resi dent on the conputer

platformfor at |east;.accessing, stat C ri.sed _ofc th evi st at us
data of the operaaftf:%gfof)aarcges ér %heo%"%f: ‘r%gs %%%régl(gg noaéc\?ilg%ffa%er ?rr?gl\% tl%erst at us

data, or baebhpieydedcsiabésdshdlairalessbiweikyvaik status data, and the
di agnostic interface selectively accessible to other computer devices
across the wird #sB fAREABERNS 26 leash stafifs datasef thevwirelesy deyige through fthe t her

conpri sing v@r%@stsgeﬁgggﬁgnos PRitkGel On resident on the conmputer platform of
the wirel ess devices, tfie data access application causing the selective

transm ssion of the status data for that wireless device fromthe
di agnostic interface to .aqoth r _corrlg)ut r .device on the vviéel ESS net wor k.
g wHa: Y

27. The wirel es2odeviteViFless| Sevicerdn S FOMFRHILGARON o s COTPRMEN t t ed

over an Op%vféWBQSC@Wi&Ibs§%ﬂﬁﬁk,i He \iifé?é"é‘stdéeic@ﬁiﬁ@hﬁﬁg ad&ifﬁ;ﬁﬁertﬁat?é}ﬁx
wireless network. 28. The wi rel ess device of claim?25, wherein the

wi rel ess deandluding g dzmgpesticunterface rdsslcnthonithc campoter glatforn fanat ledsbacgessengess
network is cel,l.ul ar tel ec nj.cati et 29 The wir S evi ce
of claim Zégt%g?%icr?n}pﬁlée WO?gFéésffgwgé\,S?%gs Qgﬁa\é\@f{ |hl\9e? eratr “&da%‘a%géﬁg% §f g%ecess
appl i cati orwitdiésk deSicpUshBawagk Qo [dag, vt bethedsideedins WataGinti iR tweR R Lr
platformof the wirel ess device. WO 2004/004381 PCT/ US2003/ 020920 21

data, and the diagnostic interface selectively accessible to other computer devices across

the wireless network.

26. The wireless device of claim 25, further comprising a data access
application resident on the computer platform of the wireless devices, the data access
application causing the selective transmission of the status data for that wireless device

from the diagnostic interface to another computer device on the wireless network.

27. The wireless device of claim 25, wherein the status data is transmitted
over an open communication connection from the wireless device to the wireless

network.

28. The wireless device of claim 25, wherein the wireless device is a cellular
telecommunication device and the wireless network is a cellular telecommunication

network.

29.  The wireless device of claim 26, wherein the wireless device selectively
loads a data access application that is pushed across the wireless network to the

computer platform of the wireless device.



30. The wirel ess device of claim25, wherein the diagnostic interface
allows nmanipulation of the operating paraneters of the wrel ess device,
and t he woebes®4+sbevi ce sel ectively receives command da@ca/ms2onsne0s20

di agnostic interface from anot her conputer device across the wreless
networ k and mani pul ates the operating paraneters of the wreless device to
nodi fy wirel ess device operation. 31. ng w rel ess device of claim 25,
wherein the wirel ess device sel ective |1s a data access application
across the wireless network to the conputer platformof the wreless

device. 32. In &0COMDtHealirdl&RURVICE ofRRiHMS, WhBleADRMiidhatMHeR 8 Bl £d
directs a conmputer device on a wireless network having at | east data

communi cat |rmn11mé@twce1eof thwmatagspawmtmqf she wirelgspdayics, awl életwuﬁédsy d@‘ocmect ed
t her et o, ke@§ one“pgcth %1at§l nqynﬁcat“?c ﬂfVlc%s a_remot e

| ocated w rg SHEEE® | R@W& ng a Srf‘g?.ﬁ or cpfrgef' EFm A 88‘ a Wg'ﬂ]lﬁostl C
interface rdemt Qicbbs@@l‘i‘@&ﬁtelﬂs@ nte@vdrhﬁhn@Qﬁﬁm?ﬂﬁtes diy iopératifigl pahighetert f fgce
providing at | east status data conprised of device status data of the

operating péraderstdeyise ifmediy wirelesedayiceeaperationor net wor k status data, or
both device status data and network status data, to performthe steps of:
sel ectively receiving status data fromthe diagnostic interface of one or
nore W rel ess ddmuriiheawirgiessddeviceas ; claind 2§twhém@ ﬂmhezvilrcdessi desitesseRtige dat a.
33. The pro%bam of claim32, further di rectl ng H%)Ut er devi e to
per f or m t h@U4 @slakr achess APRECaLiop A6 tpss thewiel Ssﬁpﬂ‘?“ﬁ tE:}ﬁ 6omperRiat %‘F“%re

W reless GgRWHBlSAddvRR devices to provide access to the diagnostic
interface of the renotely |ocated wireless device. 34. The program of
claim 32, wherein the diagnostic interface allows nanipulation of the

operati ng parangters ,of the ni cation_devi.ce, an é’.ur her

A recting the capur & »seipulFEBEE ARRTH p SRR e HrER it dielsiibmnds
to each dicagpaetidevicdionrd aeRIE nefrRMalmizeat Iedse|damScERMURIOAER béWedeVi ces
to thereby nodify wreless conmunication device operation. WO 2004/ 004381

PCT/ usz003/\’02@@2oconzzurssatwmnd%lw@%nfﬁlﬁ%we%mctéd eetim atalepitogneant tiat
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havi ng at |eas cormuni
computer platform havmg a diagnostic interface remotely accessible to the computer

device and the interface providing at least status data comprised of device status data of
the operating parameters of the wireless device, or network status data, or both device
status data and network status data, to perform the steps of:

selectively receiving status data from the diagnostic interface of one or more
wireless communication devices; and

storing the received status data.

33.  The program of claim 32, further directing the computer device to
perform the step of pushing a data access application to the one or more wireless
communication devices to provide access to the diagnostic interface of the remotely

located wireless device.

34.  The program of claim 32, wherein the diagnostic interface allows
manipulation of the operating parameters of the wireless communication device, and
further directing the computer device to perform the step of transmitting commands to
each diagnostic interface of one or more wireless communication devices to thereby

modify wireless communication device operation.



bet ween conput er devices sel ectively connected thereto, the wirel ess device
including a conputer platformand having a diagnostic interface that at

| east provOodest/mmessess to the status data conprised of ®eviuseoshaies dat a
of the operating parameters of the wireless device, or network status
data, or both, to performthe steps of: creating a renote interface to the
di agnostic interface of the wireless deyice, the renpte interface

accessi bl e by other computer devices ac?%ss the wirel ess network; and

sel ectively providing access to other conputer devices across the wreless
network to the diagnostic interface of the wirel ess device through the
renote interface. 36. The programof claim35, further directing the
conput er to perB6rm tihe cogpeisr adadglle anadivwm a/progeans that wihay exdratesh ditegts adat a

f he di i C i f f th i [ el devi h the
| niorface, "IMFE GoRPYRLAEr Cors bt SopUrER B dctes (R ERIrbaRatE ™ ©

networ K. 3betwtRf cOmpaeAdR@éesGERLIVeIPcornet et Eerdld  (RE Wirklest BEvivd mneluamg Hlevi ce
to perform the step of opening a comunication connection fromthe at

| east one WPWppiesplagfeyn ead having pdiggnosticeiniertage Wik Rt leastProvideseachessiie tha ep of
transmtting, 3t atig, 65%f1|03 éfeL%E 3{1}6&& %a'?egof @)? og?g.?ﬁr# ?g&%\lﬁeerg\é? lthe ﬂlg'e]%psen

conmuni cati"on connéc rogram rein t
di agnost i c devit€rdr acwvoak btaws datapot ath,ab iperforad thelyepopér at i ng par anet ers of

the wireless device, and further directing the wreless deyvice to perform
the steps of: r&Ea{iNE AGRYMIBIRH RN (REBUYR netﬁgaqeeqfﬁ ® Vitsicst flades A at
the di agnoﬁﬁh% él:lt yﬁ!efa%é%sibié BN REA Rt ATPHE LIS ER B EORIwbREaY " €l ess

network; a Ing the wi rel ess device operation through nmani pul ation
of the oper ati ngelepivelympreviding aanedssu o theh eomputsr védayices naveesd  that wireless

network to the diagnostic interface of the wireless device through the remote interface.

36.  The program of claim 35, further directing the computer to perform the
step of selectively transmitting the status data from the diagnostic interface of the
wireless device, through the remote interface, and to at least one other computer device

on the wireless network.

37.  The program of claim 36, further directing the wireless device to perform
the step of opening a communication connection from the at least one wireless device to
the wireless network, and wherein the step of transmitting status data is transmitting the

status data over the open communication connection.

38. The program of claim 35, wherein the diagnostic interface allows
manipulation of the operating parameters of the wireless device, and further directing
the wireless device to perform the steps of:

receiving command data, through the remote interface and at the diagnostic
interface, from another computer device across the wireless network; and

modifying the wireless device operation through manipulation of the operating

parameters based upon the received command data.



